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* "Element APIZ AF25I0] AEZ|X|E ZH2|EL|CH
* "SolidFire % Element 2 E Q|0 MEH A"

* "vCenter Server NetApp Element E2{12l1"
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FIPS E2I0|E 7|5 &X|E sHZL|Ct

NetApp Element 2T EQ|0{ UIE AF2SIH FIPS E210|E2 7|51t 2=l A|ARIQ| S2{AH
ol = 2700 Cigt Y2lE 2 = AL
1. Element UIS AtE3I0{ * Reporting * > * Alerts * S ME{StL|LCE,
2. C}2 & HIRS 22 AE MO E &&LICH
° FIPS E2I0|E7} YX[SHX| gt&LICt
° FIPSE 738 &8

= O
= T
3. o2 WH2 SHAH 2F AE YEHE YRSHYAIR.

XiAet L8 S Stelsti A2
* 22{AH ¥ AC
* "Element APIE AF85t0{ AER[X|E Ea|gL|Ct
* "SolidFire % Element 2ZE 0 AH A"

* "vCenter Server& NetApp Element 22{12l"

Z2{AHO0|A HTTPSO|| FIPS 140-2E AE5t=E A& eL|Ct

EnableFeature APl HIAEE AFRSI0] HTTPS EXI0]| FIPS 140-2 2= D EE SHA SIS &
oIJ~L|[f

NetApp Element 2L EQH{E ALEstH 22{ AE{0|A| FIPS(Federal Information Processing Standards) 140-2

g ZEE MESIEE MEf &~ JELICL 0| REE &d%t5HH NCSM(NetApp Cryptographic Security
Module)OI 2*”5&EI HTTPSE S3dll NetApp Element Ul S APIO]| HZE|= 2 E S40f| FIPS 140-2 Level 1 215
Ao E HEBLICL

FIPS 140-2 ZEE 2d3let 20| = HIZ 4ot % ||:|' FIPS 140-2 2EE A 83t E HHSHH

@ S AHQ 2t L=V MBE-ELD XN H|AES Sl AL 22 NCSMO| FIPS 140-2 215 2 =01 A
SHEA 2F 3 2S5 5= AFLIC 0| 2 2} %E1¢E19| #e| Y AERX| AZO| BE SEELIC
Fo %*§§f EH|91L|§0| st Z202 MBSt Al=lstn 0] REE E-detsl{ofF ghLCt.

XtM|3t LH2 2 Element APl MEE A XSHAA|2.

CHZ2 FIPSE AL E AHSt= API Q89| oL Ct.

"method": "EnableFeature",
"params": {
"feature" : "fips"

by
TadTy 1l
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0| &= PEJI &M3lEl & BE HTTPS E412 FIPS 140-2 201 &5 S A2%tL|Ct.

KtM[et I8 S 2tQlst AL

* SSL &%
* "Element APIE A28 AEZ|X|E 2t2|ghL|Ct
* "SolidFire & Element 2ZE 0] MEHA"

* "vCenter Server2 NetApp Element Z22{10I"

AETHEOH E4E HAHSI= | AtESt= Y=t 12| FYLICE. FIPS 140-2
LT gdstEl 32 Element 2ZER||0{7} X[St= BE 20t HIEE =7t ASLICE

ZE2 Element AL EQ|0{0f| M X| == EZE SSL(Secure Socket Layer) 2= 2t FIPS 140-2 ZE7} 2 3tEl
2E|Ee SSL Y5 & M3ELCt.

* * FIPS 140-2 H| & 43} *
TLS_DHE_RSA WITH_AES_128 CBC_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES_128 GCM_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES 256 CBC_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES 256 _GCM_SHA384(DH 2048)-A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256(secp256r1)-A
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256(secp256r1)-A
TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384(secp256r1)-A
TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128 CBC_SHA(RSA 2048)-A
TLS_RSA WITED_AES_128 CBC_SHA256(RSA 2048)-A
TLS_RSA with AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES 256 CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES 256 CBC_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_GCM_SHA384(RSA 2048)-A
tls_rsa_with_camellia_128 CBC_SHA(RSA 2048) -A

tls_rsa_with_camellia_256_CBC_SHA(RSA 2048) -A
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tls_rsa_with_Ildea_cbc_SHA(RSA 2048) -a
TLS_RSA_WITED_RC4_128 MD5(RSA 2048)-C
TLS_RSA_WITED_RC4_128 SHA(RSA 2048)-C
TLS_RSA WITED _SEED CBC_SHA(RSA 2048)-A

* * FIPS 140-2 &3} *
TLS DHE_RSA WITH_AES_128 CBC_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES_128 GCM_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(DH 2048)-A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(sect571r1)-A
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(sect571r1)-A
TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128 CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_128_CBC_SHA256(RSA 2048)-A
TLS_RSA with AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A

TLS_RSA_WITED_AES 256 _GCM_SHA384(RSA 2048)-A

KEMISE LIS 2RISHYAIR

S AEO M HTTPSO| FIPS 140-22 A2t E MASHL|C}



QIR 7| ZE|S AIXEL(C

EKM(2F 7| &2])2 2|F S AE EKS(QIF 7| AH)2t SH AK(EQt 21F 7]) 22|E
HSELICH AKE SED(XHH| =%t EBLO|H)E & OMLE 3 Sixst= ol AFEEILICH': S
CIOlE 2=of SHAEOAM 7t &Mt ELICH EKSE AKS 9_”‘._1?_* Md S XE 7S
H3ELICt 22{AEH = OASISOIAM Heolst BEFE T2 EZQ! KMIP(Key Management
Interoperability Protocol)E AF25t0] EKS2F SAIgLICE,

- ol BH2|Z AFRLICH

= =2od

(¢)

* "ALE 0] fzst f7 OAEH 7S CHA| YIS

18

L UM AT 4 AL RRE QI 7|8 BRBLICK

—

* "QIR 7| ZHeE| AP EE"

* "NMEE ATEQN Ao E 2M3st= O AFEE £~ = CreateCluster API"
* "SolidFire & Element 2T E |0 MHA"

* "0|™ HZF 2| NetApp SolidFire % Element H|Z0f| CHEt 24"

Ct3 THAIE &5t LIEE Element API HIAES ALE0I0] 9|2 7| 2E2| 7|sS €82 +

UELIEH

Qs A

" MTE ADE o] Piot 3hi| o] 7| H2|S UHstE FL S AHSSH K7 MEfS| ARES0] YT

ggé}éﬁgu Cp22{AE 44" 282 ZBloX| G M Z2{2E Q| wL|ct

T

1. 9% 7| MH(EKS)2t ER{AE 7S MELC
a. Ck3 API HIAES ©E010] 7] AjH{ot ERAE 24|S UH3} 38

Ol AF2E|= Element 22{AE{0f CHst
[

17421 7| g MMBILICL "CreatePublicPrivateKeyPair £ & ZsHA| 2"

b. oI= 7|2t0| MHSHOF SH= B M MH QH(CSR)S BH&LICE CSRE Edl 7| M7t sliE 7|01| °”A1| 2
Element 22{AE{7t Element 22{AHZ ASE|U=X| 2ele = JASLICH CHE API HIME Lct.
"GetClientCertificateSignRequest & & X8t A"

C. EKS/2E 7|2E A5t AME CSRO| MERILICE XpAISE LIE2 EfAL EHME FZOHHAI2.

2. 22AEHO| EKS2t E4g MH 8 SSXE MHESLICL 7| SSXh= 7|15 20{0F 8t= /IKIE Holst MH =
x-|l:|-ol- EKS°| EI-I S -I% 7é0|ol-|_||:_|-

a. L2 API HIMEE S E5H0] 7| MH M2 HEIL )= 7| 35 XHE THELICEL "CreateKeyProviderKmip 2
SESGESINIR

b. CtS API HAEE SE3I0 QI 7|22 MHE QISMet ST 7| ABME HMSsts 7| MHE MBIL|CE
“CreateKeyServeerlp g K ZESHIA| 2" "TestKeyServerKmip"

HIAEO dujet 22 Mt A2 3 742 efQlgfLict O3 k3 HIAES gtsgtLCt
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LS APIHMEE 2 E5H0 7| MHE 7|
EERSHIAIR" “TestKeyPrOV|deer|p 2

HAEO Aot 22 M HZE 8 242 gfelgL|ct. O3 02 HAEE gtEgfL|Ct,
FERIO] 22oto| BR) 2dst "R7 ot=90] Y=ol B 2E510 7|8 MESH= ol AH8E = 7|
SAe| IDE HMIZELICt "EnableEncryptionAtRest £ EZSHUA| 2" API HAE

BILICH'APIE & ESHA|2". 7|1 Element Ul
2getotd 7|00| H Ho= YdE 7= AMEdto]

f

b. (MEE ATEY 0] A52l8) "7 ATELN et M2 E'h_ 7| 32XE Ar8dte{H 7| 3=t IDE ol
HESIL|Ct "RekeySoftwareEncryptionAtRestMasterKey S X ESHMA| 2" API H|AE,

to

KtMISE LIS

o

2IOISHY A
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{

3. RekeySoftwareEncryptionAtRestMasterKey HH SE0|M asyncHandle /S SAFetL|

"method": "rekeysoftwareencryptionatrestmasterkey",

"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"

HA =2 — = EI-

4. E HEBILICt "GetAsyncResult £ HZESHUA| 2" 0| EHA[9] asyncHandle 2t2 AHE6I0] BE S H&sto] 714
E%‘% groletL|ct. EE SE0IIM O|F OtAE 7| 40| M 7| HEZ °*E1|0|EEI°*%% gfolel = AELICE
LIS0l| A8 Y = AE M 7| SEXt IDE FAFZLICE

{
"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",

"keyProviderID": <value>
by

"operation": "Rekeying Master Key. Master Key management being

transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
by
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. GetSoftwareEncryptionatRestinfo B& S A5t keyProviderIDE Zatst A 7| M[E HEIt
AUHO| EE|}=X| =elefL|Ct.
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"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",
"keyProviderID": <value>
by
"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",
"version": 1

by
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