INES= =
Element Software

NetApp
November 19, 2025

This PDF was generated from https://docs.netapp.com/ko-kr/element-software-
123/storage/task_system_manage_mfa_set_up_multi_factor_authentication.html on November 19, 2025.
Always check docs.netapp.com for the latest.



140
Ras

=

oo 1>
of o>t 0

i
o
L]

ot
Iz
=
to

]
>
00

p't
-
i)

o

I

5 I

9'_|-
-
n

i)
o o o B
o o b
B B re
o ro O

o o M

2

=

ek o

%

N

)l

HL

u
& 0
[>
m
nx
Jal
fjo
ot
%
or Mo
- =
= 0
30

A
=
rot
=
op O
o o

|u
Ll
>
m
10
40 Mo
ok
m
o
T
o2
ot
ot
%
nx
0z
s}
o
=
ot
-
o

I
AL

N
m
il
bt
=
=
£
|0
1l
nz

K|Sl HMAZ
0|8 <Fzt HifL
HE/I AZt Z2EZS HFLIC

SNMPE zt2[gfL|Ct

C2tolE 22|

[Py =l

Fibre Channel ZE N2 MHE =ZL|C}

7|-Jk|- [_-”EO 32 I'_I-E_l'c')'}'l__l |_'_|.

FIPS E2I0|EE X| )5t SHAHE WHeLCt

FIPS E2I0|E0f| LEE =I5}X| OFAAIR

SR OoIE 2=3t A

L CILFIPS E2I0|E 7|52 X|§iEt 4 Ql=X| =tolgtL|ct
FIPS E2}0[E 7|52 At
FIPS E210|E MEfE
FIPS E20|2 7|5 2H| ol
S2{AE|M HTTPSO| FIPS 140-22 AI2st== MHEL|CH
XiAet L8 S &telsti A2

ruI

mn

po0d OO
wa
=()=|.
=
ot
-
i} 0.

r
o>

J*-‘J
rulru o op o

SSL =
Q& 7| 2| AlFELCt
QIF 7| e I% ALt
ATEQ 0] Yoot 7 OIAH 7|S CHAl Y&stTt
X

AN AT 4 GHLL

2RE 5 7I1E SAELILE
Q|F 7| Za| API HH

—

O O g b~ W WDNDN-=_22 A& A A

N NN D DN DN DN DNDNDDNDNDND =22 2 2 A a a2
o N oo~ A DNMNDN-_2 20 0 © © 000 6 =~ O N



NES T

Element UIO|A A|ABRIS 22| &~ JASLICE K7|0fl= CFE 24 015 st S2{AH 4%
22|, FIPS(Federal Information Processing Standards) X[, 2|52 7| 22| At 50|
ZetEILICE.

‘UCHE R4 0lEE

Attt
* "2 AH dFE RO

M
-

* "FIPS E2I0|EE X[st= 22{AEE WHELICH

* "QIR F| ZE|E AlFfELIC

= HZSHAIL

* "SolidFire & Element AT E Q0] M A"

* "vCenter Serverg NetApp Element 22{1Q!"

CHE Q4 S5 S AFSELICE

HJIO

MFA(MuIti -factor Authentication)= SAML(Securlty Assertion Markup Language)
EfALID 3 Xr(ldP)E AH25H0] AFEXE ME S 2t2|gtL|Ct 2h2[Xt= MFAS AFE5HY %*i EY
SAE HAIX], 2% 9 MAH MY HAIX S R0l K2t X7} 915 24 14 4+ UsLICH

ElementAPIS Soli O[={¢t 7|2 HA|S A0l TS R4 QES A8t S S2{AHS
A—II—IoI- 3= ol |__||_-_|._

Zf API M2 Z0f TS XbAISH LHER2 o[ M 2HQlE = ASLICH 24 API EHZELICH

1. C}Z API HIN =8 S &35t IDP HIEIH|O|E{E JSON & 4| "CreateldpConfiguration"@ 2 Mt 22{ A
CHet MZ2 EtALID S2XHIDP) +4 S Mgt

IDP HIE}H|O|E{& Yt EIAE SA|OZ EfAL IDPO|A ZAEILICEH O] HIEIH|O|E{E JSONSZ SHIZA|
TR} =X] 2olsty| 2ol FE S ABOHofF BLICEH AF2E 4 Q= JSON ZXHHE| S8 T2 M2 0L
CFFetL|CH Ol https://freeformatter.com/json-escape.html).

2. spMetadataUrl 2 Sl 22{AF H|EIH|O|E & A M0 CS0t 22 API MM E('ListldpConfigurations')&
S ESI0] EtAL IDPE SAFEILICH

SpMetadataUrl 2 12| 2HAE 2F517| 2l3ll IDPL| 22{AE 0| M AMH|A S5t HEHHO|E{E HMSH=
AHE &= URLYLICE.

3. EFALIDPS| SAML 0|8 M S 743t ZAt 22 S 2%t AFZXIE 1RHH AEstn e 20H20| M2
ES5H=X| "NamelD" £8& ZA[ZLICH

QS El SBIAE 2| AFEX

)
OF
:l:
m
Pl
o
o
=2
1o
OF
=

4. Ot2 APl HIM =('AddIdpClusterAdmin')2 = &5t 2152
A™ES StLt O] AF M detL|ct


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://freeformatter.com/json-escape.html

@ IDP S AE| 2t2|Xt2| AHEXt 0|2 Ch3 oi|2t 20| &Ist= &0l Chet SAML &4 0|5/3f
OH & ap A X|sHOF SL|Ct.
° email=bob@company.com — SAML £40{A O|HY FAE SiHSt=F IDP7} & 32,

° group=cluster-administrator - IDP7} 2E AF2X}7} BMAGOF ot= 18 SM2 sHHM[SIEE M &[0
USLICE SAML £4 0| 5/2t HIO{H2 HotS {6l CH/AEXIE ?—.'?'_—?:.*LIEP.

5. C}Z API | A = "EnableldpAuthentication"g S Z6t0{ 22{ A0 Cist MFASE 2HdatgtL|Ct
XEMISH LHE S SISt Al

* "SolidFire & Element 2AZE2||0{ AHAM"

* "vCenter Server& NetApp Element 22{12l"

CHE 24 oI5 H pEsto] Chaat 22 FolAtgg FFo F0{of ELct,

* O O| & R =2oIX| 42 IDP ABME H 1X[2{H H| IDP 22| Xt ArEXHE AFE5H0] CHS API
0| A E('UpdateldpConfiguration')E S Zs{0f &FL|C}

* MFA= Z0|7t 2048H| E 0|2l Q15 Mt = 2te|X| S5 LICt 72X QZ 2048H|E SSL 215 AM 7t 22{AE{ 0
MMEILICEH APl H|AE 'setSSLCertificate’S =8 e O X2 37|9| QIS AME MHSHX| koo L Ct

@ SZ{AE{T} 2048H|E AR °.=1_'E1|0|': O|2tef QIS ME ArE3dtH= E<2 Element 12.0 0[&2
Y2|0| =3t = 2048H|E 0] &2| QIS M= SE{AH ASME HCl0|E8H{OF LICt.

° IDP 22| AF2X= SDK EE= Postman2 E5 API &2
L= vCenter 22{0QN)0f| AHEE &~ AELICE Ol2]{st 7 |%
ﬂale AEXEE 2 22{AH B2|XtH ALEXIE FtEL

eSFs| _¢_5OH6}71 L|- E}% S&(%: OpenStack Cinder
x OF St= Z< LDAP 22{AH

KtMISE LIS 2elstd AR

* "Element APIE A2t AEZ|X| 22|
* "SolidFire %! Element 2ZE 0] MEHA"

* "vCenter Server2 NetApp Element Z2{12I"
o [ =
So{AH dE =S 2L

Element UI2| Cluster B0l X S2{AE TA| 28-S 2l 8 HEF5I D SHAEE &Y

233t 4 ABLICE

fujo

Z2|AE S0 AL, HHA XY, K% 23, 714 25, SnapMirror, NTP BREHAE S20|dEE YaLict,

* Element 5! ONTAP 22{AE{ 7t SnapMirror 2| At


mailto:bob@company.com
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/ko-kr/element-software-123/storage/concept_data_manage_vvol_work_virtual_volumes.html
https://docs.netapp.com/ko-kr/element-software-123/storage/concept_data_manage_vvol_work_virtual_volumes.html
https://docs.netapp.com/ko-kr/element-software-123/storage/concept_data_manage_vvol_work_virtual_volumes.html
https://docs.netapp.com/ko-kr/element-software-123/storage/concept_data_manage_vvol_work_virtual_volumes.html
https://docs.netapp.com/ko-kr/element-software-123/storage/concept_data_manage_vvol_work_virtual_volumes.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_snapmirror_use_replication_between_element_and_ontap_clusters.html

* 2H{AHE Ho AL E APt

* K ANAS EF LD

=

* "Element0i| Cioll £5 St 20| AlME|= 2"

« SB|AE{O] T3t QSBHE AFBSIHLE ALBBHR| QT2 MESHL|C)
- 0|2 ot LIS B2|ELICH

* H2|E S AH| et HERZ A2t Z2EZ MHE AL
* SNMPE zt2|gL|Ct

« C2o|E 2g

L= =

* 7Y HEYZE 2|t

* Fibre Channel ZE M& HEE FL|C}

KtA[et I8 S =tQlst AL

|

* "SolidFire %! Element 2ZE Q|0 MEHA{"

* "vCenter ServerZ NetApp Element S2{12l1"
22 AH| 5 0|y 2=3tE M S sidISL|Ct

SolidFire 22{AHE AIE5IHH 22{AH E210|EHY| MEE ZE 7 HO[HE g=stet
UEGLICH E= 2 AHESIH SED(AHN| =2t E2I0|E)e| E2{AH A HSE Mot
QlELiCt Slfof i AT i

Element Ul EE= APIE A5 5 SIEI0] 253t UELICH SH=HI ?D; 4S5t |52

= A

= .
il ELE1*'51°| 450l 2E20ls SEE FX SELICE MEEX] gie 2ZES N Y= oh= Element APITH
A8t gdstet = AELICE

MEEIX] b= SR 7|H eoot= 7| 2X 2 Se{AH MY S0 4[] 22H Element UIOIA 243t 8
Higdete 5= ASLICH

() | SolidFire Al Flash AE2|X| 22{AEQ 22, 22AH 44 50| RF ATE 0] Y8E
gdetaliof o, 2HAEE Yoot 20i|= blgdste + GlELIC
Lt
© Yoot 2= SYRIotALE HEE - U=E 2R AF 22Xt Heto] ASLT
* MEE StESO 7[E fosto] AR oot HHS M| Hoi| 2 AE T H SEIX| elYSL Tt
© YoHE AMEOH| = E 2Fots B Et0|E0|A &2 etE oMot H = =0t 22 AE0| FHo{st
UO{OF ZfL|CE

| =3t Qs 22{AEHQ R7 HEQ AXEQ 0] Y=3E elstHH 3 *f gIL|Ct "GetClusterinfo
! UELICH "GetSoftwareEncryptionAtRestinfo £ & XA 2" 2 AEOIA


https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getsoftwareencryptionatrestinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getsoftwareencryptionatrestinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getsoftwareencryptionatrestinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getsoftwareencryptionatrestinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getsoftwareencryptionatrestinfo.html

75 HIO[E E g=otsts ol AH8ot= YEE 7HME S-YLICH

@ https://<MVIP>/" 2| Element 2 E|0] Ul CHA|EE= BXH StEL0] 7|8t = otof| CHot XM &HEl
A=t MEHTH EA|RILICE

9| 7| Be| THS ABBH0] 93 HOlE SatS Bt S Sof 93 MEfo oslS
() 2usielor SLICHAPIZ ZE61AA 2", IIZ Element Ul HES ALBHO] Zisfol® L2 o=
MNE 7|2 At AR ElSO0RLIC
1. Element UIO|A * Cluster * > * Settings * & ME{BtL|C}.

2. ME Al 22} AL * 2 MEISIL|CY,

(B =]
S Mefol AmERI0] 7|ut 23t A

@ SHAEOM 2T E0] 22otE MESIEE e 20= MEEIX| g 2ZES0 L2otE
SiAE =+ GlELICE.

1. 2 AEHE MY

St S0 2 ATt 'S AE MM " enableSoftwareEncryptionAtRest7t true2
HEYE O JAELCt

MEE SIEOf 7|8t L3t HlgMdoetL|Ct
1. Element UIO|A * Cluster * > * Settings * & MEHEIL|C}.

2. ME Al Y=o} Higtdet * S MEfgLICE

KtMISE LIS RIS AR

* "SolidFire 2 Element 2T E Q0] MEH A"

* "0|F T 2| NetApp SolidFire & Element M|Z0]| CHet 2 A"

SDAHE X LA ZE AFLICH

OfzH CHAIE AFESIH A|ARINA 28 22{AH £0t A1 E MMSHE 2|2 HEAS £
Uq&LICE ESF ModifyClusterFullThreshold APl I EE AF25I0] A|ABINM 82 £

o
HIEtCIOIE 1 & Mddt= +F2 HEY &= UASLILE

SN


https://<MVIP>/`
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_createcluster.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html

ChA|
1. Cluster * > * Settings * £ Z22/gfL|C}.
2. 2e{AH A HF MMM Helix?7t =& HONZRE E7g +~ S M _ %SO0| Hot JUS uf * 210 A2
HEAHO|| BHEL S QIBASH |C} *.

== [=|

[ = |
3. HF e MF * & =Y.

il NetApp X BHEX7F AEZ|X| 20| BMASIES
LAHLZ K| AMAE BFY £ ASLCH

X3 HMAES HESHAH S AE 22| XH 2EHO| AO0{OF L,

*

1. Cluster * > * Settings
K3 HMA ALE/ALE OF B MMOf| M X7 HHAES S E

[ S == e |

o
N
N
>
N
o
o
I
Q'_I-
-
[l

2
3. x|_<,>_l__| OHA-"A A|--9- * O EEl'c'>'|-|__||:|._
4

©MEf Abeh * X[ MM AE HIEGetoteE * X MM A HIFE e+ & =L

L=]
Ol

ofzt b4 BHa|BtLICh

=

AFEXHOH| Chist HIAIXZ7F e iU E 2, Y = g & AL

=i
AHE ozt B S Z-dstefLICt 0|8 of 2 B S HERILICE ALE of2t BiE AFE0HA| == dF Lt
AHE of2h B & g ettt

AEXt7t Element UIO 2301 ] HA|Z|= ALE k2t B E S4ste = AFLICH ALEXL7L BILHE S22t
S AE0]| ol et HIAIX|7F et BIAE CHot &XE7F LIEHELICE B = AXMEX] SiAE 5= JASLICE

ALE oft 7|58 EdststeH Sa{AH a|xt 2to] A0{0F LTt

=

AFEXTE 018 oft 20l B S MEHSHH HA|E[= HIAES HEY + USLICE


https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Flash_Storage/SF_Series/How_are_the_blockSpace_thresholds_calculated_for_Element

* AME oFEts goteH Se{AH 2a|xt 2to] AojoF LTt
* A o2t 7| S0| ZEetE|0] =] 2Rl Tt
£

1. AFRX}* > * 0|8 oFz * & 2algi|ct
2. M2 Ot * TS} AFKIOI M HEA|E BIAEZ MEISHL|C}H
() 4096xt2 ZastR| OHIAIR.

3. HE LI N& * 2 Salect.

AME oft i E AMSSHA| =8 2L

ofZt B E ALESHA| = E 2T 4= ASLICH B 7} H|ggotEl H2 ALEXH= O 0|4 Element UIE AFEE
tE ofztofl Solot== QEE(X| 5Lt

ofptg TStz Z2iAE| 22|Xt Hto| L0fof BHLC,

|

HEYI AZt TZESS MASH|C}

NTP(HIES|Z AlZt TZE D)= & Jhx| uh 5 sLtE MY 2 YALICH 5, 22{AE9| 2}
x5 IN

LEO EEEIHAES EFOIT= XIASHALE 2t =20 HHI0|ES 2SR K| Aot Al 2.
NTPE UEIE S AIAIE S7|86ts o AFBELICH LR i 2|2 NTP Mo Cist HFe £7| S2{AH

9| Y0{of gL,
H2Ie B2AAE0) et IEYD APt TRES MHE TAELIC

SAEQ 2t =0 YO|0|EE 28 NTP(Network Time Protocol) MHE F2|SIE2
X8 = ASLICEH EHAEIE LA E MHO|ITH LS50 NTP HEE QEL|C

EZANTP MHE 712|7| 8 SAECQ NTPE LEELICE IP 4 = FQDN 2AE 0|2 A Y & JU&LICHL
SHAEH M4 Al 7|2 NTP A7} us.pool.ntp.org S 2 M E|X| 2t SolidFire 22{AE 2| E2|X 2|X|of| 2t 0]
ALO|EOf HEY & gl 2RE ASLICL

FQDN A2 7HE AE2|X| .=E2| DNS 20| Mtz AFE|0] A1 2 SAX| of Fof et H2rEL(ct oA
ot 2= AEE|X| =E0|M DNS MHE 745t HER/I ZE 27 At H|0|X|E AESHH ZETF E A=A
sfolgtLct.

£ 571l MZ CHE NTP MHE YUY & ASLICH



O #Y S FdoteH Se{AH 22|t 2eto] A0{oF gLtt.

1. Mt H™ol|lAM IP /== FQDN S5 FMELICH
2. DNS7t 20| SHIEH| ™A =X 2ol
3. Cluster * > * Settings * £ 22|8tL|LC}.

4. Network Time Protocol Settings(LIE®I3 A|Zt TZEZ AH)0M EZ NTP 282 AF25H= * No *(OtL| 2
Y& MEdefL|Ct

* "SolidFire & Element 2AZE2||0{ AHAM"

* "vCenter Server& NetApp Element 22{12l"
S AE{7I NTP EEEIHAEE FAISIEE A RLICtH

HECIHAE DEE MESHH S2AEQ| 2t LE0| EX AH 2| NTP(Network Time
Protocol) E2EIHAE HA|X[E e HIERII M 4 CHI[SHEE XA = JASLICL

= T M-

* O] BHES FY5t{H 2 AF 2t2|X} 2eto] U0{0F BfL|Ct.

* HEIOM NTP AHE HEEIHWAE MHZ FMsHof BHL|CL.

1. Cluster * > * Settings * & Z2I¢tL|Ct.

2. HREIHAE DEES AFSH= NTP AHE M S50 4gfLch

3. HIEQIZ AIZt Z2EZ HF0l|M * o * & MEsto] HREIHAE J2t0[AES AERILICH

4. HREINAE S2H0|HES HHSIAH * Server * HEO| EREIHAE HEZ 0 NTP AHE L=FLICH
5. #HE I XMF * = S2PLIC

KHAISH LHE S =Rlstd A2

* "SolidFire %! Element 2ZE 0] MEHA"

* "vCenter Serverg NetApp Element 22{J1Q!"
SNMPE Zt2|EL|Ct

22{AE0|AM SNMP(Simple Network Management Protocol)& 7t & QI&LICE

SNMP QEXHE MEISHD, AL SNMP M S MEHSHD, USM(AFE X} 7|HH Hot BE) A EXAHE AlEstn


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

SolidFire S2{AEE ZLIE{RISHY| 2ot EME T = ASLICH 22| FE It oUs B dhAsh 2
olAL|C}
M- .

(D 1PuagtiPve T28 BF ABY + YL

SNMP M2 M=
Cluster B2 SNMP H|O|X|0f|M C} S HEE = 5+ JUSLICL
- SNMP MIB *
BALICREEY = U= MIB I L|CE.

*

+ ek SNMP &

0

SNMPE *E”éio}?ﬂ—f SIS = ASLICE SNMPE 4ottt = AL HTS e = JASLICH HT 28
AM83ts 3R QHEXIE F7tE £ AL KT 32 A8tz 4R USM MEXHE BHY + ASLICH

SNMP QNXIE 2-detL|Ct
SNMP HH 27} &M 5tE|H
QNS UL E 2L 4 UL

1. MENU: Cluster [SNMP] & 2&/gfL|C}.

2. A"t SNMP AH * of| M * of| * & 22510 SNMPES g A 3}etL|Ct,

3. HE * ZE0N * HH 2 * E MEBL|CE

4. QHEX}* MMM * HFLIE| 2XtE * U * HERT * HEE UHTLICE

712802 HRLIE| EXIE 2 publicO|H HIER 3= localhostLICE 0[2{% 7|2 HdHE HA
o ¢|—|Ef
T [=]

ru°J

©

5. M= ALY 12 QYRS Z7fol2{B * REX 27+ 8 22otD * FRLIEl 2X1Y - U HEYD * HEE

PEYS
ME J|= o8 Argsto] 2|== JHM| HIoO|EHE SLct
SNMP USM ALEXIE MLt

SNMP H#H 3= dHot= 32 USM AL8XAt7t S¢lE SNMP 285 4ot = 7186l 0f



efLct.

1. Cluster * > * SNMP * £ Z&IgtL|C}.

2. Utk SNMP 2F * ollM * off * £ 22/5t0{ SNMPE g4 2tefL|Ct

3. KT * Z20i|M * H{T 3 * 2 MEHSIL|C}

4. USM Users * MH0i|M 0|, 2% A =S =giLICt

S. * MEH AR * THE USM AEXALE F7I5H2{H * USM AL8AL 71+ E 22I6t1 0|F, 2= Y L= E YetL|Ct
6. HE L& M7~ 2 S=guCt

= YOIt St= SNMP ERE A5 SolidFire 22{AE{S| MEIE
o

SNMP E#0| MM E|™ SolidFire 22{AE = O|HIE 210 &= gl A|AH AT} 2= EMS MMBILICEH SNMP
LS ot H W 0f 5tz EYE MEdstn ER MEO| £AXE AlES|{of gfL|Ct 7| 2Xoz EME2 W E|X|
edELCt.
1. Cluster * > * SNMP * & 22lgL|C},
2. A AHIO| A AM8l0f SH= * SNMP Trap Settings * AMOf|M E3 Q8IS StLt 0| A MEHTHL|CE,
° 2EAH 2F EH
o SHAEO|AM SHZEE Zoi EMQULICE
o 2P{AE O[HIE E34
3. Trap Recipients* MIMOf|A 2h= AtZHOf| St SAE ZE 3 F{EL|E| 2X1E HEE Q2istL|Ct,
4. * MEH ALl > CHE ER SAXHE FIt6t{H * EY AKX} It E 226t SAE XE 5l F{FLIE| 2XtE

HEE Y=HPLICH

5. 417 L] Mz 2 S2AYLICE
2e| M 7| E IS ALBSte] B2l 44| HlolElS St

22|12 = ZE K| E M olst= O )\fREI MIB(Management Information Base) It = E11
E& & Q&LICH SNMP 7|52 SolidFire-StorageCluster-MIBO| & 2|l Z4A|of| CHst
AH7| HE HMAE X|AEL|CE.

MIBO| MZE S HIo[E= tH20f tigt A|A” gSS E0FLICE

L
* BN, 2F S A|AH O|HIESt Z2 7|} H|O|H

LESH O] A|ARI2 SF AI2|= MIFOfl CHEE &9 &2 UMA ZRAE(OID)7t ZEE MIB IH O TS M AS



X|#gfct.

ChA|
1. Cluster * > * SNMP * & 22!%L|C},
2. SNMP MIB * Of|A| CHR 28 MIB IS Z2lgt|ct,
3. CIREE &0 LIEILIH MIB IHY S EHL

—_

MEect
czio|e 22|

2t LEofl= 22| AE Q| HO|H RS XMEotes Ol AHEE[= StLt o] &ef =2[H E2H0[E 7}
ESHEILICE SHAEZE ECIO|EE S AH d3He= =7t CefolEe| EFt ds2
2 ERLICL Element UIE AFE5H0] E2[0|EHE E*EIQ = AFLIE

* "SolidFire & Element AT E2||0{ AEHA"

* "vCenter Server2 NetApp Element Z22{10I"
=ENERTER T

22 AH Hol =210|2 Ho|X|ol= S AHQ &d =202 ==0| EAIELIC Active(24d),

Available(At2 7}s), Removing(M|7), Erasing(2H&l) 2 Failed(&IH) Bl A MEHSHO]
HO|X|E EHEY = JUSLICL

SHAEHE M X726 24 E20|E 20| H|0 AELICE M SolidFire 22{AEIF MHE = Z2{AE0
SR X| 9410 Available B0l LI El E2IO|EE FIte o JELICH

CtE 247t &4 E20[2 SF0i| LIEFELICH
**CEfo|EID*
catoj=of e 23 Ho Y
**LEID*
L7 A FIHE o 2EE L= Mo LCh
e * L C Q|2+
£2to|E7}F £0f A= =E29| o|EYLILCH.

o *

=2 %
o

>

C2jo|E7t SE[He R flX|et &R M YLt

—_

o * *

o

=
o

C2jo|E 37|(GB)YLILCt.

10


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

Ot 7 HEA|7].

AER|X| AIAHE Ho]Ef M7] X AHIE 9J3H 2t SSD(Solid State Drive)oll A At® JH5 3t ch2bsiol 0tz o
SSLICE 28 MT| % XS] F7|2| 5%S AB et S2f0[20| 0HR TOIZS 95%LICH A A0
Sotold 0f2 HEE AFSOR M2 DAIX| YALICL HOIXE M2 DXL B3 Ol 22810 HEE 42
13 4 YLtk

o * *

AT

o=
T3

| -

1"

tO|E RAEQULICE A2 S5 = HEIH|O|E Y = ASLCE

H'
r

c atg|
Z22{AH #9| . & H|0|X|0f| A SolidFire 2AE2|X| & THO|H M =EE 22| £ UELICH

M2 27l i E7h Z4| 22IAE 89| 50% 0|42 AX[SHE AP 0] L-Co| U S2S ALSE 4 | Hlof 8
TS ZABLICHDRIEY). Ol Hf B2 AE2|X|7t £t Wikx| RXIELICH 8 FA0| E2E0H i 2

LEOF TtE|E oo nElE LE= O Ol MEIEIX| 981 M2 It E= DR ELICH 0|28 &E0] &R

[=N=]

UCE BS L& WOZ FIG|OF LLICH LEIF DEIE|H MHHESH S AE ZHOH7t throwE LICH

KtAISE LIS RIS AR

SHAEO| LEE FIIELICH

SHAHO| == FIHELIN

of B2 AEE|X|7t WRSHALE SR{AEIS N S0 ZHAEO LSS HIb 4 UBLICH
=Co| M2 XS B O £7| 70| WRBILICH LIt FHEH HE Fol L= 220

LIEfLE D 22| AE0 71 = ASLCE

S AHO 2t LE0| Y= AZEY 0 HHO| S2HE|0{0F SfLICE AR LEE FII6IH S2{AHE= HRo| w2t
M =0 NetApp Element 2T EQ[0{2] SHAH HM S AX|LICE.

7|E S AR 8YS AL 2 LEE St 4 UBLCh 2AH o 2 L 8YS Skl 8YS SN

— o o=
+ UBLICE O 52 LE2 Z3fet S2{AE0| Of 2 CS WO XJjso} sk Wt 2 =E 3 stLiol
o7} LS H2 0| Heloot LIOIEIZ 0|52 4 9l 28 B7h0| BRI O B2 =C 82
S2|AE(O 27Hst0] H5S BArE & AsLIch

—
co=2 oco=2 T

MZ FItel =271 HA| 22{AE 82 50% 0|42 XHX|St= B2 0| =Eo| YR BHS A8 =

=
9 £l0f 8 RAIS FAHLICH DY), Ol Of B2 AE2|X)7t X712 njitx| RAIELIC 82
(D) 7Hol 223t 0f 2 =So} k(8 O|F0) DYE =EE O 0[4 MRIE|X| %1 MZ Xt
=EE TYELICE O2{3t AH0| SUSHX| ST SUS T4 WOR FIIBH0F BILICE =}

D&M strandedCapacity 22{AE ZH0{ 7t throwElL|Ct.

"NetApp HIC|2: 7|2 2710f S¢A| 2HE: SolidFire 22{AEH "

11


https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0
https://www.youtube.com/embed/2smVHWkikXY?rel=0

NetApp HCI {Z2I0|H A0 LES 718t 4= UEL|CE
EHA|

1. SAF *>* & * 5 MefpiL|Ct

2. HE 30l = 222 =H2{H * Pending * (27  *)2 SYLICH

LE R DZNATE AREH Y L& SE0f| LIEFELICE O ii7ix] B ¢ =271 2R 2 €4 S=0
LIEFErL| T,

w
o
o)
Ly

ire= 22{2E0]| o1 o 27 S 20| 22{2E Q| Element 2ZEQ)|0] TS EX|glL L}, O] &2

ELCE UMt Rt = 20f oheh < &Y * Of0|2 S SIFLIC.
C= A

° O] LEE RISt H Ut L Eo| efelgts =
o

2+ 2 MegL|Ch » &+ Fobstals
t=C0 S2{AE{0|A U Sl bi&ia ChE biTHo] Element 2TEO]7} 5}
O

A

= 4% 2AH=E LEE
I21|0|E$“—|Ef Ea=vi;

YUHIO|EEH XS =2 §E1¢E101| ZItELICE of I=||%7| EEHI* | - =& pendingActive AE{ 7}

ELct

4. £7h+ 2 3Bt

LB EE L= SE0 LEFELICEH

— T1 7

LEHH 2| 8l = ety

LE S3tde L Eo| MX|El Element AT EQ|0] HAE 7|8tO 2 $HL|C} Element
ATEQO 7|t AEE|X| A E LEL S AT 32tk HEO| Ot 32 X522
22 AE 2| Element AZEQ| HECZE L EE O|0|&gLILCE,

CHE S=0= Element 2ZES0] HEH HS S FG5t= 2 TEQ N 22|29 ERY £F0| |0 JASLIC.

2

MW 2Xp= AZEQ0| 22| AS LIEFALICE £ HiX| H 7t 171Q] L E= CHE £ X HZ 9| =7}
ZotE Se{AH| Fote o glol, £ M| 2gE =8 AMESHY 531*512 A =k YsLIt.

[ = Ry oco=

E
T W 2Abs FR |20 F=ohE J1E E_TJ|01 Jlse gy = 2TER0 7|52 F4 VIS
LIEFRHLICE. O] 718 R4= F HHE 74 22 LA S715t0] 0f

SR HIATICIE R ?Ug 249 ErE
Element 2AZE|0] T2 HE|ALl S2te|X| I2S LIEFHLICE O|E =01 11.02 11.12 22HE[X]| QM 11.12
11.22t S S| X| EL Er.

e Ofo|3=E *

12



M| HIY =X}b= major.minor A A7t LIEHLHE Element 2L E Q0] HE
LIEFHALICE O E 50 11.0.12 11.0.2%2t = 2= 1 11.0.2= 11.0.31 S &HE

SHAHOM 2 Y9 LEE =g £ QUELICE SF-A|2|= 2405, 3010, 4805, 6010,
9605, 9010, 19210, 38410 & H A|2| == 8Lt E3{AE 0| 2&& 4 Q&L

or—_=2 T Md

H-Series= H610S-1, H610S-2, H610S-4 5! H410S EE M EILICE 0[2{8t .. E= 10GbER} 25GbE 25
X|#gfct.

A2} X| A2 h:':9f k=l §f5._| LEE 286K &= 20| 7HE EELICH 28 L& EHAHWM tEE &
Ct. dlE S0, 472 SF-Series 4805 =E7t Y= SHAEOM 502
x71&t -¢- = 7}7‘* =.__l h:E'— SF-Series 96052 L|Ct. 22{AE 22 AAIZI2 o] A=A X[ LEo ZAN 24 S

Element 12.0582E] CI2 SF A|2|X AE2|X| L E= X|QIE|X| &&L|Ct

» SF3010
» SF6010
+ SF9010

ol2{st AE2|X| LE & SILIE Element 12.02 2 Y 12{|0|=3IH O] =7t Element 12.00| A X|RIE|X| Qt=Ch=
QLEI} HA|EILICE

Flofl AMB|A BT, E2t0[E M2 FE 5 e Ear Z2 W8 =20
ISLICE 222 §9| L& HO|X|0fl= 2 =0 ATER 0 HTES
L

CF.
£
1. ZB|AE *>* s+ 2 3L,
2. Ex woof CfSt AR HEE 2w oo tist * Xtef * ofo| 22 SBLICt,

=
=
3. ME HE 27|+ 5 Salgot.

»

TE N EE HE:
o * I E D *: EO)| o A[AEIOAM Mdet IDYILICE
o * LLEC 0|2 * LEO| SAE 0|2QlL|LC},
o * AF2 JH53t 4K |IOPS *: . E0|| CH3l A El IOPS
o x L E g x ZHAHO| U= L= HY Jtstt 2k
* Cluster Master: 22{AE MA| 22| 2P S ST MVIP & SVIPE Z&dt= EQIL|CE

* YYE L S02H0 Fooks B2 AH 37|0f W 371 E= 5740 AYE =T ASLIC.

13



* Fibre Channel: 22{AE9| LE
o * L E Q3 * LEOo| IHl Q3QlL|Ct,

o *

mt';*

M EBlo|E *: L EQ| EM =2to|E 2QlL|C}.
o * 22| |P *: 1GbE L= 10GbE HES 3 22| ZAS QI8 ==of SE 22| IPMIP) TAYLICEH
o * ZEAH IP* SYTH SHAES L& 7t EAMO AMEE[= L2 2YE S22 AH IP(CIP) FAYLICH

o * AEE|X| IP*:iSCSI HEY3 AM 8l 2 E H0|H HER 3 E2fmo A2E= =20 2= SIP(AEZ|X]
IP) FAQILICE.

° * ZE| VLAN ID *: 22| 22 Y HIERIZ Q| 7tet IDYLICE.

o

* AE2|X| VLAN ID *: AE2|X| 22 & H|EYA9| 744t IDYLILY.
o * M *: ZF LEO|M AR = ATEQN KA,

SR ZE *: {F SHE ?l6 =E0M AEE= ZEYLIC

o

o

* MH|AE D *: B0 EEE nRet MH|A Ef HS LT

Fibre Channel ZE M5 HEE FL|C}

FC ZE H|O|X|0f M LEH, O] F & ZE 40 Z2 IfO|H M2 ZEQ| MR SEHE =+
OI*|_||:_|-

S AE0| AZE Dio|H k{2 ZEof chiet HEE LTt

CHA|
1. Cluster * > * FC Ports * £ 22IgL|C}.
2. o] lo|x|e] HEE TE{&st{H * TE| * E S=ILCL
3. ME ME HE:
c*EID* HEAS Sl MEE 2 ARISHE L EQLICE
o *LIE O|F " A|AHI0|A MMt LE 0|5
° * Slot *: Fibre Channel ZE7| = £ HSQIL|CH
° * HBA ZE *: Fibre Channel A E HA O{HE{(HBA)S| E2|H ZE
° *WWNN *: & MAH =& O|EILCt.
° *WWPN *: EtZl M M[A| ZZE O|ELICE.
° * AQX| WWN *: Fibre Channel 2%|X|Q| H AM|#| 0|2 L|C}.
o * TE MEN *: LEO| SIxH AE{QILICE.
° * nport ID *: Fibre Channel I1E2/9| .-= X E |DYJL|C}.
° * Speed *: P&E MO|H RE £ QULICEH 7tse 22 Ci3at Z2&L
= 4Gbps
= 8Gbps
= 16Gbps

14



XHM|H LI S StolBAIAIQ
* "SolidFire & Element AZE |0 A"
* "vCenter Server2 NetApp Element Z2{12I"
M HEYIE 22|LICt

SolidFire 2E2|X|2| 7tet HIEHZ S AHESHH B9 =2| HER I A= 62 S2H0|UE
2to| BT S SLte| S AH HEY £ ASLICE SHAEO| tigt HZ2 VLAN B
X|EE M85 HESRIZ A= E2|ELICE

.
\J
0z
E
|T|

2|3 E S AE 10| =71510] Element AT EQ{E AlsHst= 22{AE0f HE|
HUYE a3 22 AF™e £ QEL|C
L3t 7
« 2P AE LEO| JHA HEY A0 SHE P FA S2S AlEBHL|C}
* 2= NetApp Element AEZ|X| E2fLIO| AIEZQIEZ AIRE AEZ|X| HER 3 IP(SVIP) TAS AESHL|C

() ol ol chel ctg 71z meieor ghLc

* VRFE X|J5HX| 8= VLAN2 O|L|A|0|O|E{ 7} SVIP2t S 2ot MEUllof A0{OF L L.
* VRFE AFE3t= VLAN2 O|LIA|OO]E{ 7} SVIPRt S et MBI UX| gote &[0 2t E 0| X[ E LIt
* 7|2 SVIPO| A= O|L|A|0|O]E{7} SVIP2t STt MELI0f| AUX| g0t =|0 2tRE 0] X[ ELICt.

7t HES{ 2Tt =71 H 2t = =0f gt 9_|E1111|0|¢7f HEED Zf 20| 7he HIER R IP FA7F 2L M

=

JH UIE SIS WA o XHSs 1P FA 4 S2AE|Q| S 2ET}HIZLE ZOJO} BILICE T HESIT A
O O R mRH|X e 1 Y =0 IO BHELICE 2BAEO| S0 I HEYD FAS $502
stoist TiQ= ol L|C}

=2Eo=2 =2 - HAH .

o

1. Cluster * > * Network * & 22/gfL|C}.

2. VLAN ZtE7| * 2 Z2IstL|Ct.

3. M VLAN 2HS7| * CH2t AXtof| M CHS HEOf gt =Lt

° *VLAN O| & *

15


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

° VLAN Ef 1 *
> *SVIP *

S. IPHRIQ *Size* E =
6. O] VLANO]| CHsH H|H % IP T4 222 FIM6tE{H * 22 71+ £ 2Lt

7. VLAN DtE7| * E E=lgLIC}

A

1. Cluster * > * Network * £ £2I}L|Ct,

2. A-"I:l JHEE 745'6I;I-|__||:|._
o *|D *: AJARIOA ST VLAN HEY3 2| 17 IDRLICE
° *O|F *: VLAN HIE 2| I Rot AtEX & 0| F/LICEH
°*VLAN EiO = 7t HEQIE
° *SVIP *: 7t HIEZ0| 22 E AER[X| 7t IP FAYLICE
o *Ul0tA S *: 0] 7t WER{Z Q| LiotA I LCt,
o *AHO|ES)0] *: 7t HIERIS AO|Ef0|9] 117 IP FAQJLICE VRFZL &4 3t=|0] RU0{0F BHLILCE.
° *VRF At *: 7t4 2t & 3 HE 24t R E LIEFHLCE.

° MEE IP*: 7Hd HIER/ I AFEE[E 7t HIERIZ IP F49| MLt

7t 2t S ME S FdetelLt

VRF(Virtual Routing and Forwarding)S 2435t 2t E|0|S2| 2] QAIAE AT}
2tRE{0f| EXStD SA0f] 2SS 4= JASLICE 0] 7|52 AEZ|X| HEYI0AMCH AL

oIA|_||:|.

VLANS 442t 0ot VRFS 24818 4 QIELICH H| VRFR CHA| HEHs2{2 VLANS AR|SHD ChA| 4 4dsHo}

1. Cluster * > * Network * £ Z&IgtL|C}.

2. M| VLANOI|A VRFE

16



It HIERIZE HESLIC

VLAN O|E, HIOtA T |IP FTA E59| 37| St Z2 VLAN EAS HAT £ JUELICtH VLAN
Ef 5! SVIP= VLANO|| CHsH ~Hg 4= SELICH AHO|E0] &4 2 H| VRF VLANO]| CHdH

Feeh 07 Haot ObELCY.
iSCS|, #12 2H| = J|Et HIESIT MMo| Qlow £Ho| Amg 4 U&LICE

2 =

VLAN IP =4 #9(2| 37| S 22[e uff L3 aF 22 Hieh ArgS efelstiof Lt

b
N
%
-
i
0%
4o
°
Tt
=2
4
N
T
%
-
i
i
Ju
njo
>
X
gt
1
20
>
=]
__U
HJIHJ
>
X
Of
2
ru||1
m
N
i
b
0
gt

* 22{AHQ LEO|M AL B IP T4 MY = IP 20N IP FAE H7{st 1 sHH Zrjo| Mg 4
olAL|C}
AN H .

* EFAME B IP FAE SAHO LE =20 [T +~ glELICH

CtS Extof w2t 1P T4 228 F7te £ &L|Ch
1. Cluster * > * Network * £ MEHSIL|C}

HEY VLANS| 2t O}0|Z S MEHRILICY.

—

Mz * 3 MEELC

I
n

VLAN HZ * Cis} &XHofl M VLANO Chet M &8-S =gt

ThAt HIESIT0] Cisl B 1P T4 S22 Ekst2{E « 22 X7} 2 MesiL|ct

o o A W N

U XNE * 2 dEglL|C)

KB 2M 28 a2 23
VLAN IP 24 He| 22|t 2#HE 22X E of

MY
ot
|
i)
|.|-|
o
k=)
o
-
N
MO
x
o
|U

* "Element E2{2E{2| VLANO| 2EE2|X| =E8 FItot £ S5 |P 107 &g

* "AtZ Z¢! VLAN P2} 3liE IP7} ElementOl| 2EE = ES 2f0l5t= "

VRF VLANS & sL|C}

VLAN O|E, dlofA 3, AHO|EQ0] Y IP FA E21H Z2 VRF VLAN &4 8 HAS £
oIAL_||_'_|-
1. Cluster * > * Network * £ Z2I¢tL|C}.
- MES VLANS| 2 ofo| 22 Z=lgtL|Ct.

2
3. mZEl *» 2 Zzlsh|C},
4

17


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element

fjo
n
rlr

7t HESRZ FHHIE MAE 5= JASLICE 7t HIERISE ®MASH| Mol =4 =5
7tet HIER 30| &=716HO0F LTt

=]

1. Cluster * > * Network * £ S2I8tL|C}.

2. MHg VLANS| 2] oto|2E ZalgfL|Ct.
3. AMH| * E E=IgLCt
4

- HIAIXIE helgi ),

=

KHAIH LHE S =elstd A2

Thy HEYIE BELIC

FIPS =2t0|2 S X|&5h= 22{2HSE ddgLtt

W2 0 AN SFEMS HESH= O] A0 Hot2 HE O §R5HI|-T'_ USLICE
FIPS(Federal Information Processing Standards)= Z&E & 40 ciet
HZRILICH AFEE|X| b= HIO|E{0f| CHSE FIPS 140-2 Q15 &Z3t= Jc._JHI HOt ER Mol 314
RALILCE.

* "FIPS E2I0|E0| LEE =gotX| OFY A"

+ "% HlolEf ehe3f AL

* "lEJFIPS E2IO0|E 7|52 XYY = A=K =l

* "FIPS E2I0|H 7|5 & M85t S ™ Ct

* "FIPS E20|E HE

p——

2 |EL= FIPS E2[0[ES Ar8E &
‘=S SEoHX| Zotof L.

22 AHE= O3 22 ZUE 7|E2E FIPS E2I0|EE E4ELICH

* B E E2l0|EE FIPS E2I0|E2 Q1B Lot
* DE LEE=FIPS E2H0|E L EQIL|CE
* XMEE H0|H LSSHEAR)Z} EMSHE|AELICE

* FIPS E210|E2 7| 50| MEE|0f QJELICE FIPS E2I0|E 7|5E E43tslHH 2 E E2t0|22t L EJt FIPSE
X|2l8t Encryption at RestS &M 3tsl{oF £HL|CT,

18



75 HIOlE Y=ot AHE

S AH MHQ 5 LZIE AESIHLE AFESIX| REE dEY = JSLICE 0] 7|82
JI2Ho= MREIII &*Q LICt. FIPS E2I0|EE X| &5t H AFEE[X| 2= O|o|E{of| CHet
29|_E A-Ix-|o|.|0|: oH__||:_|-

1. NetApp Element 2T E||0] UIOf|A * SHAH * > * MH * S SelgtL|Ct.

2. M A =3} AL * 2 S

XiMlet LHES ISt A2
* SHAHO| CHot Y=3tE AFESHALE AFESHK| R E P SL|Ct
* "SolidFire & Element AT E2||0{ AHAM"

* "vCenter Server2 NetApp Element Z22{10I"

LCJtFIPS E2t0[E 7|52 XEE £ UA=X =

1ot

o

gfL

M

)

NetApp Element 2T E2||0] GetFipsReport APl HA = % ArE2ot0] AEE|X| 2HAEQ
DE LEJHFIPS EBIO|HE X|AE FH|7t =} =X 2Helsof ghL|Ct.

20t BEOMollE TS dEll S Sttt EAIELICH

* AS: LETJHFIPS E210|H 7|58 XIY¥Y + gl&LICH
* 2 LEJLFIPSE XISHX|2E 2 E E210|E 7} FIPS EE2t0|E = OFELCt,
* ZH|E: =7} FIPSE X|2IstH ZE E210|E7t FIPS E2I0|2 2 ZAE| 7Lt E2t0| 27} gl& L)
chA|
1. Element APIE AF23810{ AER|X| 22{AEQ L EQ Eal0|ETt CI2S 2l21st0] FIPS E210|EE AI2S &
A=A gfletLCt.
AmZAE DM

2. Ready(ZH|) 8Ei7} EA|E|X| b2 LEE 2fQl5t0] ZE HAERLICE
3. Ready &EN7t HAIEX| g2 LE0| AL E2I0|E7} FIPS E210|E 7|52 K¢ & JA=X| Eelgtct.
° Element APIE A3t 'GetHardwareList £ 2Z{gfL|Ct
° DriveEncryptionCapabilityType * 2| 2f2 =QIStLIC} "FIPS"Ql B2 SIERO0|M FIPS EEIOIE 7|52
g = AELICH

Ol M GetFipsReport == ListDriveHardware0i| CHSt XtA[o LIE S HESHIAIR "2 4 AP HZEQIL|CH,

4. C2l0|E7} FIPS E210|E 7|52 X9E £ gl ZR SIEE FIPS SIEYO(LE = E2to|E)Z2
wA|BL|CE

KtAISE LIS 2Rl5tH AR

—

* "SolidFire & Element 2T E Q0] M A"

19


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html

* "vCenter Server2 NetApp Element Z22{10I"
FIPS E20|H 7|52 AESI=E HHEYLICE

NetApp Element 2ZE$||0] "EnableFeature" APl HIA=E ALE3t0] FIPS E210|E 7|58

gdste - ASLICH

ME A 253t 7|52 2HAEHO|A ZM516{0F 5tH, GetFipsReportZt 25 =0 CHolf =H| AEfE EAIE of
HAEI 2 BE L E9} E2I0|E = FIPSE AFRE 4= Ql0{0f S}

A
1. Element APIS AI8310] CI32 250 2= S210|E0f| M FIPSE AFESI= S HFELICE

EnableFeature params: FipsDrives

XA LHES &It AIR
* "Element APIE A3t AE2|X|E 2t2|gL|Ct
* "SolidFire & Element 2T E Q0] MH A"

* "vCenter Server NetApp Element E2{12I"

FIPS =210|2 HEfS 2telgfL|Ch

b |

NetApp Element 2 X E9|0{ GetFeatureStatus API A EE A3t FIPS E210|E 7|50|
SEAEO|M 2d3tE 0 J=X| R E 2ol = JUSLICE O] API HIAE0|= FIPS E2H0|E
AH2 MEHTL trueQ@l K| falseQ@IX| 0517} EA|EIL|CE,

1. Element APIZ AI25I0{ CI2S st 2 AEQ| FIPS E2I0|H 7|58 &QlgtL|Lt.
GetFeatureStatusJL|C}
2. GetFeatureStatus APl &= Z1IE ZESILICt FIPS Drives enabled 20| True@! Z< FIPS EEI0|E 7|50

et Lt

{"enabled": true,
"feature": "FipsDrives"

* "Element APIZ AF25I0] AEZ|X|E ZH2|EL|CH
* "SolidFire % Element 2 E Q|0 MEH A"

* "vCenter Server NetApp Element E2{12l1"
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FIPS E2I0|E 7|5 &X|E sHZL|Ct

NetApp Element 2T EQ|0{ UIE AF2SIH FIPS E210|E2 7|51t 2=l A|ARIQ| S2{AH
ol = 2700 Cigt Y2lE 2 = AL
1. Element UIS AtE3I0{ * Reporting * > * Alerts * S ME{StL|LCE,
2. C}2 & HIRS 22 AE MO E &&LICH
° FIPS E2I0|E7} YX[SHX| gt&LICt
° FIPSE 738 &8

= O
= T
3. o2 WH2 SHAH 2F AE YEHE YRSHYAIR.

XiAet L8 S Stelsti A2
* 22{AH ¥ AC
* "Element APIE AF85t0{ AER[X|E Ea|gL|Ct
* "SolidFire % Element 2ZE 0 AH A"

* "vCenter Server& NetApp Element 22{12l"

Z2{AHO0|A HTTPSO|| FIPS 140-2E AE5t=E A& eL|Ct

EnableFeature APl HIAEE AFRSI0] HTTPS EXI0]| FIPS 140-2 2= D EE SHA SIS &
oIJ~L|[f

NetApp Element 2L EQH{E ALEstH 22{ AE{0|A| FIPS(Federal Information Processing Standards) 140-2

g ZEE MESIEE MEf &~ JELICL 0| REE &d%t5HH NCSM(NetApp Cryptographic Security
Module)OI 2*”5&EI HTTPSE S3dll NetApp Element Ul S APIO]| HZE|= 2 E S40f| FIPS 140-2 Level 1 215
Ao E HEBLICL

FIPS 140-2 ZEE 2d3let 20| = HIZ 4ot % ||:|' FIPS 140-2 2EE A 83t E HHSHH

@ S AHQ 2t L=V MBE-ELD XN H|AES Sl AL 22 NCSMO| FIPS 140-2 215 2 =01 A
SHEA 2F 3 2S5 5= AFLIC 0| 2 2} %E1¢E19| #e| Y AERX| AZO| BE SEELIC
Fo %*§§f EH|91L|§0| st Z202 MBSt Al=lstn 0] REE E-detsl{ofF ghLCt.

XtM|3t LH2 2 Element APl MEE A XSHAA|2.

CHZ2 FIPSE AL E AHSt= API Q89| oL Ct.

"method": "EnableFeature",
"params": {
"feature" : "fips"

by
TadTy 1l
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0| &= PEJI &M3lEl & BE HTTPS E412 FIPS 140-2 201 &5 S A2%tL|Ct.

KtM[et I8 S 2tQlst AL

* SSL &%
* "Element APIE A28 AEZ|X|E 2t2|ghL|Ct
* "SolidFire & Element 2ZE 0] MEHA"

* "vCenter Server2 NetApp Element Z22{10I"

AETHEOH E4E HAHSI= | AtESt= Y=t 12| FYLICE. FIPS 140-2
LT gdstEl 32 Element 2ZER||0{7} X[St= BE 20t HIEE =7t ASLICE

ZE2 Element AL EQ|0{0f| M X| == EZE SSL(Secure Socket Layer) 2= 2t FIPS 140-2 ZE7} 2 3tEl
2E|Ee SSL Y5 & M3ELCt.

* * FIPS 140-2 H| & 43} *
TLS_DHE_RSA WITH_AES_128 CBC_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES_128 GCM_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES 256 CBC_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES 256 _GCM_SHA384(DH 2048)-A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256(secp256r1)-A
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256(secp256r1)-A
TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384(secp256r1)-A
TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128 CBC_SHA(RSA 2048)-A
TLS_RSA WITED_AES_128 CBC_SHA256(RSA 2048)-A
TLS_RSA with AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES 256 CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES 256 CBC_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_GCM_SHA384(RSA 2048)-A
tls_rsa_with_camellia_128 CBC_SHA(RSA 2048) -A

tls_rsa_with_camellia_256_CBC_SHA(RSA 2048) -A
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tls_rsa_with_Ildea_cbc_SHA(RSA 2048) -a
TLS_RSA_WITED_RC4_128 MD5(RSA 2048)-C
TLS_RSA_WITED_RC4_128 SHA(RSA 2048)-C
TLS_RSA WITED _SEED CBC_SHA(RSA 2048)-A

* * FIPS 140-2 &3} *
TLS DHE_RSA WITH_AES_128 CBC_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES_128 GCM_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(DH 2048)-A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(sect571r1)-A
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(sect571r1)-A
TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128 CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_128_CBC_SHA256(RSA 2048)-A
TLS_RSA with AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A

TLS_RSA_WITED_AES 256 _GCM_SHA384(RSA 2048)-A

KEMISE LIS 2RISHYAIR

S AEO M HTTPSO| FIPS 140-22 A2t E MASHL|C}



QIR 7| ZE|S AIXEL(C

EKM(2F 7| &2])2 2|F S AE EKS(QIF 7| AH)2t SH AK(EQt 21F 7]) 22|E
HSELICH AKE SED(XHH| =%t EBLO|H)E & OMLE 3 Sixst= ol AFEEILICH': S
CIOlE 2=of SHAEOAM 7t &Mt ELICH EKSE AKS 9_”‘._1?_* Md S XE 7S
H3ELICt 22{AEH = OASISOIAM Heolst BEFE T2 EZQ! KMIP(Key Management
Interoperability Protocol)E AF25t0] EKS2F SAIgLICE,

- ol BH2|Z AFRLICH

= =2od

(¢)

* "ALE 0] fzst f7 OAEH 7S CHA| YIS

18

L UM AT 4 AL RRE QI 7|8 BRBLICK

—

* "QIR 7| ZHeE| AP EE"

* "NMEE ATEQN Ao E 2M3st= O AFEE £~ = CreateCluster API"
* "SolidFire & Element 2T E |0 MHA"

* "0|™ HZF 2| NetApp SolidFire % Element H|Z0f| CHEt 24"

Ct3 THAIE &5t LIEE Element API HIAES ALE0I0] 9|2 7| 2E2| 7|sS €82 +

UELIEH

Qs A

" MTE ADE o] Piot 3hi| o] 7| H2|S UHstE FL S AHSSH K7 MEfS| ARES0] YT

ggé}éﬁgu Cp22{AE 44" 282 ZBloX| G M Z2{2E Q| wL|ct

T

1. 9% 7| MH(EKS)2t ER{AE 7S MELC
a. Ck3 API HIAES ©E010] 7] AjH{ot ERAE 24|S UH3} 38

Ol AF2E|= Element 22{AE{0f CHst
[

17421 7| g MMBILICL "CreatePublicPrivateKeyPair £ & ZsHA| 2"

b. oI= 7|2t0| MHSHOF SH= B M MH QH(CSR)S BH&LICE CSRE Edl 7| M7t sliE 7|01| °”A1| 2
Element 22{AE{7t Element 22{AHZ ASE|U=X| 2ele = JASLICH CHE API HIME Lct.
"GetClientCertificateSignRequest & & X8t A"

C. EKS/2E 7|2E A5t AME CSRO| MERILICE XpAISE LIE2 EfAL EHME FZOHHAI2.

2. 22AEHO| EKS2t E4g MH 8 SSXE MHESLICL 7| SSXh= 7|15 20{0F 8t= /IKIE Holst MH =
x-|l:|-ol- EKS°| EI-I S -I% 7é0|ol-|_||:_|-

a. L2 API HIMEE S E5H0] 7| MH M2 HEIL )= 7| 35 XHE THELICEL "CreateKeyProviderKmip 2
SESGESINIR

b. CtS API HAEE SE3I0 QI 7|22 MHE QISMet ST 7| ABME HMSsts 7| MHE MBIL|CE
“CreateKeyServeerlp g K ZESHIA| 2" "TestKeyServerKmip"

HIAEO dujet 22 Mt A2 3 742 efQlgfLict O3 k3 HIAES gtsgtLCt
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{

3. RekeySoftwareEncryptionAtRestMasterKey HH SE0|M asyncHandle /S SAFetL|

"method": "rekeysoftwareencryptionatrestmasterkey",

"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"

HA =2 — = EI-

4. E HEBILICt "GetAsyncResult £ HZESHUA| 2" 0| EHA[9] asyncHandle 2t2 AHE6I0] BE S H&sto] 714
E%‘% groletL|ct. EE SE0IIM O|F OtAE 7| 40| M 7| HEZ °*E1|0|EEI°*%% gfolel = AELICE
LIS0l| A8 Y = AE M 7| SEXt IDE FAFZLICE

{
"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",

"keyProviderID": <value>
by

"operation": "Rekeying Master Key. Master Key management being

transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
by
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. GetSoftwareEncryptionatRestinfo B& S A5t keyProviderIDE Zatst A 7| M[E HEIt
AUHO| EE|}=X| =elefL|Ct.
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"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",
"keyProviderID": <value>
by
"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",
"version": 1

by
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