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Administrator uses administrative Element storage credentials to log into Element Ul and Hybrid Cloud Control
Element Plugin for VMware vCenter uses password to communicate with QoS service on mNode

mNode and services use Element certificates to communicate with authoritative storage cluster

mNode and services use Element administrative credentials for additional storage clusters

Administrators use VMware vSphere Single Sign-on credentials to log into vCenter
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msmyth@thesmyths.ca

OU=Home users,DC=thesmyths, DC=ca
(&(objectClass=person){|(sAMAccountName=%USER

Active Directory i

OU=Home users,DC=thesmyths,DC=ca

Show password



Create a New Cluster Admin

Select User Type

Cluster ® LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U violumes
L) Nodes L) Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

o
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1. API HHE AL25t0] 22{AE0A HX LDAP 2152 &83}EIL|CH EnableldapAuthentication.

"method" :"EnablelLdapAuthentication",
"params" : {

"authType": "SearchAndBind",
"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",
"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPW",
"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"
"serverURIs": [

"ldap://172.27.1.189",

by
"id" . "1"
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X El AHEX} 0|2 AMSIES St objectClass

&Mo| Zto 2 ""person“"OI UeTU=Z0Z HMS

Mgt C.

LDAP C|HEZ|E AMSH= O AFRE= ¢7| M8 searchBindPasswordS 23¢t

AHEXIe| 1157 O|SILICE. Active Directory2| 2
UL O 2 AFE K| H| userPrincipalName (T A} M|
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° * ALSAH AM ZE % T2l 0| F2 ALESt0] tHE S Y YLICH
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A
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QF HIAIX]

xLDAPSearchBindFailed (Error:

Can't contact LDAP server)

xLDAPSearchBindFailed (Error:

Invalid credentials)

xLDAPSearchFailed (Error: No

such object)

xLDAPSearchFailed (Error:

Referral)

2. Element APIE
a. TestLdapAuthentication H/A| =

e

LDAP MH URIZ} 22 E|A}ELICE.

97| MG ALSR 0|F Ei QB7t HE
A E|ABLIC,

7} userSearchBaseDN LDAP E2| L{Q| ZHIE
| X|7} OFElL|CY,

* 7t userSearchBaseDN LDAP EZ2| L9
=HIE |X|7} OFEL|Ct,
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"method" :"TestLdapAuthentication",

"params" : {
"username" :"adminl",

"password":"adminlPASS
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"id": 1
"result": {
"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"

1
"userDN": "CN=Adminl

Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
}

LDAPE H|ZHds}etL|ct
Element UIS AtE5t0{ LDAP S8t H|2tAstet & Q&LICH
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* FIPS E210|E 7| 50| ¥ HE|0 QUELICE FIPS EBIO|E 7|52 &M3fsiz{H 22
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* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server& NetApp Element S2{2121"
T EJLFIPS E210|H 7|52 XY 5 J=X] gLt

NetApp Element AZES|0] G

etFipsReport API HIMEE AH5H0 AEE|X| S AE Q|
OE L CJLFIPS E2IO|HE Xx||lgt

H|7t E|RA=X] 2helstiof ghL|Ct,

I'-|>I

20t BEOMofl= TS &Ell T Sttt EAIELICH

* §E: 2L FIPS E210|E 7|5E XY + §lEL Lt
S22 LE7L FIPSE X|6HX[2 2= EEH0[EIt FIPS E2t0| 2= Ot LY.
* ZH|E: LET} FIPSE X|J5HH 2= E2t0[E7} FIPS E2t0|E 2 FAE[ALE E210| 27t §lEL Lt
A
1. Element APIE AH8SH0 AER|X| 22{AEQ| lLLEQF E210|ETt CHE S S FIPS E2I0|EE AIBY
UA=X| relghict.

GetFipsReport

2. Ready(ZH|) 4Ei7t BA|Z|X| 42 LEE 0I5t ZTHE HERL|CL
3. Ready &Ef7t HA|E|X| 42 L E9| AL E2I0|ET} FIPS E2I0|E 7|58 X|¥E 4 U=X| QlgfL|Ct
° Element APIZ A5t Ct2 S Y=TLICt GetHardwareList
° DriveEncryptionCapabilityType * 2| 2f2 =QIStLIC} "FIPS"Ql B2 SIERO0|M FIPS EEIOIE 7|52
X|2ist & QIAL|CH

IE= ListDriveHardware Off CHSE XHM|St GetFipsReport LHE2 "4 API A ZEQILICH'S
ARSI
[

4. E2I0|ETL FIPS E210|H 7|52 XI{E 4 8l= Z2 S=I0E FIPS SHERI0(LE = E2H0|E)E
wAghLct,

XtM[et LS 2telstAlR
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* "SolidFire & Element AT E2|0{ AEHA"

* "vCenter Server& NetApp Element Z2{12l"
FIPS E2I0|H 7|52 AL8SIEE ALt

NetApp Element 2L E20] AP| EHHS ALE3I0] FIPS =210|E 7|52 &3}
EnableFeature UASL|LCE.

ot

A

T

MZE A 255} 7|52 SHAE UM ZM5}6l0f 6tH, GetFipsReport?t 2 E = E0i| CHol F=H| AEiE FA|E f
HAEI 2 B E =9 E2l0|EE FIPSE A2 £ Q0{of BHL|C}.
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EnableFeature params: FipsDrives

KtMlet LHES ZelstH Al

* "Element APIZ A3t AE2|X|E 2t2|gL|Ct
* "SolidFire & Element 2T E 9|0 MH A"

* "vCenter Server& NetApp Element 22{2121"

FIPS =210|E MEHE &olgfL|Ct

=

NetApp Element 2ZEQJ|0{ AP| 2HHE AME5H0 E"13—1*1:-101“\1 FIPS E2}0|2 7|50]
SIMSLE|] Y EX| 2Rleh 4= GetFeatureStatus YSLICE O] HIHE FIPS EZI0|EH A
MENZF ERIX|] AKX R E H0] FL|CE

1. Element APIZ AtE3t0] CHS2 Y6t 22{AEQ| FIPS EBIO|E 7|5S &elgfL|ct,
GetFeatureStatus

2. AP| & Z1}E GetFeatureStatus AEZL|CL FIPS Drives enabled 2}0| True®! A FIPS E20|E
7|s0| gd3tEL|Ct

{"enabled": true,
"feature": "FipsDrives"

}

XtM[et LSS 2elsti AR

* "Element APIE AIE35I0{ AEE|X|E Za2|ghL|Ct
* "SolidFire 2 Element 2T E Q|0 MEH A"

* "vCenter Server2 NetApp Element Z22{10I"
FIPS E20|E 7|5 EXIE siZSL|Ct

NetApp Element 2ZEQ|0] UIE AFE5IH FIPS E20|E 7|50 222l A|ARIQ| 22{AH
ol E= R0 Ciet HEE = 5+ ASLICL
1. Element UIE AtE3t0{ * Reporting * > * Alerts * & ME{BtL|CL,
2. [I32 H|Zot 22{AH TOHE RSLICH
° FIPS E2t0|E 7} YX[SHA| b&LICH
° FIPSE 78 &4
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XtM[et LS 2elsti AR

« 23AF D% AC
* "Element APIE AI235t AEE|X|E 22|gfL|Ct
* "SolidFire 2! Element AT E Q0] A"

* "vCenter Server2 NetApp Element E2{12I"

S| AE{0| M HTTPSO| FIPS 140-22 A3 = MATL|CT

EnableFeature APl HIAEE A0 HTTPS EX0]| FIPS 140-2 25 D EE & M358 4~
UELILCE,

NetApp Element 2T EQ0{E AtE5IH Z2{AE0|AM FIPS(Federal Information Processing Standards) 140-2
28 HEE MESHEE MEY £~ JELICE o] EEE &M 3H6HH NCSM(NetApp Cryptographic Security
Module)O| 23tz 11 HTTPSE S6ll NetApp Element Ul X APIO| HEL|= 2E E410f| FIPS 140-2 Level 1 215
ot 812 B2 5|}

= =2o0o4d

FIPS 140-2 ZE& &gofol S0f= HE gt & GIELICL FIPS 140-2 258 MESIEE 2YotH
@ S AEQ| 2t LEJL MEEIE| D XA HAEES S3f A™EZZ NCSMO| FIPS 140-2 215 ZE0AM
SHIEH 2F S H35Y £ AGLICE 0|2 2ol SE{AE{| &2 8l AE2|X| HAO| 25 STHELIC.

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

-

Xt LHES &It AR
* SSL 2
* "Element APIE AIE35I0{ AEE|X|E Za2|ghL|Ct
* "SolidFire 2 Element 2T E Q|0 MEH A"

* "vCenter Server2 NetApp Element Z22{10I"
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5= SSL = E M3 ELICt.

* * FIPS 140-2 H| &3} *

AEJHHQt EME MHSH= O AHESEH
DI &M3lEl AL Element 2ZEQ|07} X|6t= B &

TLS_DHE_RSA_WITH_AES_128 CBC_SHA256(DH 2048)-A

TLS_DHE_RSA_WITH_AES 128 GCM_SHA256(DH 2048)-

A

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(DH 2048)-A

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(DH 2048)-A

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256(secp256r1)-A

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256(secp256r1)-A

TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384(secp256r1)-A

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A

TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128 CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_128 CBC_SHA256(RSA 2048)-A
TLS_RSA_with_AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_GCM_SHA384(RSA 2048)-A
tls_rsa_with_camellia_128 CBC_SHA(RSA 2048) -A
tls_rsa_with_camellia_256 _CBC_SHA(RSA 2048) -A
tls_rsa_with_Idea_cbc_SHA(RSA 2048) -a
TLS_RSA_WITED_RC4_128 MD5(RSA 2048)-C
TLS_RSA_WITED_RC4_128_SHA(RSA 2048)-C

TLS_RSA_WITED_SEED_CBC_SHA(RSA 2048)-A

* * FIPS 140-2 &A%} *
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TLS_DHE_RSA_WITH_AES_128 CBC_SHA256(DH 2048)-A

SE2 Element _+_EE-A|0101|*‘| X|¥E|= HZ SSL(Secure Socket Layer) &

A 2| EL|Ct FIPS 140-2
FH|EZ 257t JESLIC.

'S 2F FIPS 140-2 2=} 2 3}El



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(DH 2048)-A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128 _GCM_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(sect571r1)-A
TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128 CBC_SHA(RSA 2048)-A

TLS_RSA WITED_AES_128 CBC_SHA256(RSA 2048)-A
TLS_RSA_with AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A

TLS_RSA_WITED_AES_256_GCM_SHA384(RSA 2048)-A

AtM[et LIS 2elotiAl2

S AE|AM HTTPSO|| FIPS 140-22 AISIEE MASILIC}
QI& 7| #2|E A|&fgtL|Ct

EKM(2|F 7| 22))2 2|F S AH EKS(2IF 7| MH)2t & AK(Eet 215 7|) #EIE
RISBLICE AKE 7+ SRIAE{0|A SH431E0] LS o SED(AHY| @et E2to|=)E Fam
&3 SiA5t= Ol "7 Olo|E =o"AtSE LIEf. EKS= AKS| otxleh MM 3l X& 7|52
x1|-n-oH_||:}_ §E1¢E1E OASISO|AM Molot EFE T2 EZQl KMIP(Key Management
Interoperability Protocol)E AtE5t0] EKSQ SAIgL|Ct,
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AS3E 2datsh=E O A8 & = CreateCluster API"
* "SolidFire & Element 2T E 9|0 MEHA"

* "0|™ HZF 2| NetApp SolidFire % Element ®Z0]| CHEt 24"

CHAIE Aot LIEE Element API HAEE ARSI 2R 7] 22| 7|52 28g +

| 2ZEQ0] Aot ot o F 7| 22| EFol= B2, 25S ZOHX| 2= M SHAHM 3T
| 2ZEL0 L2otE MESEE dF e AYULICHEE{A

o

1. @2 7| MH{(EKS)t EBAE ZAHIE MFEhL|C

a. Ct2 API HIMEE 3 &5t 7| MH{eto| A2 2AE AFst= | AHE &= Element 22{AE{0]| CHSE 34
/70Q1 7| W2 MMBILICE "CreatePublicPrivateKeyPair & &SI A| 2"

r

b. oI5 7|2t0| MHSHOF 5t= 2B M MY QH(CSR)S BHELICEH CSRE Edl| 7| A7t oiEh 7|of HMAE
Element 22{AE 7} Element 22{AHZ QSE[A=X| & o 0I5t & UELICt CHS API HIAEE S&EBLCH
"GetClientCertificateSignRequest & & X5t A"

C. EKS/2IE 7|2HE AFEoto HME CSRO| MEEILICE XpAISE LIE2 EfAL E@FAME FZoHHAI2.

2. 22{AE{0| EKSet SMT M B SEAE YEELIL 7] SEXts 7|15 20{of 3h= XIS Holstn M=
Metst EKSO| EX™ £ M8 ™Mo|ghL L},
a. L2 APIHIMEE =

E5t0] 7| MH M2 BEIL = 7| SEXAHE BHSLICE "CreateKeyProviderKmip 2
HESHIAIR"

b. CtS API HIMEE S&3I0{ Q15 7|22 MHE QIBSM U Z7 7| QABME MBStz 7| MHE HHSLICE
“CreateKeyServeerlp 2 BTG A 2" "TestKeyServerKmip"
HAEO Aot 22 MH ¢ 8l S gfelgtL|Ct O™ OHZ HIAEE gtRgiL|C}

c. CI2 API HIMEE 2 &3510] 7| MHE 7| SaXt ZAH|0[LH0]| F=7etLICt "AddKeyServerToProviderKmip £
ARSI A 2" "TestKeyProviderKmip 2 & ESHYA|R"

B A0 ATt AL A 912 % 24S golstct, 12

a. (MZE StESo 2=3te| FR)API HMEE S ESIH0 7|2 XMESH= o AFEEl= 7| AL & 6.:.E._ 7|
33 Xte| IDE "EnableEncryptionAtRest & XS A| 2 M| S0 M SLICH'R S SIERO L=},
E Edll 97 Al Y=2tE S M3}slof "APIE H YA 2 ELICE 7|E Element Ul HES
@ A8 R5 AEfoM = otE gdostH 7|50 LHEXoz MY 7|5 AH8Sto
E| SotZL|Ct
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b. (MZ Al AZESQ0] YZ3te| AR) "F8 ATER0] Yo ME HMEl 7| IZKE ALt H 7| SSXt
IDE "RekeySoftwareEncryptionAtRestMasterKeyES & ZsHUA|2"API HIM E0]| M EEFL|CL.

XMlgt LHE 2 2elshi Al
* "SHAHO| Ciot Y2 HE AFESHALE AFESHK| R E=E METLCH
* "SolidFire & Element 2ZE 0] AEHA"
* "0|™ KT 2| NetApp SolidFire X Element MZ0i| CHEE A"
AODEQ0 2= RF OrAH F|E CHA| J=SICT

Element APIS AtE5t0] 7|Z 7| CHA| YT = AFLICL O] ZEMA= 2|& 7] £
MEHof| et M| CHA| OFAE] 7|12 2HELICH DA 7| = g4 A OFAE 7]2 HNE|0 S5 E=
HHM |7t E|X| gSLICE

Ct2 ®X} = SILIZ 7|2 CHA| QI2dsiCt

LHE 7] 2|0 R 7| 222 HE Yo YR= M 7| E 2HELCt
o

HOoF 2 O|HIE0]| LS 8 = B2 7|22 M 7|5 Mgt

@ ol Z=2MAE I=|| 7|40| 7|E CHA| LSICE HIAEE A0 A|ARIS E-ISHH TE M| AT} AX|
AZE|JE=X| 218 4= "GetAsyncResult £ £ ZSHUA| 2 AU ELC

* SEE2 ZYSHX| 10 1/07t 8l M 2 AHOAM SHE HHHE AFESIH f7 Al AZEQN] YS3E
oM SLICH S 2 A *”’S" A &SE7] Mol
213 /apilreference_element_api_getsoftwareencryptionatrestinfo.html S AF25H0
[GetSoftwareEncryptionatRestInfo MEN7t enabled SHIEX| SQISIAA L.

* "EBAE A E AEMSL|CHSolidFire 22| AE2F EKS(2|F 7| AH) Ato]of] QLELILCE.
"TestKeyProviderKmip 2 XA '"HMEE AAH5IH 7| SSXH0]| Chet HZO| BYEIU=X| 2elgtL|Ct.
cHA|
1. "ListkeyProvidersKmip 2 &t

2. O|™ EHA0IM 7| S2Xt2] ID
keyManagementType 4

SN QS MSstD 7| 22X} IDE (‘keyProviderlD 2 AFSILICE)

=
HS 2 8 keyProviderID £ Of7i HE external AHESHY
a3 |CH"RekeySoftwareEncryptionAtRestMasterKeyS & ZSHI A",

{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. asyncHandle HH SHOAM ZI2 ‘RekeySoftwareEncryptionAtRestMasterKey SAFILICE
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"GetAsyncResult £ & ZESIHUA| 2 0| ™ HHA|Q| ZtC 2 HHEZ asyncHandle A 14 HAHZ =tolgtL|Ct
HE SEOIA o|™ OtAE 7| 70| M 7| HEZ AHHO|EE|/USE &olg = AUSLICH LB A 8Y = UL
M 7| S2XtIDE SAFLICE.
{
"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
br
"operation": "Rekeying Master Key. Master Key management being

transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
s
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

"GetSoftwareEncryptionatRestinfo B2 A& E ZEst MER =2 FEHII YH0|EEJ=X]
“keyProvider|D Q1 8tL|CL.
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"id": null,
"result": {
"masterKeyInfo": {

"keyCreatedTime":

"2021-01-01T22:29:182",
"keyID":

"<updated value>",
"keyManagementType":
"keyProviderID":

by

"rekeyMasterKeyAsyncResultID":
"status": "enabled",
"version": 1

by

"external",
<value>

<value>

l
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-policy MirrorLatest
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"method": "CreateVolume",

"params": {
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"enable512e": true,
"attributes": {1},
"gosPolicyID": 1,
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"id": 1
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cluster dst::> job schedule cron create -name my weekly -dayofweek
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cluster dst::> snapmirror policy create -vserver svml -policy
DR compressed -type async-mirror -comment “DR with network compression
enabled” -is-network-compression-enabled true
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cluster dst::> snapmirror policy create -vserver svml -policy my unified
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* SnapMirror =H|0i| Cisl Element 2&0| 243}=|0f A0{0F L|CE.

+vOj2f BE HY RS AIBOHE Z SnapMiror 20|28 S0 24 AU BAES SRSHoF BLIC,
(D) Element 2ZERI0] 8 UIOIAEE O] XHiS 282 4 ABLIC,

Of ZFHofl CH3H

SHEHZ Element 24 HEZE X|H60f <hostip:>/1lun/<name> ZLICE, 47|A "riun""2 AKX
" 1yn""0|d Element =2&9 O|EQLICI. “name

XtE

HO

Element 282 ONTAP LUN2 72| STtLIC} SnapMirror= Element 2ZE|0{2F ONTAP Zt2| HIO|EH B
A7t £7|8tE of Element 22| 0|E2 AH23I0| LUNS MM 8tL|Ct. SnapMirror= LUNO| Element
AIZEQI0{0 A ONTAPE SH| Al 27 AFZE EF5t= 22 HIO|HE 7|& LUNO| SX[LICEH
X #&2 ot3a &L
* ONTAP 2E2 StLtel 24 SE0|AT HO|HE Tt
* ONTAP E20|M 2] 24 2E80Z H|0|EHE 22X 5

ONTAP 9 .3 0|5} H{TO| M= &t 2 &0 2T 251702 ARAE SAEE Y 4= UASLICH ONTAP 9 4
of&oll M= EFZN E2F0 Z|CH 1019712 ARME SAHZS ZEE

|
1. CHA SHAHM 24 AANAM ONTAP CHE Q2 x| 2AE MAetL|ch

snapmirror create -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume> -type XDP -schedule schedule -policy
<policy>
MA BE 22 man H|O|X[E HESHUAL.
CtS oflofl M= 7|2 H™MEZ ALESH] SnapMirror DR A€ MirrorLatest AASLICE

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005

—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorLatest

CHS dUM = 7|2 HMZE AL2SHH E8F SX| 242 MirrorAndvault MASHL|CE

cluster dst:> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorAndVault

CHE oloilM = EME AH25t0] 8 =X 2AE unified7year MEELICL
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cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy Unified7year

Lt ool M= AFBAL XIE FHME A5 S8 =X 2AISE my_unified MMRLIC

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy my unified

A2 0l =
HHZ A6 snapmirror show SnapMirror ZHA| 7t MM E| Q=X &QISHIAILR. A HE AE2 man
H|O|X|E HZESHYAIL.

ONTAP AA0M 24 CHACZ 2 S MMEHL|CE

ONTAP 9.452E{= ONTAP CLIE At23t0{ SnapMirrorE AFE5t0] ONTAP 2 A0 MM =l
LUNS| AMHAF SALE S Element CHAO| CHA| S XSt 2HAE MAE £ JSLICEH LUNS
A238t0] ONTAPOIA Element 2AZEQ|0{ 2 Cf|0|E{Z 010|180 ME 4= Q&L|Ct,
AlEtst7| Fof|

* ONTAPO||A| Element CHAF = E0f] M| A S 2~ AO{OF SHL|CE,

* SnapMirror =H|0i| Cidl Element 2&0| 243}t=|0] A0{0F ELCE.

Of ZfHofl 3

A0 Element CHA ZZ2E X|HSH0F <hostip:>/1lun/<name> gLIC. O{7|M "rrLun""2 AF|

Al Xt
" UN""0|D Element =289 O|EQLICI. “name

HO

=3 FAe chea 2L

=H| 2Aofl= "HIS7| 0" fEol HMo| A0{oF LTt

712 E= AFEAF X E HME AEY 5 ASLIL.

iSCSI LUNZF X[ ElL|Ct.

* ONTAP 250||A| Element EE22Z & 0|A9| LUN

=2 5l
ONTAP 2E0||A 0f2] @A EEOE LUNS EXE $= glaL|CH

cHA|
1. ONTAP AA0A QA CHAOZ Zx|| 2HA AA-

snapmirror create -source-path <SVM:volume>|<cluster://SVM/volume>

-destination-path <hostip:>/lun/<name> -type XDP -schedule schedule -policy
<policy>
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A HH L2 man H|0|X|E EXsIHMAIL.

CHe ool M= 7|2 MM S AHESH0] SnapMirror DR A€ MirrorLatest MagfL|Ct.

cluster dst::> snapmirror create -source-path svm 1:volA dst

-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest

CHS OOl M= AP AL X H HME AHESH0] SnapMirror DR #AE my mirror 4AgL|CH

cluster dst::> snapmirror create -source-path svm 1:volA dst

-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy my mirror

o2 0l %

HHS A85t0] snapmirror show SnapMirror 2HAI7t ML =X| ERISHIAIL2, MH| HH L2 man

H|O|X|E EZESHIA|L.

=X 2 7SI

DE 27| Y| sl X£7|SH= a_baseline transfer S £ SIL|CH AA EEO| AL

2AM2S OFE S ofgh 2AH2 DL S 2R 20| A xste RE Hj0|E S22 A 250
&gt

AlZrst7| FHof

r

« 23| 250| ZEHEl Element mEZ ONTAPO| A HM|AEH 2~ Q10{0F BFL|LC}.

* SnapMirror =H|0]| CH3ll Element 2&0| ZM3}5|0f 2400
E

* 02| BE HM RYS ABols

=
;
7 S Soll 22 AHA ZALES SH|0HOF HLICT.

Z<2 SnapMirror 2{|0|

o] =i CHsH

HEHZ Element 24 AZ2E X|HHOF <hostip:>/1lun/<name> LICt. 47| "riun""2 AN 2XE
""1un""0|1 Element =EQ| O|SYLICt. name

*x7|3}0f

®
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toll= AlZto] 22 ZE & UASLICEH ME-O| M2 AlZhof| 7|ZE TES e = ASLIC

O{™ O|RZ= ONTAP 220N 24 M= HAE £7(|o15HX| 2 22 ZHE siZet =0l =(o|:

o Hi-

EXE LUN O|F) A& HofelLict o2 282 32t 25U

1.

ke

Al

(=]
. Element CH& =2 &2 AfF|ghL|Ct.

]

AbH|SH

=~

=
il

2 i |
3. M Element CHA 288 MM SHL|CE
4

. ONTAP 220N @4 tHY EECZQ| M AIE MMt x7|setLct,



THA|
1. X 2A =7|3:

snapmirror initialize -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume|cluster://SVM/volume>

HH| B FE2 man H|O|X|E FZSHIAL.

LIS Olol M= IP 2 10.0.0.112] 2A SEM Q| svm_backup & 28 vola dst 74| 2HAIE 0005
A7\ ettt

cluster dst::> snapmirror initialize -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

SnapMirror DR CHA}

(e

o| H|O|E{E MSELCt

X2 215 SnapMirror DR 24 I°I 2 AIO|EJt H|gHdot|H 2 SHS £[20H6tH M
ERl 252 HIOIHE M3 = %'—IEF 7|2 AOIEOIM ME|A7F SRIEIH 22X SRS CHA|
gdete + ASLIC

=50 S20|HEZ HIO|HE MSstHH HXY e S &S M| 7tSSHA| CHE0{0fF &
CHato=9o| ofefEl MESE XI5, snapmirror abort A|HHQ MES FX[ot= HH
|C

ERZIof| M7| 7tstt MEE BtE = HHES A8 & snapmirror quiesce UYSEL

LICH BE S AFE5H0]
3, snapmirror break

_'_

Of ZhHofl CHaH

HEHZ Element 22 HAEZE X|HHOF <hostip:>/1lun/<name> LICt. 47| "riun""2 AN 2XE
""1un""0|1 Element =FC| O|SYLICE. “name

A
1. SXX|I29 oo ME FXI:

snapmirror quiesce -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

HH B FE2 man H|O|X|E FZHUAL.

CH ool M= IP 24 10.0.0.112] 2A 23 0M svm_backup e 28 vola dst 2o OE HES2
SXIELT 0005.

cluster dst::> snapmirror quiesce -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

2. M2 TIY Fl &S SR
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snapmirror abort -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

A BE 22 man HO|X|E HZESHIAIL.
CHS ool A= IP =2 10.0.0.112] 22 23 0|A svm backup & S8 vola dst 7t X[&XQl HES

ZX|ELICt 0005.

cluster dst::> snapmirror abort -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

3. SnapMirror DR &#| £7|:

snapmirror break -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

HH B FE2 man H|O|X|E FZHIAIL.
CH2 o= IP 2 10.0.0.112] A4 S8 9| Bt 28 Y 9 svm _backup EtZ! vola dst 28 volA dst

s *fﬁle L°01 0005 svm_backup &LICt.

cluster dst::> snapmirror break -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

Chet BEE 7] 7153 HE|R OIE 3 ClOIE| AHAE 2Ush EES F4sHor LIk SAN
SAEL AA 220| CHA| BA3HE TI7HX] CHA 220 ClO[E{of HAAS 2 QULICH

1. Element LUNS X &St O|L|A|0f|O|E{ 20 OHZIBtL|CE.
2. SAN SAE O|L|A|0f|O|E{0f|A{ SAN LIFZ iSCSI M| MAstL|C},
3. SAN ZZI0|HE|M AEZ|X| MHMS 35I| HZE LUNS ZAstL|CH

U A 2ES THA| BHsELIC
CH&O M HIOIE{S O Ol XS BRIt §ls T 24 &4 B2 =& 7Hof| A2 HIo|H B2

Of ZfHofl 3

ofzff HxtolM= A2 AA EEQ 7|EM0| 2Fot WO R JhFBLICt 7|EM0| HAEX| 42 HL HAIE 67|
ol CIOIHE MSdts 250 HE 22 =5 742| #AIE Mgt Xx7|s}sl{of giL|C,

HE 2 Element 24 AZ2E X|H6HOF <hostip:>/lun/<name> L|Ct. 7[M "riun""2 AN EXIE
""1un""0|2 Element =EQ O|SYLICE. “name

ONTAP 9.42E{= ONTAP CHAO[A H|O|EE H|Sdt= St MM E LUNS| AMAF SAH2O0| Element 22 AT} CHA
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gdsta M XS = =H|E L

25| FAle ohgm ZaLn

* iSCSI LUNEH X| & LT},
* ONTAP E&0{|X Element 2EE2E = 0|42 LUN

2 =X
* ONTAP 220X 03] @A EE0Z LUNS EXE 2= Q&L

|
1. 2 o B 2A S Axge|ct,

snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

HH B FE2 man H|O|X|E FZHIAL.
CHS GIAM0IAM = IP =2 10.0.0.112] A2l 22 =F 1 HIO|HE MSdh= & vola dst Q| EAIE

ARIZLICE 0005 svm_backup

cluster dst::> snapmirror delete -source-path 10.0.0.11:/1un/0005
-policy MirrorLatest -destination-path svm backup:volA dst
2. Y2 HIo|E E= A HHHE MetefL|ct.

snapmirror resync -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

HH| B FE2 man H|O|X|E FZSHIAL.
stoflE 712 TE0| EROHK| eAX|TH A[Zto] 22 2 & ASLICEH ME-O0| M2 AlZHl| [ S7|=tE

CHE ool M= IP =4 10.0.0.11001M 22 22 2EE HO|EE NSY 28 vola dst o] A E HHE
HFELICE 0005 svm_backup.

cluster dst::> snapmirror resync -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest

3. mil 27 ool

snapmirror update -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>

HH| BE FE2 man HO|X|E FZSHIAL.

(D 2400 S8 AHA SAH20| g™ FHO| HIRfLICt. “snapmirror initialize™ 2| S CHA|
&7|=t5h= ol AR ELIC
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140

CHE ool M= IP 24 10.0.0.110{| A C|O|E{E H|B3dt= =&, WM svm_backup X &2l 22 F2F 0005
7| BAE vola dst YH[O|ERLICE.

cluster dst::> snapmirror update -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005

cHubs 24A|0f CHBE Of| 2kl &

1O O - —

OH

SX|:

snapmirror quiesce -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>

HH B FE2 man H|O|X|E FZHUAL.
CHZ Aol M= svm_backup IP 324 10.0.0.110 A CIO|EE HMSst U= 28 U el 24 =28 0005 249

ofjotEl MES SXILLCE vola dst.

cluster dst::> snapmirror quiesce -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005

Tl 2AOf Ciet T Sl ™

—_ =

OB

Xl

snapmirror abort -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

HH| BE FE2 man H|O|X|E FZSHYAL.

LIS 0l M= svm backup IP F24 10.0.0.110 A C[O|EE M35t U= 2F, L &l 2A S 0005 249
X&HQ &S SAYLICH vola dst.

cluster dst::> snapmirror abort -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005

oz B

LS

o
70:'_I_

i
rr

snapmirror break -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

HH B FE2 man H|O|X|E FZHUAL.
Ef% ool M= IP F4 10.0.0.110| M Cl|O|EE HMSdt= 28, M svm_backup o &2 22 EF 0005

el 2AIE B&LICH volA dst.

cluster dst::> snapmirror break -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005



7. ojurst olo|E] B3 BAZ ABHLIC

snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

MA@ 222 man H0|X|S &XSHAMAIL.
CtS oMo M= IP =4 10.0.0.112] e AA 221} H|0[E S M2l Q= 28 vola dst 2+o| Hubst

o o
ZAE AHELICE 0005 svm_backup

cluster src::> snapmirror delete -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest

8. 32 Clo|E H= 2A|E CrA| HFeLCt

snapmirror resync -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

HH BE =2 man HO|X|E FZSHIAIL.
CHE OloiIM= IP =2 10.0.0.112] Y2 22 EF 0t 2l tHet 28 vola dst 2| 2HH|E Ofl svm_backup

CHAl MA™SLICH 0005.

cluster dst::> snapmirror resync -source-path 10.0.0.11:/1un/0005
—-destination-path svm backup:volA dst

St
HHEZ Af%6f04 snapmirror show SnapMirror ZtA[7} MEE[}=X| RISHUA L. HA| EEH 22 man
x

=X BAE 2502 Yolo|EFLIC
HESZ 2R olsh Ao E0] Anjstd 2 BAS +502 YH|0|Esjo} & 4 AXLICH

Of Zreiof Chat

HENZ Element 24 HAZE X|HHOF <hostip:>/1lun/<name> LICt. 47| "r1un""2 AN 2XS
""1un""0|2 Element =EQ| O|EQLICt. ‘name

A
1. B8 #AE 522 HH0|EFLICE

snapmirror update -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

HH| B FE2 man H|O|X|E FZHIAL.
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OE

@ A2AQ CHAO| SE AHAF SAHE0| §IQ™ HZHO| HIHEIL|CE “snapmirror initialize” #AIE CHA|

£7|9k5h= ol AFEgL

CH ool M= IP 24 10.0.0.112] 2A EF 3 2| svm_backup & 28 vola dst 72t #AE
YO EFLITt 0005.

cluster src::> snapmirror update -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

=H 2AE #3522 OO ERLICH
HESRIZ 2FZ 2ol YH|0[E0| HufstH S| 2AE 522 AUU|0|E8HoF E 5= ASLICE,

O =fe40i| CHaH

HEHZ Element 22 AE2E X|HHOF <hostip:>/1lun/<name> LICt. 47| "riun""2 AHA 2XE
""1un""0|1 Element =FC| O[SYLICE. “name

T
1. S8 2AE +522 Y|0|ERfLICE

—

snapmirror update -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

HH B FE2 man H|O|X|E FZHUAL.

@ 2AQ CHAMO S & AHAF SAIE0| §ICH HFHO| HMIHSIL|CE. “snapmirror initialize” 2 AHIE CHA|
X7|ststE Of| AF2EHLICE.

CHE ool M= IP 4 10.0.0.112] 22 2EM 2| svm_backup & 28 vola dst 2te| #AE
YO EFLITt 0005.

cluster src::> snapmirror update -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst
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*"LLC M5 XAS ZLCH
*"EE Ms2 Lo
* "iISCSI MME LIt

* "Fibre Channel M|/ME &

* "E2j0|H ZHIE s 2Lt

*"C 22X ofZ"
c"AERX| LEELEHS

+ vpta| s ot KB

* "SHAE WA SF Ol
S HzohdAl2

* "SolidFire &

* "vCenter Server2 NetApp Element E2{12I"

A|AE O[HIEO]| CH3E B

AN Ao ZX[El Lot o[HIE Chet F
O[#IE =10j= S AES

MEZ X EL|CE

um

LIk

2! Element AT E 0] A A"

= 2 QUELIC 30X0tC} O[HIE
Q oHIE

HI A K| 7}

O[HIET} EA|ELCE.

1. Element UIO A * Reporting * > * Event Log * £ ME{gtL|Ct.

HE OHIEO CH3ll Otz FE27H EAIELICH

A-|| =] I-l

MH|A IDQIL|CH

L=

Calo|E IDYIL|Ct

O[RHIE A|ZH

My
Zt O|HIEQt HZE 1R IDYLICE
Z2E/= o|HIE QY (0f: API O[HIE L= 22 O[HIE)

O[HIERt HZE HAX|LIC

P 2dst O|RE AMEdts ol =30| &=
|
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OJHE 23

AAZIS of2] R340] O IES HIBILICE 2 OJHIEL AIAO| 2R3 FRIL|Ct OHES
UNTO! O|HIE, HAXQI OMIE i | X} 0|7 WSt OIMED 4 UXLITH OJHIE
20 0| X|2] O|HIE K3 B OMIE T} st A|ARIO| UL LiEHEHLICY

() Aame oMiE 2001 97| B8 API BHS JISEHN| SALICH
Tt SE0AlE O[HIE 20| LEHLHE O[HIE SES MHstC
» *apiEvent *

(=]
A¥E

0z
r

2SI API EE B UIS Sof AFBIIL AIBSH O HIERlLCt,

* * binAssignmentEvent *

OB M7 etefat 2zl OHIERIL|CE 2 J[2M o= H0|E S E5tH S2{AH TA[of oiE
ZAE| o[ LA I T

* * binSyncEvent *

S5 MH[A Zhe| C|ofE T at 2HHE A[AR OH EQL|CE
* * bsCheckEvent *

Block AMH|A ZAIR 2HAEN A|AR O[HIERILIC,
 * bsKillEvent *

Block MH|A Z=ot 2HH El A|AH OHIERL|C,

* * bulkOpEvent *

* * 2 AE OfAE O[HIE *

SAE XTIt Al EE= L E FIFEE HAH 22 22 AH 74 HE Al LIEILH= O|HIEQILICE
+ *cSumEvent*

MH M2 HE B0l M2 S LKIE ZX[St= Aat 2 E o[ HEQILICE

M3y =LXE ZRIots ME|AE XAS2E SX|E|H 0] OHIES st = CIA| A|ZHE|X| @5 LCE.
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* C|O|E{ O[HIE *
GIOIE| 27| B 7|9} RHRAEI O[HIEQILICE

* dbEvent *

SHAHC AdHE 0| 28 RX|=[= 228 O|O|E{H|0]| A2t 2HEHEl O[HIEQLICE
* E2}0|H O[HIE *

c2jo|2 =a) 22 El o|HIEQIL|C}.

* encryptionAtRestEvent *

SR AEQ| st TR AQ ZHEHE OHIEQIL|C

* ensembleEvent *

Y9 LE 8 se|7{Lf E0l= Zat 2 E O|HIEYL|CE

*ddf KHE O|HE *

* gcEvent *

D2 NAet 2HE O|HIE = 60=0ICH HAE|0| 25 =220 M AE2[X|E MHEY = AFLICE O]
T2 MAE 7HH|X| =FO[2tn e SfLCt.

* ieEvent *

* AX| O|HIE *

XtEs ATEQ0 K| O|HIE. ATEQ0{7} ER QI 0| Xt 2 MX[E LT
*iSCSIEvent *

A ARO[ iSCSI X2t 2 El o[ HIEL|CE.

* limitEvent *

A = 2AH /= 28 Ee 7Y 282 7t 5185 = 2[chgto| 28ot= Azt 2 O|HIEYLICE

A 22| ZE O[HIE

LC HIEMS} S0 22 LE X E4 DEQ B Sl O[HIEQIL|CE

o
1]
rot
=
=
Im
rir
o
m
=
o
[>
=2
i
rot
0]
Jn
4>
N
)
M
H
-
m
o
N
N
ofn
e
N
M
oo
X
£N
)
o
o
mjo
Pt
ic]
ot

145



E2|AHELICL O|2{E O[HIE= M E R, &8 5
Z2 HE/Z 27 MEELIT.

 * platformHardwareEvent *

SEERO FXIOAM ZRIE 28| 2t E O[HIEQL|C

©* 217 B2AH OJHIE *

—

* MH|A OJHIE *
A A M| A Atefo} 2=l O HIEQIL|C}
* * Z20|A O[HIE *
HIELE[0|E] Eato|E w28 et
=250| Setel Mu|A0] LSt HEE &

SHL=
IIs =
:lol'n_

CHE 0S: 7|2 MH[AE M 7|2 MH|A

37t Rl S2f0|A M

Z2 S20|A Mot 2HAE OHER]L|CY,
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