Element 2AZE0{E AI2SIH AEE|X| 22
Element Software

NetApp
February 20, 2026

This PDF was generated from https://docs.netapp.com/ko-kr/element-software-
125/storage/task_post_deploy_access_the_element_software_user_interface.html on February 20, 2026.

Always check docs.netapp.com for the latest.



=0

Element 2T EQ|0{E ALESHH| AEZ|X| &2 1
KHMISH LIRS SolstAlA|Q 1
Element 2 E 9|0 AF2 X} QIE{T|O| A0f HM|ATHL|CH 1

XtMIEE LHEE =elstiAIR 2
T% & SolidFire A|AE SMS AAMBHL|C 2
XEMIEt LIRS stolstiAlR 2
NetApp HCI & NetApp SolidFiredi| Al At2 ZHE HATIL|CL 2
Element 2ZE9[0] 7|& SSL IS AME HAFLIC} 6
Lo 7|2 |PMI S E HATIL|CE 6
Element 2ZEL0] UIO|A 7|2 SHS ALEELICE 8
2 X ESHAAIQ 8
AP| Z=2 EL|C} 8
Element QIE{H|0| A 2| OFO| 2 QI L|C} 9
oEws MSelct 10
HE g 10
Z X RSAAIQ 1
CHAPE At23t0] A1 M = 11
S AE HE|Xt ALK A™E Btalg|ct 13
NES=TE ] 24
E #xsHHA R 24
LIS 24 Q152 AFEELICt 25
A 4FS FMELC 26
FIPS E20|EE X|@st= S2{AEHE AHMELICE 42
S2{AE{0|M HTTPSO| FIPS 140-25 AIE3SI= = METHL|Ct 45
QI 7| Ha|E AlFetL|ct 47
EE U 7t =5 e 52
E TSN 52
EE I 93
It 28 = 62
EE AMA IE U O[L|A[0f|O|E{QL ErBILICE 71
HlOJE 23 &
£ AXSMAIR 79
HIO|E ESE 2l 28 AYMS ALSELIC 79
NetApp Element 2T EQI|0E HHst= S AH 7H0| ¥ H =XE ALt 92
Element2t ONTAP Z2{AH 7H0f| SnapMirror S| AHE (Element Ul) 106
NetApp Element 2T E¢|0{2F ONTAP(ONTAP CLI) 2t £X| 3 17
25 Wy ol =2l 137
AME XY HE THolg FAELICH 141

AAE” ZHE sHZELICH 142



142

HAl2

o
Kq
|

b

142
146
147
164
164

166
167
168

171

L|C}

D

4

=zl

iSCSI M|

173
180

2|E| 2

E
=

>
=

= ol

ERX| LEE2 LEHQ

S AH HAH| =Z ol

cE

Fibre Channel M/M& FLICt

L
A



Element 2 E Q0= ALESIH AEE|X| 2t

Element 2AZE|HE AI23510] SolidFire AEZ|X|E MAMStD, 22{AEH 82 3 HM5S
DLEZISID, HE| H'HE (multi-tenant) Q1 Z2t Huto|M AEZ|X| 2SS 22|Eh|ct,

24 SolidFire 22 AEQ M| J= AEZ|X| 2 MHULICH Element ATZEQH= SHAES BE LE0|M
EZHOZ MAE|H SHAE LEJ} 2[AAE 2SI T AEZ|X| A|A”HICZ QF S2I0[HEY M 5
QULZ TLICE Element AT EQ0{= A|AEI Mo BE SE{AE TH, 22t gl 22| MAZIL|CH

ATEQ0 2IEHO|AE= Element APIE 7|82 R EL|CEH

* "Element 2L EQ[0] ALEX} QIE{H O] A0 HM|ABILICH
* "= 2 SolidFire A|AHR S8 FMefLCH

* "AEZX] AAE Y 24 HO0|E"

* "Element 2T E Q|0 UIGA 7|2 SME AtETILICH

© AN |

o "A|AE ZHE[

*"EE WM EE el

* "H|O|E 23"

* "AA”R ERIE sHE gL o

* "SolidFire & Element 2T E 2|0 MHA"

* "vCenter Server2 NetApp Element Z22{10I"

Element 2 ZE|0 ALEXt QIE{H|O] A0f HM[ATILICE

7|2 2HAH 29| 2| M IP(MVIP) FAE AFESH0] Element UIO| A AA T 4~
OIAL_||_'_|._
AN H

HEIR XA B X272 NoScript 0| H|ZAMSHE|0] AJ=X| 2rlsjof S|t
S AE MM = 1M0f| M2} IPv4 EE= IPve TA X|™HES AF2SI0] UIO]| HMATSH & &LICEH

1o tLHS MEdStL|CE

glo
o
oF

° |Pv6: https://[IPv6 MVIP =4 124] 0]

https://[£d20:8ble:b256:45a::1234]/

° |Pv4: https://[IPv4 MVIP =4 12] o]


https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-125/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

https://10.123.456.789/

* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server& NetApp Element Z2{12l"

1% S SolidFire A|AEl 2ME As|CH

SolidFire AIAZIS A3t = 9 71x| Me| xiolg 48e 4 YaLict

AAHIOM XtH BHE HESH=s 22 CHE 714 Q400 0|X|= F&S L0 HE = AUSLICH

EotOHE 24 215, 9|8 7| 22| 8l FIPS(Federal Information Processing Standards) 2040 CHst ™S Mg
2 ASLICL Bttt 22 ¢S UH0|Ex nefsjofF BfL|Ct,

KtM[et I8 2telsti AL

* "NetApp HCI & NetApp SolidFireOllA XtZ ZEHS HATHL|CI"
* "Element 2T E||0{ 7|2 SSL 2IZME HATL|C}"

* "LE9| IPMI YT E HATILICH

* 'CHE 24 QIS S AFSHLICH

© "QE 7| BE|E AFELCH

* "FIPS £2}0| 28 X| ot 22IAES A

NetApp HCI 5! NetApp SolidFire0| A XA SHS HASLIC

NetApp HCI EE= NetApp SolidFireE 759t 2o Hot MM 2} XtH 5H L= A E
HE5H= A0 °'“WO§ Hor M o] YEULICE L= E HESHY| Mol i e| CHE
ATELO 74 A0 0|X|= FES &0 JA0{OF ghL|ct

NetApp HCI 2= NetApp SolidFire 752 714 24 & StLtof| Ciet Xt ZHE HESH= 32 LIS EoIM=CHE
e |:||X|'— kol Chet X[ &g 3L f

NetApp SolidFire 714 Q4 A% =&


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

Element Plugin
for vCenter

® Hybrid Cloud Control @
—> 0 ah
Vﬁ. |J » QoS integration service @ Storage admin
admin
.—
vCenter mNode 0 ’_‘
N ETr T h B l
o | e
z._’ g | P | ECr——— 4 | . N == ==z ] E
2 i N exEasy Easl| P b |
Storage admin ; = = i i -
AR T NS

O o9k Iy
> THyo gy
08

ih

o0

oM o

0% b~

Element cluster (Authoritative) Element cluster

@

SolidFire

2HE|XHE AHE

* = *:NetApp HCI % SolidFire0f| M ElL|Ct
#E|XH= O Xt ZHE AFE5to] off 2aQlgfL|Ct

* Element 2E2|X| 2HAEQ R4 ALEX} QIE{H|0|A

. B2| LEoA2| Bto|EE|= Z2t2E F|0(mnode)

Hybrid Cloud Control2 042{ AEZ2|X| 22{AEE 2a|g uf
mnode’t X 20]| MHE$t authoritative cluster 2 L2{ %l AEZ|X|
S{AEO] CHS 22| Xt Xt SHOE et LESof| sto|EE|E
22t E H[ofof] FIHEl AER|X] 22{AE2Q| B2 mnodes EE|X}
XtH ZEE HHSHA XM EELICE o0 FIHE AEZ|X]|
Se{AEO0| chst XtH ZH0| HZEE Z2 mnode APIE A5t
mnode0i| M= XA ZHE HO|0|EdOF BHLICE.

Administrator uses administrative Element storage credentials to log into Element Ul and Hybrid Cloud Control
Element Plugin for VMware vCenter uses password to communicate with QoS service on mNode

mNode and services use Element certificates to communicate with authoritative storage cluster

mNode and services use Element administrative credentials for additional storage clusters

Administrators use VMware vSphere Single Sign-on credentials to log into vCenter

« "AEZ|X| 2HAE] H2|X}
== Yoo ERL|Ct"

* £ A28 mnodedi| A
AEE|X| 22{AH Z2|Xt
Xt =oe

T oo=2
"modifyclusteradmin APIZ
AL CH Yo EfL|C,


https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html

H[O|AE
=l
HEZ(
BMC)
Xz =d

-1 © o

ESXi XtA

=0
S o

-

HE[XHE AL

* = *:NetApp HCIO|2t M ElL|Ct

ZE|Xt= ol2{et XA ZHE A5 VMware vSphere ClientOf|
o|g

JQIBHL|CH vCenter?t NetApp HCI AX|Q] Y&l AL XA
HE CH22 20| NetApp HHIE AIZTIOA 2AHEIL|CE

* username@vsphere.loca | 0f] X| M=l s 5l £ 2BtL|Ct
* administrator@vsphere.loca | 2 Y=ELICt 7|& vCenterg
AHE35H0] NetApp HCIE F#&51H IT VMware 22| X7t

vSphere Single Sign-On At ZHS 22| gL Ct.

* = *:NetApp HCIO|Zt M ElL|C}

#E|Xp= o243t Xt ZEE AHE510] NetApp HCI IOl A
NetApp ZEE! -=2| BMCO| 292I%tL|Ct. BMCE 7|& 8t=4|0f
DL Y I 24 7|58 MSELICL

Zf NetApp ZHE =0 CHSt BMC(/PMI Bt 8 XtA SH2
NetApp HCI HHZ 2| mnode0| 2HHSHA| K& ELICH NetApp
Sto|H2|E 22t E Moo= MH|A AE 822 BMC Xt
THES A8 ARY = Heof ¥Tz0|E 0| AFE =9
BMC2t SAlgfL|Ct,

BMC At# S30| HEEH olid ARE =2 X SF0|
mnode0l| M= AE|0|EE|0{of ZE slo|E2|E 22tRE Hof 7|58

FAE = AELICE

* £ *:NetApp HCIO||2t M EIL|C}

22|Xh= SSH = 22 FE AFH0| = 2Z DCUIE AESHY
ESXi ZAE0 201g 4= JAELICt NetApp HCI HIZO| M=
AMZXt O|E0] 'FE’0| 11 NetApp HIZE AMTIOM 3 ARE =5
XNE 2Xg o =S XYYSLICH

2} NetApp ZEEl = =9| ESXi 2E XtZ S NetApp HCI

22 mnodef| QtHSHA| HEEILICH NetApp SIO|EE|E 22tRE
Mool ME AMH|A AE 22| XA ZHZ AMESIH AL &
Hellof iTzjo|= 5! AMEff HH F0ll ESXi S AER} 2H
EMgtLCE.

VMware Zt2| X7} ESXi 2E XA ZHE HASHH slo|EH2| =
2ERE MO 7|52 FXGH{H Y ARE == Xt4 3FE
mnode| A YH|0| EsHOF BFL|C}.

O] X[HE F=YAL

"vCenter ¥ ESXi A&

=H2
S o=

Yoo EgtL Tt ..

"NetApp HCIQ| Z} .= =0j|
CHal IPMIE FA&fLICH..

H410C, H610C 5! H615C
TEO F2, 7| PV
A E WLl

L_od
H410S 3! H610S = E2f
"J12 IPM 2= E
HEYLICLHE 2,
22| 20l BMC XHH

—

S8 HBLICH.

—

"vCenter ¥ ESXi SAE| CHEt

XF

H=H=2 0—i|:-||0|§'é|;ll-|__| [:|-"__

T oo=2 dJ


mailto:username@vsphere.loca
mailto:administrator@vsphere.loca
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html

Xt

of

QoS E¢

ot
[=]
Ct

[mz]
o

0F 1N
2 0l

0|2

S L

&

vCenter
Service

Applianc
e Xt4

=
[=)

H
o

&

NetApp

e e

5
o

Kt

2| Xt
A =0H

-1 ©O O

HE[XHE AL O] X[HE F=YAL

* £ *:NetApp HCI0| MEE|H SolidFire0l| A= ME4 AFFSRJLICE  "vCenter ServerE NetApp
Element S2{ 2101
22| Xte| thetd 2010l = AFEE[X| ef&LICt. QoSSIOC AtH 3HEZ
HUO|O| ERFLIC}"..
VMware vSphere2t Element 2 E2||0] 7t9| QoS E&2 L2

Sl gMetELICH vCenter Server SIOC& NetApp
Element 22{1Q/2 QoSSIOC
* vCenter Server2 Element Z2{191 & lL|Ct s 2tk giLCt
* mnode2| QoS MH| X, https://kb.netapp.com/

Advice_and_Troubleshooting/

QIEE 28 QoS MH|AE= O] AMAENMEE A EE= A2 E Data_Storage_Software/
AMEELICE QoS Y= = vCenter ServerE Element 2211212 Element_Plug-

XE 2XI5h= S EE= NetApp HCI 7= 0| XS 2 WEElE iy for vCenter server/

S0 X|”EL|C mNode_Status_shows_as_'Net

work_Down' or_'Down'_in_the

CIE 78 @40 2 FX| $5LICH _mNode_Settings_tab_of the
Element_Plugin_for_vCenter_(
VCP) [vCenter Server&
Element Plug-in KB 2A1E
dEgLct.

= NetApp HHIE AITIOf A HHBH H L0 *:NetApp HCIO| HAS LRIt el&LIC.
MEEL|C

2t2[Xt= vCenter Server O{Z2L0[AA JHAF Ao 2018 &~
USLICE NetApp HCI HHZO| M= A Xt 0| F0| 'RE’0| 11 NetApp
HHZE AEIOA ST HAFE LEE NS A I ASE
X|™&LICH =2l VMware vSphere HZF 0] II}2} vSphere
Single Sign-On E0[Qle] EF 2t2|Xt: O F2t0[A A0 =2O20e &~
USLICE

CHE 74 40 JgS FX| &L CH

* £ *:NetApp HCIO| HEE|H SolidFiredf| M= M8 AltILICE  HEAY BRI ASLICEH

ZE|XHE NetApp 22| == Jhe Ao 2301510 g 7149 8
=H HES Y = ASLICH A=RE 22| =5 HE| T
SSHE S¢t 2RI2 J[E2HO = AEE|X| g45LIL]

—
i §
m
i

NetApp HCI HHZZO| A= NetApp HHZE ATIOfA ST HAEE =EE
Ns X[ m ALEXI7t ALK} 0| S 2t A= E X HMSLICL

CHE 74 40 JgS FX| &L

* "Element AZE| 7|2 SSL QIS E HATL|CI"


https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP

* "CO| IPMI S E HATIL|CH"
* OS24 ES AEgLCH
* "QIE 7| Z2|E AlEfRILICH

* "FIPS E2I0|EE X||{dt= SHAHE MdefLiot”

Element AT EQ|0] 7|2 SSL QISME HATIL|C}

NetApp Element APIZ AtE310{ S AHN| Y= AEE|X| 29| 7|2 SSL QIEA & 712l
71E HEY &= AGL|CH

NetApp Element 2T EQ||0 22{AE 7 HME[H 22{AE = Element Ul, Per-Node Ul EE= APIE Sl ZE
HTTPS S4l0]| At &= 1Rt XM B El SSL(Secure Sockets Layer) 213 A{2t 742l 9|§ M-AELICE Element
AZEQ 0= XA MEE QAS AT OfL|2} M2 =~ A= CARIS 7[2h)0llM Hag A &elE= ABME
X|gct.

CHS API HIAEE AFESI0] 7|2 SSL Q1B Mo|| CHet XtMlet HEE A0 HAL o~ USLICE

» * GetSSLCertificate *

E ME3I0] ZE QASM ME HEE ZTEst0] AR MX|El SSL QIS A0 CHS HEE HMer 4
"GetSSLCertificate HIME"Q&LIC}.

» * SetSSL Certificate *
E AI25I0] EAEH U LEH SSL IS ME A7t HZdt= QIS A 8! 7lel 7|§ “E%* &
"SetSSLCertificate HAME="QUELICE A|ARI2 SBIX| U2 IS MI HEE|X| R=E QS A2t 742l 7|9
FaMS HAFSLCE

* * RemoveSSL Certificate * £ MENSHL|C}
= "RemoveSSL Certificate HIAM = L|CHoAR] MX|El SSL Q15 M 8! 742l 7| & A|ABLICH O3 CHS

SAE7F M2 2 XHA| MEE S M2t el 7|18 Wttt

@ S A SSL QIBME= SHAH| FIHE ZE M 20| XtsCE MEEL|CL S2{AE0|AM HAHE
TEE= XA MBE QISME E|S2|H ZE AHSAH HO| QIS 7| METI 20| A A E LT,
XbMIEE LHEE =HolsHiAIR
e B2 LEO| 7|2 SSL QIBSAME HATLICH
* "Element 2 EQ|0{0{| A AL2Xt HO| SSL QISME HAsH= O] ERst @7 A2 FARL|7?"
* "SolidFire % Element 2ZE g0 AH A"

* "vCenter Server& NetApp Element Z2{12l"

LEO[ 7= IPMI &

fot
i
rE
oY
oot
=
Iul

Lo cHet |4 1PMI

o M| A N Al 7|2 IPMI(Intelligent Platform Management
Interface) 22[At Q= E HAY £ ASLIC

MK UE0|ETL YL FS O] Bl pust &

S J|)|


https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_setsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_setsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_setsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_removesslcertificate.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_removesslcertificate.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_removesslcertificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-125/mnode/reference_change_mnode_default_ssl_certificate.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

UASLICE.

FLICHEZESHEAIL.

20| sl IPMIE M8

nzt
21

tUHE2 2

AR (Sl

-
il

M2 FLgof| o

[o]}]
oH

st IPM

Lo Cf

cE

* H410S =
* H610S

|-

gfLlct

25 HE

ol 712 IPMmI &

1=

H410S

L|C}.

I

e
o
=

= E HEH o

XL AFel 7= &

pr
—

Al 2t AEZE|X| LEO|A IPMI

T

IPMI HES

=

ol

FLC.

.
o
(=]

2t AEE|X| =20 thell IPMI IP FAS PAsHof

o

IPMI HES

1.

ol A2 X} O] St ADMIN

OTEOE
—_—n==

ol
—

=l

2.

S Salgtot.

A * EH
=]

o

3. 273004+ 1
4. N8R+ 2

gLt

il

i

|

5. "ADMIN AI2XIE MEist

H410S ==0i| CHal of Xt Hr=fL|ct.

=
—_

9. 712 IPMI =7t U= T

Lot

= E HE

o 7|2 IPMmI &

|

H610S =

LIk,

St
=]

= E HFot

E2|X| =E0|M IPMI 22Xt AE Q| 7|2 2

ZF A
- ==

m

IPMI HE

=

Jod

FLICE.

e
o
=

2t AEE|X| =E0f| CHH IPMI IP A E M 8|{oL

THA|

L|C}.

= = A
T—+—E );tcl':i

ol IPMI IP

|-

SEteNS B3 T =

21|
=

IPMI HER 0] HEE 4= A= AREM

1.

gfLct,

24
2

Off AF2X}t OB root A4S E calvin &

nE

H HAIE MEES GUICH

S 22ystol 5

M

2l
[

tH HO|X|

{0
ol
r

=

3.

T
=
joll
Fiil
=l
11—
Rk Y
oo o
Z @
LR
g X
m oill
- o
€
£
foll
< .
x X
= B
ol
Mr oo
© N


https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html

8. ofs * 9l v o 2ol * W)

=
9. Holx| skl * K * g

10. 7|2 IPMI Y¢S 7t = CH2 HB10S L =0f| CHSH O] AXIE = StL|CT,
XHMIEE LHE S SISt AR

* "SolidFire & Element AT E 2|0 AEHA|"

* "vCenter Server2 NetApp Element Z2{12I"

Element 2T E2|0{ UIOAM 7|2 SM2 AtETL|LCE

NetApp Element 2T EQ||0] &l ALEX} QIE{H|O|A(Element UI)E AHE3HH SolidFire
A AEIO|A Xl 2SS DLIEE S g = JSLICEH

7|2 40

rr

Ul XH0l 2/3) SAI3IEl AP| B2 =1 TS B3 20| EEELICH

‘APl EEE

il

L’l El_u
* "Element QIE{H|0| A 2| OfO|2IL|CH"

* "I =S Hl S

=

i

HZESHAIR

* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server2 NetApp Element Z2{12I"

APl 252 EL|Ct

Element A|AEI2 NetApp Element APIE 7|5 % 7|59

ALE5HH QIE{H|O| A S AT M A|ARIOA EFOFE fd

AP| 205 AH26HH AMEXH A|Z Sl B T2L2 E A|AH]
AWE API SES 2 & UALICH

AP

API 21 AL2310] S Tolof AFRE|S API HIMES AlMstn API B ME 2 HHHIS ALR3H0] ALR A} X
m2a%S WS WS Held 4 ABLC

b dieHof| CHok XFM|3 LIRS 2 "Element 2T E Q|0 AP| £ Z=QIL|ICHAIRSHAAR.
1. Element Ul &M D20 *API 2O * &
2. API Log £H0f| EA|E|= APl 2] SES +HSI2{H LS THAH E +3SHAAL.

a. AP 9K EZLlS HASIHH * @ * 2 MefshL|C}.

o

=]
S

H= =2 T AM\d

AT SiIxf 210 Q= T O] K| O] A

7|9to 2 ALERILICE Element UIE
9| %M?_*API qAS =+ US
| &f

L{Ct.

o

OO


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html

L WO Ba v IRt AlAR Kelof ofdf MAE APl ERTILC
+ SRy HOIX] *: FHAY H1 = Ho|X|| S0l oo AT APl E2fTiRlLct

KEMISE LIS 2tQlstH Al

to

* "Element APIE AI235t0{ AE2|X| 22|
* "SolidFire & Element AT E 2|0 AEHA]"

* "vCenter Server2 NetApp Element Z2{12I"
SAH £t JES = QIEMo|A MZE 1E H|E

AP| St A|Ztof| 2t 22{AE = H 1 = NetApp Element 2Z E¢|0] H[0|X|2|] EX
TIOH EH*H HIO|E M2 D& ZHAE X522 2FY 4= USLIC

B2t X0 M HO0|X| S ChA| 228 ME D 7|22t o 2 HAMFEL|CH Ho|X|o| 22 Attol| Q=
Z2iAE 0|22 22/s/0] HiX) YBIOIE 2H2E oIS & AUKLICE 0] 22 MHU|A HIO[E} HOfLF 2] 1A
Q7| ofLizt API 20| oILE XL 0|Z0{X|=XIE AofBLICt,

rE
O |¥
ok ©

_I
.
Il
-
53

Bel At} 34t Lol o Element UIOIA API 288 Cio|Z0| 98 + SlaLck ALl th] F91 API 20|
Aot SEOHX| o F2, ALSTO0| B2 S2AE(S ZetE LBl HIEYD A 20| NAY SHO| Y|

= o1, L= =

AIZE 4 SLICL 27012 o2 2Ci el £7] Helox| oF TREEE we B2 3 [ 2a0ly

UASLICE 7K HO[X|2 SOp7IH HetMof|M 222 XHH SES MEoHK| B2 R g XHH FEE =
HIAIX|ZF LIEFE 2= ASLICE.

A
ET
—
-

|'|0

Element Q/E{H|O|A 2| O}O| 2 QIL|LC}

NetApp Element 2T E |0 QIE{H|O| A= A|AR] 2| AA0 il oS »~ = ZHES
LIELH= OO| 20| EA|ELICE.

2
2 oF

0z

£
2
=

O
Jh
=
kA
rr
JT
>

1>
]
A
rir
1z
=

=]
al


https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

EL

Ul TARIO M HM AT 5 Qs D=8 A S ALESH0] Element 2T ES|0 & AEXL
QE{H|O|AE JHM5t Ul 2XIE 2T += USLIC

1. Element UI2| H|O|X|0{| M * Feedback * HEZS Z2IgtL|C}.

fo

i}
nx
o
H
n
=2
e
r#

=)
o ol 19

rot
|>
|u
ru
el
mjo
o
I
Ot
inal
>
10)

o g A W N
et o
=
_lo'_l-
oY
2
fim}
rot
jin}
o
m
1R
H
oot
Ot
ix]
rg
=)
fot
ro
ru
mjo
r>—
1o
oo
r
o

=
it
*
o
iy
U
ot
-
il

KtAISE LIS 2Rl5t AR

* "SolidFire & Element 2T E Q0] M A"

* "vCenter Server& NetApp Element Z2{12I"
AE 2t
SolidFire AE2[X| A|AHIO|A HHE= AES AHE5H0 S2t0[AET 22 AL =&

o:|7:|'6+ ES OIEE M A—Ix-l'é'l- A o|¢L||_-_|. H=29 AAMS |.E gxﬁ 7:||I-Io1| %*%*5.:.' |__||_'_|-_ SolidFire
*EEIII AI*E"°I EE1AE1 =L, ﬁlx*% el =2 AL

10


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

* "CHAPE AFZ10] 7 Sres

* "SHAE ZEXE AR AY S 22 LT

£ FZoHAIR

* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server& NetApp Element Z2{12l"

CHAPZE AE5IH AH =N

SolidFire AE2|X| A|ARIGA HHEHEE A™E AHE5I0] SEI0|HET SHHAES EE0|
HEY = UEE 48 = JASLICHL AH™ol= 2HE S50 HM|ASH= o HRst
CHAP(Challenge-Handshake Authentication Protocol) 2150| Z&tz|0] Q&LICt 252
MASIH EX Ao 2 E LI

- |1 O

AFol= 2| 28 7He] 20| 2 E = AKX 2E2 StLte] AFol2t &2 = ASLIC

CHAP 22| S LIt

Element 12.72E EQt FIPS =2t CHAP 2112|& SHA1, SHA-256 3! SHA3-2560| X| X EL|Ct. Element 12.72
Ar8%t= 82 ZAE iSCSI O|L|A|0[O]E{ 7} Element iSCSI EZITF &4 iSCSI MM S Mdst= 32 AHEY CHAP
2n2|E =52 HEELICL Element iSCSI LHM2 SAE iSCSI X7|X7F @t =0 M X|&5h= A H
22[ES MEHSILICE Element iSCSI EFZU0| 71 ot ot 22| &S MEHSH=X| 2fQlst2{H 2 AE iSCS|
TRt 7HE QEETHOl: SHA3-256)0| M 2ot 212|F SES 7t ATt Aoz BT = -dsl{of ghL|C}.
SHA1 K= MD5. @A E iSCSI X£7|Xt7} SHA € 12| FS 275X ¢4CH Element iSCSI CH40] MD5S MESHH,
S AEQ| Hotel 2 n2|FE S=0| MD57t Zete|0f QUTH JhgetL|ct. 2ot P ne|ES X#otH 2 A E iSCS|
O[L[A[OflO]E 1S HCTIO|E3HOF & = ASLILY.

Element 12.7 ¥ 320|= 0| AE2|X| = =7t R E @ SHA L 12|ES Zetdts F50| Tt Md 2ES
BUTE S AE SCSI O|L|A|00]E] 74 S 0|0] HL0|ES H? M=ZR2 Hot 22| F0| Zdste| g Fxgh
DZEZS Ar8%H0] M iSCSI MM &= CHA| AZESCSI M[A0] 2FELICE ¥ag0|= Jof| 7|&E2 2= iSCSI
M|440] MD50I| A SHAZ T2HEIL|CE S AE iSCSI O|L|A|M|0|E 71dS SHAE 27F5}7| ¢/ YHI0|ESHK| o™
7|E iSCSI MM0|| M A& MD5E A& EILICEH LIE0| = AE iSCSI O|L|A[0f|0|Ef CHAP ¥112|E& AH0|ESt =
iSCSI M|40| CtA| ABE| = |X| a4 20| W2} iSCSI MM0| EXt MD50IM SHAZ T 2t=[0{0F SfL|C}.

0| =01, Red Hat Enterprise Linux(RHEL) 8.32] 7|2 SAE iSCSI £7|xt=
node.session.auth.chap algs = SHA3-256,SHA256,SHAL,MD5 4 H2|E Sdlf iSCSI X£7|X}7}
MD5TF AHESHA| ElLICH S AENA O] Aol M X2|E s{AStLL iSCSI O|L|A|0|O|E{E CHA| A[=tSHH ST
SAEO0|AM iSCSI M[M0| EB|7E[0] SHA3-2562 AtEEILICE.

st 22 API HAEE A0 2} MMoj| AFZE|l= CHAP 2 12|FS =elet = "S5 MM AELICEH

11


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_listiscsisessions.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_listiscsisessions.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_listiscsisessions.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_listiscsisessions.html
https://docs.netapp.com/us-en/element-software/api/reference_element_api_listiscsisessions.html

H =224 d+YLch

IS
()

.l

FLCE.

24s

=

=
EEED

st
=2 O

gfLCt,

Bt LE CHAP Y2 & HESHHL AIH 0|2 +=8E & UASLICH

gfLCt.
H

3

| AF LT

I.

&Lt
ot

00

=

=

=

I.

57|+
—

° CHAP E M|M 215E 2|t * Target Secret * RJLILt.

° MAE: A 8 AW E AL

e M

HAIELICE 0]2
* * Overall Efficiency *: A& 0f|

1. Management * > * Accounts * £ ME{gHL|C}.
o % AER A"

4. CHAP &% * Mo M CHS HEE

3. Mi® FE &7+ & 22|t
CtE22 2 7KK M2 ALt

2. AH

3. AF2X} O
AE ME EE
g

2. Amol

x7|x7t 280

I =
— T

otal O[L|AloflofEf 27 8l S AE 2FE HET

o
-
A

F

tolgt

T USLICH 2& HM2A7} 0|7 |X] 8] &M E|X| Qt=X] 2ot H AY L= ML OF
gl

iISCSI M8 S &2t 210t
L|Ct

2 5L AM A O F0M O|LAMOIE E= =S MAHSHH X£I[X7t of| 7| X] g4 2 &0
N

=~
(=)
=l
=
—
—_

M
=
Al
=]
| el
oL
M —

P
H
HA
(=1
=
A
nn

St A
== T
oSt
o o
2g

AEe| CHA
M2

HE2|

CHA| <

OH
2N

IL|Ct g3

SICHE
=2o0oH-d

= M AEA

0= Sof| YWYE|
F7ALE APHISEA] YA 2.

—

CC
o
45

<| oo

22| MH|
EES M

®

12



1. Management * > * Accounts * £ MEiBHL|C}.

- AEel Y ofo|2 S 2L,

=14
A1} 50| A * Edit * & MEHSHL|CY.
* MEH ALEE: * AF2XL 0|2 *

*

a &~ W DN

k=)
=
B AR * AlEf * SECHR 222 22Uk CH2 MefS Mgt

@ AEHE * locked * 2 B *fﬁ
= SAELICH A" HEE =

T HAHA

rx

|0l Chet 2= iSCSI 20| Z=5|10 AFo|| I 0Of4 AMAL

A
E2 |FXAIEX|2 252 ISCSIE AMY £ glELICHL

6. * ME{ ALE: * CHAP B * 0llM = MM QIB0| AF8E= * £7[A 2= * Y Ty o= * X1 BEE
SRS

() Crae s 5es s

O XA S22 AthZ |X|ELICL X2 &F 2E=E B9
FH M %*27} dgELCt

7. HE U NE * 2 Sele

=

Cf 04 WA k2 AW ANE 4+ Uttt

LS 1o

AES AFISH| Tol| AEnt HEE BE =2 ES AHSL AFISHYAIL.

2X| = ga2|0|= Sof| Be == M A SEELL 37
SEALE ”HIOFII OEAI2.

1
0

1. Management * > * Accounts * £ ME#BIL|CL,

AR AFOl %Y ofo|2 S S=IFLIC.

> w D

B3 K70l M * AR * S MEHSILICE,
X

KMot LHE2 RISt AR
* "SolidFire % Element 2T E 0] M A"
* "vCenter Server& NetApp Element 22{12l"

S AE ZE[Xt ALEX AIYS 2ElELIT

—

SolidFire 2E2|X| A|ARIS| SR{AH 22X} A2 Se{AH Ze|X AES A, AH 2

oL = o= O 0O,
HESD, S2|AE H2Xt ASE HHSLD, ALBXI0] LS A AR HAAS BH2|SI=S LDAP
HEE ot 22l 5= ASLICE

AERX| S AH 22X AY RAULIC

o

NetApp Element 2 ZE 01§ HHSH= AER[X| A EMY = A= 22X AZ2 2

—

HJLU

EESSETEN,

13


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

AFa S AH ZHE|XHAE F IHX L

* * 7|2 2o{2H X AE

O| Zt2|X} AME S{AEE MM MMEILICI 0] A|ME S2{AE{0f CHot X| 10 &Fo| A HTHS 7t
7|2 22| AZYLICE O] AF2 Linux A|AES| RE MEXIRL RAILICE O] 22|Xt AFo| 2 E HEAY
ol&L|Ct
= .

* * 2e{AH HEXAFE

ST AH 2|t Ao ®MetEl Hele

of &t
UASFLICH 2t Se{AH 22|X AFo| e
21535t= ol AFSE LI

2| HMA HSHS RSt S2AH oM £ Zgls A =
IN 2

[ES
tH zH2 AEZ|X| A|AE LHO|AM APl & Element Ul @8 S

@ LEE UIE Sl 2 AH &Y LE0i| HMAS2{H 2Z(LDAPIL OHLl) S AH 22| Xt A1 HO|
ZaeLCh OF%| 22| AH| £51X| 42 =20 AMASHAH AE XtF SO0| EROHX| &L Lt
S AH HE[Xte| ME HHEE SU T

1. 22{AH TH|(LDAPZ} OtLl) S A 22Xt AF S Y52 H T3 2l S +-ELICH

a. AtEXL* >+ S2{AH HE[X+ & SEYLCHL

2. AF2RF el 2 AE 22|X HO|X|OM CHE FEE 2 5 ASLIC

© 1D *; SAE HaIX AN TYE A% HsALC

—_

(=]
° * ALEXL 0| *: SR{AH HE|Xt AHE TS o X|F¢et O|FLICt.

© % QA& AFF AIFO BEHE AP A TS L:

= 9]

H

Rl ==

= EZlolg

- 28

- A

« S| A B2IR
- 2|zt

© X 2IR
() == #s2 Belx M2 Q30 ALBE 4 ABLC

R4 = EHAH (Xt RYULICE 7tsT g
* 22{AH
* LDAPE X[t Ct

3 " B B A0l Element APIS AHBSH01 B 32 0] 2oli= S WS Aol
HE BE 0|2 2t ol EAIELICH

14



£ "NetApp Element 2T EQ[|0] APl HZEA"HZSHMAIL.

ST AH HE|Xt AZE LT

Aga|R| AATS| SX HAO| Chst AHAS SBBLE HEHE 4 Qi HBH0| U= A T2 A BaRt AHES
MM & UALICH SBAE HE|R AN ASS MHSHE AU So{AE Ha|Kol BEsHR| oS 2E Ao
chef 27| 8 AsS Hofghich

@
Q't

LDAP S2{AE| 2[Rt AT S MA5113 AIZHSE| Hofl 22{AE{0| LDAP7 TAE|0] UK HOISHIAIL.

"Element AtEXt QIE{H|O| A AFESHO LDAP 215S HF gLt

LISol 21, £, EBIO|E, =F, AIE & S2{2H & AMAS I%'?; LICt AHE HotE &F5HH AI*E“OiIH ollE
LZ0f Cifgt M| HBHS SLBILITE A|AHS AFBXITE Mehs PII 42 E0 ol 22| X} ALE XA 817] HE

HAMA HSHS FORLICH

LESOl| A[AR 22Xt WHst ZE S AE 22|Xt ALEX AEE MAHY == JASLICH SSHAEHE Hde of
oot 2F 2 AH 22X AY2 ®MAY = SLIC

—

1. 22 AE| TH|(LDAPZ} OFl) S2{AE 22|Xt AFE MHsI2H Ot ZHUS +AELICH

o

AMEXt* >+ SR AH HE|XtH E 2L

b. Create Cluster Admin * € Z2IgfL|C}.

C. Cluster * ALEXI R8I 2 ME4DIL|CH

d. AI™o| AtEX} 0|21} AT E Ut ASE 2klptLCt
e. 7|™Ho|| ML ALK}t Mot MEfsiL|Ct

f. X|Z AL2X} A2 A A|2k0f| S9|5t2{H 2fol2ts MENSHL|CE

lu
o
o
-
n

d. Create Cluster Admin * S 22/¢!

2. LDAP C|HME2|0f| 2HAE] 22|X} AHE MHsIE{H O3 ZUS SASHIA2.

a. Cluster * > * LDAP * £ Z2IgtL|C}
3

b. LDAP 2150| 243t=|0f A=X| letL|ct.

OI-

C. AFEX Q15 HIAE * & 22[5t10 AFEXI0|A| EAIE= 17 0| = MEXAL R OF S oILIE
ARSI LS| 20 €& 5 JASLIH.

d. A2} * > * 2 AH 22X} * E 228t
e. Create Cluster Admin * 2 Z2!gtL|C},
f. LDAP AI2X} 82 MEHEL

g 1R 0| BE0|M HIAE ARt oM S w2t AFAL o= O FEQ| TA| 1R 0|§S Y- YLICE = o0
SAtet 17 0|50M 20 E&LCt

I}

T 0I50| 252 272l B2 LDAP MHOA o 2Fo| 74 & 2l AH8AHE 0 admin #H|H 2| Hets 2|

EII-I Ct.
LDAP S2{AH Z2[Xt AR EE OFS FIH6t2{H ArEXt 0|59 2t A2 "LDAP:<TAN| 1R 0|
>""%I L‘l EI_

15


https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/api/index.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html

a. A ™o H2E ArEX} HetS MEHSHL|CT
b. X|& AtEX}L A2 H A 2k0f| SO|5t2{H SHolztS MEHS!
C. Create Cluster Admin * 2 22/$tL|C}

Se{AH 22| Xt HoHS WRIL|C

=
E’ %Ey

23, LE, Eatol A 9 SR AE B A2

st LofgtLict

1. AFBRL* > 22 AF Be|X* 2 2Bt
2. HE Z2|AE Belxtel &gl olo|2 2Bt
3. WE -2 2L
4. AFHO| HBY ABR HEHS MEHELICH
5. ¥ Lj8 M3 * 2 S2BLICE
SeiAE| Helx} ARl 2SS WAELIC

Element UIE AtE0t0] 22{AE Z2(X} &2

1.

-

ErXiks
=

= "1

AMEXt* >+ SR{AH HE|XH* S

=
ot

mo
uju

Ju
il

L]
|>
m

e xtef Y ofo|Z

—

fjo

2

icaliieal
*

T

il

rE
iz}
[

o &~ W BN
=2

e oo
oY ot
00 oY
Ral
0z

—
==

"Element AF2X} CIE{H|O|A S

At23510{ LDAP ¢!

"LDAPE H|ZtMstetL|Ct

AT E

-

"SolidFire & Element o MHA"

"vCenter Server2 NetApp Element Z2{12lI"

LDAP 22|

LDAP(Lightweight Directory Access Protocol)E A H

ClaEe2| 7|8t 23921 7|2 A 8E &= ASL|CH
ArgXF A OF0 #ots 2o o+ /}SLICH
LDAPE Z2[st2{™ 7|Z Microsoft Active Directory SHA 2
TME EHAESOF gL|Ct,

(D 1PuagtiPve F28 B A8 Y 4+ YBLICH

16

X BILICE AS A
et 17| Aot SUBILICH AAHS ABAIF HEtStR| e

AE

o
ots A

+=Z0i CHal 22| XF AFS XA 817

15t0] SolidFire AEE|X[0f| C
S AH 2|Ho|M LDAPE 453

5t0{ SolidFire 22{AE{ 0| LDAP

B2t A AT B
x 2 off

Lo T

H
ot

MA

5t b

11 LDA

&0

-l—
ot

'U

U5 4HoID


https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

LDAP 243}0l|= Ct3at Z2 15 THA7F ZeFE LICHARAIS 4 Ex).

1. * LDAP X| 4 I3t 2tHot APM 714 THA| * LDAP Q158 7 d6t= o 2Rttt BE NE HETH UK

N
*
-
O
>
)
ro
ol
fliok
>~

1%} * Element Ul EE= Element APIE AF2EHL|C,

3. * LDAP 74 &3 *. Z 0] 2t GetLdapConfiguration API HINEE A5t LE Element UIE AHESH0| LCAP
T2 oI5t 2HAEI}F SHIE U2 FHE|/[=K| EeletL|Ct.

N

4. * LDAP Q15 HIAE * (ALKt} 27H readonly). TestLdapAuthentication APl HIAMEE AEHSILE Element
UIE AFE3I0 LDAP 7#440| SHIEX| HIAESL|CH O] X7| HAEO|= AFEXte| AFEXL O F
"'samAccountName"'S readonly AFE2EIL|CE O A 51H 22 AE7t LDAP 2152 fld SHIEAH 4=
UE=X| etolstn XHH ZHI AN AT ZHFEX| readonly SHRISIL|CE O] THA|7F MIistH 1THARE 3THA LK
gh=efL|ct.

5. * LDAP QIZ * S HIAESIL|CHEIIE AF2AF HAEQR). Element 22 AE] 2I2|XIZ2 X718 AL A|HOZ
setp 45 "HEILICE “distinguished 0| S(DN) EE= AFEXHEE O8)E SAFZLICE O] DN2 6THA|0f| A
AHEELICE

6. * LDAP 22| AF| H2[X} 371 * (LDAP 215 HIAE HHA0A DN SAH 2 204E7]) Element Ul =
AddLdapClusterAdmin API HIAMEE AFE310] HEot MM A +=FO = A SHAE 2A2|Xt AFEXIE YL/t
AMEXt 0|52 2 5T M FALeE TH DNS 20 LT O 5t DN & 40| SHIZA| X[ FEL|C}.

7. * ZRIAE| T2(x} YHA HAE * M2 YA LDAP Z2IAE| admin ALZXHE AL510] Z2{AE(
SQIBL|CH LDAP 122 X7}35t A STt I20| DE ALRXIE 2018 & QAL|C}
LDAP X2 9I3t APE 74 T8 g eict

ElementOf| Al LDAP K|S gM3ts6t7| Hoi| Windows Active Directory ServerS A& st Ct
&sHof ehLct.

Tl

AR P4

o

oHA|

1. Windows Active Directory ServerS &AXgfL|C}.
2. * MEef AHE): < LDAPS X[ @ &3t
3. AHBXF B! OFS Mgt
4

- LDAP L[ E2| HAMo| AtEF 47| HE AMH|A AF("sfreadonly” S)2 Y- ELICE

Element AL Xt QIE{H|[O| A S AF2SI0] LDAP Q152 AAEHL|Ct

7|Z LDAP Mteto| AE2|X| A|AH Ses FEY = ASLICE 0|E Sl LDAP 22| XH= ALEXH0) CHEE AE2(X|
A AR HMAS SAOM 22| 5= AFLICE

Element AF2 Xt QIE{H[O|A EE= Element APIE A26H0] LDAPE S £ UELICE O XM= Element UIS
AE35I0{ LDAPE A SH= HHHof| CHolf AHEL|Ct

0| ool M= SolidFireOllA LDAP Q158 F#45h= WiHut 015 REOE £ M88h= YHE H0| SearchAndBind
ELICE o] oflof M= THY Windows Server 2012 R2 Active Directory ServerS A2 8tL|CL.

CHA|
1. Cluster * > * LDAP * £ Z=IstL|C}.

2. o * £ 22I5t0{ LDAP 2152 gMstefLct.

17



3. M %71+ = 22,

4. ZAE O|E/P F

. O

g S0, ArEA X E ZE

5. * MEH AtSt * LDAPS T2EE A2 * S MeishL|C}
6. Yot MH *of Lot HEE U=BtL|Ct
LDAF Servers
Host Name/IP Address 2168999
Remove
Use LDAPS Protocol
Add a Server
General Settings
Auth Type Search and Bind N

Search Bind DN
Search Bind Password
User Search Base DN
User Search Filter
Group Search Type

Group Search Base DN

Save Changes

7. LDAP* 243} 2 S2BLICE

8. AFRXIOI| CHEE Mi UM AS E|AESIHH * AL2X} 915 HIAE * 2 22/eh|ct
9. S2|AE XIS WA 0 LESO| AR 4 YEE EAIES 19 0|2 U ALK 15 &
10. M MBS XTBI2{® * 2 AR KT+ 2 22fetct
1. 0] 2Z0]l AR XIS BHSOf L= 7LE 2018 4 YUEE sj2iH Cf2g gLt
a. AFBX}*>* Hy| * B S2eict

18

msmyth@thesmyths.ca

OU=Home users,DC=thesmyths, DC=ca
(&(objectClass=person){|(sAMAccountName=%USER

Active Directory i

OU=Home users,DC=thesmyths,DC=ca

Show password



Create a New Cluster Admin

Select User Type

Cluster ® LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U violumes
L) Nodes L) Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

o

b. A ALBXtC| B ALSXH RHEOE * LDAP * 2 S2et1 ARt 188 1 012 TS0 2of YaLICH
C. AHZ ABHYUBHOZ BE AL HshS MeEFLICH
d. #1Z ALBXF ALSH HlOPIHK| OF§Z ASZ604 * | accept * & S2ELICY.

e. Create Cluster Admin * 2 Z22!stL|C},

O|X| Active Directory 28 22 7t%l AF2XIIF AELICEH
0|2 H|AESIZ{H Element UIO|A 20t23% = 3Tt IE 0| AFRXIE CHA| 23918k C}

Element APIZE AI2510 LDAP Q15S MAstL|Ct

7|Z LDAP Mieto| AEZ|X| AL e Y 5 ASLICE 0|E Sl LDAP 22| Xt= ALEXH0) CHEE AE2(X|

oHd=
A AR HMAS SAOM 2H2|E 5= AFLICEH

Element AF2X} QIE{H|O|A EE= Element APIE AHESH0 LDAPE 7 EE 4= JUSLICH O] X0 A= Element
APIE AtE25I0| LDAPE 74 dH= Yol CHel A ehL|Ct.
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SolidFire 22{AE0|A LDAP 2152 E8%t2{H X API HHE AEsto] 22{AEO|A LDAP 215S ME Ko}
SfL|C} EnablelLdapAuthentication

£

1. API HHE AL25t0] 22{AE0A HX LDAP 2152 &83}EIL|CH EnableldapAuthentication.

"method" :"EnablelLdapAuthentication",
"params" : {

"authType": "SearchAndBind",
"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",
"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPW",
"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"
"serverURIs": [

"ldap://172.27.1.189",

by
"id" . "1"

3. CHE O 9| 2t HE LY.

AHEEl D7 43
AuthType: SearchAndBind SHAE M QAUSE AIRXIE myq St ke A
g AFEAHS HIIEsy| 2l 817 & MH|A AES

AME3te & X|F Lt

groupSearchBaseDN:dc=prodtest,dc=solidfire,dc=n | DAP EZ|}|A 05 HMES A|ZtE Qx| 2 K| A etL|C}.
et O oflof M= E2|o] REE AFESLICH LDAP E2|7t

02 2 3¢ dM AlZts £0[7] flo 2Lt M2 et

otel E2lz 28Y &= ASFLICH

userSearchBaseDN:dc=prodtest,dc=solidfire,dc=net | DAP E2|}|A] AI2X} ZMES A|ZIS QX2
X|EeLCt o] ool M= EE|2 REE
LDAP E2|7} 012 2 ZQ A4 AjZhe 0|7| 24
Bt H2etE 59| Ealz AEE & s

groupSearchType:ActiveDirectory L|C} Windows Active Directory A{tHE LDAP AHZE
AHEELICE.
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AHEE OH7H H= 29

(sAMAccountName=%username% )(userPrincipalNa

userSearchFilter: me=%username%))"-----
“ (& (objectClass=person) (sAMAccoun
tName=%USERNAMES) ) 7

userPrincipalName(Z21210f| CHst O|H|Y F4)S
Ar26t2{H userSearchFilterS CH2 ot 20|
AL |}

Lod

“ (& (objectClass=person) (userPrinc
ipalName=%USERNAMES%) ) ”

EE = userPrincipalName 2t sAMAccountName 2
D= AMst2{™ CHS userSearchFilter & AH2EFLICE.

“ (& (objectClass=person) (

sAMAccountName2 SolidFire 22 AE0f| searchBindDN
E0I5H7| 2ot AFEXI 0|SC = EEYLICE o] ME2

LDAPO| sAMAccountName &40 2321 o

X El AHEX} 0|2 AMSIES St objectClass

&Mo| Zto 2 ""person“"OI UeTU=Z0Z HMS

Mgt C.

LDAP C|HEZ|E AMSH= O AFRE= ¢7| M8 searchBindPasswordS 23¢t

AHEXIe| 1157 O|SILICE. Active Directory2| 2
UL O 2 AFE K| H| userPrincipalName (T A} M|
42 dANZ A= Aol 7HE &l &LCE.

0|Z E|AES}I2{™ Element UIOIA] 230}23t & {2t 1Z0| AFRXIE CHA| 2Q1%tL L},
LDAP ME ME E7|
S2{AH #o| LDAP H|O|X[0| A LDAP HEE FL|C}.

@ Ol2{st LDAP M MH g Ha{H LDAPE &M 3tsliof gL},

1. Element UIZ LDAP M2 MEE H2{™ * Cluster * > * LDAP * £
AE O|2/IP 4 *: LDAP = LDAPS C|EHE2| MHO| =

Sagfct.
22

2lLCt.
© *QIE QY 1 NSt O1F W T3 2k
- S el

L|Cf
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° * Search Bind DN *: AF2Xt0l Ciet LDAP 22 3s}7| gl 23018 4 = HH2HEl DN(LDAP
Cl2 E2[0f CHot HQIT 2i|H oMl A T Q).

o AM HRIE 2f= *: LDAP ME0f| CHet M A S Q1EsH= O| ArEE[= L= YLICE

[}
o * ALEXH A 7|ZE DN *: AL HME A ESHE O AHEE|= E2[9] 7[= DN. A|AE2 X|IFE ?{X|0|M
otel EE2|E AMELICt.

° * ALSAH AM ZE % T2l 0| F2 ALESt0] tHE S Y YLICH

(& (objectClass=person) (| (sAMAccountName=%USERNAMES) (userPrincipalName=%USERN
AMES) ) )

* Active Directory: A & TSH
* 5 83 20| X[AEKX| 5L
A

N =
= S AASHE Ol A8El= E2(9f 7|2 DN. A2 XIFE ?{X[0fM 5t

° * AHEXL 215 HIAE *: LDAPZt 714l = O|F ArESI0| LDAP AH{0f| CHet AtEX} O|F 5! &tz 2l
flAESILIC} o|0] ERfSHE AEES Ysto] HAESLICH 1Y O[S 9 AFRA 18 HEJt EAIE|H, 0]

ﬁ

ot
Hes L0l 22AE BENE YN 0f ASE 4 YRS BAE & YBLIC

LDAP 7142 HAESL|C}

LDAPE 783t 20{= Element Ul EE= Element APl 22 AH2510] H|AEGSOf TestLdapAuthentication
gt
THA|
1. Element UIZ A3t LDAP
a. Cluster * > * LDAP * £ Z&IgfL|C}.

b. LDAP Q15 HIAE * & Z2|tL|LCt.

42 HAESHH UEs +-ELICH

C. of2 EO| HEE ALE3I0 EXIE SHZSIHAIL.

QLF HIAIX] 243

- TAE B9l E2)0)M HIAE B0l ALRKIE #2

xLDAPUserNotFound userSearchBaseDN %= §i&L|Ct.

* JtuserSearchFilter 2 LME[USLICE.

* HIAE S ALEX
xLDAPBindFailed (Error: Invalid AP XIO|X|Ot Q1248
credentials)

PEII giELict.

ALt
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QF HIAIX]

xLDAPSearchBindFailed (Error:

Can't contact LDAP server)

xLDAPSearchBindFailed (Error:

Invalid credentials)

xLDAPSearchFailed (Error: No

such object)

xLDAPSearchFailed (Error:

Referral)

2. Element APIE
a. TestLdapAuthentication H/A| =

e

LDAP MH URIZ} 22 E|A}ELICE.

97| MG ALSR 0|F Ei QB7t HE
A E|ABLIC,

7} userSearchBaseDN LDAP E2| L{Q| ZHIE
| X|7} OFElL|CY,

* 7t userSearchBaseDN LDAP EZ2| L9
=HIE |X|7} OFEL|Ct,

* 8 groupSearchBaseDN &
userSearchBaseDN &8 El OUO| JUELICH
O|2 Qls Hot X7t Ldlet &~ USLICH sHE
2H2 ALEXL 8! O 7|2 DN €50 OUE
Zo5H= AYLICHO| ou=storage,
cn=company, cn=com:).

A8t LDAP 8 S HIAESIEH LHES +ARLICH
%

'6‘I-|__| |:|-

"method" :"TestLdapAuthentication",

"params" : {
"username" :"adminl",

"password":"adminlPASS

b
Ty

—

= 7
= O

b. Z3}
Zatof| TEEL|CE,

{ESILICH API 2 20| 43¢ 32 A[FE ALEAe| 1R O|E1 A7 Y )e OF S50
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"id": 1
"result": {
"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"

1
"userDN": "CN=Adminl

Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
}

LDAPE H|ZHds}etL|ct
Element UIS AtE5t0{ LDAP S8t H|2tAstet & Q&LICH
AZSE7| Mol RE A A S Eholdljof SHL|Ct LDAPS H|EMslstH D= MXo| X|LX|7| m2L|Ct.
chA|
1. Cluster * > * LDAP * £ S2IgtL|C},
2. otL|R * & S=LIC

3. LDAP H|2Hd3st * £ 22|},
AtM[et LIS 2elotiAl2

* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server& NetApp Element Z2{12l"

A AE Ze

Element UIO| Al A[ARIZ 2t2|g 4= QIELICEH O{7|0fl= CHE 24 Q15 M3t 22{AH HF
22|, FIPS(Federal Information Processing Standards) X[, 2|2 7| #z2| At S0|
ZotELICE

*'CHE R4 0158

AL
° ||E[E_|)\E1 Shel % __I.I.A'i_c'ﬂ'[_l |:|-

od

"FIPS E2I0|EE X[HdtE 22 AEHE dEELIC”

"Q|& 7| 22| AEFEL T

i

HZSHIAIR

"SolidFire % Element 2T E 0] M A"

"vCenter Server2 NetApp Element S2{1Q!"
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CHS 24 5SS AFE LI

MFA(Multi-factor Authentication)= SAML(Security Assertion Markup Language)2 Edi
EfAL ID 32XH(dP)E AFE5I0] AFEXL MM E Bt2[gtL|Ct 22|Xt= MFAE AF85H0] iz 8l
o

O
HAE HAX], 2= 8! T HE HAX] S 20 Wl =7 215 248 F4E 5= ASLIC.

CHS /4 Q15 gLt

Element APIS S3ll O|2{et 7|2 HHE AE5I0 LS 24 Q1SS MESIEE 22HAHE
AEY = ASLICE

ZE AP EEHOf| CHEE XEM[RE LHE2 Ol M "4 AP EH R L[CHetelel = JAELICY.

1. C+2 API HIMEE =38t IDP HIEIH|O|E{E JSON HAIOZ MEsto] 22{AE | CHE {22 EFAL
IDP(Identity Provider) 82 MMEIL|C}. CreateIdpConfiguration

IDP HIE}H|O|E{& it HIAE A OZ EfAL IDPO|A ZAMEILICE O] HIEIH|O|E{= JSONSE SHIEA|
EOE|RA=X] 22lsty| sl fad2 ABHOF &L|CE. hitps://freeformatter.com/json-escape.html.2F Z0|
AI2% 4= Ql= JSON ZOHE 28 T Z M2 0 gL Ct

%IAI

2. OtZ APl HIMEE = £310f spMetadataUrl & S3lf 22{AE| HIEIH|O|E| S HAH5I0] ERAL IDPOI| SAFRELICE
ListIdpConfigurations

SpMetadataUrl 2 2| 2HAIE &7F517| fl3ll IDPS| 22{AE 0| M AMH|A S5t HEHHO|E{E AMSH=
A E[= URLYLICE.

3. EFA} IDP2| SAML O{ M S M50 ZAL 2L E 2ITH AFBXHE 1RSHA| AlEst T 270kR0| M2
ZS5H=X| ""NamelD™ £82 ZeA|ZLICL

4. Ct2 API HIMES = E3t0] EfAL IDPOA Q152 22 StLt 0| 42| 2 AE 22X ALK AFE Mdsct

.AddIdpClusterAdmin
@ IDP 22{AH 2t2|Xte| ArEXt 0| E2 LS o2 20| 5= matol| et SAML &4 0| E/2t
OHE 2 LX[SHOF SfL|Ct.

° email=bob@company.com — SAML £M0{A| O|HY FAE Six|St=Z IDP7} & &

o
T
° group=cluster-administrator - IDP7} & AFEXI7F HM|AGHOF 5t OF £42 SHHMSIEE F4 &0
AELICL SAML £4 0|E/3) HojZ2 EotS 2ldl CHARXIE FLEELICH

5. C}S API HIMEE S £5I0 22 AEO| MFAE AIESt= = MABILICt EnableIdpAuthentication
XHABE LIRS StolstAl AR
* "SolidFire & Element 2T E 2|0 MHA"

* "vCenter Server2 NetApp Element Z2{10I"

CHE R4 2151t 26t L3 22 FolArdS FF0il F0{of ghict.
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O o|& R75IXA| 42 IDP QIZSME MZ 1X[2H H] IDP Z2|XtE AFE5t0] TS API HIN =S S ZEl{oF EhLct.
UpdateIdpConfiguration

MFA= 7'0|7|'2048H|E 0|2kl Q1B Mt S etE|X| AELICH 7|2MO = 2048H|E SSL Q1B A 7F E2{AE|
MMEILICH APIHIMEE SE£T W O 22 37(9| 2B M E MASIX| Qt0tOF RILICH SetSSLCertificate

@ EHAET} 2048H|E AP 20| = O|2te| Q1B M E ALESH= B Element 12.0 0| &2
A 2{|0| =5t = 2048H|E 0| At9| QIS N Z 22{AH ASME HH|0|EsHof ThL|Ct.

—_

IDP 22| AF2XH= SDK EE= Postmans S|l APl &2 2F &isH7 LT CHE £8H0ll: OpenStack Cinder
I = vCenter Z2{ 1210 M%% 2= QIELICE O[2{%t 7|52 71Xl AFEXIE MM6l{of = AR LDAP 22{AH

t*EIXf MEXt = 22 Se{AH H2(X AEXE FItLCt

XtM[et LIS elsti AR

"Element APIE Al25t0 AEZ|X| 2H2|"
"SolidFire & Element AT E||0{ A A"

"vCenter Server2 NetApp Element Z2{10lI"

28AH g8 AL

Element UI2| Cluster B0l M 22{AE ™A A™Z =20l 5l HAS D S2{AEY A2
aligh &~ JSLILCY.
S AH ST UAZY, HMA XY, 7 =2t 714 8, SnapMirror, NTP EEEIHAE Z2IO|HEE JESLICE

26

Element %! ONTAP 22{AE Zt SnapMirror S| AFHE
S AHE 2O A= AHSLIC

X3 HHAE A 9 S| C

"Element0i| CH =5 Z7F AAZL0] AlLt=| = BHE"

SAE| et oot ALESHALE AHESHR| = E AEELICE

F2|g SAH| et HEQI A2t ZEES MHE FHEL|CH
SNMP 22|

== ERE]

L=gr =

It HIEYQ3E 2telglct

Fibre Channel ZE M2 MEE FL|C}
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XEMISE LIS 2RISHH AR

* "SolidFire & Element 2T E 0] MEHA"

* "vCenter Server& NetApp Element Z2{12l"

22{AF(9| R% HIO|E Yot MY ol shmFLICH
SolidFire 25 AEE AHEolH S2{AF E2[0|H0| XM E 2= 77 H|0|HSE g=stdd +

USLICE CHE & StLIE AFE5t0] SED(AHH| Y=t =2 fOIE)QI e I._WI E =
gdote = "OLE0f EE= AZER 0] V[Hie] RF 2o ASLIC.

Element Ul 2= APIE AFE310] R7 SIE90] 2=otE st = ASLICE SO °$’; oot 7|52
i %E1¢E19-| 450l 220ls FEE FX YSLICH MEEX] gi= 2TEH N P=ot= Element APt
Aot dstet = ASLICE

MEE|X| gb= SR 7|H eoot= 7| 2X o2 Se{AH MY S0 2HSHE[X] 322H Element UIOA 243t 8
Higgete 5= ASLICH

@ SolidFire All-Flash 2AE2|X| 22{AEQ| A2, S2HAH MM F0f| 5 ATEY N 332
2t Mstel{of otH, 2HAEE MM 20=

© QT MFS BYSSIILL WA 4 U S2AAE B2IX B0| AL
E o A

=
o] 718t 2o oto| AR L=t BHS HEFSH| Tof| SHAE7L Y LEIRIX| eAUSLIT.

© Yoot MESH = E AHots 32 E2t0|E0M L=t siASHHE F =7t 22{AH0]| Ho{stn
Olo-lol: '6‘I-|__||:|-
AN =

MNE A =3t MEf W/EE SHAEM K7 Al AZEQN ot M HEHE 215t H "GetClusterinfo £
HESHUAQIHE ALEELICH HAEES AHESIH 22 AHUM |57 CIOIE 2 =20 ALEE = HE IIME &
"GetSoftwareEncryptionAtRestInfo £ ”xOP’éMlE"%!%'-lEL

@ 1% Element AT EY0] UI HA|EEO|= https: //<Mvip>/ SIEYO] 7|8t s stof Chet §F
AEfQ| Aot HA|FLICE

S
* SIEROf 7|Ete| R Lot 2t
. E

o|F 7| 2E| FYS A 77 Al =S §*“§f3fﬂ1ﬁ £
(D) "APIZ AZSHUAS ELICE I Element Ul HES ALZ 310
AFBBHE O ElSO0fhLL,
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* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server& NetApp Element S2{2121"
T EJLFIPS E210|H 7|52 XY 5 J=X] gLt

NetApp Element AZES|0] G

etFipsReport API HIMEE AH5H0 AEE|X| S AE Q|
OE L CJLFIPS E2IO|HE Xx||lgt

H|7t E|RA=X] 2helstiof ghL|Ct,

I'-|>I

20t BEOMofl= TS &Ell T Sttt EAIELICH

* §E: 2L FIPS E210|E 7|5E XY + §lEL Lt
S22 LE7L FIPSE X|6HX[2 2= EEH0[EIt FIPS E2t0| 2= Ot LY.
* ZH|E: LET} FIPSE X|J5HH 2= E2t0[E7} FIPS E2t0|E 2 FAE[ALE E210| 27t §lEL Lt
A
1. Element APIE AH8SH0 AER|X| 22{AEQ| lLLEQF E210|ETt CHE S S FIPS E2I0|EE AIBY
UA=X| relghict.

GetFipsReport

2. Ready(ZH|) 4Ei7t BA|Z|X| 42 LEE 0I5t ZTHE HERL|CL
3. Ready &Ef7t HA|E|X| 42 L E9| AL E2I0|ET} FIPS E2I0|E 7|58 X|¥E 4 U=X| QlgfL|Ct
° Element APIZ A5t Ct2 S Y=TLICt GetHardwareList
° DriveEncryptionCapabilityType * 2| 2f2 =QIStLIC} "FIPS"Ql B2 SIERO0|M FIPS EEIOIE 7|52
X|2ist & QIAL|CH

IE= ListDriveHardware Off CHSE XHM|St GetFipsReport LHE2 "4 API A ZEQILICH'S
ARSI
[

4. E2I0|ETL FIPS E210|H 7|52 XI{E 4 8l= Z2 S=I0E FIPS SHERI0(LE = E2H0|E)E
wAghLct,
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* "SolidFire & Element AT E2|0{ AEHA"

* "vCenter Server& NetApp Element Z2{12l"
FIPS E2I0|H 7|52 AL8SIEE ALt

NetApp Element 2L E20] AP| EHHS ALE3I0] FIPS =210|E 7|52 &3}
EnableFeature UASL|LCE.
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A

T

MZE A 255} 7|52 SHAE UM ZM5}6l0f 6tH, GetFipsReport?t 2 E = E0i| CHol F=H| AEiE FA|E f
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EnableFeature params: FipsDrives

KtMlet LHES ZelstH Al

* "Element APIZ A3t AE2|X|E 2t2|gL|Ct
* "SolidFire & Element 2T E 9|0 MH A"

* "vCenter Server& NetApp Element 22{2121"

FIPS =210|E MEHE &olgfL|Ct

=

NetApp Element 2ZEQJ|0{ AP| 2HHE AME5H0 E"13—1*1:-101“\1 FIPS E2}0|2 7|50]
SIMSLE|] Y EX| 2Rleh 4= GetFeatureStatus YSLICE O] HIHE FIPS EZI0|EH A
MENZF ERIX|] AKX R E H0] FL|CE

1. Element APIZ AtE3t0] CHS2 Y6t 22{AEQ| FIPS EBIO|E 7|5S &elgfL|ct,
GetFeatureStatus

2. AP| & Z1}E GetFeatureStatus AEZL|CL FIPS Drives enabled 2}0| True®! A FIPS E20|E
7|s0| gd3tEL|Ct

{"enabled": true,
"feature": "FipsDrives"

}
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* "SolidFire 2 Element 2T E Q|0 MEH A"
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FIPS E20|E 7|5 EXIE siZSL|Ct
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* "Element APIE AI235t AEE|X|E 22|gfL|Ct
* "SolidFire 2! Element AT E Q0] A"

* "vCenter Server2 NetApp Element E2{12I"

S| AE{0| M HTTPSO| FIPS 140-22 A3 = MATL|CT

EnableFeature APl HIAEE A0 HTTPS EX0]| FIPS 140-2 25 D EE & M358 4~
UELILCE,

NetApp Element 2T EQ0{E AtE5IH Z2{AE0|AM FIPS(Federal Information Processing Standards) 140-2
28 HEE MESHEE MEY £~ JELICE o] EEE &M 3H6HH NCSM(NetApp Cryptographic Security
Module)O| 23tz 11 HTTPSE S6ll NetApp Element Ul X APIO| HEL|= 2E E410f| FIPS 140-2 Level 1 215
ot 812 B2 5|}

= =2o0o4d

FIPS 140-2 ZE& &gofol S0f= HE gt & GIELICL FIPS 140-2 258 MESIEE 2YotH
@ S AEQ| 2t LEJL MEEIE| D XA HAEES S3f A™EZZ NCSMO| FIPS 140-2 215 ZE0AM
SHIEH 2F S H35Y £ AGLICE 0|2 2ol SE{AE{| &2 8l AE2|X| HAO| 25 STHELIC.

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

-

Xt LHES &It AR
* SSL 2
* "Element APIE AIE35I0{ AEE|X|E Za2|ghL|Ct
* "SolidFire 2 Element 2T E Q|0 MEH A"

* "vCenter Server2 NetApp Element Z22{10I"
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5= SSL = E M3 ELICt.

* * FIPS 140-2 H| &3} *

AEJHHQt EME MHSH= O AHESEH
DI &M3lEl AL Element 2ZEQ|07} X|6t= B &

TLS_DHE_RSA_WITH_AES_128 CBC_SHA256(DH 2048)-A

TLS_DHE_RSA_WITH_AES 128 GCM_SHA256(DH 2048)-

A

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(DH 2048)-A

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(DH 2048)-A

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256(secp256r1)-A

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256(secp256r1)-A

TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384(secp256r1)-A

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A

TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128 CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_128 CBC_SHA256(RSA 2048)-A
TLS_RSA_with_AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_GCM_SHA384(RSA 2048)-A
tls_rsa_with_camellia_128 CBC_SHA(RSA 2048) -A
tls_rsa_with_camellia_256 _CBC_SHA(RSA 2048) -A
tls_rsa_with_Idea_cbc_SHA(RSA 2048) -a
TLS_RSA_WITED_RC4_128 MD5(RSA 2048)-C
TLS_RSA_WITED_RC4_128_SHA(RSA 2048)-C

TLS_RSA_WITED_SEED_CBC_SHA(RSA 2048)-A

* * FIPS 140-2 &A%} *
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TLS_DHE_RSA_WITH_AES_128 CBC_SHA256(DH 2048)-A

SE2 Element _+_EE-A|0101|*‘| X|¥E|= HZ SSL(Secure Socket Layer) &

A 2| EL|Ct FIPS 140-2
FH|EZ 257t JESLIC.
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TLS_DHE_RSA_WITH_AES_128_GCM_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(DH 2048)-A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128 _GCM_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(sect571r1)-A
TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128 CBC_SHA(RSA 2048)-A

TLS_RSA WITED_AES_128 CBC_SHA256(RSA 2048)-A
TLS_RSA_with AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A

TLS_RSA_WITED_AES_256_GCM_SHA384(RSA 2048)-A
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&3 SiA5t= Ol "7 Olo|E =o"AtSE LIEf. EKS= AKS| otxleh MM 3l X& 7|52
x1|-n-oH_||:}_ §E1¢E1E OASISO|AM Molot EFE T2 EZQl KMIP(Key Management
Interoperability Protocol)E AtE5t0] EKSQ SAIgL|Ct,
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AS3E 2datsh=E O A8 & = CreateCluster API"
* "SolidFire & Element 2T E 9|0 MEHA"

* "0|™ HZF 2| NetApp SolidFire % Element ®Z0]| CHEt 24"

CHAIE Aot LIEE Element API HAEE ARSI 2R 7] 22| 7|52 28g +

| 2ZEQ0] Aot ot o F 7| 22| EFol= B2, 25S ZOHX| 2= M SHAHM 3T
| 2ZEL0 L2otE MESEE dF e AYULICHEE{A

o

1. @2 7| MH{(EKS)t EBAE ZAHIE MFEhL|C

a. Ct2 API HIMEE 3 &5t 7| MH{eto| A2 2AE AFst= | AHE &= Element 22{AE{0]| CHSE 34
/70Q1 7| W2 MMBILICE "CreatePublicPrivateKeyPair & &SI A| 2"

r

b. oI5 7|2t0| MHSHOF 5t= 2B M MY QH(CSR)S BHELICEH CSRE Edl| 7| A7t oiEh 7|of HMAE
Element 22{AE 7} Element 22{AHZ QSE[A=X| & o 0I5t & UELICt CHS API HIAEE S&EBLCH
"GetClientCertificateSignRequest & & X5t A"

C. EKS/2IE 7|2HE AFEoto HME CSRO| MEEILICE XpAISE LIE2 EfAL E@FAME FZoHHAI2.

2. 22{AE{0| EKSet SMT M B SEAE YEELIL 7] SEXts 7|15 20{of 3h= XIS Holstn M=
Metst EKSO| EX™ £ M8 ™Mo|ghL L},
a. L2 APIHIMEE =

E5t0] 7| MH M2 BEIL = 7| SEXAHE BHSLICE "CreateKeyProviderKmip 2
HESHIAIR"

b. CtS API HIMEE S&3I0{ Q15 7|22 MHE QIBSM U Z7 7| QABME MBStz 7| MHE HHSLICE
“CreateKeyServeerlp 2 BTG A 2" "TestKeyServerKmip"
HAEO Aot 22 MH ¢ 8l S gfelgtL|Ct O™ OHZ HIAEE gtRgiL|C}

c. CI2 API HIMEE 2 &3510] 7| MHE 7| SaXt ZAH|0[LH0]| F=7etLICt "AddKeyServerToProviderKmip £
ARSI A 2" "TestKeyProviderKmip 2 & ESHYA|R"

B A0 ATt AL A 912 % 24S golstct, 12

a. (MZE StESo 2=3te| FR)API HMEE S ESIH0 7|2 XMESH= o AFEEl= 7| AL & 6.:.E._ 7|
33 Xte| IDE "EnableEncryptionAtRest & XS A| 2 M| S0 M SLICH'R S SIERO L=},
E Edll 97 Al Y=2tE S M3}slof "APIE H YA 2 ELICE 7|E Element Ul HES
@ A8 R5 AEfoM = otE gdostH 7|50 LHEXoz MY 7|5 AH8Sto
E| SotZL|Ct
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b. (MZ Al AZESQ0] YZ3te| AR) "F8 ATER0] Yo ME HMEl 7| IZKE ALt H 7| SSXt
IDE "RekeySoftwareEncryptionAtRestMasterKeyES & ZsHUA|2"API HIM E0]| M EEFL|CL.

XMlgt LHE 2 2elshi Al
* "SHAHO| Ciot Y2 HE AFESHALE AFESHK| R E=E METLCH
* "SolidFire & Element 2ZE 0] AEHA"
* "0|™ KT 2| NetApp SolidFire X Element MZ0i| CHEE A"
AODEQ0 2= RF OrAH F|E CHA| J=SICT

Element APIS AtE5t0] 7|Z 7| CHA| YT = AFLICL O] ZEMA= 2|& 7] £
MEHof| et M| CHA| OFAE] 7|12 2HELICH DA 7| = g4 A OFAE 7]2 HNE|0 S5 E=
HHM |7t E|X| gSLICE

Ct2 ®X} = SILIZ 7|2 CHA| QI2dsiCt

LHE 7] 2|0 R 7| 222 HE Yo YR= M 7| E 2HELCt
o

HOoF 2 O|HIE0]| LS 8 = B2 7|22 M 7|5 Mgt

@ ol Z=2MAE I=|| 7|40| 7|E CHA| LSICE HIAEE A0 A|ARIS E-ISHH TE M| AT} AX|
AZE|JE=X| 218 4= "GetAsyncResult £ £ ZSHUA| 2 AU ELC

* SEE2 ZYSHX| 10 1/07t 8l M 2 AHOAM SHE HHHE AFESIH f7 Al AZEQN] YS3E
oM SLICH S 2 A *”’S" A &SE7] Mol
213 /apilreference_element_api_getsoftwareencryptionatrestinfo.html S AF25H0
[GetSoftwareEncryptionatRestInfo MEN7t enabled SHIEX| SQISIAA L.

* "EBAE A E AEMSL|CHSolidFire 22| AE2F EKS(2|F 7| AH) Ato]of] QLELILCE.
"TestKeyProviderKmip 2 XA '"HMEE AAH5IH 7| SSXH0]| Chet HZO| BYEIU=X| 2elgtL|Ct.
cHA|
1. "ListkeyProvidersKmip 2 &t

2. O|™ EHA0IM 7| S2Xt2] ID
keyManagementType 4

SN QS MSstD 7| 22X} IDE (‘keyProviderlD 2 AFSILICE)

=
HS 2 8 keyProviderID £ Of7i HE external AHESHY
a3 |CH"RekeySoftwareEncryptionAtRestMasterKeyS & ZSHI A",

{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. asyncHandle HH SHOAM ZI2 ‘RekeySoftwareEncryptionAtRestMasterKey SAFILICE
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"GetAsyncResult £ & ZESIHUA| 2 0| ™ HHA|Q| ZtC 2 HHEZ asyncHandle A 14 HAHZ =tolgtL|Ct
HE SEOIA o|™ OtAE 7| 70| M 7| HEZ AHHO|EE|/USE &olg = AUSLICH LB A 8Y = UL
M 7| S2XtIDE SAFLICE.
{
"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
br
"operation": "Rekeying Master Key. Master Key management being

transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
s
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

"GetSoftwareEncryptionatRestinfo B2 A& E ZEst MER =2 FEHII YH0|EEJ=X]
“keyProvider|D Q1 8tL|CL.
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"id": null,
"result": {
"masterKeyInfo": {

"keyCreatedTime":

"2021-01-01T22:29:182",
"keyID":

"<updated value>",
"keyManagementType":
"keyProviderID":

by

"rekeyMasterKeyAsyncResultID":
"status": "enabled",
"version": 1

by

"external",
<value>

<value>

l
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Tl E(2AE DFE FE)7F MMEIL|CE 0] 2210|E0]= 7HE 7H5M0| £2 & 71X
A2 7t Liet A&LICH,

KmipServerFault 22{AEf QFZ QI8 22{AE{7t E2t0|2
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Enable SnapMirror on the Element source volume.
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Configure the destination as a SnapMirror endpoint.
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Create a job schedule,

Create a custom
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policy?
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Choose the policy type of

the custom policy.

rror DR

Unified replication

No l

Choose a default
policy.
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P Create a replication relationship.

v

Initialize the replication relationship.
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285t £ "Element 2AZEY| ¢ UI™SnapMirror APl H|AE"JU&L|CE,
A|=tst7| Hof|
Element 22{ AE{0|A| SnapMirrorS AI2StT= MX 6o ShL|Ct.

oHA|
1. O|IO|E| 23 * > * SnapMirror A= XQIE *

i
i
I
o
-
=l

7|+ & SEFLI.

2 =
3. M AEZQIE MM * L5} AXIO| A ONTAP S AE 22| IP TAE &ALt
4. ONTAP 22{AH Zt2|Xte| AFZ XL DL SSE =Bt C.

5

=H 2AE FEELIT
=H 2 AAHES YL

H|O|E{E ElementO|M ONTAPZ 2X|5H= ONTAPO|A| ElementZ SX|StE &Y UM S
TSt MMZ X|Hot ChS ZAE MM 9 X7|3k6{of eFL|Ct 7|2 EE= AFEXL XA

M KHS
= OO o o o 1=
Arst 2 o|A|__||:|.
HHZ A EX| 2 AHES MMHSY £ job schedule cron create JYSLICH &Y U™
SnapM|rror01|A1 UHO| SLHE HOIE ES HAE ASC=E HH0|ELX| HEE ZHeL|Ct
O] =r1of| CHoH
oI E3 2HAE MM ol 2 AHS SeteiL|Ct 2 U™ S SetstX| o™ A E 522 |0 EdHof
SfL|Ct,
EHA|
1. Zhd UH™ MAM:

job schedule cron create -name job name -month month -dayofweek day of week
—-day day of month -hour hour -minute minute

‘—dayofweek', U 2o AL ‘-month’ OHE, “-hour® RY U AZS 2 AASIEE
g = gLt a1
ONTAP 9.10.1.18E &= = 2X™0 SVMS E&e &~ JUSLICE

job schedule cron create -name job name -vserver Vserver name -month month
-dayofweek day of week -day day of month -hour hour -minute minute

CHZ ORI M = EQE 27 A0 A== 2t A €8S UEUHCmy_weekly.
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cluster dst::> job schedule cron create -name my weekly -dayofweek
"Saturday" -hour 3 -minute O

=H YME AHEAF K F gLt

MEX XY SH YMS LTt

-

=R 2AS AT O 7|2 £ ALSK XY FHE A

2 x|
X8o] 22 x5} 2 QL0 B DAE|E AUA BHEE ZHE _rules_S oLt 0|4
Rolsof gLtk

ol
ot
>
()
i)
T
j:
Rl
ol
_>|'_

EAC| 7|2 HAO| MetstX| b2 AR A2 XN SX| YHUS MMHE £ UELICL o2 S0, HESIT M&0|A
HIO|E{E E5H7LE SnapMirrorOllA] AHAF SALE M AT SI+E AT 2 QEL|CH

O Zfe4oi| CHH
=H M| policy type_2 O YMO| X|{dt= 24| RS ZFLICL of2l H0|= AME Jtseh HM |HO| Ltk

M8 QEQLICH 24 R

H|=S 7|4l - 0|2 SnapMirror DR
CHA =Ab- 2E st 25

tHA|

T AREXHXIE SH HH .

snapmirror policy create -vserver SVM -policy policy -type async-
mirror|mirror-vault -comment comment -tries transfer tries -transfer-priority
low|normal -is-network-compression-enabled true|false

MA| BH AL 22 man HO|X|E XA,

ONTAP 9.52EF Of7lf tHE ALESH0] SnapMirror 7|4 ZHA|0]| CHo Y ARMAF SARE ™S Aot 2t
U™ E K™Y & -common-snapshot-schedule JELICE 7|EH 22 SnapMirror Synchronous 2HA|of|
EH°J oe't.'_m"'?_' ARHAE EH ™2 1AIZHILICE SnapMirror 37|41 2HA|2] AL SX| AHF0l| CHEH 30201 A
2A[ZE Aol ZtE X|EE == i’lQL—“-_—f

CHE of|oi M= ClIolE] T&of| CHoll HIER 2 =2 &d%tst= SnapMirror DROI| CHSE AL XL X|1E EX| HMS
AHA‘|'6'|'|__||:|-

ood .

cluster dst::> snapmirror policy create -vserver svml -policy
DR compressed -type async-mirror -comment “DR with network compression
enabled” -is-network-compression-enabled true

Lt ool M= S SH|of et AFEXE X[E SX| HMS Mgt
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cluster dst::> snapmirror policy create -vserver svml -policy my unified
-type mirror-vault

EEEE
"02| BE" HM Q80| 22 £7|5 U YHI0|E Fo| MAEE AUA ZAHRS ZHot= RIS HolsHof BhLITh

HHEZ AMESIH snapmirror policy show SnapMirror 0| MME|Y=X] QISHUA Q. MA| BH 222
man H[0|X|E &ZXSIA2.

"2 SE" M Yo AHEX X HHMo| 2 x7|9 8l YH0|E 0| H&El=
EAES 2Fots #2AS ofLt o] FlsH{of BfLICE "0|2 SE" M fHS AFESHH 7|2
HMof| chet xS ol = ASLICE

Of Zte10i| CHaH

"2 2E" M RO BE YMols SME AHM SAES X|Y5= 7210] A0{0F HLICL oS S0 "bi-
monthly™ &2 SnapMirror 2{[0|Z ""bi-monthly""0f| "E*%*E._l AHAF EALR0F 27| 80F €2 LIEFHLI|CE Element
AL SAMREE AHE I} SnapMirror 20|22 SEELICE

2 g4 %3048 StLt Ol &fe| A|AR Yol RAlat AZELICE Ol2{¢t #Al2 YHM RS X[F o YMof| (522
2 Holl= A& o #AI0] Lot ASLILH.

AAE Ho| 2 M R ALSELIC 21t

o
SM_Ai A= HS7| 0|3, 0|3] 2E SnapMirrorOf| A 45t ARHAF
SEAHEE X735t % HOH|0|E Al
MESELICH

ot e SAH- =E SnapMirror 2/|0|£0] "daily""¢!
AAO| M AL ZX20] X729 8
YHI0|E Al M&ELICH

o= 8 =A-2E SnapMirror 2{|0|=0] ""weekly""2!
AAO| M AL ZX|20] X729 8l
YHI0|E Al M&ELICH

of2 CHA EAF- EE SnapMirror 20| £0] ™"l AAQ

M ALAF ER|=0| £7|2} 3
AL0|E Al HEELICE

od

R0 maf 7|2 = A XIE ZHoj et =7t Al S XEE = ASHLCH g SH b3 25U

* 7|2 @Ml AR MirrorAndvault "AE"™" Al [HS0 AAQ ARMAF EXEE "HE"™ SnapMirror
0[St LXIAZ = JUFLICE.

* "0 EE" M QUS MESH= ALEXL X HAo| AR ™AHF™ FXA|Z PS50 AAS| AL SAL= D A
SnapMirror 2|02 L X[AZ & AUSLICH
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1. M®Ho| 7%

=~

oz
10

snapmirror policy add-rule -vserver SVM -policy policy for rule -snapmirror
—-label snapmirror-label -keep retention count

HH| B FE2 man HO|X|E FZSHIAL.

CHS oliX|0ll A= SnapMirror 2|0]20] = #EIE 7|2 MirrorAndvault Mol £7ELICH bi-monthly.

cluster dst::> snapmirror policy add-rule -vserver svml -policy
MirrorAndVault -snapmirror-label bi-monthly -keep 6

CtE OIAI0IM = SnapMirror 2|0]20] U= #&E AHEXL X my_snapvault EMOf| FIHL|Ctpi-
weekly.

cluster dst::> snapmirror policy add-rule -vserver svml -policy
my snapvault -snapmirror-label bi-weekly -keep 26

CH2 oll&|0l M= SnapMirror 2[0|20| U= &S AMEXE X|E sync MO &IILICt app consistent.

cluster dst::> snapmirror policy add-rule -vserver svml -policy Sync
-snapmirror-label app consistent -keep 1

CHS O] SnapMirror 20|21 LX[St= AA S AEHO|A AL SALE

o

SHE = ASLIC.

cluster src::> snapshot create -vserver vsl -volume voll -snapshot
snapshotl -snapmirror-label app consistent

=X 2AHE dIELct

FO

2 2A01A ONTAP CHE 2 2 A S H-dgtict

& AEZ|X|Q AA EET} 2K AEZ|X|Q EF 28 7to| A2 Ho|EH E 2A 2t
SHL|CH HHEEZ ARSI Element 2A0|A ONTAP EPi 2 E= ONTAP 2AA 0| A Element
HAOZO| IOl Ho ZAE MHY 4+ UELICt snapmirror

SnapMirrorE A5t Element 2E2| AHAF SAH2 S ONTAP EfZ A|AEIY| SN 4 AUSLICH Element
ALO|EO A ZHeH 7} Llet H2 ONTAP A|AEIO|A E2I0|HER H|0|E E MSSt MH|ATF SRE[H Element 24
=52 CHA| 4ot = JUSLICH

o
s
e
(<)

-

create.

Al

- =25

ra

o
EE50| Z& = Element =5 ONTAPO||A A M|AE 4= Ql0{OF BL|Ct,

ot
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* SnapMirror =H|0i| Cisl Element 2&0| 243}=|0f A0{0F L|CE.

* "O|2] EE' M KPS AE5H= Z2 SnapMirror 20|22 S3ll 4 A SAL2S =H[sHOF 2L Ct.

() == olusto =y

Of ZFHofl 3

HE 2 Element 24 AZE X|™8HOF <hostip:>/lun/<name> &L|Ct, O7[M "riun""2 AMH 2XE
" 1yn""0|d Element =2&9 O|EQLICI. “name

o

S+ 2 "Element 2ZLEL|0{ & UI"API HAME"ASLICE

Element 282 ONTAP LUN2 72| STtLIC} SnapMirror= Element 2ZE|0{2F ONTAP Zt2| HIO|EH B
A7t £7|8tE of Element 22| 0|E2 AH23I0| LUNS MM 8tL|Ct. SnapMirror= LUNO| Element
AIZEQI0{0 A ONTAPE SH| Al 27 AFZE EF5t= 22 HIO|HE 7|& LUNO| SX[LICEH
X #&2 ot3a &L
* ONTAP 2E2 StLtel 24 SE0|AT HO|HE Tt
* ONTAP E20|M 2] 24 2E80Z H|0|EHE 22X 5

ONTAP 9 .3 0|5} H{TO| M= &t 2 &0 2T 251702 ARAE SAEE Y 4= UASLICH ONTAP 9 4
of&oll M= EFZN E2F0 Z|CH 1019712 ARME SAHZS ZEE

|
1. CHA SHAHM 24 AANAM ONTAP CHE Q2 x| 2AE MAetL|ch

snapmirror create -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume> -type XDP -schedule schedule -policy
<policy>
MA BE 22 man H|O|X[E HESHUAL.
CtS oflofl M= 7|2 H™MEZ ALESH] SnapMirror DR A€ MirrorLatest AASLICE

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005

—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorLatest

CHS dUM = 7|2 HMZE AL2SHH E8F SX| 242 MirrorAndvault MASHL|CE

cluster dst:> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy MirrorAndVault

CHE oloilM = EME AH25t0] 8 =X 2AE unified7year MEELICL
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cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005

—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy Unified7year

Lt ool M= AFBAL XIE FHME A5 S8 =X 2AISE my_unified MMRLIC

cluster dst::> snapmirror create -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst -type XDP -schedule my daily
-policy my unified

2510 snapmirror show SnapMirror 2|7} MM L[} =X] 2QISHYA|R. MH| HHE 122 man

ONTAP A2A0A 4 CHAOCZ AIS MAMetL|Ct

ONTAP 9.452E{ SnapMirrorS At23t0{ ONTAP £ A0 MM El LUNS| AMHAF 2ALES
Element CHANO| CHA] SXE 4= UESLICH LUNS AFESHH ONTAPWIA Element
AT EQ|Z H|0o|EE Oto|azq|o|Mde 4~ JELICE

M H
AlZFSE2| FHof|
* ONTAPO|A Element CHAN L E0f| HAM|ASH 2~ Q10{OF BHL|C}
* SnapMirror 2X|0i| CH8H Element 20| ZAstx|0 QU0{OF BFL|C.

Of ZfHofl 3

LA Element CHA ZZ2E X|HGOF <hostip:>/1lun/<name> YLIC. {7|M "rpun"" AXH 2XHE

"rLUN""0|Z! Element =52 O|EQLICt. “name

=8| FAe otem 2L

=H| 2A o= "HIS7| 02" fEof HMo| A0{oF LTt
712 £ AEX Y S AEY = ASLIC

* iSCSI LUNEF X| M ELICE

ONTAP Z2Z0f|M Element E82Z = 0|A°| LUN

%
* ONTAP 220X 03] 24 EE0Z LUNS EX|T 4= gL

A
1. ONTAP 2201 M 24 YO = I 24 MH:

snapmirror create -source-path <SVM:volume>|<cluster://SVM/volume>

-destination-path <hostip:>/lun/<name> -type XDP -schedule schedule -policy
<policy>
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A BE 22 man H|0|X[E HZSHA L.
CtS oflofl M= 7|2 H™MS ALESH0] SnapMirror DR A E MirrorLatest A-ASLICE

cluster dst::> snapmirror create -source-path svm 1:volA dst

-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest

CHE ool M= AFEXE X|H EME AHESH0] SnapMirror DR #AIE my mirror MEgL(CH

cluster dst::> snapmirror create -source-path svm 1:volA dst

-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy my mirror

AS Ol =
HHZ ALt snapmirror show SnapMirror A7t MHE|R =X SRASHMAL. M| HH AE2 man

=X 2AE £7|ok gt

a_baseline transfer & $3gtL|CH AA

= =5 e A
EAES OHE OF2 o 2AMR T oY =X 20| AXste RE H|0|E 22 oA 250
HERLICE

« 23| 250| ZEHEl Element wEZ ONTAPO| A HM|AZH 4~ Ql0{OF BL|LC}.

= AN
* SnapMirror 2X|0i| CH8H Element 20| &M stz|0 QU0{OF BFL|C.
*"0|2 2EE' M QS AI25t= E 2 SnapMirror 2|0|=2 6| 24 AHAF EALES SX|sH{oF SL|Ct.

() == oiustol =gy

O =te10i| CHaH

HENZ Element 22 HAZE X|HHOF <hostip:>/1lun/<name> YLICt. 47| "riun""2 AN 2XE
""1un""0|1 Element =&F2 O|EYLICt. “name

o

238G £ "Element 2ZEL|0] & UI"API HIME"UAELICE

— AAH-d

E7|stofl= AlZto] e 23 5= ASLICH AFEF0| M2 AlZho]| 7| & HES HdY + ASLICE
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O™ O|RZ2E ONTAP AA0M @4 CHA
EXE LUN O|E) A% HofgfLict. o & %%‘J% f% f’aﬁl—ltf
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ot
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40
Ho
E
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=o=|.
M
rot
ot
=2
Hi
=

1. 2AE MAeict

®

2 Al
3. M Element LA 258 MMBtLICT
4

- ONTAP 2A00M 24 tie =EL 29| M 2HAIE Wdst £7|stetLct.
A

1. =5 24 =7|2}:

snapmirror initialize -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume|cluster://SVM/volume>

HH BE =2 man HO|X|E FZSHIAIL.
CHE ool M= IP £ 10.0.0.1128] 22 2D 2| svm backup 4 28 vola dst 2t BHAIE 0005

E7|shetL|tt.

cluster dst::> snapmirror initialize -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

SnapMirror DR CH& E&2| H|O|HE M3 ELICt

£ 25l SnapMirror DR 2tA|2| 2 AIO|ET} HIZHMStE|H 2 STHS [ ASHHN
ElZl ZE2| OO|HE H3e & %!Q'—Wf 7|2 AMO|ENM ME[ATI SREH AA SES CHA
ghMotet £ JUEL|CE
=SE0[A S2I0|HERZ HIO|EE MISstHH HA A S2ES M7| 7ts6HH| THS0{0F iL|CH HHEES ARSI
CHA O ZO| of|2FEl ME2 BXIGHL, snapmirror abort X[&EXQ MEE2 FX[6t= HH, snapmirror break
EfZliof MA7| 7t MEE TtE= BHEE A8 = snapmirror quiesce USLICH
O| Ztofl cHah
HENZ Element 22 AZE X|HHOF <hostip:>/1lun/<name> YLICt. 47| "riun"r2 AN 2XE
""1un""0|1 Element =EQ O|SYLICE. “name
CHA|
1. SHX|29| ofetEl ME FX:

snapmirror quiesce -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

HH| B FE2 man H|O|X|E FZSHIAL.
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CHE ool M= IP 4 10.0.0.112] 2A S5 0M svm_backup e 28 vola dst 2t OE HES
SXIELIT 0005.

cluster dst::> snapmirror quiesce -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst
2. EXX| 29| T Fl &S SX|LCL

snapmirror abort -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

MAH BE A22 man H0|X[E EXSHHA2L.
LIS ool M= IP 2 10.0.0.112] AA SE 0| M svm backup CHA S8 vola dst 7H9| X|&HQI MES

ZX|EL|Ct 0005.

cluster dst::> snapmirror abort -source-path 10.0.0.11:/1un/0005
—-destination-path svm backup:volA dst

3. SnapMirror DR &#| £7|:

snapmirror break -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>

HH B FE2 man H|O|X|E FZHUAL.
CH2 ol IP 2 10.0.0.112] A4 S8 9| Bt 28 U 9| svm_backup EtZ! vola dst 28 volA dst

2t **71IE L°01 0005 svm_backup &LIC}.

cluster dst::> snapmirror break -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

HIO[E HMAE QIS Che 2ES FI-LICE
e 258 A7) 7ttt B2 BH= = T|0]E HMAS 25 =28 % T J3Hof L{Ct. SAN
SAEE A4 SFO| OHA| gdetE wi7tx| tid 2 &2| CIO|E 0] HMAE 5= ASLICE

1. Element LUNS X &St O|L|A|0f|O|E{ 2 F0i OHZIBtL|Ct.
2. SAN SAE O|L|A|0f|0]E{0|| ] SAN LIFZ iSCSI MM S MAdstL|C},
L=

3. SAN 22t0|IE0f M AE2|X| HZMS S3eto] HZE LUNS ZMBLICE
CHeafoll M OB E O O] ¢ dlsd 2RVt gls M 24 =50 B2l =& 740 22 Ho|H E=
I
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O =fe4oi| CHaH

otz AM= {2 22 28| 7|EM0| 2Tet Ao =2 JPFeLICt 7|EM0| HAE K| f2 32 EXIE ™51
ol HIOJHE MSsts 2B HE 24 =5 212 #AE dgsta x7|sksHof gL Ct,

HE 2 Element 24 AZE X|™HHOF <hostip:>/lun/<name> &L|Ct. 7[M "riun""2 MA 2EXE
""lun""0|1 Element =EQ O|EQLICE. ‘name

ONTAP 9.4%E{i= ONTAP L& 0| HIO|E & MS3dt= Set WHE LUNS| AHAF SAHZ0| Element 2271 THA|
et ol A5 = SHE LI

=M 122 Ch3a ZELnt

* iSCSI LUNZH X| I ElL|Ct,
* ONTAP 220|M Element 2202 £ 0|AIQ| LUNE £X|&
* ONTAP 220X 03] @A EE0Z LUNS EXE o= gi&L|CE

|
1. &2 Ho|H B 2A S AxgL|ct,

snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

HH B FE2 man H|O|X|E FZHIAL.

ruHI
<:
O
'_l
D>'
Q
(I)
1'6
e
N
i

C= ol®[o| M= IP =4 10.0.0.112] A2l AA SEI} HIO|HE HS5t=
AHIZLICE 0005 svm_backup

cluster dst::> snapmirror delete -source-path 10.0.0.11:/1un/0005
-policy MirrorLatest -destination-path svm backup:volA dst
2. Y2 HIo|E E= A HHHE MetefL|ct.

snapmirror resync -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

HH| B FE2 man H|O|X|E FZSHIAL.

MHS7|2t0l= 7|2 HE0| BROEX| X2 AlZHo] @2 A2 £~ USLICH ALEZ0| M2 A[ZHo| [ S7[eHE
Jél‘c'sH'é'f A °|¢L|E|-
o= T M- .

CHE ool M= IP £ 10.0.0.11001M 22 22 2EN HO|EE NSY 28 vola dst o] A E HH=E

HFELICE 0005 svm_backup.

cluster dst::> snapmirror resync -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest

3. mhl 27 ool

133



134

- F2E 2A|of THEt T Sl ™

snapmirror update -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>

HH| B FE2 man H|O|X|E FZSHIAL.

ra2
(0})

@ AARLCHAO| 3E AHA SAMRO0| gl 0| MuBtL|Ct. “snapmirror initialize’ ZtA|S CHA|

CtE ool A= IP 24 10.0.0.110{A] HIO|E{Z K| Z3t= 28, OlM svm_backup™ ¥ 2l A2 B8 0005
7te MAE vola dst YOOI EEL|CE

cluster dst::> snapmirror update -source-path svm backup:volA dst
—destination-path 10.0.0.11:/1un/0005

- S 2AOf TS oletEl TS FAI:

snapmirror quiesce -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name>

HH| B FE2 man H|O|X|E FZHIAL.

o

CHe oo M= svm_backup IP 4 10.0.0.1101 M HIO|EHE M35t /= 28 %
oflefEl &S SXIYLICt vola dst.

2 AA =

o
(@)
(@}
(@]
(@a]
N
10

cluster dst::> snapmirror quiesce -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005

0P>

=X|:

snapmirror abort -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

HH| B FE2 man H|O|X|E FZSHIAL.

LIS Ol0l M= svm backup IP F4 10.0.0.110 A H[O|EHE M35t U= =&, L & 2A S 0005 249
X|&Ael &2 SXYLICH vola dst.

cluster dst::> snapmirror abort -source-path svm backup:volA dst
—destination-path 10.0.0.11:/1un/0005
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snapmirror break -source-path <SVM:volume>|<cluster://SVM/volume> -destination
-path <hostip:>/lun/<name>

HH B FE2 man H|O|X|E FZHIAL.



CHE ool M= IP £ 10.0.0.1101M HIO|HE MISSt= 28, 0l svm_backup X #He &4 =& 0005
el A E BELICHvola dst.

cluster dst::> snapmirror break -source-path svm backup:volA dst
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snapmirror delete -source-path <SVM:volume>|<cluster://SVM/volume>
-destination-path <hostip:>/lun/<name> -policy <policy>

A
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cluster src::> snapmirror delete -source-path svm backup:volA dst
-destination-path 10.0.0.11:/1un/0005 -policy MirrorLatest
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snapmirror resync -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume>
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CHE ool A= IP 4 10.0.0.112] 2 22 SF3 Y2 et 28 vola dst 282 AIE Of svm_backup
CHAl 288 I-IEr 0005.

cluster dst::> snapmirror resync -source-path 10.0.0.11:/1un/0005
—destination-path svm backup:volA dst

AYE 0l =
HHZ A8 snapmirror show SnapMirror 2HA| 7t MM E|Q =X &QISHIAIR. A HEH AE2 man
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snapmirror update -source-path <hostip:>/lun/<name> -destination-path

<SVM:volume>|<cluster://SVM/volume>
HH HH 2 man H|0|X|E & ZESIMAIL
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o
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=281 2| svm_backup H

cluster src::> snapmirror update -source-path 10.0.0.11:/1un/0005
—-destination-path svm backup:volA dst

AP 280f| 35 Snapshot SAH20]
l2e 22 SX 2AE

cluster dst

=X 2A S ChAl S7|=ke ot
e 252 47| 7tsth dEiZ e =, 44 20 O
gl7| =20l FHIO|EVL Huljet = fE= 2HA|0]| Chet =X S HES
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HE 2 Element 24 AZE X|™{OF <hostip:>/lun/<name> &L|Ct. ®7|M "riun""2 AH 2XIE
""1un""0|1 Element =&2 O|SYLICt. “name
THA|
1. AA Sl Cie E8 M37|%h
snapmirror resync -source-path <hostip:>/lun/<name> -destination-path
<SVM:volume>|<cluster://SVM/volume> -type XDP -policy <policy>
MM BH T2 man HO|X|E FZSHIAIL.
CHE ool A= IP £ 10.0.0.118] 22 2E Y &8 vola dst 7Fe| ZHAE MS7|=HLIC). 0005
svm_backup
::> snapmirror resync -source-path 10.0.0.11:/1un/0005
-policy MirrorLatest -destination-path svm backup:volA dst
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