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() cluster T2 ®@Zalel %7 BRSIN 2| kC SAE 0|5 WO ASY 4
UELICH. “--insecure = -k FH2 TEEM SF0|NM AL A= oF EL|CE

curl -u S$mnode user name:S$mnode password --insecure -X POST \
https://$mnode IP:442/json-rpc/10.0 \

-H 'Content-Type: application/json' \

-H 'cache-control: no-cache' \

-d ' {
"params": {
"network": {
"Sethl": {
"#default" : false,
"address" : "S$storage IP",
"auto" : true,
"family" : "inet",
"method" : "static",
"mtu" : "9000",
"netmask" : "$subnet mask",
"status" : "Up"
}
by
"cluster": {
"name": "S$mnode host name"
}
br
"method": "SetConfig"

Ef27F XM El HEQIA QIE{H[0| A0 CHEH AE2|X| NIC(Network Interface Controller)S LA EHL|C}

CHA|
1. SSH == vCenter 228 gL}
EHd

2. tg By YB3

o= A

£

%S M AE2IX| LIEHS eIE{H 0|20 B 24 oiz} whof st 2 s EAIELIC
(D cluster TS ©@E3l9 X7t WRN B L= SAE 0| WYY ASY
USGLICE. " --insecure L& -k SN2 Z2EM 24 F0|M AL A= ¢t ELICE.



curl -u $mnode user name:S$mnode password --insecure -X POST \
https://$mnode IP:442/json-rpc/10.0 \
-H 'Content-Type: application/json' \
-H 'cache-control: no-cache' \
-d ' {
"params": |
"network": {
"Sethl": {
"#default" : false,
"address" : "$storage IP",
"auto" : true,
"family" : "inet",
"method" : "static",
"mtu" : "9000",
"netmask" : "Ssubnet mask",
"status" : "Up",
"virtualNetworkTag" : "S$vlan id"
}
by
"cluster": {
"name": "$mnode host name",
"cipi": "Sethl.$vlan id",
"sipi": "Sethl.$vlan id"
}
br
"method": "SetConfig"
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"A E2|X|] NIC(Network Interface Controller) 7+43".
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1. SSH = Sto|HHIO| Mol M HSdth= 2&

2. NTPD X

ArEsto] Ba| o 2aQIgtLCt

o

sudo service ntpd stop

3. NTP 714 IS “Jetc/ntp.conf HEBILICE.

a. Z} MH 20l|(server 0.gentoo.pool.ntp.org S FII6tH 7|2 Ao CHSE =M H2|) #

b. =7kt 2 712 AlZt MEol| sl A E2 FIteLICt 7|2 Azt M= oM AF8e AEE|X| S AE{0H|A
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task_mnode_install_add_storage_NIC.html
task_mnode_install_add_storage_NIC.html

vi /etc/ntp.conf

#server 0.gentoo.pool.ntp.org
#server l.gentoo.pool.ntp.org
#server 2.gentoo.pool.ntp.org

#server 3.gentoo.pool.ntp.org
server <insert the hostname or IP address of the default time server>

C. ¢=E|H Y TS ML

4. M2 £IHEl MBI NTP S7[312 2N 2 S| C

sudo ntpd -ggq

5. NTPDE LCtA| A|ZFEIL|CE,

sudo service ntpd start

6. SIO|HHIO|NE Sl =AEQL A2 7|35 gL VMware2| off).

| £0{, OpenStack 29| .iso 0|0|X|0{| A VMware 0|2|2| t0|I{HI0| X &AM mNodeS

Stz Z2 SHo|m{HIO| N 2 MOl ST HES HZSHAL.

©

J1>+ mlm

vmware-toolbox-cmd timesync disable
b. MH|AQ| SR} MENE HEA|StD 2RIt |C},

=

vmware-toolbox-cmd timesync status
C. vSphere®|A synchronize guest time with host VM &MO0j|A| &tQl2to] MEd F AL =X
gfolgtL|Ct.

(D uzdvms HEE P2 0l S42 ABHX THIAR,

(D AlZt 7138t 42 2%t 20l= NTPE HESHK| OFYAIL. 22 LE0M & A o NTPO|
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1. 22| MH|A S ABIX0)| TSt YA| CHA ClAE2|S E-dgfLlct

mkdir -p /sf/etc/mnode/mnode-archive

2. 7|1Z 22| =0f| o|Tol| MX|E 22| MH|A HE(HT 2.15.28 0|4)S CHREESHY /sf/etc/mnode/
Cl2AE2]|of MESHHAIL.

3. I3 HAS MBS0 CIREESt HES FEGIL E®
HHE LT,

i

oo tHE= 2ol &

mm

HS MOl 0|FL=

mpn

tar -C /sf/etc/mnode -xvf /sf/etc/mnode/[management services bundle
file]

4. Ct2 C|HEZ| | 2ot Ot =S /sf/etc/mnode-archive &L|C

tar -C /sf/etc/mnode/mnode-archive -xvf
/sf/etc/mnode/services deploy bundle.tar.gz

o AE S 2B tigt 74 oY W

echo '"{"trident": true, "mvip": "[mvip IP address]", "account name":
"[persistent volume account name]"}' | sudo tee /sf/etc/mnode/mnode-
archive/management-services-metadata.json

a. Lt39l Zf A== OH7H H4=0fl Chol [ ] CHE = (2= Q| ZtS HHELIC)

* * [mvip ip address] *: AE2|X| 22{AE{Q| &a| Tt P FAQLICE oA AFRSE Zint SUBH AE 2|
SHAEE AR50 22| =22 "NTP A A2 et Ct

* * [persistent volume account name] *: 0| AE2|X| 2HAEQ| 2
O| S ILICE.

rin

ST =EL AtE A

6. #a| LE M7= HHE 7 Y AWt SHAEM A= I 2
HIO|E{ 2 MH|AZ A[ZFEHL|CE,

of @&st O 22| = 7Y

o

E gstat= HAIX| 7} EAELICH 2 AR ZEA| MH 5[0 /= 22
oA QIEE IEA| MAS MY OF LT},

1
b

sudo /sf/packages/mnode/redeploy-mnode --mnode admin user [username]

US HE| L= 22X AFL| AHEXL 0|22 HEELICE 22| =20
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Support and Documentation Enzbie Debug Info!  Requests [ | Responses | | Logout

Network Settings Cluster Settings System Tests System Utilities

Management ~
Network Settings - Management
Method :  static
Link Speed : 1000
[Pv4 Address : | 10,117
IPwd Subnet Mask : | 255.255
IPvd Gateway Address : | 10,117
IPvE Address : |
IPve Gateway Address : |
MTU : | 1500
DNS Servers : |
Search Domains : |
Status : | UpAndRunning '.
Routes | "
@) Add |

2. HIAIX|7} HA|E|H 22| L= AF2XLO|E & Y5 E QladstiLt,

2| L= REST API UI0f| 2 M|ABtLIC}

d}

REST API UIO|A 22| L E9| 2t2| MH|AE H|0{ot= MH|A 2t AP| O 70f] HMAE 4~ USL|CH

r

1. 22| MH|AS| REST API UIOf AMASIZH 22| LE [P FAE YA CHS /mnode,

—

https://[IP address]/mnode
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MANAGEMENT SERVICES API“

[ sase uRL: jwncde ]
higps:i0.117. Irnodesaapgerjsan

The configuration REST service for MANAGEMENT SERVICES
MNetipp - Website
MNetApp Commercial Softwars License

Iogs Log service e
| Jlogs Gstlops from the MNODE ssnvice(z) & |
assets Assstsenice '
| LI fassets Add anew asset -]
| fassets Getal assats -]
|m fassets/compute-nodes Get all compute nodes ™
| fassets/compute-nodes/{ compute_node_id} Geta specific computs node by ID ™
|m fassets/controllers Getall controders -
|m fassets/controllers/{controller_id} Getaspecific controlier by ID ™

| m fassets/storage-clusters Getal storage clusters

| fassets/storage-clusters/{storage_cluster_id} Geta specific storage cluster by ID

|m fassets/{asset_id} Modify an asset with 3 speciic ID o

IEEEEE] /25sets/iasset id} Deiste an assatvith 3 speciic D a

| fassets/{asset_id} Gstanassetbyits D B

| LU fassets/{asset_id}/compute-nodes Add s computs ssset a

|m fassets/{asset_id}/compute-nodes Gstcompuie sssats

| m fassets/{asset_id}/compute-nodes/{compute_id} Updat= s specific computs node asset

IE fassets/{asset_id}/compute-nodes/{compute id} Delete a specific compuie node assat o

2. authorize * = 29| ZZ OI0|2S MEASH T API AL HETH0f| CHEH S2{AH 22Xt XA SEHS YL

KEMIEE LHE S 2elst AR

* "Active 1Q 3! NetApp ZL|E{ T 2M5}"
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* loopback: IPv4 ZIEH QIE{H|O|A S HO|5t= O AtEEL|CH
* manual: 7|2HOE 70| +HEX| b= QB IO|AE HOlSt= o AHEELICE.
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22| L E0j|A QIHIER| MH|A REST API UIE gL|LCH

https://<ManagementNodeIP>/inventory/1/

authorize
i.
i
i

iv.

S2{AH AEXt 0|8 2 ASE L BLICE
Z2}0|AE IDE 2 "mnode-client' ¥ EHL|C}.
NME A|ZHst2{® * quthorize * £ MEHSFL|CE.

S HaLio.

REST API UI0|| A * Get Windows/Installations * & MEHSIL|C}
K&sto| * £ MefetL|Ct.

E
Execute * £ MEHSIL|CY.

TE 200 S ==0M EX|of 20t £ id SARELICH

"installations": [
{
" links": {

"collection":
"https://10.111.211.111/inventory/1/installations™,

"self":
"https://10.111.217.111/inventory/1/installations/abcd0le2-ab00-1xxx-
9lee-12f111xxc7x0x"

b
"id": "abcd0le2-ab00-1xxx-9lee-12£f111xxc7x0x",

() 4% == gnsols B0 MyE 7= x4 282 MABIEALICH

g.- REST API UIO||A * get/Installations/{id} * £ MEdStL|Ct,
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2. 7| 7|2 Riitol| AE S Ste| AHitS =716t H CHE S MEIRLICE

POST /assets/{asset id}/controllers

a. #2| =E0|AM mNode AH|A REST API UIE EL|CH

https://<ManagementNodeIP>/mnode

b. authorize * £ MBSt CtZ S tESLICH
I 2HAE AIEX OIS U Y= E YATLICE

i. 2210|HE IDE 2 ‘mnode-client 2igtL|C},

iii. MM A|ZEHSIH * authorize * S MEHEHL|CE

iv. &g BELCt
POST/ASSET/{ASSET IDYZHEE2{ * E ME4IL|CH.
Hgst| » & MEfetL|Ct.
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e. asset_id * ZEO| & Xt IDE L= ELICE
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REST APIE AE5I0] AX| ID2t AEE|X| 22{AEL| IDE 712 &= JSLICEH M AEE|X| E2AH XS
Ft6te™ HX| ID7H 2oty EX AER|X| 22AEH XHMS SH-GHALE AX|SHEH 22{AH ID7F ZQefL|Ct
e LE P FAE QT T LSS &GN QIHIEE| MH|AS| RESTAPI UIY| /inventory/1/
O M[ABILICE.
https://<ManagementNodeIP>/inventory/1/
. authorize * EE&= 2|2 &2 00|22 MESIL CHS S b= FLICE
a. 2HAH ALEX 0| U 2T E Y=HTL|CE
b. 22}0|%1E IDE £ 'mnode-client 22 gfL|C}
C. NIME A|Z}St2{™ * gquthorize * £ MEHEL|CH
d. %2 eELCH
JIMR7|/8 K| * E MEqgtL|Ct
Hgstr| * E MEfgtLICt
Execute * £ MEHSIL|C}
API= 2Tl RE MX| SE3 dretgtL|Ct
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12.

13.

"installations": [

{
"id": "1234a678-12ab-35dc-7b4a-1234a5b6a7ba",

"name": "my-sf-installation",

" links": {
"collection™: "https://localhost/inventory/l/installations",
"self": "https://localhost/inventory/1l/installations/1234a678-

12ab-35dc-7b4a-1234a5b6a7ba"
}

- HE| LEIP FAE Yot OHg, AEE[X| MH|AS| RESTAPI UIO /storage/1/ HMATILICE

https://<ManagementNodeIP>/storage/1/

. authorize * BE= {9|Q| &= Of0|22 MESI D CISE 2t=2fL|CH

a. 22{AH ALEXt 0| X Y= E YHBLIC
b. 22}0|HE IDE Z ‘mnode-client Y& etL|LC.
C. NIME AlZ}st2{™ * authorize * & ME{EILICE.

d. &2 &L

I

. Get/cluster * & MEHSHL|CY
10.
1.

H&stz| * & MEfetL|C.
O| 0| XMZtet MX| IDE installationId Of7H B0 RISdBtL|CY.
Execute * £ MEHSIL|CY.

API= O] EX|of| M 24T ZE AEE|X| 2HAE O ST ghetelL|C).

TE 200 SH =E0M SHIE 2E2|X| 22AHE 31 22{AH2 TE0| S storageld MEHLIC
AEE|X] 22{AH IDYLICE.

M 2E2|X] 22| AH XHbE FItetLC

REST APIE AHE0t0] 2| L= QIHIER|0ff StLf O] &ko Af AER|X| S2{AE XHtE FIte = ASLICE M
AEE[X] 2 AH XS FI15HE 2| 20| IS 2 SEELCE
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 BE| LE P FAS QS OIS,

https://<ManagementNodeIP>/storage/1/

authorize * EE= 12|29 ZZ Of0| 22 MENSI D CH2 2 &= TL|Ct.
a. SE{AH ALK 0|2 A = E HeL|Ct.
b. 22}0|HE IDE Z ‘mnode-client Y& etL|LC.
C. M[MZ AlZfst2{H * authorize * & MEfBtL|Ct
d. &2 et&Lct

POST/cluster *

MEsto| * & dEigtL|Ct.

Request body * ZE2| C+Z Of7H M0 A AEE[X| S AES| HE

"installationId":
"mvip": "10.0.0.1",
"password": "admin",
"userId": "admin"
}
o4 28
installationId =X
mvip 22X
password A
userId =Xt

Execute * £ MEHBIL|C}.

API= 0|5,
dietetL|Ct,

B 2 1P A et

HAEO| Fo|El 2= AFEXt= NetApp SH0|HE|E 22 E H|0f

O|AE{AQl HAE

_—L——

AEZ|X| MH|ACS| RESTAPI UIO|| /storage/1/ AMAZL|CE,

st |C},

"alb2c34d-e56f-1la2b-cl23-1ab2cd345d6e",
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=

FHYEX AE2|X] S2HAH XpAe| X ID & 22{AH IDE

1. 22| LE P FAE 23 12, AEZ|X| MH|AS| RESTAPI UIO| /storage/1/ UM ABIL|CE

https://<ManagementNodeIP>/storage/1/

2. authorize * E£= 9|9| &2 OI0|22 MEHSI CHS 2 AR THL|Ct
a. S2{AH ALEX}0|E U AT E HBIL|CE

b. 22}0|HE IDZ £ ‘mnode-client Y2 stL|LC}.
C. MIME A|ZSH2{H * quthorize * & MEHSIL|LCE.

d. &g

o

no

-

SLICh
. put/clusters/{storageld} * & MEHS}L|C}.

g

3

4. Hesty| * £ MedetL|Ct.
5. A0M ZAret AER|X| SHAHE IDE 07 Ha0fl 20 ELICH storageId.
6

(2% 22]* LEO|M O 0H H4 B st = DES WS,

"password": "adminadmin",
"userId": "admin"
}
of 74 2% M
password 2Xrd A E2[X| 2 AEQF S4I6H= O
AEEl= =Lt
userId =X AEE|X| 2 AEL S4SH= O

AFBE|S ALRXF ID(ALR 0|
2ha|xt 23to| 0{of gLk

7. Execute * & MEHSIL|CE.

AE2|X] SR AE XpMS AHELIC

AEE|X| 2{AE{TL T O] &) AMH|A HET7} OFL|H AEE|X] 22 AE XHibs AN £ AFLICH AE2[X| S2{AH
KpAE ®AsHH 22| LEO|M XI5 2 S=0| FAE LI,
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1. 22| LE IP FAE st OH3, AE2|X| MH[AS| RESTAPI UIO /storage/1/ AMABILICE
https://<ManagementNodeIP>/storage/1/

2. authorize * EE= olo| &2 Of0|2S MEHstL LIS S 2= FLICEH
a. 23 A ALEX} 0| Y 2 E FL|Ct.
b. 22}0|HE IDE Z 'mnode-client Y& etL|LC.
C. MIME AlZtst2{™ * authorize * £ MEHStL|CE,
d. &2 et&Lct
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AM OH7H H0f| SAteE AEZ|X| 22 AH IDE storageld ¥EHSLICE
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Execute * £ MEHSIL|CY.

43 M APIE I SE S ghetetL|Ct.

* "vCenter Server2 NetApp Element Z2{12I"

* "SolidFire & Element 2L E Q|0 MEH A"

REST APIZE AI235}0] 22| =& RAO|AM 7|Z& VMware vCenter ZIEZ2{0| LSt IEHE E 1
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A|=tstz| Fof|
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https://<ManagementNodeIP>/vcenter/1/

2. authorize * E£= 219|9| 22 Ol0|22 MEiSt D LSS gAZ BHL|CH.
o]

a. 2{AH AEXL 0| 3 22 & Y=ELIC

22| S0 S2E 7| vCenter HE SIS LIHGHT REST APIZ ALB310] ST ZIES2{o] et HEE HEE 2
4 L,
b
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&EH
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$0 T
<

1. get/compute/controller/{controller_id}/status * S ME4S}L|C},

—

2. Migstr| + E MeigtL|ct
3. oM SALSt HEER IDE controller id OH7H 0l 2TLICE
4

. Execute * & MEHSIL|C.

API= 0| £ vCenter ZIEE2{2| JEHQL ol HEHOf THEE O 7S HheteL|Cf.

[ By
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2. 047 =0l vCenter ZIEE2{2| ZAEE2| IDE controller id YHEL|CE.
3. MEsty| * & MEfRILICE.

4. [2F 2E] * ZE0i|IM THS o7 Ha B SHLHE HE LT

Of7H tH = fd AF
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A8 E|= AHEX} IDE HAEELICE
(AHEX}Of|A| 22| Xt #THo| L0{0F
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password =X vCenter 9'|E§E‘|Q|' SAst= ol
AEEl= Y= E HEATLILCE.

5. Execute * & MEHSIL|CE.
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A|=stz| o

* 1M FQ TEA| MHO|| i3t SAE S XA ZE HEE 20 QU0jof BL|Ct.

* 22{AH HHO| NetApp Element 2T ES||0] 11.3 0|42 M U=X| 2elgtL|LCt.

* HH 11.3 O|& S A= 22| LEE HiEY =X elgtL|Ct.
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https://<ManagementNodeIP>/mnode

2. authorize * EE= 12|Q| &2 ofo|2 S MEfst CH2 S AR ELICE.
a. 2HAH AIBXI 0| Y S E @
b. 22}0|HE IDE £ 'mnode-client Y& etL|LC.
C. M[:MZ AlZtst2{H * authorize * & MEfBtL|Ct
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TEA AHEXLO|E, ZEA| 2= 3! SSH ZE= ME Alet0|0 AFESHK| Qb= F R “H=Foliof eLCt.

{

"proxy ip or hostname": "[IP or name]",

"use proxy": [true/false],

"proxy username": "[username]",

"proxy password": "[password]",

"proxy port": [port value],

"proxy ssh port": [port value: default is 443]

}

6. Execute * & MEHBIL|LC}.
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* API EE

* REST API Ul &HA|

APl &
* 22| LE OS, #2| AH|A HE 5 22| 20N A% Fol 22| = API(mnode-API) A{H| A0 CHet A
MHEE 71N SLC}.

curl -X GET "https://<ManagementNodeIP>/mnode/about" -H "accept:
application/json"

* HE| Lo 2 Sl JHE Mu|A0 Ciet HE HEE JFHSLICE

curl -X GET "https://<ManagementNodeIP>/mnode/services?status=running”
-H Taccept: */*" -H "Authorization: ${TOKEN}"

@ AP| HHO{7} AtESH= Hl02{= R0 &2 & s{ToKEN} " "#Hot 20i» QUCt, o127t
*${TOKEN} curl SEO| ASLICE.

REST API Ul CHA|

1. 22| L5 P FAE 3%t = CH2 1 20| MH|A S| REST API UIO|| /mnode/ M ABILICE,

https://<ManagementNodeIP>/mnode/

o #2| LE OS, 2| MH|A HS 5 22| = E0A Ad Sl 22| == API(mnode-API) A{H| A0 CHeE HH
%

®
o
>
(o
o
=
*
njo
rx
12
I
-
=l

i. H&str| x & MEfstLCt,
i. Execute * &

#e| MH|A HE HA("mnode bundle version"), 22| == OS H{T("os version") U &2
LE API HH¥("version")2 S 220 EAIEL|CH
o #a| EOM 2 2l JHE Mu|A0f Ciet HE HEE JFHFLICEH
i. Get/services * &
ii. X|&st7| * E MEfRL|CY.
iii. AFEHE * Running * Q2 MeistL|Ct,

IV. Execute * & MEHBIL|LCY.

37


task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html

el 20l 23 Sl MulA= SH =20 BAIELIC

KtMISE LIS 2RISHYAIR

* "vCenter Server2 NetApp Element Z2{12I"

* "SolidFire & Element AT E Q0] M A"

e ME|A0M 235 71N SYLICE

REST APIE AtE3t0 22| L E0f| M Al Sl MH[A0M 205 HMet = QIGLICH 2=
S8 MH[A0M 235 E7LE EF MH[AS X5t 2| o7 Ha-F AHESHe] et 2atE

o & Holgt 4 ABLICE

_

7

ne

-
Kol

A
* 22{AE HFO| NetApp Element 2ZEQI|0] 11.3 0| A4S Malist T Q&LICE
* HT 11.3 0|42 HElsts 22| =5 HHEMSLICH
ChA|

1. 218] =E0j| REST API UIE €L|C}.
o TE| MH|A A|EF2.21.61:

https://<ManagementNodeIP>/mnode/4/

o 2| MH|A 2.20.69 O|F:

https://<ManagementNodeIP>/mnode

2. authorize * &= 2|9| F Ot0|2S MEHSH CHES 2tZFILICH

a. 2| AE AF2X} O

ol
o
I
o
r
n

a
b. 2t0| OF=| 2 LIXIX| 82 &
C. M2 AIZSI2{H * authorize * & MEARIL|CE

d. &S gaLlt.

3. get/logs * & ME4BILIC
4. Higstr| * E MEfBiL|CE

5. Ct2 o7 HLE X| ™ e C}

=
° Lines: 215 gietet & 5 UHYLIC o] o7 s= 7122t 10002 =YLICE

—

(o]

%2 002 MHote) 20 BHIx0| HH) 7ISS QAN Y2 FLC

° since: AlH|A 23 A|ZF X|™0f| CH$H 1ISO-8601 EFJARMIE =7t3fL|CY

38


https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html

O 52 Etimo| 218 £ U HES since 7 WS ALSTHYAIR.

o

service-name: A|H|A O|E 2 YHELICE
HYS AFBSH0] GET /services B2 EQ| MHIAS LIYE 4 ASLIC,

° stopped: A&l MH|A0M 25 HAMSIHH O 2 true BHYLIC

KtMISE LIS 2Rlstd AR

* "vCenter Server& NetApp Element 22{12I"

* "SolidFire 2 Element 2T E Q|0 MEH A"

KH AES S|tk

—
712 22X 22 2l SSHE A2t AER|X| LE HMA
Element 12.552E 7|2 2X| 22 2l AE2|X| ==0|N sfreadonly A|AH AHS AIES
2 UELICH 13 28| sHZ 2 26 NetApp X0 CHet ¥A X E{d HMAE 2tMot 5l &H
£ Q&L|CY.

sfreadonly A|AE! A ™S AF2SIH 7|2 Linux A|AH Bl 8 ZTaist HEQID 28| o2 HHS Mgt
ol&L|Ct
M- -

@ NetApp Support0ll A S & 5HX| %E ¢t I A A= Cist 2= HE Aret2 X[ E|X]| 2o X| &
AfS Fu = 5fal 0| Q] 2QHYOILE MM A 27tsdS 2 4+ ASLICH
AIZFsE7| o
o+ M7| ot il 2 C2UE|2|of CHet AT| ATt AEX| 2hRlRfLICt.

o % (MEH AfEH) DTt F| A Ct. *: ssh-keygen Windows 10, MacOS E+= Linux HiZE 0| A
AH

=
WS Mdsts Leld o=, g7 ZH o Z MM0]| CHAl AF2E = ASLIC
o] RN E HEtE K2l AHI HZE AISNE ALBY 4 YBLICH

+ * Ba| wEO|M SSH 715 B8+ BE| DEO|M #7 AN J|5S SR T S &xs
102 o

s g4 HA|IL."0] ZF=H|"
22| MH|A 2,18 0|49 B2 2E| LEof|M #F HMA J]50] 7[2H
SS

SENC])
2 SHRIE[Of ASLICE.

715 gdst AEEX| 2HAH SEOM HE HHA T|SS SdetoeH 2

== 5 = O

== =

* * AEE|X| 22{AE0A
HZSHYA|L."0[ A"

o ol Y 22| BT ZEA MH F|0] L= B sshd.config IFU0]| T2 TCP ZE7L HRetL|Ct.

39


https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
task_mnode_ssh_management.html
task_mnode_ssh_management.html
task_mnode_ssh_management.html
task_mnode_ssh_management.html
task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/storage/task_system_manage_cluster_enable_and_disable_support_access.html
https://docs.netapp.com/us-en/element-software/storage/task_system_manage_cluster_enable_and_disable_support_access.html
https://docs.netapp.com/us-en/element-software/storage/task_system_manage_cluster_enable_and_disable_support_access.html
https://docs.netapp.com/us-en/element-software/storage/task_system_manage_cluster_enable_and_disable_support_access.html
https://docs.netapp.com/us-en/element-software/storage/task_system_manage_cluster_enable_and_disable_support_access.html

TCP M HZ atsk
TEQL|Ct
443 NS X EES S8l @l 22| LE0M AEE|X| LEZ
UIR YTE TS QIst
APl S Z/HTTPS
22 SSH 201 A el LEQM AEEX| LE EE AEE|X| LEOA 22| L E2

25X sid M
* 22AH LEO| ZXIE sHEYLICH
* NetApp SupportE S8 22{AH LE 24| i
* 2AHO| £3HX| gt LEO| ZHIE sHAYLICH
A 2o EXE sHEYLICH
sfreadonly A|AE! A S ALR3I0] 7|2 2| SHAS 3Tt £ Q)

22 sde = AFLIC

kA
1. 22| == VM ZEXg mf MEISH AY 2391 Xt

o[

HE ARSI 22| =0 SSHE HZATL|CY.
2. M2 LE0M 2 O|SELICt /sf/bin.
3

=

ﬁEIQ” ot— A3 'E%

[ |

Pl

Lt

° SignSshKeys.ps1E & ZstAIL
> SignSshKeys.py
> SignSshKeys.sh

SignSshKeys.ps12 PowerShell 7 0| 40]| Z£E|0{ 2 SignSshKeys.py 2 Python
3.6.0 0|4 L off BLKE|0] "@F HE" JASLICL

(D ‘SignSshKeys ' A3EEE, ‘user.pub’ Y ‘user-cert.pub’ LIS

S A CIAME2|0 J|Z3HH Cuser’, O CIEEZ|E LIS THOIN
AEELILH. “ssht JBL S0 7| mlo] ASIEEN MIEHH
‘<public_key> AJREEO HMIE I 7| mo| HFFAZ CHM|E T
‘<public key>" CI|HE{2|0| 7|ZELICE.

4. 22| LEO|M ASYES MHOLO| SSH 7| HIQIS MABILICE 0] ATZEL Z2AE BE LCOA
sfreadonly A|AR! A|I™H S ALE5I0] SSH HM|AS HE LT
SignSshKeys --ip [ip address] --user [username] --duration [hours]

--publickey [public key path]

a. Ch3 2t o7 =0 CHaH [ ] CHE 2 (CHE = E )2l gt3 HiELIC)

40


https://docs.python-requests.org/
https://docs.python-requests.org/
https://docs.python-requests.org/
https://docs.python-requests.org/
https://docs.python-requests.org/

() zors ce 8 ophHLS A8 4 YALIC
P -i[IP &) APIE A A 2| IP FAYLICE
* *—user|-u [username] *: APl @ £2 2= Of| AF2E[= 22 AH AFEXIILICE

il
0%
4 L
il
40 -
fot
2
s}
il
C
o

=
t2h) — duration|-d [hours] *: MBEl 7|2| X|& A|ZH2 A|Zt EHY|

ok (MEH ALE
7|22t2 24 A|ZHIL|CE,
=+ (MEY AFEH) —publickey | -k [37H 7| AZ] *: AF2X7L 271 7|2 ME5H7|2 MEist AL, 27 7|0
CHet A2 LCt.
b. 24t L0} CI2 ME HH S H|wEHL|Ct O] of[of|AM 10.116.139.195 = AEE|X| =E9| IPO|T admin
S AH AF2Xt 0|20|H 7| 7 7|ZH2 2A|ZHL|Ct,

sh /sf/bin/SignSshKeys.sh —-ip 10.116.139.195 --user admin —--duration

5. LE |POj| CHEt SSH:

ssh -i user sfreadonly@[node ip]

7|2 Linux A|AE! 8! oF 22 ||

Im

A3 27 12 B U JIEF 97| HE HHS MY 4 ping YBLICE

6. (MEH At "R A MM A V| S5"2H SHEO| ¢EE = ChA| H|Z-gotstL|ct.

= o

@ SSHE dHHIsHA| 52 22| = =0iAM SSHIt gdetzl MEil= RXIELICH SSH XY 82
TSOE H|Zdste mi7tx| YH|0|E 2 ?:.*JEHOI_ Sofl 22| ==0lM FX|ELC)

—_

NetApp SupportE Sdll S2HAE & ZX| 8iZ

NetApp Supportdfl M= 7|=Xt7F 2Lt dotEl @4 TEhS Ade = U= AL AYLE g EX HES 8 =
A LIC
T

1. 22| LE VME 2X|g uf MES AIF 201 Xt ZHE A5t 22| 20 SSHE HZHLCE

2. NetApp Supportof| A EH TE HS 2 RST HHS Adlsto] X[ E{ES HL|C}
rst -r sfsupport.solidfire.com -u element -p <port number>
NetApp Supporte X|# E{9E Sdf 22| =0 2aolgL|ct

3. #2| LE0M 2 0|SELICt /sf/bin.

4. AARIO| BH= ATRIES BALC

X —_ —

I

° SignSshKeys.ps1S & ZotA A2

41



42

> SignSshKeys.py
o SignSshKeys.sh

SignSshKeys.ps12 PowerShell 7 0| &0 &

3.6.0 O|At 8l O] ZE&E|0] "QK DE" Q&L|C}.

*SignSshKeys AIEEE,
s &l Clsaly J|=sto

AMEEILICE, “ssht OB{L}
‘<public key>' AJEE0

‘user

®

Hetel

‘<public_ key>"

A3GES At S0t R
MESH==E AL

SignSshKeys --ip [ip address] --user
--sfadmin

S AE L EXTH SSHo|| HZstHH

U= & AHE38H0 SSH 7|H[QlS “HHsHOf —-user

SHAH 22| X} AH™Hof| et
g £ QEL|CY.
° "Element UIZ

° APIE AI23I1 "access" API QE|
TABILICH supportAdmin.

®

EAME

ol2d{™ clusterAdminID APIE

‘supportAdmin HMA HoHS
PrivilegesZt UO{OF BIL|CE,

‘user.pub’
©, O] ClEEE= LIS
370 7| ool ASEE HIEH

U= SSH 7|H|QIE --sfadmin MMStL|CE O] A3 E

[username]

--sfadmin supportAdmin

= "M A= el "supportAdmin" HMA S et

= "7|Z A™| sl "supportAdmin" HAMAE

x7kstee

E££|0] A 2MH SignSshKeys.py 2 Python

al

9l “user-cert.pub’ IOIYS

BHOA

=2E S 7| ool HEAIZ CHA[El gt
ClEf2(off Z|=ELICt.

E L=
EEE

oM SSHE

—-—duration [hours]

‘6'I-
=

SHAEO[A] HM[A
SH|C}.

HMAE PMEIEH supportAdmin Element Ul EE= APIS

AHE235H0 "supportAdmin" HMAE LM EtL|C"

RS E FII5I0 WMAE "supportAdmin®

L|C}"

Aot

A% 4= "ListClusterAdmins & L|CH' U &L CL.

S2{AH 22X E= 22X}

8. THS 24 Oi7H 40l Chefl [] CHEZ(ChES E3hol 32 uHELICt
() o =t o8 opheses A8 4 YL
" —IP|-i[IP FA] % APIE A A 29| IP FAYLICE

* *—user|-u [username] *: API @&

o
=2 ddot= o MEEl=

S AE AFSXAHYLICE


https://docs.python-requests.org/
https://docs.python-requests.org/
https://docs.python-requests.org/
https://docs.python-requests.org/
https://docs.python-requests.org/
https://docs.netapp.com/ko-kr/element-software-125/storage/concept_system_manage_manage_cluster_administrator_users.html#view-cluster-admin-details
https://docs.netapp.com/ko-kr/element-software-125/storage/concept_system_manage_manage_cluster_administrator_users.html#view-cluster-admin-details
https://docs.netapp.com/ko-kr/element-software-125/storage/concept_system_manage_manage_cluster_administrator_users.html#view-cluster-admin-details
https://docs.netapp.com/ko-kr/element-software-125/storage/concept_system_manage_manage_cluster_administrator_users.html#view-cluster-admin-details
https://docs.netapp.com/ko-kr/element-software-125/storage/concept_system_manage_manage_cluster_administrator_users.html#view-cluster-admin-details
https://docs.netapp.com/ko-kr/element-software-125/storage/concept_system_manage_manage_cluster_administrator_users.html#view-cluster-admin-details
https://docs.netapp.com/ko-kr/element-software-125/storage/concept_system_manage_manage_cluster_administrator_users.html#view-cluster-admin-details
https://docs.netapp.com/ko-kr/element-software-125/storage/concept_system_manage_manage_cluster_administrator_users.html#view-cluster-admin-details
https://docs.netapp.com/ko-kr/element-software-125/storage/concept_system_manage_manage_cluster_administrator_users.html#view-cluster-admin-details
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_listclusteradmins.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_listclusteradmins.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_listclusteradmins.html

. (H'EJ.* M°*)—duration| d [hours] *: MEE 7|2| X|& A[ZH2 AlZH EHe[2 FH+2 RR0l0f Lt

b. I=4st L0t CS ME HHS H|wEHL|CE O] K[0f|M 192.168.0.1 = AEZ|X| =E9| IPO|H admin,

ST AE AFEX 0|B0|1, 7| R7 7|2H2 2A2H0|H, --sfadmin X 2SS ?I5H NetApp A& =0

MM AT = AELICE.

sh /sf/bin/SignSshKeys.sh —--ip 192.168.0.1 --user admin --duration 2
--sfadmin

c. FHS HAgLIct.

6. .= |POf| CH® SSH:
ssh -i user sfadmin@[node ip]

7. 17| X2l Ef

o

Soa® o3 gLt
rst --killall

8. (MEH Abeh) "21Z MM A V|5 "ZH SHZ0| et E = ChA| H|Z-gatstL|Ct.

=

()  SSHE eI ow d] S SSHof Ese Sl SrjslCt s X T
£SO B2 G| YHl0IE Y AIR0|=S S¢f Bl S0l SAIELICL

SHAH £35tX| gb= LE2| 2HE sHAYLICH
OF&| 531*'5101| T K| %2 29| 7|2 EX HES Y & USLICH NetApp Supporte] =22 2HLE X[|E
2X| 9411 O] B =2 sfreadonly A|AH AEZ ALEE &= JSLICH 22| LEE HHTH 2R SSHO| AHESt1 0]

3f2iol Choh HZE ATRES AW + ABLIC

1. SSH Z2I0|AE 7t HX|El Windows, Linux £ Mac A|AEI0| A NetApp Supportdf| Al X|Zst= A|ARIO
Xolst AS2IES ASHSILIC}

2. £ |PO| SSH:

ssh -i user sfreadonly@[node ip]

3. (MEH Abeh) "RIZ MM A V|5 "2 H SHZ0| et E = ChA| H|Z-datstL|ct.

SSHE dHHSHA| 2fo™ 22| = =0{AM SSHIt gtz MEil= RXIELICH SSH XY 82
TS E Higdste mtx| HO|o|E 3 HI0|=5 Sl 22| =0l RX[ELIC.

©

KEMISE LIS 2RlStHAIR

* "vCenter Server2 NetApp Element E2{12l1"

43


https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

* "NetApp HCI 2A1"
A NetApp X[ MMES A[ZFEFLICEH

SolidFire All-Flash 2 E2|X| A|AHI0| CHSH 7|& X|210] LTt HL NetApp SupportE E6i

o

ANAEID ACZ HAES = UGLICH MES ARG A HMAE 2/8H NetApp Support=

A Xt A CHe HHeF SSH(Secure Shell) 22 € 4= J&LICH

NetApp SupportE Sl SSH et E{'d HE S 2ot TCP ZEE & & USLICE 0| HEZ Sdll NetApp
Supportdi|A| 22| =0 2301 £ USL|CH

AlZtst7| o

2| MH|A 218 O|“°| —?— HE| 20N HA HHA 7]S0] 7|22 SR =0 ASLICH HH B2

— 11— == =
Jlss 2gstoteH S HZSHYUAIR "HEl =20 M SSH 7|52 2E[RLIT.

* 22| LEJF TEA MY Fol| = B2 sshd.config IHY0H| Ct2 TCP ZE7L HRgtL|Ct

TCP My ol wt
ZEQIL|CE
443 JHErS X9l EES Eoff ¥ 22| oM AEE|X| LER
UIZ 9ZE ZQCle 93t
AP| SZ/HTTPS
22 SSH 291 M| A 22| LENAM AERKX| RE L= AER|X| LEOA 22| REZ

T
el =20 2Oelst HOlE MM S FLCh

« IETENN CIS

o

BILICH.
rst -r sfsupport.solidfire.com -u element -p <port number>
- 217 X|gl EYS PO 1SS YRLICL

rst --killall

© (MEH AKE) "R A M| A T|S" CHA| HIZ-getetL )

()  SSHE ol et piol S0l SSHo} B4 Kef2 gAglIL SSH HEl 242
£SO blZ Nt uibx] YHl0lE Y ¥I2I0|=E S8 el a0 N SAIELIC

XEMISE LIS 2tRlStH AR

* "vCenter Server2 NetApp Element Z22{12I"

* "SolidFire & Element 2T E 2|0 MHA"
22| = =0|M SSH 7|52 Zte|gL|Ct

REST APIS AE3}0] 22| I E(mNode)di A SSH 7[529| &EHE HIgH2tStAHLL

44


https://docs.netapp.com/us-en/hci/index.html
https://docs.netapp.com/us-en/hci/index.html
https://docs.netapp.com/us-en/hci/index.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/element-software/mnode/task_mnode_ssh_management.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html

2| =20 A= 0| A

S= = =
| HNA"T|2HOZ

H|Z8t= SSH 7]50| "NetApp RST(Remote Support Tunnel)
A E|X| et&L|CE.

TARBLE 2018t 4 QUALICH 2] MH|A 2,18 0|AHS Matsts
t

22| MH|A 2.20.695 E NetApp 3t0|EZ|= S22E H|0] UIE AHESH0] 2| . E0f|lA SSH 7|52 &A%t 9
H|ZMatel &~ JAELICH
B A

* * NetApp Hybrid Cloud Control 3t *: Zt2|Xt2 A 2| #HPt0| QUELICE.

© * 22 AH 22[Xt Hot  AEZ|X| S AEO| Cet 22| Xt M oto] AELICE.

* * Element 2AZE|0] *: 22{AE 0| NetApp Element 2ZE2|0{ 11.3 0| At0| AMall ZQlL|C},

2] IS % 11.3 B 0|42 Asts B2 =ES WEYSLICH

—

rI-J

* * 22| MH|A HO|o|E

° NetApp St0|E2|= 22t E H0f UIS AF85t2{H T 2.20.69 0|42 2 0| ESIAELICE "2t2|
MH|A BHE"

° RESTAPI UIE A3t & HA 2.17= YH|O|E}SLICE "2H2] MH|A HES"

oo
R

* NetApp St0|HE2|E S2tRE Mo UIE AFESHH 2| = =0ilM SSH 7|58 HIZ-delst Lt gttt

=]

m

dlo

f

Y & ot

i

At 4 I F UBLICE,
* APIZ AFZ2l0] Bi2| L= OIM SSH 715 S HIEAsksl Lt Zaste|ct

o
* APIE AF25H0] B2 = E0|M SSH 7| 52| AEiE stoltL|Ct

NetApp 5t0[22|E S2t2E H0f UIE AESH0] 22| =0 M SSH 7| 5S HIZ-dotstr Lt EdsotafL|nt

#e| =0 M SSH 7| 5S HIZdotst AL ChAl 2hdeteh o= AFLICH 22| MH|A 2.18 0] &S AAst= 22

o= 2o

LEONE= oA HB3t= SSH 7[50] "NetApp RST(Remote Support Tunnel) A4 °HA|*“7|E OZ A2E|X|

USLICH SSHE H|gdetei e 2| L 20 T 7| & SSH 220U E MM B2 ALt HZ SiHISHK] gt&L(Ct.
SSHE H|g-detsta LIE0)| ChA| 2detst & MEISHH NetApp SH0|E2|= S22 E X0 UI% MEE + USLILE.

@ AE2|X] 22{AEO| CHo SSHE Sot X[ HMAE HHSIHLL Six|SHAH S A6l 0f
2IL|CH'Element Ul 22{AEH X HO|X|".

£

1. HAIRE0IA Q2% ATl M B4 S Mestn * 74 * 2 MEfgiL|CH

2. 23| L EOf CHEE K|l GHAIA * SHRHOM AQIXIS HBHSI0] HE| T SSHE ZAISHEHLICH
3.

28 siZS 2=t F * Support Access for Management Node * StHO| M A QXS MESH0] 22| .= SSHE
H|gMdatetL|Ct

APISE A0 22| - =0j| M SSH 7| s S HIZdetst ALt gdatetL|ct

#e| =E0M SSH 7| 5S HIZdotst AL ChA] ghdete o= AELICH 22| MH|A 2.18 0] &S Adst= 22

L EOME 0N MS3SH= SSH 7I50| "NetApp RST(Remote Support Tunnel) A4 °”)\|*“7|E Sfe)-] }REIXI
ULLICtH SSHE HIZ M3} 22| = =0] Cieh 7|1= SSH 22I0|HE MM =2 &Lt HE siA[stX| &L|ct.

L O

45


https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
https://mysupport.netapp.com/site/products/all/details/mgmtservices/downloads-tab
../storage/task_system_manage_cluster_enable_and_disable_support_access.html
../storage/task_system_manage_cluster_enable_and_disable_support_access.html
../storage/task_system_manage_cluster_enable_and_disable_support_access.html
../storage/task_system_manage_cluster_enable_and_disable_support_access.html
../storage/task_system_manage_cluster_enable_and_disable_support_access.html
../storage/task_system_manage_cluster_enable_and_disable_support_access.html
../storage/task_system_manage_cluster_enable_and_disable_support_access.html

SSHE H|Zdststn LSO CHA| 2dolste 5 MBSt H 2 ST APIE AIE5H0 CHA| 2dete 4= JASLICH

APl B
22| MH|A 2.18 O] At

curl -k -X PUT
"https://<<ManagementNodeIP>/mnode/2/settings/ssh?enabled=<false/true>" -H
"accept: application/json" -H "Authorization: Bearer ${TOKEN}"

22| MH|A 2.17 O] A :

curl -X PUT
"https://<ManagementNodeIP>/mnode/settings/ssh?enabled=<false/true>" -H
"accept: application/json"™ -H "Authorization: Bearer ${TOKEN}"

@ API BHOI AtESH= H02|= B0 &S &= s{TorEN} "ot F0{n QUCE. H[O{2{7}
*${TOKEN} curl SEO| JASLICE.

REST API Ul CHA|

1. 22| L= IP FAE YOS, CHS
O M| ABHLICE,

o

2AlTHe] 22| == API A H|AM| CHSE REST API UIO| /mnode/

https://<ManagementNodeIP>/mnode/

2. authorize * & MENStL C}

bjo
o

2= LICH

a. S2AE AMEXO|E 3

oo
i
148

2 etL|C},

= =§3
b. 22}0|HE IDE Z ‘mnode-client Y& 8tL|LC.
C. MIME AlZ}st2{™ * authorize * & ME{EILICE.
d. &S erAL|C}H

3. REST API UIO|A * put/settingssth./ssh * & MEfBL|C},
a. Higstr| * & MEfRiL|Ct.

b. SSHE H|&M3lstALt O|Fof| H|ZMSHE| AT SSH 7|53 CHA| A 316t2{™ true * enabled * O 74
HEE 2 false AESINAIL.

C. Execute * £ MEHBIL|C}.

APIZ ALS310] B12| oS0l M SSH 7|59 AlEhES Soighct

|

HE| == MH|A APIE AFE3H0 2| = E0M SSH 7|50] 2E &0 J=X| HEE 2HlE = ASLICE 22| MH|A
2.18 0| &S H&St= 22| =E0A SSHIt 7| 2X 2 2 Bf{H|=|0f RS LI

—_ 11—

APl HH

46


task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html

22| MH|A 2,18 0|4

curl -k -X PUT

"https://<<ManagementNodeIP>/mnode/2/settings/ssh?enabled=<false/true>" -H

"accept: application/json"™ -H "Authorization: Bearer ${TOKEN}"
Za| MH|A 2,17 O|H:

curl -X PUT

"https://<ManagementNodeIP>/mnode/settings/ssh?enabled=<false/true>" -H
"accept: application/json" -H "Authorization: Bearer ${TOKEN}"

@ AP| BEO{7} AtESH= H|02{= 3R &S & s{ToKEN) " "#Hot F0{" QUCEH. HO12{7t
*${TOKEN} curl 20| AELICE.

REST API Ul CHA|

1. 22| LE P TAE st i, L2
O M| ABHLICE,

o

https://<ManagementNodeIP>/mnode/

2. authorize * & MESID 1SS AESLICH
a. 2HAH ALEXH 0| X Y= E YLt
b. 220|ME IDE Z ‘mnode-client 2 stL|LC}.
C. MIME AlZfst2{™ * authorize * & MEHEL|CE,
d. &g &Lt
3. REST API UIO||A * get/settingssth./ssh * & MEHS}L|C},
a. Hjgsty| * & MEfgtL|Ct,

=
b. Execute * £ MEHSIL|CY.

KtMISt LIS &tels

=

—_

Al

10

* "vCenter Server& NetApp Element 22{12I"

* "SolidFire 2 Element 2T E Q|0 MEH A"

$alisto] 22| == API AH| A0 CHSE REST API UIN| /mnode/

47


task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
task_mnode_api_get_authorizationtouse.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html

4=

M gE

Copyright © 2026 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 glo|= of et HAO|Lt =EHFAL =2, =% EE= MX AM A|AH0| Y& SH= AS H|Zet 2T,

XA = 7|AN o2 SXE o~ glELCh

NetAppO| MZH#E S 7HE Xt=0f| A= 2ZELY0{0f|i= of2Q] 20| M AL nX|Ateto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y Sths Ze5t0(010f FeH=|X] §4F), Of ALE 0] A= Qlol| LMd}=

I
2= A o 71 A8, QU Sof, UM Ao, ZuHH AoHo] Lo chotod 1 2 0|9, ME, Ao}
O, {243t Mol S Bel(hAl twi JX| %2 F2)2t 22I0] Of et MUT X|X| oD, 0fet 22 Ao
24y JHs 0| SX|EIUCH S 2FE ORI pRILIc

NetAppS £ 2Aj0ll MHE HZS AMEX] o7 go| WAL H2|S HRBHITE NetApp2 NetAppS| HAIH!
N 50|2 gre 2e2 Fofeln £ 20| MTE HES ALSSto LMsts ofHst SH|0|E S XX ALICH
A

= HZQ A = F0i2 B2 NetAppOliA= Ot ESH, B = 7|6 XA T LHHO0| HE L= 2o HAT:
HSotX| gdELItt.

= B0 2FE MF2 oLt ol g2l 0= 59, ot 9] L= £ T2l 5512 2 UL

Mgtd M| Al HE0| o$t AF2, SX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007' 12&)2| 7|= HIO|H-H| &4 HA E=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HM|otAtEto] MEEL|CE.

of7|off Z&E MO = AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5&
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEEH AZEY s 2EMOZ MHE0|H 710l
HI20O 2 JNUE|JELICEH O|= M2 = HIO|E 7t Ml3E 0= Alefat 2 sto] sHEh Al2kS XSt o2t HI0|E ol
CHot M MAXMOE HISHEHO0|I e 4 QoM THAHR0| E7t56HH F& S7Hst 2to| A E HgtMo=
ZHELICE of7]0f] IS E BRE M 2lSt NetApp, Inc.2| AP MH £01 ¢l0|= O] HIO|HE AHE, 37H, M4t +=H,
28 e FA|E & QI&LICE 0|2 2UHR0)| Cist M5 20| MlA = DFARS 8t 252.227-7015(b)(2014 2€)0i|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L} El Ot3= NetApp, Inc.2| HEL|CtH 7|EF S|AF S

HE OIE2 SiE 27X dEHY &= ASLIC

48


http://www.netapp.com/TM

	관리 노드와 작업합니다 : Element Software
	목차
	관리 노드와 작업합니다
	관리 노드 개요
	관리 노드를 설치 또는 복구합니다
	관리 노드를 설치합니다
	스토리지 NIC(Network Interface Controller) 구성
	관리 노드를 복구합니다

	관리 노드에 액세스합니다
	노드별 관리 UI에 액세스합니다
	관리 노드 REST API UI에 액세스합니다

	관리 노드 UI를 사용합니다
	관리 노드 UI 개요
	경고 모니터링을 구성합니다
	관리 노드 네트워크, 클러스터 및 시스템 설정을 수정하고 테스트합니다
	관리 노드에서 시스템 유틸리티를 실행합니다

	관리 노드 REST API를 사용합니다
	관리 노드 REST API UI 개요
	REST API 사용 인증 획득
	Active IQ 및 NetApp 모니터링 활성화
	NetApp 하이브리드 클라우드 제어를 여러 vCenter에 맞게 구성합니다
	관리 노드에 컨트롤러 자산을 추가합니다
	스토리지 클러스터 자산을 생성하고 관리합니다
	기존 컨트롤러 자산을 보거나 편집합니다
	프록시 서버를 구성합니다
	관리 노드 OS 및 서비스 버전을 확인합니다
	관리 서비스에서 로그를 가져오는 중입니다

	지원 연결을 관리합니다
	기본 문제 해결을 위해 SSH를 사용하여 스토리지 노드 액세스
	원격 NetApp 지원 세션을 시작합니다
	관리 노드에서 SSH 기능을 관리합니다



