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"virtualNetworkTag": 4001,
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a1,

"result": {
"192.168.41.2": {
"individualResponseCodes": [

"Success",
"Success",
"Success",
"Success",
"Success"
1,
"individualResponseTimes": [
"00:00:00.000373",
"00:00:00.0000098",
"00:00:00.000097",
"00:00:00.000074",
"00:00:00.000075"
I
"individualStatus": [
true,
true,
true,
true,
true
I
"interface": "BondlO0G",
"responseTime": "00:00:00.000143",
"sourceAddressV4": "192.168.41.4",
"successful": true,
"virtualNetworkTag": 4001
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"method": "CheckProposedNodeAdditions",

"params": {

"nodes": [
"192.168.1.11",
"192.168.1.12",
"192.168.1.13",
"192.168.1.14"

]

by
"id": 1
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"id": 1,

"result": {
"proposedClusterValid": true,
"proposedClusterErrors": [ ]
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{
"method": "CreateClusterSupportBundle",
"params": {
"bundlename": "clusterbundle",
"mvip": "132.119.120.100"
}
o
"id": 1
}
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"result":{

"details": {
"bundleName" :"clusterbundle",
"extraArgs":"",
"files": [

"/tmp/supportbundles/clusterbundle.cl-4SD5.tar"

I
"output":"timeout -s KILL 1790s

/usr/local/bin/sfclustersupportbundle —--quiet --name=\"clusterbundle\"

--target-directory=\"/tmp/solidfire-dtemp.MM7f0m\" —--user=\"admin\"

—-pass=\"admin\" --mvip=132.119.120.100"

o
"duration":"00:00:24.938127",
"result":"Passed"
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{

"method": "CreateSupportBundle",

"params": {
"extraArgs": "--compress gz"
s

"id": 1

}
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{
a1,

"result": {
"details": {
"bundleName": "supportbundle",
"extraArgs": "--compress gz"
"files": [

"supportbundle.nodehostname.tar.gz"

1y

"output": "timeout -s KILL 1500s /sf/scripts/sfsupportbundle --quiet
—-—compress gz /tmp/solidfire-dtemp.l1L6bdX/supportbundle<br><br>Moved
'/tmp/solidfire-dtemp.lL6obdX/supportbundle.nodehostname.tar.gz' to
/tmp/supportbundles",

"timeoutSec": 1500,

"url": [

"https://nodelP:442/config/supportbundles/supportbundle.nodehostname.tar.g
Z"
]

b
"duration": "00:00:43.101627",

"result": "Passed"
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"method": "DeleteAllSupportBundles",
"params": {}
by

O] HIMEE CHE GllM|et FAISE SES BhetetLCt.

"id" : 1,
"result" : {}
}
}
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"method": "DisableMaintenanceMode",
"params": {
"nodes": [6]
b
"id": 1
}
SE
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"id": 1,
"result":
{
"requestedMode": "Disabled",
"asyncHandle": 1,
"currentMode": "Enabled"
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"method": "DisableSsh",
"params": {
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}
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"result" : {"enabled": false}
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* Disabled(H|2d3%}): 2™ E RX|
22|17t giELch

* FailedToRecover: ==7}
QX EH4 BE0oM 21E[X]|
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A NH

» RecoveringFromMaintenance:
LEJRXES REOM 57
SYLICE

* PreparingForMaintenance: 4|
Ha|E A S FH|E|

9l3t &Hi0] £HEILITY.

* ReadyForMaintenance: ==&
FX| 2E|g FH|7t = ASLIC
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* FailedToRecover: .= E7}
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"method": "EnableMaintenanceMode",

"params": {
"forceWithUnresolvedFaults": False,
"nodes": [6],
"perMinutePrimarySwapLimit" : 40,
"timeout" : "01:00:05"

by

"id": 1

O] HIMEE LIS OlF2t RAMRE SE S RHetRtL|Ct.

"id": 1,
"result":
{
"requestedMode": "ReadyForMaintenance",

"asyncHandle": 1,
"currentMode": "Disabled"

HE Oz ME2 7S
12.2
XtHSE LIS S &HoI8HA Al

"NetApp HCI AEZ|X| X|E4 REQ| 7HE"

O HHES ALESIH THY L =0f CH3H SSH(Secure Shell) AH|AE &3tel 4~ EnableSsh
ASLICt. o] HH2 Se{AH FH[2f SSH AlZt Mt 7[ZH| & °:'°F° FX #eH =22 SSH
|2t X0t= QI8 SSHE AFESHX| R E dH ot L EX H[e(SHK| t&L|Ct.
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"method": "EnableSsh",
"params": {

b
g g 1
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0[0

"id" : 1,
"result" : {"enabled": true}

GetClusterConfig
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"method": "GetClusterConfig",
"params": {},
"id" 1
}
SE ol

O] HIMEE CHE OllM|et FAISE SES BhetetL|Ct.

"id": 1,
"result": {
"cluster": {
"cipi"™: "BondlOG",
"cluster": "ClusterName",
"ensemble": [
"1:10.30.65.139",
"2:10.30.65.140",
"3:10.30.65.141"

1,

"fipsDriveConfiguration": true,
"mipi": "BondlG",
"name": "xxx-enld2",

"nodeID": 4,
"pendingNodeID": O,

"role": "Storage",
"sipi": "Bondl0G",
"state": "Active",
"version": "9.1.0"
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"method": "GetClusterState",
"params": {},
"id" : 1
}
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"idr ko1,

"result"
"cluster" : "ClusterlO1l"
"state" : "Active"
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"method": "GetConfig",
"params": {1},
"id" 1
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a1,

"result": {
"driveConfig": {
"drives": [
{
"canonicalName": "sda",
"connected": true,
"dev": 2052,
"devPath": "/dev/sdimmOp4",
"driveType": "Slice",
"name": "scsi-SATA VRFSD3400GNCVMT205581853-
part4",
"path": "/dev/sda4d",
"pathLink": "/dev/sdimmOp4",
"product": "VRFSD3400GNCVMTKS1",
"scsiCompatId": "scsi-
SATA_VRFSD34OOGNCVMT205581853—part4",
"scsiState": "Running",

"securityAtMaximum": false,
"securityEnabled": false,
"securityFrozen": true,
"securityLocked": false,
"securitySupported": true,

"serial": "205581853",
"size": 299988156416,
"slot": -1,

"uuid": "9d4b198b-5ff9-4f7c-04fc-
3bcde2£38974",

"vendor": "Viking",

"version": "612ABBFO"

I

"numBlockActual": 10,
"numBlockExpected": 10,
"numSliceActual": 1,
"numSliceExpected": 1,
"numTotalActual": 11,
"numTotalExpected": 11
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"method": "GetHardwareConfig",
"params": {},
"id" 1
}
SE o

O M=o st SE2 CiS oix|QF B gL,

"id": 1,
"result": {

"hardwareConfig": {
"biosRevision": "1.0",
"biosVendor": [

"NetApp",

"SolidFire"
1,
"biosVersion": "1.1.2",
"blockDriveSizeBytes": 300069052416,
"blockDrives": [

28



"/dev/slot0Q",

"/dev/slotl",

"/dev/slot2",

"/dev/slot3",

"/dev/slot4d",

"/dev/slotb5",

"/dev/slotée",

"/dev/slot7",

"/dev/slot8",

"/dev/slot9"
I
"blockServiceFormat": "Standard",
"bmcFirmwareRevision": "1.6",
"bmcIpmiVersion": "2.0",
"chassisType": "R620",
"cpuCores": 6,
"cpuCoresEnabled": 6,
"cpuModel": "Intel (R) Xeon(R) CPU E5-2640 0 @ 2.50GHz",
"cpuThreads": 12,
"driveSizeBytesInternal": 400088457216,
"fibreChannelFirmwareRevision": "",
"fibreChannelModel": "",
"fibreChannelPorts": {},
"idracVersion": "1.06.06",
"ignoreFirmware": [],
"memoryGB": 72,
"memoryMhz": 1333,
"networkDriver": |

"bnx2x"
1,
"nicPortMap": {

"PortA": "eth2",

"PortB": "eth3",

"PortC": "ethO",

"PortD": "ethl"
b
"nodeType": "SF3010",
"numCpu": 2,
"numDrives": 10,
"numDrivesInternal": 1,
"nvramTempMonitorEnable": false,
"rootDrive": "/dev/sdimmO",
"scsiBusExternalDriver": "mpt3sas",
"scsiBusInternalDriver": "ahci",
"sliceDriveSizeBytes": 299988156416,
"sliceDrives": [
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"/dev/sdimmOp4"

I

"slotOffset": O,

"solidfireDefaults": {
"bufferCacheGB": 12,
"configuredIops": 50000,
"cpuDmalLatency": -1,

"driveWriteThroughputMBPerSleep": 10,
"maxDriveWriteThroughputMBPerSec": 175,

"maxIncomingSliceSyncs": 10,
"postCallbackThreadCount": 8,
"sCacheFileCapacity": 100000000,

"sliceFileLogFileCapacity": 5000000000
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SIE0 & L =0]| CHet SEES[0] HE QLT StERo]
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O] HIMEO| Chet 2782 CtZ o<t H| LT
{
"method": "GetHardwareInfo",
"params": {
br
"id" o 1
}
SH ol
O] HIMEE CtH3 oflMI2t |AFSt SEHES dhetetL|C}.
{
"id": 1,
"result": {
"hardwareInfo": {
"bus": {
"core DMI:0200": {
"description": "Motherboard",
"physid": "0",
"product": "O0A47AA",
"serial": "..AB123456C12354.",
"version": "CO7"
}
by
"driveHardware": |
{
"canonicalName": "sdh",
"connected": true,
"dev": 2160,
"devPath": "/dev/disk/by-path/pci-0000:41:00.0-sas-
0x500056b37789%9abf0-1un-0",
"driveEncryptionCapability": "fips",
"driveType": "Block",
"lifeRemainingPercent": 92,

"lifetimeReadBytes": 175436696911872,
"lifetimeWriteBytes": 81941097349120,
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"name" : "SCSi—SATA_INTEL_SSDSC2BB3BTWL123456863OOAAA",
"path": "/dev/sdh",
"pathLink": "/dev/disk/by-path/pci-0000:41:00.0-sas-

0x500056b3778%abf0-1un-0",

"powerOnHours": 17246,

"product": "INTEL SSDAA2AA300A4",
"reallocatedSectors": 0,

by

HZE 0|2 MZ22 7|5

9.6

"reserveCapacityPercent": 100,

"scsiCompatId":

"scsiState": "Running",

"securityAtMaximum": false,

"securityEnabled": false,

"securityFrozen": false,

"securityLocked": false,

"securitySupported": true,
"serial": "AAAA33710886300AAA",

"size":
"slot":

300069052416,
1,

"smartSsdWriteCapable": false,

"yuid": "aeal78b9%9-c336-6bab-a61d-87b615e8120c",
"vendor": "Intel",
"version": "D2010370"
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{
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{
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{
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"c220M4": [

{

"sensorName": "FanlA RPM",

"uniqueSensorID": "29.1:0xf"

Yy
{

"sensorName": "FanlB RPM",
"uniqueSensorID": "29.1:0x10"

"sensorName": "Fan2A RPM",
"uniqueSensorID": "29.2:0x11"

"sensorName": "Fan2B RPM",
"uniqueSensorID": "29.2:0x12"

"sensorName": "Fan3A RPM",

"uniqueSensorID": "29.3:0x13"

"sensorName": "Fan3B RPM",
"uniqueSensorID": "29.3:0x14"

"sensorName": "Fan4A RPM",

"uniqueSensorID": "29.4:0x15"

"sensorName": "Fan4B RPM",

"uniqueSensorID": "29.4:0x16"

"sensorName": "FanbA RPM",
"uniqueSensorID": "29.5:0x17"

"sensorName": "Fanb5B RPM",
"uniqueSensorID": "29.5:0x18"

"sensorName": "Fan6A RPM",
"uniqueSensorID": "29.6:0x19"



1,

"R620":

{

"sensorName": "Fan6B

"uniqueSensorID": "29.6:0x1a"

"sensorName": "Exhaust Temp",

"uniqueSensorID": "7.

"sensorName": "Inlet

"uniqueSensorID": "7.

"sensorName": "PS1",

"uniqueSensorID": "10.1:0x26"

"sensorName": "PS2",

"uniqueSensorID": "10.2:0x2c"

"sensorName": "FanlA

"uniqueSensorID": "7.

"sensorName": "FanlB

"uniqueSensorID": "7.

"sensorName": "Fan2A

"uniqueSensorID": "7.

"sensorName": "FanZ2B

"uniqueSensorID": "7.

"sensorName": "Fan3A

"uniqueSensorID": "7.

"sensorName": "Fan3B

"uniqueSensorID": "7.

RPM",

1:0x1"

Temp",
1:0x4"

RPM",
1:0x30"

RPM",
1:0x31"

RPM",
1:0x32"

RPM",
1:0x33"

RPM",
1:0x34"

RPM",
1:0x35"
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"sensorName": "Fan4A RPM",
"uniqueSensorID": "7.1:0x36"

"sensorName": "Fan4B RPM",
"uniqueSensorID": "7.1:0x37"

"sensorName": "FanbA RPM",
"uniqueSensorID": "7.1:0x38"

"sensorName": "Fan5B RPM",
"uniqueSensorID": "7.1:0x39"

"sensorName": "Fan6A RPM",
"uniqueSensorID": "7.1:0x3a"

"sensorName": "Fan6B RPM",
"uniqueSensorID": "7.1:0x3b"

"sensorName": "Fan7A RPM",

"uniqueSensorID": "7.1:0x3c"

"sensorName": "Fan’/7B RPM",
"uniqueSensorID": "7.1:0x3d"

"sensorName": "Exhaust Temp",

"uniqueSensorID": "7.1:0x1"

"sensorName": "Inlet Temp",
"uniqueSensorID": "7.1:0x4"

"sensorName": "PS1",
"uniqueSensorID": "10.1:0x62"

"sensorName": "PS2",
"uniqueSensorID": "10.2:0x63"
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"method": "GetIpmiInfo",
"params": {1},
"id" : 1
}
SE o
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"id": 1,
"result": {
"ipmiInfo": {

37



"sensors": [

{

"entityID": "7.1 (System Board)",
"sensorID": "O0x72",
"sensorName": "SEL",
"sensorType": "Event Logging Disabled",
"uniqueSensorID": "7.1:0x72"

bo

{
"assertionsEnabled": [ "General Chassis intrusion" ],
"deassertionsEnabled": [ "General Chassis intrusion" ],
"entityID": "7.1 (System Board)", "sensorID": "0x73",
"sensorName": "Intrusion",
"sensorType": "Physical Security",
"uniqueSensorID": "7.1:0x73"

by

{THIS ENTIRE SECTION IS REPEATED FOR EACH FAN IN THE SYSTEM

"assertionEvents": [],
"assertionsEnabled": [],
"deassertionsEnabled": [],
"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "720.000",
"lowerNonCritical"™: "840.000",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "600.000",
"nominalReading": "10080.000",
"normalMaximum": "23640.000",
"normalMinimum": "16680.000",
"positiveHysteresis": "600.000",
"readableThresholds": "lcr 1lnc",
"sensorID": "0x30",

"sensorName": "FanlA RPM",
"sensorReading": "4440 (+/- 120) RPM",
"sensorType": "Fan",
"settableThresholds": "",

"status": "ok",

"thresholdReadMask": "lcr 1lnc",
"uniqueSensorID": "7.1:0x30"

by

{THIS ENTIRE SECTION IS REPEATED FOR THE EXHAUST

OF EACH NODE

38
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EACH NODE

"assertionEvents": [],

"assertionsEnabled": [],

"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "3.000",
"lowerNonCritical"™: "8.000",

"maximumSensorRange":
"minimumSensorRange":
"negativeHysteresis":
"nominalReading": "23.

"Unspecified",
"Unspecified",
"1.000",

ooaQ",

"normalMaximum": "69.000",

"normalMinimum": "11.000",

"positiveHysteresis":
"readableThresholds":
"sensorID": "Ox1",

"1.000",

"lcr 1lnc unc ucr",

"sensorName": "Exhaust Temp",

"sensorReading": "44 (+/- 1) degrees C",

"sensorType": "Temperature",

"settableThresholds":
"status": "ok",

nmwn
14

"uniqueSensorID": "7.1:0x1",

"upperCritical™: "75.000",

"upperNonCritical™: "70.000"

by

{THIS ENTIRE SECTION IS REPEATED FOR THE INLET TEMPERATURE

"assertionEvents": [],

"assertionsEnabled": [],

"deassertionsEnabled":

(1,

"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "-7.000",
"lowerNonCritical"™: "3.000",

"maximumSensorRange" :
"minimumSensorRange":
"negativeHysteresis":
"nominalReading": "23.

"Unspecified",
"Unspecified",
"1.000",

ooo",

"normalMaximum": "69.000",

"normalMinimum": "11.000",

"positiveHysteresis":

"1.000",

"readableThresholds": "lcr lnc unc ucr",
"sensorID": "0x4",

"sensorName": "Inlet Temp",
"sensorReading": "20 (+/- 1) degrees C",
"sensorType": "Temperature",
"settableThresholds": "lcr lnc unc ucr",

OF
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"status": "ok",

"thresholdReadMask": "lcr lnc unc ucr",
"uniqueSensorID": "7.1:0x4",
"upperCritical": "47.000",
"upperNonCritical™: "42.000"

by
{THIS ENTIRE SECTION IS REPEATED FOR EACH POWER SUPPLY ON EACH

NODE
"assertionEvents": [],
"assertionsEnabled": [],
"entityID": "10.2 (Power Supply)",
"eventMessageControl": "Per-threshold",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "Unspecified",
"nominalReading": "0.000",
"normalMaximum": "0.000",
"positiveHysteresis": "Unspecified",
"readableThresholds": "No Thresholds",
"sensorID": "Ox6d",
"sensorName": "Voltage 2",
"sensorReading": "118 (+/- 0) Volts",
"sensorType": "Voltage",
"settableThresholds": "No Thresholds", "status": "ok",
"uniqueSensorID": "10.2:0x6d"

by

HZE 0|2 MZ22 7|5
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GetNetworkConfig £ & ZXSIMAIL

O] HHZ AESIH LEL| HERIT 714 MEHE HA|Z £ GetNetworkConfig USLICE
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Of HIM=0f CHEt 282 TH oiFIQF HIEfLIC

"method": "GetNetworkConfig",
"params": {},
"id" : 1

oo
1L

oo

O SE dllxlel Z0|= QI3 25 Ejof E A<t LIt

HE 0l 22 7|s

9.6

GetNetworkConfig £ & EsHUA|L

GetNetworkinterface S £ X6 A|IQ

O] 2HHZ AL2oI Eo| HIER A QIEMo|A0| Lot MEE TIHE £
GetNetworkInterface USLIC}

o7} 1

O] HM=0il= CtEat 22 2™ 7K Ha7t ASLIC
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"method": "GetNetworkInterface",

"params": {
"interface": "BondlG",
"force": true
bo

"id": 1

00

= o

| HIME= CHS ORIt fAFSH SES BhetetL|ct.

o

"id": 1,
"result": {
"nodes": [

{
"nodeID": 1,

"result": {
"interface": {
"address": "10.117.64.32",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "90:bl:1c:42:e0:1e",
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",
"virtualNetworkTag": O
}
}
by
{
"nodeID": 2,
"result": {
"interface": {
"address": "10.117.64.35",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "d4:ae:52:7a:ae:23",

"mtu": 1500,

43



"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",
"virtualNetworkTag": O

"nodeID": 3,

"result": {
"interface": {

"address": "10.117.64.39",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "c8:1f:66:f0:9d:17",
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"nodeID": 4,

"result": {
"interface": {

"address": "10.117.64.107",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "b8:ca:3a:f5:24:£8",
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O
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GetNodeActiveTIsCiphers £ X ZsIMAIL
CHol S0 HAES AHRSI0] Of 20N BT SIS TLS 2t

GetNodeActiveTlsCiphers JUSLICE #2| S AEZ[X] L =0f|A] O] !
o|A|_||:|-

OoH7H 1

O HIMEO= &= o7 H=7} GLELICE

oIS 2y ok

s Y=gt LCOof CHSt 2 TLS @ 08 ZAtE
SEYLICL iEOﬂ*‘l e 2ty
MEfQ! Cipherer L|Ct.

=8| Lo et F7t TLS 2= & =i
SEYLICL

X o

O HIMEO] st 22 CtZ Gix|QF B &L,

"method": "GetNodeActiveTlsCiphers",
"params": {1},
"id" 1
}
SH ol
O] HIMEE CtH3 oflM|2t AFSt SEHS dhetetL|C}.



"id" : 1,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384™"

I

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

GetNodeFipsDrivesReport £ XS A|Q

0| BHHS ARSI AER|X| 22AE{0| Q= T L EO| FIPS 140-2 E2I0|H 253t 7|5
MEHE 20l = GetNodeFipsDrivesReport UJELICL 7HE AEE|X| =0 CHdH Of
HAMES AAsHOF ghL|Ct,

OH7H 1

O] HIMEO= &= o7 M7} GlELICE
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fipsDrivesS MEHgtL|C} 0| L-E0j LS FIPS 140-2 7|5 XI¥
MENZE ZEE JSON ZHA| LT,
Thst 3t
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AELIC).
B2 =EJt FIPSE X|&SHX| 2t

LLCo| B E E210|E7} FIPS
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« ZH[E: =EJ} FIPSE X[ 5HH
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)eiL|ct,

H o

O HIME=0f CHEt 282 TH ofiFIQF B EfLICH

"method": "GetNodeFipsDrivesReport",
"params": {},
"id" o 1
}
SH ol
O] HIME= L2 oflM|2t fAFet SES BhetetL|Ct.
{
"id": 1,
"result": {
"fipsDrives": "None"
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GetNodeSSLCertificate USLICT
o7 Ha

() 22l ol ot o] WIMES Szslof BT OIS S CHgm ZALICH

https://<management node IP>:442/json-rpc/10.0

o= Ay 7

ol= M QI=Z Mol MA| PEM Q12 H =XrE
ElAEQIL|CH

HE ®e QIZAQ| C|RLY Sl MEQIL|C}, JSON ZHH|IL|Ct

2 o

O HiME=0f cist RE2 LIS Gix|QF B =TT,

"method" : "GetNodeSSLCertificate",
"params" : {1},
"id" o 1

O] HIMEE CHE GllM|et FAISE SES BhetetLCt.

"id": 1,
"result": {
"certificate": "-———- BEGIN CERTIFICATE-——--

\nMIIEdzCCAl+gAWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBBQUAMIGDMQOsWCQYD\nVQQGEwW
JVUzZELMAKGAIUECBMCT1YXFTATBgNVBACUDFZ1Z2FzLCBCYWJIS5ITEhMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFZ1Z2FzLi4uMSOwKwYJKoZIhveNAQkBFh53\naGF0aGFweGVuc0B2ZWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4Mj I1MDI2WheN\nMjcwMzA2MJI1MDI2WjCBgzELMAKGAL
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UEBhMCVVMxCzAJBgNVBAGTAKkSWMRUWEWYD\NVQQHFAXWZWdhcywgQmFieSExITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLjEtMCsGCSqGSIb3DQEJARYed2hhdGhhcHB1bnNAdM
VnYXNzdGF5c21uLnZl\nZ2FzMIIBI jANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEABU+28f
nLKONWEWMR\n6akeDKuehSpS790dLGigIl18glCV/AUYS5ZLjgsTiBvTIVRv44yoCTgNrx36U7FH
PA\nt6P/SilaYrd4ovxl5wDpEM3Qyy5JPB7Jel0OB6AD7fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF31i0SIcBHtLKES5186JVT675dg6yjUGQ0352y1cI9HXHen61b/ 5yl 0DmVNU\nZ0caQwAmIS3J
moyx+z7j/YadWKg+2SqTAX7TbX0F3wHHEXnZ1HNM8fET5N/9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOXM3§ jdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGA1Ud
DgQWBBRVVBRPN053534zGRhrnDJyTsdnEbTCB\nuAYDVROJBIGWMIGtgBRVVBRPN0o5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAgGTAKSWMRUWEWYDVQQHFAXW
zWdhcywgQmFieSExITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhey4uLjEtMCsGCSqG
SIb3DQEJARYe\nd2hhdGhhcHB1bnNAdmVNnYXNzdGF5¢c21ulnZl1Z2FzggkAzBsiFZzjjf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiG9wOBAQUFAAOCAQEAhVND5s71mQPECWVLfiE/ndtIbnpe\nMg
05geQHCHNN1u5RV9j8aYHp9kW2gCDJI5vueztZz2L1tC4D7JyfS3714rRolFpX6N\niebEgAaE5e
WvB6zgiAcCMRIKqu3DmJ7y3CFGkI9dHO1Q+WYnoO/eIMy0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHp
r4tLfVelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0jG+DzUxzwalUIl 6Jzvs3Xg5JIJx8ZAjIDg

10QoQDWNDoTeRBsz80nwiouA==\n----- END CERTIFICATE----- \n",
"details": {
"issuer":
"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org",
"modulus":

"F14FB6F1FI9CB290356116311E9A91EOCABOES8S2A52EFDALID2C68A0235F2A94257F0146396
4B8EAB138C1BD325546FE38CA809380DAF1DFAS3B1473F8B7A3FF4A2D1IA62BE28BF1979C03
A44337432CB924F07B25E94EQ07AO03EDFOA24F078FDB41D162966F63E533ECB6041429AB82
9199405DE239221C047B4B284E75F3A2554FA8F9760EB28D41903B7E76CA573D1D71DCOFAS
5BFE3CA5D0399535467471A430026212DC99A8CB1FB38FF61AE]162AAFB64AA4CO5FB6D7D05
DF01C77D79D99479CCF1F113E4DFFDO3E2BAY952EDD83D7325EEE1IATD77202B2D78262341BE
A6Cl18E1809B44EFACS80CBAAD31EED313378E376471BF58F2688DCF117E002ABESADGB",
"notAfter": "2027-03-06T22:50:262",

"notBefore": "2017-03-08T22:50:262",

"serial": "CC1B221598E37FF3",

"shalFingerprint":
"1D:70:7A:6F:18:8A:CD:29:50:C7:95:B1:DD:5E:63:21:F4:FA:6E:21",

"subject":

"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org"
}
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ResetNodeSupplementalTlsCipher
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"method": "GetNodeSupportedTlsCiphers",
"params": {1},
"id" 1
}
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"id" : 1,
"result" : {

"defaultSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

I

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384"

I

"supportedSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256",
"DHE-RSA-AES256-SHA",
"ECDHE-RSA-AES256-SHA",
"DHE-RSA-CAMELLIA256-SHA",
"DHE-RSA-AES128-SHA",
"ECDHE-RSA-AES128-SHA",
"DHE-RSA-CAMELLIA128-SHA"

GetPatchinfo E & XSIMA|2
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force AER|X| E2AES EE false OfL|R
OELENAMO
HHE LA 2
ARHpL|Ct T =
CHAl S2HAH IP
FAZAPIS HAE
ufot He gLt
7tset 2k
®* true
* false
gt 2t
Ol HIMES| Hhet Zh2 CHE1 &L T
olg EE 2y
IiX| O] =0 dx[E mix[of cHet WE7F  JSON ZHA|IL|CH
Tot=l 2HA| L] C

2 o

O HIMEO st 22 CtZ Gix|QF B &L,

"method": "GetPatchInfo",
"params": {
"force": false,
by
"id": 1
}
SE
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"id": 1,
"result": {
"patches": {
"SUST936": {
"date": "Wed 09 Dec 2020 10:41:59 pPM UTC",
"description": "BMC fixes",
"newFiles": [
"None"
I
"patchedFiles": [
"Patched file 1.bin",
"Patched file 2.dat",
"Patched file 3.tgz"
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"method":
"params":
"id" 1

{},

E= O3 old|eF fAFSH

octe
od=

"ig" i,
"result" : {
"pendingOperation"
"pending"
"operation"
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"method" : "GetSshInfo",
"params" : {1},
"id" : 1

O] HIMEE LIS OIF2t RAFRH SES HretRtL|Ct.

"id": 1,
"result": {
"enabled": false
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"securitySupported": HIME SEC| X E2 E2I0|E7} 223 7|58 ZF1 JSE 2|0[5HK|
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{

"method": "ListDriveHardware",
"params": {},
"id" : 1
}
SE
Ol HIMEE CHS oMt FAFSH SE S vtetefL(Ct.
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TielWg i,
"result": {
"driveHardware": |
{
"canonicalName": "sda",
"connected": true,
"dev": 2048,
"devPath": "/dev/slotO",
"driveEncryptionCapability": "fips",
"driveType": "Slice",
"lifeRemainingPercent": 98,
"lifetimeReadBytes": O,
"lifetimeWriteBytes": 14012129542144,
"name": "scsi-SATA SAMSUNG MZ7GE24S1MONWAG501251",
"path": "/dev/sda",
"pathLink": "/dev/slotQO",
"powerOnHours": 15489,
"product": "SAMSUNG MZ7GE240HMGR-00003",
"reallocatedSectors": 0,
"reserveCapacityPercent": 100,
"scsiCompatId": "scsi-SATA SAMSUNG MZT7GE24S1IMONWAG501251",
"scsiState": "Running",
"securityAtMaximum": false,
"securityEnabled": true,
"securityFrozen": false,
"securityLocked": false,
"securitySupported": true,

"serial": "SIMONWAG501251",

"size"™: 240057409536,

"slot": O,

"uncorrectableErrors": 0,

"uuid": "789%9aa05d-e49b-ff4f-£821-f60eed8e43bd",
"vendor": "Samsung",

"version": "EXT1303Q"
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{

"method": "ListNetworkInterfaces",

"params": {1},
"igd" o 1
}
SE ol
O] HIME= LIS Ol|A[2t FAFSt SEES dtetetL|Ct.

"id": 1,
"result": {
"nodes": [

{
"nodeID": 1,
"result": {

"interfaces": [

{

"address": "10.117.80.32",
"addressvoe": "::",
"broadcast": "10.117.95.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 9000,

"name": "BondlO0G",
"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"address": "10.117.64.32",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 1500,

"name": "BondlG",

"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

by

1an,

1en,
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"address": "0.0.0.0",

"addressve": "::",

"broadcast": "0.0.0.0",
"macAddress": "90:bl:1c:42:e0:1a",
"mtu": 9000,

"name": "ethO",

"namespace": false,

"netmask": "0.0.0.0",

"status": "UpAndRunning",

"type": "BondSlave",

"virtualNetworkTag": O

"address": "127.0.0.1",
"addressvoe": "::",

"broadcast": "0.0.0.0",
"macAddress": "00:00:00:00:00:00",
"mtu": O,

"name": "lo",

"namespace": false,

"netmask": "0.0.0.0",

"status": "UpAndRunning",

"type": "Loopback",

"virtualNetworkTag": 0

HE 0|= MZ2R2 7|5
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ListNetworkinterfaceStats S £ X5IAA|IQ

HAEE AFESIH 29| ZF HER 3 QA m|o|Ad| CHot &4 El I3l 4~ Sl Lot RS 2F
S2 EAE LIEY 4+ ListNetworkInterfaceStats U&LICE O] APl HIMEE= 7HE
o

20| AZSHY| flot A=, JHE - E0f HM|ASHHH AFEXLID 8! 2f= 2150 ’é!REH—IEf.
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= UFLICE 2AH|AM 07 HE AHESHEH 2= A H0| A9 HERIS SH|7F
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{

"method": "ListNetworkInterfaceStats",
"params": {1},
"id" : 1
}
SE ol

O] HIME= CHS OllM|et FAISH SES BhetetL|Ct.
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"networkInterfaceStats": [

{

"rxErrors": 1,
"rxPackets": 1,
"txErrors": 1,

"rxDropped": 1,
"txCarrierErrors": 1,
"rxOverErrors": 1,
"rxMissedErrors": 1,
"txPackets": 1,
"name": "if name",
"rxLengthErrors": 1,
"collisions": 1,
"rxFifoErrors": 1,
"txBytes": 1,
"rxBytes": 1,

"rxFrameErrors": 1,
"rxCrcErrors": 1,
"txFifoErrors": 1

HE 0|2 MZ22 7|5

12.3
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OoH7H 1
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"method": "ListTests",
"params": {1},
"id" : 1
}
SE o
Ol HMEE CHS oMt FAFSH SEE dtetetL|Ct

"id": 1,
"result": {

"tests": [
"TestConnectEnsemble",
"TestConnectMvip",
"TestConnectSvip",
"TestDrives",
"TestHardwareConfig",
"TestLocateCluster",
"TestPing",
"TestLocalConnectivity",

"TestRemoteConnectivity",

"TestNetworkConfig"

S ENEESIIS
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ZZ\n Utilities
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FEEE| S =YL

2H o

O HIMEO] st 22 CtZ Gix|QF B &L,

"method": "ListUtilities",
"params": {},
"id" 1
}
SE ol
o] HIME= CI3 Of|A[2t FAMSt SEES dretetL|Ct.

"id": 1,
"result": {
"utilities": [

"ResetDrives",
"ResetNode",
"RestartNetworking",
"RestartServices",
"CreateSupportBundle",
"DeleteAllSupportBundles",
"CreateClusterSupportBundle"

HE |z MZ22 7|5
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RemoveNodeSSLCertificateS X XSIAA| 2

O] BfHZS A5 22| LEo| AFEXE SSL QIE A B 7Hel 7|12 HAHE
RemoveNodeSSLCertificate UFLICE QS AL} 71! 7| E H[7{st
7|18 AMESIEE 22| =7t M EIL|CE

A

T

—_
o

T

oH7H 1

(D) 2 =0l thef of BM=S SZBHOF BLICE OIS ST Crn ZALIC
https://<management node IP>:442/json-rpc/10.0

O] HIMEO= &= o7 H47} &L

Hhet gk

O MM =0il= ghat 2ko| gl&Ltt.

2 o

O HIMEO st 22 LIS Gix|QF B &L,

"method" : "RemoveNodeSSLCertificate",
"params" : {1},
"id" : 3
}
SE ol
o] HIME= CIS Of|d[2t FAMSt SEES gtetetL|Ct.

"id" : 3’
"result" : {}
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SMet el

O| HEIHHES AI2510| E2I0|HE AN OO 2 X 7|3}t Sixl] E2I0|HY| Y= 2R E
HIO|E{E XM[HE &= ResetDrives JSLICH O3 LS EEIO|EE 7|Z& L E0|| A CHA|

AME3H7ALE 20| =E EEOM AFE ™ = AUSLIC.
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Het Zf
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oIS 2y 2
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HEQIL|Ct,
2H o

O HIMEO st 22 LIS Gix|QF B &L,

"method": "ResetDrives",
"params": {
"drives" : "slot3",
"force" : true
ba
"id" : 1
}
SE ol
o] HIME= CIS Ol|A[2t FAFSt SEES gretetL|Ct.

66



TielWg i,
"result": {
"details": {
"drives": [
{
"drive": "slot3",
"returnCode": 0,
"stderr":

password /dev/slot9

[£r1eS=0/1] v v ettt ettt
"stdout": ""
}
]
by
"duration": "00:00:28.501269",
"result": "Passed"

}

HE ol MZ2 7|s

" * Unlocking /dev/slot?9
.[ ok 1\ * Secure erasing /dev/slot9

.[ ok ]\ * Setting master
(hdparm)
ok

",

9.6
E *
ResetNode £ MEHSIL|C}

O| HHMEE AESIH L EE 2 X7| d¥o 2 MANdE £+ ResetNode UELICE. 0]
HMEE 2 &6IH 2= HO|F, 7| X[(2TEY O FO20|1E §), #4 U =1 mQ|
LEOM AMK[EILICH O2{Lf O] 2 S0 EQ| HIERA *e”gﬁ ?rxlﬁ."—l':f. S AHO|

XHO{SHD Qle e TR X 7| MO S RARSH A AA ||}

o4 4

ResetNode APIS "ALZ 7HS" AlEHQ! & SO A{BF AL S & QA LICH SR{AE{Q| "SA" L C i "2 Zv AlEfol
ol ALRE & giLCt
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true=2 AA™ELICE
= HE™ 2gas JSON ZHA|IL|Ct =) OfL|2
S| T AL2
st= o
AL EILICH XEM[S
ge mast e
NetApp SupportOf| A
HZefLct.
GLE Y
O HlME0]= gt Zho| gi&LICE
2 o
O HIM =0 CHet ™2 CF2 o2t Bl ghL|C.
{
"method": "ResetNode",
"params": {
"build" : "file:///sf/rtfi/image/filesystem.squashfs",
"force" : true
b
"id" : 1
}
SHE
O| HIME= CH3 OllH|2t FAret SES HretetL|Ct.
{
"id": null,
"result": {
"rtfiInfo": {
"build": "file:///sf/rtfi/image/filesystem.squashfs",
"generation": "9",

68



"options": {

by

"statusUrlAll":
"statusUrlCurrent":

mww
14

"sf auto": "0",
"sf bond mode":

"edebug":

"ActivePassive",

"sf check hardware": "Q0",

"sf disable otpw": "0",

"sf fa host": "",

"sf hostname": "SF-FAl8",

"sf inplace": "1",

"sf inplace die action": "kexec",
"sf inplace safe": "0",

"sf keep cluster config": "0",

"sf keep data": "O0",

"sf keep hostname": "0",

"sf keep network config": "0",

"sf keep paths": "\"/var/log/hardware.xml\"",
"sf max archives": "5",

"sf nvram size": ""

"sf oldroot™: "",

"sf postinst erase root drive": "O",
"sf root drive": "",

"sf rtfi cleanup state™: "",

"sf secure erase": "1",

"sf secure erase retries": "5",

"sf slice size": "",

"sf ssh key": "1",

"sf ssh root": "1",

"sf start rtfi": "1",

"sf status httpserver": "1",

"sf status httpserver stop delay": "5m",

"sf status inject failure": "",
"sf status json": "O0",
"sf support host":
"sf test hardware":
"O"

4

"sf upgrade firmware":

non,
"sf upgrade":
o,
"sf upload logs url": ""

"http://192.168.130

"sfsupport.solidfire.com",

"http://192.168.130.20/status/all.json",

.20/status/current

.Json"
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ResetNodeSupplementalTlsCiphers & £ X5t

HIASE AFgto] 27} TLS St S22 7|2oR B 4

ResetNodeSupplementalTlsC1phers USLICE 22| =E0j|A o] HH

SLIC}.
74 1
(D) #2 =0l thell of BM=S SZBHOF BILICE OIS ST Crn ZALIC

https://<management node IP>:442/json-rpc/10.0

2 o

O MM =0il gt 2782 CHE ox|<t Bl LT

"method": "ResetNodeSupplementalTlsCiphers",
"params": {1},
"id" ¢ 1
}
SE o

O] HIMEE CHS Ol|M|et FAISE SES BretetLCt.

"id" : 1,
"result" : {}
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O] HIMEOf CHSE RF 2 CHS Of|N|Qt H=ghL|C.
{
"method": "RestartNetworking",
"params": {
"force" : true
}o
id" 1
}
SE ol
Ol HIMEE CHS o[H|Qt FAFSH SEES dtetetL|Ct

{ "id" : l’
"result" : {}
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"method": "RestartServices",
"params": {
"force" : true
"action" : restart,

}

O] HIMEE LIS GlF2t RAME SE S RretRtL|Ct.

"id": 1,
"result": {
"details": "solidfire stop/waiting\nsolidfire start/running, process
7284\n",
"duration": "00:00:02.541594",
"result": "Passed"

HZE 0|= MZ22 7|5

9.6

SetClusterConfig
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"method": "SetClusterConfig",

"params": {
"cluster": {
"name": "myhost",

"mipi": "BondlO0OG"

b
gt g 1
}

= o

| HIM=E TS oI FAIRE SES Bratet|tt.

0[0

o

74

mu 4o

ogt

L]


https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_cluster.html

"idr ko1,

"result" : {
"cluster" : {
"cipi"™ : "BondlO0G",
"cluster" : "QoS",
"ensemble" : |
"1:10.10.5.42",
"2:10.10.5.43",
"3:10.10.5.44",
"4:10.10.5.46",
"5:10.10.5.47"
I
"hostname" : "myhost",
"mipi" : "BondlOG",
"nodeID" : 1,
"sipi" : "Bondl0G",
"state" : "Active"
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"method": "SetConfig",

"params": {
"cluster": {
"name": "MyHostname"
by
"network": {
"Bondl0G": {

"bond-mode": "ALB"

O] HlAaE2| SHE getconfig HAE2| dtetnt SUBIL|CE SetConfigE AHESHH JHA| EA| & AH|O|EE 2ol CHSt
DE T EAELICH

HE ol MZ22 7|5

+ SetClusterConfig
+ SetNetworkConfig

* getconfigE A ZSHA AL
SetNetworkConfig
O HHS ArESI =0 Chigh HERIA +d& BEE &= SetNetworkConfig USFLICL.

LEO| v HEYI B™EZ EASIEH™H GetNetworkConfig API HINEE AEBtL|C},

oH7H 1

F9l:

LEOM HE ZEE HESHHE HESRZ AAO| EAHCZ BOE = AFLICL

O] HIMEO= CtEat 22 U o7 M7t ASLICE

77


https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_response_example_getconfig.html

Si=; =3 e 7| =2ek
HER2 Y EHEHNI HE/I(ZRE s
2ol ZEE A QIE{mo]X)
OI oY e
EMOZ 0| HAMER
HEe e
Z=7totH ELct.
ahet &
O| HAEof ghet Zf2 L2t Z&LIth
0= 23 7Y
HES3 2O ot M LERS 78 S oM HERIS(EE
HEH3 AL
23 o

O MM =0il chigt 2782 CHS GIx[<t Bl &FLIT.

"method": "SetNetworkConfig",
"params": {
"network": {
"Bondl0G": {
"bond-mode": "ALB"
by
"BondlG": {

"netmask": "255.255.224.0"
by
"eth0": {
"method": "bond"
by
"lo": {
"method": "loopback"
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https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_network_all_interfaces.html

HZE 0|= MZ22 7|5

9.6

* GetNetworkConfig & & Z5HMA|2

* GetNetworkConfig 2 & ZX5IMA|Q

SetNodeSSLCertificateS MEHSIL|C}

HIAEE AFE6H 22| = =0f CHSt AFEXE SSL QIS A 8l 74l 7|8 AHE
SetNodeSSLCertificate JU&SLICE

(D) APIE As S0l 22| E8 MR siof BLIC

PR
(D) #2 =0l thell of BM=S SZBHOF BILICE OIS ST Crnt ZALIC
https://<management node IP>:442/json-rpc/10.0

O] HIMEO|= CtEat 22 U o7 Ha7t ASLICE

o|& a9 e 7= R
ASA PEM QIZTE 2IEM EXE 8= of

ECECNENE
)k-II-IoI- [[H
serverAuth01| CHet
extendedKeyUsage
SHErZ QIS Ao
ZZotoffof gLt O]
SHEE AFEoHH YUt
2 HH =
HEIRXOM 2F
SI0| QIBME ALES
A oIAL_||:|. _'<;'>:I-II'0|

Sle B2 API=
RIBME fRSHK]
oo 7 9;

LS 1=

HE gt
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https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_response_example_getnetworkconfig.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_response_example_getnetworkconfig.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_response_example_getnetworkconfig.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_response_example_getnetworkconfig.html

JE A 2 7|32 L4 @aglct
7Hel 7| 7HQ! 712 PEM =XtE = ol
OITLE HMAE
HHLICE.
LA
O] M =0i|= gtet ol Si&LICE.
X o
O] HM=of CHet M2 CHZ Of|H|<t H| LT,
{
"method" : "SetNodeSSLCertificate",
"params" : {
"privateKey": "-———- BEGIN RSA PRIVATE KEY-----

80

\nMIIEowIBAAKCAQEA8U+28fnLKONWEWMR6akeDKuehSpS790dLGigI18glCV/AUYS5\nZLjgsT
JBVTJIVRv44yoCTgNrx36U7FHP4t6P/Si0aYrdovxl5wDpEM3Qyy5JPB7Je\nl10B6AD7 fmiTweP
20HRYpZvY+Uz7LYEFCMrgpGZQF3i0SIcBHtLKE5186JVT695dg\n6yjUGQ0352y1c9HXHen61b
/Jy10DmVNUZ0caQwAmIS3Jdmoyx+zj/YadWKg+2SqTA\nX7bX0F3wHHEfXnZ1HNM8fET5N/ 9A+K6
157dg9cyXudafXcgKyl4JiNBvgbBjhgJdtE\n76yAy6rTHUOxM3]jdkcb9Y8miNzxF+ACg+itaw
IDAQABAOIBAH1J1IZr6/s1tgqViw\n00gVC/49dyNu+KWvSq92ti9rFe7hBPueh9gklh78hP9Q11i
tLkir3YK4GFsTFUMux\n7z1NRCxA/4LrmLSkAJW2kRXDEV12bwZgOua9Ne fGwI208D20ZvbuOx
k7Put2p6se\nfgNzSjf2SI5DIX3UMe5dDN5FByu52CJI9mI4Ul 6ngbWln2wcdnsxJg0aAEkzB7w
ng\nt+Am5/VulLI6rGiG6oHEWOoGSuHllesIyXXa2hgkU+1+iF2iGRMTiXac4C8d11NU\nWGIR
CXFJAmsAQ+hOm7pmt sKdEqumj /PIoGXf0BoFVEWaIJIMEgnfulZp8IelJQXn\nSFJbk2ECgYEA
+d500U4thZXy1WHUZgomaxyzOruAlT53UeH69H1FTrLjviwuaigj\nlHzPlhms6hxexwz1dzAp
gog/NOM+2bAc0rn0dgvtV4doe]jt IDZKRrNCE/cuN20X\njaCJC1CWau3sEHCckLOhWeY4HaPS
OoWgOGKLmKkKDChB4nWUYg3gSWQkCgYEA9ZUN\NHW8GPS+yjixeKXmkKOOx/vvxzR+J5HH5znal
Hss48THyhzXpLr+v30Hy2hO0yAlBS\nny5Ja6wsombOmVedNxVtVawg2E9vVvTalUC+TNmFBBuL
RPfjcnjDerrSuQ51YY+M\nCOMItXGfhp//GO0bzwsRzZx0OBsUJb1l5tppazZIls9MCgYAJricpkKiM
0x1Z1jdvXsos\nPilnbho4gLngrzuUuxKXEPENnzBxUOqCpwQgdzZLYYw788TCVVIVXLEYem2s0
7dDA\NDTo+WrzQNkvC6IgqtXHIRggegIloGlVbgQsbsYmDhdaQ+os4+A0eQXw3vgAhd/gNJ\njQ
4Ttw3ylt7FYKRH2 6ACWQKBgQC74Zmf4JuRLAOSWSZFxpcmMvitnlvdutqUH4kXA\nzPssy6t+QR
LalfFbAXkZ5PglITK752aiaX6KQNG6gqRsA3VS1J6drD9/2R0f0QUL7\n+j0kGzmmoXf497731S
akwg0ZbONGXNXEsCAUr0BYAobPp9/fB4PbtUs99fvtocFr\njS562QKBgCb+JIJMDP5g7 jpUusp]
Oobd/ZS+MsomE+gFAMBJI71KFQ7KuoNezNFO+ZE\n3rnR8AgAM4VMzgRahs2PWNe2H14J4hKu96
gNpNHbsWINjXdALOP70gQIrhGLVdhX\nInDXvTgXMdMoet4BKnftel rXFKHgGgXJoczgq4dJWzGS
IHNgvkrH60\n----- END RSA PRIVATE KEY-—-——- \n",

"certificate": "-———- BEGIN CERTIFICATE-----
\nMIIEdzCCAl+gAWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBBQUAMIGDMQOsWCQYD\nNVQQGEwW
JVUzZELMAKGAIUECBMCT1YxFTATBgNVBACUDFZ1Z2FzLCBCYWJI5ITEhMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFZ1Z2FzLi4uMSOwKwYJKoZIhvcNAQkBFh53\naGF0aGFwcGVuc0B2zWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4Mj I1MDI2WheN\nMjcwMzA2MJI1IMDI2WjCBgzELMAKGAL



UEBhMCVVMxCzAJBgNVBAGTAKkSWMRUWEWYD\NVQQHFAXWZWdhcywgQmFieSExITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLjEtMCsGCSqGSIb3DQEJARYed2hhdGhhcHB1bnNAdM
VnYXNzdGF5c21uLnZl\nZ2FzMIIBI jANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEABU+28f
nLKONWEWMR\n6akeDKuehSpS790dLGigIl18glCV/AUYS5ZLjgsTiBvTIVRv44yoCTgNrx36U7FH
PA\nt6P/SilaYrd4ovxl5wDpEM3Qyy5JPB7Jel0OB6AD7fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF31i0SIcBHtLKES5186JVT675dg6yjUGQ0352y1cI9HXHen61b/ 5yl 0DmVNU\nZ0caQwAmIS3J
moyx+z7j/YadWKg+2SqTAX7TbX0F3wHHEXnZ1HNM8fET5N/9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOXM3§ jdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGA1Ud
DgQWBBRVVBRPN053534zGRhrnDJyTsdnEbTCB\nuAYDVROJBIGWMIGtgBRVVBRPN0o5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAgGTAKSWMRUWEWYDVQQHFAXW
zZWdhcywgOmFieSExITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhey4uLjEtMCsGCSAG
SIb3DQEJARYe\nd2hhdGhhcHB1bnNAdmVNnYXNzdGF5¢c21ulnZl1Z2FzggkAzBsiFZzjjf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiG9wOBAQUFAAOCAQEAhVND5s71mQPECWVLfiE/ndtIbnpe\nMg
05geQHCHNN1u5RV9j8aYHp9kW2gCDJI5vueztZz2L1tC4D7JyfS3714rRolFpX6N\niebEgAaE5e
WvB6zgiAcCMRIKqu3DmJ7y3CFGkI9dHO1Q+WYnoO/eIMy0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHp
r4tLfVelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0jG+DzUxzwalUIl 6Jzvs3Xg5JIJx8ZAjIDg

10Q00DWNDoTeRBsz80nwiouA==\n---——- END CERTIFICATE--—--- \n"
Yo
Dig® g 2
}
SE o
Ol HIME = CHS OllM| 2t RAFSH SES dtetetL|Ct,
{
"id" : 2,
"result" : {}

SetNodeSupplementalTisCiphers £ & XM A|2

HACEE AIRSIH X7} TLS Y5t 22 XS £
SetNodeSupplementalTlsCiphers JASLICH 22| 20N O HHE AIRE &=
USLICE

Of7H B4

(D) 2l =Sl chef of BIMES SEehor BLICE 62 S CSn PALIC

https://<management node IP>:442/json-rpc/10.0
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O HiMEO= CtEat 22 U™ o7 Ha7t ASLICE

= M ST 7|22k U
rer=gup| OpenSSL EH =X gls ol
HAEZE MBSH= EX
¢S IF O|EYLICEH
st OF 0|E2
CH/AEXHE 2K
r&LICH
A
O] HIMEQ| ghet Zf2 CHSat ZH&LCt
E M 7
U A5t oo st 24 TLS s OF 22Xt
SEQILICE =M A g
AE{QI Cipherer®!L|C}.
a=pups| Lo st 7t TLS @ O 2XtE
SEQIL|Ct.
2H o

O HIME=0f CHEt 282 TH oiFIQF HIEfLIC

0[0

o

82

CH
=

"method": "SetNodeSupplementalTlsCiphers",
"params": {
"supplementalCiphers": [

"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

by
midh: 1

o

| HMEE= CHS OIRI2t RAFSH SES BhetefLict.



"id" : 1,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384™"

I

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

YHE AE5H0 S AN LES CHAl A|EISHALE E2E 4= Shutdown AFLILE. O]
HE AFESI 2HAHS HA LE OIE LE E= 2= LEE Y & USLICL

A /4 7|2k T QARlL|Ct
MAIESHALE S22 ™ HiE A2 ol
L=E=9] NodelD
SEQL|CE.
2 MEfSIL|C} SHAEO| CHsH =Xt CHA Al ZfRfL|Ct otL| R

A?)'H'é'l- Il-o-l O::I |_| |:|._

Jtset EI

* Restart(XHA|%}):
S2AHE
THA[ZFRELICE

* HALT: Melg
2D ZLIC.



Hhet gt

O MM =0il= ghat 2ko| &Lt

2 o

O HiMEO] st 22 CtZ OIx|QF HI gL,

"method": "Shutdown",
"params": {
"nodes": [
2,
3,
4
1y
"option": "halt"

s
"id": 1

= o

| HIMEE CHS OIRI2t RAFSH SES HhetefLict.

0[0

o

"id" : 1,

"result" : {
"failed": [],
"successful": |

6

HE ol MZ22 7|5

9.6

TestConnectEnsembleS £tXs|AIA
HIAEE ALE6H0 X|HE H|O|EH[0|A LA S o] AZEZ =holgh 4~
= =

TestConnectEnsemble USLICI 7|EXOZ 0| tE= HZAZI S AH| CHsl LMES
AESILICH = OHE AME2 NS0t HE2 HIAEY =& JUSLICY
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Oi7H =

O] HIMEO= CHEat 22 U o7 M7t ASLICEH

JE EE S
o HHEAES O 2
HEZ PRE YA

=C S2AAE P FA
s=luct,

o|F 23
MNE EE dhehEl Z4A:

* nodes: (object) @A}

7|22 B4 a9/t
o ol
2y

JSON ZHAH| LTk

|7|-

7
UYNE LC B2 U HA B

* duration: (string) AAIE
AeiSH= of| 2ot A|ZHAL|C

* result: (string) T HAEQ]

Z2tYLCt.

QE o

O HiM=of chist RE2 LIS Gix|QF H=EHLICE,

"method": "TestConnectEnsemble",
"params": {},
"id": 1
}
SE o
O| HIME= L3 of|x[2t FALet SES dretetL|Ct.
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"idT: 1,

"result": {
"details":
"nodes": {
"1:10.10.20.70": "Passed",
"2:10.10.20.71": "Passed",
"3:10.10.20.72": "Passed",
"4:10.10.20.73": "Passed",
"5:10.10.20.74": "Passed"
}
b
"duration": "00:00:00:756072",
"result": "Passed"

HH 0|= MZ2R2 7|5

9.6

HIAE ConnectMvip

AEE|X| S| AEOf Ciet 22 &S HAE

I_

O] HIAEO|A= MVIPE pingst ZHEHst API HIAEE HAlSIe & MEHE g+0|o+|.|q

o4 1

O HiME=O= CtEat 22 ™ o7 H4-71 ASLICE

= MH Y
s O| gt2 MYl CHE EXtE
MVIPS| Ee2| HZES

HIAES 4= ASLICH
Etzl S8 AE{2t9
HES HAESH 0 0f
US MEY ER:=

Lt

e
riot
N

Of HiME=9f et gt2 Ch3 1t Z&L L)
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4T oo
0z

M
=

o=
'IT%’

E ZtHol| chiet F = (JSON 7HAl): JSON ZHA| LT

m
[> oF

* connected: HAEZ}
MVIP(R2)0 HEY =+ J}=X]
2 E LIEFHL|CE

* mvip: MVIP E|AE CHAH(
EXE)

* pingBytes: 56HI0|EQ}
1500HI0|EE 71Xl T HIAEQ)
M5 HE (object)

° 56: 56 HIO|E ping HIAE
Z1} (JSON ZHA]):

" individualRespons

) . =
eTimes: 2 LA S

=COo| SE A 22

[— ]

(EXE BIE)

" individualStatus:
2t A2 L E9| Ping
A 22 (22 )
responseTime: it
Ping S AlZHEAHE)

" successful: Ping
HAEI d3/=X
FE HEPLICHES).

° 1500: 1500 H}O|E ping
HIAE A (JSON ZHA]):

* individualRespons

eTimes: 2f Q&S
Lo SEH AU =EE

(EXHE HHE)

" individualStatus:
2t otAME LLEQ| Ping
AE 55 (B2 HY)

responseTime: Bt
Ping 8 AlZHEXHE)
" successful: Ping
HAEIL 43/=X
& (R=2)
° duration: HAEE
Ash= o ZEaot Azt
(ZXAHE)

° result: MM HAE &A1t
(2XtE)



QE o

O HiMEOf cist RE2 LIS GIx|QF B &L,

"method": "TestConnectMvip",
"params": {
"mvip" : "172.27.62.50"
by
"id":1
}
SE o

O] HIMEE CHE OllM|et FAISE SES BhetetL|Ct.

"id": 1,
"result": {
"details": {
"connected": true,
"mvip": "172.27.62.50",
"pingBytes": {
"1500M™: {
"individualResponseTimes": [
"00:00:00.000250",
"00:00:00.000206",
"00:00:00.000200",
"00:00:00.000199",
"00:00:00.000199"
1y
"individualStatus": |
true,
true,
true,
true,
true
1y
"responseTime": "00:00:00.000211",
"successful": true
b
"56": |
"individualResponseTimes": [
"00:00:00.000217",
"00:00:00.000122",

88



"00:00:00.000117",
"00:00:00.000119",
"00:00:00.000121"
1y
"individualStatus": [
true,
true,
true,
true,
true
I
"responseTime": "00:00:00
"successful": true
}
by
"duration": "00:00:00.271244",

"result": "Passed"

HE 0|= MZ22 7|5

9.6

HIAE ConnectSvip

.000139",

O| 3 ALESI0] AEZ|X| 2 A et AEE|X| &S HAES £
TestConnectSvip YSLICE O] H|AEO|M = ICMP I3!S AHESIH SVIPO| ping= St

M Z5HH SCSI £7|Xt2 S ABtL|C}

OH7H 1

o WSOl Che Rt 22 U2 oi7H HaTt YesLiCt
JE EL S
1 0| S FEIBI 12 24

SVIPS| &2 HAS
HAES & Q&LICE
EfZll 22{AELO
HZS HAES ujf 0]
US ANEL HRE

RELit.

7|23t T4 QAL
2 ofLlg

89
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4T oo
0z

uy

m

|2 E ZH40]| CHet Y= (JSON JHA]):

* connected: AAIZt SVIPY|
dadg £+ J=X HEE
LIEFHLICHE ).

* svip: SVIP HIAE CHA (
EXE)

* pingBytes: 56HI0|EQ}
9000HIO|EE 7t%l W HIAES]
NE HE (A

° 56: 56HI0|E Ping EHIAE
Z1HJSON 7HA)):

" individualRespons
eTimes: 2F QtAtE
Lo S5 A7t 22

[— ]

(EXE BIE)

" individualStatus:
Zb orArE L E Q| Ping
def 25 (22 Ui

responseTime: it
Ping S& AIZHEXIE)

" successful: Ping
HAEI d3/=X

HE LIEHHLICHES).

° 9000: 9000 HIO|E ping
HIAE Z1t (JSON ZHA|):

* individualRespons
eTimes: 2f Q&S
Lo SE AIZH 22
(=XHE HiY)

* individualStatus:
JF OI-AI-‘=' iEo' Ping
el 22 (98 )

responseTime: Bt
Ping S& AIZHEXIE)

" successful: Ping
HAEI 43/E=X
H2E LIEFHLICHE ).
° duration: HHAEE
AHAllst= o 2Rt AlZt
(2XHE)
° result: MA| HAE A1t
(EXHE)



QE o

O HiMEOf cist RE2 LIS GIx|QF B &L,

"method": "TestConnectSvip",
"params": {
"svip" : "172.27.62.50"
by
"id" 1
}
SE o

O] HIMEE CHE OllM|et FAISE SES BhetetL|Ct.

"id": 1,
"result": {
"details": {
"connected": true,
"pingBytes": {
"56": |
"individualResponseTimes": |
"00:00:00.000152",
"00:00:00.000132",
"00:00:00.000119",
"00:00:00.000114",
"00:00:00.000112"
I
"individualStatus": [
true,
true,
true,
true,
true
1,
"responseTime": "00:00:00.000126",
"successful": true
br
"9000": {
"individualResponseTimes": [
"00:00:00.000295",
"00:00:00.000257",
"00:00:00.000172",

92



"00:00:00.000172",
"00:00:00.000267"
I
"individualStatus": |
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.000233",

"successful": true
}
by
"svip": "172.27.62.50"
by
"duration": "00:00:00.421907",
"result": "Passed"

HE 0|= MZ22 7|5

9.6

HAE E2jo|H

Ol 8 AZB10] teCo] DE S2f0[H0j SERI0) USE LY + restorives
UBLICE 0] e Salo| oM =Rl QB S AX|etD SuM HALHAE Hit2
2 ag|ct

OH7H 1

22| AE{0f 4 "2H3"0] Obcl iSO A 2 O] WS MY 4 TestDrives YALITE

1

(D olEAEE < 102 BE 2L,

O] HIME=0f= CHEa 22 Y= o7 M7t ASLICH

Si=; 23 7Y 712w g2 QAT
ots LCo| EBlojEE  ES ole o

HIAESIEH true2
AL,
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E EE 2y 7123 T4 @At
= BAES My A7t Ha 10 oLl
(2)2 XLt
Hbet gk
Ol B A=) BHet 32 ST PALIL
015 oy 2y
HE HE BIAE B9 43 E Ao Cist  JSON MLt
e
H o

O MM =0il chigt 2782 CHS ox[<t Bl LT

"method": "TestDrives",
"params": {
"force": true,
"minutes" : 10
}o
"id" 1
}
SE o
Ol HIME= E2| 2t E2t0|H0j CHet E|AE Autot ZotE H|0O| S8 HretetL|Ct

HM 0|2 ME2R 7|5

9.6

TestHardwareConfig

O] BfH S A5 LENA SIERN EAEE 3T £~ TestHardwareConfig U&LILC.
ol o

o=
HAE SM0|= ot=9lo] 719, B HE A 2= EE}OIEH A=K 2elst= 20|
EoEILICE,

74 i

i
oy
Ral
Ot
N
o
rot

b
=)

OtElLICt.

() olEstEAEE stefio) oF
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O] HIMEO|= CtE1t

o|&

TRt Ct

015 a4y
HE HE st=elof 4 Al
2H o

O] HIMEO| gt RE2 L=

oo
L

o] 8

Z2 U oo HaIt ASLICH

e N = [0
E

|AES
SfLIct 7tset

N >y nx
oz oR

* True: FHA|El
HAE Zut
oS AHsta
HIAEZE CHA|
AHBtL|Ct.

* False: FHA| =l
HAE 22
Z{ASHL|CE

LEE H3Xo=z
MAHH5t2H force
Of7H =47t Of

A E0f| ZIEte|o{of
giL|ct.

Of| &2t B fLlCt.

"method": "TestHardwareConfig",
"params": {

"force": true

by
"id" 1

oo

B ollx|el Zo|Z Qs HE ETo]| EAMSHE LT

7|22 "4 4Lt
743l o2
ol of
2y
g JSON ZHHIiLct
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HZE 0|= MZ22 7|5

9.6

TestHardwareConfig

TestLocateClusterS £ XsIAAI2

O] BfHZ3 ARSI LEJ SHAH 74| X|HE SHAHE #2 £ J=X| &elg
TestLocateCluster USL|CH EHE S A7 MMEIJ}=X| 20lst 22 AH
AMZO| LEE LIEELLCY,

OHoH i

O] HIMEO= &= o7 H=7} GlE LIt

Hhet gk

JE EE 2y

ERE] BIAE B AT e Aol o JSON ZHHILICt
e

X o

O HIMEO] st 22 CtS Gix|QF B gL,

"method": "TestLocateCluster",
"params": {},
"id" : 1
}
SE o
O] HIME= CI3 Of|A[2t FAFSt SEES vtetetL|Ct.
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https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_response_example_testhardwareconfig.html

vigry 1,

"result": {
"details": {
"complete": true,
"ensemble": {
"nodes": [
{
"IP": "10.10.5.94",
"nodeID": 1
br
{
"Ip": "10.10.5.107",
"nodeID": 2
br
{
"Ip": "10.10.5.108",
"nodeID": 3
}
]
br
"version": "5.749"
by
"duration": "0.0384478sec",
"result": "Passed"
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O HHHZ ALESIH & E{AH0| = 2 =2 CIP(Cluster IP)E pinget &
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"method": "TestLocalConnectivity",
"params": {1},
"id": 1
}
SE ol

O HiME=Of tist RE2 LIS GIx|QF HEHLICE,

"id": null,
"result": {
"details": {
"10.26.86.17": {
individualResponseTimes: [
"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
"00:00:00.006584",
"00:00:00.006334"
I
individualStatus: [
true,
true,
true,
true,

true

1,

o=
'IT?D:’

JSON ZHAH|LITE

responseTime: "00:00:00.006475",

successful: true
b
"10.26.86.18": {
individualResponseTimes: [
"00:00:00.006201",

98



"00:00:00.006187",
"00:00:00.005990",
"00:00:00.006029",
"00:00:00.005917"7],
individualStatus: [
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.006065",
"successful": true
br
"10.26.86.19": {
individualResponseTimes: [
"00:00:00.005988",
"00:00:00.006948™",
"00:00:00.005981",
"00:00:00.005964",
"00:00:00.005942"

1,

individualStatus: [
"true",
"true",

true,

true,

true

I

responseTime: "00:00:00.006165",

successful: true,

br
"10.26.86.20": {
individualResponseTimes: [

"00:00:00.005926",
"00:00:00.006072",
"00:00:00.005675",
"00:00:00.009904",
"00:00:00.006225"

"individualStatus": [
true,
true,
true,
true,

true



by

"duration":
"result":

HE |z MZ2 7|s

9.6

TestNetworkConfigs &%

0| HIHES ARSI RAEl HEL

AESh

Bl

Of7H H =
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I

responseTime:

successful:

"00:00:00.006760",
true

"00:00:00.595982",

"Passed"
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"method": "TestNetworkConfig",

"params": {1},
"id" : 1

Wigw g 1,
"result": {
"details": {
"network": {...}

b
"duration": "00:00:00.144514",

"result": "Passed"

SE ol 2

MTU 2L X| off

"id" : 1,
"result":
{

"details"

{

"error":

{

"message" : "Network configuration mismatch on BondlO0G:
Incorrect MTU expectedMTU=[1500] actualMTU=[9600]", name:
"xAssertionFailure"
}

Yy
"duration": "0.125213sec",

"result": "Failed"

101



= o

=gl Y 2t2E of

—

0[0

w

Ir

"id": 1,
"result":

{

"details"

{

"error":

{

"message" : "Network configuration mismatch on BondlG: Routing
table missing route=[192.168.137.2 via 192.168.159.254 dev BondlG]", name:
"xAssertionFailure"

}

bo
"duration" : "0.128547sec",

"result" : "Failed"
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"method": "TestPing",
"params": {
"interface": "BondlG",
"hosts": "192.168.0.1"

I
"id" ;1
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"id": 1,
"result": {
"details": {
"192.168.0.1": {
"individualResponseCodes": [
"Success",
"Success",
"Success",
"Success",
"Success"
1y
"individualResponseTimes": [
"00:00:00.000304",
"00:00:00.000123",
"00:00:00.000116",
"00:00:00.000113",
"00:00:00.000111"
I
"individualStatus": |
true,
true,
true,
true,
true
1,
"interface": "BondlG",
"responseTime": "00:00:00.000154",
"sourceAddressv4": "192.168.0.5",
"successful": true
}
by
"duration": "00:00:00.001747",
"result": "Passed"
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"method": "TestRemoteConnectivity",
"params": {
"force": "true"
by
"id": 1
}
SH ol

O] HIMEE CHS GllM|et FALSE SES BhetetLCt.

[

"id": null,
"result": {
"details": {
"1re |
"details": {
"10.26.86.17": {
"individualResponseTimes": [

"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
"00:00:00.006584",
"00:00:00.006334"
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1,
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
I
"responseTime": "00:00:00.006475",
"successful": true
by
"10.26.86.18": {
"individualResponseTimes": [
"00:00:00.006201",
"00:00:00.006187",
"00:00:00.0059¢90",
"00:00:00.006029",
"00:00:00.005917"
1,
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
I
"responseTime": "00:00:00.006065",
"successful": true
by
"10.26.86.19": {
"individualResponseTimes": [
"00:00:00.005988",
"00:00:00.006948",
"00:00:00.005981",
"00:00:00.005964",
"00:00:00.005942"
1y
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
I
"responseTime": "00:00:00.006165",
"successful": true,
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by
"10.26.86.20": {
"individualResponseTimes": [
"00:00:00.005926",
"00:00:00.006072",
"00:00:00.005675",
"00:00:00.009904",
"00:00:00.006225"
I
"individualStatus": |
"true",
"true",
"true",
"true",
"true"
1,
"responseTime": "00:00:00.006760",
"successful": true
}
by
"successful": true
}
by
"duration": "00:00:00.595982",

"result": "Passed"

}
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