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"id": 1,
"result": {
"cBmcResetDurationMinutes": 0
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"method": "DisableClusterSsh",
"params": {
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"id": 1,

"result" : {

"enabled": true,
"timeRemaining": "00:43:21",
"nodes": [

{
"nodeID": 1,
"enabled": true

"nodeID": 2,

"enabled": true

"nodeID": 3,
"enabled": false

"nodeID": 4,
"enabled": false
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"method": "DisableSnmp",
"params": {1},
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"result" : {},
"id" o 1
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"method": "EnableBmcColdReset",

"params": {
"timeout": 36000

by
"id": 1
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"id": 1,
"result": {

"cBmcResetDurationMinutes":
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"method": "EnableClusterSsh",
"params": {
"duration" "02:00:00.00"
by
"id" 1
}
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"id": 1,

"result" : {

"enabled": true,
"timeRemaining": "00:43:21",
"nodes": [

{
"nodeID": 1,
"enabled": true

"nodeID": 2,
"enabled": true

"nodeID": 3,
"enabled": false

"nodeID": 4,
"enabled": false
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"method": "EnableSnmp",
"params": {
"snmpV3Enabled" : "true"
by
"id" 1
}
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{
"id" : 1,
"result" {}
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"method":
"params": {
}I

"id": 1

"GetBinAssignmentProperties",
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"id": 1,
"result": {
"properties™: {

"algorithmRuntimeMS": 1105,
"areReplicasValid": true,
"binCount": 655360,
"isBalanced": true,
"isStable": true,
"isWellCoupled": false,
"layout": [
{
"protectionDomainName": "1",
"services": [
{
"budget": 7281,
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"serviceID": 16

"budget": 7281,
"serviceID": 19

"budget": 7281,
"serviceID": 24

"protectionDomainName":
"services": [

{
"budget": 7281,
"serviceID": 17

"budget": 7281,
"serviceID": 20

"budget": 7281,
"serviceID": 22

"protectionDomainName" :
"services": [

{
"budget": 7281,
"serviceID": 18

"budget": 7281,
"serviceID": 21

"budget": 7281,
"serviceID": 23

"2"
14

"3"
4
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1,
"numSwaps": 0,

"numUpdatingBins": O,

"protectionDomainType": "node",

"reason": "Final",

"replicationCount": 2,

"requestRebalance": false,
"serviceStrandedCapacities": [],
"timePublished": "2020-04-02T18:34:07.8076812",
"validSchemes": []
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"method": "GetClusterSshInfo",

"params": {1},
"igd" o 1
}
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"id": 1,

"result" : {

“enabled”: “true”,
“timeRemaining”: "00:43:21",
"nodes": [

{
"nodeID": 1,

"enabled": true

"nodeID": 2,
"enabled": true

"nodeID": 3,

"enabled": false

"nodeID": 4,
"enabled": false
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"method": "GetClusterStructure",
"params": {},
"id" 1
}
SE
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{
"id": 1,
"result" : <clusterStructure object containing configuration
information>

}
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"id": 1,
"result": {
"nodes": [
{
"nodeID": 1,
"fipsDrives": "None",
"httpsEnabled": true

"nodeID": 3,
"fipsDrives": "None",
"httpsEnabled": true

1,

"errorNodes": [

{
"nodeID": 2,

"error": {
"message": "The RPC timed out.",
"name": "xRpcTimeout"

}
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"method": "GetLldpConfig",
"id" 1
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"id": null,
"result": {
"lldpConfig": {
"enableLldp": true,
"enableMed": false,

"enableOtherProtocols": true
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"method": "GetLldpInfo",
"id" 1
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"method": "GetNodeFipsDrivesReport",
"params": {},
"id" o 1
}
SH ol
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"id": 1,
"result": {
"fipsDrives": "None"
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"method": "GetNtpInfo",
"params": {1},
"id" 1
}
SH ol
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"id" : 1,

"result" : {
"broadcastclient" : false,
"servers" : [ "us.pool.ntp.org" ]

}
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"method": "GetNvramInfo",
"params": {
"force": true
by
"id" 1
}
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O HIME0i= = o7 H~7} glELICE

LI

0|g EE 2
EEIEENNES 2t mEO| HHE BS EHQI0| s AKI2 JSON "=E HEEo!
=C 22U, ‘==Lt

2 o

O MM =0jl chist 2782 CHE GIx[<t Bl & LT

"method": "GetProtectionDomainLayout",
"params": {1},
"id" 1
}
SH ol
O] HIME= Ct3 oflM|2t |AFSH SEHS HhetetL|Ct.

"id": 1,
"result": {

"protectionDomainLayout": [

{
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"nodeID": 1,
"protectionDomains": [

{

"protectionDomainName" :
"protectionDomainType":

"protectionDomainName" :

"protectionDomainType":

]

by

{
"nodeID": 2,
"protectionDomains": [

{

"protectionDomainName" :

"protectionDomainType":

"protectionDomainName" :

"protectionDomainType":

]

b

{
"nodeID": 3,
"protectionDomains": [

{

"protectionDomainName" :

"protectionDomainType":

"protectionDomainName" :

"protectionDomainType":

]

by

{
"nodeID": 4,
"protectionDomains": [

{

"protectionDomainName":

"protectionDomainType":

by
{

"QOTFCR2914008D",

"chassis"

"Rack-1",

"custom"

"QTFCR291500EA",

"chassis"

"Rack-1",

"custom"

"QTFCR291500C3",

"chassis"

"Rack-2",

"custom"

"QTFCR291400E6",

"chassis"

23



"protectionDomainName": "Rack-2",
"protectionDomainType": "custom"

HH ol= MER 7|s

12.0

GetRemoteLoggingHosts £ & XoIMA|L

HAEES AHESIH 23 MH 2| 2Xlf == 2 7N 2 &= GetRemotelLoggingHosts USLILCE

o7} 1

O] HM=0il= &= oH7H Ha=7t Gl LTt

oIS 2y ok

A SAE HE=l 22 HHEE $ASIEE 23 M MEE[R}ELICH
THE SAEN Ot IPFA S ZE
HE ZEL|CH

2H o

O HIMEO] st 22 CtZ GiX|QF B gL},

"id": 3386609,

"method": "GetRemotelLoggingHosts",
"params": {}
}
SE ol
O| HIME= CH3 OflH|2F FAFet SEES HretefL|Ct.
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"id": 3386609,

"result": {
"remoteHosts": [
{
"host": "172.16.1.20",

"port": 10514
ty

{
"host": "172.16.1.25"

HE |2 MZ2 7|

9.6

KtMIEE LHES =telsti AR

b |

SetRemoteLoggingHosts £ MEHSHL|C}

GetSnmpACL

Of YHS AHESH S2AH =20 Tigh AR SNMP M| A 2
|

oH7H 1

O] HIMEO= &= o7 M7} GlELICE

2t

et 2t

—

—_

HES=A

443

S AH LEO|M 2™ 521 SNMP
MEHOf| CHet HIER 3 8l AMA RH
SEYLICH SNMP v30| |3tz
B2 0] 2to] EA|EL|C

ot2 71842 & Get SnmpACL
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oIS 4y 2

usmUsers(AtE ) AR 22 U ZRAE LEOM  usmUser(AFS X MBI LICE
Mgt Z501 SNMP AH0] gt o y|2
SEQILICH SNMP v30| 48l
A< 0 2o EAIEILICE.

2H o

O HIMEO st 22 CtZ Gix|QF B &L,

{

"method": "GetSnmpACL",
"params": {1},
"id" 1
}
SE o
O] HIME= CHS OllMIet FAISH SES BhetetL|Ct.

"id" : 1,
"result" : {
"usmUsers" 3 [
{

"name": "Jjdoe",
"access": "rouser",
"secLevel": "priv",
"password": "mypassword",
"passphrase": "mypassphrase",

HZE 0|2 MZ22 7|5

9.6

GetSnmpinfo £ & XA

O] YHHE ArE25te] #xf SNMP(Simple Network Management Protocol) 714 HEE 7t 8
2 GetSnmpInfo USLICH

26
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Oi7H M=

@ GetSnmplnfo & Element H7 8.0 0| HTO|| M AL E|X|
MEHSH|CHS! SetSnmpACL HIAME

O] HM=0il= &= o7 Ha=7t Gl LIt

7
HA

-

Hi2

— —

_—

MUt
0x
_k'J_I-

L

snmpV30| 2ot E|AELICH

usmUsers(AF2X})

2E o

B

SNMPO]| CHal M 3tEl HESY 3 3L
HHA RY SEQL|CE * &a: *

Tro /=

SNMP v30| H|2-ds}El Z<20)|2t

HEHI7} EAIELICE

S AE Q| == 7 SNMPO| CHsH
£ LIEP-HLICE

TME0] JEX HE
tset 2k

F

[ihas

\J

13

A

EELE1¢E10| =7t SNMP v30i| CHaH

ME| AL ISt gt
;I-OI_

F

[has

\J

13

A

= GetSnmplinfo HIMEES

Qt&LICt GetSnmpState £

CHAI gL CE

40
o2t

I~
Im
o
T

1r
Mo

1r
Mo

SNMP v30| &3zl AL SNMPO||  usmUser(AH2 X}

CHot AL XL UM A DHH Ha 5

= networks Of7H 4~ CHA
HrehEl LT,

O MM =0i chist 2782 tHS GIx[<t Bl & LT

"method": "GetSnmpInfo",
"params": {},
"id" : 1

=0
S AE{0f| A gretEL|CE O] DK7Y
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0[0

= o

O] HIMEE CHE GllM|et FAISE SES BhetetL|Ct.

—

"id" ¢ 1,
"result" : {
"enabled" : true,
"networks" : [
{
"access" : "rosys",
"cidr" : O,
"community" : "public",
"network" : "localhost"

HZE 0|= MZ22 7|5

9.6

* GetSnmpState S MEHBIL|Ct

* SetSnmpACL
GetSnmpState S ME{SIL|C}
HAEE ALESIH SNMP 7|52 27l MElE 7t 2 4= GetSnmpState Y SLICL.
Of7H H =
O] HiME0= = of7 H=~It AELICEH

ZF
HA

—_

Hit2

—
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oIS 4y o
st 7tset & 2=
o X}
O
* AA

7|22t false YLICL 22{AE 9

=7t SNMPO|| CHal M=l AL
TRUEE t2tafL|Ct,

It
HA .

rot
I
o

snmpV30| M3t AELICH 7ts

itas

* 243

7|22 false YL|Ct 22 AEQ|

L HALC

- E7F SNMP v30]| CHoll 4 & 32
TRUEE #gtetefL|Ct.

QF o

O HIMEO] st 22 CtZ Gix|QF B &L,

"method": "GetSnmpState",
"params": {1},
"id" ¢ 1
}
SE o

O] HIME= CHS OllM|et FASH SES BhetetLCt.

Vig®w g A,

"result" : {
"enabled": true,
"snmpV3Enabled": false

}
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9.6

SetSnmpACL

GetSnmpTrapinfo =

HAEE AHESI0] 24X SNMP E

o4 i

O] HIMEO= &= oH7 H=7} GlELICE

TrapRecipients($=2I1XH

S AE X EEZ}ssEnabled

S AE\n\n\n\n\n\nA| AEN\nS\n\n

Z22{AH EventTrapsEnabled

2F o

B

SAE0M Hdst ERE MY
SAE SEQLIC

true 22 SRIAE Hoj7t 7|SE of
EY SAR 2202 AL R
solidFireClusterFaultNotification O|
TME|R}S S LIEFHL|CE

true gh2 221AE Hol7t s ZE
EY MK 22OR AL TR
solidFireClusterFaultResolvedNotifi
cation O| LM =} SS LIEFLICE

true 2t 22{AE O|HIET} 7|2
I EY 20X SEC=E
solidFireClusterEventNotificationO|
HEEEE A UE[A}SS LIEFRLICE

O MM =0j chist 2782 CHS oIx[<t Bl & LT
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"method":"GetSnmpTrapInfo"
"params":{},
"id":1

0[0

= o

| HIME= CHS Of|RI2t RAFSH SES BretetLct.

o

"id": 1,

"result": {
"clusterEventTrapsEnabled": true,
"clusterFaultResolvedTrapsEnabled": true,
"clusterFaultTrapsEnabled": true,

"trapRecipients": [

{

"community": "public",
"host"™: "192.168.151.60",
"port": 162

br

{

"community": "solidfireAlerts",
"host": "NetworkMonitor",
"port": 162

b

{

"community": "wakeup",
"host": "PhoneHomeAlerter",

"port": 1008
}

HE ol MZ2 7|5

9.6

GetSSLCertificate & A X5 A|

HASE AHBHY 2B{AE0] AE2|X] IO S 24 Mol SSLASAES HaE

—

o

A
T



GetSSLCertificate JUSL|LCT.

o7} 1

O] HME=0il= &= of7H M7t Gl Lt

JE =r 7Y
ol = A QIS MOl MA| PEM QIZ2E e
B AEQILICE,
NE =g QIZ MOl C|AL S MEQIL|C} JSON 7ZHH|IL|Ct
2 o

O] MM =0il chigt 2782 CHS oIx[<t Bl LT

"method" : "GetSSLCertificate",
"params" : {1},
"id" o 1

O] HIMEE CHE GllM|et FAISE SES BhetetLCt.

"id": 1,
"result": {
"certificate": "-——-- BEGIN CERTIFICATE-----

\nMIIEdzCCAl+gAWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBBQUAMIGDMQOsWCQYD\nVQQGEwW
JVUzZELMAKGAIUECBMCT1YXFTATBgNVBACUDFZ1Z2FzLCBCYWJIS5ITEhMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFZ1Z2FzLi4uMSOwKwYJKoZIhveNAQkBFh53\naGF0aGFwecGVuc0B2ZWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4Mj I1MDI2WheN\nMjcwMzA2MJI1IMDI2WjCBgzELMAKGAL
UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYD\NVQOHFAXWZWdhcywgQmFieSEXITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLjEtMCsGCSgGSIb3DQEJARYed2hhdGhhcHB1bnNAdm
VnYXNzdGF5¢c21ulnZl\nZ2FzMIIBI jANBgkghkiGO9wOBAQEFAAOCAQS8AMI IBCgKCAQEAB8U+28f
NnLKQNWEWMR\n6akeDKuehSpS790dLGigI18glCV/AUY5ZLjgsTjBvTIVRv44yoCTgNrx36U7FH
P4\nt6P/SilaYrd4ovx15wDpEM3Qyy5JPB7Jel0B6AD7 fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF3i0SIcBHtLKES5186JVT673]5dg6yjUGQ0352y1c9HXHen61b/jyl0DmVNU\NZ0caQwAmIS3J
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moyx+z7j/YadWKg+2SqTAX7TbX0F3wHHEXnZ1HNM8fET5N/9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOXM3F jdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGALUd
DgQWBBRVVBRPN053534zGRhrnDJyTsdnEbTCB\nuAYDVROJBIGWMIGtgBRVVBRPN0o5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYDVQQHFAXW
zWdhcywgOmFieSExITAE\nBgNVBAOTGFdoYXQgSGFwceGVucyBpbiBWZWdhey4uLjEtMCsGCSAG
SIb3DOEJARYe\nd2hhdGhhcHB1bnNAAmVNnYXNzdGF5c21ulnZl1Z2FzggkAzBsiFZzjjf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiG9wOBAQUFAAOCAQEAhVNDS5s71ImQPECWVLfiE/ndtIbnpe\nMg
05geQHCHNN1u5RV9j8aYHp9kW2gCDJI5vueztZz2L1tC4D7JyfS3714rRolFpX6N\niebEgAaE5e
WvB6zgiAcCMRIKqu3DmJ7y3CFGk9dHO1Q+WYnoO/eIMyO0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHp
r4tLfVelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0jG+DzUxzwalUIl6Jzvs3Xg5JIJx8ZAjIDg

10QoQDWNDoTeRBsz80nwiouA==\n----- END CERTIFICATE--—--- \n",
"details": {
"issuer":
"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org",
"modulus":

"F14FB6F1FI9CB290356116311E9A91EOCABOES8S2A52EFDALID2C68A0235F2A94257F0146396
4BSEAB138C1BD325546FE38CA809380DAF1DFAS53B1473F8B7A3FF4A2D1A62BE28BEF1979C03
A44337432CB924F07B25E94E07AO003EDF9A24F078FDB41D162966F63E533ECB6041429AB82
9199405DE239221C047B4B284E75F3A2554FA8F9760EB28D41903B7E76CA573D1D71DCOFAS
5BFE3CA5D0399535467471A430026212DC99A8CBl1FB38FF61AE162AAFB64AA4CO5FB6D7D05
DE01C77D79D99479CCF1F113E4DFFDO3E2BA952EDD83D7325EEE1AT7D77202B2D78262341BE
A6Cl18E1809B44EFACS80CBAAD31EED313378E376471BF58F2688DCF117E002ABESADGB",
"notAfter": "2027-03-06T22:50:262",

"notBefore": "2017-03-08T22:50:262",

"serial": "CC1B221598E37FF3",

"shalFingerprint":
"1D:70:7A:6F:18:8A:CD:29:50:C7:95:B1:DD:5E:63:21:F4:FA:6E:21",

"subject":

"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org"
}

HH 0|= MZ2R2 7|5

10.0

ListProtectionDomainLevels = X X3IAMA|IL

Ol B MBS0 ARRIT| BHAEIO) B8 BE U 57 $EE LY 2
LlstProtectlonDomalnLevels SLICH 5|8 Xt =2

=AM O|HE A1 & = U= EiE1*'51°| S Z LIEfLY

QOHOHH ANsSo= IAE 51 £+ Q= *EEIII SAE9 %E—".% FEFHLICE,
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OH7H 1

O] HIME=O= &= OH7H M7} LS L)

r
riot
N

0|5 23

4
HS ool ol H AER|X| 22{AEQ| 518 He| gl Ho ol
=T JEE 242 HS5h= crefot
Ho ool 2E SELICE
2F o
O] HIMEO| chet 282 L2 o2t H| LT
{
"method": "ListProtectionDomainLevels",
"params": {},
"id" 1
}
SE
O] HIMEE L2 OflM|2t RAFSt SEHS BhetetL|C}.
{
"id": 1,
"result": {
"protectionDomainLevels": [
{
"protectionDomainType": "node",
"resiliency": {
"protectionSchemeResiliencies": [
{
"protectionScheme": "doubleHelix",
"sustainableFailuresForBlockData": O,
"sustainableFailuresForMetadata": 1

I
"singleFailureThresholdBytesForBlockData": O,

"sustainableFailuresForEnsemble": 1
}o
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"tolerance": {
"protectionSchemeTolerances": [
{
"protectionScheme": "doubleHelix",
"sustainableFailuresForBlockData":
"sustainableFailuresForMetadata":

1,

"sustainableFailuresForEnsemble": 1
}
b
{
"protectionDomainType": "chassis",
"resiliency": {

"protectionSchemeResiliencies": [
{
"protectionScheme": "doubleHelix",
"sustainableFailuresForBlockData":
"sustainableFailuresForMetadata":

1,
"singleFailureThresholdBytesForBlockData": O,
"sustainableFailuresForEnsemble": 1

Yo
"tolerance": {

"protectionSchemeTolerances": [

{
"protectionScheme": "doubleHelix",
"sustainableFailuresForBlockData":
"sustainableFailuresForMetadata":

1,

"sustainableFailuresForEnsemble": 1

HE 0|= MZ2R2 7|5

11.0

1

1

1

0,

0,

0,
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RemoveSSLCertificateS AMENSIL|C}

O| HItHZ A2t 2 AEHS| AEE|X| =0 CHSt AFE X} SSL o|7<k| S OHel 71 E MY
£ RemoveSSLCertificate USLICE QB A2t 74l 7|2 WA = 7|2 S ALt 712l
7|18 AMESIEE AEZ|X| LET} A EILICE

Oj7H

O HIMEO= &= OH7H H=7} GLELICE

Hhet gk

O MM =0il= ghat 2ho| gl&Lct.

[

2H- o

O HiMEO] st 22 CtZ OIX|2F H gLt

"method" : "RemoveSSLCertificate",
"params" : {1},
"id" : 3

SE O
Ol HIMEL CH CimIot RARSH SES Hrerstct
{
"id" : 3,
"result" : {}
}
HH 0|2 ME2R 7|5
10.0
ResetNetworkConfig £ & XA

f &= ResetNetworkConfig

o
ST &N 7|2 2™z ALt

o

Of PHS ArESIH 7HE =Eo HERIR 74 XS
i’iﬁ'—lﬁf O BfH2 JHE L EO| HESS -_rL 24
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Oi7H =

O HIME0l= U= o7 =7t &L,
HtSH 7F

L-1— HA

O HiMEo= et 2ol YELITt.

2 o

O MM =0jl chigt 2782 CHS GIx[<t Bl LT

"method": "ResetNetworkConfig",
"params": {},
"id" 1
}
SE o
O] HIME= SEE Bhetdtx| gf&LIT

HZE 0|2 MZ22 7|5

11.0

ResetSupplementalTlsCiphers & & ZoIMA|2

HAEE A5 7 TLS 2=t 52 7|24z S/g ¢
ResetSupplementalTlsC1phers USLICE ™A S2{AEO0|A O]

SLict
OH7H 1

O] HiME0= &= of7 H=~It LS LICE
et gt

O MM =0il= ghat 2ho| gLt

QF o

O HIMEO] st 22 Ct= Gix|QF B &Lt
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"method": "ResetSupplementalTlsCiphers",
"params": {1},
"id" 1

O] HIME= CHS OllM|et FAISH SES BhetetL|Ct.

HE 0l MZ22 7|s

11.3

SetClusterStructure S MESHL|C}

O] BfH S A5 BHIAN M AEE|X| E2{AH -_r“H HEE =elgt £

SetClusterStructure YSLICE O] HIMEE SESHH 07 HEZE 2@

MHE7} E0{ Q= clusterStructure 7M1 Jc.i”°”—||:f.

Oj7H

Ol HINENI= TSt 22 = o7l HaTt JESLICE

olg Aoy 24

Oj7H 4 A AEZ|X| EAH AN MBI EHAH AZE
=l JSON ZHM| LIt

gtz 2k

O] HIMEQ| Htet gt CHSat Z&L Lt

olg o 3

Zat HS7| 21t HE. asyncHandle
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QE o

O MM =0il chist 2782 CHS GIx[<t Bl LT

"method": "SetClusterStructure",
"params": <insert clusterStructure object here>,
"id" o 1
}
SE o

O] HIMEE CHE OllM|et FAISE SES BhetetLCt.

"id": 1,
"result" : {
"asyncHandle": 1

}

HE Ol MZ22 7|5

10.3

SetLIdpConfig £ &XsHAAIQ

O| WHZ A5t AE2|X| 22{AE0]| CHS LLDP(Link Layer Discovery Protocol) 482

T4g £ setLldpConfig U&SLICH

{74 1

O] HIME0]= ChEa 22 Y= o7 M7t ASLICH

= MY /4 7123t
enableOtherProtocol CDP, FDP, EDP 22 &

al

;':

S(ZEEZE ME 7}5) SONMP 59| Ct2
M OZEZS

ASOZ AIRE £

U= MAeL|Ct,

T4 @At

otL|Q
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U5 My 28 = L @aQlLint
enableMed LLDP-MED(Media &8 HH ofL| R
Endpoint
Discovery)S
sttt
ANE It LLDPE gd3t E= B2 & ofL|R
Hlg-dstetL|ct.
Hbek 24
O] HIMEQ| Bhet Zh2 ChZat Z&L Lt
ol My 28
lidpConfig Mz HEE B-ES Zesto] oixl JSON ZHAH| LIk
AEE[X| SHAE LLDP #40f Cigt
HEUL|C}
2F o

O HiMEO st RE2 LIS Gix|QF B &L,

"id": 3920,
"method":"SetLldpConfig",
"params": {
"lldpConfig": {
"enableMed": true

= o

| HIM=E TS oIFIE fAIRE SES Bratet|Tt.

0/0

(@)
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"id": 3920,
"result": {
"lldpConfig": {
"enableLldp": true,
"enableMed": true,
"enableOtherProtocols": true

SetNtpinfo & & ZXSIMAIL

HIH S ALESI S A LEOAM NTPE #8E &= setNtpInfo U[USLICE O] QIEHO|AE
Afﬂofoq Aot g2 331*51 Ol BE LEo MEEILICH NTP EEEINAE AT}
HEXIHM AZt HEE FI|XMOZ HEEIHAESHE AR MEiNoZ L CEE HELIHAE
Z2[0|HER e £+ JASLICL

o

(D) % 71=23¢0] ol HIERIT LR U= NTP AH{S AFZ3HOF BHLIC

O] HIMEO= CtEat 22 ™ o7 H4-71 ASLICEH

= MH Y 7123t L QAQALICH
MH Zt LENTP M0 2XHE i gle o
X7 NTP MH
==l ]B a3
ghSQlL|Ct 22{AEQ RE =R RN oLl
LEEHZCI|AE
3zlo|dERZ
ghMd sttt
Ht2t 2k

Of MM =0il= ghat 2tol glaLtt.

—

2 o

O] HIMEO st 22 LIS Gix|QF B &L,
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"method": "SetNtpInfo",
"params": {

"servers" |
"ntpserverl.example.org",
"ntpserver2.example.org",
"ntpserver3.example.org"

1
"broadcastclient" : false

s
"id" : o1

O] HIMEE CHE OllM|et FAISE SES BhetetL|Ct.

"id" : 1,
"result" : {}

HZE 0|= MZ22 7|5

9.6

SetProtectionDomainLayout 2 X5 A2
e

C 2 Siost A
=2 =2o=2 T

O] S AIESIH AEA X E E= EEH|°|01|
SetProtectionDomainLayout U&LICI.
SHAHO HE &M Lol chet HEE HSoHof ohH H|gAM =0l et = MIY o ELICH XIFE MAQ]
DELEE SYUSHAEX XH B Tojelof SEtsiof gfL|ct B E =0 s SYLst protectionDomainType 2

JHI-T'-OHOIE gLCh & 3 MA|E 20| AHEXE XY E|X| 242 protectionDomainTypes = Z6tX| Gf0tOF BILICE =
S olLI7t HSE ER fgﬂ XE 2z Q0] FAIE|1 MES QR T} retglL| ),

() sextxE =z cojele o oM KIgE K| AL

* 3R MAIZHZE AEE|X] 22{AH
2

LE AE2|X| E2{AH

O] HIMEE ol2fgt 7ol AEE|X| 2HAHM AIEE f 2R E ettt
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n id" .

"method":

1,

"params": {

"protectionDomainLayout": [

{

"nodeID": 1,
"protectionDomains": [

{

"protectionDomainName" :

"protectionDomainType":

"nodeID": 2,
"protectionDomains": [

{

"protectionDomainName" :

"protectionDomainType":

"nodeID": 3,
"protectionDomains": [

{

"protectionDomainName" :

"protectionDomainType":

"nodeID": 4,
"protectionDomains": [

{

"protectionDomainName" :

"protectionDomainType":

"SetProtectionDomainLayout",

"Rack-1",

"custom"

"Rack-1",

"custom"

"Rack-2",

"custom"

"Rack-2",

"custom"



00

= o

O] HIMEE CHE GllM|et FAISE SES BhetetL|Ct.

"id": 1,
"result": {
"protectionDomainLayout": [
{
"nodeID": 1,
"protectionDomains": [

{

"protectionDomainName" :

"protectionDomainType":

"protectionDomainName" :

"protectionDomainType":

]
by

{
"nodeID": 2,

"protectionDomains": [

{

"protectionDomainName":

"protectionDomainType":

"protectionDomainName" :

"protectionDomainType":

]

b

{
"nodeID": 3,
"protectionDomains": [

{

"protectionDomainName" :

"protectionDomainType":

"protectionDomainName" :
"protectionDomainType":

"QTFCR2914008D",

"chassis"

"Rack-1",

"custom"

"QTFCR291500EA",
"chassis"

"Rack-1",

"custom"

"QTFCR291500C3",
"chassis"

"Rack-2",
"custom"
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b

{
"nodeID": 4,
"protectionDomains": [

{

"protectionDomainName": "QTFCR291400E6",
"protectionDomainType": "chassis"

bo

{
"protectionDomainName": "Rack-2",
"protectionDomainType": "custom"

HE 0|= MZ22 7|5

12.0

SetRemotelLoggingHosts & MEHBIL|LC}

0 g A B0l AE2IX| SBAES ok FY UEA 23 o2 44 238 3

& SetRemoteLoggingHosts JUSLICE #H EL2 7|2 ZE 5148 *f9'0|'0:| TCP
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= O| API HIMEO| M X[Fet M 2t = HRELICE S A5 odxf 22 2*E7f
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™S & GetRemoteLoggingHosts UELICY.
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QE o

O HiMEOf cist RE2 LIS GIx|QF B &L,

"id": 1,
"method": "SetRemotelLoggingHosts",
"params": {
"remoteHosts": [
{
"host"™: "172.16.1.20",

"port": 10514

by
{
"host": "172.16.1.25"

0[0

= o

| HIME= CHS OiRI2t fAFSH SES BhetetLct.

o

"id" : l,
"result" : {}

HE 0|2 22 7|s

9.6

SetSnmpACL

O] &HS AL S2{AE 0| Cigt SNMP AMA HotE 74T 4= SetSnmpACL
UASLICE O] AEHO[AZ AHD {2 SHAHS HE 20| HEE|H ME = 22 0|H

=M 48t 2E S setSnmpact CHM[EL|CE ESH O] QIEIO|AZ HEE 22
HAEZ MYEE RE HER A £= usmUsers 242 SetSnmpInfo CHMIEILICE,
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"method": "SetSnmpACL",

"params": {
"usmUsers" s
{
"name": "jdoe",
"access": "rouser",
"secLevel": "priv",
"password": "mypassword",
"passphrase": "mypassphrase",
}
]
by
"id" 1
}
SE o
O] HIME= CHE Gilx|Q FAFSE SES BRI
{
"id" : 1,
"result" {}

HZE 0|2 MZ22 7|5

9.6

KEMIEE LHES 2Rlst AR

|

SetSnmplinfo & ME{BtL|Ct

SetSnmpInfo E MEfStL|C}

O| HHHE AtE5I0] 22{AK 20 SNMP HE 2 8! HE 38 24T 4= SetSnmpInfo
Nlﬁl—l':f O| elEm[O|AZ AT 2 SHAHS B 20| H8LkH MEE 2442 O|H
SENAM ™St BE 22 SetSnmpInfo CHA|EMLICE.

o7} 1
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SetSnmpACL HIAEE CHA ALESHYA| L.
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Lol SNMP v30|

2 MSHEIL|CE,

SNMP v30| M3}El usmUser(AF2 X 8=

AL 0| g2
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CHAl M E|o{oF
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LQptL|Ct.

20| SlSLICt.

SNMP v37} 2tdst=El @A o

O HIMEO st 22 CtZ Gix|QF B &L,

50

B4 Aot

OfL|R

OfL|R

oL

oL


https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_network_snmp.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_network_snmp.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_usmuser.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_usmuser.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_usmuser.html

{
"method" :"SetSnmpInfo",

"params": {
"enabled" :true,
"snmpV3Enabled":true,
"usmUsers": [
{
"name" :"userl",
"access":"rouser",
"secLevel":"auth",
"password":"namex1",

"passphrase" :"yourpassphrase"

]
b
mid" il
}

SNMP v27} 2tMst=l @A o

O MM =0j st 2782 tHZ oIx2t Bl & LIC.

{
"method" :"SetSnmpInfo"

"params" : {
"enabled":true,
"snmpV3Enabled":false,
"networks": [
{
"community":"public",
"access":"ro",
"network":"localhost",

]

by
"idn:l

B o

| HMEE= CHS OIRI2t RAFSH SES BhetefLict.

—

oo
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"id" o 1
"result" :{

}

HE ol MZ2 7|5

9.6
SetSnmpTrapinfo S MEHEIL|C}

HAEE AFE5I0] 22AE SNMP Y2(ER)Q| Hd S st 9 Hlgdestn YES
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0|8 M3
S2{AE EventTrapsEnabled trueE HHSIH S2{AE O[HIET}

7152 o pME EY AKX
SEOE dliT SHAE O[HIE
2zlo] MEELICE (7|22 false.
QK| )

Hhat gt

O HiM =0 = et 2to| YELITt.

[y

H o

Of HIME=0f CHEt 282 THS olFIQF HIEfLIC

{
"method" :"SetSnmpTrapInfo",
"params" : {
"clusterFaultTrapsEnabled":true,
"clusterFaultResolvedTrapsEnabled":true,
"clusterEventTrapsEnabled":true,
"trapRecipients": [
{
"host":"192.30.0.10",
"port":162,
"community":"public"

]
by

"id":1
}
SHE
O] HIMEE= LIS OlF|QF FAfSH SEE BietetL(ct.

"id" : 1,
"result" : {}
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9.6

SetSSLCertificateS MEHSIL|C}
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"method" : "SetSSLCertificate",
"params" : {

"privateKey": "----- BEGIN RSA PRIVATE KEY-----
\nMIIEowIBAAKCAQEAB8U+28fnLKONWEWMR6akeDKuehSpS790dLGigI18glCV/AUY5\nZLjgsT
JBVTJVRv44yoCTgNrx36U7FHP4t6P/Si0aYrdovxl5wDpEM3Qyy5JPB7Je\nl10OB6AD7 fmiTweP
20HRYpZvY+Uz7LYEFCMrgpGZQF3i0SIcBHtLKE5186JVT675dg\n6yjUGQ0352y1c9HXHen61b
/3yl0DmVNUZO0caQwAmIS3Jmoyx+zj/YadWKg+2SqTA\nX7bX0F3wHHfXnZ1HNM8fET5N/ 9A+K6
1S7dg9cyXudafXcgKyl4JiNBvgbBjhgJtE\n76yAy6rTHUOxM3]jdkcb9Y8miNzxF+ACg+itaw
IDAQABAOIBAH1J1IZr6/s1tgqViw\n00gVC/49dyNu+KWvSq92ti9rFe7hBPueh9gklh78hP9Q1i
tLkir3YK4GFsTFUMux\n7z1NRCxA/4LrmLSkAJW2kRXDEV12bwZg0ua9NefGw9208D20ZvbuOx
k7Put2p6se\nfgNzSjf2SI5DIX3UMe5dDN5FByu52CJIo9mI4Ul 6ngbWln2wcdnsxJg0aAEkzB7w
ng\nt+Am5/VulLI6rGiG6oHEWO0oGSuHllesIyXXa2hgkU+1+iF2iGRMTiXac4C8d11NU\nNnWGIR
CXFJAmsAQ+hOm7pmt skdEqumj /PIoGXf0BoFVEWaIJIMEgnfulZp8IelJQXn\nSFJbk2ECgYEA
+d500U4thZXy1WHUZgomaxyzOruAlT53UeH69H1FTrLjviwuaigj\nlHzPlhms6hxexwz1dzAp
gog/NOM+2bAc0rn0dgvtV4doe]jt 1DZKRrNCE/cuN20X\njaCJC1CWau3sEHCckLOhWeY4HaPS
OoWgOGKLmKkKDChB4nWUYg3gSWQkCgYEA9ZUN\NHW8GPS+yjixeKXmkKOOx/vvxzR+J5HH5znal
Hss48THyhzXpLr+v30Hy2h0yAl1BS\nny5Ja6wsombOmVedNxVtVawg2E9vVvTalUC+TNmFBBuL
RPfjcnjDerrSuQ51YY+M\nCOMItXGfhp//GO0bzwsRzZxOBsUJb15tppaZIls9MCgYAJricpkKjM
0x1Z1jdvXsos\nPilnbho4glngrzuUuxKXEPEnzBxUOqCpwQgdzZLYYw788TCVVIVXLEYem2s0
7dDA\NDTo+WrzQNkvC6IgqtXHIRggegIloGlVbgQsbsYmDhdaQ+os4+A0eQXw3vgAhd/gNJ\njQ
ATtw3ylt7FYKRH26ACWQKBGQC74Zmf4JuRLAOSWSZFxpcmMvtnlvdutqUHAkXA\nzPssy6t+QE
LalfFbAXkZ5PglITK752aiaX6KQNG6gqRsA3VS1J6drD9/2R0f0QUL7\n+j0kGzmmoXf497731S
akwg0ZbONGXNxXEsCAUr0OBYAobPp9/fB4PbtUs99fvtocFr\njS562QKBgCb+JIMDP5g7 jpUusp]
Oobd/ZS+MsomE+gFAMBJI71KFQ7KuoNezNFO+ZE\n3rnR8AgAM4VMzgRahs2PWNe2H14J4hKu96
gNpNHbsWINjXdALOP70gQIrhGLVdhX\nInDXvTgXMdMoet4BKnftel rXFKHgGgXJoczgq4dJWzGS
IHNgvkrH60\n----—- END RSA PRIVATE KEY----- \n",

"certificate": "-——-- BEGIN CERTIFICATE-----
\nMIIEdzCCAl+gAWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBBQUAMIGDMQOswWCQYD\nVQQGEwW
JVUzZELMAKGA1UECBMCT1YxFTATBgNVBACUDFZ1Z2FzLCBCYWJI5ITERMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulIFZ1Z2FzL1i4uMSOwKwYJKoZIhvecNAQkBFh53\naGF0aGFwcGVuc0B2zZWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4Mj I1MDI2WheN\nMjcwMzA2MJI1IMDI2WjCBgzELMAKGAL
UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYD\NVQQHFAXWZWdhcywgQmFieSExITAfBgNVBAOTGE
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLJEtMCsGCSgGSIb3DQEJARYed2hhdGhhcHBl1bnNAdm
VnYXNzdGF5¢c21uLnZl\nZ2FzMIIBI jANBgkghkiGOwOBAQEFAAOCAQ8AMI IBCgKCAQEABU+28f
NnLKONWEWMR\n6akeDKuehSpS790dLGigIl18glCV/AUYS5ZLjgsTIBvTIVRv44yoCTgNrx36U7FH
P4\nt6P/SilaYrd4ovx15wDpEM3Qyy5JPB7Jel0B6AD7 fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF3i0SIcBHtLKES5186JVT675dg6yjUGQ0352y1c9HXHen61b/yl0DmVNU\nZ0caQwAmIS3J
moyx+z7j/YadWKg+2SqTAX7bX0F3wHHEXnZ1HnNM8fET5N/ 9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOxM3 ] jdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHoMBOGA1Ud
DgQWBBRVVBRPN053534zGRhrnDJyTsdnEbTCB\nuAYDVROJBIGWMIGtgBRVVBRPNo5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nAlUEBhMCVVMxCzAJBgNVBAGTAkSWMRUWEWY DVQQHFAXW
ZWdhcywgQmFieSExITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhcy4uLjEtMCsGCSgG
SIb3DQEJARYe\nd2hhdGhhcHB1bnNAAmVNnYXNzdGF5¢c21ulnZl1Z2FzggkAzBsiFzjjf/MwDAYD
VROT\nBAUWAWEBR/ zANBgkghkiGI9wOBAQUFAAOCAQEAhVND5s71mQPECWVLE1iE/ndtIbnpe\nMg
05geQHCHNN1u5RV9j8aYHp9kW2gCDJI5vueztZz2L1tC4D7JyfS3714rRolFpX6N\niebEgAakbe
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WvB6zgiAcCMRIKqu3DmJ7y3CFGk9dHO1Q+WYnoO/eIMyO0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glgua6AE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHp
r4tLfvelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0jG+DzUxzwalUl6Jzvs3Xg5Jx8ZAjIDg

10Q00QDWNDoTeRBsz80nwiouA==\n----—- END CERTIFICATE--—--—- \n"
bo
"id" : 2
}
SE ol
Ol HMEE CHS oMt FAFSH SEES BtetetL|Ct.

"id" : 2,
"result" : {}
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"method": "SnmpSendTestTraps",
"params": {1},
"id": 1

O] HIME= CHS OllM|et FAISH SES BhetetL|Ct.

"id": 1,
"result": {
"status": "complete"
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"method": "TestAddressAvailability",
"params": {
"interface": "BondlO0G",
"address": "10.0.0.1",

"virtualNetworkTag": 1234

= o

| HIM=E TS oI fAIRE SES Bratet|Tt.

olo

(@)

"id": 1,

"result": {
"address":"10.0.0.1",
"available": true
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