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1. "ListKeyProvidersKmip 2 HZotMA| 2 "HHEZ MHstT 7| SZXt IDE (keyProviderlD S AFRILICE)

e
2. 0| ttAIM 7| 33AQ| ID HS 2 8l keyProviderID 2 Oi7H HH4E external AMEdH]
keyManagementType S A&PIL|CH'RekeySoftwareEncryptionAtRestMasterKeyS & TSt A[ 2",

{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. asyncHandle '3 Y SHEOA S "RekeySoftwareEncryptionAtRestMasterKey SAFetL|CY,
4. "GetAsyncResult £ & ZotHA[2"0| ™ THA|Q| 2O 2 HHEE asyncHandle Mast0] 718 HAS SQIBtL|CE
BH SEOIM O|F OrAE 7| 70| M 7| 2= YOOI EEUSE =oled = '%LIEF. Lisoll A 8E = AR

M 7| S2xt IDE SAFL|Ct.

"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"

bo
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
br
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with

keyProviderID=<value>",

"state": "Ready"
by
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. "GetSoftwareEncryptionatRestinfo' B S Hast] E X aot MER £ MEIt O|0|EE U=
‘keyProviderlD"2Q1stL|Ct,
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"id": null,

"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",
"keyProviderID":

<value>

by
"rekeyMasterKeyAsyncResultID":
"status": "enabled",
"version": 1

by

<value>
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* CreateKeyServerKmip 2 &ZstAA|L2
* ModifyKeyServerKmip

* DeleteKeyServerKmip & 22IgL|C}

* GetKeyServerKmip 2 &ZstHAILR

* ListKeyServerskmip £ & ZstHA|IR

» TestKeyServerKmip
Q8 7| MHE 2otz 2 SSXE WS || 2E|St= o ArEELCt

* CreateKeyProviderKmip S & Z5HAIR

* DeleteKeyProviderKmip & £2!gtL|Ct

* AddKeyServerToProviderKmip £ & X8I A|2

* RemoveKeyServerFromProviderKmip & & X5t A2

* GetKeyProviderKmip 2 & ZEsHAIR

* ListKeyProvidersKmip 2 & XA

* RekeySoftwareEncryptionAtRestMasterkKeyS & ZsHIA|L

* TestKeyProviderKmip 2 & ZstMAIL
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