Q|8 7| &2|E A|&tEL|Ct
Element Software

NetApp
February 20, 2026

This PDF was generated from https://docs.netapp.com/ko-kr/element-software-
125/storage/task_system_manage_key_set_up_external_key_management.html on February 20, 2026.
Always check docs.netapp.com for the latest.



=0

Q|F 7| B2 AL

=~

o

=]
Q|F 7| 22| E BFELIL

=
ATEQH
H

=
oot 77 OFAE 7|12 CHA| =iolCt
A

MM AT = QAL BRE 2T 7S SFELIC
t

KmipServerFaul
HIEtC|O|E EE2to[=7
ORI MFE 4 U

QI 7| 22| APl HH

I

B @F = Qs 2 AE 7t E2I0|EE &3 diuE 4= |l&LICH

AHIHZ EA|Z|DD "AF2 71" AEHE HX| =} 7| IHE20| S20]| A ServiceUnsalisted
|C}.

r -

A AN 2~ -

o b



QI8 7| Ete|S AMEELICH

EKM(2IE 7| ZH2))2 9|2 S2{AE| EKS(QIE 7| Mot BH AK(29t 915 7)) B2|S
RISBLICE AKE 7+ SR{AE{0A EH431E0] IS 1 SED(AHN| et E2to|2)E &1
&3 ofASH= ol "& 5 ClO[E Y=ot"AFEELICH EKS= AKS| et MM 3 ME 7[s2
;1|_._o+|_||:} 5E-|AE-|'— OASISO||A Melot & T = EZQl KMIP(Key Management
Interoperability Protocol)E AtE5t0] EKS2t SAIgL|Ct,

o "Q|E BT |E METH|C}"

* "AIEQ0 =t K7 OrAH F|5 CHA| YZSCH

L UNATE 4 QALL HRE QI 7S BRBLICH

el 7| 2 APl B

* "MEE ATEQN ASIHE SMlSHE O AFRE 4= U= CreateCluster API"
* "SolidFire & Element 2T E 9|0 MEH A"

* "0|™ HZF2| NetApp SolidFire % Element MZ0i| CHEE A"

THAIE 85t LIEE Element API HIAEE AFE5H0] 2|7 7| #E| 7|5 28 =

Qs A
= = A
*RF A SZESN Foster B 2| 7| 22| E AHots R, 25S EEOIX| fh= M SHAEIAM S
YHOZ R A 2ZE0 2otE *f%ﬁfEE S AULICH S A AT

1. 2|8 7| MH(EKS)2t EHAE 2HAIE AHEHELICE

a. Ot2 API HIMEE S &S0 7| MHete| A2 A E MEst= Ol AHEE[= Element 22{ A0 CH3E S7H
I7HQ1 7| M2 MMBIL|CE "CreatePublicPrivateKeyPair & &R SHA| 2"

b. QIF 7|2t0| M HHOF 5H= ASA MY EP‘*(CSR)c> Bk LICE CSRE Soll 7| M7t 7|of HM[AL
Element 22{AE 7} Element 22{AHE QIZ &} =X| 2ol &~ JUSLICH CHS API HAEE S E8L|CH
"GetClientCertificateSignRequest = ”XOHEWE"

C. EKS/2E 7|2E AFE5t0 HME CSRO| MERILICE XpAISH LIE2 EFAL EHME FZHYAI2.

Mz

2. 22{AE{0l| EKSet SME M 8 SEAE WEYLIL 7] SSXt= 7|15 F0{0f 3h= XIS Folstn M=
Fetst EKSS| EXM &M IOO|oI-|__||:|-

a. 2 APIHMEE S ESHH 7| AH HE HEJ} U= 7| SZFXHE BHSLICE "CreateKeyProviderKmip 2

XS A|IR"
b. C}Z API HIMEE = E310] 21F 7|2te] MEE AEM & 371 7| ABEME MSst= 7| MHE dgeiLict.
k=1
=

“CreateKeyServeer|p AZSHU A" "TestKeyServerKmip"


https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createcluster.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
../api/reference_element_api_createcluster.html
../api/reference_element_api_createcluster.html
../api/reference_element_api_createcluster.html
../api/reference_element_api_createcluster.html
../api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createpublicprivatekeypair.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createpublicprivatekeypair.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createpublicprivatekeypair.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createpublicprivatekeypair.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createpublicprivatekeypair.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getclientcertificatesignrequest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getclientcertificatesignrequest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getclientcertificatesignrequest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getclientcertificatesignrequest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getclientcertificatesignrequest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyserverkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyserverkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyserverkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyserverkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_createkeyserverkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyserverkmip.html

HIAEO dujet 22 Mt A& 9 F42 efelgL(ct O3 Ch3 HIAEE gtSgL

. CI3 API HIMEE 2 &350 7| MHE 7| SaXt ZAH|0[H0]| Z=7}etLICt "AddKeyServerToProviderKmip £
KRS A 2" "TestKeyProviderKmip 2 & XSHM A"

Bl AEO ATfz AR A ¢ U 2HS

Jhot

tolgfL|ct. O® Ch3 EIAEE Bt=gtLCt,

=

w
n
gl

n
X

| & OILIE st RF HIOIH H=stE AL,

a. (MZE stEfo] 2=3te| ZR)API HIMEE SESH0] 7| & XMESH= o AEE= 7| A7t 6.:.5._ 7|
Z5Xt2| IDE "EnableEncryptionAtRest & HZESHIA|2"H|Z5H0] 2dStetL|CH'R T SHEL0] =3}

an)

- | Qt58t2 SYBISOF 'APIS A ESHAIA| 2 BILICE 7|E Element Ul HHES
() restol 83 MefolM gests 2sksil 7]50| IEEOR MAE 7|2 A8t
sof
=

b. (% Al AZEl0] gs3tel B9) "R AZEG0] gosh a2 M 7| 3TN ARl 7 3AX

o —

IDE "RekeySoftwareEncryptionAtRestMasterKeyS & Xt A|2"API HIME0]| HEEL|CE.

KtMIEE LHE S =telsti AR

* "SEAEO| Ciot A2 E AFESHALE ALESHR| E T ML}
* "SolidFire %! Element 2ZE Q|0 MHA{"

* "0|™ HZF2| NetApp SolidFire X Element MZ0i| CHEt A"

ALEY0] A3t R OFAE] 7|2 CHA| Y{siCt

Element APIZ AI5I0] 7|& 7|2 CHA| e 4~ QIAL|CEH O] IZZENA L= 2| 7| atg|
MOl CHSE A CHA| OFAE 7|2 PHEL|CEH OFAE F|= g4k A OfAE F| 2 CHAM|E|H SH| E=
FHO{M |7} E[X| EELICE

C}S Mx} = ILIZ 7|2 CHA| Y 2istCt

LS 7| 2|0l & 7| 2E|2 HE 2ol YRZ M 7|E TELICH
Q =

* Hob 23 O|HIEo]| Chist T8 =

fot
N
or
|0
Hu
=
N
i
0=
0x
ot
r
ful

@ O| ZENAE H|S7|A0|H 7|E CiHA| R=SICH HAEE A0 A|ARIS Z-ISHH T2 M| AT ARX|
AZE|JE=X] &l 4 "GetAsyncResult £ QEOH'AIQ'@'*LIEF.

ne

.I

A

2

rot

ML

E2 ZYSHX| 41 /07t 9= M SSHAEO|N ST HHSE ALt /7 Al AZEQ 0 A=23E
%’gﬁf&*l—lﬁf"aﬂﬁa ’ét“éj" A &SE7] ™ol

2l3:. /api/reference_element_api_getsoftwareencryptionatrestinfo.html 2 AE3}04
[GetSoftwareEncryptionatRestInfo MEN7t enabled SHIEX| QIS L.

* "ESAE 22 2EUSLICHSolidFire 22 AE2F EKS(2[F 7| AH) AFO|0f| QLELICE.
"TestKeyProviderKmip 2 HZSHAQ'HMEE HA5I0] 7| SSAt0f Cigt HZ0| BYEIA=K] 2letL|Ct.

M-

=


https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addkeyservertoproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addkeyservertoproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addkeyservertoproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addkeyservertoproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_addkeyservertoproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
../concepts/concept_solidfire_concepts_security.html
../concepts/concept_solidfire_concepts_security.html
../concepts/concept_solidfire_concepts_security.html
../concepts/concept_solidfire_concepts_security.html
../concepts/concept_solidfire_concepts_security.html
../concepts/concept_solidfire_concepts_security.html
../concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_enableencryptionatrest.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/concepts/concept_solidfire_concepts_security.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_rekeysoftwareencryptionatrestmasterkey.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_rekeysoftwareencryptionatrestmasterkey.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_rekeysoftwareencryptionatrestmasterkey.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_rekeysoftwareencryptionatrestmasterkey.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_rekeysoftwareencryptionatrestmasterkey.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/ko-kr/element-software-125/storage/task_system_manage_cluster_enable_and_disable_encryption_for_a_cluster.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getasyncresult.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getasyncresult.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getasyncresult.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getasyncresult.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_getasyncresult.html
../api/reference_element_api_createcluster.html
../api/reference_element_api_createcluster.html
../api/reference_element_api_createcluster.html
../api/reference_element_api_createcluster.html
../api/reference_element_api_createcluster.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyserverkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyserverkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyserverkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyserverkmip.html
https://docs.netapp.com/ko-kr/element-software-125/api/reference_element_api_testkeyserverkmip.html

1. "ListKeyProvidersKmip 2 HZotMA| 2 "HHEZ MHstT 7| SZXt IDE (keyProviderlD S AFRILICE)

e
2. 0| ttAIM 7| 33AQ| ID HS 2 8l keyProviderID 2 Oi7H HH4E external AMEdH]
keyManagementType S A&PIL|CH'RekeySoftwareEncryptionAtRestMasterKeyS & TSt A[ 2",

{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. asyncHandle '3 Y SHEOA S "RekeySoftwareEncryptionAtRestMasterKey SAFetL|CY,
4. "GetAsyncResult £ & ZotHA[2"0| ™ THA|Q| 2O 2 HHEE asyncHandle Mast0] 718 HAS SQIBtL|CE
BH SEOIM O|F OrAE 7| 70| M 7| 2= YOOI EEUSE =oled = '%LIEF. Lisoll A 8E = AR

M 7| S2xt IDE SAFL|Ct.

"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"

bo
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
br
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with

keyProviderID=<value>",

"state": "Ready"
by
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. "GetSoftwareEncryptionatRestinfo' B S Hast] E X aot MER £ MEIt O|0|EE U=
‘keyProviderlD"2Q1stL|Ct,
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"id": null,

"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",
"keyProviderID":

<value>

by
"rekeyMasterKeyAsyncResultID":
"status": "enabled",
"version": 1

by

<value>
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* CreatePublicPrivateKeyPair S & X8t A|Q

[=|
* GetClientCertificateSignRequest S & X8t A
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* CreateKeyServerKmip 2 &ZstAA|L2
* ModifyKeyServerKmip

* DeleteKeyServerKmip & 22IgL|C}

* GetKeyServerKmip 2 &ZstHAILR

* ListKeyServerskmip £ & ZstHA|IR

» TestKeyServerKmip
Q8 7| MHE 2otz 2 SSXE WS || 2E|St= o ArEELCt

* CreateKeyProviderKmip S & Z5HAIR

* DeleteKeyProviderKmip & £2!gtL|Ct

* AddKeyServerToProviderKmip £ & X8I A|2

* RemoveKeyServerFromProviderKmip & & X5t A2

* GetKeyProviderKmip 2 & ZEsHAIR

* ListKeyProvidersKmip 2 & XA

* RekeySoftwareEncryptionAtRestMasterkKeyS & ZsHIA|L

* TestKeyProviderKmip 2 & ZstMAIL
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