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"method": "AddKeyServerToProviderKmip",
"params": {
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"keyServerID": 15
by
"id": 1
}

0[0

= o

| HMEE CH2 ORIt RAFSH SES HhetefLict.

o

"id": 1,
"result":

{}

HE |2 MZ22 7|5

1.7

N
ro
By

£Q
ajo

£Q
0o

of



CreateKeyProviderKmip 2 & ZsIMA|2

HAEE A5 X|HEl 0|F2] KMIP(Key Management Interoperability Protocol) 7|
SEAE MY = CreateKeyProviderkmip JASLICE 7| S2XH= Q15 7|1E dMe
HZHLIES 2t /IXIE HolELICH MER KMIP 7| 32AtE MAHe 1 KMIP 7| M7t 22 E|X]|
ASLICH KMIP 7| AHHE MMStH™ CreateKeyServerKmip HAEE AF2EL|CH

STAOA 2ot H 2 EESHUA|L AddKeyServerToProviderKmip.

OH7H 1

O HIMEO|= CtEat 22 U™ o7 M7t ASLICE

= =l /4 7123t T QAAL|Ct
KeyProviderName — MMZl KMIP 7| 22X gle ol
= S=ig|ct DAXIe} e =

0|ZQIL|ct. o] 0|22
HA| 25oz0l
Ar2E|n nget
JEER-TSL5Y
Lt

= o
0|F 49 7Y

KmipKeyProvider & #ZX5HIAR  MZ BH= 7| 3ZXH0)| Ciet M2 "7|ProviderKmip & HZolH A"
M IEE JHM Lt

2E o

O HiMEO] cist RE2 LIS Gix|QF B &L,

"method": "CreateKeyProviderKmip",
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"id": 1,
"result":
{

"kmipKeyProvider": {
"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15

1,
"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpgq4OES/E...",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1,

"mvip": "192.168.138.209",

"mvipNodeID": 1,

"name": "Marshall",

"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"
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"method": "GetClientCertificateSignRequest",
"params": {
b

"id": 1

}
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"id": 1,
"result":

{
"clientCertificateSignRequest":
"MIIByjCCATMCAQAWGYkxCzAJBGNVBAYTAIVTMRMwWEQYDVQQIEWpDYWxpZmOybm. . .

}
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"method": "GetKeyProviderKmip",

"params": {
"keyProviderID": 15
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"id": 1,
"result":
{
"kmipKeyProvider": {
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1
I
"keyProviderName": "ProviderName"

HM Ol M2 7|5
1.7
GetKeyServerKmip 2 & ESHUA|L
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"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

I

"keyProviderID":1,

"kmipKeyServerName":"keyserverName",

"keyServerID":15

"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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"igve. l,

"result": {

"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647c£d",
"keyManagementType": "internal"

by

"state": "enabled",

"version": 1
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"id": 1,
"result":

{

"ListKeyProvidersKmip",
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"kmipKeyProviders": [

{

"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |

1
I
"keyProviderName": "KeyProviderl"
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"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20K0z5...",

"keyServerID": 15,

"kmipAssignedProviderIsActive": true,

"kmipKeyServerPort": 5696,

"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1
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"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"CPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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o=y
- O

E= O3 old|2F fAL

Moy 28
OilM of gt= e
GetAsyncResult

AHZ35t0 7| & CHA|
UASICE 22| MEHE
asyncHandle =QIgfLICE.
GetAsyncResult
Z30f|= newKey A OFAH
710fl chst HEIEO Y=
HEe ofF 7(0f| Chet
HEIH S0
keyToDecommission
A= BEIL ZSELICL

Ol HI =g LICt.

"rekeysoftwareencryptionatrestmasterkey",

"external",
"<ID number>"

S HretetLict.

—

"asyncHandle": 1
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"method": "RemoveKeyServerFromProviderKmip",
"params": {
"keyServerID": 1
by
"id": 1
}
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"id": 1,
"result":

{}
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"method": "SignSshKeys",
"params": {
"duration": 2,

"publicKey":<string>
by
"id": 1
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"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public key>
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"method": "TestKeyProviderKmip",
"params": {

"keyProviderID": 15
by

nidm: 1
)
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"id": 1,
"result":

{}
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"method": "TestKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":

{}
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