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"method": "AddKeyServerToProviderKmip",
"params": {

"keyProviderID": 1,

"keyServerID": 15
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"id": 1,
"result":

{}
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"method": "CreateKeyProviderKmip",
"params": {
"keyProviderName": "ProviderName",
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"id": 1,
"result":

{

"kmipKeyProvider": {

"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15

1,
"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1
}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate" :"MIICPDCCRAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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"method": "CreatePublicPrivateKeyPair",
"params": {
"commonName": "Name",
"country": "US",
"emailAddress" : "emaill@domain.com"
ba
"id". 1
}
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"id": 1,
"result":

{}
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"method": "DeleteKeyProviderKmip",
"params": {

"keyProviderID": "1"
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"id": l,
"result":
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"method": "DisableEncryptionAtRest",
"params": {},
"id": 1
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"id" : 1,
"result" : {}
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"method": "EnableEncryptionAtRest",
"params": {1},
"id": 1
}
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"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1,

"mvip": "192.168.138.209",

"mvipNodeID": 1,

"name": "Marshall",

"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"
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Of Aol CHet 22 THE o2t FAFRLICY.

"method": "GetClientCertificateSignRequest",
"params": {
by
"id": 1
}
SE H[Al
O] HIMEE CH3 o2t fAret 3ES HretetL|Ct,
{
"id": 1,
"result":

{

"clientCertificateSignRequest":

"MIIByjCCATMCAQAWgYkxCzAJBgNVBAYTAIVTMRMWEQYDVOOIEWPDYWxpZm9ybm. . .

}

HA 0|2 MEL
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GetKeyProviderKmip

M2 A2 Y £ USLICH GetKeyProviderKmip XAHE 7| 22| 45 284
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kmipKeyProvider QHE 7| SSX0l| Cht M2 HEIL 7| Z2HH0|HKmip"

2H oAl
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"method": "GetKeyProviderKmip",
"params": {

"keyProviderID": 15

by

O] HIMEE= CHE oot AR SES HhetetL|Ct,


https://docs.netapp.com/ko-kr/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software-128/api/reference_element_api_keyproviderkmip.html

"id": 1,
"result":
{
"kmipKeyProvider": {
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1
I
"keyProviderName": "ProviderName"

HZH 0|2 MZR2
1.7
GetKeyServerKmip

M2 ALE Y 2 UESLICE GetKeyServerKmip X|HEl KMIP(Key Management
Interoperability Protocol) 7| AME0]| Cliiet HEE gtetst= S IL|C}.

OH7HH =
0| Wolls Cheat 22 U2 oi7HH ATt UELICH
= el Y 7|23k Tl
7| MHID HEE S KMIP 4 None of
| Mol IDLC
Hkst 2k
Ol HIMEE CHat 22 Bet gt &Lt
= el Y
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"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15

b
gy

O] HIMEE CHE ol|et FAISE SE S ghetetL|Ct,

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":15
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true

HH 0|2 MZ2

11.7

GetSoftwareEncryptionAtRestInfo

EIME2 ALEY = UELIC GetSoftwareEncryptionAtRestInfo SHAEIF HE
HO[HE Y=2tdh= Ol AM2ot= A& H[0|H Y23t WEHE Hi= SHHAL|C.
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GetAsyncResult
0= Ct30l
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OfAE] 7|0f CHet FE 7t
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disabled = enabled

0¥ 02 ot
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{
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- 23!
M4 23!

"method": "getsoftwareencryptionatrestinfo"
}

SHE oA
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"id": 1,

"result": {

"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647c£d",
"keyManagementType": "internal"

by

"state": "enabled",

"version": 1
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12.3
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* "SolidFire % Element 2AZE 0] 2 A"
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ListKeyProvidersKmip
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D2EZ(KMIP) 7| 23K S22 ZASHs WHeLICH 37} o4
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O Yol oigt Q2 Lt o2t FAFLICE

"method": "ListKeyProvidersKmip",
"params": {},
"id": 1
}
SE A[A|
O] HIME= L3 o[t RAFSH SES BHEFELICE
{
n id" < 1 ,
"result":
{
"kmipKeyProviders": [

{
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1
I
"keyProviderName": "KeyProviderl"
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"method": "ListKeyServersKmip",
"params": {1},
"id": 1

}
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SE OlAl

Ol HIMEL CHS oot QA SES BHeisiLC,
T o

—

"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20K0z5..."

"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E..."
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1
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kmipKeyServer MEZ 28E 7] Meof i3t M8 7| MEKmip”
B EaHEl IR LICH

2 oAl

Of Aol CHet RE2 THE o2t FAFRILICY.

"method": "ModifyKeyServerKmip",
"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",
"server2.hostname.com"],
"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1
}
SE oAl

O] HIMEE CHE of|et FAISE SES HhetetL|Ct,

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"CPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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asyncHandle 7HX|2t 27|
GetAsyncResult .
GetAsyncResult
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{
"method":
"params":

"rekeysoftwareencryptionatrestmasterkey",

{

"keyManagementType": "external",
"keyProviderID": "<ID number>"

0[0

=RCIPS

o

| HIMEZ= CH2 o2t RAFSH SES HHetefLict.

"asyncHandle": 1
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"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public key>
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"method": "TestKeyServerKmip",
"params": {
"keyServerID": 15
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