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"method": "AddKeyServerToProviderKmip",
"params": {
"keyProviderID": 1,
"keyServerID": 15
by
"id": 1
}
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"method": "CreateKeyProviderKmip",
"params": {
"keyProviderName": "ProviderName",
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"id": 1,
"result":
{

"kmipKeyProvider": {
"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15

1,
"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpgq4OES/E...",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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"method": "CreatePublicPrivateKeyPair",
"params": {
"commonName": "Name",
"country": "US",
"emailAddress" : "email@domain.com"
}o
"id": 1
}
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"method": "DeleteKeyServerKmip",
"params": {
"keyServerID": 15
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"method": "DisableEncryptionAtRest",
"params": {1},
"id": 1
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"id" : 1,
"result" : {}
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"method":
"params":
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"id": 1,
"result":

{}
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"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1,

"mvip": "192.168.138.209",

"mvipNodeID": 1,

"name": "Marshall",

"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"
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"method": "GetClientCertificateSignRequest",
"params": {
by
"id": 1
}
SE o
O] HIME= Lt OGN fALSE SES HretelLCt

"id": 1,
"result":

{
"clientCertificateSignRequest":
"MIIByjCCATMCAQAWGYkxCzAJBGNVBAYTAIVTMRMwWEQYDVQQIEWpDYWxpZmOybm. . .

}
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O HIMEO st RH2 CtZ Oix|QF B gL},

"method": "GetKeyProviderKmip",

"params": {
"keyProviderID": 15

by

Ty
}
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"id": 1,
"result":
{

"kmipKeyProvider": {

"keyProviderID": 15,
"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [
1
I
"keyProviderName": "ProviderName"
}
}
}
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"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

= o

O] HIMEE CHE OllM|et FAISE SES BhetetL|Ct.

0[0

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",

"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

I
"keyProviderID":1,

"kmipKeyServerName":"keyserverName",

"keyServerID":15

"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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GetSoftwareEncryptionAtRestinfo £ A XsHA|2

"GetSoftwareEncryptionAtRestInfo" HA EE ALESIH F5 HIO|EE = 2tst= O
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"id": 1,

"result": {

"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"

by

"state": "enabled",

"version": 1

HE 0|z M2 7|5
12.3
XiMISt LHE S =l A

* "SolidFire & Element 2T E 9|0 MHA"
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"method":
"params":
"id": 1
}
SE o
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"id": 1,
"result":

{

"ListKeyProvidersKmip",

{1,

| HIMEE= CHS ORIt RAFSH SES BhetetLct.

"kmipKeyProviders": [

{

"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |

1
I
"keyProviderName": "KeyProviderl"
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"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20K0z5..

"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"
1,
"keyProviderID": 1
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"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"CPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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asyncHandle GetAsyncResult £ 0|
asyncHandle Z}2
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UZHSICl GetAsyncResult
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{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"
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"asyncHandle": 1
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"method": "RemoveKeyServerFromProviderKmip",
"params": {

"keyServerID": 1

br

"id": 1
}
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{
"id": 1,
"result":

{}
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"method": "SignSshKeys",
"params": {
"duration": 2,

"publicKey":<string>
by
"id": 1
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"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public key>
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"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15
by
"id": 1
}
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"id": 1,
"result":

{}
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TestKeyServerKmip
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"method": "TestKeyServerKmip",

"params": {
"keyServerID": 15
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nidm: 1
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"id": 1,
"result":

{}
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