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"method": "AddKeyServerToProviderKmip",
"params": {

"keyProviderID": 1,

"keyServerID": 15

by

"id": 1
}
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"id": 1,
"result":

{}
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"method": "CreateKeyProviderKmip",

"params": {
"keyProviderName": "ProviderName",
by
"id": 1
}
o
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"id": 1,
"result":

{

"kmipKeyProvider": {

"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15

1,
"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpgq4OES/E...",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true


https://docs.netapp.com/ko-kr/element-software/api/reference_element_api_keyserverkmip.html

HZE 0|= MZ22 7|5

11.7

CreatePublicPrivateKeyPair & XXl A|L

CreatePublicPrivateKeyPair HIMEE ALE310{ 38 3! 7li¢l SSL 7| TtE = U}ASLICH
0|24t 7|E ALESIH 2B M ME 22X S dde = Zt AE2|X| S2{AEDICH SFLEC|
7| 8ok ALY = JUSLICE Ol HHHE AFESIY 7| & 7|2 uH|SH7| Mol 2E 3=Xt7t 7|18 O
O| & AFESIX| gb=X] 2helgtL|Ct.

LS L—

74

O] MM =0il= CtEat 22 2™ oi7H Ha7F ASLIC

E ek Y 7123 m4 QAQL|CH

38 0| X.509 1R} O|& * =XrE = otL|R
st o+ LE
(CN)RILICE.

=7} X.509 117 0| * =XE e ofL|R
Country * ZE0©.

O|H[&d =4 X.509 1R} 0| * =ZXE = ofL|R
Fx Y FA - HE
(M)

INR:RS X.509 117 O|& * ZXE s ofL|R
Locality Name *
HE(L)YLICEH

BN X.509 1R O|& * =X o= ofL|&
X[ 0|2 * WE(0).

X 1 el X.509 117 O|& * =XrE = ofL| R
Ex| £t9] 0|5 +
=1=t(e]V)}

AER X.509 1R 0| * =ArE = ofL| 2

State * EE= *
Province Name *
LUE(STEESP

EES)



Hhet gt

O MM =0il= ghat 2to] iELIth. QF7F I 7| Mol 43¢

[

A o

O HiMEO] st 22 CtZ OIx|QF HI &L,

"method": "CreatePublicPrivateKeyPair",
"params": {
"commonName": "Name",
"country": "US",
"emailAddress" : "email@domain.com"
}o
"id": 1
}
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{
"id": 1,
"result":

{}
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"method": "DeleteKeyProviderKmip",

"params": {
"keyProviderID": "1"
by

"id": 1
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"id": 1,
"result":
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"method": "DeleteKeyServerKmip",
"params": {
"keyServerID": 15
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"method": "DisableEncryptionAtRest",
"params": {},
"id": 1
}
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"result":
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"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1,

"mvip": "192.168.138.209",

"mvipNodeID": 1,

"name": "Marshall",

"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"
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"method": "GetClientCertificateSignRequest",
"params": {
by
"id": 1
}
SE o
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"id": 1,
"result":

{
"clientCertificateSignRequest":
"MIIByjCCATMCAQAWGYkxCzAJBGNVBAYTAIVTMRMwWEQYDVQQIEWpDYWxpZmOybm. . .

}
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"method": "GetKeyProviderKmip",

"params": {
"keyProviderID": 15
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}

SHE

O] HIMEE= LIS OR|QF FAfeH SEE BretefL(ct.


https://docs.netapp.com/ko-kr/element-software/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/ko-kr/element-software/api/reference_element_api_keyproviderkmip.html

"id": 1,
"result":
{
"kmipKeyProvider": {
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1
I
"keyProviderName": "ProviderName"
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"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15

b
gy
}

= o

O] HIMEE CHE OllM|et FAISE SES BhetetL|Ct.

0[0

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",

"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":15
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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GetSoftwareEncryptionAtRestinfo £ A XsHA|2

"GetSoftwareEncryptionAtRestInfo" HA EE ALESIH F5 HIO|EE = 2tst= O
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"id": 1,

"result": {

"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"

by

"state": "enabled",

"version": 1
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"method":
"params":
"id": 1
}
SE o
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"id": 1,
"result":

{

"ListKeyProvidersKmip",

{1,
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"kmipKeyProviders": [

{

"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |

1
I
"keyProviderName": "KeyProviderl"
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"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20K0z5...",

"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1
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"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}

= o

| HIMEE CH2 OIRI2t RAFSH SES HhetefLict.

0[0

o

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"CPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",

"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"

1,

"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,

"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",

"kmipAssignedProviderIsActive":true
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Oi7H A= 243 0
PS

asyncHandle GetAsyncResult £ 0|
asyncHandle Z}2
A3 7|5 Ef*l
UZHSICl GetAsyncResult
E20fl= M OtAE] 7|0]|
CHet MEJFEN J=
newKey ZE2} 0| 7|0f
CHot "HEJH S0 A=
keyToDecommission
HEJF ZobELIC

E o
Of HIM=0f ChEt @M Tt o7t Bl Lt

{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

O] HIMEE LHS OIF2t RAFRH SES HrHetRtL|Ct

"asyncHandle": 1
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RemoveKeyServerFromProviderKmip & &%

"RemoveKeyServerFromProviderKmip" HIAM =2 ALE35H0] X[ ™ &l
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KMIP(Key Management Interoperability Protocol) 7| AMHHE &%
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"method": "RemoveKeyServerFromProviderKmip",
"params": {

"keyServerID": 1

br

"id": 1
}
SE o
Ol HMEE CHS o[t FAFSH SEE BtetetL|Ct
{
"id": 1,
"result":

{}
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"method": "SignSshKeys",
"params": {
"duration": 2,

"publicKey":<string>
by
"id": 1

0[0

= o

| HMEE= LIS oIHQF FAtet SEE BtetefL|ct.

[

o

32

ogt

HO 4o
>

ne



"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public key>
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TestKeyProviderKmip 2 XS A|2
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"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15
by
"id": 1
}

0[0
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| HIM=E TS oIRIQ FAIRE SES Bratet|Tt.

o

"id": 1,
"result":

{}
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TestKeyServerKmip
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"method": "TestKeyServerKmip",

"params": {
"keyServerID": 15

b
nidm: 1
)

= o
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o

"id": 1,
"result":

{}
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