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° Element APIE AI230 'GetHardwareList & l2igtL|Ct

° DriveEncryptionCapabilityType * 2| 2t2 =QlgfL|Ct "FIPS"2! 2 SIESI0{0|A FIPS E2IO|E 7|S5&
X|Qlst & oIAL|C}

XtMIBt LHE S &QISHMIR GetFipsReport 2= ListDriveHardware OIA "Q24 AP| £ ZEQIL|CH",

4. £210|E7} FIPS E2t0|E 7|58 X 4 Sl= 32 SHE/OE FIPS SI=0l(le & = E210|H)E
mb f{E

KtMISE LIS 2Rl5tHAIR

=

* "SolidFire & Element 2ZE2J|0{ MEHA"
* "vCenter Server2 NetApp Element Z2{12I"
FIPS S2j0| 7|58 AlgsHES ARELIT}

NetApp Element 2T E¢||0f "EnableFeature" API HIAEE A5t FIPS E210|E 7|52
ghdstg = JAEL

EME._' EHE BE iEQ} cato|as FIPS% APt 2 910{0F BHLI|LC}.

A
1. Element APIE AI83I0] CI22 250 2= S2t0|E0f| M FIPSE AFESI= S HFELICE

EnableFeature params: FipsDrives

* "Element APIE AF25I0| AEZ|X|E Za2[EL|CH
* "SolidFire & Element 2ZE 0] MEHA"

* "vCenter Server& NetApp Element 22{2121"

FIPS =210|E AEHE =HQlgtL|C}

e |

NetApp Element 2 E9)|0{ GetFeatureStatus API H 2 =& A& FIPS E2t0|E 7|&0|
SHAEO|M dstE|0] A=K HREE eelet = JASLICE 0] API HAE0]= FIPS E2H0|E
AHE MENZL true@!X| falseQl K| 0=|—|—7f HA|EL|CH

1. Element APIE AtE3t0] CHS2 =t 22{AHQ| FIPS EEI0|E 7|58 atolgtL|Ct,
GetFeatureStatusJL|C}

2. GetFeatureStatus APl &= Z1IE ZESILICt. FIPS Drives enabled 20| True®! Z< FIPS EE0|E 7|50]|
SHMSHEILICE
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{"enabled": true,
"feature": "FipsDrives"

* "Element APIZ A28t AEZ|X|E 2ta|etL|ct
* "SolidFire & Element AT E2|0{ AEHA|"

* "vCenter Server2 NetApp Element Z2{10I"

FIPS E210|2 7|5 ZHIE i &

ok

FL|CE

NetApp Element 2ZEQ|0{ UIE AF2SHH FIPS E2I0|E 7|51t
Zle 2 A
o=

ol £= R0 tist HES = & ASLICHL

1. Element UIE AtE3t0{ * Reporting * > * Alerts * & ME{BtL|CE,
2. [I22 H|Zot 22{AH TOHE FSLICH

° FIPS E20|E 7} LX|SHX| @t&L|CtH

© FIPSE 78 48

= O
=T
3. o2 Wy S2AH QF AC YHE AXHIAL.

s 28 AE DX IE
* "Element APIE AI235t AEE|X|E 2t2|gfL|Ct
* "SolidFire & Element 2T E Q0] M A"

* "vCenter Server2 NetApp Element Z22{10I"

OrHol S4HS F =ML

S2{AE{0| A HTTPSO| FIPS 140-25 AI23IE = MASIL|CH

EnableFeature APl {2 EE AFESI0{ HTTPS E410]| FIPS 140-2

UASLICE.

NetApp Element 2ZEQHE ALEsHH S AEN|M FIPS(Federal Information Processing Standards) 140-2
2F DEE MESHEE MEY £~ JELICE o] EEE M 36HH NCSM(NetApp Cryptographic Security

Module)OI =Sk ] HTTPS% E3}| NetApp Element Ul & APIOf| HZE|=
ASE SELICH

Q= EA

—_ O -

ol FIPS 140-2 Level 1 ¢!

X

O
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FIPS 140-2 2EE gdsiet =0 = gt % IEf. FIPS 140-2 2E5 AIE5t= 5 HH5IH

@ SAES| 2t L EJ MR XA HAEES St 2™ =[2= NCSMO| FIPS 140-2 215 ZE0|M
SHEA 4 3 &S = ASLIC 0|2 2} §E1é519| #e| Y AERX| AZO| B SHELIC
2E0f L=t HFHLIE0| Bt R0 MSoHA A2lstn of ZEE gdstaliof LTt

CHS2 FIPSE AFBSLEE MHot= APl 239 ofleLict,

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

—

0| &= DEJ} ZA3LEl = DE HTTPS EAI2 FIPS 140-2 291 23S A&l Ct.
XM LHE S 2QlstH Al
- SSL ¥
* "Element APIE AtE%t0] AEZ|X|E 2t2[L|Ct
A

* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server NetApp Element E2{121"

SSL &
SSL &2ot= SAET HO EME MASH= Ol AFE6H= 2=t Yn2|FYLICE FIPS 140-2
DI SAM5HEl 22 Element AT EY 7 X[t EE QS QF H|ESE 57} QlaL|Ct

fS ZE2 Element _+_EE%|0101|A‘| X|2lZ|= HEZ SSL(Secure Socket Layer) 2= 2t FIPS 140-2 2 =7t 2 stEl
2 X YE= SSL S E MSELct.

* *FIPS 140-2 H|&t M3} *
TLS_DHE_RSA WITH_AES_128 CBC_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES_128 GCM_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES 256 _CBC_SHA256(DH 2048)-A
TLS_DHE_RSA WITH_AES_256_GCM_SHA384(DH 2048)-A
TLS_ECDHE_RSA_WITH_AES_ 128 CBC_SHA256(secp256r1)-A

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256(secp256r1)-A
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TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A
TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_128_CBC_SHA256(RSA 2048)-A
TLS_RSA_with_AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_GCM_SHA384(RSA 2048)-A
tls_rsa_with_camellia_128 CBC_SHA(RSA 2048) -A
tls_rsa_with_camellia_256 CBC_SHA(RSA 2048) -A
tls_rsa_with_Idea_cbc SHA(RSA 2048) -a
TLS_RSA_WITED_RC4_128_MD5(RSA 2048)-C
TLS_RSA_WITED_RC4_128_SHA(RSA 2048)-C
TLS_RSA_WITED_SEED_CBC_SHA(RSA 2048)-A

* FIPS 140-2 g 43} *
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(DH 2048)-A
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256(sect571r1)-A
TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256(secp256r1)-A
TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256(secp256r1)-A
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(sect571r1)-A
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TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_128_CBC_SHA256(RSA 2048)-A
TLS_RSA_with_AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A

TLS_RSA_WITED_AES 256 _GCM_SHA384(RSA 2048)-A

KEMISE LIS 2RISHHAIR

S AEOAM HTTPSO| FIPS 140-22 A2t E MASHL|C}

QIR 7| Ze|S AIRRILIC

Kl
Q& 7| 22| AFELIC

EKM(2|5 7| 22])2 25 S2{AE EKS(QF 7| AH)2t &7 AK(Et 215 7|) Z2|E
HSELICh AKE SED(XHH| =%t EBLO|H)E & OAMLE &3 SiAst= ol AFZELICH 7R
HIOE 2=of SHAHOAM 7t ZMetELICH EKSE AKS ‘P_”‘.J?J e A XNEIsE
HSELICE 22 AE = OASISO|A Folst B#E T = EZQl KMIP(Key Management
Interoperability Protocol)E AF&5t0] EKS2F SAIgLICE.

- ol galg SEELCh

- AmEgo] ot 8% DIAE 1S ChA| Q2fstcy

L rOHNAZ 4 gL RS OIF 7|5 HRghch

. "Q|E 7| TE| AP| T

O

* "KEE ATEQ0 A5otE 2ol O AR 4~ Q= CreateCluster API"
* "SolidFire & Element 2T E Q0] M A"

* "0|F 2| NetApp SolidFire & Element XM|Z0]| CHet £ A"

CHAIE A5t LIEE Element API HIAEES ALY 2|2 7| 22| 7|52 48e +

Lt 2
* MTE AZEY 0] gtsBiet B 9 7| 2|8 MFSts FP S ABHI0] ¥ Mol ATE0f YBBE
UNSRALIC Zoi e S BES THeIX A Al SelAEel Bl
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ChA|
1. Q2 7| MH(EKS)2t EHAE ZAE HFLCL
a. [k2 APl HIMEE SESH0] 7| MHet EMAE 2AE HASt= O] AH8E|= Element 22{AE 0 CHet 3 &
17421 7| W2 MMPILICE "CreatePublicPrivateKeyPair £ X6 A| 2"
b. 21F 7|2t0] MEBHO} St= ASM MH 8**(CSR)° SHELICEH CSRE Sl 7| MMt s 7|0 AMA S

Element 22{AE7} Element 22 AEE QIZEJE=X| &oldd £ JUSLICL CHS API HINEE S EELCL
"GetClientCertificateSignRequest S & X5t A|9"
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being

transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. GetSoftwareEncryptionatRestinfo BE S A5t keyProviderIDE Zatot Af 7| M|E HEIt
AUHO| EE|}=X| =elefL|Ct.

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>
by
"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",
"version": 1

by
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