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| WorkDoc-14.pdf
WorkDoc-15.pdf
WorkDoc-16.pdf
| WorkDoc-17.pdf
WorkDoc-18.pdf
| WorkDoc-19.pdf
WorkDoc-20.pdf
WorkDoc-21.pdf

4 Downloads

& This PC

200 items

CtE 232152 VMO B E CIFS SR/E 20 SLIC



WannaCry-2016-1

g /] This PC

Drive Tools
Recycle Bin
Computer View Manage

4 > ThisPC >

.
- - Folders (6)
. s Quick access :

Ransomwar... [ Desktop
4 Downloads

4

m Desktop =| Documents

=| Documents

&1 Pictures i Downloads J\ Music

[ This PC _
v Pictures ﬁ Videos
g Network L= :

~ Devices and drives (3)

Local Disk (C:)
lg Floppy Disk Drive (A:)

DVD Drive (D:)
—

~ Network locations (1)
fpolicy_share (\\192.162.204.101)

(Z)
.

10 tems 1 item selected

ChE A3 ZIAR2 WannaCry 89|07t OF 2 2= ot5tX| 42 CIFS 35 'FPolicy_share’2| IHU S H0{| FL|C}.



Home

¢ ulll- -

# Quick access
Bl Desktop
& Downloads

= Documents

= Pictures
B3 This PC

¥ Network

S4 Hol|l Ho|e S5 ®H & &

Drive Toots  fpolicy_share [\ 192.168.204.101) (Z:)

Share Manage

This PC » fpolicy_share 0\ 192.168.204.101) () »

B Mhat £
lame Date modified

Documents
Test Data

i Ransomware.WannaCry
Softwarelmage-1
Softwarelmage-2
Softwarelmage-3
Softwarelmage-4
Softwarelmage-3
WorkDoc-1.pdf
WorkDoc-2.pdf
WorkDoc-3.pdf
WorkDoc-4.pdf
WorkDeoc-5.pdf
WorkDoc-6.pdf
WorkDoc-T.pdf
WorkDoc-8.pdf
WorkDoc-9.pdf
WorkDoc-10.pdf

X224 MR 2o 37 dM T S0l HZ2 EAIE[D At

VME 22E5t= 2B0HM 53 HHE Sl AE2|X[E 19%LE BE 5= JAUASLICH

Volume: infra_datastore1

Overview Snapshots Copies

Details

Data Protection

Enabled (Background and

Storage Efficiency Performance

Last Run Details

St




Volume: cifs_volume < Back to All volumes # Edit i MoreAcions  C Refresh
Overview Snapshots Copies Data Protection Storage Efficiency Performance
Befare | I 78.81 GB of 50 GB
available space
Last Run Details
ateer | I 8385 GB of 50.GB
avsilable space LastRun  Oct/16/2019 00:10:02
Toal s x =
Details otal Savings  5.05 GB (45%)
Deduplication  Enabled (Background and inline) — &
476 KB (0%) - Compression Savings
Deduplication Mode  Policy based (default) - er/a013 001000
tart Time /1672 0:10:
Status  idle
- End Time  Ocv/16/2019 00:10:02
Type  reguiar
Compression Enabled(Infine)
o = Eldl- 2= o LH nl PN A
VME 2 AESH=E S80I 456KB2| AAE SAHE 37|17t 2HEEJASLICE
Volume: infra_datastore1 <BacktoAllvolumes  / Edit i Moreacions (' Refresh
Querview Snapshols Copies ‘ Data Protection Storage Efficiency Performance
+ Create 9 Configuration Settings C Refresh o
Status < ‘ State = ‘ Snapshot Name T Date Time: Total Size _ Application Dependency
Normal “NA- before_attack Oct/18/2019 01:44:26 456 KB None
1o H ’ == L i A
CIFS 31 'FPolicy_share'0fl CHsH 160KB2| ARAF SANR 3 7|7} 2HEH |} LICE
Volume: cifs_volume < Back to All volumes / Edit i MoreAcions  C Refresh
Overview Snapshots Coples Data Protection Storage Efficiency Performance
+ Create %\ Configuration Setings C Refresh o
Status = | State = | Snapshot Name = | DateTime Total Size = | Application Dependency
Normal NA- before_attack_cifs Oct/18/2019 01:45:26 160 KB Nene

VM % CIFS S R0|A WannaCry &

0| M M0 M= WannaCry %017t FlexPod 2tZ0f| =i El Eh4lnt

St

CHe EFA0l A= WannaCry

1. EHob WY of7} =EE[JUELICE

10
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Ransomware,
WannaCry

2. HO|H2| 7t M= AELICE

| v % Application Tools ~ Ransomware.WannaCry — a X
Home Share View Manage 0
H » ThisPC > Desktop » Ransomware.WannaCry v O Search Ransomware.WannaCry 0
Name Date modified Type
# Quick access
(87| ed01ebfbcOebSbbeas545af4d01bf5f10716618404280439c6e5babelell0ed1aa 10/18/2019 5:48 AM  Applica
I Desktop :
0
& Downloads o .
: ® Run as administrator
| Documents o+ ==
B Troubleshoot compatibility

At2l 1: WannaCry= VM % OHZE CIFS 3/ LS| It A|ARS Az otelL|Ct
24 M A|AED 4L E CIFS 3R= WannaCry He0{0]] 2|5 2=t QA& LICE

W 0|7t WNCRY SHHHOZ IS A s1st7| AlZFRL|CE.

11



<~ - N E >

v & Quick access
[l Desktop
4 Downloads
2| Documents

= Pictures
[ This PC

> @ Network

339 items

Share

| Documents

This PC

View

> Documents

Name

0
O

% % %Y

A= 22 VM L oL =l

Home Share View

Name
# Quick access

I Desktop *
& Downloads ¢
"= Documents *
&= Pictures +
| WorkDec
WorkDoc

I This PC

¥ Metwork

WorkDee
| WorkDoc

| WorkDoc
| WorkDee
] WorkDoc
WorkDoc
WorkDec

202 items

& « 4 |5 » ThisPC » Documents

CPlease_Read Me@®

I @WanaDecryptor®
| WorkDoc-1.pdf. WNCRY
WorkDoc-2 pdf WNCRY
WorkDoc-3.pdf WNCRY

-4 pelf WNCRY
-5.pdf WNCRY

| WorkDoc-6.pdf. WNCRY

WorkDeoe-7.pdf WNCRY

WorkDoc-8.pdf. WNCRY

_| WorkDoc-9.pdf WNCRY
| WorkDoc- 10.pdf WNCRY

-11.pdf WNCRY
-12.pdf. WNCRY

| WorkDoc-13.pdf. WNCRY
WorkDec-14.pdf WNCRY

~15,pdf. WNCRY
+16,pdf.WNCRY
17, pdf WNCRY
-18.pdf. WNCRY
-19,pdf WNCRY

WorkDoc-1.pdf
WorkDoc-1.pdf. WNCRY
WorkDoc-2.pdf
WorkDoc-2.pdf. WNCRY
WorkDoc-3.pdf
WorkDoc-3.pdf. WNCRY
WorkDoc-4.pdf
WorkDoc-4.pdf. WNCRY
WorkDoc-5.pdf
WorkDoc-6.pdf
WorkDoc-7.pdf
WorkDoc-8.pdf
WorkDoc-9.pdf
WorkDoc-10.pdf
WorkDoc-10.pdf WNCRY
WorkDoc-11.pdf
WorkDoc-11.pdf WNCRY
WorkDoc-12.pdf
WorkDoc-12.pdf WNCRY
WorkDoc-13.pdf
WorkDoc-13.pdf. WNCRY

eot= E50IAM AR

= | £

| &« « 4 ap > ThisPC » fpolicy_share (\192.168.204.101) (Z) » v & | Searchfpolicy share \\192.16_. 0

s Quick access
I Desktop
¥ Downloads
%] Documents
&= Pictures

3 This PC

b Network

20items

v O

Date modified

Share

"

’

+

Drive Tools

View Manage

Mame

Documents
Test Data
GPlease_Read_ Me@

P @WanaDecryptor®

_| Ransomware. WannaCry.zip. WNCRY

| Softwarelmage-1.is0. WNCRY

| Softwarelmage-2iso, WNCRY

| Softwarelmage-3.i50. WNCRY
Softwarelmage-4.iso. WNCRY
Softwarelmage-S.is0 WNCRY

| WorkDac-1.pdf WNCRY

| WarkDoc-2.pdf WNCRY
WorkDoc-3.pdf WNCRY

| WorkDec-4.pdf WNCRY
WorkDec-5.pdf WNCRY
WorkDoc-6.pdf. WNCRY
WorkDoc-7.pdf. WNCRY
WorkDoc-8.pdf. WNCRY

| WorkDoc-9.pdf WNCRY
WorkDoc-10.pdf. WNCRY

AFEALRO| F7|7t 7|24 MO 2 SUt5tn A

Search Documents P =]

Type Size

PDF File
WNCRY File
PDF File 5
WNCRY File
PDF File
WNCRY File
PDF File
WNCRY File
PDF File
PDF File
PDF File
PDF File
PDF File
PDF File
WNCRY File 5,121 KB
PDF File 5
WNCRY
PDF File 5,120 KB
WNCRY File 5121 KB
PDF File 3
WNCRY File 5

120 KB

File )

fpolicy_share (\\192.168.204,101) (Z}) - o X

nodified Type Size

717t 820.98MBZ CHE F7tk|= AS YAMSLICE.




Volume: cifs_volume < Back 1o All volumes # Edic i MaoreAcions O Refresh
Qverview Snapshots Copies Data Protection Storage Efficiency Performance
+ Creste 9\ Configurasion Settings C Refresh L]
Status T State = ‘ Snapshot Name T | Date Time | Total Size i ‘ Application Dependency
Normal -NA- before_attack_cifs Oct/18/201901:45:26 20.58 MB None
=) ol E=2 L| = =3 o db A
VME SAEISHE EE0A AHAF SALE 37|71 404.3MBE S7tE|= A2 YAMSLICE.
Volume: infra_datastore1 < Back to All velumes / Edi ! MoreActions O Refresh
Overview Snapshots Coples Data Protection Starage Efficiency Performance
+ Create= % Configuration Sattings (™ Refresh -]
Status = | Sute ‘ Snapshot Name T ‘ Date Time ‘ Total Size = | Application Dependency
Narmal -NA- before_attack Oct/18/201901:43226 404.3MB None
To= = . o ABSHA
CIFS S3RE 2AH5I= 282 2E2|X| 2840| 34%= ZAJSLIC
Volume: cifs_volume < Back to All volumes 7 Edit i More Actions C Refresh

Overview Snapshots Copies Data Protection Storage Efficiency Performance
Before [ T ] 75.21 GB of 90 GB
availlatie space
Last Run Details
afer | B 80.21 GB of 90 GB
ovalatie space LastRun  Oc/16/201900:10:02
1t ngs 26}
iis Total Savings 5GB (34%

GB (34%) - Deduplication Saving

Deduplication  Enabled (Background and Inline)
180 KB (0%) - Compression Savings

Deduplication Mode Policy based (default)
Start Time Oct/16/2019 00:10:00
Status iale
End Time O 1672019 00:10:02

Type regular

Compression Enabled(inine)

1. SnapCenter0i| A Mot AN SALE S AHBSHO VME SRIRLICH
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| Gy WannaCry-2016-1 | =R | @ & (3% | {53 Actor
Configure

Permis

Getting Started J Summary [ Monitor

: | i@ a g WannaCry-2016-1
~ (£} 172.21.211.100 Guest OS: Microsoft Wi
- Sugarioaf Compatibility - ESXi 6.7 and
~ J Cluster_1 | (5p Actions - WannaCry-2016-1 VMW are Tools: Running, vert
R 172.21.21 Power > More info
[?ES 172.21.21 Guest OS > DNS MName: w annacry-2(
G DataBrokel Snapshots > P Addresses: 192.168.204
ﬁ;vCenter-vﬁ ;ﬁ Open Console Host: 172.21.211.1
[ 5, Wannac:, [N £y &
Clone . -
Template > [ X

IPU(S). 90 MHZz used

?81 92 MB. 327 MB memory active
)00 GB

‘-‘S (connected)

Fault Tolerance >
VM Policies >
Compatibility >

| Export System Logs._..

1
iconnected 2- @
Bg Edit Resource Settings. i
(5> Edit Settings._.. €onnected a¥ - a
:
Move To.. o mMB
E
Rename gitional Hardware
Edit Notes.. £

Xi 6.7 and later (VM version 14)

|
Add Permission

Alarms >

.
s~

Task Namea

Tags & Custom Attributes
Edit settings

@:::_Creat_e Resource C-'}ED_ I
[, Add to Resource Group |
&+ Attach Virtual Disk
| = Detach Virtual Disk !

Check new notifications

Rimd Ao D octourss

i) Guest File Restore

- 57 VMware HeHd B AU SAH2 S MEfeiL|Ct

14

[ n m [x)
: Search a backup
2. Select scopo —
Search for Backups Q Y
3. Select location
4. Summary Available backups (This kst shows primary backups. You can modify the filter 1o display primary and secondary backups. )
Name Backup Time Mounted Policy ViMware Snapshot
SnapCenter_10-18-_.  10/18/2019 11:0.0 Mo Hourty Yes -
SnapCenter_10-18- . 10/1872019 10:0:0 No Hourly Yes
SnapCenter_10-18- 1011872018 9:0:0 AM  No Hourly Yes
SnapCenter_10-18- 10/1872019 8:0.0 AM | No Hourty Yes
SnapCenter_10-18- 101872019 T:0:0 AM  No Hourly Yes
SnapCenter_10-18- 11872019 6:0.0 AM | No Hourly Yes
SnapCenter_10-18- 10/18/2019 5000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 4000 AM | No Hourly Yas
SnapCenter_10-18- 10/18/2010 3:000 AM  No Houriy Yes
SnapCenter_10-18- 10/18/2019 22000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 1:38:3 Mo Hourly Yes
SnapCenter_10-18-.. 10/18/20191.303... No Hourty Yes -




3. TA| VMO| Z2I=| 10 CRA| AJZFEILICE

I Restore (x)
+" 1. Select back
Siectvacap Restore scope Entire virtual machine -
2. Select scope
Restored VM name WannaCry-2016-1
J. Select location
ESXi host name 172.21.211.10 -
4. Summary
Restart VM [l
[ Back | [Next| [Fi
o =gy (=] = [<}
4. Otxl g 22/5t0] S T2 M A S AZELICL
| M Restore

+ 1. Select backup

+" 2. Select scope

+" 3. Select location

Virtual machine to be restored WannaCry-2016-1

Backup name SnapCenter_10-18-2019_01.30.35.0093
Restart virtual machine Yes

ESXi host to be used to mount the backup 172.21.211.10

": Thig virtual machine will be powered down during the process.
.

| Back | [ Next | [ Finish | | Cancet |

15



WannaCry-2016-1

Recycle Bin

Documents

Home Share

View

A 1E » ThisPC > Documents

Ransomwar...

v 3 Quick access

[ Desktop
& Downloads

| Documents

= Pictures
B3 This PC

% Network

00 e
200 items

Volume: cifs_volume

Cverview

Snapshots Coples

Status State

MName

| WorkDoc-1.pdf
| WorkDoc-2.pdf
| WorkDoc-3.pdf
| WorkDoc-4.pdf
| WorkDoc-5.pdf
| WorkDoc-6.pdf
| WorkDoc-7.pdf
| | WorkDoc-8.pdf
WorkDoc-9.pdf
WorkDoc-10.pdf
| WorkDoc-11.pdf
| WorkDoc-12.pdf
WorkDoc-13.pdf
| WorkDoc-14,pdf
| WorkDoc-15.pdf
WorkDoc-16.pdf
| WorkDoc-17.pdf
| WorkDoc-18.pdf
| WorkDoc-19.pdf
| WorkDoc-20.pdf
| WorkDoc-21.pdf

Data Protection Storage Efficiency Performance

Snapshot Name Date Time

2. g0l 2 22isto] 22 TS AR

16

Date modified

Application Dependency



Restore volume from this Snapshot copy.

All changes made after this Snapshot copy was created will be lost.

Volume ‘cifs_volume' will be restored using the Snapshot copy 'before_attack_cifs' ?

ox
3. 23 Z CIFS 3RE ELIC}.
= | [ [] =] Drive Tools  fpolicy_share (\\192.168.204.101) (Z:)
Home Share View Manage
« v /A == > ThisPC > fpolicy_share (\\192.168.204.101) (Z)

Name - Date medified Type Size

# Quick access -

I Desitop * % :i Documents 10/16/2019 3:53 AM FTIE folder
| | Test Data 10/14/20199:36 AM  File folder

¥ Downloads  # ¥ Ransomware.WannaCry 10/14/2019 1:29AM  Compressed (zipp... 3,400 KB

5] Documents * Softwarelmage-1 10/14/2019 1:45 AM  Disc Image File 1,048,576 KB

[&] Pictures # [ Softwarelmage-2 10/14/2019 1:47 AM  Disc Image File 1,048,576 KB
Softwarelmage-3 10/14/2019 1:48 AM  Disc Image File 1,048,576 KB
[Z] Softwarelmage-4 10/14/2019 1:49 AM  Disc Image File 1,048,576 KB
@ Softwarelmage-3 10/14/2019 1:50 AM  Disc Image File 1,048,576 KB
[7] WorkDoc-1.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] WorkDoc-2.pdf 10/14/2019 1:33 AM  PDF File 5120 KB
[7] WorkDoc-3.pdf 10/14/20191:30 AM  PDF File 5120 KB
[ WorkDoc-4.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] workDoc-5.pdf 10/14/20191:33AM  PDF File 5,120 KB
[ ] WorkDoc-6.pdf 10/14/2019 1:30 AM  PDF File 5,120 KB
[] workDoc-7.pdf 10/14/2019 1:33 AM  PDF File 5,120 KB
[ 7] WorkDoc-8.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[] workDoc-9.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[] workDoc-10.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB

A2l 2: WannaCry= VM L] I A|ABIS 531511 FPolicyE S 2= &= Of

ofl

to

* FPolicy 74 * 2 EXSHYA|

CIFS 3 R0IA FPolicyE 7tA45t2™ ONTAP 22{AEO|M LIS E
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vserver fpolicy policy event create -vserver infra svm -event-name
Ransomware event -protocol cifs -file-operations create, rename,write, open
vserver fpolicy policy create -vserver infra svm -policy-name

Ransomware policy -events Ransomware event -engine native

vserver fpolicy policy scope create -vserver infra svm -policy-name
Ransomware policy -shares-to-include fpolicy share -file-extensions-to
—-include WNCRY, Locky,ad4c

vserver fpolicy enable -vserver infra svm -policy-name Ransomware policy
-sequence-number 1

O A4S AFBSHE WNCRY, Locky X addc SHEHS 747l THUS T4 A, 0|2 BHRY|, 47| & 97| Kol
ABHEE A oA ||}
T o= T HAH- .

WannaCry-2016-1

DriveTools  fpolicy_share (\192,168.204.101) (Z))
Recycle Bin e Share View ome Share View Manage

» ThisPC » Documents v = > ThisPC > fpolicy_share (\\192.168.204101) (Z;)

' o Quick access o - # Quick access
A - 14/201 Documents
| WorkDoc-1.pdf B Desktop s

WorkDoc-2.pdf 4/2 A B Gomin Test Data
WorkDoc-3.pdf 10014 9 A i Ransomware.WannaCry
2| Documents WorkDoc-dpdf 11301 A 5 Documents Softwarelmage-1

= Pictures ¢ | WorkDoc-5.pdf 1472 = Pictures Softwarelmage-2

B Deskiop
& Downloads

| WorkDoc-6.pdf 4/2019 4 @ ThispC ) Softwarelmage-3
WorkDoc-7.pdf 1472 Softwarelmage-4
¥ Network WorkDoc-8.pdf gomigtagy @ Network Softwarelmage-5

53 This PC

WorkDoc-9.pdf 1071472 | WorkDoc-1.pdf
WorkDoc-10.pdf 4/2018 1:39 £ WorkDoc-2.pdf
WorkDoc-11.pdf 4/201 A WorkDoe-3.pdf
| WorkDoc-12.pdf 14/2 A WorkDoc-4.pdf
WorkDoc-13.pdf 4/2 A WorkDoc-5.pdf
| WorkDoc-14.pdf 14 40 A WorkDog-6,pdf
WorkDoc-15.pdf 01472 404 WorkDoc-7.pdf
WorkDoc-16.pdf 0n4/2 . WorkDoc-8.pdf
WorkDoc-17.pdf 10114 40/ WorkDoc-9,pdf
WorkDoc-18.pdf 4/2010 1:40 2 WorkDoc-10.pdf
WorkDoc-19.pdf
| WorkDoc-20.pdf
WorkDoc-21.pdf

VMe| IS oS SHEILICE WannaCry @e|0{= CIFS 282| o
2| F = F ofLiCt.

=

o

2t 5k8te{ 1 HX| 2t FPolicy= It 0| Hek
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WannaCry-2016-1 Enforce US Keyboard Layout Send Cirl+Alt+Delete

Kl o o e °

4+ |5 » ThisPC » Documents N & - 4 « fpolicy_share (\\192.168.204.101) (Z:) » Documents v O earch De ts Lo

Mame Date modified Name Date modified Type Size Cal

o Quick access o Quick access
@Please_Read_Me@ 21/20191 @Please_Read Me@
B Desktop * b il 3 B Desktop bt e
3 @WanaDecryptor@ 1 A 5 @WanaDecryptor@
& Downloads & Downloads

WaorkDoc-1.pdf WNCRY

WorkDoc-1.pdf

% Decuments ¢ WorkDoc-2,pdf WNCRY 4/20191:39 4 = Documents | WorkDoc-2.pdf
&= Pictures | WorkDoc-3.pdf WNCRY 4, 1:394 & Pictures WorkDoc-3.pdf
. z WorkDoc-4,pdf WNCRY ! 1:394 = WorkDoc-4.pdf
& ThispC e £ ThisPC P

WorkDoc-5.pdf WNCRY 4 1:39 4 WorkDoc-5.pdf

¥ Network WorkDoc-6,pdf WNCRY 4 94 g Network WaorkDoc-6.pdf
WorkDoc-7.pdf WNCRY /2019 1:39 4 WorkDoc-7.pdf

WorkDoc-8.pdf WNCRY 4/2019 1:394 WorkDoc-8.pdf

WorkDoc-9.pdf WNCRY 4/2019 1:39 4 WorkDoc-9.pdf
X WorkDoc-10.pdf

WorkDoc-11.pdf
WorkDoc-12.pdf
WorkDoc-13.pdf
WorkDoc-14.pdf
WorkDoc-15.pdf

Ooops, your files have been encrypted!

What Happened to My Computer?
'Your important files are encrypted.

I Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to WorkDoc-16,pdf
recover your files, but do not waste your time. Nobody can recover your files without WorkDoc-17.pdf
M our decryption service. WorkDoc-18.pdf

z: WorkDoc-19.pdf
Can I Recover My Files? s B
Sure. We guarantee that you can recover all your files safely and easily. But you have

Try now by clicking <Decrypt>.
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O] ZM0ll €EE NetApp 7|52 34 = H & LHO|| CIO|E{E =75t 3HE AR ZE M
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https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/

Zarel 2
XAtz o] 2M 2do =&= 4 CHE 2= dAF EELICL
« Jorge Gomez Navarrete, NetApp
* NetApp, Ganesh Kamath
=7t EE
O Mo BHE FEoi CHal XtAMIS| LOotE{H Chg M H/E= & AO|EE HESHIAIL.
* NetApp Snapshot 2 E 9]0
"https://www.netapp.com/us/products/platform-os/snapshot.aspx"
* SnapCenter ¢ 22|
"https://www.netapp.com/us/products/backup-recovery/snapcenter-backup-management.aspx”
* SnaplLock H[O|E| & &=
"https://lwww.netapp.com/us/products/backup-recovery/snaplock-compliance.aspx"
* NetApp M= AN
"https://www.netapp.com/us/documentation/index.aspx"
» Cisco AMP(Advanced Malware Protection)
"https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html"
* Cisco Stealthwatch

"https://www.cisco.com/c/en_in/products/security/stealthwatch/index.html"

F:PJS 140-2 Security-22 FlexPod £22M2 £ 9|2 MH|A
X

TR-4892: FIPS 140-2 Security-compliant FlexPod solution for healthcare

Cisco?| NetApp John McAbel, JayaKishore Esanakula

AN 3 o HAHMHITECH)S fIet °|= EE 7= (Health Information Technology for
Economic and Clinical Health Act, HITECH)0l= MXt 25 4Z M E (ePHI)0|| CHst
FIPS(Federal Information Processing Standard) 140-22| ASEl 2537t T $hL|Ct,
Hit(Health Information Technology) OHZ2[Z[0]4 5! AZER||0{= FIPS 140-28 &5
D20N M 284 T2 (0[M 90| Y= At QIMEIE =23) IS5 S F Sl ot
SHLICH XtAHE 2E MISK} B A2 Medicare % Medicaid QIMEIEE &2 i FIPS 140-
2(Level 1) & S|E(Hit)E A5t S o2 EY 5! H|C|#|0| =(Center for Medicare and
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https://www.netapp.com/us/products/platform-os/snapshot.aspx
https://www.netapp.com/us/products/backup-recovery/snapcenter-backup-management.aspx
https://www.netapp.com/us/products/backup-recovery/snaplock-compliance.aspx
https://www.netapp.com/us/documentation/index.aspx
https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html
https://www.cisco.com/c/en_in/products/security/stealthwatch/index.html
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Medicaid, CMS)0| M E&f5 £atE EX|3l0F &
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el Zect7|le B2 £HOZM IS ELC
Portability and Accountability Act).

;
f

FIPS 140-2= 0|2 2%t HEHE HS5H= SIEL0, AZEQ|0] I Heofo] g3t R0 CHst 2ot @7 AtES
dHots R BEQYULILE BE E4£ 0|5 R AESIEE #8510 ASLIC 28 AMH[A 8l o=t 22 74
CHet MHoME Xt AFELICE 0] 7|2 EME Sl SXh= FIPS 140-2 2¢F BES =2 +F0|A ofsie =+
UAFLICH £ 2| Z J[ 20| 2ot CHefst /IHE YH0| 0l8idt= o =20| ELICh OX|2He =, 7| BOME Sl
FlexPod & 2IZ20i| FIPS 140-2 7124 FlexPod A|AEIS 510 O| & AHMtE Hooh= WHES mhete
ALt

9]

O] 2M= FIPS 140-2 22t #&E S &4l0F oti= StLt 0] 42| 2|z IT OHEE|H[0|E EE= ERHE S ARGH| 9ISt
Cisco Unified Computing System(Cisco UCS), Cisco Nexus, Cisco MDS 5! NetApp ONTAP 7|4} FlexPod
lmate| Jle e Lct.

CHe

O M ez 49| 7|= 2| 8 Ciscot NetApp THEL £FM AIX|L|0] S T2HM'E MH[A XS et
L4
a

WYLICH NetApp2 AFEXAZE ARE W AE2(X| AMO[H HES & 0|35t /IS 2 OotL[2t ol = 2|H, o| =2 =,
O|Z IT A|28, Cisco UCS 3! NetApp 2E2[X| A|ARIO| TSt 7|&& X412 231 ATt JHg el

"2 2= 20k Ato|H Hot [ L|Ct.

O|= 20| AtO|H Hot 2|7

||O|II_-|: _+_7H.||

£ 2Xl= ME2 7|22 MSELICE COVID HMAA 2tAto 2 Qs 0]2{$t 7|2| & StLizt
S & QIGLICE of 2™ "H 11 A" HHS(Department of Health and Human Services)
AtO|H Hot T2 S S35 COVID tig2 YU 32 sl+E s SLICH 2020 3E
A =0l S= MZ2 QAEU =212 6,0007H0] HHELICE =H[Ql S 50% 0]&0|
UAHE SAEMSLICEH HEAH 3AHS 20203 MA| 2| = H|0|Ef KsHe| 72| 50%E
XEXI50] 63071 O|&k2| o|= &1t of 2 900TF 7He| 9| = 7| =0 BES FUSLICE 19712
KSR 2% 9| F 7t E|RAELICE 24.5%01 2| = MA0|AM = 20200 HIO|H |RF
At 7} 7HE BhO| St &L T,
ofo| Xl R S0| HE HOiSHALL O|F Mt|StALL e ZA|F| T YI-5H0] PHI(Protected Health
Information)2| =2t 3! 7Hel HEE ZsHdH 1 A|=}ELICH ePHIO CHet £EF HZ2E U6 Ched 3 OiE &S A7}
Xt O|FO{TLIC} 20201 SHEt7|0 e ZEl 2HAt 7|1 =29 oF 75%= YT 2AIX7} OISHE 2 H&20|ASLICH
CHe ol& RE 552 2f9|X2l 00| EQ| HEXO| =|ASLICE.
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https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/sites/default/files/2020-hph-cybersecurty-retrospective-tlpwhite.pdf
https://www.hhs.gov/sites/default/files/2020-hph-cybersecurty-retrospective-tlpwhite.pdf
https://www.hhs.gov/sites/default/files/2020-hph-cybersecurty-retrospective-tlpwhite.pdf
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HZELICH HIO|E 2222 FlexPod A|AH LH9| PHI2I 22 AKX MEE LIEPHLICE o]=
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FlexPod Cisco UCS ZEE! 3! FIPS 140-2

"0|1H: AEE S22l tf Cllo|E Zael

FlexPod O}7|ElX{= FIPS 140-2Z £45t= Cisco UCS MHZE MAIE & JAE&LIC O0|= S.
NIST, Cisco UCS AH{= FIPS 140-2 8| 1 &4 RE0|AM Zs5E 4 QIEL|CEH FIPS =&t
Cisco M QAS| MY 2E2 2 onmxlsa "C|3009| FIPS 140 T[O|X|". Cisco UCS
Manager= FIPS 140-2 452 H&&LICH

Cisco UCS %! IjE2| 2IE{HUE

Cisco UCS Manager= Cisco Fabric Interconnect(FI)0f| Al 713 S AlSHEIL|C

Cisco UCS X! FIPS 2ds} 2ol cheot XtMist 82 & EESHAIR "Cisco UCS Manager 2E A",

Zt {22 A % BQ| Cisco E2! QIE{HIUEN M FIPS ZEES &Ms}s2H CH2 HA S AMEhL|Ct,
fp-health-fabric-A# connect local-mgmt

fp-health-fabric-A(local-mgmt) # enable fips-mode
FIPS mode is enabled

Cisco UCS Manager E2|= 3.2(3)2| 22{AE{0f|A Cisco UCS Manager E2|= 3.2(3) 0|H

@ 22| X9 FIZ FIE wAst2{™ uK| FIE S2{AE{0f| =7t517| Hofl 7|& FIo|A FIPS 2E(FIPS 2E
H|ZHSHE HIZMSISHA AR, Cisco UCS Manager?| £E! 2tH0AM 22{AE 7t M E|H FIPS
DEJ XS0 2 M™EL|CE

Cisco= ARE L= OHE2[AI0[E ABUHM FHE & A= L3 &

ro

F2 HES Mgt

« * A= QIEE Cisco AMP(Advanced Malware Protection).* Microsoft Windows %! Linux 2% H|&|0{| A
X|¢E|l= ol ERH2 o, M 3l SH 7|sS SSELICL o] Eot AT EQ 0= HYUS UXISHD T X[FHoH|AM
URAO{E AHEHSHH md 8l HEHI* —‘Z*EO XN&Ho2 BLHE 8 2451 M WO R = U= fI”E

MESHA EFX], A 2l s A SLICT. AMP°| MAP(Malicious Activity Protection) 7+ 4= 2 °.i':E°|E

SES X|AXHOZ DL|E2s T IS TOIEN A AlSH =0l = aHo| H|™AMMo| EXt2 2{Efel ZHx| Ol

Xf':._°“—||1f olE S0, A=ZQIE SEtof| HHY 7t EAI=H 2H|7t == E§A1I¢7f -3§-§5|01 %EE?JE

Lot} o[ ZH0| SX[ELICE.

|et* AMP. * O|H|2 2 A0S FESH Mollﬂ SAg sdotes £ FHOZ X2| HUASLICEH

B2o= 42 S of 100001 Jiol oI0jRIo] welelod, 012 B3 SATIES MBI NAtol chet ctele
A= HEIS 12 & ULICE 204 0| 22 21012 Wojsts 20| HOIXO 2 FREULICL AMPE HIZ Ho|

S| AZ29l(zero-day epr0|t) Sl oty HE Dol AT ofd B ofet 7*8 oil chet o|H| ¢ S S etL|nt.
EEoF Al 2| 119] URL OIE"EP‘VkE AtESHO] ofd F3E AITHEILICH. AT{o] oy, 2o S 7[EF FHaast
S0l et 152 23 7|58 M3t

* * NGIPS(Next-Generation Intrusion Prevention System). * Cisco firepower NGIPS= H|0|E ME{0|M 22X
o E20|HAZ FXEIHLE VMware(NGIPSv for VMware)Oﬂkl THAb O] Z2I0|HA R & 4 QI&L|CE O]
nk=2=FSPIR-ON AI*E“° Al Mt H2 & AR HES MSELICE AMP, OiZ2|#[0]M JHA[H 2 H|0f,
URL ZH 7|52 M35t7| s MEiN 2= Efol*“*i |Od Ho E ohaeh & JELICL 7H4%HE NGIPS=
VM(ZH A A ?_*QI Ez{fmlg ZAISHD 2[AATLH|SHE ALO|EOM NGIPS £FM 2 &A| tiE 3! 22|
UALE ot0] S2|H Xtatap ZHa XM R R0| HS E ZSHetL|Ct

"CIS 22, FlexPod Cisco HE®Z 5! FIPS 140-27F J}&LICE"
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https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=UCSM
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=UCSM
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=UCSM
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=UCSM
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=UCSM
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/CiscoUCSManager-RN-3-2.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/CiscoUCSManager-RN-3-2.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/CiscoUCSManager-RN-3-2.html

FlexPod Cisco HIE®Z 5! FIPS 140-2

"0|%: FlexPod Cisco UCS ZFE 2 FIPS 140-27t X| & ElL|Ct."

Cisco MDSE & XsIMAI2

AT EQ0] 8.4.x7t BH=Il Cisco MDS 9000 Al2|= EHEL "FIPS 140-2 72 £4". Cisco MDS= SNMPv3 %
SSHo|| CHsl 253t 2 U CHS MH|AZ ReiL|Ct,

2} MH|AE X|JH5t= M 23

2t M
Zf Mb|A 7| oHl 7158 X-¥ots 2E 7= Y 2EE
2t M

A

M0 cisk sl & LICt

ZF X

2t MH| A Q| CHA! et 5}

FIPS ZEE &M3}5t7| Toll MDS A2[X|0f|A CHS ZtY S 2t2SfLICt

7.

. 5o Z0|= Z|A 8X} 0| 40|0{OF BL|CE.

- HIUS HigdstetL| . AF8XH= SSHEH AFESH] 2218l of ehL|Ct.

- RADIUS/TACACS+E S3ll #Z 2153 HIZ2dotetL|Ch AQX|o| 222 U= ALEAIE Q1SS &S =
ALt
SNMP v1 3! v2E H|ghdstetL Tt SNMPV3OH| CHOH L&l A9{X[Q] 7|FE AMEXF AE2 QS E ?I6H SHA 2F

JHol M E§§ 2|8l AES/3DES 20t Ao} ShL|Ct,
VRRPE H|ZM3tetL|C},

2152 floll MD57} 7Lt &= eHE 2{oi DESIt !
2/= 510l BDES/AESE AFESIEE HME +FE L

2= SSH MH RSA1 7| 4S AtdIgL|Ct,

FIPS REE 231510 MDS A2/X[0fl FIPS &EHE HA[SIHE L3 HAE +AHYAL.

1.

FIPS HEE HEAIELICE.

MDSSwitch# show fips status
FIPS mode is disabled
MDSSwitch# conf

Enter configuration commands, one per line. End with CNTL/Z.

2. 2048H|E SSH 7| MAgtL|Ct.
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https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=mds
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=mds
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=mds
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=mds
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=mds

MDSSwitch (config)# no feature ssh

XML interface to system may become unavailable since ssh is disabled
MDSSwitch (config)# no ssh key

MDSSwitch (config)# show ssh key

Ak hkhkhkhkhkhkhkhkhkhkhkhkrkhkhrkhkhkhkrkhkrhkhhkhhhhhhhhhhrxk

could not retrieve rsa key information

bitcount: 0

Ak hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhhhhhkhkhhhhirk

could not retrieve dsa key information

bitcount: 0

R IR i e S b S b b 4b b b db b db b 2 Sb b db S b db b i dh b 2 b b b db i db b 2 4

no ssh keys present. you will have to generate them

A e b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b
MDSSwitch (config) # ssh key

dsa rsa

MDSSwitch (config)# ssh key rsa 2048 force
generating rsa key (2048 bits).....

generated rsa key

3. FIPS ZEE &dstgfLct.

MDSSwitch (config)# fips mode enable

FIPS mode is enabled

System reboot is required after saving the configuration for the system
to be in FIPS mode

Warning: As per NIST requirements in 6.X, the minimum RSA Key Size has
to be 2048

4. FIPS MEHE HEAELILCE

MDSSwitch (config) # show fips status

FIPS mode is enabled

MDSSwitch (config)# feature ssh

MDSSwitch (config)# show feature | grep ssh

sshServer 1 enabled

o. H¥l Il Yo FHS MIYRLIC



MDSSwitch (config)# copy ru st

[HH#HHHHSH A H S H 4] 1009
exitCopy complete.

MDSSwitch (config) # exit

6. MDS AQ[X|S CHAl AJZFELICE

MDSSwitch# reload
This command will reboot the system. (y/n)? [n] y

7. FIPS ME{E EA[ELICE.

Switch (config)# fips mode enable
Switch (config)# show fips status

KiMSt L2 2 EZSHMA|Q "FIPS 2 E 25,

=

Cisco NexusE EZSHAAIL

Cisco Nexus 9000 A|2|= AQ|X[(HH 9.3)= "FIPS 140-2 #2 Z===". Cisco Nexus= SNMPv3 %! SSHO| CHaH

o3t B 5l Ok AMH|AE FolgLC)

o 2} MH|AZ X|St= MM A
* Zp MH[A 7| IHY 7|5 X[Hsts ZE 7| Y=ot €EE
* 2} MH[20f Cie o LICt

* Zp MulAof ofE st
FIPS HEE &43257| Toll Cisco Nexus 29/ X0 A CHS ZAS 2tESHHAIL.

1. 28 H|gMsletL|Ct. AF2XH= SSH(Secure Shell)2t AF26104 2 1Q18H{0F BHL|CL.

2. SNMPv1 &l v2E H|ZMSIEtL|CH SNMPv3O0]| CHel LM &l & X[ Q| 7| & AKXt
MH HSZ 2|8 AES/3DES 2t FAIs|of shL|C}.

3. B E SSH A{H] RSA1 7| A2 AtH|gtL|C},
4. Cisco TrustSec £t HZ TZEZ(SAP) Y4 S0 AF2E HMAC-SHAT HIA|X] 224 &

25t SHA 2 742l

AHMIC)E

grdatefL|Ct. oA 5™ CTS-MANUAL E= CTS-dot1x 2 E0|A SAP hash-algorithm HMAC-SHA-1

H2S Q2SI
Nexus 29/X[0]|M FIPS ZEE 2dststa{H LIS THAIE AU AIRL.

1. 2048H|E SSH 7|E & EL|CL.
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/5_0/configuration/guides/sec/nxos/sec/fips.html
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NexusSwitch# show fips status
FIPS mode is disabled
NexusSwitch# conf

Enter configuration commands, one per line. End with CNTL/Z.

2. 2048H|E SSH 7| MAgtL|Ct.

NexusSwitch (config) # no feature ssh

XML interface to system may become unavailable since ssh is disabled
NexusSwitch (config) # no ssh key

NexusSwitch (config) # show ssh key

R b b S b b b b b b b b b b b S b b I b I b b b b b b b b b b d b b b b g

could not retrieve rsa key information

bitcount: 0

KA A A A A A A A A AR AR AR AR AR AR A A A A A A A AKX, Kk Kk

could not retrieve dsa key information

bitcount: 0

KAk AR A AR A AN AR I AR I AN A AR A A XA AR AKX Ak Xk

no ssh keys present. you will have to generate them

KA A A A A A A A A A A A A A A A A A AR AR A A AR AR AN AKX KKK

NexusSwitch (config)# ssh key

dsa rsa

NexusSwitch (config) # ssh key rsa 2048 force
generating rsa key (2048 bits).....

generated rsa key

3. FIPS REE ZMs1gtL|Ct.
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NexusSwitch (config) # fips mode enable

FIPS mode is enabled

System reboot is required after saving the configuration for the system
to be in FIPS mode

Warning: As per NIST requirements in 6.X, the minimum RSA Key Size has
to be 2048

Show fips status

NexusSwitch (config) # show fips status

FIPS mode is enabled

NexusSwitch (config) # feature ssh

NexusSwitch (config) # show feature | grep ssh

sshServer 1 enabled

Save configuration to the running configuration

NexusSwitch (config)# copy ru st
[#H###HHHSHAHSH A H A H AR AH AR H AR HH#EH] 100

exitCopy complete.

NexusSwitch (config) # exit

4. Nexus AQ|X|Z CEA| A|ZFEILICE,

NexusSwitch# reload
This command will reboot the system. (y/n)? [n] vy

5. FIPS AE{E HA|BILICE.

NexusSwitch (config) # fips mode enable
NexusSwitch (config) # show fips status

EESF Cisco NX OS 2ZEQ0{= HIER S 0|4 A Hot AMS AT
HEH3AS 2= Chist HELCO|E], S41 2t SRt

S =M 20l YAEY SEof et SEES F|
SHME[E B o2t Z2 QAR EF IE S AEY = ACH, OFX| S F2 0|2 Zhate 5= ASLICH
NetFlowe= SE2 AFE5H0 HERZ ZL|IHEO| C [2 2 AA QIEH|O|A(EE VLAN)O|
RSN 7)ol CHall S 2S HE Tl thde AEZQLILE F|= | 20 tho AEE AUYULILE RS
HZEE AIRSI0 K59 1] 7|2 Holst= RS2 DHELICH SE LHELHI|S AFR3I0] Cisco Stealthwatcht 22
A NetFlow =E 7|2 S 220 T3l NetFlow0l| M +=Et= HOIHE L2 &= AFLICE. Stealthwatch= O]
HEE MESIH LIEQIZE XIS 2 HLIEZIS 0] 2 Al ZAIZE 9led BIX| 8 Al TS #olst ZALE
HMSgct.

etFlow 7|52 X[ ELICt. NetFlows
M 7|Z2t2 M EL|CH HEE T

Im =z

o
otm
)
i
in
Ok =

2 OF

"2 O 2, FlexPod NetApp ONTAP AEZ|X|2} FIPS 140-25 MI{E ZI&LICE"

FlexPod NetApp ONTAP AE2|X| & FIPS 140-2

"0|™: FlexPod Cisco HIE®Z 5! FIPS 140-2."
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N MH[AS HEoHH, of7[ofl= 2=0 2t HEE
= UGLICE M2 NetApp2 H|0f Z2(|2! 3! H|o[E
Crefot M2 YAS AFSELICH

NetAppE CHeFst 8H=20f, ALES
oot BEO| Lt 18R4Tt EE
2012 2fol FIPS 1402 78 E48 92t

of
£

* NetAppOil= H& S21 O|0|H 3! 57 HI0|E{Q = 3tof CHot 2|H 1 S S0t 23t BE0| Xtk 0f
UAELICE
* NetAppE FIPS 1402 258 748 S{=9/0f 9 2D ES0| RES 25 AFULICE 05 501, NetApp Storage
Encryption 3 M2 FIPS 2| 2 ¢IZ E20|2E EE¢LLC.
* NetApp ME2 ME £ 7|50 235 Hel LHol| JAX| §iCj2te BES E40ts UHOZE ATE ZES MEE £
AELICE o|E £0{, NetApp Volume Encryption(NVE)2 FIPS 140-2 38 £48fL|Ct. 0| &R M2
HEMOZ HBE[X] AAKX|TH2H 12] HBE NetApp Y=3t RES HEYLICE AL 2 ONTAP HZHOf CHst

M =4 MEE M| YotE2{H FlexPod SMEO|AH| o[t AL.
* NetApp 2=t ZE2 FIPS 140-2 &|®! 19| AZ2 A ELICH*
* NetApp CSM(Cryptographic Security Module)2 FIPS 140-2 2| 19| ZAZ 2 AR ELICH
* NetApp AtA| 2=t E2t0|H = FIPS 140-2 2|8 22| A3S HMSLICH*
NetApp2 FIPS 140-2 Z4Z2 H*l SED(XAHA| °*§§} E210|E)E OEM(Original Equipment Manufacturer)of| A{

SE
TRLICE O|2{gt EEIO|EE = 02 FF A E2I0|EE X|HsH{of LTt E2t0[E = 2| 20| M ASELIC
CtE NetApp MIZE2 HEE SEDE 28Y = USLICH

-

* AFF A-Series ¥ FAS AEZ|X| A|AH
* E-Series % EF-Series AEZ|X| A|AEIS 23tL|C}
* NetApp O 2| AH|0|E &3t U NetApp 28 =2t

NVE 2 NetApp Aggregate Encryption(NAE) 7|=2 AtE5IH =& X 0 O2|H|0| E 2ol M GO E Y=ot
Aoz £FHO0| F2|% =210|20]| Miet=|X| gt&LICt

NVE= ONTAP 9.18F A8 7tstt ATE 1|0‘| 7|8re| R5 CIOIE 2tz £F 40| ONTAP 9.2 0|= FIPS 140-2
£ Z4ELICH NVES AFE3IEH ONTAPZL 2t 2E9) E1|0|E1§ A1|—'?'—’51_§ oot i’iél—l Ct ONTAP 9.6zt &H|

x1|4—5|_ NAE= NVEZ2| MZt0o| 2tMH, ONTAPZI Zt 2&2°| H|0|EE U3t 4~ Qo £0| OH"EI71I0IE
HMHOA 7|2 2L 2 QELICE NVERF NAES 25 AES 256H|E &t S3E AFREHL|CE, SED7f A= EI*='01|E
OIS MAEE £ UELICEH NVER} NAEE ALE5H Aot AIE= ZR0UE AEZ|X| 22M 7|52 A2 £

USLICE O Z2|AH|0|M A BTt AS3}s5tH AER|X| 2842 ZE O[S +2 4 USLICEH NVERF NAEE AtEstH
CilO|E{ 7} NetApp WAFLE EdH HIER 20X RAID AIZLE MEE|7| tfE0 AE2|X| 2240| FX|=|1 C|0[E Q]
A4Sl I A E I-I Ch AEZ|X| 242 =0|7| I3l NAEOIA OHI2|AH|0|E ZEHMHE ALEY £ JUSLICH
NVE =&1} NAE 2E&0| St NAE Ol J2|H|0|E0f| 3= 4= UELICH NAE OfO2|AH[O|E= Y 2tE[X| g2
=52 XIgstx| ?:QI-I Ct.

D2 MA= CHSat 20| TIAHELICE CllO|E{ 7t = ot[H FIPS 140-2 2{|# 12 R2 40| AT A2t ZER
H&E Ef A=ol ZE2 O0|HE 22t RAID AIZEL = CHA| M&EILICH O3 O = o}E E1|0|E17f
ClA3 2 MEELIC T2t NVERF NAES Z225t0] C|0|E{E CIA3 = 0|0] Y=atet 4= ASFLICEH A7|= Bl

AZ2 WS 5, H0lE{7} 22 2tel AEj2 Lo RAIDZ H4AE| 1 2est n5o] o8 S Selnt Cg J12int 2ol
ABHO| LIHX| 227K S E LI,
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Write (Encrypt)/Read (Decrypt)

Request J, T Response
e
1

G war. 9

G
S5

Cryptographic =

Module
6

@ NVE= FIPS 140-2 2|l 19| AZEl AT EQ|0 453 DES ALREL|LCE.

NVEO| CHEE ZEMISE LHE2 & "NVE H|O|EfA| E"EZSHY A 2.

NVE= 22t E9| H0|E{E 25 8L|C} Cloud Volumes ONTAP % Azure NetApp Files= FIPS 140-2 724 H|0|E
LSHE F7 MEHOIN MBS 5 USLICE

ONTAP 9.75E{ NVE 2f0|dlAe} 2HE L= o[ 7| Z2[7t AS i M2 H-HE 0f22|AH0|E 8l =2&0| 7|2H2=2
2= SHEILICE. ONTAP 9.6 E{ 0 12[A|0|E 2i|E 2=t MROPO:I Aootet 2EO| ZE ol 12| AHI0|E 7|1E
%-*%FOF T+ UASLICH AggregateOij A ddet 282 71=HC 2 YootELICL 252 Y2ote M 7[=4S Mol

1
;O
0!
E

CHE CLI BE S AAsH| Tol| S AE 0| RS NVE 2H0[IATE A=K 2RISHIAI2.

AggregateE Hd5t0 A otdte{H L3 HHS HHTLICHONTAP 9.6 0|2 S2{AE] CLIOIA &3 Al).

fp-health::> storage aggregate create -aggregate aggregatename -encrypt
-with-aggr-key true

NAEZ} Ol O 2|#|0| EE NAE A aggregate = Hetst2{™ CHS HHS MAlTILICHONTAP 9.6 X 0| 22{AH
CLIOA M= HR).
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fp-health::> storage aggregate modify -aggregate aggregatename -node
svmname -encrypt-with-aggr-key true

NAE Oi2|7|0|EE NAEZ} Ol aggregate 2 HetsI2H LS HHS MASHIA|2(ONTAP 9.6 0| Ate| E2{AH
CLIOIAN MEE|= 75'—?—)

fp-health::> storage aggregate modify -aggregate aggregatename -node
svmname -encrypt-with-aggr-key false

ONTAP NVE CLI &

ONTAP 9.65E O 2|AH|0|E 2

H of tet 289 Zot=l OjOZ|AHO|E0f| 7|1 E e =
UELICE AggregateOf| A MMst 282 7 i

0°=_*
ot

NAEZ} 2-detzl o2 AH0|EMM 2ES Mdsta{H OhE HES A
A= AQ)
o - OT)-

fp-health::> volume create -vserver svmname -volume volumename -aggregate

aggregatename -encrypt true

EE 0|5 gl0] 7|= 2& "MIAt2|of" Y=t E Mol H CHS HES HHSLICHONTAP 9.6 0|4 22{AH
CLIOIA A% Al),

fp-health::> volume encryption conversion start -vserver svmname -volume

volumename

ZE0| Y=ot AHE A=K 2S5t H L3 CLI S AL

fp-health::> volume show -is-encrypted true

NSE= SEDE AtE3%t0 St=90] 7t Hi7{LIES S3ll CIOo|E Y=etE fATLICE
NSE= AES 256H|E &8 C|A3 A53tE S 7 HIO|EE 22510 8 &4 % AH0] BHES XSS
§|. 9| AH

of
N
o
T

>
Hm
o
]

2 WEHOoZ BE O|o|H Y=ot 2SS eIt Hlo[Eof EH?J Sl

FIPS 140-2 i 2 XIH| =3t EBO|HE 2%t I-IEr CElolEE &
SCifel N
QIE 7|8 AtE5I0 =210 E0f| A KEA|H

H=
AMARI2 E2I0IHE M3 AIEE f 28

=2 O

5HLCHONTAP 9.6 & 0|Z Z2{AF CLIOIA
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Write (Encrypt)/Read (Decrypt)

Request Response
I 1

G —
;ST -

Storage

Cryptographic Module

() NSEEFIPS 140-2 21# 29| ZEE 2 S2to|=ojAf SIER0] 2SS ALBELICH

NSEOI| CHer XtM|SH LB 2 & "NSE H|O|E{A| E"EIZSHYAI2.

7| 2te

FIPS 140-2 EZ2 CtS O&2lar 20| ZA M Moot Aot RE0f| HEEIL|CE
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2.1.1 Cryptographic Boundary

The logical cryptographic boundary of the CryptoMod module is the cryptomod_fips.ko component of
ONTAP OS kernel. The logical boundary is depicted in the block diagram below. The Approved DRBG is
used to supply the module's cryptographic keys. The physical boundary for the module is the enclosure of
the NetApp controller.

e e e e e e e e e e - - -

’ ONTAP

Key manager User Space components

Kernel Space components

rl S — — _c’}‘? _m?
Key tomod
et 4 | [ SHA KWP |
| | HMAC KDF AES |
omod_{i
o aee | | [ PosT | [DRBG | [ xTS-AES I

_———-—_—-ﬂ

I
I
I
I
I
I
I
I
I
| cryptomod
I
I
I
I
I
1
I
L

— — — — — — — —— — ——— — — — — — — — ——

Figure 1 - Block Diagram

7| 212|XH= ONTAPOIA AFE3t= 2E Y=ot 7|E FXEL|Ct NSE SED:= 7| Zt2[AHE AHE5H0 NSE SED2)
E 7|2 HEYLICE 7| 2A2[XE AFEE I NVESF NAES| 2 El 2882 AZEQ0] s 2F, A=t 7| 2 7|
#e|xtz A ELICE NVEE 2F 2801 ol 7| 2t2|Xk7F MESh= 17t XTS-AES 256 H0|E &=st 7|5
AMERILICH HIO0IH 2 &0 AFEE= 7l= oY S2AH2| HI0|H 250 1&/5IH LootEl =50| Hd2
AMELICH OFE7EK 2 NAE 282 HeY 1|/ XTS-AES 256 HI0|E 2=3t 7|5 ALESHH 7| 22|XHx O]
=ot 7|12 MELLICH NAE 7= 222l Aggregate” ‘44 & ff M ELICE ONTAP= 7|E O|2| H-dstALE
CHA[ AFESEALE 2 EIAEZ B AISHR] 5 LICt 7]= 7| Z2[Xtof s ME 5! 22 E L.

Q& 7| 2t2|X} X H
ONTAP 9.32H 2|2 7| #2|XH= NVE £F M1t NSE £FM 250 X[/ EL|CH FIPS 140-2 EE2 E4
SegMol | A8EE Y=ot ZE0| MEELILE tiF 22| 22 FlexPod % ONTAP 1242 0f W2t LS HE

B SILIE A ELICH "NetApp &2 284 IHEEA") FQ 22|A:

* Gemalto &= SafeNet AT

© HHE2|(2RY)
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* |IBM SKLM

* Utimaco(0|X 2| Microfocus, HPE)

NSE % NVMe SED ¢QIZ 7|= &4 EZ OASIS KMIP(Key Management Interoperability Protocol)E AtE5H0{
Q§ 7| Zt2|xtol| BHAEILICH AEE|X| A|A”] E2t0|E 3 7| 2h2|Xt2F0| 7|0f HM|AL 4~ Ao, Hot |2l
QEZ E2I0|HE 0|S5HH E210|H EF 2 SiHe &~ SIQEE H|0|H RES XY £ JUSLICL 2R 7| #E|XH=
NVE 2& 223} 7|2t NAE Ol 22| A|0|E =3t 7| = NESL|CH HEESQL C|ATTJ 0| & 5 7| 22| Xtof|
HBNAL = H= B2, NVE U NAE EE2 ANAY = glol si=E = &Lt

CS H& ol M= 28 7| 2H2|X7F SVM(Store Virtual Machine)2| vmname1"0f|l AF25t= MH S 20| F 7H2| 7|
22| MHE FI71eL|Ct

fp-health::> security key-manager external add-servers -vserver svmnamel
-key-servers 10.0.0.20:15690, 10.0.0.21:15691

ONTAP:= ZE[E|'HA| AILIZ|20f| M FlexPod Ci|O|Ef MIEE AL Sl 22 SVM 2|20l M Eot49] O|R 2 HIHAIS
HSstod AFEXHE RIRFLICE.

fp-health::> security key-manager external show

0|F 2f=3tE flct Y=ot AR (AIE=tE o)

ClIO|E{ 0]l CHEE HMAE 7—."EI6P" CIOIH & &4t EgoHor Stz 22 NSE SEDE U|IESI3 = B & d53let
A & USLICEL NSE SED= 22[Xt7 M9 +F LSIE L HstALE AR M= 74$ HAENE sl
= 7H9| HE et A|BC E2 NSE SEDZE NVE g NAES} Zetet & 0I*L| C}.

_>.t
o >
-I-r-
oMo
9'_|-

NetApp ONTAP 22{AE| F|0|lA HO[E| &0 Z|9! FIPS 2E= X|igH|Ct
NetApp ONTAP Ci|O|E{ 22| AZEQ0{0fl= DS 23l F=71 Hot +FS QIAHASSH= FIPS ZE 70|
ShA

UESLICE O| FIPS RE= HEE HWHO|Zt MEELICE FIPS ZE71 2H3tE|™ FIPS 140-22| £ Q40 2t M&
AS 2ot v1(TLSV1) ¥ SSLv30| HIZASHE| 1 TLS v1.1 X TLS v1.28F SASLEIL|CE

@ FIPS Z=2| ONTAP 23 AH HA| X0 H2 FIPS 140-2 2| 12 E+gLICH 2 A HA| FIPS
P E= NCSMOIM HS3dh= 2T EQ0] 7|8 st BES AFERLICEL

%E'IﬁE‘I X‘U(l ?_-IEE gﬂﬂ._% |._ FIPS 140-2 '|_'|"§'>I —?v_c——f— Rc= ONTAPol =l x_llo_l o|_|E'II[‘"O|ﬁ§ E§6=_,I'L|E|-
7| 2HMOE FIPS 140-2 M DT H|EHASHE|0] QK| 'HOF 1A A X' 0| CH3H 'is-FIPS-enabled’ DH7H A2
'true’2 AHGI0] 0| REE EMIHE 4 JUELICE

ONTAP SHAE|AM FIPS REE E4stot2{H CHZ FES AL

fp-health::> security config modify -interface SSL -is-fips-enabled true

SSL FIPS 2 =7 &M3tE|H ONTAPHIA 2/ 2E10|HE EE= ONTAP 2229 MH 1M A 9| SSL EAIR
SSL2 2lsH FIPS ZAEaQl AS3HE Ar2TL|Ct.
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HH| S2AAE0f thell FIPS HEHE EAISHH CHg B S &AL

fp-health::> set advanced
fp-health::*> security config modify -interface SSL -is-fips-enabled true

"CIZ 22, FlexPod S8 Q1Z2te| £2M O|FHof| sl L0t HAL."

FlexPod £8 QIZ 2o £FM O]

i}l

"0|™:FlexPod NetApp ONTAP AE2|X| & FIPS 140-27t Q! &L|CL"

ol ZX0= % 7tX| 0| 3Z|E|A A|ARIO| JAELICH 71E ST A|AH & IHX|=
EHR(TXI Z1Z 7|8) A|AED ol 7 HA A|AHIRIL|CE FlexPod A|ARIOA FIPS M™E2
MG | 28 FlexPod A|ARIGIM M HH Bl 23 2E HASS QI QLE AA EHRY E
AA AT OFFIO|E Bl EAM A|ARIPACS) A|AHIZ AFERELICE EHR 7|5, EHR =2|X
OHEZZ|AHO|M M @4 3l EHR A|AHE FlexPod A|AHEI0| 116iEt AR EHR A|AEIO| O{H
O|ME £ £ Q=X HE{H S A XTSHA|QR "TR-4881: MAt 4 7|2 A|AHIZ FlexPod".
ol M AAH V|5, =2 S2 T2 1M Q4 8l 9|7 HAM A|AHIO| FlexPodd|
THE M OfH O|ME 2 £ UK MM SE2 E HZTSIUAIR "TR-4865: 2| = GAE
FlexPod".

FIPS 2% 9l {3 2E AZ 11H0l|M NetApp2 LEHXQIl o= 7|22 tHESH= | I 2E E4S AAMSLICL o2
50, LE AA EHR A|ARIS ALESHO] S X0l 2K} O[O]E AMA S HA ALIZ[RE ZEHESLICH ESH * 0| A
CIX|E o|0|d 2 o|=(DICOM) 7HH| S4l S92 2|z F4t 2 2515 HARMESLICE DCMe| THY YAIIL|CE
HEIH|O|E{ 7} = DICOM K| 7t m I S5 AEZ|X|0f| 25 MEEJSLICEH Eot 7ML E RedHat Enterprise
Linux(RHEL) A LHO|M CtE ZZ 7|52 FEUESLICEH NFSO| DICOM 44|, iSCSIE At&3t0] O+2E =l LUN 2
FCE AH26I0{ OF2EEl LUNS MERMESLICE FIPS % 8! AZ 30| FlexPod S8 21Z2t7t THAte| 7|CHX| £
E0SD JESHAH ™ EICHE A S Sl SLICH

CHS O3 FIPS 83 9! AS0f| AL2E|= FlexPod A|AEIZ 20| ELICH 22|= 2 EEMELICH "VMware
vSphere 7.0 5 NetApp ONTAP 9.72 AF23H= FlexPod H|O|E{ ME{ CVD(Cisco Validated Design)" A X
TZNA S
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