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d. Keystone AMH|A A AIXLE M4st 0|5 22|kt DFa HZSL|CH B "AFE X} 22"

Keystone Collector 4 X|

VMware vSphere A|AE!0| Keystone Collector HiZE

VMware vSphere A|AEI0]| Keystone CollectorS HiESt2{H OVA HIZSIS CIRE=sH
OVF HZ3! i OFHALE ALESHY HIESIS HiZESID, QIZ M REHE 2felst, vMmel
ZH| HEfE =elsHof efL|Ct.

OVA HIZE! Ui I
CHS CHAIE MEN K.
EHA|
1. OVAIIYU S CIR2ZESHM|R "0| 23" VMware vSphere A|AEI0| K ZEFEHL|CE
VMware vSphere A|AEIA VM & EIES] 27| 2 0|5&L|Ct

- 7S HA(VM)(EEE VM ECE MESHX| gf= 2 HIO|E HE)0| 2ot EME OtRA QLEZ HECE
S&ot *OVF HES! HZ*E MEBL(C

4. OVF HIE3! HHi I OPHALS] _1EHA|_O| M *OVF HES! MEf+Z S 250 CIRZ 0 HIESIS MEfRL|Ct,
KeystoneCollector-latest.ova O,

- 2EHA0M = VM 0| ES XIEst VM EE E HEBlL| L}
- SEA0M = VME ddste ol 2Rt ARE 2[aAE XFELIC

AT MR EE HE_ 0 OVA It Q| Fetdt T d S eelsti R,

w N

oo O

n

~

vCenter RE 22| HEA0|= VMware 1S M0 ZSHE|0 USLICEH NetApp 215 7|22 2 EntrustE AF23SIHH,

alie 2B A= vCenter L12| XE A0 Z7+=|0{0F LICE.

a. Sectigo®llA| ZE ME CAASME CIREESHMR "0{7]".

b. S CHAE EAM|KR. Resolution O] X4 7|HHKB) M| MM: https://kb.vmware.com/s/article/84240

r

@ vCenter HH™ 7.x 8! O|F HX Q| B vCenter X ESXiE H X 8.0 0| A0 2 AH|0| E}jof
SIL|C O™ ™2 O o4t JQIQJEIXI k& L|CY,

[l (=]

D\l

Keystone Collector OVA2| £Z 1t T2 0|
SThALRL .

HESE|HEAEE 5 £ QUELICE (Trusted certificate)
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Deploy OVF Template Review details <

Verify the template details.
1 Select an OVF template

Publisher Sectigo Public Code Signing_CA R36 (Trusted certificate)
2 Select a name and folder

Product Keystone-Collector
3 Select a compute resource Version 3.12.31910

Vendor NetApp
o el Download size 1.7 GB

Size on disk 3.9 GB (thin provisioned)

19.5 GB (thick provisioned)

CANCEL BACK NEXT

8. OVF HE3! tiI OPHALS| 5EHA0M VME XMEE (X E X|FEL|Ct.
9. 6CtAIOM = VMO| ALY CHA HIEQIE MedsiL|Ct.
10. _7¢HA| RIZS! ALK K™ _0f|A] Z2|XE AR A™L £7| HERZ FA HEHS E X[™HELICH
22| X H|YHS = vCenter0l] 71 HAIO 2 XMEE|H VMware vSphere A|AHI0| X2
@ N ASH| ot REAERM XA ZHOE ALESH{Of LI X=7| AT EQ0 4 F0i| o] 22X}

HIYHS E HHGHOF BfLICE. IPv4 ¢01| CHst MEUY OpAT = CIDR E7|HO 2 H|l2sH ot
BILICH Ol 2 E0{, MELl 0tA 3T} 255.255.255.091 AL 2F 245 AFEELILCE,

1. OVF 23! i OPHAte] 8EHA| etE FH| oM S HESIT OVA HYZZOf| CiSH Oi7HH =5 SHIZH|
o

VMO| FESI0H| A Bl

H:I

3 A0l AT = VMOl CHEE SSH S B0 YA 22X XHH SH2 2 201510 VMO|

=V P Y= S

OVAE Edli HiZLEl Keystone Collector MH2| Z£7| £ E I3 VMware vSphere A|AEIO|A CHS THHAE
THSHM K.

HHZ 7t 2t= £| ™M Keystone Collector Management Terminal User Interface(TUI) RE2|E|E
@ A5 71 W HLEE 252 a8 4 JASLICH Enter 7|2t S H 7| § CHYSt 7|HE

HEES AME30 SM4S MESHL 0] TUIS BHAe o= ASLIC

1. Keystone Collector A{H{0f] SSH NS LICt. HZSHH A|AHIO|A 22Xt HEHS E HH|0|Estet=
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HIAIXIZF A ELICEH 2o m2; 22X H|ZHS HO[0|EE & =5HH 2.
2. ME2 H|ZHS 2 232150 TUIN| H&6HM. 2aQ16HH TUIZt LIEFELICE,
E=EOSS A 2502 AR &~ JYESLICH keystone-collector-tui CLI EE.
3. st AR TUIS *7M > HEQT MM*0f|M ZEA| NE HEE A HTLICH
AR MMM A|AR SAE O|F, 21Xl & NTP MHE ML

5. FX|HE| > +T7| HHIO|E SM2 AR50 Keystone +=E7|E HH|0|ERILICE HH|O|E = Keystone
Collector 22| TUI R EZ|E|Z CHA| A5t HE AldE M EL(CE

Linux A|AEI0]| Keystone Collector A X|

RPMO|L} Debian 7| X|E AFE3}0] Linux AH{ 0| Keystone Collector AT EQHE HX[e
2= UELICE Linux HiZEHof| 2 X[ A S [EN L.
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RPM ALE

1.
2

Keystone Collector A|H{0f| SSH5tL! elevateBfL|Ct. root EH.

Keystone 370 MES 7t ZLICH
# rpm --import https://keystone.netapp.com/repol/RPM—GPG—NetApp—Keystone—
20251020

RPM Gi|O|E{H| 0] A0f| A Keystone Billing Platform2| X| 22 2Ql5t] SHIE 37l Q1B M7t 7H™ =X
SHoISHM| 2.

# rpm -ga gpg-pubkey --gf '$%{Description}'|gpg --show-keys --fingerprint
=HIE X222 Ch3a 2Lt

9297 0DB6 0867 22E7 7646 E400 4493 5CBB CY9E9 FEDC

CHR2E keystonerepo. rpm IHY:
curl -0 https://keystone.netapp.com/repol/keystonerepo.rpm

ot ol 21| 2 E =Rl5HM|R.
rpm --checksig -v keystonerepo.rpm XM IMUO| MEH2 CHS1t Z&LICH
Header V4 RSA/SHAS512 Signature, key ID c9e9fedc: OK

YUM 2ZEQ|0] KMZA DU S MA[SHN L.
# yum install keystonerepo.rpm

Keystone M&A7} AX|EH YUM I{7|X| 22|XHE S35l keystone-collector 7| X| S & X[ LT}
# yum install keystone-collector

Red Hat Enterprise Linux 92| 2% CI2 BYE AA#50] keystone-collector 7| X|E AX[LIC}.
# yum install keystone-collector-rhel?9

clafet AE

1.

Keystone Collector A|H0f| SSH5t1 elevate®LICt. root E&.

sudo su
CH22E keystone-sw-repo.deb IHY:
curl -O https://keystone.netapp.com/downloads/keystone-sw-repo.deb

Keystone 2T EQ||0] X &A MAS HX|SHN Q!
# dpkg -1 keystone-sw-repo.deb
I{7|X| SE& YO|0|EStMIR:

# apt-get update

Keystone repoZt A X|=|™ keystone-collector I7|X| S MX|SIN|Q.
# apt-get install keystone-collector

Mx|7} 2tZ2E|H Keystone Collector Management Terminal User Interface(TUl) RE/2|E|2

@ Aot 7 A ELER 2SS ALY = ASLICE Enter 7|2 SHEH 7| S CHet 7|HE

?_-IEE% A|--g-'5|-01| 2A1° *._1E—|H0|'_T'_ Ol TU|E EI:_II'A_lHCéI- _J'\_ %ALl E_I_ EEI_uKeyStone CO”eCtor —_I-l-g“
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Keystone AL EQ|0 At5 ZS

Keystone X &A= Keystone 2EEL012] RHES XS2 =2 ASBSIEE 450 QU0
F25t1 & ATE 012 5te| Ato|Eof| AX[EL|Ct.

Keystone YUM A &2 —EEFOIOJE FHe OhSa ZELICH keystonerepo. rpm ZX| GPG HAIE & E8fL|Ct

(gpgcheck=1) 0| N HAE Solj CIREESt HE & E°1|0‘|01| HMEELICH Keystone M EAE E6l| CIREESH
RPM & M HZ0l %'IIHd A X7t 27HsELICE 0] 7|52 Keystone Collector?| 0|2 El XHE YOOI E

7|S0IM AHEE[0] Bt AIO|EM| ot F 2TE J|01':'._* X5 =5 EFELC

Keystone Collector 7+

Keystone Collector7t AEZ|X| 2 Z0|M AL HIO|HE &Y & JAEE St2{H R 7K 74
XS 2t=olof LICL O] = ’é‘R‘.’J T QAE SMSIstn AEE|X| EA D HEHSEY| 9|8t
Uo|d S ALICE

o d .

* Keystone Collector= 74 8! ZLIE{2 258 $33l7| 2|8t Keystone Collector 22| E{0|E
AM2 X} QIE|H| 0| A(TUI) RE2IEIZ RIZELICH Enter 7|9} 3HAHE 7| S CHt3t 7|2 E 7HEES
@ AL M2 MEfSID O] TUIS EHAE 2 QI&LILE.
* Keystone Collector= ©IE{4l 0| 27b58h XX, 5 T3 AO|E E _Tato|yl 2= _of 3
T 4 UBLICH XM LIRS CH22 RZTSHHIR. 7O 29| Keystone” .

£

1. Keystone Collector 2| TUI RE2|E|E A|ZFEILIC,
$ keystone-collector-tui

2. 74 > KS-CollectorZ 0|55t0{ Keystone Collector 14 2tHE F 1 HHO|E0l| AT = = SME
golstM|R.

3. st SME HOoO|ERLICE
<strong> ONTAP &</strong>

° * ONTAP AI22F £E*: 0| SMS ARSI ONTAP Of| CHEH AFS E1|0|E1E e 2= ASBLICE Active
IQ Unified Manager (Unified Manager) Mt 3 MH|A AE2| ME HEE FIHEL|CL

° * ONTAP M5 H|O|E £=&*: 0| M2 AL235IH ONTAP o CH3t M5 HI0|HE & 4 JELICE 0]
Jls2 7|E’“O§ HIQ*“QPEICH UASLICH SLASHO R 2tZ0f|M M5 ZLIEYO0| HRtt Z<2 0
SME &MSIBLICE Unified Manager Database AF2XL A M&E I*EE HSgL|Ct. HloE{H|o|A

ALEXH MM Ciet ME = OS2 & ESHM|R."Unified Manager AFE X} RES (" .

° N HE AH|: o] M2 1o EF IRl HEE MAstH 7|EHMo 2 SdstE|of AELICE. 0] FH0

gdstEl 22 HEZM HQl=l= Ho|Eof CHet XiMet LiE2 23S HESHMR.MeIEE +8
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<strong> StorageGRID €</strong>

° * StorageGRID A2 £Z!*: 0|
StorageGRID 't E FAL} ALEX} MR HEE FItetL|Ct.

* Q! i A 0] 442 T2

Jote[0f RAELICE 0] F40]

H2 EF N EE ANSHH 7| 2Xo 2 &y M
gdstEl 22 HEZM HQl=l= Ho|Eof Cet XiMet LiE2 TES HZESHMR.MeIEE +8

S [l

4. A|AHIOZ KS-Collector A|Zt HEES M3ttL|CH

o. MEs 2=yt

NetApp Keystone Collector - Configure - KS Collector

Start KS-Collector with System
Collect ONTAP usage

Collect StorageGRID usage
sgadminnode.address
collector-user

Collect ONTAP Performance Data

sla-reporter

Remove Private Data
Standard
info
Tunables
Clear Config
Back

6. TUI2| DY SHOZ ZO0F7EM AH|A MEf FEE =t0I5H0 Keystone Collector?t E 4 ME{QIX| =HRISHA Q.

AAES MHIATH I OR: b AtellS EAISHOF ShLit

=]

Overall: Healthy
UM: Running

chronyd: Running
ks-collector: Running

7. Z oHOM A2 T8 SME MEHSHH Keystone Collector 22| TUIE S22 LILCH
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Keystone CollectorOf| A HTTP ZEA| 714

Collector AT EQ|0{= HTTP T EA|E ARSI QlE{ullnt EASH= A

Sl ol AS KLt o= TUIOM gt &
ALt
£
1.

0|0] &5 L= Keystone Collector 22| TUI S E2|E|S CHA| A|ZFEELICE
S keystone-collector-tui

2. HTTP ZEA| ZEE AL 2150| RS ZR HTTP ZEA| M, ZE 3 XtH ZHO|| it M2 B
=7heLt.
e =

ufn

NetApp Keystone (Collector - Configure - Network

HTTP Proxy

amp 1 e_proxy_server

Auth

HOIHE 47 Higt

—

Keystone Collector= 15 £XS

NS Seots o WP HE 24, A Y M5 WS 2T YREE
Ze RN Bl2et HEE OtAYSt0] £TE|S HEE S RIStots S40| ABLICH 0= BT Ak Yars
0JX|X| SLICH J2{Lt MBS RIS AFBRIZE £ AlEEt 4 QI 28 0|2 SO YR 247t UUIDE
thHE|oE B3 Muol R840 BEE F 4 YALIC

Ed 14 40| &S HMetst= of ZHYLICE el
HIO|E ®H*= 7|2He = Edote|of ASLICE.

=
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NetApp Keystone Collector - Configure - KS Collector
Start KS-Collector with System
Collect ONTAP usage
123.323.123.123

collector

Collect StorageGRID usage

Collect ONTAP Performance Data

Remove Private Data

Standard
info
Tunab

ONTAP %! StorageGRID 0flA 72l H|O|Ef M| A X|SHO]| CHOH X|74El &
clolEe ™2 MStollM ®AHE = 2.

Jo
=2
i
rot
0z
HL
rr
i}
glo
o

RSN R."71 2!

AEXL He| FE CA LE|

S RE QI 7|1 (CA)0 CHEt 21E A HB 2 Keystone Collector 2t 7|52 LEQILICH SHX|2F LRt HPR
Keystone CollectorE #4504 AL&X} Ho| RE CAE MESIEE & = JELICL

AMAE S0l A SSL/ITLS HALE AFESHH QUIE{Ul 7| E2HE O] ALE X} X CA QIS M2 ChA| 22 ohEl LTt
FE QISME #2510 HES 518517| T EXHE MEY = A= CAZ HBI=E S FHM0F LIt Ch=2

THAIE 2N K.

THA|

1. CA QIS ME FH|EIL|C} pase642 Q1AL El X509 I & Al0|0{OF BFL|LCE,

@ Xl = oY etAXt= Chga Z25LIEH .pem, .crt, .cert . 21BNt LIS YAl F SHLIQIX|

2. Q9IZME Keystone Collector A{HHE ZAFSIL|CEH THU0| ZALEl QX2 7|23 FHK.

3. MHOIAM E{O|d2 B2 22| TUI REEIE|E HHEL|CE
$ keystone-collector-tui

4. *37d > 1g*C= o|SLLCH.
O. A8t Ho| RE QIBM A8 SN S ZdstetL

6. *ALEZL X|H RE QIZM Z 2 MEH0|M CH2 S MEHSINR. - Unset -

38


../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html
../installation/data-collection.html

7. Enter 7|2 FEMR. Q5N ZEE
8. O AAHRI HEIRK UM RE QASME MENSIHLE Mot AZE QUASIN L.
9. Enter 7|12 SEMR. 12 StHOZ EO0IILLCE,

=l

10, *X{E2 MefspQ. TH0| 8

NetApp Keystone Collector - Configure - Advanced

[ 1 Darksite Mode
[X] TLS Verify on Connections to Internet
[X] Enable custom root certificate
Select custom root certificate path:
[X] Finished Initial OVA Install
[X] Collector Auto-Update
Override Collector Images
Save
Back

Keystone Collector 22| TUI FEZ|E|E AIESI0] 5 MH|A £+F(PSL)E A &+ JSLICE TUIE S3lf PSLE
MAMSHH 2t S AMH|A *’“Oﬂ M™M= 7| E240] XfEOE MEHE| D 2 Active 1Q Unified Manager S3if PSLZ
MASH= =0t OlE-IoI- 7S Az 0= M WM & Ol 92 JH=M0| ZO{SL|C}

HAZ= T O

PSLO|| CHa XbA[S| 2OotEE{H LHEE HESHMR."Es ME|A +Z".

MH|A =Z0] Chsl| XtAM[S] ZoFE
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nl
gjo
mjo

HZ5HM|R."Keystone 2 MH|A =&,

THA|

1. Keystone Collector 22| TUI RE2|E|E A|ZfEL|CE.
$ keystone-collector-tui

2. *JAM>SAIQUM*CZ 7HA AIQUM SHHE FL|Ct

3. AlQUM d5 T2 ohs7| M2 g4stetLct.
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4. Active IQ Unified Manager A2t ALXt A|IHO| ME HEE U5IM| Q. 0[2{3 MEHE = PSLE MY
ZRoHH MEE[X] 5Lt

NetApp Keystone Collector - Configure — AIQUM

[ 1] Enable Embedded UM

PYEMCreate AIQUM Performance Profiles
AIQUM Address:

AIQUM Username:

AIQUM Password:

Select Keystone version

Select Keystone Service Levels

Save
Back

Provide the details of the AIQUM server and user account.

These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

3. * Keystone ™ MEH*Z MEHSIHH —unset- .

6. Enter 7|E F2AMIR. Keystone HHH S MEHSH= CHat 4XIH EA|ELICH

7. Keystone STaaSol| CHSt Keystone ™S X|™6t2{H *STaaS*E X HA|SH CHS EnterE S+ELICH

40

st o




NetApp Keystone Collector - Configure - AIQUM

Select Keystone version

AIQUM Ad| KFS
AIQUM Us| SYEEN
AIQUM Pa

Select K

Select K

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

Keystone 7-5 MH|A HF 12| KFS S48 X EAZ 4 USLICH Keystone 715 MH| A=
@ 74 48 MH|A £=F, MH|A WS, B 2& £H|M Keystone STaaSet CHELICE. XtA[et
Lge I:}°° EZSHM|R."Keystone 5 A{H|A | {7 1

8. X|gEl= 2 E Keystone H's AMH|A £F2 XM El Keystone T 2| * Keystone AH|A =& MEH* MO0
HAIELICHL S50IM °10H: Ms MHIA ZES St Ct
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NetApp Keystone Collector — Configure — AIQUM

[ 1 Enable Embedded UM
[X] Create AIQUM Performance Profiles
AIQUM Address:
AIQUM Username:
AIQUM Password:
Select Keystone version
Select Keystone Service Levels Extreme

Performance
Standard
Value

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

O RCEREEL =

ofn

Alof| MEHSIO] PSLE Mde = ASLICH

9. *XE*Z MEHSI D EnterE FEM L. Hat MH|A ~F0| MM EL|CE
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Performance Service Levels @

View and manage the Performance Service Levels that you can assign to workloads.

Search Performance Service Leve = Filter
+ Add o
Name A Type Expected IOPS/TB = Peak IOPS/TB Absolute Minim...  Expected Latency  Capacity Workloads
Extreme - KFS User-defined 6144 12288 1000 1
Used: 0 bytes Available: 263.85 TiB
=] Extreme - KS-STaaS  User-defined 6144 12288 1000 1
Used: 0 bytes Available: 283.85 TiB
Overview
Description  Extreme - KS-STaaS
Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08
(-] Premium...S-STaaS  User-defined 2048 4096 500 2
Used: 0 bytes Available: 283.85 TiB
Overview

Description ~ Premium - KS-STaaS
Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08

MEHSE M5 MH|A 2Z0] et PSLO| X|™El Active 1Q Unified Manger A0 0]0] Q= A CHA|
MMer =~ QIELICE O|E Aot @F HIA|X|7F EA|E/LICE

NetApp Keystone Collector — Configure — AIQUM

Warning

AIQUM Ad| Failed to create Performance Service Level for:
AIQUM Us| Extreme. Error: <Response [400]>

AIQUM Pa

Select K

Select K

<
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

ITOM Collector A X
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° Windows Server 2016 0|4
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° Y| =8 ME{ZTat0| X 2|5 A(RHEL) 8.x
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* 7 2T Ak E'—IHE'EI" KXol &

MH VME SiZE[=
T4stiof Lict.
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—
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ITOM =&t

StorageGRID =E IP

ITOM £=Z 7t
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2 NetApp E1£E1

HOf LtQt Q&LCt.

RN

et

NetApp ONTAP HTTPS, SNMP

So{AH 22| 1P

ITOM &7t

S AE AQIK] SNMP

ITOM %7t
StorageGRID & [P HTTPS, SNMP
ITOM =%t

Keystone ZzIE

A KM= Debian 12, Windows Server 2016 &£

VM 2|44 27 APgHS €

17| A8 A™ 1t SNMP7F 7 E|0] /X 2l
8l 2 AE AQ|X[0|A SNMP E# SAE 8l Syslog AHZ

SNMP, A|ARIZ D
SNMP, A|AEIZT

SNMP, A|ARIZTD

SSH, HTTPS, SNMP

AT E 07t ZH[E|0] A

TE
TCP 443, UDP 161

UDP 162, UDP 514

UDP 161

UDP 162, UDP 514

TCP 443, UDP 161

UDP 162, UDP 514

TCP 22, TCP 443,
UDP 161

S| R. ITOM Collector
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ITOM 2% 7} 27 DNS DNS UDP 53 2of e b2y
DNS AH|A

ITOM &7} MEHSENTP AH AE| ] UDP 123 AZE|X|
Linux A|AEI0]| Keystone ITOM CollectorS AX|5tH 2

AE2|X| 2tZ0[M HEZ] H[0|EE +=E35t= ITOM Collectors X[ot2{H R JHX| HHAIE
2SN 2. 27 AP0l M2t WindowsLt Linux A|AR0| &X|g 4~ ASFLICE

rr
o

H 23 E MSst=d], ol

@ Keystone X|2/EI2 ITOM Collector 8 X| IIAUS CIRZEE £ QU
3= 24|17t 20f 2tEELICH

Windows A|AEI0|| ITOM CollectorE A X|5t2{™ CHS 2 & ESHM|R."Windows A|AEI0f| ITOM Collector X" .
Linux AMEHO| 2T EQHE MX|5t2{H CHZ THAE MEN K.
Al=Hst7| Mol

* Linux x| A3 ZE0| Bourne shell2 A& 4= AU=X| 2HOISHN|R.

* AX[SICF vim-common ITOM Collector AX| IO 2 QT xxd HHO|L2|E ¥7| 2/t THF | X L|C}.

* SOIBIMA|R sudo package ZE7I OH AMEXLE ITOM Collectorg Adlsta{= A< AX|EL|Ct.

1. 1TOM 37| X IS Linux MHO| CHR2=8L|CH

2. Mol M B0 22 210 TS HY S HAsto] YtS HEFs Hio|L2|E MY THssHA| ehEL T
# chmod +x <installer file name>.bin

3. ITOM 87| X MAS AESHH CHs S-S dASHAR.
#./<installer file name>.bin

4. MX| S HASHH CHZ HIAIX|7F EAIELICE
a. X|E ArEXt 2t0| A A FEULA)| Sl EfLIC.
b. MX|E 2IsH AHEX MF HEE UAHSIM K.
c. &KX &¢l CAMES| S X[FELC)
£ MHESHMIR.
e FEl= B2, el MR FEE HS5HHR.
2} ZEDEO 3l 7|2 40| EAIELICH EES 27 AF0| gictH 7|2 88 MESh= 20| E&LCEH

7|2 SM4S MENSIZ{H Enter 7|2 F2M|Q. HX|7t 22 &M ITOM Collector?t 8=5MO =2 MX|E|RUCH=
HIA|X| 7} LEEHEL|CE,
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* ITOM Collector MX| AU CIS2 FIEILICE /etc/sudoers AMH|A THA[ZF Sl 22| HTE
HMe[gL|Ct.
@ * Linux AH{0{| ITOM CollectorS A X|SIH *ITOM*0|2t= 7|2 AFZXI7t MM E|| FE AT glo|

ITOM CollectorE ZATtL|CL CHE ALEXIE MEISIAHL REZ Hdlet 4= QUX| 2 Linux 2K
ASEHENM WHE ITOM ALEALE A3t 20| ZELIL

MX| =™ Keystone X[ A EI0f| H2SH0] ITOM X[ ZHE Sl ITOM Collector’t 83X 2
MK = R=X] SHQISHH 2. BF 2, Keystone X|RIE2 ITOM £TV|E fFHCE A Mstn, FIHHQI ZX| AM 5l
DLEE 2FE S TAsHH, 70| =™ =l HAXIE 2YLICH Z2lAFolLt =Tt HEIE UQAH
keystone.services@netapp.com@E Hz2tslf F=A|7| HFZfL|C

Windows A|AEI0| Keystone ITOM CollectorE A X[5HM| K.

ITOM Collector AX| IIY S CIREESIT, InstallShield OFHAIS AMsistD TIQst BL|E{2
Xtz ZHS 2124510 Windows Al AEI0| ITOM Collector= A x|},

=X
[=2im B

1]
[
i
>
OH
s
o

rir

@ Keystone X|2/El2 ITOM Collector & X| ItUS CRZEE 4 Q!
3= 24|12t 20f BHR2EL|C

—

FHote @7 Aol w2} Linux A|ARIN| AX|g 4= UESLICE Linux AIAEIN| ITOM CollectorE MX[St2{H CHS2
A XSHM|R."Linux A|AEI| ITOM Collector A X|" .

Windows AMH{0i| ITOM =&7| 2ZE0{S HX|5}2{H L3 THAIE TEM K.

AZtst2| Hof
Windows A{t{2| 2Z Hot HM HH™o|M 2Z FM/ALE Xt Mot 2ol M2} ITOM Collector AH| A MH[AZ
22 Hoto| 2HE U= %“&Iowlﬂ.
e
1. ITOM £&7| x| It S Windows MHO|| Ct2Z =Lt
2. MK LS Lo InstallShield OFHAIS A|ZFEL|CY
3

. 2|Z AL2Rt 2to|MA AHEULA)O| S2lBtLICE InstaliShield P AHS TR HL0|L{2|E &3t A2 ZH
QlEstats HA|X|E EA|BHL|CE

4. ITOM Collector7t A=l AHAMo| XA =H
° ITOM Collector?} CHE Windows A{H
t

2
° ITOM Collector?t 5%t =0|QI2] CtE Windows AHE ZL|E{2IStE 22 224 22X} HeHo| e |
HHE ALESHM L.

S YE5tMIR.

DL % F2 22 AlAY

° ITOM Collector?} S st =H|Ql0f| £81X| &2 CHE Windows AHE ZL|E2sH= 2R 22 2K AR”S
Argot 2 H2|Xt AHH SEOE 2t 2[hA0| AZYLICL ITOM Collector2t ZLIEZE = 2|4 74
Q1= 2XIE Z£0|7| flh H|YHS T} n+§5|x| I E MHE 4 QELICE
S. 7| A7|E MEHSIM|R. 7|22H2 MX| oo a2t HEE= 37|QLICH EESE @7 AFE0| ICHH H|otel
7|2 FSsN Q.
6. Ct2 S MEHSIO MX|E AZISHNIR. O|0] YTl ZEEE AFEStLE CHE EHE MEHE & UELICH AEY
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H3Ho=Z MX|=|H Keystone X E0f H2t5t0] ITOM x| ¥ ZHES 3l ITOM Collector?t 43X =2
A=A =X] HOISHNR. HS =, Keystone X[RIEI2 ITOM £27|E YFHOZ st FIHE QI ZhX| ZHA gl
DLEE B S TstH, 40| 2= EH el HAIXIE BYLICH Z2lAreto|Lt It HEIE UOA|H
keystone.services@netapp.com22 H2fsl| FA|7| HFZfL|CE,

Keystone 0Of| CHSt AutoSupport 74

AutoSupport ¥4 58 HFHLIE S AF85t= 82 Keystone AutoSupport #4 53 H|0|E
J|HtO 2 AF2EZ AMEL|CH Hest +F0| MEHES Ed5t2{H ONTAP S22 AEA EiH
U XA HE0|| Keystone H|O|EE S&6tE S AutoSupport 7+445H0F fL|LCt,

0| Ztedof 2tstod
Keystone HIO|E{E Z &St = AutoSupport 7LA5H7| FOf| CHS AFEH0f| R2BHAMIR.
* ONTAP CLIE AE310{ AutoSupport ¥ 2 £8 M-S MERLICH AutoSupport A H|A S AJABNSZ{AH)
2 &=

HE|XF Y 2te|of| ciet XtMiet W82 ThS
2R

* Keystone 2| @&tot HIO|E =& &S| s LY & =27t AutoSupport HS0] 5t A|AHRS ZetetL|Ct.
AutoSupport 82| A|AEL0]| CHSt ME = CI28 RSN, "AutoSupport 51| A|AEIS ZoilL| 77"

|
1. A AE 22|XE ALBXIZ A SSHE AFESL0] Keystone ONTAP S2{AE{0| 2QUSL|CE XtASt LIS CHSS
EHZotM| Q. "SSHE AHE5I0] S AE0f| KM ABLICE" .

2. 2318 sFeLICh

=

o

° ONTAP 9.16.1 O|&te| 2 C} Alslisio] YU 23 LS £HBIN Q.

glo

autosupport trigger modify -node * -autosupport-message
management.log -basic-additional

wafl, performance, snapshot,object store server,san,raid, snapmirror
-troubleshooting-additional wafl

fjo

S AEJt MetroCluster 80| = 22 CtS EES AagtL|Ct.

autosupport trigger modify -node * -—-autosupport-message
management.log -basic-additional
wafl, performance, snapshot,object store server, san,raid, snapmirror,met

rocluster -troubleshooting-additional wafl

° 0|7 ONTAP H{T2| Z2 LIZ BHE &t LY 2 HES T K.
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autosupport trigger modify -node * -autosupport-message
management.log -basic-additional

wafl, performance, snapshot,platform,object store server, san,raid, snapm
irror -troubleshooting-additional wafl

S AETt MetroCluster 80| = 22 CtS BE S AL}

autosupport trigger modify -node * -autosupport-message management.log
-basic-additional

wafl, performance, snapshot,platform, object store server, san,raid, snapmirr
or,metrocluster -troubleshooting-additional wafl

e FURIUE

mo

oA ot

ajo

YIS dAsHR.

autosupport trigger modify -autosupport-message weekly
-troubleshooting-additional wafl -node *

Of Ol Tt REMIEE LHER2 CH2S HZSIMR. "AAE == XS X3 E2[H +F".

HLHE S ¥ae0l=

Keystone Collector2| AEiE ZL|E{ LIt

HTTP XS X|st= BLIEZ A|AEIS AR50 Keystone Collector®| AENE HL|E{2IE

Z ASLICH MEE ZLIEZSHH Keystone CHA|E E0{| M O] E AFEYE = J}U=X| &elst=
E1| E20| gLt
7| 2X 22 Keystone Health AH|A & localhost 0|2[2] CHE IPOAM 2] HZAS & &5 AEL|CtH Keystone AHEH

2™ O3 ZELIC /uber/health 12|10 Keystone Collector A2 ZE QIE{H|0| A0 ZES
AIgLICE 7777 . 2| Al JSON £210| ZEHE HTTP 2K MEj IEJL ASTQIEN M SHOR Hste|n,
Keystone Collector A|AEI2| MEHS MHEILICE JSON 222 MUIKQ|I MEHE R ZHLICE is healthy £M

[T L —

S20|10 H RAH MEfO| XMt S FRILICE component details 7|QISIC}E CHE2 1 G| LILCE.

$ curl http://127.0.0.1:7777/uber/health

{"is healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}
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{"level":"info","time":"2022-10-31T05:20:01.8312","caller":"1light-
collector/main.go:31","msg":"initialising light collector with run-id
cdflm0f74cgphgfon8cg”, "run-id" :"cdf1lm0f74cgphgfon8cg"}
{"level”":"info","time":"2022-10-
31T05:20:04.62472","caller":"ontap/service.go:215", "msg":"223 volumes
collected for cluster a2049dd4-bfcf-11ec-8500-00505695ce60", "run-
id":"cdflmOf74cgphgfon8cg™}

{"level”":"info","time":"2022-10-
31T05:20:18.8212","caller":"ontap/service.go:215", "msg":"697 volumes
collected for cluster 909cbacc-bfcf-11ec-8500-00505695ce60", "run-
id":"cdf1lmO0f74cgphgfon8cg”}

{"level":"info","time":"2022-10-
31T05:20:41.598Z","caller":"ontap/service.go:215", "msg":"7 volumes
collected for cluster f£7b9%a30c-55dc-11ed-9¢c88-005056b3d66£f", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.247z","caller":"ontap/service.go:215", "msg":"24 volumes
collected for cluster a%e2dcff-ab21-11ec-8428-00a098ad3ba2", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.7862","caller":"worker/collector.go:75","msg":"4 clusters
collected", "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.839Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-eS%a7-a826bedfdcb7 1667193648.tar.gz type=ontap to
reception”, "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.8407","caller":"reception/reception.go:76","msg":"File bytes
123425", "run-1id" :"cdf1lm0f74cgphgfon8cg"}

{"level”":"info","time":"2022-10-
31T05:20:51.32472","caller":"reception/reception.go:99", "msg": "uploaded
usage file to reception with status 201 Created", "run-
id":"cdf1lmO0f74cgphgfon8cg”}
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{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:28", "msg"
service at 10.128.114.214"}

{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sqgl/service.go:55", "msg"
connection at server 10.128.114.214"}

{"level”:"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:39", "msg"
config object"}

{"level":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

ng SLA service"}

{"level”":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

service successfully initialised"}

{"level":"info","time":"2022-10-

31T05:20:51.3247","caller":"worker/collector.go:217",
data would be collected for timerange: 2022-10-31T10:

31T10:29:52"}

{"level":"info","time":"2022-10-

31T05:21:31.385Z","caller":"worker/collector.go:244",

:"initialising MySqgl

:"Opening MySgl db

:"Creating MySqgl db

69", "msg":"initialisi

71", "msg" :"SLA

"msg":"Performance
24:52~2022-10-

"msg":"New file

generated: 65a71542-cb4d-bdb2-e%a7-a826bedfdcb’7 1667193651.tar.gz"}

{"level":"info","time":"2022-10-

31T05:21:31.385%Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-e%a7-a826bedfdcb7 1667193651.tar.gz type=ontap-perf to

reception”, "run-id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-

31T05:21:31.38672","caller":"reception/reception.go:76","msg":"File bytes

17767","run-id" : "cdf1lm0f74cgphgfon8cg"}

{"level":"info", "time":"2022-10-

31T05:21:33.0252","caller":"reception/reception.go:99", "msg": "uploaded

usage file to reception with status 201 Created", "run-

id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-31T05:21:33.0252Z","caller":"light-
collector/main.go:88", "msg":"exiting", "run-id" :"cdf1lm0f74cgphgfon8cg™}
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sudo yum clean metadata && sudo yum install keystone-collector
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NetApp QIE{E 91210] RIBHE0|{LE H] Bl B (THE AOIERHTE 30l 23] Keystone STaaSE 53]
SHIBLICE O|2fst BPL Hoh 7F F4 £ 2% 97 AFFOE QI 9|8 S0 Mgl okxstHL Al
srzelLc,

NetApp Keystone ol ZR L2 MOIEOH CHot MHIAE H|SSCH= A2 ol2{et 2tE 2 NS £F6h= Wale=z
Keystone ¢ AE2|X| -_rLE MH[AE Mot Zdé o|0|gL|Ct of7|0fl= CHZO| It ElLICE.

* 2Z HiE: Keystone AZ|E &F L0 SEACZ e £ A0z AF MMAE 2o QL HZHO|LL 2%
2130| ER isLIC).

c ol e JEf Y 8 Y 7SS et BE AES[X] HE| 7|52 2ERINM HES Y
ol&L|Ct
M- .

* Hot Sl 7 E4 Keystone HHZZF g st oot MM A O], MRl ZHAL 7|5 S ZEE = U=
Ct3 *f0|E°I Hot Sl 8 E4 /7 MY S SES=X &AL

* =2 3 XI¥: NetApp 2t A0 HE Keystone & 22[AtE X[Fot0] X[& & 22X sfi2S I,
HEFF =28 XIS MSYLIC

@ Keystone Collector= HZ& H|ot glo| 18 = JQM, 0|8 BE RERIIE LI XIS LHE2
CH2E2 & ZE38HMIR."Keystone Collectordi| CHS LOLE M| R" .

7Hel ZE9| Keystone +=%!7|

Keystone Collector= AE2|X| A|ARIO|A AL O] E F7|XHO 2 £ZI6t ST X|EE QIR AHE EXIe}
;94 ]1|.o| x.l = LHELH'C CE‘,%.*; '<‘5+|_|[|. o|-§§|.5| '6'4A|jl_|. 0I|:||- Eilﬁg %I&!QE AHA-|E| ]_'[|-0Io OQ_A-I 7-{A|.E 7-|7c|
2 MRXM £SO NetApp 0| MESILIC} NetApp2l Keystone M SHEL 0|2{3t IHU S £ AMsIH 0|2
QIS M2|st] M 5l 715 22| A|ARI| Seiote] E€E =2 AlLELICt
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Customer Premises (Dark site)

Keystone Billing Platform

MH 2| Keystone Collector A{H|

—— T

71X o2 AM2 O|0|E

_ Subscription

|

Manager

> ‘G: ACTIVE IQ

Dashboards

DevOps/SRE

=T -d

Dark . Usage
Collector "| Reporter Billing Engine
\ py
| l <>
4
\
Unified \
Manager
\ — . - o— -
) : dh = =
Storage File Store PN
GRID ONTAP Customer sends the Data Lake Database
(admin node) telemetry data
manually to NetApp
AL X =2 AXI|

ot Ol YEE XMa[stn, AMHo| 2HZ AL

oS MYsts AL S LICh A ME|AE AA” e HHS ZASHH DZ40| AEsH= Y ZLIEHE A|AH D
QEHO| A0t F EA=|ASLILE. o2t Bl M &= MEXAIL 2Ol 2 HIsto] AEst1 =4 si&2 =30
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Customer Premises (Dark Site)

Customer Ops
Workstation

HTTPS (TCP/443)

Y
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Manager

A 4 A
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Customer Health
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HTTP (TCPI7777)
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Service

Keystone Health
Service
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Storage
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CollectorE AX|[5t7| Hoi| A| AR RS ATEQO7 MX|E[H J0 RE
Z=ZZEL|=X| 215N 2.

VMware vSphere0i| CH3F Q71 Abg

* 29 HX: VMware vCenter Server % ESXi 8.0 0|4
* F0{:1CPU

+ 2. 2GB

* C|A3 37t 20GB vDisk

Linux 27 Atg

* 2 MIH|(SHt ME):
° Red Hat Enterprise Linux(RHEL) 8.6 L£= 0|F 8.x A|2|=
° Red Hat Enterprise Linux 9.0 O] A} H7
° HH|eh12

* 30{:2 CPU

* 4GB

* C|A3 37t 50GB vDisk
° X2 2GB R} 3¢t /var/1ib/

o %A 48GB 0] 37t /opt/netapp

SYet 1H'I01|L Efgl'f 75*8 ERAF IHZ | K| = A X|E|0] QLOJOF RLICH MEAE Sl A 7hset 3%

- oT

* RHEL 8.6 0|4k(8.x)
° IHO|M3 >=v3.6.8, I}0| M3 <=v3.9.13
o L OH
c flg M=
o yum-utils
° python3-dnf-Z2{ 12! HH &=
* RHEL 9.0 0|4
o python3 >=v3.9.0, python3 <=v3.9.13
o ILETH
=R
o yum-utils
° python3-dnf-22{391 HH &=
* HH[2t v12
o python3 >= v3.9.0, python3 <=v3.12.0
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o ITEOH
o AAB|IEE
HE/{Z @+ At
Keystone Collector®| HE®Z @7 Arg2 Ct31t Z&L| Tt

* AP| Gateway 7| 50| &43}t=l MHO0|| Active IQ Unified Manager (Unified Manager) 9.10 O|Af0| 1M |0

Uq&LICH
* Unified Manager A= EE 443(HTTPS)M|A| Keystone Collector AH{O{|A] QHM|A S 4= QIO{OF BHL|LCE,
* Unified Manager A{H{0f|A] Keystone Collector0il CHdH O Z2|H|0|M AL X} #H0| = AH|A AHE A6 0F

L.
* 2|5 QIEUl HAO| ERJIX| GAELICE

* Ol Keystone Collector®il A IS LHE LI NetApp X[ EI0 | O|HIYLZ ELHMIQ. XIElof Hatst
CHet REMISH LHE 2 OS2 S &XSHM|R. "Keystone O] CHEE =22 27",

rr
0%
13
=2

Keystone CollectorE 7li¢! ZEZ MAX[SHMHQ

Ct3 AIO|E == Z2t0o|Hl ZE 0] Keystone CollectorS

QIE|U 0| EIHSE 31, 5
etEstR. 0|2fst o] Xl Hor Abo|Eof Mgttt

SX[otAH & 7HK]| HAS

27 AFEo]| M2t Keystone CollectorS VMware vSphere A|AEIOf| BHESIALE Linux A|AEI0| AX[& 4 QELICE.
MEdst Mol s st MX| THAE MENM K.

VMware vSphereOf| HiZ
CHE CHAE MENM K.

1. OVARIZE MAUS CIREESHMR "NetApp Keystone 4 EEn
2. OVAI}YUZ Keystone =& 7|E HHESH= THAlE MM E BTSN R."OVA HIES] B

2520 ZX|

Keystone Collector 2 E{|0{= Linux H{Z 0| 2} K| SEl .deb = .rpm TFLE AFESHO] Linux AH O
AX[ELC}

Linux A{HOl| 2ZE0{E EX[SHe{H LHE HAIE HEHM K.
1. Keystone Collector x| ItUS Linux A/HZ CIREESHHLE HESHH K.
keystone-collector-<version>.noarch.rpm
2. MHOIM EO|E2S S0 OHZ HHS HASI0 HX|E AIZSHM K.
° OH|QF HF[X] AHE

dpkg -i keystone-collector <version> all.deb
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° RPM It AL
yum install keystone-collector-<version>.noarch.rpm

CC
-

rr

rpm -1 keystone-collector-<version>.noarch.rpm

3. YSICt y 7 XIS HX[SI2h= HAIXIIH EAIH.

749! @ =0f|M Keystone Collector 14

QIE{Ll M£0| E27ts¢h &E(CH2 APO|E E= Z210[8l EEZtE )0 A Keystone
Collector?t AtE HIO|HE =T = JUAEE H o R 74 2 g etEstM|R. 0= Hest 14
QAE gHelstn AER|X| 2hFut HASH| ot YoM eSS LICE Keystone CollectorE
T-&5HH Active IQ Unified Manager 0l A £t2|5t= Z& ONTAP 22{AHE ZL|EZ L

Keystone Collector= 71& X EL|EHZ &58 +AI7| 28t Keystone Collector 22| E1E|I"* INEEN
@ QIE{H|O|A(TUI) REZIEIE MSELICE Enter 7(2t 2t H 7| S CHot 7|HE HEES AHESI0]
SME MENSID O] TUIE BIME o= AUSLICEH

=2 =" [ R =1

CHA|
1. Keystone Collector 2| TUI RE2|E|E A|ZFEILIC,

keystone-collector-tui
2.7 > Ng* Q= o|sLCt.

3. CIIAIO|E RE SMS FMakstL|Ct.

HiL-_=2 —1—4d

NetApp Keystone Collector - Configure - Advanced

RSBDarksite Mode

[ 1] Enable custom root certificate

[X] Collector Auto-Update
Override Collector Images
Save
Back

*74 > KS-Collector*Z 0] 53t0] Keystone Collectors 1A gtL|Ct.
AMAEIOZ KS Collector A|XF ZEES FetgtL|Ct.

* ONTAP ALE&F £+Z* HEE HeetL|CH Active IQ Unified Manager (Unified Manager) A{H 5! AFE X} A Q|

N o g &
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8. MEf Algh: =0l GIOIE AE2I 2Rt F

9. Foliet = RO w2t *AIS RE*S YUHIOIESIAR.

40
X
ol
_|-<')_|-
=0)
ol
=
>
00
JI1=]
[
i
=
riot
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r
n

NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
{] Collect ONTAP usage

B

[X] Using Tiering Rate plans
Dark

Usage Type

Encryption Key Manager
Tunables

Save

Clear Config

Back

o
11. *714 > KS-Collector*2 0| 53t0{ Keystone Collector 7| 42 MAMEL|C}.
7

| 12| X2 7tM EnterE SELILCL.
NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

Using Tiering Rate plans
Dark

provisioned_vl
Tunables

Save

Clear Config
Back

13. *2F7| 7| % Md*2 MEHSID EnterS FELICH
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NetApp Keystone Collector - Configure - KS Collector - Key Manager

Generate Collector Keypair

14. TUIQ| T2l SHHO 2 Z0F7hM MH[A HEf HEE 2101510 Keystone Collector?t F & ME{QIX| =tRISHA Q.
AARIE M| AT MO 2 9 AE]YS FAISHOF RILIC X[CH 10=2 H = 7|Che] 2M|K. 0] 7|ZH0] K|t
Ol = HEPHQI AE7F TS| ZX| Q™ O 14 TS HESI NetApp A #E 0 22/5HM L.

Overall: Healthy

UM-Dark: Running

ks-billing: Running
ks-collector-dark: Running

Recent collector data: Healthy
ONTAP REST response time: Healthy

DB Disk space: Healthy
Disk space 30d: Healthy
API responses: Healthy
Concurrent flushes: Healthy
Slow insert rate: Healthy

15. Z SlHOAM M2 ZF M3 MEISH0] Keystone Collector 22| TUIE S=LIC}
AH

~/collector-public.pem

17. EHQEl H| USPS AtO|EQ| AL 0] mo| X etEl O|H| Y S ng-keystone-secure-site-upload@netapp.com2 2
HLf, HOtEl USPS AtO|EQ| A2 ng-keystone-secure-site-usps-upload@netapp.com@ 2 HLHM| Q.

A2 M LHELY|
OH2 2H0f| NetApp Off 2 A2 QOF HTIME HL{oF SILICH 0| EIME 2502 MASH & QIAL|CH
A8 HIANES MAsl2{H O3 CHAS m2 N L.

1. Keystone Collector TUI & $tHOIA *ALEE LHELHZ[*E 0| SEL|CE.

2. IS DotA Eoto] ZSHEl H| USPS AMO|E Q| AR ng-keystone-secure-site-upload@netapp.com@ 2,
Hoto] ZgtEl USPS AFO|EQ| H 2 ng-keystone-secure-site-usps-upload@netapp.comlE HLIFAH|R.

Keystone Collector= bt ot nt Qtsotel MU S D E MAMSH=M|, 0|= NetApp Ol 2522 F&3lof ShL|Ct.
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rr
ro

node_serial,derived_service_level,usage_tib,start,duration_seconds
123456781 ,extreme, 25.0,2024-05-27T00:00:00,86400
123456782,premium,10.0,2024-05-27T00:00:00, 86400
123456783,standard, 15.0,2024-05-27T00:00:00, 86400

<Signature>
31b3d8eb338ee319%ef1

ONTAP & 13|0|=
Keystone Collector= TUIE S ONTAP & 12{|0| =& X| &I LIC}.
ONTAP 02{|0|=5l2{H L3 THAIE MEAM K.

1. *QX| 22| > ONTAP €M € 13|0|=*Z 0|SEtL|C}.

2. ONTAP ¥ 13|0|= O|0|X| ItY S */opt/netapp/ontap-upgrade/*H| SALSt CHS *¥ M A|ZH2 MEdsto] 2l
MHE A|ZFSfLICE

NetApp Keystone Collector - Maintenance - ONTAP Upgrade

» Copy ONTAP upgrade image to fopt/netapp/ontap-upgrade/
+ Start web server using button below

« Upgrade ONTAP

. Press ctrl+c to stop web Server

Start Webserver

Back

3. 2Lt http://<collector-ip>:8000 Y20|= XS 2o & HEtRXNE AtETiL|CL.

Keystone CollectorE CHA| A|ZISHAIR

TUIE S5l Keystone Collector A|H|AZS CHA| A|&FE = JUSL|CEH TUIOA |X| 22| > 7| CEA] A|ZF MH[AZ
O|SELICt oA 3tH 2= £EJ| MH[ATF HERIE|D, TUI 3 2HHOIM S &EIE ZLIEZE = JASLICH
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http://<collector-ip>:8000

NetApp Keystone Collector - Maintenance

Shell

Restart Collector Services

ONTAP Upgrade Webserver
Back

7H2l @ =0f|M Keystone Collector AEf 2 L|E{Z

HTTP &= X|5t= 2L EZ A|ARS AHZ3H0] Keystone Collector?| HENE HL|E{RE
A olA||C}
T AMAH-d .

712X 2 2 Keystone Health A{H| A= localhost 0|2]2| CHE IPOAM S| HA S 51 E5HX| 2S&LICEH Keystone &fEl
ZZH2 Cr20t ZELICt /uber/health 12|11 Keystone Collector A{tH2| B E QIE{H|O|AOM EES
SMBHLICE 7777 . #2] Al JSON £20| Zatel HTTP QK MEff =7 AIETOIEN M SHOZ dhete|H,
Keystone Collector A|AEIS| AEfE HHBILICL JSON 222 HMUHAQl MEHE MSELICL is healthy HH2
220|101 74 A8 Mejo| XiMgt FZERLICE component details 7|QISICH 22 1 of| JLICE.

$ curl http://127.0.0.1:7777/uber/health
{"is healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}

* 200: ZLIEEE = 2E 7Y 2471 YYYS LIEFHL|CE
* 503: otLt O|&f9| 7+ Q47 FHHO[X| 4SS LIEFHLICE

* 403: MEHE FH2[St= HTTP 22t0|HE 518 = HE93 CIDR S£¢Q! 9
AEfO| M A ME Tt ghete|X| QE&L T}

00
o[
Ju
=2
£Q
Ojo
()
-
_l"l'l_
11
-
i}
o

allow SE2 U E 3 CIDR LA S AHESI0] O H H|EY 3 ZX[7} Keystone AEf A|ARIE R2[T 4 U=
HlofgtL|Ct. 403 LF 7t LASHH * Keystone Collector 22| TUI > 714 > AE DLIE{ZI*0|A 2L A|ARIS
518 =0 FII5tM K.

o

NetApp Keystone Collector - Configure - Health Check

/24
/24

Back

Use CIDR notation to list the external networks allowed to guery
the health monitoring endoint. An empty list denotes that no external addr
are allowed to query the health, while /8 allows queries from netwo
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rio
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HE
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Keystone Collector 22 2| E s Z5I2{H NetApp X EI0| 2SI, X[RIEIME tar IHUES QAT 4
UELICE Keystone Collector 22| TUI REZ|E|E Sdff 0| IHUS Mg & JELICE.

/home/esis
Upload to Keystone Support

Generate Support Bundle

Back

O Z2NAE=CHZE MIYLICH tar &H| HES /5] NetApp 2t SRY &= A= ASE IX|0f HF|X|7}
olAL|C}
M- .

3. IS CHREE3H = Keystone ServiceNow X[ E|ZU0f| HEE 4~ QJUELICH E[Z Laliof ciet M=

AXSIMLR. "MH|A QK MM,

rr
fjo
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Keystone = 22| 3! 2L[E{Z
Keystone CHA|E = O[3{S}7|

Keystone CHA|2 =0]| CHsl 2OtE MR

Keystone CHA| 2 E= Keystone 52 2202
SFHYLICE Keystone CHA[EZEE Soff Ct21 &

* FE MR YE ZLEY: 45 MH|A F, ST AE, MM LES E
HEE =QIStMIR.

oot
2
D
<
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@]
>
(0]
4
Jn
=2
[l
==
of
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=
of

oo T X y = ALl

© B NBY AN U BIN MY W U I S ABYS £HHD, TS HO[EIS EAst0] HHo| Y23
ol

o
2 ZLIEZSIH =2 Euet O[HIE| tet §EE HoM L.

=
=
HAEH ot Mu[A +FO|Lf 7|Bf 7= D7 -E +F57] 2l 2E

« 2= 32|: QF A0 +3 ¢l 2 M=gLct
c 28 Y AN BM 28 Y 2N SF0M2 B2 ottt 152 28 I Mol Cit Xt SEHE

A OA-”B

= — .

Keystone CHA| 2 =0 UM ASHH R
L2 2 Sdll Keystone CHA|2E0]| HMA S £~ QUELICE.

* * NetApp 2&*: 249| *AEZ|X| > Keystone > HQ*0| A CHA|Z=0]| HM|ABHL|CE XAM|SH LHE2 CH2 8
jt”‘c’HHIR."NetApp Z4£09| Keystone CHA|EE" .

* * Active 1Q Digital Advisor* ( Digital Advisor 2t11 % ): Digital Advisor 2| *2 &t > Keystone T+5*0| A
CHAI2E0f| HMABL|CEH XpA[SH LHE2 TS S & XSIMIR."Digital Advisor 2| Keystone CHA|EE"

NetApp 2 HE
Keystone NetApp 22 Sdll 2 & USLICE

NetApp 2&2 7|l 722 2Ta0|A U 224LE 2 M| NetApp AE2(X| U H0[E] AHIAS Fotof4

—_—= S o
e[ £+ A 715S MSEYLICH NetApp HIO|E] AH|AO| HMASHD AFESHHH Z&0| HRpiL|Ct 22
QIE|H|O|AZ A, StLt| QUE{H|O| AN 2 AEE|X| 2[AAS 22[Y = JEL|CH 2& 22[Xt= 7| W 2=
AAEIO| MEALE MH| A0 CHEE HMA S MO = JAELICH
ZE2 A5 H 20| MALL 1=0| HROHX| gion, AEZ|X| A|ARO|LE NetApp G|O|E MH|A0] CHot
HESH7| 25 22t =0l 2& 0|0|HEE HiEsof o miot RF0| RatELICE 2L 2&0|M AMA S
L= NetApp HIO|Ef MH|A= 2t0[MA Z|HI0[AHLL = 7|gt]L|Ct,

XtM|S| LOHE MR "NetApp 2" .

CHS Arol RolsHMIR.

* 2£3 Digital Advisore 22t 1%t 7|52 MS5HX|T 242 Keystonedll CHS 22| 7|52 MBI 252
2ot Hest ™S —’Fsct'%* > A&L |Ef. Xt L2 "NetApp Console 2| Keystone OHHI A" Z(E)
EI'—DF—E’TMMQ.
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* Digital Advisor 221} E8=|0{ 210 Keystone CHA|ZEES Z 88t I E Digital Advisor 7|50 220 A HIZ
MM AT 4= USLICE XtM[Tt LIE2 LIS S & ESHM|R."NetApp Z &1t Digital Advisor S .
NetApp Console 2! Digital Advisor 2| Keystone 7|5

CtS E= NetApp ConsoleZt Digital Advisor 0| AFE 7tS$H 7|52 EO{FH, 0| Soll AHEXe| 2+ AL
Ot= 2HI2 ZES 27| 3= o ==20| Lot

Ex * NetApp 2&* * Digital Advisor*

"= MNE EE 2| o o

"o A b S A8 ZLIEHY" o o

"= Etatel F=E o ot

"Keystone T+t ZHAE XH HI|" o of

"0{2{ Keystone =2 Xt&t 27[" o ot

"eEl S BLE E7 8 et o ot

"E M M of o

"=2E Y AN NE EE 2| of o

"MetroCluster 2H| 5! A 2fol" Ol(&El, EEZX| 27| & S7|=t Ofl (2| CIOlE{2t 8l )
DL|EE Zelh

"Hat X E 2| ofL{& o

|

el He

r

* "Keystone CHA|E2 = A[Z}SH7|"
* "NetApp 2£2| Keystone CHA|EZE"

* "Digital Advisor 2| Keystone CHA|EE"

Keystone CHA|EE A[ZISH7 |

NetApp Keystone AH|A0]| 7}15t = NetApp ConsoleO|Lt Digital Advisor 3| Keystone
CHA|E2E0f AMAS =~ ASLICE.
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NetApp 25

NetApp X2l AfO|E Xt SES ArE5t0 2&0| 23215t AL} oMYt H|2HS S AFESHG NetApp SEHF
ZI000f 7HUSHMIR. RiM[et LHE 2 THE S HZSHUAIR. "2 &0 221",

EFM O 70l M *KE A > Keystone*S AMEHEHL|CY
Keystone CHA| 2 E7} LIEFEFL|CY,

Organization ~ Project M
I NetApp Console v 2

Keystone
True hybrid cloud storage as a service.

Take advantage of Keystone's pay-as-you-go, hybrid cloud storage services. Manage your block. file, and object workloads wherever you

need them—on-premises, in colocation facilities, or natively within the three major public clouds. Enhance and streamline your IT operations N e t A p p

with NetApp's intelligent data infrastructure, offering industry-leading performance resiliency, and seamless hybrid data mobility.

KEYSTONE

If you are viewing this page, it means your login credentials are not associated with any Keystone Subscription. If you believe you should
have ac Keystone observability through the NetApp Console, please contact

erest@netapp.com [P
This email address is the point of contact for inquiries about the Keystone service, including requests for additional information. By reaching

out to this email interested parties can connect with NetApp representatives to learn how Keystone STaa$ can fulfill their data storage and
management needs through the NetApp Censole experiance.

) i @ - ¥
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Consumption distribution

— Primary = Mirror Committed capacity Burst capacity
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ADP Topology

—- Cluster A Primary

Subscription: CtLBd-uCQYhoNRws (1...

Instance: 3718308760, 8265750012

_-’ Cluster B Mirror

Subscription: DyLBd-uCQYhoNRfe (54...

Instance: 5718398661, 2065770014

ADP status
Aug 31. 2025, 5:30 AM UTC

@ Normal
@ In sync

Connection

Data sync

Capacity utilization

Cluster A 15% View
Cluster B 15% View
@ ) No mediator implemented @
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Current consumption

Performance service levels (2)

Advanced data protection (ADP)

Consumption trend Subscription timeline

View | Historical consumption ~ | Period | August01, 2025 - August 31,2025, 1200 AM .. X [F] | @
Premium (provisioned_v1)
Consumption trend
— Data — Snapshot — Used capacity Committed capacity Burst capacity

50 T8

45TiB

407TiB

35TiB

3078

25TIB Aug 12, 11:00

Dala: 7.17 TiB

oA Snapshot: 0.02 TiB

15TB Used capaclly: 7.17 T8

10TB

5TiB =

0TiB
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Assets

L Download as CSV

Filter by instance | Al

Last known state
(Aug 31, 2025, 23:55)

Comn?xtted ) 40TiB
capacity:

Total L.lsed Py 5.65TiB
capacity:

Data: @ 5.63 TiB
Snapshot: @ 0.02 TiB
Burst capacity: @ 48 TiB
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Advdataprotect-premium (provisioned v1) Filter by instance 7 All R

Consumption trend Last known state
(Aug 31, 2025, 23:55)
— Data — Snapshot — Used capacity Committed capacity Burst capacity
25TiB
Committed @ 20T
capacity:
20TiB
Total used . :
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15TB capacity:
Aug 12, 11:00 )
- o Data: @ 2.81TiB
! Snapshot: 0.02 Tig
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5TB
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Subscription details
Tracking ID (Subscription numbser)
Customer name Expiration date
test22 (A-500027641) e
NetApp QA May 26, 2026 (225 days)
Current consumption Consumption trend Subscription timeline Assets
View Volumes in clusters -
= Advanced search and filtering None selected
Volumes in clusters (1,670)
) Compliant Qos policy
Volume name 1 | Node serial 2 R ) 2| Cluster name 2|  Hostname % | Aggregatename = | SVM
(Qos policy) override
mcc_arp_test_extreme_26 792331000411 Qos false KS-ENG-AT00-Entang... KS-ENG-AT00-... KS_ENG_A700_Entang.. mec_vs_test 2
mcc_arp_test_extreme_34 792331000411 Qos false KS-ENG-AT00-Entang... KS-ENG-AT00-... KS_ENG_A700_Entang... mec_vs_test_1
mec_arp_test_extreme_37 792331000458 Qos false KS-ENG-AT00-Entang... KS-ENG-AT00-... KS_ENG_A700_Entang... mec_vs_test_1
mec_arp_test_extreme_5 792331000458 QOs false KS-ENG-A700-Entang... KS-ENG-A700-... KS_ENG_A700_Entang... mec_vs_test_1
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E..IA.I E|H |.|x-| E IA||.EEII: |.|l.| Q_E_b:|I-IE|
SB{AEQ| 20| Cot MG HEE 2 4 YALICH £3t T2H|HJE 22 =a|H o

EHOIHE 2L HIE & ASFLICH

o Meiy|2 ARSI Hloj22 Alext Mg 4 Lot [ or0|f-
-

=H
A4 &2 ArRsI0] F IHHAE 7|Z Q2 £|0|2 G|o|E

S AE{o| LT
EHA|

1. 22 QX EfM

ol
2. 79| FEHD FoM PEHSE MESINQ.

104

£ gMsty

Manage subscription |

2| Volumetype 4 ([N
Read/write
Read/write
Read/write

Read/write

MH|A =FS ZHSH0



Subscription details

Tracking ID (Subscription number)

Customer name Expiration date

Company HQ (9876543210) -
Company Pvt Ltd May 31, 2027 (955 days)
Current i c trend Subscription timeline Assets
View: | Nodes in clusters -

= Advanced search & filtering None selected

(&  Lastupdated: May 20, 2025, 11:28 PM

Manage subscription | ~

Nodes in clusters (2) Q +
Node serial | Node status | Cluster name |  ONTAP version @ SE ratio Platform | © Raw capacity m
987654321012 ACTIVE company02 9.12.1P7 1.45 AFF-A800 563 TiB
987654321013 ACTIVE company02 9.12.1P7 1.45 AFF-A800 358 TiB
1-20f2 < 1
AERX 24 4H EHE RY S 2 HE dEHEHE 2FE ONTAP 2AH NE YEE = £
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Subscription details

Tracking ID (Subscription number)

(¥  Last updated: May 20, 2025, 11:28 PM

Customer name Expiration date "
Company HQ (9876543210) ® Manage subscription | v
Company Pvt Ltd May 31, 2027 (955 days)
Current i C trend Subscription timeline Assets
View: Nodes in grids L
= Advanced search & filtering None selected ~
Nodes in grids (4) a 4
Node name | NodelD | Grid name | Node type | Consumed data capacity |  Consumed metadata capacity | CPU usage m
company-sg01 211.111A1MMM1.1.I1111.0.19.3 HQ-STORGRID Storage Node 124TiB 4TiB 21%
company-sg02 211 1M11.11MMMI1M1101.0.2 HQ-STORGRID Storage Node 213TiB 15 TiB 34%
company-sg03 21111114 HQ-STORGRID Storage Node 45TiB 5TiB 1%
company-sg04 211 1MAMMINNN.6 HQ-STORGRID Storage Node 145 TiB 2TiB 31%
1-40f4 < 1
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Subscriptions Current Consumption Consumption Trend Volumes & Objects Assets Subscription Timeline SLA Details

ONTAP StorageGRID

= Start Date (UTC) Billing Period

XXX - May 1, 2022 Month

Cluster Name = SE Ratio @ = ONTAP Version = Platform = Node Serial =
AXKXXX00001 1.02:1 9.10.1P12 AFF-A700s 123456789
AXXXXK00002 1.02:1 9.10.1P19 AFF-A700s 123456789

StorageGRID
chA|

1. *QUdt > Keystone 75 > Xt > StorageGRID*E MEHE}L|CE
2. =5 HT E MEISINQ.
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¥ Download CSV

HW Support End Date = To

December 31, 2026 16

December 31, 2026 16
xl- AI-Ol E X E
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Keystone Subscriptions

Subscriptions Current Consumption Consumption Trend Volumes & Objects Assets Subscription Timeline SLA Details

ONTAP StorageGRID

¥ Download CSV

Start Date (UTC) Billing Period
XXX1234567 T March1,2022 Month
Grid Name = Node Name — Site Name = Grid OID = Node ID — Node Serial = Dis
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Keystone

HFOlA *XE A > Keystone > AtAS MEHBHL|CE,

Assets (¥ Last updated: Sep 23, 2025, 5:45 PM GMT+5:30
o Nodes in clusters Volumes in clusters Nodes in grids
Subscriptions
Assats Summary Node consumption status Nodes based on ONTAP versions
Administration View View View View View
= Advanced search and filtering None selected ~
Nodes in clusters (28) Q ¥
Node serial Node status | Subscription number | Customer | Cluster name | ONTAP version @ SEratio m
987654321012 ACTIVE 9876543210 Company Pyt Ltd company02 912.1P7 145
987654321013 ACTIVE 9876543210 Company Pyt Ltd company02 915.1P3 145
1-20f2 1
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Keystone Assets (O Last updated: Oct 13, 2025, 341 PM GMT+5:30

Overview Nodes in clusters Volumes in clusters Nodes in grids.
Subscription:
Summary Volume compliance and protection status
I Asset
2 6 5631 5631 A K Joll 4787
Monitoring Subscriptions Clusters Volumes Compliant S Not compliant Not protected
View View View

= Advanced search and filtering None selected ~
Volumes in clusters (5,631) Q 4
Subscription . Compliant Qos polic
Volume name | = 2| Node serial 2| customer sl @ 2 = o % | Clustername 2|  Hostname 2| Aggregatenar [[]]
number (Qos policy) override
DSTG_vol_1 A-500027643 320000025 NetApp QA AQOS false ks-qa-ots-04-01 ks-qa-ots-04-01-01 ks_qa_ots_04.C
DSTG_vol.2 A-500027643 320000025 NetApp QA AQOS false ks-qa-ots-04-01 ks-qa-ots-04-01-01 ks_qa_ots_04.C
DSTG_vol 3 A-500027643 320000025 NetApp QA AQOS false ks-qa-ots-04-01 ks-qa-ots-04-01-01 ks_qa_ots_04.C
DSTG_vol 4 A-500027643 320000025 NetApp QA AQOS false ks-qa-ots-04-01 ks-qa-ots-04-01-01 ks_qa_ots_04.C
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Keystone

Assets (¥ Last updated: Sep 24, 2025, 6:35 PM GMT+5:30
Overview
Nodes in clusters Volumes in clusters Nodes in grids
Subscriptions
Assets = Advanced search and filtering None selected %
Monitoring
Nodes in grids (12) Q 4
Administration
Node name Node ID | Subscription number | customer |  Grid name | Nodetype Consumed data ca [[]]
company-sg01 2.222.2: 12222221111 Company Pvt Ltd HQ-STORGRID Storage Node 127 TiB
company-sg02 2 1 140 Company Pvt Ltd HQ-STORGRID Storage Node 34TiB
company-sg03 222.2222222222.1222222110.% 9876543210 Gompany Pvt Ltd HQ-STORGRID Storage Node 196 TiB
company-sg04 2.22.222.2222222.1.222222.1104 9876543210 Company Pvt Ltd HQ-STORGRID Storage Node 435TiB
site-sg-01 222.33322222221222222111 1234567890 Company Pvt Ltd SITE-SG Storage Node 254 TiB
site-sg-02 2.22.222444566.2.1.222222.111; 1234667890 Company Pvt Ltd SITE-SG Storage Node N8
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1. 2& 21% M 70l *XE L > Keystone > ZLIE{Z > S2I*Z MEHBILICE
Keystone
Monitoring (¥ Last updated: Sep 24, 2025, 6:41 PM GMT+5:30
Overview
Alerts Alert monitors
Subscriptions
Assets Unresolved alerts by severity Unresclved alerts by type
wenitoring ® 49 /\ 60 ® 63 50 122
Giftical Warhiog fnformatiorial Subscription expiration Capacity usage
Administration Ve Vi Vicy Vi ey
Alerts (174) Q 4
Severity t | AertiD S| Nert S| Triggered time $ | Subscription number & Tracking ID & r:::’"mwsml" ] Status b 4
%) Critical 30ed2013-39b4-4e34-8baf-e9c. Capacity usage > 100% Sep 3, 2025, 9:07 PM 9876543210 KSSUB0O1 Standard Resolved
@ Critical f6bcodc0-7c4d-4870-af1e-6ff7e... Capacity usage > 10% Sep 3, 2025, 9:07 PM 9876543212 KSSUB0O4 Advanced data-protect pr... Resolved
@ Critical 66a929bc-b92e-4db3-862b-fb2... Capacity usage > 10% Sep 3, 2025, 9:07 PM 9876543215 KSSUB089 Premium Resolved
@ Critical 4adf2a3e-9dfc-434b-8d0c-25d.. Capacity usage < 10% Sep 3, 2025, 9:07 PM 9876543210 KSSUB003 ci-object Resolved
& Critical 14161212-5¢2e-47¢8-b211-302b... Capacity usage < 10% Sep 10, 2025, 9:20 PM 9876543210 KSSUBOO1 Advanced data-protect pr... L0 Active
HZE, ID, 8, &l A2t 7= Bz, £ D, g0t MH[A £=F 3 MEfe Z2 2B ME HEHE 2 & JAELICL
O| HIO|X|oll= Mot RHEE SHEEX| %2 3 Z21E EAELICH
() =24 ®e 5 Keystone PSOIM ALBE 4 giALICH
oral 2|
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Console 2| Keystone A A Hgt",
© AT TEY: MEf S| TE Of0|2S M85 &Y ol sHAE 23 E= = Ot 2  JASLICH
TS MR EE EHY| = S0l 115 Ho E MEISIH 7= MR "HE, AH| FM|, X FEHO| ANASHH LS
O35l sHAL = USLICE XIS LHE2 LSS HESHMIR. "oi Rl AH|2F M[E HEE 2felshM "
2E M


../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
../integrations/monitoring-alert-monitors.html#create-and-manage-alert-monitors
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-keystone-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-keystone-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-keystone-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-keystone-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-keystone-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-keystone-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-keystone-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-keystone-roles.html

* "Keystone CHA| 2 = O[8H{5t7]"
*EE MR HE 2O

* "AH| EM E2|"

s s U™ EI

* "Keystone 7= Atit H7|"

* " HLE 2] 3 My

=
*"EE Y M MR FEE 2T

Keystone =0 Cleh 22l RLE HI7[ 5! 4o

NetApp Console 2| Keystone CHA| 2 E0{|A| Keystone T+50]| CHSE Y2 DLIEHE E10 OtS
A~ QIBLICH IABES 82 AL 9 7 020 gt AIAR A4 DUESH SR ol
HLEE 25 EHFLICH YA 7S 2F5ta, &2 dAEE *15” o, dEs g olHY
FUAE #7165 ZLEE 2Hs + ASL O ’E*.%EIII e =0 ELIEE FI15H7LL,
MEEIX| b= ZLEE sl 250 HE Hel X}0|E di+E & JASLILE 0] 7|S2 Digital
Advisor Ol = AtEE == RlELICEL
2| GLEf 57|
2T HLIHE 22{H Ct3 TS 2N,
tHA|
1. 224 2% EM 20l M *XME A > Keystone > ZLIE{Z] > Y2 DL|E{*S MENSILICT
e Monitoring (¥ Lastupdated: Sep 24, 2025, 6:56 PM GMT+5:30
A: - Alert monitors (180) Qa ¢
Monitor nam $| Condition | Severil ity $ | Subscriptions |  Perform: Levels | Created by -] Stat |

Menitoring

9876543210, 46
Administration

9876543210, 45

9876543210, 45

Informational 0876643210, 45

TUIE 0|2, ¢S E2|Hsts 31 X2, 424 £F, 75 WS, 85 Ay
Keystone 75 Fslol 2 27 2LE S28 = + SLIC 44K 22

SX| O AFSAIZE HOISHER| 2holgt 4 QIBLIC,
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John Smith ® Enabled
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@ Keystone
Create alert monitor

Create alert monitor

Alert monitors help you stay informed by triggering alerts based on your custom configurations

~ ]

Capacity usage Subscription expiration

2. BLIE RYUS HololHM 2 AT = *71= Ug*S MEStM Q. F{5tel MEHol| 2t OHg M HEE
MBSt FMK.
- olut AR B 2 0|52 MBotD HZE 47 MepLict
o BlAA ME: £ P=O0LE BE F=0f et ZLEE SR E MERtL|CE ELE /Y MEof 2t
S NS DLIES| P 75 H3 9l Y5 AH|A £F, 75 B2 DLEQ| F9 7S HSDHS LR
ZEJL EAE[H oY 2EE KHSLIC
~ @ =
Capacity usage Subscription expiration
General details (1) Action Required Configure ~
Resource selection Configure ~

@ Apply to specific subscriptions O Apply to all subscriptions

Subscription Performance service levels Instances. Li ]

Condition (1) Action Required Configure ~

Notifications () Action Required Configure ~

Close
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Overview
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Subseriptions
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Assets Monitoring Administration

=k JgE
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Monitoring (> Last updated: Jan 30, 2024, 2:30 PM
b
L Alerts Alert monitars
v
- complete your coverage There are 2 suggested manitors that are either disabled or not setup ~
o
o Alert monitors (4) 4
@ Menitor name 2| Condition | Sewverity 3| Subscriptions | Performance Service Levels | Created by - Status =0
90% subscription capacity Capacity usage > 90% ® critical 9876543210, +5 Extreme, +5 System ® Enabled
80% subscription capacity Capacity usage > 80% ® critical 9876543210, +5 Extrame, +5 system ® Enabled
Subscription expired Subscription expiry < 0 days A\, Warning 9876543210, 45 system .
Subscription expiry in 30 days Subscription expiry < 30 days E‘ Informational 8876543210, 45 John Smith ® Enabled @
Edit
Duplicate
Delete
o .
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Alerts Alert monitors

Q Complete your coverage There are 11 suggested monitors that are either disabled or not setup for following subscriptions

Subscription expiration (7) Capacity usage (3) Unused (1)

Subscription | Service levels
Data-protect extreme, Data-protect premium, Premium, Standard

qa_sub_tst4 (A-500025645)

TrackSG002 (A-500021959) Object

QA-Evergreen-Sub (A-500023735) Premium, Premium-tiering
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M, N QF, HN MEIZ TEtt RS MH|A 2% 20| BAIELCE

S22 UsLCHY HZ 20 Hoj 9l ofol
UASLICHL 2FO| H7|E 45 ME|A +=FS &fold
o Administration

Requests Agent management Report

Subscriptions

OlO|ME 22| & HA B2 3l Keystone S0[A ALES

Assets Requests status summary
Monitoring 0 0
In progress Completed
I Administration
Requests (51)
Request number | Customer 4 | subscription number 2| status - Type
Company Pvt Ltd 9876543210 in progress Modification
19384 Company Pvt Ltd 9876543210 E inprogress Modification
17932 Company Pvt Lid 9876543210 Completed Modification
Request summary
Service levels 2| Committed capacity 2| Type
Extreme (V1_physical) Edited 06+ — Unified
Extreme (V2_logical) Added 200 Tis Object

Ho S MEHoIH QEE #=0 tigt =8 M2

HEo AR Tl el

i

T

Request detail

Subscription: 9876543210 Tracking ID: Company-HQ

Status Request type
In progress Modification

Requested subscription @ There are 2 modifications in this request
Service level 4| Committed capacity 4| storagetype % |
Extreme (V1_physical) Edited 100-Fi8 — 250 TiB Unified
Value (V2_logical) 100 TiB Unified
Extreme (V2_logical) Added 200 TiB Object

Submission date

May 1, 2025

() submitted

January 10, 2024

o Technical solutions review >
Current step

@ Sales order creation

@ Customer sign-off

@ Fulfillment

@ Complete

Lt

Shst

a

Customer name: Company Pvt Ltd

—_

0
mn
k1
>
4
oz
HZ
il
it
4>

(3 Last updated: Sep 24, 2025, 7:07 PM GMT+5:30

0

Cancelled

2| submission date s
January 1, 2025
January 1, 2026

August 30, 2024

XMe §EHE = =

(  Last updated: May 5, 2025, 2:30

Cancel request

Technical solutions review

Hardware analysis and BOM creation

Step status X Inprogress

Last updated May 5, 2025, 2:30 PM
Notes ©

. May 04, 2025, 7:01 AM

New hardware is required

May 03, 2025, 6:51PM

Current hardware is on latest ONTAP version

Lot

PM
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gos adaptive-policy-group create -policy-group <Keystone extreme> -vserver
<SVM name> -expected-iops 6144 -peak-iops 12288 -expected-iops-allocation
allocated-space -peak-iops-allocation used-space -block-size 32K -absolute

-min-iops 1000

m2|0j AHIA 4F 4

Z2|0jY Mb|A #Fof Cer 27 8 FE:
o MHI HZ.
O=2 O o-

gos adaptive-policy-group create -policy-group <Keystone premium> -vserver
<SVM name> -expected-iops 2048 -peak-iops 4096 -expected-iops-allocation
allocated-space -peak-iops-allocation used-space -block-size 32K -absolute

-min-iops 500

s HE XA E8F 37|: 500GiB, 0.5TiB
« HE X =& 37]: 50TiB

L AX
g5 Ml +& 23

45 MH|& =F0f chiet 47 8l 3.

gos adaptive-policy-group create -policy-group <Keystone performance>
-vserver <SVM name> -expected-iops 1024 -peak-iops 2048 -expected-iops
-allocation allocated-space -peak-iops-allocation used-space -block-size

32K -absolute-min-iops 250

« HE XA =8 37]: 500GiB, 0.5TiB
« HE X =& 37]: 80TiB

EE MH|A 2Z0] cfet M

HEFE MH|A Z0f ciet 4 5l 33:

r
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gos adaptive-policy-group create -policy-group <Keystone standard>
-vserver <SVM name> -expected-iops 256 -peak-iops 512 -expected-iops
-allocation allocated-space -peak-iops-allocation used-space -block-size

32K -absolute-min-iops 75

Value MH|A =Z0f| CHet 4% 5l F&E:

gos adaptive-policy-group create -policy-group <Keystone value> -vserver
<SVM name> -expected-iops 64 -peak-iops 128 -expected-iops-allocation
allocated-space -peak-iops-allocation used-space -block-size 32K -absolute

-min-iops 75

c HE XA =E 37 1TIB
« HE X =& 37]: 100TiB

Ct2 AE S AF8SI0 £ 8 37| AIL5H7| Tol| Ch2 Argoll f2lstMIR.

* |OPS/TIB = MBps/TiB / (22 37| * 1024)

* 28 37|= KB/IOYLILCE.

* TiB = 1024GiB; GiB = 1024MiB; MiB = 1024KiB; KiB = 1024H}0|E; 7|2 20{| [z}
* TB = 1000GB; GB = 1000MB; MB = 1000KB; KB = 1000H}0|E; 10%IH 7|Z=

>

mn - e

H

O

E 37| At

O MH|A £=Z0f CHSH X2|22 AMSHH Extreme AH|A $F:

min ru||1

2

* Z|cH IOPS: 12,288
* /0" =2 37|: 32KB
* Z|c M2|2F = (12288 * 32 * 1024) / (1024*1024) = 384MBps/TiB

bt ME[F

ro

=50 700GiBe| =2|X AtE HO|E{7} = B A LSt 25U Ch

o

Maximum throughput = 384 * 0.7 = 268.8MBps
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Keystone 0| A X| &= AE2[X|

Keystone STaaS AH|A= ONTAP S¢t It 3l =5 AEZ|X|, StorageGRID &%t 24|
AEZ|X|, Cloud Volumes ONTAP X|&gtL|LC}.

Keystone STaaS& #ste| AEZ|X[of Ciet & 5! MEH MH|AE H|3gfL|Ct

* Keystone STaaS E&E AMH|A* BE MH|AE 7|2 #500| ZeEH E- = 30| ELE|X| ¥&LICH

* Keystone STaaS 27} MH|A*: O|= EZ Keystone STaaS 7+5 AMH|A0]| Cisl| =71 REZ|E|Qt HEiS HZ5H=
MEHMO| D 2 AH|AQILICE

Keystone STaaS AMH|AE SA|0] 0|Edt4 = JUSFLICE OE , 2ERE AELX| A2 OiY, S5, A
AEE|X| A530 S 7|12H2 THE £ /JELICH 2ERE *‘|H|_._ 7|E AEE|X| f=9| MH|A 7|2t T ANEX]|
ZotEl = ASLICH SHX|2 7| &2 MY, 25 7N =52 ALl A=lo| QiChH 1= 7(Zte| OpX|9f 90 S2t2
22RE AERX| #5232 FIHE = glELICHL

o, S5 3 M 2 E2[X] MH|A

ONTAP It 3! S5 AEE[X|2t StorageGRID A AEZ|X|E 28t Keystone STaaS AMH|AE 02 7|51t
DT2EZS X|SHH, AtM[ot LIS CHE Hoi| MHE(0f JASLICH

AEE|X] EHE OZES A= 7|s

o K& ONTAP NFS2t CIFS X|2lE|= ONTAP 7| 5:
* FlexVol
* FlexGroup

» ARHAE AE

* SnapMirror (H|S7()
» SnapVault
» SnapLock Enterprise

* FabricPool/22IRE
AZEzt

» SnapRestore

* FlexClone

» SnapCenter
(O] M A= ZBtE|0f
UAX| 2t Keystone
MH|A 9] UE T} OFL|H
227t B E[X] ¢42)

* X=Xl 2o
H3!
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AEE|X]| EWE OZ2ES == 7s
22 AER|X| ONTAP FC 4 iscsl X|2lE|= ONTAP 7|s:

* FlexVol

* FlexGroup

* AHAE AR

* SnapMirror (H|S7()
» SnapVault

» SnapLock Enterprise

* FabricPool/22I2E
A &5}

» SnapRestore
 FlexClone

» SnapCenter
(BHO|MA = TS|
UAX[ 2 Keystone
MH|A S| LRI} OfL|H
227t BEE|X] )

HH| AEE|X| StorageGRID S3 02| AFO|E0|A 042 "
=8 F7| BE|(ILM) S
X|ghct.
@ "ONTAP 2| 20| 220 CHet WE = CIES HXSHMR. "ArEd dd? o 2= .22 A0|Eo=
Hzo| 150| W

239C AEZ|X| MH|A

Keystone STaaS= 22t E AEE|X| MH|AE H|SELICH Keystone STaaS= Amazon Web Services(AWS),
Microsoft Azure, Google Cloud Platform0f|Al Cloud Volumes ONTAP H|O|E{ 2| 7|52 X|/EHL|Ct.

Cloud Volumes ONTAP o 23t stojmAazizt 7|gt AFE, AEZ[X| & HESLIS MH|A= NetApp
(D) oM Keystone STaas 759 A=2 HBEK| GLICE 023t 5L sfo|m{AZ2t Satec
MHIA HBYHZ2E I Zgoio gL

Keystone 0| X| ¥ &= HE 8

NetApp Keystone STaaS AH|AE 0f2] Y| AEZ|X| 83 X|JLICt of2{2t Cifot
8 0{E 0|6l5t™ Keystone AHEE I =Z0| & 4 USLICEL
=alx ga

=~

O|l= 11Z40| Keystone QI 2t0f| X &St H|O|E{ RILICt 2E Keystone 82 =2|H 82 LIEtHLICL o|E &
1TiB It 0| Keystone QII2t0]| MEE|0] QU= B2 %[ 1TiBS| &S FOHsHOf °“—|Ef
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F=0lE o2 7tX| M7t AS = ACH, 4 =H= it MH|A =Z0| sHERLICE 2 2=Hols 45 AH|A

S=HZ N El 22F0| Q& L|CT

A

2t M5 MH|IA 2=ZE21/0 2 E, Z |OPS/TIB/2E2E MO|ELICL Ol Me(xE Y= 2 £[IOPS])1} A=
XMZ 22KTiB)2| HIZE, =BT " XA A|ZHo|A 2] IOPS/TIBRILILCE.

AER|X] &F, AEE|X| 8l AH| 7 Areto]| 2t 45 MH|A +FS MERILICE 7|2 45 MH|A =F2

71E2HMo = MSELIC It MH|AS MBS HL —_rUtIJHOI Mt MH|A fFT FIIZ 0|8 = JUSLICL OE
=0{, 25 HI0[E B3 37} MH|A9| 2 1 g I11|0|E1 H3 45 MH|A £=Z0| 7[5te| =0 2 E LIt

NetApp Keystone STaaS 445 A2 4-20] Tzt XEAISH M2 MBS AZE 4 ALt 01|

NAE = AERX RY, I, =5, JHH & 22t2E Mu[A0| st 7|2 45 ME|A £&2 ChS Auo 2E 5o
o|¢|__||_-_|.
= .

T Y B2 AE2|X|0] it 5 MHlA £F

[L

X|¥ Z=2EEZ: NFS, CIFS,iSCSI % FC

0x
x

H

[>

Mgt ma|o|y 85 7|E 2t

% ‘Jlk‘zn'_c‘ %I:I ! S
MIZ xtol 93  HA VDI, VSI, OLTP, OLAP, el 2o o My X9
EMSEES ATELQOf 7Y ZiH|0|L,
oM 32|E|H M AIEQ0] 7o
=22t yxtEl 12,288 4,096 2,048 512 128
£\ IO0PS/=21H
TiB
22C} SiChE| 6,144 2,048 1,024 256 64
A IOPS/=2|X
TiB
=22t yxtEl 384 128 64 16 4
£t MBps/=z2]|
TiB @ 32KB/S
CHAF 90+ Y SEEES <2Uz|x <4Uz|x <4Uz|x <1722|X
HHE Q4 XA
Azt
22 37| 32K
ofH ol £ 8% | =2INH
o]
T o
oY ol 22 AEZ|X| M MH|A S0 Chet =7t HE

712 45 MH|A =F ZFLF2 02 =40 w2t Z2FEL .

* ot 5l 28 AE2|X|0f| Ciet 45 MH|A +=F2 ONTAP 9.7 0| &2 X|& &Lt

* 85 MH[A +=Z0] Cigt IOPS/TIB/EE, MBps/TiB/E2& & CH7| A2t 2f2 EE0| M&E HI0|5 &, 32KB 25
37| 2 70% A7| U 30% M7| |0 XHeio| BEHQ| X3S J|HIO 2 StL|C},

* 4R IOPS/TIB/ZE % MBps/TB/EE2 ARl £ 74 B2 27), A 59 Kot SAY e Y& S|
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(up to 25% of min

Request fo reallocate™

monthly payment) $5K
from on-prem to cloud

Reallocation activated
at the beginning of

)

$30K $30K
M1 M2
$0K $0K

7|

nE

NEBN )

AL

next billing period

Request to reallocate
$5K from on-prem
to cloud

Reallocation activated

90 days Reallocation Lock period
$25K $25K $25K
M3 M4 M5

35K $5K
$10K

Keystone STaaS= 2I2{|0|A AMH|A X[

IS £70| 27 MY Y XU:

- g¥ 2 H7 2uoat §gELC)
« 14, 24, 31 7|Ztel ofHo| = A =0T
* Cloud

- J|E2n

* Y QE2 WYY o] 2yt EMZHE 90 o]0t R

* S22

=
Hu
Mo
fo
03t
FIO

2lojA Mu|A 7)H 2E

D2 EE MEI} OIS BT

E0HOF LT},

AL E T FI|HE G

ZX S| 2|t 25%E 22

E MH|AO|M 2Z2|0]A ME|AZ THEEE &~ glaL

L= NN 2E2|X] d5 MH[A

at the beginning of
next billing period

)

90 days Reallocation Lock period Last 90 days - no contract changes allowed

$25K
$20K $20K $20K $20K $20K $20K
Mé M7 M8 M9 M10 M11 M12
$10K
$15K $15K $15K $15K $15K $15K

Cloud services can grow
independent of
reallocation lock period

k=3
[<)

€ Cloud Volumes ONTAP X| &2 M= SMS HZ2L|Ct.

I
Il

=]

Volumes ONTAP %! Cloud Backup AH|A2| E2F2 Keystone Solf FOHSHOF SFL|C}.

FRE MH|AZ MEEot= O AL EE

2L}

m

t.
F7| 2| A 13 Hof Keystone Success Manager(KSM)dj|

gLt

Z0j chet v 2ol

stebeh o M.:.'-l Ef 047* Ak 7fXI(ACV)°| jt||1H 25%= 27|¥Z Cloud Volumes ONTAP Primary % Cloud
Volumes ONTAP Secondary A{H|A0f| X{EHE

ISH
O
=

+ B

+ stk

LEE SI0|HE|E S2HRE AEZ|X| MH| A0
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Request fo reallocate™

(up to 25% of min i i
monthly payment) $5K Reallocation activated Request to reallocate
from on-prem to cloud at the beginning of $5K from on-prem
next billing period to cloud Reallocation activated
\ at the beginning of
next billing period
90 days Reallocation Lock period \
90 days Reallocation Lock period Last 90 days - no contract changes allowed
$30K $30K
$25K $25K $25K $25K
$20K $20K $20K $20K $20K $20K
M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12
$0K $0K

$5K $5K
$10K $10K
$15K $15K $15K $15K $15K $15K

Cloud services can grow
independent of
reallocation lock period

O] #= HIE MZ2H{7F HEA O|ROX[=X] EXF= 27| HE US WS
YH = SH0|HE|E S2tRE AEZ|X| MH|AZ THZEH{ELIC

ok

fLICt O] odloflA, s5000 EHE X[EH T

gdg EZ(TiB) HE XY HIE
IAISH 125 37,376
e = 8(TiB) 22 XE HIE
=aet 108 37,376
Cloud Volumes ONTAP 47 5,000

37,376

LA Extreme A5 AMH|A £Z0 SeEl 82F9] (125-108) = 17 TIBYILICE X|E M A| ZEHE sto|E2|=
Z2IRE AEZ|X|= 17TiB7t OfL|2t 5,000 E FOHY 4= U= SStt S ULICE 0] ool A 5,000 E
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https://api.activeig.netapp.com/vl/tokens/
accessToken

1] * 22} application/json
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HX S application/json
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{

"refresh token": "string",
"access token": "string"

}

MEf IE:200-2KH M
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Z oAl

curl -X 'POST' \ 'https://api.activeiqg.netapp.com/vl/tokens/accessToken'
-H 'accept: application/json' \ -H 'Content-Type: application/Jjson' \ -d

{ "refresh token": "<refresh-token>" }'
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1] * 22} application/json
2

» Ut E2: <N F>

"results": {
"returned records": O,
"records": [
{
"Customers": |
{
"customer id": "string",
"customer name": "string"
}
]
}
I
"request id": "string",
"response time": "string"
}
}

ME§ 2E:200- 28 M

A Of|Al:

curl -X 'GET' \ 'https://api.activeig.netapp.com/vl/keystone/customers' \
-H 'accept: application/json' -H 'authorizationToken: <access-key>'
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https://api.activeig.netapp.com/vl/keystone/customer/
subscriptions-info

161


https://api.activeiq.netapp.com/v1/keystone/customer/subscriptions-info
https://api.activeiq.netapp.com/v1/keystone/customer/subscriptions-info
https://api.activeiq.netapp.com/v1/keystone/customer/subscriptions-info
https://api.activeiq.netapp.com/v1/keystone/customer/subscriptions-info
https://api.activeiq.netapp.com/v1/keystone/customer/subscriptions-info
https://api.activeiq.netapp.com/v1/keystone/customer/subscriptions-info
https://api.activeiq.netapp.com/v1/keystone/customer/subscriptions-info
https://api.activeiq.netapp.com/v1/keystone/customer/subscriptions-info
https://api.activeiq.netapp.com/v1/keystone/customer/subscriptions-info

R Y T

1] * 22} application/json

« Mot 2ol EZ: <HNA F|>

Ct.

=]
od-

API= X & 4o st 2= 7= 3 23 4t MH|A 2F MR HE S50| ZEE JSON

Crge Sgel oLict,

O od

[
{

"results": {

"returned records": O,

"records": [

{

"subscription": {

"account name": "string",

"number": "string",

"start date": "2024-05-28T15:47:49.25472",
"end date": "2024-05-28T15:47:49.2552"

by

"service levels": |

{
"name": "string",
"committed tib": 0

}
]
}
1,

"request id": "string",
"response time": "string"
}
}
]
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Z o|Al:
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curl -X 'GET' \
'https://api.activeig.netapp.com/vl/keystone/customer/subscriptions-
info?type=customer&id=<customerID>' \ -H 'accept: application/json' \ -H
'authorizationToken: <access-key>'

=
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ME HEE 7 2M K.
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2 ALt
=23 https://api.activeiqg.netapp.com/vl/keystone/customer/
consumption-details
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{

"result": {

"returned records": "string",
"records": [

{

"subscription": {
"account name": "string",
"number": "string",

"start date": "string",
"end date": "string"

}I

"service levels": |

{

"name": "string",
"committed tib": "string",
"consumed tib": "string",

"consumed timestamp utc": "string",
"burst tib": "string",
"accrued burst tib": "string"

}
]
}
1,

"request id": "string",
"response time": "string"
}
}

ME) FE:200- 28 43

A of|Al:
curl -X 'GET' \

'https://api.activeig.netapp.com/vl/keystone/customer/consumption—

details?type=customer&id=<customerID>' \ -H

-H 'authorizationToken: <access-key>'
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=5H https://api.activeig.netapp.com/vl/keystone/customer/
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* id: <14 ID>
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{

"results": {

"returned records": O,

"records": [

{

"subscription": {

"account name": "string",

"number": "string",

"start date": "2023-08-24T14:15:227",
"end date": "2023-08-24T14:15:222"

by

"service levels": |

{

"name": "string",
"historical consumption": [

{

"committed tib": O,

"consumed tib": O,
"timestamp utc": "2023-08-24T14:15
"burst tib": O,
"accrued burst tib": 0,
"is invoiced": true
}
]
}
]
}
I
"request parameters": {
"from date utc": "2023-08-24",
"to date utc": "2023-08-24",
"customer id": "string"
by
"request id": "string",
"response time": "string",
"customer": {
"name": "string",
"id": "string"
}
}
}
MEi FE:200- 28 43
A Of|Al:
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curl -X 'GET' \ 'https://api.activeig-
stg.netapp.com/vl/keystone/customer/historical-consumption-details?
type=customer&id=<customerID>&from date utc=2023-08-24T14%3A15%3A222&t
_date utc=2023-08-24T14%3A15%3A22Z"' \ -H 'accept: application/json' \ -H
'authorizationToken: <access-key>'

167



Keystone 1= AH|A | {7 1

Keystone STaaS= Keystone T+5 A{H|A (0|0}l = Keystone Flex 7t5 A{H|AZ}L g0
0|0 EA|=|ASLICE

= Hote| EMMe CrE 1t RALEILICE "Keystone CHA| 2 =" Keystone 5 AMH|AE 28 M5 MH|A & MH|A
&, M7 & ZHO|AM Keystone STaaSet CHELICH 2024 428 ¥XH NetApp Keystone STaaSoi| CHEH 2 A2t
X 2|5t AAELICE OtEl Keystone 7= AMH|AE AFE3E1 QUCHH KSMOI| 22|510{ Keystone STaaSE
Ofo|J2j|o|M3st= O CHet XS HoM . Rt B2, Keystone 75 AH|A HHA S| PDF HMZ 07]0]| M
2lolsta = UELICEH

° ll%:jo_lu

"O|EH2[OF AFEf"

168


./integrations/keystone-console.html
./integrations/keystone-console.html
./integrations/keystone-console.html
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-ja-jp.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-ja-jp.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-ja-jp.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-ko-kr.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-ko-kr.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-ko-kr.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-cn.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-cn.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-cn.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-cn.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-cn.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-tw.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-tw.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-tw.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-tw.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-zh-tw.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-de-de.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-de-de.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-de-de.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-de-de.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-de-de.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-es-es.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-es-es.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-es-es.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-es-es.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-es-es.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-fr-fr.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-fr-fr.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-fr-fr.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-fr-fr.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-fr-fr.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-it-it.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-it-it.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-it-it.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-it-it.pdf
https://docs.netapp.com/a/keystone/1.0/keystone-subscription-services-guide-it-it.pdf

Keystone 0 Ciot =2 & 2|

NetApp Keystone X| & &1t Ke ystone Success Manager(KSM)= 5t2| Keystone =0
CHot MH|AE HS5H=s L2 HY LD £20| HRotH Keystone X[ EO]| -E——I3H1IR.

NetApp Keystone X|¥

NetApp NetApp Keystone 11 240f|7| BHC = 2F MH|AE MSELICH O|2{et MH|A= AER[X| 22| 2F T
2 Ciefst 2F 20FS ZRTLICE o2t MH|A0= XpA 5! 71 2], 82 3 d& 22|, HE 2z, 0|“"E Atd

oL o T
22X 2a|, MHlA X ol I HnTJt IEHEILICE NetApp E R0 Izt SH| AEiet 0|E S EsHs SHE
HojFLTt.

=78

NetApp ITOM BLIEIZl 22 M2 ALZ 5104 NetApp Keystone SH2S AFHO| BLIEZIsID S1Zstod 2x siZS
S|t

@ IELH 2% RH M= HHES} 5t HIHEQ| MH|A RMO| IHEL{ Q| AMH|A C|AI 0| S2HEL(CE
OIEL Q| XY =& ITOM £2 M43t S0 JUS & USLICL
Keystone AH|AO]| CHSE XbAISH LHE2 CHEE HXZSHMIR.

* NetApp
Keystonehttps://www.netapp.com/us/solutions/keystone/index.aspx["https://www.netapp.com/us/solutions/k
eystone/index.aspx"?]

* NetApp HMIZ EAlhttps://docs.netapp.com["https://docs.netapp.com"?]

Keystone X|¢ ZL|EZ

NetApp Keystone X|# &2 19| HIF % 1= MH|A| MEiE RLIE ST, A XA S M335HH, Keystone
Success Manager?t &21gtL|C}.

Keystone 85 &2|Xt

Keystone Success Manager(KSM)= Keystone A{H| A0 2to 280} 7IUS| 42SHH F2t = 2t HR 8 2
B0 it £ M2 E HZTLICt M2 NetApp Keystone 20| HA|E[0] QUAELICEH

MH[A 8 M

MH|A 2FE H7I5H7| Hofl Al H YEHE FHIY=X] 2SN Q. ME|A @™ S H|7|5HH
Keystone X| 21 20| X[& EZIS '?:I'_ ZH S22 Qo FEol| W2 ELICH ServiceNow E|ZIE m2t7tH AEfet sHZA
HIEHS oF A OIAL_||:|.

odHd=2 2 T Mg .

169


https://netappkeystone.service-now.com/csm

X HE 7101 chet 2= UES HESHMR.AE HES 86t EelLny .

Ol AZ2j|o] 0] 2Rt OJsiZ ArA/E[ZI0] = R LHE F4 & StLE O|HY S EUFANR:
keystone.services@netapp.com keystone.escalations@netapp.com

170


../installation/monitor-health.html
../installation/monitor-health.html
../installation/monitor-health.html
../installation/monitor-health.html
../installation/monitor-health.html
../installation/monitor-health.html
../installation/monitor-health.html
../installation/monitor-health.html
../installation/monitor-health.html
mailto:keystone.services@netapp.com
mailto:keystone.escalations@netapp.com

R X+
"https://www.netapp.com/company/legal/copyright/"
dE

NETAPP, NETAPP 211 %! NetApp AHH H|0|X|0f| LI El O3 = NetApp, Inc.2 AFEQILICE CH2 3|AF & HE

O|E2 e 2Rt 4EYU 4= JASFLICE
"https://www.netapp.com/company/legal/trademarks/"

E -4

=¥l

NetApp 0| 2R3t sz S| 222 L0l M Helgt 4 UALICt
https://www.netapp.com/pdf.html?item=/media/11887-patentspage.pdf
HOIM &S %

"https://www.netapp.com/company/legal/privacy-policy/"

171


https://www.netapp.com/company/legal/copyright/
https://www.netapp.com/company/legal/trademarks/
https://www.netapp.com/pdf.html?item=/media/11887-patentspage.pdf
https://www.netapp.com/company/legal/privacy-policy/

4=

M =2

Copyright © 2026 NetApp, Inc. All Rights Reserved. O|=30|A Q124 E 2 EA2| oot HEE HEH ARXL
A MH 521 ¢lo|= ofet HAO|Lt =EHFAL =2, =% EE= MX AM A|AH0| K& SH= AS HIZet 22T,

AN = 7|AN e o2 SXE o~ glEL Ch

NetAppO| MZH# S 7HE Xt=0f| A= 2T ELY0{0f|i= of2Q] 20| M AL nX|Aleto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y ST Zel5t0](010f I =X §4F), Of ALEL 0O M= QIol| L Md}=

I
2= A o 71 A8, QU Sof, UM Ao, ZHH AdHo] Lo hotod 1 2 0|9, MUZ, A}
O, {23t Mol S Bel(hAl i JX| %2 F2)2t 2210] Of et MUT X|X| oD, 0jet 22 Ao
24 7H5 0| SX|=I{CH S 2HE ORI pRILIc

NetAppS £ 2 A0l MHE MZS AMEX] 0|7 glo| HHY H2|S HRBHITE NetApp2 NetApp| HAIH!
Nt S0|2 gre 2e2 Fojeln £ 20| MTE HES ALSSto LMsts ofHs SH|0|E S XX ALICH
A

= HEZQ A = F0i2 B2 NetAppOliA= Ot ESH, B = 7|6 XA T LHH0| HEE|= 2to| AT
HSotXA| gdELItt.

= B0 2FE HMFZ2 oLt ol g2l 0= 59, ot 9] L= £ T2l 5512 2 UL}

Mgtd M| Al HE0| o3t AF2, EX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007'4 12&)2| 7|= H|O|H-H| &4 HA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HM|ptAtEto] MEEL|CE.

of7|off & E MO = AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5H
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|EH X ZEE AZEY s 2XEMOZ MAHE0|H 710l
HI20O 2 IR ELICEH O0|= M2 = HI0|E 7t M3 E 0= Alefat 2sto] sHEh Al2kS XSt o2t HI0|E ol
CHot M MAXMOE HISHEHO0| I e 4 ol THAHR0| E7t56HH F & S7Hst 2to| A E HgtMo=
ZHELICE of7]0f| IS E BRE M 2lSt NetApp, Inc.2| AP MH S01 ¢10|= O] HIO|HE AHE, 37H, M4t +=H,
28 e FA|E & QI&LICE 0|2 2UHR0)| Cist M5 20| MlA = DFARS £t 252.227-7015(b)(2014 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L} El Ot3= NetApp, Inc.2| HEL|CtH 7|EF S|AF S

HE OIE2 oiE 27X HY = ASLIC.

172


http://www.netapp.com/TM

	Keystone 문서 : Keystone
	목차
	Keystone 문서
	릴리스 노트
	Keystone STaaS의 새로운 소식
	2026년 2월 2일
	2025년 12월 8일
	2025년 11월 24일
	2025년 11월 10일
	2025년 10월 13일
	2025년 10월 6일
	2025년 9월 22일
	2025년 8월 28일
	2025년 8월 5일
	2025년 6월 30일
	2025년 6월 19일
	2025년 1월 8일
	2024년 12월 12일
	2024년 11월 21일
	2024년 11월 11일
	2024년 7월 10일
	2024년 6월 27일
	2024년 5월 29일
	2024년 5월 9일
	2024년 3월 28일
	2024년 2월 29일
	2024년 2월 13일
	2024년 1월 11일
	2023년 12월 15일

	Keystone STaaS의 문제가 해결되었습니다.
	Keystone STaaS의 알려진 문제
	Keystone STaaS의 알려진 제한 사항
	Keystone 컬렉터 제한 사항


	시작하기
	NetApp Keystone 에 대해 알아보세요
	Keystone 스토리지 서비스(STaaS)

	Keystone 인프라를 이해하세요
	저장 플랫폼
	모니터링 도구

	Keystone Collector에 대해 알아보세요
	Keystone 서비스에 필요한 구성 요소
	사이트 요구 사항
	원격 접속 요구 사항

	Keystone 데이터 흐름
	Keystone Collector 데이터 흐름
	데이터 흐름 모니터링
	규정 준수 기준

	Keystone 의 운영 모델
	서비스 수명 주기 전반에 걸친 역할 및 책임


	Keystone 설정 및 구성
	요구 사항
	Keystone Collector의 가상 인프라 요구 사항
	Keystone Collector의 Linux 요구 사항
	Keystone 의 ONTAP 및 StorageGRID 요구 사항

	Keystone Collector 설치
	VMware vSphere 시스템에 Keystone Collector 배포
	Linux 시스템에 Keystone Collector 설치
	Keystone 소프트웨어 자동 검증

	Keystone Collector 구성
	Keystone Collector에서 HTTP 프록시 구성
	개인정보 수집 제한
	사용자 정의 루트 CA 신뢰
	성능 서비스 수준 생성

	ITOM Collector 설치
	Keystone ITOM Collector 설치 요구 사항
	Linux 시스템에 Keystone ITOM Collector를 설치하세요
	Windows 시스템에 Keystone ITOM Collector를 설치하세요.

	Keystone 에 대한 AutoSupport 구성
	모니터링 및 업그레이드
	Keystone Collector의 상태를 모니터링합니다.
	Keystone Collector를 수동으로 업그레이드하세요

	Keystone 콜렉터 보안
	보안 강화

	Keystone 수집하는 사용자 데이터 유형
	ONTAP 데이터 수집
	StorageGRID 데이터 수집
	원격 측정 데이터 수집

	개인 모드의 Keystone
	Keystone (비공개 모드)에 대해 알아보세요
	Keystone Collector 비공개 모드 설치를 준비하세요
	Keystone Collector를 개인 모드로 설치하세요
	개인 모드에서 Keystone Collector 구성
	개인 모드에서 Keystone Collector 상태 모니터링


	Keystone 구독 관리 및 모니터링
	Keystone 대시보드 이해하기
	Keystone 대시보드에 대해 알아보세요
	Keystone 대시보드 시작하기
	NetApp 콘솔의 Keystone 대시보드
	Digital Advisor 의 Keystone 대시보드
	Keystone 데이터 검색, 보고서 생성 및 알림 보기

	구독 통찰력 보기
	Keystone 구독에 대한 세부 정보 보기
	Keystone 구독의 현재 소비량을 확인하세요
	Keystone 구독의 소비 추세를 확인하세요
	Keystone 구독의 타임라인을 확인하세요
	Keystone MetroCluster 구독의 사용량 및 상태를 확인하세요

	자산 보기
	Keystone 구독과 관련된 자산 보기
	여러 Keystone 구독의 자산 보기

	알림 및 모니터 보기 및 관리
	Keystone 구독에 대한 알림을 보고 관리합니다.
	Keystone 구독에 대한 알림 모니터 보기 및 생성

	Keystone 구독에 대한 서비스 요청 보기
	Keystone 구독에 대한 ONTAP 볼륨 및 객체 스토리지 세부 정보를 확인하세요.
	ONTAP 볼륨 및 개체 스토리지 세부 정보 보기

	Keystone 구독에 대한 성능 지표를 확인하세요.
	아이옵스
	처리량
	지연 시간(ms)
	사용된 논리적 크기(TiB)


	개념
	Keystone STaaS 서비스
	Keystone 에서 사용되는 측정항목 및 정의
	Keystone 의 스토리지 QoS
	Keystone 에서 지원되는 스토리지
	Keystone 에서 지원되는 저장 용량
	Keystone 의 성능 서비스 수준
	Keystone 성능 서비스 수준에 필요한 용량

	추가 서비스에 대해 알아보세요
	Keystone 용 고급 데이터 보호 추가 기능
	Keystone 용 Data Infrastructure Insights 추가 기능
	Keystone 용 데이터 계층화 추가 서비스
	Keystone) 용 반환 불가, 비휘발성 부품 및 SnapLock) 규정 준수 추가 서비스
	Keystone 용 USPS 추가 서비스

	Keystone STaaS SLO에 대해 알아보세요.
	Keystone 의 가용성 SLO
	Keystone 의 성능 SLO
	Keystone 의 지속가능성 SLO
	Keystone 랜섬웨어 복구 보장

	청구 방식을 이해하세요
	Keystone 가격에 대해 알아보세요
	Keystone 약정 용량 청구 방식을 이해하세요.
	Keystone 의 사용량 측정 방식을 이해하세요.
	Keystone 버스트 사용량 청구 방식을 이해하세요.
	특정 볼륨 구성에 대한 Keystone 청구 방식에 대해 알아보세요.
	Keystone 청구 일정에 대해 알아보세요.


	Digital Advisor REST API에서 Keystone 에 액세스
	Digital Advisor REST API를 사용하여 Keystone 데이터 검색을 시작하세요.
	Keystone 용 갱신 및 액세스 토큰을 생성합니다.
	Digital Advisor REST API를 사용하여 액세스 토큰 생성
	API 호출을 실행합니다

	Digital Advisor REST API를 사용하여 모든 Keystone 고객 목록을 가져오세요.
	Digital Advisor REST API를 사용하여 Keystone 고객 구독 정보를 가져옵니다.
	Digital Advisor REST API를 사용하여 Keystone 고객 사용량 세부 정보를 가져오세요.
	고객의 과거 소비 내역을 확인하세요


	Keystone 구독 서비스 | 버전 1
	Keystone 에 대한 도움말 받기
	NetApp Keystone 지원
	추가 정보
	Keystone 지원 모니터링
	서비스 요청 생성

	법적 고지 사항
	저작권
	상표
	특허
	개인정보 보호정책


