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d. Keystone AMH|A AF AIXLE M4st 0|5 22|kt 2F2 HZSL|CH B "AFEX} 22"

Keystone Collector 4 X|

VMware vSphere A|AE!0| Keystone Collector HiZE

VMware vSphere A|AEI0]| Keystone CollectorS HiESt2{H OVA HIZSIS CIRE=sH
OVF HZ3! i OFHALE ALESHY HIE SIS HiZESID, QIZ M REHE 2elst, vMmel
ZH| HEfE =QlsHof efL|Ct.

OVA HIZE! Ui I
CHS CHAIE MEN K.
EHA|
1. OVAIIYU S CIR2ZE3SHM|R "0| 23" VMware vSphere A|AEI0| X ZFEHL|C}
VMware vSphere A|AEIA VM & EIES] 27| 2 0|5&L|Ct

- 7t HA(VM)(EEE VM ECE MESHX| gf= 2 HIO|E HE)0| 2ot EHE OtRA QLEZ HECE
S&ot1 *OVF HES! HZ+E MEBL(Ct

4. OVF HIE3! HHi I OPHALS] _1EHA|_O|l M *OVF RHE3! MEf+Z 250 CIRZ o HIESIS MEfSL|Ct,
KeystoneCollector-latest.ova O,

- 2EHA0M = VM O|ES XIEst VM EE E MEBlL| L}
- SEA0M = VME ddsts ol 2Rt ARE 2[aAE XFELIC

AT MR EE HE_ 0 OVA ISl Hetdnt 9| d S eelstM g,

w N

oo O

n

~

vCenter RE 22| HEA0|= VMware 21Z M0 ZSHE|0 USLICEH NetApp 215 7|22 2 EntrustE AF23SIHH,
sie 2B M= vCenter M| XE 0] FIHz|0{0F BFL|C,

a. Sectigo®lA ZE ME CAASME CIREESHMR "0{7]".

b. S CHAE MEAM|KR. Resolution O] X4 7|HHKB) 2AM2| MM: https://kb.vmware.com/s/article/84240

r

@ vCenter HH™ 7.x 8! O|F HX Q| B vCenter X ESXiE H X 8.0 0| A0 2 AH|0| E}jof
SIL|C O™ ™2 O o4t JQIQJEIXI k& L|CY,

[l (=]

D\l

Keystone Collector OVA2| £Z 1t T2 0|
SThALRL .

HESE|HEAEE 5 £ QELICE (Trusted certificate)


https://docs.netapp.com/us-en/storagegrid-116/admin/managing-users.html
https://docs.netapp.com/us-en/storagegrid-116/admin/managing-users.html
https://docs.netapp.com/us-en/storagegrid-116/admin/managing-users.html
https://docs.netapp.com/us-en/storagegrid-116/admin/managing-users.html
https://docs.netapp.com/us-en/storagegrid-116/admin/managing-users.html
https://keystone.netapp.com/downloads/KeystoneCollector-latest.ova
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https://keystone.netapp.com/downloads/KeystoneCollector-latest.ova
https://comodoca.my.salesforce.com/sfc/p/1N000002Ljih/a/3l000000oAhy/QCCby12C7cYo50nNyic6AuG1KFcwe1rDn1EknfTaUzY
https://comodoca.my.salesforce.com/sfc/p/1N000002Ljih/a/3l000000oAhy/QCCby12C7cYo50nNyic6AuG1KFcwe1rDn1EknfTaUzY
https://comodoca.my.salesforce.com/sfc/p/1N000002Ljih/a/3l000000oAhy/QCCby12C7cYo50nNyic6AuG1KFcwe1rDn1EknfTaUzY
https://kb.vmware.com/s/article/84240

Deploy OVF Template Review details <

Verify the template details.
1 Select an OVF template

Publisher Sectigo Public Code Signing_CA R36 (Trusted certificate)
2 Select a name and folder

Product Keystone-Collector
3 Select a compute resource Version 3.12.31910

Vendor NetApp
o el Download size 1.7 GB

Size on disk 3.9 GB (thin provisioned)

19.5 GB (thick provisioned)

CANCEL BACK NEXT

8. OVF HE3! tiI OpHALS| 5EHA0 M VME XMEE (X E X|FEL|Ct.
9. 6TtAIOM = VMO| ALY CHA HEQIE MedsiL|Ct,
10. _7¢HA| RIZS! ALK K™ _0f|A] Z2|XE ARt A™L £7| HERZ FA HEHS E X[™HELICH
22| X H|YHS = vCenter0l] 71 HAIO 2 XMEE|H VMware vSphere A|AHI0| XS
@ N ASH| ot REAERM XA ZHOE ALESH{Of LI X=7| AT EQ0 4 F0i| o] 22X}

HIYHS E HHGHOF BfLICE. IPv4 ¢01| CHst MEUY OpAS = CIDR E7|HO 2 H| 28l ot
SILICH o2 E0{, MELl 0tA 3T} 255.255.255.091 AL 2F 242 AFSELICE,

1. OVF 23! i OPHALe] 8EHA| 2tE FH| oM ES HESIT OVAHYZEOf| CiSH Oi7HtH =5 SHIEH|
o

VMO| RESI0H| A Bl

H:I

3 MU0l AT = VMOl CHEE SSH M S S0 YA 22X XHH SH2 2 201810 VMO|

x| ANAH 7Y

OVAE E3dli HiZEl Keystone Collector AMH2| Z£7| £ E I3 VMware vSphere A|ARIO|A CHS THAE
THSHM K.

HHZ 7t 2t= £| ™M Keystone Collector Management Terminal User Interface(TUI) R E2|E|E
@ A5 1 W HLEE 252 a8 4 JASLICL Enter 7|2t S E 7| § CHYSt 7|[HE

HEES ME30 SMS MESHL 0] TUIS B o= ASLIC

1. Keystone Collector A{H{0f] SSH N[4S LICt HZSHH A|AHIO|A 22Xt HEHS E HH|0|Estet=



HIAIX|Z7F EAIELICE 20 [2f 22|X} H|ZHS AHH0|ES 2E5HM K.

2. ME2 H|ZHS 2 2321810 TUIN| H&5HM. 2aQ18HH TUIZt LIEFELICE,
E=OSS A 2502 AR &~ JYESLICH keystone-collector-tui CLI EE.

3. Lot ZR TUIS *7d > HIEQZ MMM ZEA| NE HEE FHRLICL
AE MMM A AR S AE O|F, /K| L NTP MHE FGRfLIC.

5. FX|HE| > 7| HHIO|E SM2 ALE5I0 Keystone +=E7|E HH|0|ERILICE HH|O|E = Keystone
Collector 22| TUI R E2|E|Z CHA| A|ZISI0] HE Al M EL(CE

Linux A|AEI0]| Keystone Collector 4 X|

RPMO|L} Debian 7| X|E AFE3}0] Linux AH{ 0| Keystone Collector AT EQHE HX[e
2= UELICE Linux HiZEHof| 2} X[ A S [EN L.
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RPM ALE

1.
2

Keystone Collector A|H{0f| SSH5tL! elevate®fL|Ct. root EH.

Keystone 370 MBS 7t ZLICH
# rpm --import https://keystone.netapp.com/repol/RPM—GPG—NetApp—Keystone—
20251020

RPM Gi|O|E{H| 0] A0f| A Keystone Billing Platform2| X| 22 2Ql5t] SHIE 37l 2B M7t 7E™ =X
SholSHM| 2.

# rpm -ga gpg-pubkey --gf '$%{Description}'|gpg --show-keys --fingerprint
=HIE X222 L3 2Lt

9297 0DB6 0867 22E7 7646 E400 4493 5CBB CY9E9 FEDC

CHR2E keystonerepo. rpm IHY:
curl -0 https://keystone.netapp.com/repol/keystonerepo.rpm

ot ol 21| 2 E =2l5HM|R.
rpm --checksig -v keystonerepo.rpm XM IMUO| MEH2 CHS1t Z&LICH
Header V4 RSA/SHAS512 Signature, key ID c9e9fedc: OK

YUM 2ZEQ|0] MZA DU S MA[SHN K.
# yum install keystonerepo.rpm

Keystone M&A7} AX|=H YUM I{7|X| 22|XHE S35l keystone-collector 7| X| S & X[ LT}
# yum install keystone-collector

Red Hat Enterprise Linux 92| 2% CI2 BHE AA#50] keystone-collector 7| X|E AKX LT}
# yum install keystone-collector-rhel?9

clafet AE

1.

Keystone Collector A|H0f| SSH5t1 elevate®LICt. root E&.

sudo su
CH22E keystone-sw-repo.deb IHY:
curl -O https://keystone.netapp.com/downloads/keystone-sw-repo.deb

Keystone 2T EQ||0] XM &EA MAS HX|SHN R:
# dpkg -1 keystone-sw-repo.deb
I{7|X| SE& YO|0|EStMIR:

# apt-get update

Keystone repoZt A X|=|™ keystone-collector Ii7|X| S MX|SIN|L.
# apt-get install keystone-collector

Mx|7} 2tZ2E|H Keystone Collector Management Terminal User Interface(TUI) RE/2|E|2

@ Aot 7 A ZLER 252 Y = ASLICE Enter 7|2 SHEH 7| S CHet 7|HE

?_-IEE% A|--g-'5|-01| 2A1° *._-IE—|H0|'_T'_ Ol TU|E EI:_II'A_lHCéI- _J'\_ %ALl E_I_ EEI_uKeyStone CO”eCtor —_I-l-g“
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../installation/monitor-health.html
../installation/monitor-health.html
../installation/monitor-health.html

Keystone AL EQ|0 XI5 ZS

Keystone X &A= Keystone 2ZEEL012] RHEES XS2 =2 ASBSIEE 450 QU0

T

FaoIl YE 2ZE 0|2 75te] AHO|E0]| AX|E LT,

Keystone YUM A &2 —EEFOIOJE FH2 OhS0 ZELICH keystonerepo. rpm AKX GPG HAIE & E8fL|Ct

(gpgcheck=1) 0| NHAE Solj CIREESt HE & E°1|0‘|0“ HMEELICH Keystone N EAE E6l| CIREESH
RPM & M HZ0l %'IIHd A X7t 27HsELICE 0] 7|52 Keystone Collector?| 0| 2FEl XHE HH|0|E

7|S0IM A E[0] F{Bt2| AIO|EO| 2ot F 2TE 1|o1n|_r X5 =5 EFELC

Keystone Collector 74

Keystone Collector/t 2E2|X| ZH0| A ArE C|O|E{E £=&E = AT 55{H R 7iX| 4

Xt
A
ol
=

H=
S 2t=oH0F LICE Ol= ’é‘RPJ T AE Mt AER|X| gtFnt AASY| 2fst
o4 gsLct.

* Keystone Collector= 74 8! ZLIE{2 258 $33l7| 2|8t Keystone Collector 22| E{0|E
AM2 X} QIE|H| 0| A(TUI) RE2IEIZ RIZELICH Enter 719} 3HAE 7| S CHt3t 7|2 E 7HEZES
@ ARSI M2 MEfSID O] TUIS EHAIE 2 QI&LILE.
* Keystone Collector ©IE{4ll 0| 27458t XX, 5 T3 AO|E E= _Tato|sl 2= _of 3
T 4 USLICH XM LIRS CH2 2 AZTSHHIR. 7O © 9] Keystone” .

£
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. Keystone Collector 22| TUI R E2|E|E A|ZHfLICE

$ keystone-collector-tui

T4 > KS-CollectorZ 0| Z3t0{ Keystone Collector 74 2tHZ E11 HH|0|E0 AtEE 4= = M2
2HoISHA| 2.

o Qs 2 M2 AHM|0|EstL|LC}.

<strong> ONTAP &</strong>

° * ONTAP AI22F £E*: 0| SMS A2 ONTAP Of| CHEH AFS E1|0|E1E e 2= ASBLICE Active
IQ Unified Manager (Unified Manager) Mt 3 MH|A AEe| M HEE FIHEL|CL

° * ONTAP M5 H|O|E £=&*: 0| M2 AF235HH ONTAP o CH3t M5 HI0|EHE & 4 JELICE 0]
7ls2 7|E’“O§ HIQ*“QPEICH UASLICH SLASHOE 2tZ0f|M M5 ZLIEYO0| HRtt Z<2 0
SME &MSIBLICE Unified Manager Database AF2XL A M&E I*EE HlSgL|Ct. HloE{H|o|A

AFEXH MM CHet ME = OS2 & ESHM|R."Unified Manager AHE X} RES (" .

° N HE AH|: o] M2 o] EF IRl HEE MAstH 72Oz SdstE(of ASLICE 0] FH0

gshel A HE2I0A F2|=|= CloEfof thet RS LIRS CH3 S AESYR. ol H E 47
Hgh


../dark-sites/overview.html
../dark-sites/overview.html
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../installation/addl-req.html
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<strong> StorageGRID €</strong>

° * StorageGRID A2 £&!*: 0|
StorageGRID 't E FAL} ALEX} MR HEE FItetL|Ct.

* 9l i A 0] 442 T2

[0 AELICE 0] F40]

H2 EF N EE ANSIH 7| 2XHo 2 &y M
gdstEl 22 HEZM HQl=l= Ho|Eof chet XiMet LiE2 THES HZESHMR.MeIEE +8

S [l

4. A|AHIOZ KS-Collector A|Zt HEES M3ttL|CH

°. MES SELC
NetApp Keystone Collector - Configure - KS Collector

Start KS-Collector with System
Collect ONTAP usage

Collect StorageGRID usage
sgadminnode.address
collector-user

Collect ONTAP Performance Data

sla-reporter

Remove Private Data
Standard
info
Tunables
Clear Config
Back

6. TUIC| |91 SHO.Z SOR7hA] AH|A MEl S 2191501 Keystone Collectort A AEHQIX] folsti| L.
AAES MHIATH IO R obS AtellS EAISHOF ShLit

=]

Overall: Healthy
UM: Running

chronyd: Running
ks-collector: Running

7. 2 3tHON M2 ZE M S MEHSIO] Keystone Collector 22| TUIE Z=LILCE.
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HAHE =& Mgt

Keystone Collector= 15 £XS

Keystone CollectorOf| A HTTP ZEA| 714

Collector AT EQ|0{= HTTP T EA|E ARSI QlE{ullnt EASH= A

A ol AS XLt o= TUIOM et
ALt
tH
1.

0|0] &5 L= Keystone Collector 22| TUI S E2|E|S CHA| A|ZFEILICE
S keystone-collector-tui

2. HTTP ZEA| HEE A1 Q150| RS FR HTTP ZEA| M, ZE 81 XA S| Chet M2 Y=
F7FELC
e =

ufn

NetApp Keystone (Collector - Configure - Network

HTTP Proxy

amp 1 e_proxy_server

Auth

—

A
T

NS Agots o WP N 24, AH Y N5 WS 2T YREE
Zel R0 A BlPt HEE OtAYSI0] £TE|S HEE S RStots 40| ABLICH 0= BT Ak Yars
0JX|X| S&LICH J2{Lt MBS RIS AFBRIZE £ AlEE 4 QI 28 0|2 SO YR 247t UUIDR
thE|o 2 B3 Muol R840 BEE B 4 YALIC

Ed 14 Ho|E &S HMetst=

— —d . —
HOIE M= 7|22 &dete(of ASLICE

14

=



NetApp Keystone Collector - Configure - KS Collector
Start KS-Collector with System
Collect ONTAP usage
123.123.123.123

collector

Collect StorageGRID usage

Collect ONTAP Performance Data

Remove Private Data

Standard
info
Tunab

ONTAP %! StorageGRID 0l A 72l CH|O|Ef SHM|A X|SHol| CHOH X|74El &
clolEe ™2 MStollM ®AHE = 2.

Jo
=2
i
rot
0z
HL
rr
i}
alo
o

EESHMR."7H 2!

AEXL He| FE CA LE|

S RE QI 7|1 (CA)0 CHEt 21E A HB 2 Keystone Collector 2t 7|52 LEQIL|CH SHX|2F LRt HPR
Keystone CollectorE #4504 AL8X} Ho| RE CAE MESIEE & = JELICL

AMAE S0l A SSL/ITLS HALE AFESHH QUIE{Ul 7| E2HE O] ALE X} X CA QIS M2 ChA| 22 otE LTt
FE QISME #2511 HES 518517| T EXE MEY = A= CAZ HBI=E S FHMH0F LIt Ch=2

THAIE 2N K.

EHA|

1. CA QIS ME FH|EIL|C} pase642 Q1AL El X509 I & Al0|0{OF BFL|CE,

@ Xkl = oY etAXt= Chga Z25LIEH .pem, .crt, .cert . 2IBATL LIS YAl T SHLIQIX|

2. Q9IZME Keystone Collector A{tHHE ZAFSIL|CEH THUO| ZALEl QX2 7|23 FHK.

3. MHOIM E{O|d2 B2 22| TUI REE|E|E HHEL|CE
$ keystone-collector-tui

4.4 > DF*OZ O|SHLICL
5. At Ho| RE QBN A8 B4 TABBILICY,

6. *ALEZ X|H RE QIZM Z 2 MEH*0|M CH2 S MEHSINR. - Unset -
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7. Enter 7|2 FEMR. Q5 ZEE
8. O AAHRI HEIRK UM RE QASME MENSIHLL Mot AZE QUASIN L.
9. Enter 7|12 SEMR. 12 StHOZ EO0IILLCE,

=l

10, *XE2 MefspQ. TH0| 8

NetApp Keystone Collector - Configure - Advanced

[ 1 Darksite Mode
[X] TLS Verify on Connections to Internet
[X] Enable custom root certificate
Select custom root certificate path:
[X] Finished Initial OVA Install
[X] Collector Auto-Update
Override Collector Images
Save
Back
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1. Keystone Collector 22| TUI RE2|E|E A|ZfEL|CE.
$ keystone-collector-tui

2. *JAM>SAIQUM*CZ 7HA AIQUM SHHE FL|Ct

3. AlQUM d5 T2 ohs7| M2 g4stetLct.
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4. Active 1Q Unified Manager A2t AL XF A HO| MF HEE 25tMRQ. 0|2{3t MEFE= PSLE MHst= ol
ZRoHH MEE[X] 45LICE

NetApp Keystone Collector - Configure — AIQUM

[ 1] Enable Embedded UM

PYEMCreate AIQUM Performance Profiles
AIQUM Address:

AIQUM Username:

AIQUM Password:

Select Keystone version

Select Keystone Service Levels

Save
Back

Provide the details of the AIQUM server and user account.

These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

3. * Keystone ™ MEH*Z MEHSIHH —unset- .
6. Enter 7|2 +2M K. Keystone H{H S ME{SH= CHSE AX}7H EAELICE

7. Keystone STaaSol| CHSt Keystone ™S X|™6t2{H *STaaS*E X HA|SH CHS EnterE S+ELICH
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NetApp Keystone Collector - Configure - AIQUM

Select Keystone version

AIQUM Ad| KFS
AIQUM Us| SYEEN
AIQUM Pa

Select K

Select K

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

Keystone 7-5 MH|A HF 12| KFS S48 X EAZ 4 USLICH Keystone 715 MH| A=
@ 74 48 MH|A £=F, MH|A WS, B 2& £HO|M Keystone STaaSet CHELICE. XHA[et
Lge I:}°° EZ5HM|R."Keystone 5 A{H|A | {7 1

8. X|gEl= 2 E Keystone Hs AMH|A £F2 XM El Keystone HT 2| * Keystone AH|A & MEH* MO0
HAIELICHL S50IM °10H: Ms MHIA ZES St Ct
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NetApp Keystone Collector — Configure — AIQUM

[ 1 Enable Embedded UM

[X] Create AIQUM Performance Profiles
AIQUM Address:

AIQUM Username:

AIQUM Password:

Select Keystone version

Select Keystone Service Levels Extreme

Performance
Standard
Value

Save
Back

Provide the details of the AIQUM server and user account.

These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.
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Performance Service Levels @

View and manage the Performance Service Levels that you can assign to workloads.

Search Performance Service Leve = Filter
+ Add o
Name A Type Expected IOPS/TB = Peak IOPS/TB Absolute Minim...  Expected Latency  Capacity Workloads
Extreme - KFS User-defined 6144 12288 1000 1
Used: 0 bytes Available: 263.85 TiB
=] Extreme - KS-STaaS  User-defined 6144 12288 1000 1
Used: 0 bytes Available: 283.85 TiB
Overview
Description  Extreme - KS-STaaS
Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08
(-] Premium...S-STaaS  User-defined 2048 4096 500 2
Used: 0 bytes Available: 283.85 TiB
Overview

Description ~ Premium - KS-STaaS
Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08

MEHSE M5 MH|A 2Z0] et PSLO| X|™El Active 1Q Unified Manger A0 0]0] Q= A CHA|
MMer =~ IELICE O|E AlstH @F HIA|X|7F EA|EILICE

NetApp Keystone Collector — Configure — AIQUM

Warning

AIQUM Ad| Failed to create Performance Service Level for:
AIQUM Us| Extreme. Error: <Response [400]>

AIQUM Pa

Select K

Select K

<
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

ITOM Collector A X
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ITOM 2%} 27 DNS DNS UDP 53 2of e b2y
DNS AH|A

ITOM 257} ME{SENTP M QllE|D] UDP 123 A7t 9]
Linux A|AE!0| ITOM Collector A X|

AE2|X| 2F0[M HEZ] H[0|EE +=E35t= ITOM Collectors AX[ot2{H R JHX| HHAIE
2AZSHH 2. 27 AP0l M2t WindowsLt Linux A|AR0| &X|g 4~ ASFLICE

rr
o

H 23 E MSst=d], ol

@ Keystone X|2/EI2 ITOM Collector 8 X| ItAUS CIRZEE £ QU
3= 24|17t 20f 2tEELICH

Windows A|AEI0|| ITOM CollectorE A X|5t2{™ CHS 2 & ESHM|R."Windows A|AEI0f| ITOM Collector X",
Linux AMEHO| 2T EQE MX|5t2{H CHZ THAE MEN K.
Al=Hst7| Mol

* Linux x| A3ZE0| Bourne shell2 A& 4= AU=X| 2HOISHN|R.

* AX[SICF vim-common ITOM Collector AX| IO 2 QT xxd HHO|L2|E ¥7| I8t THF | K| L|C}.

* SOIBIMA|R sudo package ZE7I OH AMEXLE ITOM Collectorg Adsta{= < AX|EL[Ct.

1. 1TOM 37| X IS Linux MHO| CHR2 2 =L CH

2. Mol M B2 S 210 TS HE S HAsto] YtS HEFs Hio|LH2|E MY THssHA| ehELTh
# chmod +x <installer file name>.bin

3. ITOM 87| X MAS AESH{H CHs S-S dASHA .
#./<installer file name>.bin

4. MX| S HASHH CHZ HIAIX|7F EAIELICE
a. X|F ArEXt 2f0| A AFEULA)| Sl LT
b. MX|E 2IsH ALEX ME HEE AHSIM K.
c. &KX &<l CAMES| S X[FELC)
£ MHESHMIR.
e SfiFEl= B2, el MR FEE HS5HHR.
2} ZEDEO 3l 7|2 40| EAIELICH EES 27 AF0| glctH 7|2 88 MESh= 20| E5LCEH

7|2 SM4S MElSIZ{H Enter 7|2 F2M|Q. HX|7t 22 &M ITOM Collector?t =M O =2 MX|E|RUCH=
HIA|X| 7} LEEHEL|CE,
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* ITOM Collector MX| AU CtS2 FIEILICE /etc/sudoers AMH|A RHA|ZF Bl 22| HTE
HMe[gL|Ct.

@ * Linux AHO| ITOM CollectorE AX[SIH *ITOM*O|2t= 7|2 A X7t MME|0] R E AT 0|
ITOM CollectorE M&HBILICt CHE AL XIS MEHSHAL REZ A3lish 2 QUX|Tt Linux A X|
ATJZENAM MHE ITOM AHZXHE AHSH=E 20| E&LICH

MX| =™ Keystone X[ A EI0| H2SH0] ITOM X[ ZHE Sl ITOM Collector’t 83X =2
MK | RA=X] HQISHH 2. BF =, Keystone X|RE 2 ITOM £TV|E fFHCE A Mstn, FIHHQI ZX| AM 5l
DLEE 2FE S TAsHH, 70| =™ =l HAXIE 2YLICh ZolAFolLt =Tt HEIE UQAH
keystone.services@netapp.com@E Hz2tslf F=A|7| HFRIL|C

Windows A|AE!0| ITOM Collector A X|

ITOM Collector AX| IIY S CIREESIT, InstallShield OFHAIS AMsistD TQst BL|E{2
A SHE 124510 Windows A| AHIOf ITOM CollectorS M X|gtL|C}.

@ Keystone X| &2 ITOM Collector 2X| IIAES CIREEY =+ Y= X I E MS5h=d|, 0
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DLEE B S TstH, 40| 2R &M el HAIXIE BYLICH Z2lAFeto|Lt It HEIE UOAH
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Keystone Of| CHSt AutoSupport 74

AutoSupport ¥4 58 HFHLIES AF85t= 82 Keystone AutoSupport #4 53 H|0|E
J|HtO 2 AF2EZ AMEL|CH Hest +F0| MEHE Hd5t2{H ONTAP S AENA EiH
U XA HE0|| Keystone H|O|EHE S&StE S AutoSupport 7+8H0F fL|LCt,

0| Ztedof 2Hotod
Keystone H|O|E{E Z &St == AutoSupport 7LA5H7| FOf| CHS AFEH0f| R2BHAMIR.
* ONTAP CLIE AE3510{ AutoSupport ¥ 2 £8 M S MERLICH AutoSupport A H|A S AJABNEZ{AH)
2 &=

HE|XF Y 2te|of| ciet XtMiet W82 ThS
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* Keystone 2| @&tot HIO|E =& &S| s LY & =7t AutoSupport HS01 5t A|ARS ZetetL|Ct.
AutoSupport 12| A|AE0]| CHSt ME = CI28 A RSN, "AutoSupport 51| A|AEIS ZoilL| 7"

|
1. A AE 22|XE ALBXIZ A SSHE AFESL0] Keystone ONTAP S2{AE{0| 2QUSL|CE XtASt LIS CHSS
EHZotM| Q. "SSHE AHE5I0] S| AE0f| HAM|ABLICE" .

2. 2318 sFeLICh

=

o

° ONTAP 9.16.1 O|&te| 2 C} Alslisio] YU 23 LS £HBIN Q.

glo

autosupport trigger modify -node * -autosupport-message
management.log -basic-additional

wafl, performance, snapshot,object store server,san,raid, snapmirror
-troubleshooting-additional wafl

fjo

S AEJt MetroCluster 80| = 22 CtS EES AagtL|Ct.

autosupport trigger modify -node * -—-autosupport-message
management.log -basic-additional
wafl, performance, snapshot,object store server, san,raid, snapmirror,met

rocluster -troubleshooting-additional wafl

° 0|7 ONTAP H{T2| Z2 LIZ BHE st LY 21 HES T K.
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autosupport trigger modify -node * -autosupport-message
management.log -basic-additional

wafl, performance, snapshot,platform,object store server, san,raid, snapm
irror -troubleshooting-additional wafl

S AETt MetroCluster 80| l= 22 CtS BE S A&t}

autosupport trigger modify -node * -autosupport-message management.log
-basic-additional

wafl, performance, snapshot,platform, object store server, san,raid, snapmirr
or,metrocluster -troubleshooting-additional wafl

e FUHRIUE

mo

oA ot

ajo

YIS dASHIR.

autosupport trigger modify -autosupport-message weekly
-troubleshooting-additional wafl -node *

Of ol CHt REMIEE LHER2 CH2 S HZSIMR. "AAE == XS X3 E2[H +F".

HLHE S ¥ae0l=

Keystone Collector2| AEiE ZL|E{ LIt

HTTP XS X|st= DLIEZ A|AEIS AR50 Keystone Collector®| AENE HL|E{2IE

Z ASLICH MEE ZLIEZSHH Keystone CHA|E E0| M [0 E AFEE = J}U=X| &elst=
E1I E20| gLt
7|2X O = Keystone Health AH|AE localhost 0]2]2] CHE IPO[A| 2] HAE 5 83IK| RELICE Keystone & EH

ERHS 120 ZELICE /uber/health 12|11 Keystone Collector A{HH2| ZE QIE{H|O| AN M ZES
S MBILICE 7777 . 72| Al JSON £20| ZSE HTTP 28 Mt F=7t ASHRIEN N STHOZ Hrste|H,
Keystone Collector A|ARIS| AEHE MEEILICE JSON 222 HUEQl MEHE MSBLICE is healthy £42

R -

20|10 N RAH MHEfO| XMt S FRILICE component details 7|QISIC}E CHE2 1 G| LICE.

$ curl http://127.0.0.1:7777/uber/health

{"is healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}
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HztE —’—'.*—Q%ILIEF LSS BZ AFR HI0jE 82 9I3t 3ol zhio] ojgL|ch,

26


https://bugzilla.redhat.com/show_bug.cgi?id=1907870
https://bugzilla.redhat.com/show_bug.cgi?id=1907870
https://bugzilla.redhat.com/show_bug.cgi?id=1907870

{"level":"info","time":"2022-10-31T05:20:01.8312","caller":"1light-
collector/main.go:31","msg":"initialising light collector with run-id
cdflm0f74cgphgfon8cg”, "run-id" :"cdf1lm0f74cgphgfon8cg"}
{"level”":"info","time":"2022-10-
31T05:20:04.62472","caller":"ontap/service.go:215", "msg":"223 volumes
collected for cluster a2049dd4-bfcf-11ec-8500-00505695ce60", "run-
id":"cdflmOf74cgphgfon8cg™}

{"level”":"info","time":"2022-10-
31T05:20:18.8212","caller":"ontap/service.go:215", "msg":"697 volumes
collected for cluster 909cbacc-bfcf-11ec-8500-00505695ce60", "run-
id":"cdf1lmO0f74cgphgfon8cg”}

{"level":"info","time":"2022-10-
31T05:20:41.598Z","caller":"ontap/service.go:215", "msg":"7 volumes
collected for cluster f£7b9%a30c-55dc-11ed-9¢c88-005056b3d66£f", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.247z","caller":"ontap/service.go:215", "msg":"24 volumes
collected for cluster a%e2dcff-ab21-11ec-8428-00a098ad3ba2", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.7862","caller":"worker/collector.go:75","msg":"4 clusters
collected", "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.839Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-eS%a7-a826bedfdcb7 1667193648.tar.gz type=ontap to
reception”, "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.8407","caller":"reception/reception.go:76","msg":"File bytes
123425", "run-1id" :"cdf1lm0f74cgphgfon8cg"}

{"level”":"info","time":"2022-10-
31T05:20:51.32472","caller":"reception/reception.go:99", "msg": "uploaded
usage file to reception with status 201 Created", "run-
id":"cdf1lmO0f74cgphgfon8cg”}

Ctee MEX M5 Hlo|E £7S 918t M2 HQl 20| oLt
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{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:28", "msg"
service at 10.128.114.214"}

{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sqgl/service.go:55", "msg"
connection at server 10.128.114.214"}

{"level”:"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:39", "msg"
config object"}

{"level":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

ng SLA service"}

{"level”":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

service successfully initialised"}

{"level":"info","time":"2022-10-

31T05:20:51.3247","caller":"worker/collector.go:217",
data would be collected for timerange: 2022-10-31T10:

31T10:29:52"}

{"level":"info","time":"2022-10-

31T05:21:31.385Z","caller":"worker/collector.go:244",

:"initialising MySqgl

:"Opening MySgl db

:"Creating MySqgl db

69", "msg":"initialisi

71", "msg" :"SLA

"msg":"Performance
24:52~2022-10-

"msg":"New file

generated: 65a71542-cb4d-bdb2-e%a7-a826bedfdcb’7 1667193651.tar.gz"}

{"level":"info","time":"2022-10-

31T05:21:31.385%Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-e%a7-a826bedfdcb7 1667193651.tar.gz type=ontap-perf to

reception”, "run-id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-

31T05:21:31.38672","caller":"reception/reception.go:76","msg":"File bytes

17767","run-id" : "cdf1lm0f74cgphgfon8cg"}

{"level":"info", "time":"2022-10-

31T05:21:33.0252","caller":"reception/reception.go:99", "msg": "uploaded

usage file to reception with status 201 Created", "run-

id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-31T05:21:33.0252Z","caller":"light-
collector/main.go:88", "msg":"exiting", "run-id" :"cdf1lm0f74cgphgfon8cg™}
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sudo yum clean metadata && sudo yum install keystone-collector

to register.

removed
Updating Subscription Management reposi
read consumer identity

tem is not re red with an entitl Y an use su riptien-manager

Package keystone-co cto installed.
resol

Upgrade 1 Pac

Total download size: 411 M

oarch.rpm 411 MB 00:49

Running tra

Transaction check suc

Running transaction te

ion test succ

Running tran
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Running scriptlet: /sto e 2 .noarch
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Linux 27 Arg

* 2 MH|(SHt ME):
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VMware vSphereOf| H{jZ
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1. OVARIZE MAUES CIREESHMR "NetApp Keystone 4 EEn
2. OVAI}YUZ Keystone =& 7|E HHESH= THAlE MM E TSN R."OVA HIES] B

2520 EX|

Keystone Collector 2 EQ|0{= Linux H{Z 0| 2} M| SEl .deb = .rpm TIFYE AFESHO] Linux AH{Of
AX[ELC}

Linux AHOl| 2ZE0{E EX[SHe{H LHE HAIE HEHM K.
1. Keystone Collector x| ItUS Linux A{HZ CIREESHHLE &SN K.
keystone-collector-<version>.noarch.rpm
2. MHOIM EO|E2S S0 OHZ HHS HASI0 HX|E AIZSHM K.
° OH|QF HF[X] AHE

dpkg -i keystone-collector <version> all.deb
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° RPM It AL
yum install keystone-collector-<version>.noarch.rpm

CC
-

rr

rpm -1 keystone-collector-<version>.noarch.rpm

3. YESICt y 7 |XIS HX[SI2t= HAIXIIF EAI=|H.

749! E=0f|M Keystone Collector 14

QIE{Ll M£0| 27ts¢h &E(CH2 AO|E E= Z210[8l 2EZtE )0 A Keystone
Collector?t AHE HIO|HE =T = AEE H o 7K 74 2 g etEstM|R. 0= Hest 14
QAE gHelstn AER|X| 2t ut HASH| ot YoM 2SS LICE Keystone CollectorE
T-&35HH Active IQ Unified Manager 0l A £t2|5t= Z& ONTAP 22{AHE ZL|EHZ L

Keystone Collector= 71& X EL|EHZ &58 +AI7| 28t Keystone Collector 22| E1E|I"* INEEN
@ QIE{H|O| A(TUI) REZIEIE MSELICE Enter 7(2t 2t H 7| S CHYot 7|HE HEES AHESI0]
SME MENSID O] TUIE BIME o= AUSLICEH

=2 =" [ R =1

CHA|
1. Keystone Collector 2| TUI RE2|E|E A|ZFEILIC,

keystone-collector-tui

2. *3d > 1g*QZ o|SHLCH.

3. CIAAIO|E RE SME X3St L}

NetApp Keystone Collector - Configure - Advanced

RSBDarksite Mode

[ 1] Enable custom root certificate

[X] Collector Auto-Update
Override Collector Images
Save
Back

*74 > KS-Collector*Z 0] 53t0] Keystone Collectors 1A gtL|Ct.
AMAEIOZ KS Collector A|XF ZEES FetgtL|Ct.

* ONTAP ALE&F £+Z* HEE HMeetL|CH Active IQ Unified Manager (Unified Manager) A{H 5! AFE X} A ™ Q|

N o g &
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8. MEf Agh: =0l GIO|E AE2I 2Rt F

9. Foliet = RO w2t *AIS RE*S YUHIO|ESIAR.
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NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
{] Collect ONTAP usage

B

[X] Using Tiering Rate plans
Dark

Usage Type

Encryption Key Manager
Tunables

Save

Clear Config

Back

o
11. *714 > KS-Collector*2 0| 53t0{ Keystone Collector 7| 42 MAMEL|C}.
7

| 12| X2 7tM EnterE SELILCH.
NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

Using Tiering Rate plans
Dark

provisioned_vl
Tunables

Save

Clear Config
Back

13. *2F7| 7| % Md*2 MEHSID EnterS FELICH
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NetApp Keystone Collector - Configure - KS Collector - Key Manager

Generate Collector Keypair

14. TUIQ| T2l SHHO 2 Z0F7hM MH|A HEf HEE 2401510 Keystone Collector7t F & ME{QIX| =tRISHA Q.
AARIE MU|ATE MO 2 9 AE]YS FAISHOF RILIC X[CH 10= Hx 7|Che] 2M|K. 0] 7|ZH0] X|:t
SOl = HEPHQI AE7F TS| ZX| Q™ 0| 1 TS HESI NetApp A #E 0 2[5t L.

Overall: Healthy

UM-Dark: Running

ks-billing: Running
ks-collector-dark: Running

Recent collector data: Healthy
ONTAP REST response time: Healthy

DB Disk space: Healthy
Disk space 30d: Healthy
API responses: Healthy
Concurrent flushes: Healthy
Slow insert rate: Healthy

15. Z SlHOAM M2 ZF M2 MEIS0] Keystone Collector 22| TUIE S=&LIC
AH

~/collector-public.pem

17. EHQEl H| USPS AtO|EQ| AL 0] mo| X eHEl O|H| QS ng-keystone-secure-site-upload@netapp.com2 2
HLf, HOtEl USPS AtO|EQ| A2 ng-keystone-secure-site-usps-upload@netapp.com@ 2 HLHM| Q.

A2 M LHELY|
OH2 2H0f| NetApp Off 2 A2 QOF HTIME HLjof $ILICH 0| EIME 2502 MASH & QIAL|CH
A8 HIANES MAsl2{H O3 TS m2 N L.

1. Keystone Collector TUI & $tHOIA *ALEE LHELHZ[*E 0| SEL|CE.

2. S DotA Eoto] ZSHEl H| USPS AMO|E Q| AR ng-keystone-secure-site-upload@netapp.com@ 2,
Hoto] ZgtEl USPS AFO|EQ| H 2 ng-keystone-secure-site-usps-upload@netapp.comE HLIFAH| .

Keystone Collector= tt ot Qtsotel MU S D E MAMSH=M|, O|= NetApp Ol 2522 F&slof ThL|Ct.
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220 oY 20 MoflE 00| HEE 5= A= LS 22 MR FE7F ZHE[0] JASLICH

rr
ro

node_serial,derived_service_level,usage_tib,start,duration_seconds
123456781 ,extreme, 25.0,2024-05-27T00:00:00,86400
123456782,premium,10.0,2024-05-27T00:00:00, 86400
123456783,standard, 15.0,2024-05-27T00:00:00, 86400

<Signature>
31b3d8eb338ee319%ef1

ONTAP & 13|0|=
Keystone Collector= TUIE S ONTAP & 12{|0| =& X| &I LIC}.
ONTAP 02{|0|=5l2{H L3 THAIE MEAM K.

1. *QX| 22| > ONTAP €M € 13|0|=*Z 0|S 8L |C}.

2. ONTAP ¥ 13|0|= 0|0|X| It S */opt/netapp/ontap-upgrade/*H| SALSt CHS *¥ M A|ZH2 MEdsto] ¢l
MHE A|ZFSfLICE

NetApp Keystone Collector - Maintenance - ONTAP Upgrade

» Copy ONTAP upgrade image to fopt/netapp/ontap-upgrade/
+ Start web server using button below

« Upgrade ONTAP

. Press ctrl+c to stop web Server

Start Webserver

Back

3. 2Lt http://<collector-ip>:8000 Y20|= XS 2o & HEtRXNE AtETiL|CL.

Keystone CollectorE CHA| A|ZISHAIR

TUIE S5l Keystone Collector A|H|AES CHA| A|&FE = JUSL|CEH TUIOA |X| 22| > 7| CEA] A|ZF MH[AZ
O|SELICt oA 3tH 2= £EJ| MH[ATF HERIE|D, TUI 2 2HHOIM S &EIE ZLIEZE = JASLICH
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http://<collector-ip>:8000

NetApp Keystone Collector - Maintenance

Shell

Restart Collector Services

ONTAP Upgrade Webserver
Back

7H2l @ =0f|M Keystone Collector AEf 2 L|E{Z

HTTP = X|5t= 2L EZ A|ARS AHZ3H0] Keystone Collector| HENE HL|E{RE
A olA||C}
T AMAHd .

712X 2 2 Keystone Health A{H| A= localhost 0|2]2| CHE IPOAM S| HA S 51 E5X| 2S&LICTH Keystone &fEl
ZZH2 L2t ZELICt /uber/health 12|11 Keystone Collector A{tH2| B E QIE{H|O|AO|M EES
SMBHLICE 7777 . #2]l Al JSON £20| Zatel HTTP QK MEff =TI AIETOIEN M SHOZ dhete|H,
Keystone Collector A|AEIS| AEfE HHBILICL JSON 222 HMUtAQl MEHE MSELICLH is healthy HH2
220|101 74 A8 Mejo| XiMgt FZERLICE component details 7|QISICH CHE2 1 of| JLICE.

$ curl http://127.0.0.1:7777/uber/health
{"is healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}

* 200: ZLIEEE = 2E 7Y 2471 YYYS LIEFL|CE
* 503: otLt O|&f9| 7+ K47t FHHO|X| 4SS LIEFLICE

* 403: MEHE FH2[St= HTTP 22t0|HE 518 HE93 CIDR SE9Q! 9
AEfO| M A ME Tt ghSte|X| QEEL|C}

00
o[
Ju
=2
£Q
Ojo
Mo
-
_l"l'l_
11
-
i}
o

allow SE2 U EY 3 CIDR LA S AESI0] OfH H|EY 3 ZX[7} Keystone AEf A|ARIE 2[T 4 U=
HlofgtL|Ct. 403 LF 7t LASHH * Keystone Collector 22| TUI > 714 > AE RLIE{ZI*0|A ZLIE{Z] A|ARIS
518 =0 FII5tM K.

o

NetApp Keystone Collector - Configure - Health Check

/24
/24

Back

Use CIDR notation to list the external networks allowed to guery
the health monitoring endoint. An empty list denotes that no external addr
are allowed to query the health, while /8 allows queries from netwo
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| o
UELICE Keystone Collector 22| TUI REIZIE|E Edf 0| IS ogg 20l |_|1:f_

/home/esis
Upload to Keystone Support

Generate Support Bundle

Back

O] ZZAAL CHSS MBI tar 21| HZS It NetApp Tt 2RE 4
ALt

3. MYUS CIR2ZE$H $ Keystone ServiceNow X2 E[Zll0f| H5g 4 QIELICH E|
A XSIMQ. "MH|A Q& Al
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