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MAIL "AREAL 22|,

Keystone CollectorS A X|gtL|C}

VMware vSphere A|AE!0| Keystone Collector %

VMware vSphere A|2&0]| Keystone CollectorS 7%3t2{# OVA IS LH22E, *
Deploy OVF Template * OFHALE ALE5I0] HIES! 7%, SN FZ2d 22l VM ZH| el
gtolo| ehEL|Ct.

OVA EIS3! B =

1. oM OVA It S CHREEFL|CH 0] 23" VMware vSphere A|AEI0] X ZgtL|Ct,
2. VMware vSphere A|AHI0| A * VMS and Templates * 27| 2 0| S&fL|Ct,

3. 7hA {AI(VM) S HlO|Ef ME{0 L3 OIS 0}2A QEZ HEOR 321611 * Deploy OVF Template *
MeBHL|C

&>

Deploy OVF Template * O AtS] Step 1_0llA * Select %! OVF template * 2 £2/5t0{ L2 2 =3 oA
MEHBIL|C} KeystoneCollector-latest.ova IFY.

. 2EHA|_of|A VM O|EE X|Hst VM 24
- 3EHA_OIM VME AMdst= Of| st ZHEE 2|AAE X|™TL CL.

CAEA: MR FE dE oM OVA Il Fatdnt TR S &elotMlR.

o

[$)]

g deghc,
E

»
—

~

vCenter RE AMZ| HEHA0|= VMware Q1S MEH LS E|0 QUELICH NetApp 215 7|22 2 EntrustE ALE6HH,

|
S QS M= vCenter M2 KEH A0 2=7HE|00F BfLICH.

a. Sectigo®lX ZE ME CAASME CIREESHA R "0 7"

b. of ttAE MHELICE Resolution O] 7|& XtE(KB) A2 MM: hitps://kb.vmware.com/s/article/84240.

@ vCenter HHA 7.x & O|F HHFE Q| B2 vCenter Y ESXiE HH 8.0 O| A O 2 0| E}j0f
SrLICH O|™ M2 O Of & X[ &= K| &LICY.

(=]

Keystone Collector OVAS| 2Z M1} ZIQ|M0| HEE|HEHAES 2 4 QELICE (Trusted certificate)

STEALR 7.
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Deploy OVF Template Review details <

Verify the template details.
1 Select an OVF template

Publisher Sectigo Public Code Signing_CA R36 (Trusted certificate)
2 Select a name and folder
Product Keystone-Collector
3 Select a compute resource Version 3.12.31910
Vendor NetApp
o el Download size 1.7 GB
Size on disk 3.9 GB (thin provisioned)

19.5 GB (thick provisioned)

CANCEL BACK NEXT

8. Deploy OVF Template * Ot AL 5EHAO|AM VM XE X2 XA EtLCL.
9. 6THA|_Ofl A VMO| AL2E CHA HIEQIIE MEfBiL|CE,

10. 7EHA| AHEXL Fo HZE3! _ 0llM admin ALEXF AHL| £7| HIERA FAet =S XIF UL,

[} o

2| Xt &S = vCenterOl| Al 71 A QI HAIO 2 X EHE|H VMware vSphere A|AEI0|| CHEE X7

@ OHM|A HTHS U] Qe RFEAEM XtZH ZHOZ AL8H|0F SLICH 7| AT EQ|0f 1M Z0f O]
22X} A5 E HASOF SL|CE. IPv4 TAC| MELUI OfAT = CIDR BE7|HO 2 M| 2E|0{0f
SrLICE ol & S50 MEul OtA 3 255.255.255.001| CH3H 242| ZfS Ar2EL|CE.

11. 8&tA| * Deploy OVF Template * OFHALS| 2tz Z=H| SHAA A S HAESHD OVA B CHst Oi7H H4-E
SHIEA| ™ U=X] ZelgtL|Ct.

VME HZ2lo) M 75311 HAS 2 = VMO St SSH MME B3 UA| Balxt X2 SHo= 2I913H0] yMo|
T4 ZH|7H EIQH=X] BHolgtLC

=
A7 NAH 7Y

OVAE Edl| %l Keystone Collector A2 X£7| M4 S 2|8l VMware vSphere A|AEIOA CIS EHAIE
A'6H'6H__| |:|._
T od

HiZE 2t=5tH Keystone Collector 2| TUI(E{DO|'E A X} QIE{I|0|A) REIZIEIE AHESIH 714
(D) 2 SUIE Hele Sy + YALICE Enter I SHALE 3|9t Z2 Chetel 7|2 HEES ARSI

SMS MBSt 0] TUIE Mg = AELICEH

1. Keystone Collector AH0f| CH$t SSH MM S GLICE HAE I admin Y= E O|0|EstEt= HIAIX| 7}
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HAIELICE Heo| m2f 22X &=
2. TUIO| UM ASH A LS E AFRSIH 29I

E

L 2 NYsl0 £502 AR

YO0 ES 2t=BfLICt.

oF

FAAIR. 23921 Al TUIZF LEEFEL|CE.

ot 5 JELICH keystone-collector-tui CLI E&E:

3. WestAL TUIC * 7 > HEQ(T MM * oM ZEA| ME HEE S ML Ct
4. Configuration > System * MMOf|A A|ARI SAE 0|5, 9|X| & NTP MHE M TILICE.

* ZME AIZ5t0] Keystone Collectors YHI0|E&LICt YOI E & Keystone

5. X| &2| > Collector O[O E
Collector 2| TUI REEZIEIES

|:_M| A|xl--5|-o:| 7-1 Al-ol‘o I49_o|-|_||:|._

Linux A|AEI0]| Keystone CollectorS AX|&HL|Ct

RPM EE&= O|H| ¢t I 7| X| 2

A3 Linux A{H0|| Keystone Collector £

== USZLICE Linux B ZZ0f h2f A X| ©HA| S wEL|CE

mEQ0IS MA/H
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RPM ALE

1.
2

Keystone Collector A\HHZ SSHE £t 2 SHTILICE root HPH

Keystone 370 MBS 7t ZLICH
# rpm --import https://keystone.netapp.com/repol/RPM-GPG-NetApp-Keystone-
20251020

RPM C|O|E{H| 0] A0 A| Keystone Billing Platform2| X|2& &t2lsto| SHIE S7H QIS A7t 7t 2t=X
2olstMIa.
# rpm -ga gpg-pubkey --gf '$%{Description}'|gpg --show-keys --fingerprint

SHHE XIE2 L3 25U

—_

9297 0DB6 0867 22E7 7646 E400 4493 5CBB CY9E9 FEDC

CHR2E keystonerepo. rpm IHY:
curl -0 https://keystone.netapp.com/repol/keystonerepo.rpm

ordel T R E ISt .
rpm --checksig -v keystonerepo.rpm XM IMUO| MEH2 CHS1t Z&LICH
Header V4 RSA/SHAS512 Signature, key ID c9e9fedc: OK

YUM 2ZE90] M2 IS XLt
# yum install keystonerepo.rpm

Keystone repo?t MX|E|H YUM IH7|X| 2t2|XIE Sl Keystone-Collector 7| X|E A X|RLICE.
# yum install keystone-collector

Red Hat Enterprise Linux 92| 2% LIS BHS AA5I0] keystone-collector 7| X| & M X|gLIC}.
# yum install keystone-collector-rhel?9

cafet ArESH |

1.

Keystone Collector A{H{0f] SSHE HZst1 Aot

sudo su M&ELICL root

mo

keystone-sw-repo.deb 'CHS MYS CIRECETLICE,

‘curl -O https://keystone.netapp.com/downloads/keystone-sw-repo.deb
Keystone 2T E 9|0 XA OiUS AX[SL|Ct,

# dpkg -1 keystone-sw-repo.deb

7 |X| S5 A0l E:

# apt-get update

Keystone 2| ZX|E2|7} BX|=|H 7|AE-2=F7| W7 |X|E XL/t
# apt-get install keystone-collector

MK|E 2t=Z5tH Keystone Collector 2| E{O|'2 AFE Xt QIE{HO|A(TUI) REZIEIE ALESI M

() 2 SUE NuE 2w e Bner o HUE 719t 22 Cie 7ms HEES A8

SHE MEISHD 0| TUIE EHMe & AELICH 2 BESHYAIR "Keystone Collector 741" S "A|AH]
MEHE ZDLIEEELCH & FRSHA 2.
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Keystone AL EQ|0 At5 ZS

Keystone X &A= Keystone 2L EQ|0{2] FHME XSS 2 2015t RE 5L QI

AT EQIOTt AFO|EOf| HX[SH=E M EILICE,

ol M3 El Keystone YUM 2|EX|E2| 22I0|HE M2 keystonerepo.rpm O] Z|XZX|EE|E S CIREZEE
2E ATEQO0N ZH GPG HAFE (‘gpgcheck=1"AIE&LILCH Keystone 2| EX|EE|E Sl CHREEE RPMO|

ME 2olof| Aot sz RPMS AX[E 4 IELICE 0] 7|52 Keystone Collector?| 0f| 2=l Xt& 0| E
71S0lM AFBE[ RESID QIS E AT EL 0|2t ALO|Eo]| MX[EL|CE.

Keystone Collector 74

AEE|X| 2tF0f| M Keystone +=F7|7 Sl
et=offof gLt EHa e QA E st AEE|X| &F

I AF2 H|O|EE £RE £ QI E H JIX| 1AM &S
o
= L
=

* Keystone Collector= 714 9 2LIEE 2
Hl

FAH £ A= Keystone Collector Management
Terminal User Interface(TUI) REZ|E|E E

nter ! SHEHE 7|9 Z2 Chet 7|HE

i
m
=
9'|_'

e

$0

if}g

T

o

® AEES ALRSI0] 2 M2 MeistT o] TUI

=
* Keystone Collector= 2E{HI0 MM AT o~ gli= ZZ|(_Dark site_ === _private mode_2t11T=
gholl CHe e o= UELICE of CHek XpMet LHB2 & "HIS7H 2 E2| Keystone"HESHYA| L.

EHA|

1. Keystone Collector 22| TUI RE2[E| A|Z:
S keystone-collector-tui

. [7+M] > [KS-Collector] 2 0| =5t0{ Keystone Collector 714 StHE 1 AL 7Hs8 YHI0|E M
grolgtL|ct.

3. Hedt M2 Yool EFLICL

ONTAP </strong>£ <strong>

° *ONTAP A% % *: 0| FMZ ALE3tH ONTAPO]| CHSt AL E1|0|E1 e
IQ Unified Manager(Unified Manager) A/t 2 AH|A A™e| NE HEE FIteL|Ct

=
° * ONTAP 45 H|O|E =& *: 0| S M2 AI25IH ONTAPOH CHot Ms HIO|HE #’.;'6* 2 UELICH

ls2 7|EX*0§ ng*“Slel(H USLICL SLAE 2[s A+EXt 0| s EL|EZ0| H
SME ZH3H8HA AL, Unified Manager HIO[E{H|O| A AFZ XL AIH ME HEE Xﬂ‘g L|Ct.

HIO[EH[O]| A AFEXIE TtE= YO TSt XpMISE LIE 2 S HZSHUA|L "Unified Manager A

AH Aqn
oo -

° *JHQI ClIO[Ef ®|AH *: 0] FM¥=2 1
A3 A2 M=o M K25 =
Mgt

—_ 11—

00

4o EF 71l HIO|E & M5 7| 2X o2 &-dstELILt. O &
HIO[E{0] et XtMISt 82 S BB AR "2l HIO[E 2] 4 *"'
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StorageGRID </strong>& <strong>

° * Collect StorageGRID usage *: 0| SMS f SIH LE AME MR EEE +3d 5 JSLICH
StorageGRID =E F4 gl MRXP N2 BEE FIHetLCL

° * JHQI Cllo[Ef ®M|AH *: o] S92 7ol EF Il HIO|HE X1I71*H34 712X o2 gdstEL Lt o M0
A3t A2 M=ol M K25 s I3|0|E101I CHet XtMlet 82 S EZSHUAIR "Il HIO|E 9] &

Aot

NetApp Keystone Collector - Configure - KS Collector

Start KS-Collector with System
Collect ONTAP usage

Collect StorageGRID usage
sgadminnode.address
collector-user

Collect ONTAP Performance Data
sla-reporter

Remove Private Data
Standard
info
Tunables
Clear Config
Back

6. TUIS| 7|2 212102 S0P} AH|A MEf HEES H0I610f Keystone 2717 HAL MEfIX| SrolstLCt.
AIAZIS MHIATH ZAIR: B4 Mefoll 2SS LIEFHOF BHLICH

7.

36

71

—1= OO o=

Overall: Healthy
UM: Running

chronyd: Running
ks-collector: Running

StHUM Shell2E Z= M2 MEHSIO] Keystone Collector 22| TUIE Z=RLILCE.



Keystone =& 70X HTTP ZEA|E FATIL|CH

ﬂJ°|'
>

Collector AZLEQ||0{i= HTTP ZEA|E AIE3I0] QB SAE 4= JTE XJAFLICE TUIOIM 74
USLICL

}.

EHA|

1. 0|0] Z2 2l AL Keystone Collector 22| TUI REIZ|E|S CHA| A|ZFEL|CY,
S keystone-collector-tui

2. Q50| Lot ZL HTTP ZEA| ZEE ESSI10 HTTP IRA| M, ZE SU X}
FE7FeLCt.

b
]
)]
10
=
4
0
HT
i

3. Mzg 22t
NetApp Keystone Collector - Configure -

HTTP Proxy
exam [:‘1 e_proxy_server
8088
Auth

BACK

0! CllolE Q] =& HISH

Keystone Collector= 7+= £8 2 +dst= O 2ot Mot 714, Ae] 3! M5 HEHE SFELICL HEET
ZHxoM Z2%t HHE Uf*%'3f01 TTE FEHE FIIE Mot = A= S40| JSLICL ol= ™7 Albtof| F&s
O|X|X| &LICE J2{Lt 2& O|F2 22 A8XIL &A AEe U= YR 24T UUIDE uHE|EE HEE
HetstH 20 HHEO| R840 JES & + ASLICL

Keystone Collector TUI 2tHO|M EX 1024 H|O|E{Q] TS H|ote = JQELICL O FM * 4l HIo[E HH * =
712X 02 AFREL|CY
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NetApp Keystone Collector - Configure - KS Collector
Start KS-Collector with System
Collect ONTAP usage
123.123.123.123

collector

Collect StorageGRID usage

Collect ONTAP Performance Data

Remove Private Data

Standard
info
Tunab

ONTAP 2 StorageGRIDO||A] 7HQ! Ci|O[E| HMAE F|StStH= Of| ®AHE &
"7HQ! C|O|Ef ANAE Mot mh X|AHE 5o SEQILICH.

1o
2
=
rot
Ral
=
rot
=
00
rlo
o
oz
o
Of
=
>
10)

|5 X 2212 Keystone Collector 20t 7|52 YL IL|Ct TJ2{Lt HRdt 32
Keystone Collectorg 71&8& 4 USLILCE.

AJAE) 10| SSLITLS ZAHS ASSHE ALSRE X|E CA QIS ME QIE{ul 7|ut E24mlo] ChA| etesshelLict
SE QIBME 225D AHS 51857| X H2S M2 4 U CAR HOISHT S HFS PAefoF LItk kS
CHS SOl

A

1. CAQIZME Z=H|BLIC} base64Z Q1AL El X.509 file 22410[0{0F BFL|C}.

oY SHEHS ALICEH .pem, .crt, .cert. QB M} O[Tt HAl F SHLIQIX|

|
HL|C}.

Jot A

ro o

mot H1
orr

2. QIZME Keystone Collector A{H{0f| SAFELICE THUO| EAE|= 9IX|E 7| =6l SLICt.

3. MHOIM E{O|d2 B2 22| TUI REEIE|E HHEL|CE
$ keystone-collector-tui

4. 18>8 0% o|gHLCE

o. AIBXHKIE RE QBM 2dst * S S SegLICh
INES = =
o T o
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7. Enter 7|E SELICL QIBM EEE
8. mU AAHRI HEIRK M RE ASME
9. Enter 7|12 FELICt. 12 * $HOZ S0tZiL|C}.

10. X7 * & MedetL|ct. o] M E L.

NetApp Keystone Collector - Configure - Advanced

[ 1 Darksite Mode
[X] TLS Verify on Connections to Internet
[X] Enable custom root certificate
Select custom root certificate path:
[X] Finished Initial OVA Install
[X] Collector Auto-Update
Override Collector Images
Save
Back

Keystone Collector 22| TUI FEZ|E|E AIESI0] 5 MH|A £+F(PSL)E A &+ JSLICE TUIE S3lf PSLE
MAMEIH 2t M5 MH|A 20| A™-El 7]1=2Z40] XfEOE MEHE|E 2 Active 1Q Unified Manager S8l PSLZ

ddots st 0|E1 ot S =322 Y 1 Wl = A= 27 7H580| EE0SLILE

PSLO|| st XiM[et 2 S "d5 AMH[A 2| 2" EZIHAIL.
MH| A& =Z0f TieE XHMISE LHE2 S "Keystonel| MH|A =ZF"HESHHAIL.

THA|

1. Keystone Collector 22| TUI RE2|E| A|Z:
$ keystone-collector-tui

2. Configure > AIQUM * @ 0|535t0{ AIQUM 2tHE LCt.

3. AIQUM ¥ T2t BHE7| * M2 g4stetLct.
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4. Active IQ Unified Manager At 3! ALEXF AFO| M2 HEE LBLICL 0[2{3 M2 FE= PSLE TtE= O
ZRoHH MEE[X] 5Lt

NetApp Keystone Collector - Configure — AIQUM

[ 1] Enable Embedded UM

PYEMCreate AIQUM Performance Profiles
AIQUM Address:

AIQUM Username:

AIQUM Password:

Select Keystone version

Select Keystone Service Levels

Save
Back

Provide the details of the AIQUM server and user account.

These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

S. Select Keystone HH * 2| A2 £ "-unset- ME{BfL|LCL.

6. Enter 7|E +ELICt. Keystone KT S MEHSLI| 9fot Cist AXt7F HAIELICE

7. STaaS * & =X HA|5t0] Keystone STaaS2| Keystone HH 2 X| M3t CHS Enter 7|1& S+&LILCL.
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NetApp Keystone Collector - Configure - AIQUM

Select Keystone version

AIQUM Ad| KFS
AIQUM Us| SYEEN
AIQUM Pa

Select K

Select K

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

Keystone 7-5 MH|A HF 12| KFS S48 X EAZ 4 USLICH Keystone 715 MH| A=
@ 74 48 MH|A £=F, MH|A WS, B 2& £H|M Keystone STaaSet CHELICE. XtA[et
Lge I:}°° EZSHM|R."Keystone 5 A{H|A | {7 1

8. X|gEl= 2 E Keystone H's AMH|A £F2 XM El Keystone T 2| * Keystone AH|A =& MEH* MO0
HAIELICHL S50IM °10H: Ms MHIA ZES St Ct
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NetApp Keystone Collector — Configure — AIQUM

[ 1 Enable Embedded UM
[X] Create AIQUM Performance Profiles

AIQUM Address:

AIQUM Username:

AIQUM Password:

Select Keystone version

Select Keystone Service Levels Extreme

Performance
Standard
Value

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

() ofdd 82t MulA £Z2 S0l Meistol PSLS M43 2 YALICH

- Save * £ {EiSIL Enter 7|& +ELICL g5 MH|A £F0] YEELICE

STaaS& IZ2|0|Y-KS-STaaS = KFSE AAEZ| KFSet 20| MM =l PSLE Active 1Q Unified Manager®| *
Ms MH|A £=Z * HO|X[0f|M & & USLICH MHE PSLO| F AIStES SE0HX| = QR L0 LA PSLS

+HY = ASLICE ZtMSt B2 S "5 MH|A =& dd 5! HEEXSYAL.
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Performance Service Levels @

View and manage the Performance Service Levels that you can assign to workloads.

Search Performance Service Leve = Filter
+ Add o
Name A Type Expected IOPS/TB = Peak IOPS/TB Absolute Minim...  Expected Latency  Capacity Workloads
Extreme - KFS User-defined 6144 12288 1000 1
Used: 0 bytes Available: 263.85 TiB
=] Extreme - KS-STaaS  User-defined 6144 12288 1000 1
Used: 0 bytes Available: 283.85 TiB
Overview
Description  Extreme - KS-STaaS
Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08
(-] Premium...S-STaaS  User-defined 2048 4096 500 2
Used: 0 bytes Available: 283.85 TiB
Overview

Description ~ Premium - KS-STaaS
Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08

MEHSE M5 MH|A 2Z0] et PSLO| X|™El Active 1Q Unified Manger A0 0]0] Q= A CHA|
MMer =~ QIELICE O|E Aot @F HIA|X|7F EA|E/LICE

NetApp Keystone Collector — Configure — AIQUM

Warning

AIQUM Ad| Failed to create Performance Service Level for:
AIQUM Us| Extreme. Error: <Response [400]>

AIQUM Pa

Select K

Select K

<
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.
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Keystone ITOM Collector &X| 27 A&t

ITOM CollectorE & X|5}7| Fof| A|AEI0|| Z @5t

L4 7 QAS SEOHER HelstAlR.

ITOM Collector At VM| AP 1 Atgl:
* X AE= 2 HH:
° OH|Qt 12 O] &
° Windows Server 2016 0|4}
° Ubuntu 20.04 LTS 0|4
° Y|=8 QME{ZTat0| X 2|5 A(RHEL) 8.x
° Red Hat Enterprise Linux 9.0 O] &

° Amazon Linux 2023 O| A

®

* 2lAA R7 AR BUEYES

A 2

NetApp =& 0] 2 VM 2|AA 271 AP
° 2-107i '.=: CPU 47, 8GB RAM, 40GB C|A3
° 12-207§ '=E: CPU 87l], 16GB RAM, 40GB C|A3

* T e AME: BLEZEEE FX0 47| HE AP SNMP7E M0

MH VME NetApp 22 AH U EEMH A2/ X[0|A SNMP EF
(HLSH= 22).

HEXZ 27 A

CHS HO0|= ITOM Collectore| HIEYZ 27 Atsto| Lot Q&LIC.

=X =PShy| DZES TE

ITOM 27| NetApp ONTAP HTTPS, SNMP TCP 443, UDP 161
SHAE 22| IP

NetApp ONTAP ITOM 27| SNMP, Syslog UDP 162, UDP 514

SE{AH 8 L= 2|

P

ITOM £=Z!7| SHAEH AKX SNMPE ME4SILICH UDP 161 2

EZXSIMA R

SHAE AK| ITOM £=2&7| SNMP, Syslog UDP 162, UDP 514

TCP 443, UDP 161

ITOM =&7| StorageGRID == |P HTTPS, SNMP

SNMP, Syslog UDP 162, UDP 514

StorageGRID £ IP ITOM £%7|

SSH, HTTPS,
SNMPE MEHSIL|CH

TCP 22, TCP 443,
UDP 161

ITOM =& 7| Keystone Z2lE
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AT ER 07} EH| =0 A

A M| H|= Debian 12, Windows Server 2016 = 0| HAQIL|LC.

Ct3a 2L Ct

JUeX| 2elgtL|Ct ITOM Collector
SAE 8l Syslog MHE FAs{of BFL|CE
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EXSIAAL HHLﬁ
ITOM =& 7| MEHSENTP NTP UDP 123%IL|Ct AlZt RX|

MERIL|CE

Linux A|AEI0]| Keystone ITOM CollectorS A X|5tH R

AEE|X| 220 HIEZ| H0|HE =& 35H= ITOM Collectors MX[st2{H R 7tX| HAE
tZSHHR. 27 A0l 2t Windows = Linux A|ARIO| MX|g 4 JUESLICE

S 23 E MLt of

rr

@ Keystone x| EI2 ITOM Collector 848 melg Cleasst 4 9
o2 24|12t Zof| QR ElL|CY.

Windows A|AEIOf| ITOM CollectorS AX|st2{H £ "Windows A|AEI0| [TOM CollectorS A X|ghL|Ct
"EZSIMAL.

Linux A{HO| AT EQ{E MX|st2{H CHS A E S,
Al Zst7| Fof|
* Linux AX| AT ZE Bourne &2 AtE2Y 4= J=X| &olghL|Ct.
* “vim-common I 7|X| £ MX|5l0d ITOM Collector A X| It of| Z Rt * xxd * HIO|{Z2| S 71X ZL|C}.

* ITOM CollectorE ZE7} Ot ALEXIZ AM&lStHMH 7t sudo package AX[E[0 LO{OF BfLICE

CHA|

1. Linux A/HHOf| ITOM Collector 87X mt S Ct2ZEgHL|CY

2. NHof|M E{D|2S S O3 EHS Adsto] Hot2 HES D HIO|LHE|E A o2 BhEL|Ct
# chmod +x <installer file name>.bin

3. C}2 HAS M350 ITOM Collector A& mAS A|RFStL|C}
#./<installer file name>.bin

4. 9% TIYS MHSHT S BIAX| 7 EAIEILICE
a. 35 AR AL2 2 AoHEULA)! S2IBfLICH
b. AX|ofl CHEE AL XL |5 MRS QBfLIC
c. M| A9l ClalEa|2 XML

Meyet|ct,

=
= ="
e. BTSts AR TEA| M HEE H|ZEHL|C}.

2 ZEIEDIC 7|2 S40| BEASILICH ST 97 AR0| gl F2 7|2 84S Mests 20| EL
Enter * 7|2 52{ 7| S412 ME{3ILIC} 4%} 22 E|B ITOM Collector7t H4BHOZ HA|EUSS

efQIst= MIAIXIZE EAIE LICE.

o
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* ITOM Collector 2X| IU2 MH|A THA|Z} 5! H|2e2| HEZ X{2|5t7] /I3 Ofl /etc/sudoers
7kt ct,
e =

@ * Linux A0 ITOM CollectorE MX[SIH * ITOM * O|2t= 7|2 ARt TS &
Privileges 10| ITOM CollectorE &g = UELICE CHE ALSXIE MEISHALL —?—EE Aaiet
2 JAX[D Linux X AIZEZ IHE ITOM AFEXHE AMESHE 20| E5LICH

ChS Tt
HX|7t et =™ Keystone X2 Elof 22l5to] ITOM X|¢l ZEEZ Edf ITOM CoIIector7f d3FHoz AX|=[U=X
10IStL|C}. 291 & Keystone K| B2 £} EHx| Z4A 8l BL|E{Y MXS Z&Hst0] ITOM CollectorE Y02

TSt 0| tEE|H =0l H|A[X|E E>L|CH 9| Af%*oll—f FIMHEE keystone.serwces@ NetApp.comO|
ZOlStHAIR.

Windows A|AEI0| Keystone ITOM CollectorE A X[5HM| K.

ITOM Collector & IIYUZ CHREZESt InstallShield OFHALS A&l O 2ot DLIEE
4 ZHS = fO:I Windows A|AEIO| ITOM CollectorS A X|gtL|C}.

=X
S

o

rir

@ Keystone X|2 EI2 ITOM Collector 88 I}AUS CIREZ=E £ QY 3E NHSgL|ct. o]

I 2 2A12F =of 2tz E LT,

7 AFSto]| 2t Linux A|AEIO| X[ 4 QELICE Linux A|AEIN| ITOM Collectorg MX|8t2{H S "Linux
AAEIO| ITOM CollectorsS MX|EL|CHETSIHMAIQ.

Windows A{H{0{| ITOM Collector AT EQHE MX|St2{™H LIS THA|IE £ SHMAIL.

AlZst7| o

ITOM Collector MH|AZF 2O E|}=X] =2l * Windows AH{2| 2Z Hot FM HFo| U= 2 FH/AIEX Aot
g ool MH|AZ 232 .

I

CHA|

1. ITOM Collector A% IS Windows A0 Ct2Z =E3tL|CT.
2. MX| IU2 Hoj InstallShield OFHAFS A|=FEHL|CE,

3

- T AEX AFZH AHEULA)O S2ISLICE InstallShield OFE AL HRPt HIO|H2|E F&ESHD K14 BHS
Hst2t= HIAIXIE EAILICH

4. ITOM CollectorZt Maligt A&l XA ZHS U=

° ITOM Collector?} C}E Windows A|HHE ZL|EHZSIX| e AR 22 A|AH

r
n

2
° ITOM Collector?t 5%t =0|QI2] CtE Windows AHHE ZL|IE{2IStE 2 224 2t2|X}t HsHo| e =@l
AHEE AL EL|C.

° ITOM Collector?} S st =H|Q10f| £381X| &= CHE Windows AHE ZL|E{2sH= 2R 22 2K AR"S
AtEStD 2 22 Xt X BHE ALESHH 2t 2| AAN HZESLICEH ITOM Collector?t BLIEHZ L= 2|AA
Ztol 215 EXME £0|7| 2ol TR K| YL E ASE MHS o JUSLICH
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5. £77| 37|12 MELICE 7|22k MX| IS J|ZOR AR 3y|ALICh THHRI 27 Aol gl 3
Aiotel 2712 4 Fgstct,

6. SXIS AT _Next S HEHSHUAR. ML ZLIE AHESIALE LHE BLS MEE - ASLICH ¢
ALXjol| x| FIBE0| HAE! = InstallShield OFH A 22 CH3} ALXF7} LIEFLICE
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Ct= T

MX|7t 22 E|H Keystone X[ Elofl 22|510] ITOM X2 ZEHES S8l ITOM Collector’t 83X O Z MA|E|J =X
efolgtL|Ct. 2ol = Keystone K| &2 =7t FX| A 8 HL[E{R 4TS ZES0] ITOM CollectorE #ZH2=
TSt AM0| 2 E|H =l HAX|E E-L|CEH 22| AFo|Lt =7t M E = keystone.services@ NetApp.comO|
ZOSHMAIR.

Keystone2 AutoSupportsS LAt}

AutoSupport & £H H|FLIES AHEY I Keystone2 AutoSupport #Z £& H[0|HE

JNELE METS AlLtELICh 2R MEe +FS ZE5IEH ONTAP S AEM EUi=

UH X HS0|| Keystone H|O|EHE E&6tE S AutoSupport2 6l 0fF fL|LCt

0| Ztedof| chaH
Keystone Cl|O|E{E Z &S EZ AutoSupport2 71A6H7| Hof| CHS AR Rol5HA|L.

M EISIL|CH AutoSupport AJH|A Sl AJARIZE 2 AH)
utoSupport 7i2 #2|" A "S{AFH X SVM 2|t

* ONTAP CLIE AZ5t0d AutoSupport #4 58 82
2E|Xp gt 220l chet XEM[eh L2 & HESHIAIR ™

>

* €& 3! FE AutoSupport HS0I| MEAARS Zol5t0] Keystone2| HIO|E{E F2otA| =& = ASLICH.
o o 2 3
— =

AutoSupport 12| A|AEIOf| CHSH XA SH LHE A TSI A2 "AutoSupport SH| A|ARIO|ZE L7,
oA
1. A AH] 22| Xt AFEXHE SSHE AFE38H0] Keystone ONTAP 22{AE 0| Z0I%tL|Ct XtA[SH LIS S
HZESHIAIR "SSHE AHE5H0] S2{AE 0| M| ASLICH,

o

° ONTAP 9.16.1 0|&f9| 2 L3 BES AAStH L2 2O LHES +TolM K.

autosupport trigger modify -node * -autosupport-message
management.log -basic-additional
wafl,performance, snapshot,object store server, san,raid,snapmirror
-troubleshooting-additional wafl

S AE{7} MetroCluster 710]| A= 22 CHE BT S HAYLICE

autosupport trigger modify -node * -—-autosupport-message
management.log -basic-additional

wafl, performance, snapshot,object store server,san,raid, snapmirror,met
rocluster -troubleshooting-additional wafl

° O] ONTAP H{T9| Z2 LI=2 BHS &dsto] LY 21 HES T K.
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autosupport trigger modify -node * -autosupport-message
management.log -basic-additional

wafl, performance, snapshot,platform,object store server, san,raid, snapm
irror -troubleshooting-additional wafl

S AETt MetroCluster 80| = 22 CtS BE S AL}

autosupport trigger modify -node * -autosupport-message management.log
-basic-additional

wafl, performance, snapshot,platform, object store server, san,raid, snapmirr
or,metrocluster -troubleshooting-additional wafl

[ E_I- %43

o

Aot 2 23 LES s,

glo
o

autosupport trigger modify -autosupport-message weekly
-troubleshooting-additional wafl -node *

O H230j| it XEM|TH LIRS 8 A RSHAAIR "A[AE! = = AutoSupport E2|7 £,

HLHE S ¥ae0l=

Keystone Collector2| AEiE ZL|E{ZIEIL|Ct

HTTP 82 X|st= BLIHZ A AHRIZ A2 Keystone Collector?] MEHE ZLIEZE
T UASGLICEH MEl 2LIE ™2 Keystone CHA[Z E0|| M CI|O[HE AFEE = JEE Sth= O
E20| & & ASLICH

7|2X O 2 Keystone MEH AH|AE= localhost 0]2|2] IPREE Q] HZEE S| 25IX| %ELICEH Keystone AEH
ANEZRIE = RL|CE /uber/health EPt XEOA Keystone Collector A ZE QIE{HO|AE

S MBILICE ~7777. F2| Al JSON £30| J= HTTP A MEf ZEJ EXUN SEHOZ HHEE|0] Keystone
Collector A|AEIS| MEfE dHTIL|CE.

JSON 24|= of ciot MEtxel M4EfE MSLICH is healthy &4, 22, 0f Ottt £ RAE ME{Q MR S5
component details 4.

o2 = Ct21 25LIC

$ curl http://127.0.0.1:7777/uber/health

{"is healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}
CHS & =0t ghekEL|Ct

« *200 * DLE{EE BE LA QA T} AN AE{QIS LIEPAL|CH
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* * 503 *: otLt O] o] 14 R4t Fek LEf7t Obe S LEHHLICE

* *403*: &EHE 2|5t= HTTP S2t0|UET} 31&E&[= UEH A CIDR 52 _allow_listoll 815 S LIEHLICY.
o MEfol|M= MEf HETL Hrete|X| QEELICE allow_list= HER 3 CIDR HHE ALE35I0] Keystone AFER
MA”RE 2S5 A= HIESR 3 CIHIO[AE MOgLICE 0] LF 7} &/ H5HH * Keystone Collector 22| TUI >

T > AEf 2LIEE * o[M _allow_listol] ZL|E{Z A|ARS FIIEHYA 2.

Linux AtEXtS| 2 0| ZAT EXIE =els

=

—_

A2,
* ZH 2E *: Keystone =87|= AT £H AARC| YR Z Ch0| ZiH|0|HE AAELIC} Red
Hat Enterprise Linux 8.x A|HH7} ISA(USA Defense Information Systems Agency) STIG(Security

@ Technical Implementation Guides) BM = ZStE|H, flapolicyd(File Access Policy Daemon)2t
2HAE 2T ZX| 7t ZFE XM O 2 LIEHELICE o] EXl= = AEELICH "B 1907870". * s A i *
Red Hat Enterprise?t S ZE [{7}X| NetApp2 O M| E {23 EZILICt fapolicyd 818 EEE
H2HetL|CE Q@1K[ /fetc/fapolicyd/fapolicyd.conf OIA g2 MH™EILICH ‘permissive
= 1.

ANARI 205 FLICH
Keystone Collector A|ARI 25 B3I A|AR HEHE AESH s 25 ALESHH] X SHES
RI&LICH Keystone Collector= SAEQ| X9 2 A|AHIS AI23IH, STANDARD M9 A|AH QEIZ|E|S
Soll AAR 205 HAEY £+ JSLICL O 2 MH|AE AL8SI0 205 HEY 5 JSLICH

* KS - 23F

* KS - AEf

* KS - Xt YHlo|E

ol B0Ef 27 service_ks-collector_i= S ALB3H0 JSON SAlS] 212 MARLICH run-id 02FEl 2 Ho|E]
27 stein SiZE A MQLICE THS2 EE A HlolE 2o 438 Kol ofeiuirt
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{"level":"info","time":"2022-10-31T05:20:01.8312","caller":"1light-
collector/main.go:31","msg":"initialising light collector with run-id
cdflm0f74cgphgfon8cg”, "run-id" :"cdf1lm0f74cgphgfon8cg"}
{"level”":"info","time":"2022-10-
31T05:20:04.62472","caller":"ontap/service.go:215", "msg":"223 volumes
collected for cluster a2049dd4-bfcf-11ec-8500-00505695ce60", "run-
id":"cdflmOf74cgphgfon8cg™}

{"level”":"info","time":"2022-10-
31T05:20:18.8212","caller":"ontap/service.go:215", "msg":"697 volumes
collected for cluster 909cbacc-bfcf-11ec-8500-00505695ce60", "run-
id":"cdf1lmO0f74cgphgfon8cg”}

{"level":"info","time":"2022-10-
31T05:20:41.598Z","caller":"ontap/service.go:215", "msg":"7 volumes
collected for cluster f£7b9%a30c-55dc-11ed-9¢c88-005056b3d66£f", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.247z","caller":"ontap/service.go:215", "msg":"24 volumes
collected for cluster a%e2dcff-ab21-11ec-8428-00a098ad3ba2", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.7862","caller":"worker/collector.go:75","msg":"4 clusters
collected", "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.839Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-eS%a7-a826bedfdcb7 1667193648.tar.gz type=ontap to
reception”, "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.8407","caller":"reception/reception.go:76","msg":"File bytes
123425", "run-1id" :"cdf1lm0f74cgphgfon8cg"}

{"level”":"info","time":"2022-10-
31T05:20:51.32472","caller":"reception/reception.go:99", "msg": "uploaded
usage file to reception with status 201 Created", "run-
id":"cdf1lmO0f74cgphgfon8cg”}
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{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:28", "msg"
service at 10.128.114.214"}

{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sqgl/service.go:55", "msg"
connection at server 10.128.114.214"}

{"level”:"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:39", "msg"
config object"}

{"level":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

ng SLA service"}

{"level”":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

service successfully initialised"}

{"level":"info","time":"2022-10-

31T05:20:51.3247","caller":"worker/collector.go:217",
data would be collected for timerange: 2022-10-31T10:

31T10:29:52"}

{"level":"info","time":"2022-10-

31T05:21:31.385Z","caller":"worker/collector.go:244",

:"initialising MySqgl

:"Opening MySgl db

:"Creating MySqgl db

69", "msg":"initialisi

71", "msg" :"SLA

"msg":"Performance
24:52~2022-10-

"msg":"New file

generated: 65a71542-cb4d-bdb2-e%a7-a826bedfdcb’7 1667193651.tar.gz"}

{"level":"info","time":"2022-10-

31T05:21:31.385%Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-e%a7-a826bedfdcb7 1667193651.tar.gz type=ontap-perf to

reception”, "run-id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-

31T05:21:31.38672","caller":"reception/reception.go:76","msg":"File bytes

17767","run-id" : "cdf1lm0f74cgphgfon8cg"}

{"level":"info", "time":"2022-10-

31T05:21:33.0252","caller":"reception/reception.go:99", "msg": "uploaded

usage file to reception with status 201 Created", "run-

id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-31T05:21:33.0252Z","caller":"light-
collector/main.go:88", "msg":"exiting", "run-id" :"cdf1lm0f74cgphgfon8cg™}
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1. Keystone Collector 22| TUI FE2|E| A|E:
$ keystone-collector-tui
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4. IiAS CHR2Z E3H = Keystone ServiceNow X|@ E|Z0| HES 4= AEL|CEH E|Z 23tof| Cf
AESIHR. "MH|A @S MMst=E SLICH.

Keystone CollectorE =522 ¢ 12(|0|=gfL|C}

Keystone +=%&7|2| Xt YO[O|E 7|S2 7|2Ho = &3}E[0] U2H, M E'E'-IXDHZF
Keystone Collector 2ZEQ0E X522 20| =EgL|Ct J2{L} 0] 7|sS H|g-detstn
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1. Keystone Collector 22| TUI RE2[E| A|Z:
$ keystone-collector-tui
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sudo yum clean metadata && sudo yum install keystone-collector

to register.

removed
Updating Subscription Management reposi
read consumer identity

tem is not re red with an entitl Y an use su riptien-manager

Package keystone-co cto installed.
resol

Upgrade 1 Pac

Total download size: 411 M

oarch.rpm 411 MB 00:49

Running tra

Transaction check suc

Running transaction te

ion test succ

Running tran
Preparing :
Running scriptlet: /sto e 2 .noarch
Running scriptlet: keystone-collector-1 .noarch
Upgrading ke 0 llector-1 .noarch
Running scriptlet: k one-collector-1 .noarch

ok ok ok ok sk ok ko ko ok ok

*

+
Ru s ¥
* *
ok K K R A R SR o A
Running scriptlet: keys llector-1.:3
Cleanup
Running scriptlet: keys
/erifying
Verifying tk
Installed products upd

Upgraded:
keystone-collector-1,3.2-1.noarch

mplete!
i hel8-se e-collector

bl FL:

sudo apt-get update && sudo apt-get upgrade keystone-collector

Keystone Collector £t2| TUIE CHA| A|ZISHH = 2tHO| 212 MTHol| | A HH0| EA|E/LICE

L= ChE 38 st 2| HES = == ASLICH

rpm —-gq keystone-collector

bl FL2:



dpkg -1 | grep keystone-collector

Keystone Collector =0t

Keystone Collectordil= 1174 Cf|0|E{Q| HQtZ EsHSHA| 211 Keystone A|ARIC| M5 5! AE
HE2lg DLt 2 7|50] ZEE0f JLELICH.

L

Keystone Collector?| 7|52 Ct21t 242 Hot {AS 7|Hto = gfL|Ct.

* * I2L0|HA| A7 * - Keystone Collector= A& £ 9l M5 ZLIEHE S $A6HY| fIs 2|4 HIO|HE
SEELICE XtA[St L8 S 2 HXRSHIAR "tia B+ E floh =& & Ho|E". & S=IELICE /{2l HIo|HE
HASIL|CH @M J|2HMO2 S| 0| 9/OH Q3 MEZ OjA TSt Ha3H|C}

© * XA ot HMA * - Keystone Collector= AEE|X| A|ARE DLEET 4 Qs XA HEHE 27ASIEE Hot
IS | Aotstn o EoHX| of2 H[O|E XS WA = JUSLICH O] M2 A2 2[4 Aot 2&of w2}
DLHYE = 2tZo| MutAol Hot AejE T MeL|CE.
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ALE5I0] Y S 2tatstn F UM E F0|H AR YU ERE AARS E§E“—|Ef

Hot s}

7|28 O 2 Keystone Collector= 20t0| Z%tEl M S AIESIEE AP ELICH HEE = 2ot M2 Cha 2t
=

|Ct.

2
=
* Keystone Collector 74 12| 2F H|H|:

° CIS Debian Linux 12 HIX|0t3 E&ES Z4ELICt. Keystone Collector 2| 2T E¢|0] 2/ F0jM OS
TS HESHH AAR HOO| MHE 4= UELICE RtA[et LB 2 S HESHIAIR "CIS HIX[0f= 70| =",

° XS YOI0|E 7|5E S3ll Keystone Collector0f A 221 El 2ot IHX| S XAtS2 2 44150 HX|glL|C}. O]
715S HIZdeotH X7t HEE[X] 82 2ZEL 07t EUE & ASLICE

nx
0al

° Keystone Collector0flA 2t2 AC|0|EE QS ELICt APT 2| XX|E2| &QIZ ALESHK| U= StH
ot

SUE|X| §h2 X7t K-S 2 EX|=|0f F|ofFo| &l +~ ASLICY.

o
* Keystone Collector= XtS2 = HTTPS 2EME AE5t0] HE Hots EHELICE 0] 7|5S AIESHX| g™
2| EFS 715t A HIO|E7t REE & USLICH

0

* Keystone Collector?} X|@eL|CH "ALEX} X|E A2 4= QL= CA" 1B, 7|28 = 0] 2IE M= ol|M elAlSH=
S8 ZE CAY| QJof MHE QSN E ME[LLICE "Mozilla CA IEA T2 2", Keystone Collector= AM2[g
U= CAE FItE gMolsto] 0|23t QIBME MB st AEZRIE0| CHE HZEO| CHSh HTTPS Q13M &Y
AALE sttt

= =2 O

* Keystone Collector= 7|2X O Z * Remove Private Data * SM2 ARSI E MESIHH, 0| M2 2%t

HEZ 0tAZStD BB RS LB S AESHIAIR Hol Hlo[Efo] 27 HIgh, 0] S4B HlgHststel
Keystone AIAEI0| £7}2 GIOJE{7} HEEILICE OIS So0f, £R% HEE 258 4 Y= 8 0|57 22

AMEX U HEE Zotel o JSLICL
s HH FE
* "Keystone Collector 7HR"

. ||7|_AO|- ?_IEE|' R? Al_-?';}u

55


https://learn.cisecurity.org/benchmarks
https://learn.cisecurity.org/benchmarks
https://learn.cisecurity.org/benchmarks
https://learn.cisecurity.org/benchmarks
https://learn.cisecurity.org/benchmarks
https://wiki.mozilla.org/CA
https://wiki.mozilla.org/CA
https://wiki.mozilla.org/CA
https://wiki.mozilla.org/CA
https://wiki.mozilla.org/CA

* "Keystone Collector 74"

KeystoneO| :=&5t= ALEX} H|O|E{2] R

Keystone Keystone ONTAP 2! Keystone StorageGRID T+52| 71 A, AEH Bl At HEQ}
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keystone-collector-<version>.noarch.rpm
2. Mo M E{O|EE B2 OIS HES S| MX|E AR

° * Cf|H| 2 IH7|X| AFE *
dpkg -i keystone-collector <version> all.deb

° *RPM I} AL *
yum install keystone-collector-<version>.noarch.rpm

CC
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rpm -1 keystone-collector-<version>.noarch.rpm
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Keystone CollectorE H| 37| ZE2 FAgtL|Ct
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Keystone Collectore 74 % ZL|EZ ZAS a3 4= = Keystone Collector Management
@ Terminal User Interface(TUI) R 2 2|EIE HMSELICt Enter & SHHE 7|9 242 CHfot 7|HE
ZAEES AH85I0 M2 MEist 0| TUIE EMMY 4 USLICEH

£
1. Keystone Collector 22| TUI RE2[E| A|Z:
keystone-collector-tui

2. 14 >10g* 0= 0|SELICH

3. Darksite Mode * SM& F2tgtL|Ct,

NetApp Keystone Collector - Configure - Advanced

RSABDarksite Mode

[ 1 Enable custom root certificate

[X] Collector Auto-Update
Override Collector Images
Save
Back

4. XE* & MEigL|Ct

5. Configure > KS-Collector * £ 0|&5}0{ Keystone Collectors & &fLILC}.

6. Start KS Collector with System * Z=EE EZ$LCL.

7. ONTAP Af%%‘ 22+ ZEE EZTL|CE Active IQ Unified Manager(Unified Manager) A\H S AF2X} A& 9
ME "HE 7f3”—|'3f

8.

* AEH ARSE *: ZHRUOl IOIE AIZ=etvt 2ot B * AZet HIE ARl AL * 2EE TR
E
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() 7171 X0l NetappOl M 7St HZE AL RES HolstiA.

70



- NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

[X] Using Tiering Rate plans
Dark

provisioned_wvl
Encryption Key Manager
Tunables

Save

Clear Config

Back

11. Configure > KS-Collector * £ 0|55}t0{ Keystone Collector 7|H|0|0{E 4 A BtL|C}.

12. Encryption Key Manager * 2 0| &%t = Enter 7|E S+&LICt.

- NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

[ ] Using Tiering Rate plans
Dark

provisioned_vl
Tunables

Save

Clear Config
Back

13. Generate Collector keypair * £ MEHSIT Enter 7|15 &+

NetApp Keystone Collector - Configure - KS Collector - Key Manager

Generate Collector Keypair

Back

14. TUI2| 7|2 SHHO = EO0t7} * MH|A MEf * HEHE 210l510] Keystone Collector?t 4 AEfQIX| goletL|Ct.
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15. 7
16.

17.

HENTH H Y JE7E XISEH o] 2 HAISE HAESHL NetApp X EOil 22[5HHAI2.

Overall: Healthy

UM-Dark: Running

ks-billing: Running
ks-collector-dark: Running

Recent collector data: Healthy
ONTAP REST response time: Healthy

DB Disk space: Healthy

DB Disk space 30d: Healthy

DB API responses: Healthy
Concurrent flushes: Healthy
Slow insert rate: Healthy

tHOH| A * Exit to Shell * &42 ME15I0] Keystone Collector 22| TUIE ZZELILCE.
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node_serial,derived_service_level,usage_tib,start,duration_seconds
123456781,extreme, 25.0,2024-05-27T00:00:00, 86400
123456782,premium,10.0,2024-05-27T00:00:00, 86400
123456783,standard, 15.0,2024-05-27T00:00:00, 86400

<Signature>
31b3d8eb338ee319ef1

ONTAPE ¢113|0|=gfLCt
Keystone Collector= TUIE S8t ONTAP & 12{|0| =& X|IgLIC}.
ONTAPE 12[0|=512{H Ct3 THAHIE SR,

1. RX| 22| > ONTAP ¥ 13|0|= & AH * 2 0| SEL|C}.

2. ONTAP ¢ 1g|o|= o|0|X| It S */opt/NetApp/ONTAP-upgrade/ * 2 =2 AFSH CH2 * €l M A|Z} * & MEHSHO]
2 MHE A=t

NetApp Keystone Collector - Maintenance - ONTAP Upgrade

» Copy ONTAP upgrade image to fopt/netapp/ontap-upgrade/
+ Start web server using button below
» Upgrade ONTAP

Press ctrl+c to stop web Server

Start Webserver

Back

T

3. “http://<collector-ip>:8000"Z 12|0| = X| Y S Hto2{™ & HElRX A8 O 0|SotAIL.

Keystone CollectorS CHA| A|ZtEtL|CE

TUIE Sdll Keystone Collector A|H|AE CHA| A|ZFE 4= JUESLICEH TUIOA * SX| 22| > £=F7| * MH[A CEA] AIZ
O 0|s¢gL|Ct. I2{H 2 E Collector MH|ATF IHEEIE| 1 T AEj= TUI S SHHOIAM ZLIERIE 4 JASLILCE.
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NetApp Keystone Collector - Maintenance

Shell

Restart Collector Services

ONTAP Upgrade Webserver
Back

7Hel B =0f|A Keystone Collector AEHE 2 L|E{2IBHL|C}

HTTP QA8 X|st= DLIE{ 2! A|AEIS ALE35I0] Keystone Collector2| AEE ZL|E{2IE
= UASFLICE

7|2XM O 2 Keystone AElf AMH|A = localhost 0]2]2] IPEEE| Q| HZ S 5185tX| %ESLICH Keystone AFEH
AMEZTRIE = L|Ct /uber/health ESt ZEO|A Keystone Collector MHe| BE QIEH0[AE
SMBLICEH 7777, H2| Al JSON £20| = HTTP & AE| 57 ZH0f|M SO 2 HhetE|0f Keystone
Collector A|AHIQ| MEHE HHEIL|CS,

JSON 24|= of cist MEtMol MEHE HSELICH is healthy &4, B2, of oist 74 QA H ME{o| NE 55
component details 4.

o€ SH Ct2at 2&LIC

$ curl http://127.0.0.1:7777/uber/health
{"is _healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}

* %200 *: RLHEE = BE 78 2470 o HEIYS LIEFHLICH

* * 503 *: SfL} O] 2| 718 R4t o HE{7} OFE S LIEFALICE

* *403 *: &EHE ESt= HTTP S2t0|AET} 51 E&[= WESX A CIDR 552! _allow_listofl 815 S LHEHLICY.
Of ZEHOM = Bl FE7t BHEtE|X] g5 LICt.

= HES3 C[Ho|AS

allow_list= HIE¥ 3 CIDR &S ALE5I0 Keystone HEf A|ARIS FHE2[2 & U=
AR ZLIEE * oA 2LIEE

HO{EtLICE 403 277t HA|Z|H * Keystone Collector 22| TUI > 74 >
ANAEIZ allow_listof] =78t Ct

NetApp Keystone Collector - Configure - Health Check

/24
/24

Back

Use CIDR notation to list the external networks allowed to query
the health monitoring endoint. An empty list denotes that no external addr
are allowed to query the health, while /@ allows queries from netwo
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CtE THAIO] w2t tar_fileS M- etL|Ch
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Upload to Keystone Support

Generate Support Bundle
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M NetApp Console

Keystone
True hybrid cloud storage as a service.

Take advantage of Keystone's pay-as-you-go, hybrid cloud storage services. Manage your block. file, and object workloads wherever you
need them—on-premises, in colocation facilities, or natively within the three major public clouds. Enhance and streamline your IT operations

with NetApp's intelligent data infrastructure, offering industry-leading performance resiliency, and seamless hybrid data mobility.

If you are viewing this page, it means your login credentials are not associated with any Keystone Subscription. If you believe you should
have ac Keystone observability through the NetApp Console, please contact

erest@netapp.com [
This email address is the point of contact for inqiries about the Keystone service, including requests for additional information, By reaching

out to this email interested parties can connect with NetApp representatives to learn how Keystone STaa$ can fulfill their data storage and
management needs through the NetApp Censole experiance.
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requirements one simpler operating model NatApp
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Tracking ID (Subscription number}

Customer name
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Current i G ion trend Subscription timeline Assets
Performance service level (1)
View | Accrued burst - ‘ Period | July 01, 2025 - December 31, 2025 x H| @ L Download as CSV
Object Filter by instance Al » |

Accrued burst by billing month
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May 1, 2025 Aug 1, 2025 Sep 1, 2025 Oct 1, 2025 Nov 1, 2025 Dec 1, 2025
to to to to o fo
Jui31, 2025 Aug 31,2025 Sep 30,2025 Oct 31, 2025 Nov 30, 2025 Dec 31, 2025

Accrued burst by days
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May 3, 2025 1400 TiB
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Clear filters
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Tracking ID (Subscription number)

Subscription details

Company HQ (9876543210)

Customer name
Company Pvt Ltd

Current consumption

Subscription timeline

Consumption trend Subscription timeline Assets

( Lastupdated: May 20, 2025, 11:28 PM

Expiration date
May 31, 2027 (955 days)

Manage subscription | v

Viewas: | Graph  ~

+  Activated Z Modified @ Renewed B Time to renew

Renewal on: May 1, 2028, 5:30
AM
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Subscription details (¥ Last updated: May 20, 2025, 11:28 PM

Tracking ID (Subscription number)

Customer name
Company Pvt Ltd

Expiration date

Company HQ (9876543210) - Viay 5T, 5027, (655 days)

Manage subscription | v

Current i Ci ion trend Assets

Subscription timeline

Subscription timeline (3) Viewas: = Table ¥ R
Date | Event | Performance service level | Details | 0D
May 1, 2023 Activated Object Committed: 500 TiB
Sep 15, 2024 Modified Premium Committed: 60 TiB
May 1, 2028 Time to renew
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Usage insights

Period | August 01, 2025 - August 31, 2025 x F/| @
Consumption distribution
— Primary e Mirror Committed capacity Burst capacity
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ADP Topology

—- Cluster A Primary

Subscription: CtLBd-uCQYhoNRws (1...

Instance: 3718308760, 8265750012
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_-’ Cluster B Mirror
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ADP status
Aug 31. 2025, 5:30 AM UTC
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@ In sync

Connection

Data sync

Capacity utilization

Cluster A 15% View

Cluster B 15% View
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Current consumption
Performance service levels (2)

View | Historical consumption ¥ | Period

Advanced data protection (ADP)

Consumption trend Subscription timeline

August 01, 2025 - August 31, 2025, 1200 AM ~.. X [7] | @

Premium (provisioned_v1)

Consumption trend

— Data = Snapshot — Used capacity Committed capacity Burst capacity
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L Download as CSV

Filter by instance | Al

Last known state
(Aug 31, 2025, 23:55)
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Snapshot: @ 0.02 TiB
Burst capacity: @ 48 TiB

Advanced Data-Protect premium s MH|A £ZF0| AL 7|2 AO|E(2HAE A0 CHSH XAIEE=

CtZ2t Z&Lct



Advdataprotect-premium (provisioned v1)

Consumption trend
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Subscription details (¥ Lastupdated: Aug 4, 2025, 2:30 PM PST

Tracking ID (Subscription number)

Customer name Expiration date
Manage subscription | ~
Customer Site B (9876543210) - Customer Pvt Ltd March 15, 2026 (59 days)

Current consumption Consumption trend Subscription timeline Assets Alert monitors
View Volumes in clusters v
= Advanced search and filtering None selected v

Volumes (5) i

Volume name 2| Node serial $ | Cluster name £ | Hostname 3| Aggregate name 2| sw 2| Volume type s [

hg_vol 987654321012 Cluster1 host_1 aggrl svmo02-nfs Read/write

ha_vol2 987654321012 Cluster host_1 aggr2 svm02-nfs Read)write

ha_vol3 987654321012 Cluster2 host_1 aggr2 svm02-nfs Read)write

hg_vola 087654321012 Cluster2 host_1 aggr2 svm02-nfs Read/write

hq_vol5 987654321012 Cluster3 host_1 aggr3 svm02-nfs Read)write
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Subscription details (&  Lastupdated: May 20, 2025, 11:28 PM

Tracking ID (Subscription number)

c HQ (9876543210) Customet pama Explestion date Manage subscription |
ompan - -
s Company Pvt Ltd May 31, 2027 (955 days)

Current i c ion trend Subscription timeline Assets
View: | Nodes in clusters -
= Advanced search & filtering None selected 7
Nodes in clusters (2) Q +
Node serial | Node status | Cluster name |  ONTAP version | @ SEratio Platform | © Raw capacity m
987654321012 ACTIVE company02 9.12.1P7 1.45 AFF-A800 563 TiB
987654321013 ACTIVE company02 912.1P7 145 AFF-AB00 358 TiB
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Subscription details (¥  Last updated: May 20, 2025, 11:28 PM
Tracking ID (Subscription number)
F—————— . Customer name Expiration date
pany Company Pvt Ltd May 31, 2027 (955 days)
Current i c ion trend Subscription timeline Assets
View: | Nodes in grids -
= Advanced search &filtering None selected ~
Nodes in grids (4) Q R
Node name | NodelD | Grid name | Node type | Consumed data capacity |  Consumed metadata capacity | CPU usage m
company-sg01 PRIERIGITRRRGITRRRE) HQ-STORGRID Storage Node 124 TiB 4TiB 21%
company-sg02 211MNMNALINNANN2 HQ-STORGRID Storage Node 213 TiB 15TiB 34%
company-sg03 211G HQ-STORGRID Storage Node 457TiB 5TiB 1%
company-sg04 211MNIMNALINTALLE HQ-STORGRID Storage Node 145 TiB 27TiB 31%
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Keystone Subscriptions

Subscriptions Current Consumption Consumption Trend Volumes & Objects Assets Subscription Timeline

SLA Details
ONTAP StorageGRID
Start Date (UTC) Billing Period
XXX T May1,2022 Month
Cluster Name = SE Ratio @ = ONTAP Version = Platform = Node Serial = HW Support End Date = To
AXKXXX00001 1.02:1 9.10.1P12 AFF-A700s 123456789 December 31, 2026 16
AXXXXX00002 1.02:1 9.10.1P19 AFF-A700s 123456789 December 31, 2026 16
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Keystone Subscriptions

Subscriptions Current Consumption Consumption Trend Volumes & Objects Assets Subscription Timeline SLA Details

ONTAP StorageGRID

¥ Download CSV
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Ap&h HO[X[ofl & 22 AE 9| L= BO] EAIELICE.

Keystone

Assets (¥ Last updated: Sep 23, 2025, 5:45 PM GMT+5:30
Overview
Nodes in clusters Volumes in clusters Nodes in grids
Subscriptions
Assets Summary Node consumption status Nodes based on ONTAP versions
Meiitiog 17 28 1 19 el 17 11
Subscriptions Nodes > 90% con: ion < 50% consumption Within latest 3 versions Atrisk ©
Administration View View View View View
= Advanced search and filtering None selected ~
Nodes in clusters (28) Q ¥
Node serial Node status | Subscription number | Customer | Cluster name ONTAP version @ SEratio m
987654321012 ACTIVE 9876543210 Company Pyt Ltd company02 9121P7 145
987654321013 ACTIVE 9876543210 Company PvtLtd company02 9151P3 145
1-20f2 1
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Assets (& Last updated: Sep 24, 2025, 6:28 PM GMT+5:30

Nodes in clusters Volumes in clusters Nodes in grids

Subscriptions

Summary Volume compliance and protection status
Assets
I i 12 2245 1602
Subscriptior Clusters Volumes Compliant
Monitoring ol o

Administration

None selecte

Volumes in clusters (2,245) a

Volkmeame 2 :;f!’;"“” 2| Node serial Customernams S| Cluster name = 1 Hoat e = | Asorepate name =1 [0 Sy 21 m
hg_vol1 9876543210 987654321012 Customer Pvt Lid Cluster 1 company02-03 aggr! svm02-nfs
hq_vol2 9876543210 987654321012 Customer Pyt Ltd Cluster 1 company02-03 gart svm02-nfs
ha_volS 9876543210 987654321012 Customer Pvt Ltd Cluster 3 company02-04 agaré svm02-nfs
site_voll 9876543210 087654321012 Customer Pvt Ltd Cluster 3 company02-05 ggrd svm02-nfs
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Keystone

Assets (¥ Last updated: Sep 24, 2025, 6:35 PM GMT+5:30
Overview
Nodes in clusters Volumes in clusters Nodes in grids
Subscriptions
Assets = Advanced search and filtering None selected %
Monitoring
Nodes in grids (12) Q 4
Administration
Node name Node ID | Subscription number | customer |  Grid name | Nodetype Consumed data ca [[]]
company-sg01 2.222.2: 12222221111 Company Pvt Ltd HQ-STORGRID Storage Node 127 TiB
company-sg02 2 1 140 Company Pvt Ltd HQ-STORGRID Storage Node 34TiB
company-sg03 222.2222222222.1222222110.% 9876543210 Gompany Pvt Ltd HQ-STORGRID Storage Node 196 TiB
company-sg04 2.22.222.2222222.1.222222.1104 9876543210 Company Pvt Ltd HQ-STORGRID Storage Node 435TiB
site-sg-01 222.33322222221222222111 1234567890 Company Pvt Ltd SITE-SG Storage Node 254 TiB
site-sg-02 2.22.222444566.2.1.222222.111; 1234667890 Company Pvt Ltd SITE-SG Storage Node N8
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Keystone
Monitoring (O  Last updated: Sep 24, 2025, 6:41 PM GMT+5:30
Overview
Alerts Alart morifiors
Sl
Assets Unresolved alerts by severity Unresolved alerts by type
oriorog ) 49 /\ 60 @ 63 50 122
Critical Warning Informational Subscription expiration Capacity usage
Administration Veow View s Ve Vel
Alerts (174) a L
Severlty t1 Aertid 2| Ner S| Triggered time 2| Subscriptionnumber % | TrackingID s :’:::’M“‘w“ s stws ¥
%) Critical 30ed2013-39b4-4e34-8baf-e9c. Capacity usage > 100% Sep 3, 2025, 9:07 PM 9876543210 KSSUB0O1 Standard Resolved
® Critical 16bc9dc0-7cad-4870-afle-6f7e.. Capacity usage > 10% Sep 3, 2025, 9:07 PM 9876543212 KSSUB0O4 Advanced data-protect pr... Resolved
% Critical 66a929bc-b92e-4db3-862b-fb2... Capacity usage > 10% Sep 3, 2025, 9:07 PM 9876543215 KSSUB089 Premium Resolved
% Critical 4a4f2a3e-9dfc-434b-8d0c-25d.. Capacity usage < 10% Sep 3, 2025, 9:07 PM 9876543210 KSSUB0O3 ci-object Resolved
Critical 14161212-5c2e-47¢9-b211-302b... Capacity usage < 10% Sep 10, 2025, 9:20 PM 9876543210 KSSUB0O1 Advanced data-protect pr... [ Active
AZHE, D, %, A AlZH TE W, R D, 43 MHIA 2 U Mefel 22 U S HEE 2 4 AL
g 1|0|X|01| H2Eet RYEE AKX 2 F 21T FEAELCL
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e Monitoring (¥ Lastupdated: Sep 24, 2025, 6:56 PM GMT+5:30
e Alert monitors (180) Qa ¢
MaHiEaing Monitor name $| Condition | Severil ity $ | Subscriptions | Performance Service Levels | Created by s Status =
80% subscription capacity Capacity usage > 80% @ critical 9876543210, 45 Extreme, +5 System ® Enabled
BLIE| 0|8, Y2US E2{ots 3D X7, YAE £F, TS 3, M5 MH|A 27 U Y2 Earotof
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@ Keystone
Create alert monitor
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General details

Resource selection

@ Apply to specific subscriptions

Subscription

Condition

Notifications

116

Create alert monitor

Alert monitors help you stay informed by triggering alerts based on your custom configurations

~ ]

Capacity usage Subscription expiration

AZS Meypict
F=0f| oiet ZLHE 2SR F MEfRtL| T} HLE
S5 MHIA £F, 75 B2 BLES Z2 7
|CF.
~ @ =
Capacity usage Subscription expiration

(1) Action Required

O Apply to all subscriptions

Performance service levels Instances

(1) Action Required

1) Action Required

Close

o
o
= SoF =
= Ho S
Configure ~
Configure ~
Configure ~
Configure ~
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* Keystone Overview Subscriptions  Assets Monitoring Administration
-
Monitoring (¥ Last updated: Jan 30, 2024, 2:30 PM
b
L Alerts Alert monitars
v
- complete your coverage There are 2 suggested manitors that are either disabled or not setup ~
o
® Menitor name 3| condition | severity 3| Subscriptions | Performance Service Levels | Created by - Status =0
90% subscription capacity Capacity usage > 90% ® critical 9876543210, +5 Extreme, +5 System #® Enabled
80% subscription capacity Capacity usage > 80% ® critical 9876543210, +5 Extreme, +5 System ® Enabled
Subscription expired Subscription expiry < 0 days AN, Warning 9876543210, +5 System .
Subscription expiry in 30 days Subscription expiry < 30 days 1) Informational 9876543210, 45 - John Smith ® Enabled (D]
Edit
Duplicate
Delete
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Alerts Alert monitors

Q Complete your coverage There are 11 suggested monitors that are either disabled or not setup for following subscriptions

Subscription expiration (7) Capacity usage (3) Unused (1)
Subscription | Service levels
Data-protect extreme, Data-protect premium, Premium, Standard

qa_sub_tst4 (A-500025645)

TrackSG002 (A-500021959) Object

QA-Evergreen-Sub (A-500023735) Premium, Premium-tiering

SLIE T AL AFESHR| b= 2LIE 7} = 52 +Foe{H LS HAIS HEAM K.
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Keystone
Administration (3 Last updated: Sep 24, 2025, 7:07 PM GMT+530
Overview
Requests \ nager p
Subscriptions
Assets Requests status summary
Monitoring 0 0 0
In progress Completed Cancelled
I Administration Tew
Requests (51) a $
Request number | Customer 4 | subscription number s Status - Type 2| Submission date s
Company vt Lt s876543210 p— Moditcatior Jjanuary 1, 2026 -~
1o co 0876543210 B nprogis Modification Jarary 1, 2026 v
179 Company Pyt Lid 5876543210 Completed Modification August 30, 2024 ~
Request summary
Servics levels ] Conmitied capacity 2l Type s
Extreme (V1_physical) Edited 06-HB — Unified
Extreme (V2_logical) Added 200 TiB Object

Status

In progress

Requested subscription

MR et dixl T

HHE X

Request detail

Subscription: 9876543210

Request type

Modification

@ There are 2 modifications in this request

Service level

Extreme (V1_physical)

Value (V2_logical)

Extreme (V2_logical)

| Committed capacity

Edited 100-FiB — 250TiB
100 TiB
Added 200 TiB

Storage type 5 |

Unified

Unified

Object

Tracking ID: Company-HQ

Submission date

May 1, 2025

() submitted

January 10, 2024

o Technical solutions review >
Current step

@ Sales order creation

@ Customer sign-off

@ Fulfillment
@ Complete

Customer name: Company Pvt Ltd

2 4 UBLC

( Lastupdated: May 5, 2025, 2:30 PM

Cancel request

Technical solutions review

Hardware analysis and BOM creation

Step status X Inprogress

Last updated May 5, 2025, 2:30 PM

Notes ©
. May 04, 2025, 7:01 AM
New hardware is required

®  May 03,2025, 6:51 PM

Current hardware is on latest ONTAP version
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Keystone Subscriptions

Subscriptions Current Consumption Consumption Trend Volumes & Objects Assets Performance

Volume Summary Volume Details Objects
Substriptic Start Date (UTC) End Date (UTC) Billing Period
V3_AIl(A-500027643) T May27,2025 May 27, 2026 Month
Service Level = Volumes @ = Protected = ARP @ = Committed @ = Consumed @ = Avallable @

Block-Extreme 2203 48 a 1TiB 112TiB oTiB

Block-Premium 1758 336 1 1TiB 033TiB 067 TiB
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Keystone Subscriptions

Subscriptions Current Consumption Consumption Trend Volumes & Objects Assets Performance

Volume Summary Volume Details Objects

Subscription Hide/Show Calumn

v3_All (A-S00027643) - [ CopyNodeSerials  Volurme Name, Clus... ~

I Tlter
Volume Name = Volume Type @ = Volume Style = Is Clone @ = Is Destination @ = Is Protected @ = ARP @ =
DSTG_vol_1 Read-Write flexvol false false false false
DSTG_vol_2 Read-Write flesavol false false false false
DSTG_vol_3 Read-Write flesavol false false false false
DSTG_vol_4 Read-Write flesavol false false false false
DSTG_vol_5 Read-Write flexvol false false false false

QHHME
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1. Digital Advisor 1% Ef4H XHoj| A *Ht > Keystone 715 > 7HK[*E 0| SELICE
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Keystone Subscriptions |EEEE

Subscriptions Current Consumption Consumption Trend Volumes & Objects Assets Performance

Volume Summary Volume Details Objects

Subscriptior Start Date (UTC) End Date (UTC) Billing Period
TrackSG002 (A-500021959) " November 15, 2022 November 15, 2024 Month

Node Name = Physical Used =
sgsn02 1.74TiB
sgsn01 1.8TiB
sgsn03 1.51TiB
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Request fo reallocate™
(up to 25% of min i i
monthly payment) $5K Reallocation activated Request to reallocate
from on-prem to cloud at the beginning of $5K from on-prem
next billing period to cloud Reallocation activated
at the beginning of
next billing period
90 days Reallocation Lock period

90 days Reallocation Lock period Last 90 days - no contract changes allowed

$30K $30K

$25K $25K $25K $25K
$20K $20K $20K $20K $20K $20K

M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12

$0K $0K
$5K $5K
$10K $10K
$15K $15K $15K $15K $15K $15K

Cloud services can grow
independent of
reallocation lock period
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Request fo reallocate™

(up to 25% of min i i
monthly payment) $5K Reallocation activated Request to reallocate
from on-prem to cloud at the beginning of $5K from on-prem
next billing period to cloud Reallocation activated
\ at the beginning of
next billing period
90 days Reallocation Lock period \
90 days Reallocation Lock period Last 90 days - no contract changes allowed
$30K $30K
$25K $25K $25K $25K
$20K $20K $20K $20K $20K $20K
M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12
$0K $0K

$5K $5K
$10K $10K
$15K $15K $15K $15K $15K $15K

Cloud services can grow
independent of
reallocation lock period
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https://docs.netapp.com/us-en/data-infrastructure-insights/
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https://www.netapp.com/services/
https://www.netapp.com/services/
https://www.netapp.com/services/
https://www.netapp.com/services/
https://www.netapp.com/services/
https://docs.netapp.com/us-en/data-infrastructure-insights/task_getting_started_with_cloud_insights.html
https://docs.netapp.com/us-en/data-infrastructure-insights/task_getting_started_with_cloud_insights.html
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https://docs.netapp.com/us-en/data-infrastructure-insights/concept_subscribing_to_cloud_insights.html#trial-edition
https://docs.netapp.com/us-en/data-infrastructure-insights/concept_subscribing_to_cloud_insights.html#trial-edition
https://docs.netapp.com/us-en/data-infrastructure-insights/concept_subscribing_to_cloud_insights.html#trial-edition
https://docs.netapp.com/us-en/data-infrastructure-insights/concept_subscribing_to_cloud_insights.html#trial-edition
https://docs.netapp.com/us-en/data-infrastructure-insights/concept_subscribing_to_cloud_insights.html#trial-edition
https://docs.netapp.com/us-en/data-infrastructure-insights/concept_feature_tutorials.html
https://docs.netapp.com/us-en/data-infrastructure-insights/concept_feature_tutorials.html
https://docs.netapp.com/us-en/data-infrastructure-insights/concept_feature_tutorials.html
https://docs.netapp.com/us-en/data-infrastructure-insights/concept_feature_tutorials.html
https://docs.netapp.com/us-en/data-infrastructure-insights/concept_feature_tutorials.html
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https://docs.netapp.com/us-en/data-infrastructure-insights/task_configure_data_collectors.html
https://docs.netapp.com/us-en/data-infrastructure-insights/task_configure_data_collectors.html
https://docs.netapp.com/us-en/data-infrastructure-insights/task_configure_data_collectors.html
https://docs.netapp.com/us-en/data-infrastructure-insights/task_configure_data_collectors.html
https://docs.netapp.com/us-en/data-infrastructure-insights/task_configure_data_collectors.html
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Keystone Subscriptions

< Subscriptions Current Consumption Consumption Trend

Subsariptior Start Date (UTC)
XXX1234567 August 26, 2024

A Warning: 34 volumes do not comply with this subscription's QoS policies.

Current Consumption per Service Level

Volumes & Objects

Assets

End Date (UTC)
August 26, 2025

No Consumption

Subscription Timeline

Billing Period
Annual

Performant »

Normal @ High>80% @ Burst 100%-120% @ Above Burst Limit > 120%

Service Level = Committed @ = Consumed @ = Current Burst @ = Available @ = Available With Bur
Extreme 1TiB ® 4471TiB ® 43.71TiB 0TiB 0TiB ~
Performance 1TiB 0TiB 0TiB 1TiB 1.2TiB
Premium 1TiB ® 4TiB ® 3TiB 0TiB 0TiB
DIl Extreme 1TiB ® 4471TiB ® 43.71TiB 0TiB 0TiB
DIl Performance 1TiB 0TiB 0TiB 1TiB 1.2TiB
DIl Premium 1TiB ® 4TiB ® 3TiB 0TiB 0TiB
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Tutorial 0% Complete

. - Te t N
1 NetApp Data Infrastructure Insights () GettingStarted + Q  Netapppessanchox 3F @

Documentation

il Hel| Support
o0l  Observability > p / Supp Live Chat
o Support
&) Kubernetes > D ment:
Support ocument: Share Your Feedback
. When opening a support ticket please include the URL of the client tenant. Documentation Ce  what's New
(' Workload Security 4 . Visit the Data Infras o find any step by
Technical Support: step instructionsto  Data Collector Support Matrix ‘ucture Insights.
Live Chat | Open a Support Ticket | Phone(P1)
E ONTAP Essentials » Sales: Knowledge Base: ~ Terms of Service
ales: . ) o Search through the . . ase to find helpful
Have questions regarding your subscription? Contact Sales. articles. Workload Security - Getting Started
4} Admin v
What's New:
See What's New with Data Infrastructure Insights to find recent product updates
API Access Support Entitlement and changes.
Data Infrastructure Insights Serial Number: APl Access:
Audit To integrate Data Infrastructure Insights with other applications see the Data
Infrastructure Insights API List and documentation.
Data Infrastructure Insights Subscription Name:
Notifications
Support Level: R
Not registered - Register Now Proxy Settings
Subscription
Allow NetApp access to your Data Infrastructure Insights Environment. @ Need to setup proxy exceptions? Click here to learn more.
User Management
Feedback Learning Center
We value your input. Your feedback helps us improve Data Infrastructure Data Infrastructure Insights Course List:
Insights.  Hybrid Cloud Resource Management
¢ Data Infrastructure Insights Fundamentals
4 Minimize ¢ Cloud Resource Management

e Storage Workload Security
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Tutorial 0% Complete

. . Tenant Name
P NetApp Datalnfrastructure Insights () GettingStarted ~ _ Q' Netapp PCs Sandbox

o1l Observability > Admin / User Management
Kubernet , S50 Auto Provisioning: Enabled {0}
ubernetes
Users (55) [ ] Show SSO Auto Provisioning Users Restrict Domains = Filter...
@ Wworkload Security »
Name | Email Observability Role Workload Security Role Reporting Role Last Login
j— Administrator Administrator Administrator 8days ago
== ONTAP Essentials >
Administrator Administrator No Access 3hours ago
& Admin v Administrator Administrator Administrator 21 hours ago
Administrator Administrator Administrator 21 hours ago
API Access
Administrator Administrator Administrator adayago
Audit Administrator Administrator Administrator 4 days ago
Administrator Administrator Administrator 4 minutes ago
Notifications
Administrator Administrator Guest 10 days ago
Subscription
Administrator Administrator Guest 3daysago
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Account Intelligence @z
Fusion 2 Welcome to Active IQ API Services!
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This portal is for developers that would like to obtain data from Active —_—
PE and TCO Calculator @z 1Q, and related NetApp tools, for use in their own company workflow.
Please note that these features are offered as self-service and require y
v GENERAL programming expertise to use successfully. :
1
Watchlists You can choose to get more information in the User Guide, browse the :
API Catalog, or register to be able to obtain tokens. Once you obtain 1
Reports 4

tokens, you can use them to try out the APIs in the Catalog or use them —_—
to make API data requests from your code. ¢
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Generate Tokens

The Access Token can be used to "Try it Out” in the Catalog or to make programmatic API calls. It is good for one hour.
The refresh token is used to programmatically obtain a new set of tokens and is good for one week or until it has been used to obtain a new set of tokens.
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*
*

g A

=S https://api.activeiqg.netapp.com/vl/tokens/
accessToken
*Ha|2* * 22} application/json
* Content-Type: application/json

Y EE {"refresh_token":"<refresh-token>"}

@ O] ZH0]| HM|ASH2{™ Digital Advisor2 22| PrivilegesZt A 0{0F BFL|C}.

* SE:

APl= dMA EZ0 ME TH EZS JSON HAOE SHOE dhetgtL|Ct,

{
"refresh token": "string",
"access_ token": "string"

}

* HEi Z= *: 200 - 2F0| dSYELICE

© Zolof*

curl -X 'POST' \ 'https://api.activeiq.netapp.com/vl/tokens/accessToken' \
-H 'accept: application/json' \ -H 'Content-Type: application/json' \ -d '
{ "refresh token": "<refresh-token>" }'

HMA EZ0| MBHOZ MME|H st HE| CHsl 215l Digital Advisor APl SE2 Adleh &~ QI&L|CH

Digital Advisor REST APIZE AI235{ & = Keystone 112K
=ZE52 7N 2AM K.

Ol API= ALE RISl (S BE 17 D 222 ZAYEL|CH

| iy B = |
e QK. *
* HpE 7t 27|
B https://api.activeig.netapp.com/vl/keystone/customers
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UEEN * %2} application/json

* authorizationToken: <access_key> £ XX 8HAA| QR

0[0
L
';

APl= 024 0|§ 3! SliY ID =50| ZetEl JSON 7HH| 2 SEELICH CH22 SEel oLt

{

"results": {

"returned records": O,
"records": [

{

"Customers": |

{

"customer id": "string",
"customer name": "string"
}

]

}

I

"request id": "string",
"response time": "string"

}
}

o MEf| FE *: 200 - 2H0| MdZMSLIC}

o

* Zol o *:

curl -X 'GET' \ 'https://api.activeiqg.netapp.com/vl/keystone/customers'
-H 'accept: application/json' -H 'authorizationToken: <access-key>'

Digital Advisor REST APIS Al23}0] Keystone 17 1=
MHE 7FXZLCt,

0| API= FOZI customerID2t HEtEl RE 5 8l M1t MH|A &= SEZ ZMTtL|CL

. Rxc;l *
* b 7tM 27|
=S https://api.activeiqg.netapp.com/vl/keystone/customer/

subscriptions-info
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* O 7Ed 2 * "customer"E U TIL|CE

* ID: <customer-id>2lL|Ct

UEEN * 22} application/json

* authorizationToken: <access_key> £ & XA

Ch. *
=]

0l

API= X nZHof st 2E 7= 3 23 41t MH|A #F MR HE S50| ZeEl JSON 442 SEELICH
Ch22 SEel oYLt

[
{

"results": {

"returned records": O,

"records": [

{

"subscription": {

"account name": "string",

"number": "string",

"start date": "2024-05-28T15:47:49.25472",
"end date": "2024-05-28T15:47:49.2552"

by

"service levels": |

{

"name": "string",
"committed tib": 0

}

]

}

I

"request id": "string",
"response time": "string"
}

}
]

* MEf 3E *: 200 - 20| HIHLICH

+ 2ol of
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curl -X 'GET' \
'https://api.activeig.netapp.com/vl/keystone/customer/subscriptions-

info?type=customer&id=<customerID>' \ -H 'accept: application/json' \ -H

'authorizationToken: <access-key>'

12
2
00

=

Digital Advisor REST APIE AI23510{ Keystone 11
NE BEE 71 2M K.

O] API= X|HE CustomerlDet AZEl 2= F=0] Cieh 3z 28| EE HMEfL|Ct

° Rxél *
* b tH 27
B2 https://api.activeig.netapp.com/vl/keystone/customer/
consumption-details
* D7 * "customer"E UHBLICE
* ID: <customer-id>QL|Ct
UEEN * %2} application/json

* authorizationToken: <access_key> £ & XA

ZotEl JSON A2
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{

"result": {

"returned records": "string",
"records": [

{

"subscription": {

"account name": "string",
"number": "string",

"start date": "string",

"end date": "string"

by

"service levels": [

{

"name": "string",

"committed tib": "string",
"consumed tib": "string",

"consumed timestamp utc": "string",
"burst tib": "string",

"accrued burst tib": "string"

}

]

}

I

"request id": "string",
"response time": "string"

}
}

+ AE} B % 200 - 20| ¥BWLLICH

* Aol of *:

curl -X 'GET' \
'https://api.activeig.netapp.com/vl/keystone/customer/consumption—
details?type=customer&id=<customerID>' \ -H 'accept: application/json' \
-H 'authorizationToken: <access-key>'

O240q| CHet 7[ZHE AH| M2 HE =0l
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historical-consumption-details
* "customer"E H LI}

=
ID: <customer-id>QIL|C}

From_date_UTC: <A|%f ZUHRFC3339 &Al)>
To_date_UTC: <end date (RFC3339 & 4l)>

* 22} application/json

authorizationToken: <access_key> &
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{

"results": {

"returned records": O,

"records": [

{

"subscription": {

"account name": "string",

"number": "string",

"start date": "2023-08-24T14:15:222",
"end date": "2023-08-24T14:15:222"

by

"service levels": |

{

"name": "string",
"historical consumption": [
{

"committed tib": O,

"consumed tib": O,
"timestamp utc": "2023-08-24T14:15:2272",
"burst tib": O,

"accrued burst tib": 0,

"is invoiced": true

}

]

}

]

}

1,

"request parameters": {
"from date utc": "2023-08-24",
"to date utc": "2023-08-24",
"customer id": "string"

by

"request id": "string",
"response time": "string",
"customer": {

"name": "string",

"id": "string"

}
}
}

* AEj TE *: 200 - R7F0| d3USLIC

* Zoloff *:
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curl -X 'GET' \ 'https://api.activeig-
stg.netapp.com/vl/keystone/customer/historical-consumption-details?
type=customer&id=<customerID>&from date utc=2023-08-24T14%3A15%3A222&t
_date utc=2023-08-24T14%3A15%3A22Z"' \ -H 'accept: application/json' \ -H
'authorizationToken: <access-key>'
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