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https://docs.netapp.com/us-en/astra-control-service/index.html
https://docs.netapp.com/us-en/astra-control-service/index.html
https://docs.netapp.com/us-en/astra-control-service/index.html
https://docs.netapp.com/us-en/astra-control-service/index.html
https://docs.netapp.com/us-en/astra-control-service/index.html
https://netapp.io/persistent-storage-provisioner-for-kubernetes/
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://bluexp.netapp.com/netapp-cloud-data-sense
https://bluexp.netapp.com/netapp-cloud-data-sense
https://bluexp.netapp.com/netapp-cloud-data-sense
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* Kubectl(7|Z Kubernetes 22{AE0f| HMASIEE LM E)
o dX| % e XHE HE = JUSFLICH o7,
* Kubernetes& NetApp DataOps 3!
o dX| X|HS HE £+ JFLICHO7|" .
AlLt2|2 1 — JupyterLabO| M| FE2H x2
1. AIML =2 3 2EE 9I3t Kubernetes U AT 0|AE BHEL|CY

$ kubectl create namespace inference
namespace/inference created

2. NetApp DataOps Toolkit2 AFESI0] FE22 a8 HIO|EHE MEE 7 2ES T=H| X JRLICH


https://kubernetes.io/docs/tasks/tools/
https://kubernetes.io/docs/tasks/tools/
https://kubernetes.io/docs/tasks/tools/
https://github.com/NetApp/netapp-dataops-toolkit/tree/main/netapp_dataops_k8s
https://github.com/NetApp/netapp-dataops-toolkit/tree/main/netapp_dataops_k8s
https://github.com/NetApp/netapp-dataops-toolkit/tree/main/netapp_dataops_k8s

$ netapp dataops k8s cli.py create volume --namespace=inference --pvc

-name=inference-data --size=50Gi

Creating PersistentVolumeClaim (PVC) 'inference-data' in namespace
'inference'

PersistentVolumeClaim (PVC) 'inference-data' created. Waiting for

Kubernetes to bind volume to PVC.
Volume successfully created and bound to PersistentVolumeClaim (PVC)

'inference-data' in namespace 'inference'

3. NetApp DataOps Toolkit2 AM2St] MZ& JupyterLab ¢ S7t2 THSLICH O™ SHAIOAM MM E 7
EES 03 Ar%rm OF2ERILICH —--mount- pvc &M. HR0| 2t NVIDIA GPUE Y S7tof|
arebstei™ Ef S MEBA|R. -- nvidia-gpu M.

CtE ool M= G+ 28 inference-data JupyterLab @] 37t ZAH|0|LH0]| OFR E ElL|CH
/home/jovyan/data . 22! Project Jupyter ZIE{|0|L{ O|O|X|E AtE3t
2 QIE{H|O|A LHL| | &2 E|E“EE|§ HA[EILICL,

$ netapp dataops k8s cli.py create jupyterlab --namespace=inference
--workspace-name=live-inference --size=50Gi --nvidia-gpu=2 --mount
-pvc=inference-data:/home/jovyan/data

Set workspace password (this password will be required in order to
access the workspace) :

Re-enter password:

Creating persistent volume for workspace...

Creating PersistentVolumeClaim (PVC) 'ntap-dsutil-jupyterlab-live-
inference' in namespace 'inference'

PersistentVolumeClaim (PVC) 'ntap-dsutil-jupyterlab-live-inference'
created. Waiting for Kubernetes to bind volume to PVC.

Volume successfully created and bound to PersistentVolumeClaim (PVC)
'ntap-dsutil-jupyterlab-live-inference' in namespace 'inference'
Creating Service 'ntap-dsutil-jupyterlab-live-inference' in namespace
'inference'

Service successfully created.

Attaching Additional PVC: 'inference-data' at mount path:

' /home/jovyan/data'

= 8% /home/jovyan JupyterLab

Creating Deployment 'ntap-dsutil-jupyterlab-live-inference' in namespace

'inference'
Deployment 'ntap-dsutil-jupyterlab-live-inference' created.

Waiting for Deployment 'ntap-dsutil-jupyterlab-live-inference' to reach

Ready state.

Deployment successfully created.

Workspace successfully created.

To access workspace, navigate to http://192.168.0.152:32721

4. =30f| XIHE URLZ AE5t0 JupyterLab X S7H0]| HM|ABLICE create jupyterlab EEH. HO|H
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— Jupyterlab p ¢ +

& > C A Notsecure | 192.168.0.152:32721/lab/tree/data

: File Edit View Run Kernel Tabs Settings Help

e Upload Files
| | Filter files by name : Q
o i / datz /
... Name - Last Modified

6. X|AQ| ClAER|2 S0l7HAM M2 T EES BHEL|CH

—

" Untitled.ipynb - JupyterLab X 4+

& = C A Notsecure | 192.168.0.152:32721/lab/tree/Inferencing.ipynb

: File Edit View Run ernel Tabs Settings Help
b e ot c A inferencing.ipynb
B + X O » m ¢ » Code v
Filter files by name Q

0 . | o

o Name a Last Modified

T m dats 32 minutes ago

* « M) Inferencing.ipynb 11 minutes ago

7. TESO0| X8 ZEE FIteLICh O ofld|= O|0|X| ZX| AFE Atzi|ofl it 8 Z=E 2o FL|C.

—_
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4 Launcher = = image-demo-pytorchipymb x

B + X 0 0 » 8 & » Cods

STEP 3-1: Clean (Without obfuscation) detection

& get current firose

frame = input_image

preprocessed_Input = preprocess_Input{frase)
preprocessed_input = torch.Tenzor(preprocessed_input).tofdevice)

W forward gass
clean_setivation = cleon_sodel.forward_head{preprocessed input] & runs the firze few Loyer
lot, pred = cledn sodel.forward_tall(clean_activation) & runs rest of the layers

F postprocess output
clean pred = {log.detach{}.cpul)inumpy(), pred.detach).cpul ) inumpy())
clean_putputs = postprocess_outputs(

clesn pred, [[input image wldeh, input_image helghtl], priors, THRESHOLD

= drow rectongles
clean_frome = copy.deepcopy{frame) & reeds to be deep copy
for [xl, yl, x2, ¥2, 2} in clean_cutpoetsf0]:

x1; ¥i = Int{xi), int{yl)

®d, y1 = int(x2), int{yl}

cvi.rectanglefclean_frame, (x1, ¥1), (=2, y2), (&, @, 155), 4)

B Launcher X (W image-demo-pytorchipynb X
B + ¥ 00 » m & » L

Visualize Clean (Without obfuscation) detection

show_cvi_lmage(clean_frame, scale=2

LSS

ZE T =0 Protopia tH=%HE F75HM|R. Protopiacs 1241t |7
E2 Il E1XM9| HeE HO{HLICt. CFS XM M= Protopia s
FE JEE HOEL|CH

Pyihen 3 (ipykermel) O B

S A8 AlHE EME MBI, Ol=

St =7 O|O|X| ZX| AE Ataflofl et
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& Launcher x A image-demo-pytorchipynb X

B + X U 0O » # ¢ » Cote - Python 3 (lpykamel) O &

STEP 3-2: Protopia Al (With obfuscation) detection

frame = ingiut_imsge
£ preprocess imput
preprocessed i preprocess_lnput{frase
preprocessed_input torch.Tensor {prepracessed_input).to{device
= noisy model. = 4 few Loyer
n
¥
1 f the
s pred.detach).cpul) nuspy(}}
_outputs t
nolsy_pred, , ingut_image height]], priors, THRESHOLD * @.%
sctivetion)
nadzy reco eh () vepu )« cmpy () [ 0]
= UMPreprocess o
fon, (input_lsage width, input_lmsge height), True
} in noisy_cutpots[@]:
yoreconstruction, {x1, y1), {x2, y2), (@, @, 258), 4)
Ty— W e gemo TR ¥ |
B « X0 0 = = & Code - Py ) (igryhmma ']
Yisualize Pratopda Al (With ehfuscation) detectian i
b ¥ A (iy_re Li 1 ils

ALI2|2 2 — KubernetesOf|A{2] &2t £=

1. AIIML =2 A Z2EE 2|8t Kubernetes QY AH|O|AS SHEL|LC}
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$ kubectl create namespace inference

namespace/inference created
2. NetApp DataOps Toolkit2 At FE2 a8 HIO|HE MAY 7 2ES T=H| X JRLICH

$ netapp dataops k8s cli.py create volume --namespace=inference --pvc

-name=inference-data --size=50Gi

Creating PersistentVolumeClaim (PVC) 'inference-data' in namespace
'inference'

PersistentVolumeClaim (PVC) 'inference-data' created. Waiting for

Kubernetes to bind volume to PVC.
Volume successfully created and bound to PersistentVolumeClaim (PVC)

'inference-data' in namespace 'inference'

3. ZEZ YUY HOIHZE M 7 252 MSLICh

PVCOl| HIO|HE EE5t= W= o2 7HX[7F /ELICE |O|E{7F $1Xl NetApp StorageGRID SE= Amazon
S3%t Z2 S3 =& I AEZ|X| SSE0 NMEEO Y= B LSS A8E = USLICE "NetApp DataOps
Toolkit S3 Data Mover 7|s" . & CF2 ZHEHs BHH2 JupyterLab = S7HS BHE CHS "3~5THA" MMoj|
HHE CHZ JupyterLab & QAUE{H|O|AE Sol IHUS YEESH= WRJLICEAILIZ[2 1 — JupyterLab0i| A2

=
F2H £2

4. U %2 SYUS 91Dt Kubemetes SIS BISLICL T2 ool Al 0l0I%] 2X| AL Afefol thet ozt %2
xtol2 HOIELICH 0] XS o|n|X| A|E o| 7} o|n|X|of Cigt 222 +%stn X2 Hetx £ S22 stdoutol
T


https://github.com/NetApp/netapp-dataops-toolkit/blob/main/netapp_dataops_k8s/docs/data_movement.md
https://github.com/NetApp/netapp-dataops-toolkit/blob/main/netapp_dataops_k8s/docs/data_movement.md
https://github.com/NetApp/netapp-dataops-toolkit/blob/main/netapp_dataops_k8s/docs/data_movement.md
https://github.com/NetApp/netapp-dataops-toolkit/blob/main/netapp_dataops_k8s/docs/data_movement.md
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$ vi inference-job-raw.yaml
apiVersion: batch/vl
kind: Job
metadata:
name: netapp-inference-raw
namespace: inference
spec:
backoffLimit: 5
template:
spec:
volumes:
- name: data
persistentVolumeClaim:
claimName: inference-data
— name: dshm
emptyDir:
medium: Memory
containers:
- name: inference
image: netapp-protopia-inference:latest
imagePullPolicy: IfNotPresent

command: ["python3", "run-accuracy-measurement.py",

"/data/netapp-face-detection/FDDB"]
resources:
limits:
nvidia.com/gpu: 2
volumeMounts:
- mountPath: /data
name: data
- mountPath: /dev/shm
name: dshm
restartPolicy: Never
$ kubectl create -f inference-job-raw.yaml
job.batch/netapp-inference-raw created

= Aol 8

OH

HOZ 2t kU =X &QISHN| .

"--dataset",



$ kubectl -n inference logs netapp-inference-raw-255sp

1005 | so/8° [00:52<00:00, 1.68it/s]

Reading Predictions : 100% ||| | QBB 10/10 [00:01<00:00, 6.23it/s]

predicting ... : 100% || 10/10 (00:16<00:00, 1.64s/it]

==================== Results ====================
FDDB-fold-1 Val AP: 0.9491256561145955
FDDB-fold-2 Val AP: 0.9205024466101926
FDDB-fold-3 VvVal AP: 0.9253013871078468
FDDB-fold-4 Vval AP: 0.9399781485863011
FDDB-fold-5 Val AP: 0.9504280149478732
FDDB-fold-6 Val AP: 0.9416473519339292
FDDB-fold-7 Val AP: 0.9241631566241117
FDDB-fold-8 Val AP: 0.9072663297546659
FDDB-fold-9 Val AP: 0.9339648715035469

FDDB-fold-10 Val AP: 0.9447707905560152
FDDB Dataset Average AP: 0.9337148153739079

mAP: 0.9337148153739079

6. =2 Z0f| Protopia tHS3HE £7IS6HMIR. Protopia HS3HS Protopial®ll Al 21X 22715H= 2HHo]| Lot At

Al XE2 &2 = AR, 0= 0] 7|z B M9 HelE Ho{EL Ct CHS ool M= ALPHA 2t 0.82
AFE3}0] Protopia tH=%tE F7tet 2= ZX| ALE Ao Ciet & =2 XS EQFELICE 0] Y2 0|0
MEQ| 2t o|O|X|oj et =2S +=Adt7| T Ol Protopia H=2tE HE¢t Efo *E et £ =S stdouto]|
7| EgfLCt.

22|= ALPHA 2} 0.05, 0.1, 0.2, 0.4, 0.6, 0.8, 0.9, 0.950]| CHsH O] £tA|E Ht=2MELICH. Zot= CHSOIM & £

UALICH %2 Hete b
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ai-conf-protopia-accuracy.html
ai-conf-protopia-accuracy.html
ai-conf-protopia-accuracy.html
ai-conf-protopia-accuracy.html
ai-conf-protopia-accuracy.html
ai-conf-protopia-accuracy.html
ai-conf-protopia-accuracy.html
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$ vi inference-job-protopia-0.8.yaml
apiVersion: batch/vl
kind: Job
metadata:
name: netapp-inference-protopia-0.8

namespace: inference

spec:
backoffLimit: 5
template:
spec:
volumes:
- name: data
persistentVolumeClaim:
claimName: inference-data
— name: dshm
emptyDir:
medium: Memory
containers:
- name: inference
image: netapp-protopia-inference:latest
imagePullPolicy: IfNotPresent
env:
- name: ALPHA
value: "0.8"
command: ["python3", "run-accuracy-measurement.py",
"/data/netapp-face-detection/FDDB", "--alpha", "$(ALPHA)",
resources:
limits:

nvidia.com/gpu: 2
volumeMounts:
- mountPath: /data
name: data
- mountPath: /dev/shm
name: dshm
restartPolicy: Never
$ kubectl create -f inference-job-protopia-0.8.yaml
job.batch/netapp-inference-protopia-0.8 created

OH

HOZ 2t kU =X &QISHN| L.

= Aol 8

"--dataset",

'—-—noisy"]



$ kubectl -n inference logs netapp-inference-protopia-0.8-b4ddkz

1005 | so/8° [01:05<00:00, 1.37it/s]

Reading Predictions : 100% ||| || BB 10/10 [00:02<00:00, 3.67it/s]

predicting ... : 100% || 10/10 (00:22<00:00, 2.24s/it]

==================== Results ====================
FDDB-fold-1 vVal AP: 0.8953066115834589
FDDB-fold-2 Val AP: 0.8819580264029936
FDDB-fold-3 VvVal AP: 0.8781107458462862
FDDB-fold-4 Vval AP: 0.9085731346308461
FDDB-fold-5 Val AP: 0.9166445508275378
FDDB-fold-6 Val AP: 0.9101178994188819
FDDB-fold-7 Val AP: 0.8383443678423771
FDDB-fold-8 Val AP: 0.8476311547659464
FDDB-fold-9 Vval AP: 0.8739624502111121

FDDB-fold-10 Val AP: 0.8905468076424851
FDDB Dataset Average AP: 0.8841195749171925

mAP: 0.8841195749171925

AILI2|2 3 — NVIDIA Triton =2 A{H

1. AIIML =2 Q3 ZEZ 9|3t Kubernetes W|QUAH0|AZ BtEL|CY,

$ kubectl create namespace inference

namespace/inference created

fjo

2. NetApp DataOps ToolkitS AF2350{ NVIDIA Triton Inference Server?| 22 MEAZ A2 AR =28
D2 H|X 'Lt

$ netapp dataops k8s cli.py create volume --namespace=inference --pvc

—-name=triton-model-repo --size=100Gi

Creating PersistentVolumeClaim (PVC) 'triton-model-repo' in namespace
'"inference'

PersistentVolumeClaim (PVC) 'triton-model-repo' created. Waiting for

Kubernetes to bind volume to PVC.
Volume successfully created and bound to PersistentVolumeClaim (PVC)

'triton-model-repo' in namespace 'inference'
3. M &+ 280 S MERLICE "M X" NVIDIA Triton =2 MM QA ELICH
PVCO|| GIO|E{E 2ESH= Wol= o2 7HX[7t AELICE 2o 2 JupyterLab Y 2 HECE

I.
"3~5EHA|"0l| AHE CHE JupyterLab # QUE{H|O[AE SOl Tt S = ESH= AYLICEH Al'—fal 1-
JupyterLabOllAM2| =2 FE . "


https://github.com/triton-inference-server/server/blob/main/docs/user_guide/model_repository.md
https://github.com/triton-inference-server/server/blob/main/docs/user_guide/model_repository.md
https://github.com/triton-inference-server/server/blob/main/docs/user_guide/model_repository.md

4. NetApp DataOps Toolkit2 AH25t0 22 NVIDIA Triton Inference Server QIAEIA S HYEBIL|CE,

$ netapp dataops k8s cli.py create triton-server --namespace=inference
--server-name=netapp-inference --model-repo-pvc-name=triton-model-repo
Creating Service 'ntap-dsutil-triton-netapp-inference' in namespace
'"inference'

Service successfully created.

Creating Deployment 'ntap-dsutil-triton-netapp-inference' in namespace
'"inference'

Deployment 'ntap-dsutil-triton-netapp-inference' created.

Waiting for Deployment 'ntap-dsutil-triton-netapp-inference' to reach
Ready state.

Deployment successfully created.

Server successfully created.

Server endpoints:

http: 192.168.0.152: 31208

grpc: 192.168.0.152: 32736

metrics: 192.168.0.152: 30009/metrics

5. Triton S2}0|E SDKE AHE5I0 F2 S +HYLICE LIS Python ZE 3| 222 Triton Python
20| E SDKE M85 = K| AHE At|of| CHet —75—% AS SABLICE O] oX|o| A = Triton APIE
SESHT 22 2lolf 0|0|X|E METLICH J2{H Triton £2 MHE QS f4st0, IS SEStD, API

2ol Yg2 X2 5242 drergLc,

# get current frame
frame = input image

# preprocess input

preprocessed input preprocess_input (frame)

preprocessed input torch.Tensor (preprocessed input) .to (device)
# run forward pass
clean activation = clean model head(preprocessed input) # runs the

first few layers

igdsddssdssasdasddidaaasaasdssadiaaddsasdssdsdasadsaasiaasdaaddtaannaddti

SRS L L e EEE
# pass clean image to Triton Inference Server API for
inferencing #

FHAH A A A R R R R R R R R

SRR LR L LR

triton client =

httpclient.InferenceServerClient (url="192.168.0.152:31208",
verbose=False)

model name = "face detection base"

inputs = []

outputs = []

inputs.append (httpclient.InferInput ("INPUT O", [1, 128, 32, 32],

20



"FP32"))
inputs[0] .set data from numpy(clean activation.detach () .cpu() .numpy (),
binary data=False)
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 0",
binary data=False))
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 1",
binary data=False))
results = triton client.infer (

model name,

inputs,

outputs=outputs,

#query params=query params,

headers=None,

request compression algorithm=None,

response compression algorithm=None)
#print(results.get_response())
statistics =
triton client.get inference statistics (model name=model name,
headers=None)
print (statistics)
if len(statistics["model stats"]) != 1:

print ("FAILED: Inference Statistics")

sys.exit (1)

loc numpy = results.as numpy ("OUTPUT 0QO")
pred numpy = results.as numpy ("OUTPUT 1")
FHAFH A AR S
FHAH A S
# postprocess output
clean pred = (loc numpy, pred numpy)
clean outputs = postprocess outputs (
clean pred, [[input image width, input image height]], priors,
THRESHOLD
)
# draw rectangles
clean frame = copy.deepcopy(frame) # needs to be deep copy
for (x1, yl, x2, y2, s) in clean outputs[0]:
x1, yl = int(x1l), int(yl)
X2, y2 = int(x2), int(y2)
cv2.rectangle (clean frame, (x1, yl1), (x2, y2), (0, 0, 255), 4)
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==
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Protopia 'F=%}= O|0|X|7t Triton APIZ HEE[7| Hof| HEEtts Holl RolStMR. WetA HEete|X]| g2
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# get current frame
frame = input image
# preprocess input

preprocessed input preprocess_input (frame)

preprocessed input torch.Tensor (preprocessed input) .to (device)

# run forward pass

not noisy activation = noisy model head(preprocessed input) # runs the
first few layers

igdadssasssaaisaddiadsdaaadsaadisasdaaadiadsaaadsaas iR RanRnddi

# obfuscate image locally prior to inferencing #
# SINGLE ADITIONAL LINE FOR PRIVATE INFERENCE #
FHAFH A H AR H AR F AR H SRR AR A
noisy activation = noisy model noise (not noisy activation)

FHAHH A A 4
FHAFH A H A AR AR F A AR AR
iEEa AL A AL EEEE
# pass obfuscated image to Triton Inference Server API for
inferencing #
FHAFH A AR A S
FHAFH AR
triton client =
httpclient.InferenceServerClient (url="192.168.0.152:31208",
verbose=False)
model name = "face detection noisy"
inputs = []
outputs = []
inputs.append (httpclient.InferInput ("INPUT O", [1, 128, 32, 32],
"FP32M))
inputs[0] .set data from numpy(noisy activation.detach () .cpu() .numpy (),
binary data=False)
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 0",
binary data=False))
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 1",
binary data=False))
results = triton client.infer (

model name,

inputs,

outputs=outputs,

#query params=query params,

headers=None,

request compression algorithm=None,



response compression algorithm=None)
#print (results.get response())
statistics =
triton client.get inference statistics (model name=model name,
headers=None)
print (statistics)
if len(statistics["model stats"]) != 1:
print ("FAILED: Inference Statistics")
sys.exit (1)

loc_numpy = results.as numpy ("OUTPUT 0")

pred numpy = results.as numpy ("OUTPUT 1")

FHH A A A AR R A AR A R R R
FHEHHE A

# postprocess output
noisy pred = (loc numpy, pred numpy)
noisy outputs = postprocess outputs(
noisy pred, [[input image width, input image height]], priors,
THRESHOLD * 0.5
)

# get reconstruction of the noisy activation

noisy reconstruction decoder function (noisy activation)
noisy reconstruction = noisy reconstruction.detach() .cpu() .numpy () [0]
noisy reconstruction = unpreprocess output (

noisy reconstruction, (input image width, input image height), True
) .astype (np.uint8)
# draw rectangles
for (x1, yl, x2, y2, s) in noisy outputs[0]:

x1, yl = int(x1l), int(yl)

X2, y2 = int(x2), int(y2)

cv2.rectangle (noisy reconstruction, (x1, yl1), (x2, y2), (0, 0, 255),

4)
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* NetApp ONTAP H|O|E{ 22| AZE Q0] - ONTAP HE 2t0|E22{2|
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
* ZAH|0|HE NetApp 7 AE2|X| NetApp Trident
"https://netapp.io/persistent-storage-provisioner-for-kubernetes/"
* NetApp DataOps £3!
"https://github.com/NetApp/netapp-dataops-toolkit"
* ZH|0|HE NetApp S+ AEE[X| NetApp Trident
"https://netapp.io/persistent-storage-provisioner-for-kubernetes/"
* Protopia Al—7|% =2
"https://protopia.ai/blog/protopia-ai-takes-on-the-missing-link-in-ai-privacy-confidential-inference/"
* NetApp BlueXP At & S7|3}
"https://docs.netapp.com/us-en/occm/concept_cloud_sync.html#how-cloud-sync-works"

* NVIDIA Triton =2 A{H

"https://developer.nvidia.com/nvidia-triton-inference-server"

* NVIDIA Triton £2 At MEHA

"https://docs.nvidia.com/deeplearning/triton-inference-server/index.html"

* PyTorch®| FaceBox

"https://github.com/zisianw/FaceBoxes.PyTorch"
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