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This covers application data; however, what about the actual VMs
themselves. Disaster recovery should cover all dependent components,
including virtual machines, VMDKs, application data, and more. To
accomplish this, SnapMirror along with Jetstream can be used to seamlessly
recover workloads replicated from on-premises to Cloud Volumes ONTAP while
using vSAN storage for VM VMDKs.
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Cluster Cluster-1

Resource Pool (Optional)

VM Folder (Optional)

Datastore ANFRecoDSU002
Internal Network DRSeg

External Replication Network DRSeg
Management Network DRSeg

Storage Site ANFDemoblobreporee

DR Virtual Appliance ANFRecDRVADODS
W

Bantinating | nm Starann bete st

| Continuous Failover

Tojolo] 2RE| Sot £ IP7t YAHO= AFRELICH 27 B0l 2t VM(KISHe! K43}
Zeholls e S 1P7H WRLIc 27t $ZE(8 P7h HFE|of MAIE
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% FO§ ZX|9 ToY TA| ZEE FHS %ot AHo| W2t CHEX|T £ Fof A
RES DS SASH S AS10] ZAELICE Xish HA Al CHS517] 2/s) Tof T
CHA7} M| TS| T AWEILICH XSOl Fof TA|= ARIEX| PHE £ low, FArHel

O {28 55 Zo) daoi2cold da=sE e 4 ULict, Aokt S Sl
x|2x{ol Hofl £X)7h A2 50| HBE VM| 80| FA| =7 AO|EE 0| HELICH
(RTOZ} 72| 00i| 7}77t2).

JetiStream DR ]
Protected Domains Statistics Storage Sites Appliances Configurations Task Log
Select Protected Domain: GCSDRPD_Demo01 ~  Mewall | et & Daiete Slore
p— | onne
Recoverable / Total VMs Storage Site £\, ANFDImoDIODIEPRr =3 Failover
Owmer Site REMOTE [ 172.21.253.11 X
=» Continuous Fallove
=» Test Faitover
Protecled VMs Seftings Alarms o 0
Q
VM Name & Protection Status & Protection Mode & Details
GCS-OR-DC © Recoverable Wrile-BackiVMDK) Detalls "
GCS-DR-LinVMO1 @ Recoverable Write-Back{VMDH) Retails
GCS-DR-SCA @ Recovarable Writa-Back{VIMDH) Details
GCS-DR-30L01 8 Recoverable Wirite-Back{VMDK) Datadls
GCE-DR-WinVMD1 @ Recoverable ‘Wirite-Back{VMDK) Cetails
40| X} T A N3 X|S 32 2|Sst A ol A [} C M o 2tA
SO FOi =X ZEMATF AR D, VIO T MEE DLIEHEY - |CE. AxH EHA| M 9| bk
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1. 2oe0jA 2HH| HTE S2AEH|A 7EH5H('=“=’I L= et FHol)?

=50/ it SnapMirror A4 E B2 £ Jetstream

UAFLICE.

@ Replication

3 ('EJ

Vohune lhelationships

3 volume Relatiorships

Hrakth Stedum © Sourve Volurme

4.78 s =8 0 &) 3

Replicated Cupacity Currenily Transterring Healihy

Total Tranader Time

Target Valume Milrros Skate

® I

Falted

Qc

Lt Suecessiul Trammier

) Eodragich_scas
- FiLapne-a300e 08
oy gesdrsgiti_scat
=y NLaphc-1300emu25
I:__,} peadrigliog scds

Ataphcl-a3006%35

Replication

3

Volurne Relationships

3 Volume Relationsiips

Health Status = Source Volurme

@ gesdrsgldb_scas
: niaphei-3300e9u25

) gesdrsqihld sce6
= rtaphc-a300esuss
@ grsdrsqliog scds
ol niaphci-a300e9u2s

ORKIEE

2. AVS SDDC(CHA Z)0l| A Jetstream UIO M| A ST
ol ZX| 32 TIH A2ro] HA[ELIC

XY BAIEME

e o
olA

=LICt.

S ZZMAE EO[oHA 57| /8l &l xS

Rracrsgldt_scds_togy

ANFCVODADEM BminLtes AY Senonds wlte SHapmirrnred
€ »

Bosdrsgihic scdb_copy

ANFOVODHRD M & it 56 Seconds vl snapmirrosed
L ¥

csdreghiog. seat. oo

e Ao 10 mifdites 18 idie sidndiid

ANFCVODHDED soededh

4.78 g = 0 ® 3

Replicated Capacity Currently Trarnsferring Healthy
Break Relationship

(o]
Are you sure that you want to break the relationship between "gesdrsgldb_scas” and
"gesdrsqldb_scd_copy™?

d
Cancel
d
e
Arsdrsyliog scdG copy.
10 minutes 18
!
ANFCVODRDEmO e \die snapmirrared
« »

ote = AFLHCE

II‘OH IX'

MEE

LtEHLH= CHet Mol M ZHoll =X 2t S Al=lEl th2 XIFstA L dRIZ

May 5, NR2 IREMPR
EER ] =

Irdfonmatian

HQ&L

Revirsis REsyic

Etat Schediute

et Max Transfer Rate
Update

Delete

ol O

Failed

QC

May 5. 2022, 12:08:34 PM
33.66 KIE

May 5 2022 120915 PN
65.84 KiB

May 5. 2022; 12:08:34 PN
104.34 Ki

E2[7ot0] Foll =X|E 2= L.

s
2S5l
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JebStream DR B

Protected Domains Statistics Storage Sites  Appliances  Configurations Task Log

Select P 'D_Demo01 ¥ ‘awsll | + Create mer Suore

Continuous Rehydration In Progress ‘Configurations Dotaily

-
Recoverable / Total VMs Storage Site A ANFDemoblobreporec

Onwner Site REMOTE ( 172.21.253.160 )
Data (Processed/nown Remaining) 328.01GB/6.15CB Datacenter | Cluster SODC-Dataconter | Clustsr-1
Current Step Recover VMs' data from Storage Sitel) Point.in-time Recovery Disabled v
Protected Vs Setlings Alarms o 0
Q
VM Name & Protection Status & Protection Mode & Details
GCS-DR-DC @ Recoveratie Write-Back(VMDK) etally i
GCS-OR-LinVI01 O Recoverable Write-Back(VMDK) Retalls
GCS-DR-SCA @ Rocovarable Write-Back(VMDK) Dotalis
GCS-DR-S0L01 @ Recoverable Write-Back(VMDK) Catails
GES-DR-WInVIO 1 © Recoverable \Write-Back(VMDK) Details
Complete Continuous Failover for Protected Domain
VM Network Mapping
A
Protected VM Network a Recovary VM Natwork
VM350 DREfrelchSeg - o
o 0
o

[] Pranned Failaver

HB Fatce Failover

Some VIES guest credential are required because of nehwork configurabtion: Configure

Cancel Coampleds Fallover

YA Zoll =X|= 7|2 MO E0] T 0|4 MM AT 4~ QiCtn JHFstn HoEl EHRlo] ARA2 =7
ALO[EO0II M =17 Qls=liOf BfL|CE.

Force Fallover

Force Fallover of Protected Domain requested, Administrator consent ks
required!

Complete ownership of this Protected Domain will be taken over by this
Site.

Are you sure you wani to continue?

Cancel Confirm




Complete Continuous Failover for Protected Domain

Protected VM Network & Recovery VM Network
Wh_3510 DRStretchSeg - "

o 0O

Other Settings
|:| Planned Failover
Force Failover

Some VI's guest credenlial are required because of netwark configuration Configura

Cancel | Complete Failover |

3. X4l Sl ZX|7H HREIR Kol AR
SN 50 ISCSI EE NFS HIMS 2B

-

£ 2fQI5t= MIAIXIZF LIEHELIC. ZHH0] t=2E|H S5 VMO
s

BOj K D& Hoh X N o SO HHED VM HEfls 27 iSO HFHLIC,
(D) =o8 cojolol 25 vMe olF| Fof Fx| 245 HF0IA KW HEHZ 27 AfO|E0A
AyELIch
o XA 74 U IL2LS ZF617| 9[3 JetStream DRS HIAE DE(EIAE Fof EA
(D) EL)Z 20114 DI SIY HOIED} ) HILUN HAE %3 8302 %7s)s
S BEY 4 USLICH HIAE BE0|A Fof ZX| ZA AE|H MR Hof £
T2 AL AN HR0| FHEILICE

Centinuous Rehydration Task Result

Tank Completed Suceassiully with wamings

Protected Domain

Vs Recovery Statua

Todal VIS Rocovered

Wihi{s} with warning

GC SRecoveryld Status:

O%éur.tbl Exécution Status
Runbsook Execubon Stats
Pout-scripl Exdcution Status

GCSORPDOOZ
Bucoess with wamings

2 ey

0 Hot defined

@ Success
0 Mot gefined
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- 7t Mol SR E 2ofl= AAE AEZ|X|0f chet AEE|X| Mol S AFERLICE O] 2HFE EXF7|

213l o] oflofl = SQL M E At ELCt.

. AVS SDDCO|M 23 &l SnapCenter VMO|| 21016111 DR ZEE &M s}etL|Ct.

a. H2tRXNE AE25H0] SnapCenter UI0]| QM| ASHLICE,

"hup&. ges-dr-sc46. gesde.come 146 P-a&X 0 ges-dr-scdbgesda.com

Ml NetApp .

SnapCenter®

Usemame gcmo\adr[unn.mc
.3

Password sseesessenee

b. 45 HO|X|o| M HH > IR M > xYs 272 0| SeHct,
c. T 2P AFRS MetstH R,

d. XMgg 2=sthR.

ﬂ htps g

M NetApp SnapCenter® - dminmimo SnapCenterAdmen

de-3¢ 45 geade com B145 A

10 - @0 Y snspCenter

Global Settings Folicies Usaig angd Access foles Cried engial

Global Settings

Hypanvsor Setingz @

Moufication Server Settings (B o .0
Confguration Settings @

Purge jobs Settings D)

Damain Settings

CA Certificate Setings @

Dizaster Recovery

¥ Enabile Disaster R!:-:-‘v&r\'m




e. HLIE] > XS 22/510{ DR 20| 20| A=X| 2HelstM L.

AER|X| xHsH Z70= NetApp SnapCenter 4.6 O A2 AL2sHof BtL|Ct, O] KT Q)
(D) 2% oi=alAlo|d Yzt AWK SnapMirror ALB3I0T SH)S AR 3HOF 810 A =7
AOIE0A 0| HiolS =BH0F St HS 45 =7 AoF LT,

6. SnapMirror 2tA|7} ZOF=X] 2QlsHA| 2.

3 4.78 ai & I o K 0
Valume Relationships Replicated Capacity Currently Transfesring Healthy Falled
3 volume Relationships ac

Sourcs Volums * Targat Volumda ] Total Transfer Time = Status ¥ Mirror State s Last Successiul Transfor

sdreaidl Sc4E ¢
Besdrsgldb, scds aesdrsnidb_scée_copy May 5, 2022 120834 Pl

oo
) & Minutes 41 seconds idle broken-off
. maphcl-a300eduls ARFCVODRDEMS b ' 33.66 KB
L 3
n b it erd gosdrsgihild_scéb_copy L
C:'_] b:"‘!:?"“u' ‘&:S ANFOVODRDEMD 4 minutes 56 seconds e broken-off :'l"é:flgy' TEOETS Ph
ntaphel-a300e5 69 B

prsdragliog scdb copy

@ gesdriqliog_scdé
ANFCVODRDEMG

1 5. 9027 12
¢ 10 minutes 18 e broken.off May 5. 2022, 120834 Ph
e maphei-a300eiuls

seconds 104.34 WiB

7. Cloud Volumes ONTAP 2| LUNZ 5%t E210|2 2X7} e S7& SQL AIAE vMo| HZ L C.

&% Disk Management = O X

File Action View Help
s mHEm =400

Volume ] Layout Type | File System I Status | Capacity | Free Spa... ] % Free
s Simple Basic Healthy (R... 430 MB 450 MB 100 %
- Simple Basic Healthy (E.. 99MB 93 MB 100 %
- (C:) Simple Basic NTFS Healthy (B... 89.45GB 6703GB 7%
== BACKUP (G:) Simple Basic NTFS Healthy (P.. 9.97GB 9.92 GB 99 %
= DATA (E) Simple Basic NTFS Healthy (P... 24.88 GB 2457GB 99 %
= LOG (F:) Simple Basic NTFS Healthy (P... 9.97 GB 893 GB 90 %
o 0

8. iSCSI InitiatorE €11 O|Fof| HZ0| &7l NIME X[ EH|El Cloud Volumes ONTAP =&0i Lt CHS
ZZoF 8HH M CHAFS 7ttt
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iSCSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Quick Connect...
Discovered targets
Refresh
Name Status

ign. 1992-08.com.netapp:sn, 547772ccc47811ecbb62000... Connected
ign. 1992-08.com.netapp:sn.aeab78ab720011ec939800... Recu-rﬁmg...

9. B E CJA3J DR O|H0f| AFE At SUTH EBI0|E EXHE AHESI0] HEE|O] U=X| ERISHMIR.

{\ S 4 | =] ThsPC

Computer View

= v 4 + ThisPC
vi- e Cilkh socess + Folders (6)
= P ” - Desktop
4 Downloads +
‘:f Documents +
s Downloads
= Pictures * ‘
» [ ThisPC
|-——' Pictures
» g Network -
~ Devices and drives (4)
Local Disk (C:)
H ==
Mg 7.1 GB free of 89.4 GB
LOG (F:)
[ ]
Mg 597 GB free of 9.97 GB
10 items

10. MSSQL Mt MH|AS CHA| A[ZFEIL|CH,

~ O Search This PC

-’a'-é'i Documents

$ Music
. Videos

DATA (E2)

I
W™ 345 GE free of 24.8 GB
BACKUP (G:)

I :
W™ 9,31 GB free of 9.97 GB




4, Services — a X
File Action View Help
| mMEc= Eml »enwp
. Services (Local) _
| QL Server (MSSQLSERVER) Name - Description  Status Startup Type  Log *
s/} SQI. Fuil -text Filter Del:mcn Serviceto la... Running Manual NT
Stop the service c S 5 T Kb
Pause the service 5 AL
Restart the service -SJ; saL Sewef Agent (MSSE Al ning  Automatic GCS
1€, QL Server Browser Stop ning  Automatic Loc
. £, SQL Server CEIP service Paces 2 ning  Automatic NT
Description: ), SQL Server Integration € ning  Automatic NT
Provides storage, processing and = 9 ; Resume 3 :
controlled access of data, and rapid 5}, 5QL Server Integration £ aing  Automatic NT
transaction processing, £} 5QL Server VSS Writer ning  Automatic Loc
-EJ; SSDP Discovery ¥ ning Manual Lec
i€}, State Repository Service ning  Manual Loc
€0, 5till Image Acquisition Manual Loc
& Storage Service Manual (Trig... Loc
iZ), Storage Tiers Managem Hel Manual Loc
'-S;\; Superfetch P Manual Loc
o)} Sync Host_df23a This service ... Running  Automatic (D... Lec
{2}, System Event Notification 5.. Monitors sy... Running  Automatic Loc v
< >
|\ Estended A Standard /
Stop and Start service SQL Server (MSSQLSERVER) on Local Computer

1. SQL 2|AA7} CHA| 229l

Connect~ ¥ *§ » 7 & »

HEHQIX] =HRISHNIR.

_+% SQLQueryl.sql - GCS-DR-SQLO3.CarDB (GCSDC\adminnime (66)) - Microsoft SOL Server Management Studio (Administrator)
File Edit View Query Project Tools Window Help
-0 B-u-URP BNy A2/ XFA[0-T
¥ N cade

-8 -]

- pEecte » v3BE|FEP @D T w0,

5QLQueryl.sql - G...DC\adminnime (66)) + X

Jo***** script for SelectTopNRows command from SSMS

EISELECT TOP (1ee@) [Id]
f# W8 System Databases , [Name]
& W9 Database Snapshots s [Price]
£ i CarDB FROM [CarDB].[dbo].[Cars]
# ¥ Database Diagrams
= I Tables
i System Tables
i FileTables
I External Tables 00% =
1" Graph Tables
& [ dbo.Cars B8 Romis (W6 Nessnri
@ B Columns a_teme: | Pece Q
® il Keys 1 [1]cer 1000
@ B Constraints - 2 Cxz 2000
@ W Triggers 3 3 Ca3 3000
@ 1 Indexes 4 4 Card 4000
¥ BN Statistics 5 5 Cw5 5000
< oo @ Query executed successfully
(D) NFsel 2% mount BYE AISslol 2ES A s

HIO|EQtLIC}. /etc/fstab &

=
=.
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NSX-T Z0 M= Fol ZX| AILIZ|RE AlE2f|0|838t7| 2o B2 HE Tier-1
AHO|E0|E WY = ASLILE 0|2 Sl ZE HIAZET M2 %*._'%-* o= AX| 2 E2{Z 0]

() =2y o=z eegex goo Dkt 9K 93 glol £7, 22| = Y3t Kol
2818 & YUBLICE 0 TIRI2 0 SAS| HFIS HOILIKIE, A2 A|B2fo|Mot= 22
27 st 4 ABLICH
7| AJO|E7} ChA| 7S 5|3 Foj BRE $38 4 UBLICE VM 2 E Jetstreamol| J3H H7HE| 2

SnapMirror £tA|= HHH =00k SFL|CE.

- 2Z0jA 2F S SYLICH x| Akno| R0 met HoEl SHAHO| A4S SHUSHHL ABMoF Y
o

£ QUELICH ZRst AL JetStream DR AZEQ|0{E CIA| MX|S{OF & £ JU&L

Ct
ma|O|A SHAN| HMASHT Jetstream DR UIZ O| S8t MASt HS 0|91 MEHSHL|CY,
f0|E7f ZHof &3 ZH|7t ™ UIof|M Zol 27 SMS MEfSHL|CE

F

-

CD CPTOIM MY E ol 57 71|§. = VMt 3l HIO[E{E 7HA| MEA0M 22 VMware
SHFO= Hetdhs Hlo e A E & ASLICH

JetStream DR B
Protected Domains Statistics Storage Sites Appliances Configurations Task Log
Select Protected Domain: GCSDRPD_Demo01 ~  Vewal | + Create ‘ 1 Deieta = More
Mode Running in Failover [CCTLETEUELEY | © Restore
Active Site 172.30.156.2 Storage Site /A ANFCVODR
Owner Site REMOTE { 172.3
Recoverable / Total Vs 4i4 A Fallbacbi}
Prolected VMs Settings Alarms [e o]
Q
VM Hame & Protection Status & Protection Mode & Details
GCS-DR-DC @ Recoverable Write-Back(VMDK) Datails 3
GCS-DR-LinYMO1 © Recoverable Write-Back(vMDK) Details
GCS-DR-SCA © Recoverable Wirite-Back(VIMDK) Details
GCS-DR-SQLOY & Recoverable ‘Write-Back{VMDK) tail
GCS-DR-WinvMo1 @ Recoverable Wirite-Back(VMDK) Detailz

S AO|EOM VME LA SX|ot = HS AO|EO|A CHA| A|EHSH 29 *IEH XA NS
X|™etL|Ct o] T2 MAE &tEst= O LT AlZHol= &of =X VM2 SXIot = SXE

@ etRst= O Pt A|ZH 57 AO|EE He|st= O ’I'ROF AzZH B3 E AfOIEOﬂH VME
CHA| BHE = o] Q% A|ZH0| SHEIL|CE NetApp 1022 HESILICE,



Failback Protected Domain

1. General 2a. Failback Settings 2b. VM Setlings 3. Recovery VA 4. DR Settings 5. Summary
Failback Datacenter A300-DataCenter -
Failback Cluster A300-Cluster
Failback Resource Pool =
VM Folder (Optional) ~
Failback Datastore A300_NFS_vMaotion
Maximum Defay After Stopping 10 Minutes
Internal frétwdrk VM_187
External Replication Network VM_187
Management Network VM_187
Storage Site ANFCVODR
DR Virtual Appliance GCSDRVAQQZ E}"
Renlication Loa Storace idevisdb ) i

Cancel Back | Failback ‘
3. Mol S ZEMAE 223t T VM E= 3 H|0|E L2tM0| RHIH=[[A=X] EelgtL|Ct

Health Status =

Source Volume

Failback Task Resuit

o Task Completed Successfully

Protected Domain

VMs Recovery Status

Total VMs Recovered

GCSRecovery03 Status:
Pre-script Execution Status
Runbook Execution Status

Post-script Execution Status
o o

Total Transfer Time =

Target Volume

Status

GCSDRPDOD2
@ Success
4

© Not defined
© Success
© Not defined b

=1 7|2 AR Ko AZELICE

Mirror State Last Successful Transfer

gesdrsgidb_scé6
ntaphch-a30deduls

gesdrsglhid_scas
maphecl-a300e8u2s

gesdrsgllog. scd6
ntaphck-a30dedu2s

gesdraqidhb_scdb_copy

ANECVODRBemo & minutes 41 seconds Idie
j »

gredrsglihld_sca6_copy

ANECVODRDemo 4 minutes 56 seconds idle
[ L]

csdrsqllog scab_co
& THogS0abCapy 10 minutes 18 "
ANFCVODRDEMO seconds die

May 5, 2022, 12:08:34 Ph

broken-off J366.48 (aea)
Information

broken-off
Resync

broken-off

Reverse Resyne @
Edit Schedule
Edit Max Transfer Rate

Delate
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3 6.54 cis 0 o] 3 0
Volume Relationships Replicated Capacity Currently Transferring Healthy Failed

3 Volume Relationshi

ps

Health Status ¢ Source Volume s Target Volume Total Transfer Time & | Mirror State = Last Successful Transfer

®

gesdrsgldb_scé6_copy

3 11:03:
ANFCVODRDemo 19 seconds idle snapmirrored May 6. 2022, 1'03-0&”\

5.73 MiB

gesdrsgldb_sc46
ntaphcl-a300e9u2s

drsqlhid_scd6
gesdrsqlhld_scdb_copy gesdrsgihld_scds May 6. 2022, 11:01:39 AN

1 minute 46 seconds idle snapmirrored

ANFCVODRDemo ntaphei-3300e5u25 800.76 MIB
¥
gesdrsqllog_sc46 S 51 seconds idle snapmirrored Mey 620221103150k
ntaphcl-a300e3u25 ANFRIQDRDR!H i 7B5.8 MiB
4 i »

5. MSSQL Mt MH|AS CHA| A|ZFELICE

6. sQL 2|2A7}CHA| 22121 MEHQIX| &elstMR.

_4 SQLQueryl.sql - GCS-DR-SQL03.CarDB (GCSDC\adminnimo (66)) - Microsoft SQL Server Management Studio (Administrator)
File Edit View Query Project Tools Window Help

00802 MP BNy AR XA DC -
5§ | cadB

Object Explorer

Connect~ ¥

B -~
- P Eecte v vEEBE]|FEPE ARED T =n(0.
SQLQueryl.sql - G...DC\adminnimo (66)) + X
¥uYO+

-ISELECT TOP (1eee) [Id]

H -
B .
=
T3]

System Databases A , [Name]
| Database Snapshots ,[Price]
CarDB FROM [CarDB].[dbeo].[Cars]
# Database Diagrams o0
Tables
& System Tables

& FileTables
# 1§ BExternal Tables

@ W Graph Tables BN Results 2
© B dbo.Cars S
§ Views id_ Name Price
| External Resources ! [1 Cor1 1000
& Synonyms 2 2 Car2 2000
Programmability 3 3 Car3 3000
Service Broker 4 4 Car4 4000
i Storage 5 5 Cab 5000
i Caruirihe i
(/]

7|2 MELE Foll S7otH L MS7[e HS +A0to] 2| o] Fof =X Tt
SYOHA RXI==X| 2lStHIR.

O] ZZM|AE= Oracle, FAIeH CIIO|E{H|O] A Z2(|0[H B AIAE HZE AEE[X|E AHESH= LHE
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