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FSx-Dest::> network interface show -role intercluster
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FSx-Dest::> cluster peer create -address-family ipv4 -peer-addrs
source intercluster 1, source intercluster 2

Enter the passphrase:

Confirm the passphrase:
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Cluster Peers

PEERED CLUSTER NAME
Q FsxldDaed40eD8accOdeabT

@ orsn Generate Passphrase
Manage Cluster Peers
Mediator @ .

Not configured.
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Peer Cluster %

Local W Remote

PASSPHRASE @

STORAGE VM PERMISSIONS o
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All storage VMs (incl... X

It cannot be determined from the passphrase whether

created in the future also will be this relationship was encrypted. Is the relationship

permissions. encrypted?

To generate pass;}hr'ase.| Launch Remote Cluster

Intercluster Network Interfaces IP Addresses

172.30.15.42

172.30.14.28

Cancel

Initiate Cluster Peering Cancel
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FSx-Dest::> cluster peer show
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FSx-Dest::> vserver peer create -vserver DestSVM -peer-vserver

Backup -peer-cluster OnPremSourceSVM -applications snapmirror
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Select secondary replication options @

[[] update SnapMirror after creating a local Snapshot copy.

Update SnapVault after creating a local Snapshot copy.

Secondary policy label | Custom Label A i ]
sql-daily
Error retry count 3 < i}
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FSx-Dest::> snapmirror policy create -vserver DestSVM -policy
PolicyName -type mirror-vault -restart always
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FSx-Dest::> snapmirror policy add-rule -vserver DestSVM -policy
PolicyName -snapmirror-label SnapMirrorLabelName -keep
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FSx-Dest::> snapmirror policy add-rule -vserver sgl svm dest -policy

Async_SnapCenter SQL -snapmirror-label sgl-ondemand -keep 15
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FSx-Dest::> snapmirror create -source-path

OnPremSourceSVM:OnPremSourceVol

-destination-path DestSVM:DestVol -type
XDP -policy PolicyName
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FSx-Dest::

:> snapmirror initialize -destination-path DestSVM:DestVol
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SnapCenter 0| 2E2|X| ZIEE2|E F710l2{H L3 HAIE 2=0HMR.

1. 2% Him0ilM AEE|X| A|ARIS MENSHTHE Mz BHS7|E 2

F15hE ZEMAE AEEL

M NetApp SnapCenter®

ONTAP Storage

pastboars | 7 [ -

Pl ONTAP Storage Connections
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O

t0] SnapCenter Off AE2|X| ZHEERE

©®- 2scadmin  SnapCenterAdmin [ Sign Ou

=

Controller License
v
v
L
Mot applicable
v
Not applicable

Not applicable

1 9| 22| IP F=22 AHEAL 0| E &

Monitor [l Name B ow Cluster Name User Name Platform
Backup 172.16.13.17 172.16.13.17 AFF

Reports
ESD2 172.16.13.17 172.16.13.17 AFF

Hosts
ara_svm 172.16.13.17 172161317 AFF
ora_svm dest 172.30.15.42 AFF
sql_svm 172.16.13.17 172161337 AFF
sql_svm_dest 172.30.15.42 AFF
svm HCApDS 172.30.15.42 AFF

2. AER|X| AAR T} CHRE &XL0IAM 22 2Z2|0|A ONTAP 234
= S o xxO o
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Add Storage System

Add Storage System €

Storage System 10.61.181.180

Username admin

Password sesssenee

Event Management System (EMS) & AutoSupport Settings
Send AutoSupport notification to storage system

Log SnapCenter Server events to syslog

£+ More Options : Platform, Protocol, Preferred IP etc..

Cancel H Reset

3. SnapCenter 0fl FSx ONTAP A|ABIS 27}512{8 0] ZRNAS WEELICE 0| 39, AER|X| AlAH 7}
& SHEtO| M 27t SN2 Meeln B AEa|X| A|AHO| HoI2tS S2/6i0f FSx AIAES SnapMirror
= AHEO|LE 7| o] ARjstOZ N0 EE BE AER|X| AIRHOR X FELICH

TH —-dA
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More Options

Secondary @

Platform | FAS -
Protocol | HTTPS T
Port 443
Timeout @ 60 seconds (1]
[ Preferred IP
Cancel |
SnapCenter 0| AE2|X| A|ARIS Z=T}8H= HE XpMSH LHE2 CHE 4

TME HZSHHR. "0l =",
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2. SAE FIH BN SAE Y, SAE 0| U SAE AAHRI XA SHE FIHELIC
Microsoft Windows %! Microsoft SQL Server 2211012 MEHSIA| .

MEHSEA|R. SQL Server?| B2

N NetApp SnapCenter®

Managed Hosts

Search by Name

¢ 01.sddc.netapp.com

oraclesry 03.sddc.netapp.com

lesrv 02.sddc.netapp.com

praclesry 04.sddc.netapp.com

srv_05.sddc.netapp.com
6.sddc.netapp.com
sgddc.netapp.com

oraclesry 08.sddc.netapp.com

oraclesry 09.sddc.netagp.com

oraclesry 10.sddc.nétapp.com

Zx7+2 22I6t0 SnapCenter 0| AEE|X| HEEHE FII5t=

Add Host

Host Type | Windows -
Host Mame | sqglsrv-01.sddc.netapp.com

Credentials | sddc-jpowell T +

Select Plug-ins to Install SnapCenter Plug-ins Package 4.6 for Windows

B Microsoft windows
B microsoft SQL Server
Microsoft Exchange Server
| SAP HANA

£} More Options : Port, gMSA, Install Path, Custom Plug-Ins...

m fociion

3. Oracle®| R, "SAE " L} AXtoj|M B4 HEE 24511 Oracle CIO[E{H|0]A E2{101 =olzhs
MEfRILICE O3 Ch2 "RE"S 220t AM T2 MAE A|ZISHL SnapCenter Of| @ AES SIHRfLICEH
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Add Host

Host Type
Host Name

Credentials

Linux

oraclesrv_11.sddc.netapp.com

root

Select Plug-ins to Install SnapCenter Plug-ins Package 4.6 for Linux

Oracle Database
[] sAP HANA

£+ More Options : Port, Install Path, Custom Plug-Ins...
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EfidE 27 8] gl HEHH7|E e[St Wi SO| = X[T 00| ZeHE|X|= E&LIC

SnapCenter 2 Z2t0|HEQ| MH MMof| A HHof AMAE 5~ JELICE

M NetApp SnapCenter® @ = ®- 2 scadmin|

Global Settings Policies Users and Access Roles Credential Software

Microsoft SQL Server .

Search by Name

Dashboard

Resources

Name : Backup Type Schedule Type Replication
Monitor e il Lia P
SQL-Daily Full and Log backup Daily SnapVault
Reporis
SQL-Hourly Full and Log backup Hourly SnapVault
Hosts SQL-Hourly-Logs Log backup Hourly SnapVault
Storage Systems SQL-OnDemand Full and Log backup On demand SnapVault
SQL-Weekly Full and Log backup Weekly SnapVault

it

Settings

SQL Server HA0f| CHot HxH Mol CHSt MA| MEE= CHE S HXSHMR. "SnapCenter 241" .

M

-

Oracle 2 i0f| CHoH A Mdof| CHS MA| 2= OS2 BESHMR. "SnapCenter EA1" .

AR
« M Md OMHALE ZIsHA SX| MME SES| FoStH|R. 0] MMM = Y TEHA Fof| Mg
HZX SnapMirror SAHE RS XIFSLICH
c 24 AMHA SAHEEZ PHE 2 SnapMirror FH[0|E" ™2 St FHAHO| U= F AEEZ|X| 7t HA
7t0l| SnapMirror 2HA7t = B2 S 2HAIE HO|0|ESt= S 2|O|&LICt.

* "2 SnapShot SAHEE THE 2 SnapVault ZH|0|E" AH2 F 71| Ek S2HAEQ 2x2||0jA
ONTAP A|AENT} Cloud Volumes ONTAP EE= FSx ONTAP MOIOH ZX{st= SnapMirror ZAIE
YUH|0|Est= O AFEEILICE.

CHS Ol0|X|= O M at Y T2 DHEALO| M O] ZM0| OfEA| LIEILI=X| EHFLICE.
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New SQL Server Backup Policy

o Name Select secondary replication options @
o Backup Type [J update SnapMirror after creating a local Snapshot copy.
o Retention [] Update SnapVault after creating a local Snapshot copy.
Secondary policy label i
4 Replication
Error retry count 3 i ]

5 Script

SnapCenter 2|2A OF THS7|

2lAA DES AFOHH o] Taret Glo|E{HI0|A 2R STt 2l A0 BT B

o= o~

mjo
ok
m
=
9'_|-

N NetApp SnapCenter® - % scadmin SnapCenterAdmin [ Sign Out
Microsoft SQL Server  [B 1
Dashboard New Resource Group
@ resources = Name Resource Count  Tags Policies Last Backup Overall Status
P onit SQLSRV-01 1 sQL-Daily 05/11/2022 ... Completed L
W RN sQL-Hourly
A2 sQL-
Reports OnDemand
SQL-Weekly
Hosts
SQLSRV-02 1 SQL-Daily 03/28/2022 ... Failed
Storage Systems SQL-Hourly
sQL-
Settings OnDemand
SQL-Weekly
Alerts SQLSRV-03 1 SQL-Daily 05/11/2022 .., Completed
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1. Veeam 242 @1 2aQISL|CH AER[X| QIZEIZ 0| STt ChZ AER|X| FIHE MEASL|CY,

Vieeam Backup and Replication

Bdd CEdit. Remr
Storage Starage

Manage Storage Actions

Storage Infrastructure

- Add Storage
= o

Storage Infrastructure "= \eeam Backup & Replication integrates with the leading primary storage arrays to enable backup and restore of individual machines, file shares,
o BroNTAR guest files and application items from storage snapshots of VMFS, NFS and CIFS volumes, In addition to built-in integrations, Veeam provides the
Universal Storage API that allows qualified storage vendors to create fully supported storage plug-in.

To start using this functionality, register your storage by dlicking this text. If you don't see your starage in the list, please install the correspanding
plug-in first.

Take a Snapshot

Set up perodic storage-level snapshots of your VIVIFS or NFS datastores using the storage management console. The storage will automatically snap
your datastores, providing frequent restore points that enable shart RPOs for the mast common recovery scenarios, with little to no impact on your
production environment,

For evaluation purposes, you can create an "ad hoc” storage snapshot by selecting the desired LUM in the Storage Infrastructure tree, and clicking the
corresponding button in the ribbon.

~ Restore
=1 To perform a restore from a storage snapshot, browse to the desired snapshot on the Storage Infrastructure tab, and select the VM you want to
) restore. You can restore the entire VM, individual guest files or individual Microseft Active Directory, Microsoft Exchange, Microscft SharePaint,
Hin: Microsoft SQL Server and Oracle items.
Ei ey Please, keep in mind that storage snapshets are not real backups, as they would be lost along with preduction data in the event of a storage disaster.
] - Thus, you should never rely solely on storage-level snapshots for data protection. To ensure protection against all types of disasters, continue to
v?g? SR perform proper backup of all VMs to non-production storage using Veeam backup jobs or VeeamZIP.
{35 Storsge Infrastructure Ny Backup
[==1 Enterprise Plus edition enables backup of virtual machines, physical servers and file shares directly from primary storage snapshots. This functionality
Tape Infrastructure puts your storage array capabilities to work allowing for improved recovery point abjectives (RPO) while greatly reducing impact from backup

activities on the production machines,
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Mew MetApp Data ONTAP Storage

MName
“ Register NetApp Data ONTAP storage by specifying DNS name or IP address,

_ Management server DNS name or IP address:

|10.61.181.180
Credentials
Description:
MAS Filer Created by SDDC\jpowell at 5/17/2022 10:34 AM.
Apply
Summary Rales

[] Bleck or file storage for Viiware vSphere
[] Block storage for Microsoft Windows servers
MAS filer

< Previous

4. ONTAP S2{AE{0f HM|ASHH XA ZES FII5HHR.

Mew MetApp Data ONTAP Storage

Credentials
Specify account with storage administrater privileges.

Credentials:

MName

Finich

Cancel

HCIEUC\Admin (HCIEUC\Admin, last edited: 98 days ago)

v| | Add..

MAS Filer Protocol: [HTTPS +

Apply Port: 443 11

Summary

Manage accounts

| < Previous

Mext >

5. NAS Filer H|O|X|0i| | AZHE RIt= T2EES MBSt CIZS

Finich

Cancel
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Mew MetApp Data ONTAP Storage

NAS Filer
Specify how this storage can be accessed by file backup jobs.

MName Protocol to use:

SMB
Credentials 1 wFs
_ Create required export rules automatically
Volumes to scan:
Apply |Allvolumes | Choose...
Summary Backup proxies to use:
| Choose...

|Automatic selection

< Previous Apply Finish Cancel

6. OpHANel ME 8l 29F H0|X|E 2t=st 1 OFElS 22610 M4 AM TZMHAS AIFFEL|CH HAL
2= E[H ONTAP 22 AE{7F NAS IhU2{ et ebH| AL JHset 2|aA 2 FIHELICH

- x —
s L —

Add Edit FRemowve Rescan
Storage Storage Storage
Manage Storage Actions

Storage Infrastructure

4 {‘E;Sturagelnfrastmcture
4 [F1ONTAP
E13A300
OTS-HC-Cluster
[ svm_nfs-A
4 swim(
b [ iSCS|_Datastore
b 5 sqdb_vol2
b [ sqldb_voll
[

E:j svmi_root
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00
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0
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Add EE

Repository Repositary
Manage Repository

Backup Infrastructure

E Backup Proxies
= Backup Repositeries
t-:E'. Externial Repositories
] Eﬁ Scale-out Repositories
€5 WAN Accelerators
3 Service Providers
4 &E SureBackup
& Application Groups
Zh Virtual Labs
] fE'! Managed Servers
i @ YMware viphere
Eg Microsoft Windows

ﬁ Heme
E'I
@:J Inventory

(353 Backup Infrastructure

- A BHY K EPA OFHALS| B E CHAIE 2t MEA S PHELICH Veeam Y X
22 LSS AXSHMR. "Veeam EA" .
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MNew Backup Repository d

— Share
1
t_::j Type in UNC path to share (mapped drives are not supported), specify share access credentials and how backup jobs should
t__:j write data to this share.
MName Shared folder:
[\1172.21162.187\VBRRepo] | Browse. |
_ Use \\server\folder format
Repository This share requires access credentials:
o S |ﬁ"& sddchadministrater (sddchadministrator, last edited: 85 days ago) ~ | | Add... |

Manage accounts

Review
Gateway server:
Apply (®) Automatic selection
() The following server:
Summary

veeam.sddc.netapp.com (Backup server) w

Use this option to improve performance and reliability of backup to a NAS located in a remote site.,

< Previous | | Mext = Finish
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=
=
Add
Repository  Repository
Manage Fepository

Backup Infrastructure

E Backup Proxies
= Backup Repositories o
E External Repositories
4 ?fﬁ Scale-out Repositories
Eh Scale-out Backup Repository
£n WAN Accelerators
() Service Providers
4 & SureBackup

& Application Groups
dh Virtual Labs

4 {'Ei Managed Servers
f fér] VMware vSphere
= Microsoft Windows

ﬁ Home
=]
@i Inventory

\'?E'g Backup Infrastructure
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Add Backup Repository

Select the type of backup repository you want to add,

T
W

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest perfformance.

'HllT ]
L

Metwork attached storage

I Metwaork share on a file server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

it Deduplicating storage appliance
m Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.

iy, Object storage
.ﬁ On-prem object storage system or a cloud object storage provider, Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported,
3. JHMl AE2|X| MEA0| 0|FS Y=ot Chae S=LIC:
4. CH2 MMolM = AUES LA L. AWS HHA 7|2t H|Y 7|7F HRBL|Ch

Mew Object Storage Repository

Account
Specify AWS account to use for connecting to Amazon 53 storage bucket,

MName Credentials:

_ | & AKIAXAHA3ZTSSTHXQT2W (last edited: 107 days ago) v| | Add...

Manage cloud accounts

Bucket AWS region:

Global ~
Summary

[] Use the following gateway server:

veeam.sddc.netapp.com (Backup server)

< Previous Mext = Finish Cancel
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" Add Scale-cut Edit C
Repository L-'-u Eitan it
Manage Scale-out Repository Mana

Backup Infrastructure

= Backup Repositories
=

Em External Repositories
+ = Scale-out Repositories o
£ WAN Accelerators
; Service Providers
I'_% SureBackup
& Application Groups
% Virtual Labs
4 l."E'! Managed Servers
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Mew Scale-out Backup Repository

Performance Tier
Select backup repositories to use as the landing zone and for the short-term retention.

Extents:

MName Add...

[psfermance et N | =, verpepoz

Placement Policy

Remove

4. HIX| FHMO| R 27 Aol 2t HI0|E X|FHO|L §5S MBS Q. CHS S MEsM R

o

5. 82F 7|Z9| Z Amazon S3 ZiK| AEE|X|2 SOBRS & EILICt xHsl 21E QIsH £x uHH
HAlof| MESIEH Wdo| MEE= ZA| 7HH| AEZ|X|0f] SALE MEHSHA|R.

Mew Scale-cut Backup Repository X

Capacity Tier
Specify ohject storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Marne Extend scale-out backup repository capacity with object storage:

Performance Tier Amazen 53 Repo v Add...

Placement Policy Define time windows when uploading to capacity tier is allowed Window...

_ Copy backups to object storage as soon as they are created
Create additional copy of your backups for added redundancy by having all backups copied to
Archive Tier the capacity tier as soon as they are created on the performance tier.

Mowe backups to object storage as they age out of the operational restore window

Summary Reduce your long-term retention costs by moving older backups to object stoerage completely
while preserving the ability to restore directly from offloaded backups.

Mowe backup files older than 14 12 days (your cperational restore window) Override...

-

O Encr}rpt data uploaded to chject storage

Manage passwords
< Previous Mext = Finish Cancel
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BlueXP backup and recovery =72} 714

AWSO|| A MEz|= VMware Cloud Volume AH|AZ 0fZ2|#0]4 VM 5! H|0|E{H|0]
252 H SnapCenter Server2}t Veeam Backup and Replication Server2| &34 QI
SLICH Zoff =X|7t 2t=2El Fofl= 2Za|0|A Ho|E MEZo| Holf S5 Al2lotn Ale mintx] HAH
A S MINSHES o|2e =+ L4slof gfLCt.

A
A

E X Windows SnapCenter A{t{ H{ I

SnapCenter A|lt{= VMware Cloud SDDCO| HiZ =L} VMware Cloud &0 HEIE HZAE VPCO|
A= EC2 QIAEH A MX|EL|CE.

SnapCenter software NetApp X[ AFO|EOf|A 71 4 QO =H|Qlo[Lt & I F0f| U= Microsoft
Windows A|AEIO| AX|[E 4 JAELICEH XtAISE A=l 70| =2t MX| X|&2 CHZ0[A] gele 4~ JELICE
"NetApp 2A] ME{" .

SnapCenter software CIS0[A| &2 £ JSLICE "0| 213",

E X Windows SnapCenter A{t{ 714

FSx ONTAP o O|2{Z &l 0 Z2[A|0| M H|0|HE Ss2{H HXA 2I8|0|A SnapCenter H|O|E{H|O|A S HA|
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1. ZHE| 0|52 dlell 2Z2|0|A SnapCenter A2t SUSHA| LA ELICE.
2. VMware Cloud 3! FSx ONTAP QIAEI AR} EAGIE S HEQZS A HELICH
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SnapCenter REST API BE & AA5t7| ¢/3t @l 220|HE QIE{H[0|AE M3 ELICt SwaggerE S8 REST
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1. \https://< SnapCenter MH |P>:8146/swagger/_Ofl Al SnapCenter Swagger AP| ! If|0| X| o
HESHMR.

¢ swagger

SnapCenter AP|~

[ Base URL: /fapi ]
hitps isnapcentersddc netapp.com:8148/Content/swagger/SnapCenteryam!
Manage your SnapCenter Server using the SnapCenter APl

To access the swagger documentation of "SnapCenter Plug-in for VMware vSphere” API's, please use
hitps://{{SCV_hostname}:{SCV_host_port)/api/swagger-ui.html

2. 9l

—

Ol

MAS 2SI MBI E SRI6HHIR.

Auth v

POST /4.6/auth/login Senice login

The login endpoint exposes the method required to log in to the SnapCenter service. The login method returns a token that is used to
authenticate subsequent requests.

3. UserOperationContext < 0|A| SnapCenter XtZ SHut A2 2ot Al S S2IEHL|CL.
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Name Description

TokenNeverExpires

Token never expires
boolean

false ~ ]

UserOperationContext * ¢

object

User credenlials

(body)

Edit Value Model

"OserOperationContext”: {
"User”: {
"Hame": "localhost\\scadmin",
"Passphrase”: "NHetipp321",
"Rolename": "SnapCenterAdmin

V.

Parameter content type

[ application/json v ]

orziel SH 20N EES &olet £ QUSLICH MY T2 MAE MAS Il 152 s E2 HAEE
= AfBHLIC)
200 Response body

"Pluginiame": null,
"HostId": O,
"Roleld™: null,
*"JobIds"®: null
Va
*Oser”: (
Token":
"KLY xOge==t sVEEOd tdARAYpeBgSSGowcoGaS jwME6 ) rify SCa Y 6 IHROS Lk o ZLIESRHAhDGIJ OUDOy nENdg tVGD Znvx+I /ZJZInSMINIT ) 6
CLIGTApglGacagTi8bgbShNTx0TECdrAl dzAXTD] LOREWOGAWRzSelwi ] SuVupnk 1E31 skREPREvIR S8 j OgHOvo 4 vAR LONhThhwERV
9/23nFedVP/plEviveV/ ze ZVTTHFHUMO 6 3XRe ScuW9nwy J4b0 T 5 Y SFH3XDE j0==" ,
"Hame®: “SCAdmin®,
"TokenHashed": null,

"Type®: ™",

"TokenTime™ : } 3-22 :21:57.3665661-07:00",
ot 7+ byt Lo

"PullBame": "SCAdmin",

"Hos null,

"Author™: mull,

"Userlame": "",

"Domain®: ""
"Paszphrase": "",




SnapCenter Cl|O|E{H{| O] A HHQf 4=l
Ct2 2= Swagger HO|X|2| sl H+ SH2 = 0|50 SnapCenter e T2 MAE A|ZgfL|Ct.

1. T3l 57 IS S2l6to] EHLCH

Disaster Recovery v

‘ /4.6/disasterrecovery/server/backup Fetch all the existing SnapCenter Server DR Backups. ‘

‘ /4.6/disasterrecovery/server/backup Stars the SnapCenter Server DR backup. ‘

I /4.6/disasterrecovery/server/backup Deletes the existing Snapcenter DR backup. I

‘ POST /4.6/disasterrecovery/server/restore Stats SnapCenter Server Restore |

I /4.6/disasterrecovery/storage Enable or disable the storage disaster recovery. ‘

2. 2txVSICt /4. 6/disasterrecovery/server/backup MMOZ JHA 'A|EiEI|E S2IHM|R.

/4.6/disasterrecovery/server/backup Starts the SnapCenter Server DR backup.

Starts and creates a new SnapCenter Server DR backup.

3. SmDRBackupRequest MM0j|A] 2HIE 22 A A2 E FItstn HaS MEISI0] SnapCenter
CIOJE{H|O] A 3 FLo| uhA S A|ZFSfL|CE.

(D) e m2H20Ms NFS T CIFS THY Q0| & #elg & gl
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Name

Description

'l‘oken = required

string
(header)

SmDRBackupRequest * ¢
object
(body)

User authorization token

TUHFHUMOE9XReScuWInwyj4b0ISYSFN3XDKQ==

Parameters to take Backup

Edit Value = Model

{
"TargetPath": "C:\\SnapCenter_Backups\\"
}

Cancel

Parameter content type

| application/json v |




SnapCenter Of| A] 8¢} Xted B L|E{

CIOJE{H|O|A B TZMHAE A|ZE I} SnapCenter O] 291510 21 OHYS
MIM0|M SnapCenter AH X3l 7 M| MR HEHE = = JUSFLICH
Job Details

SnapCenter Server disaster recovery backup

" SnapCenter Server disaster recovery backup

W

V’

«

>

>

Precheck validation

Disaster recovery backup of ‘oraclesrv_04.sddc.netapp.com’
Disaster recovery backup of SnapCenter Server ‘SnapCenter,sddc.netapp.com’
Disaster recovery backup of ‘'oraclesrv_02.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_03.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_05.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_07.sddc.netapp.com’
Disaster recovery backup of ‘sglsrv-02.sddc.netapp.com’
Disaster recovery backup of 'sqlsrv-03.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_10.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-04.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-01.sddc.netapp.com’
Disaster recovery backup of 'sqlsrv-05.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_09.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-06.sddc.netapp.com’

Disaster recovery backup of 'sqlsrv-07.sddc.netapp.com’

 2LEH

W

@ Task Name: SnapCenter Server disaster recovery backup Start Time: 03/23/2022 10:27:11 AM End Time: 03/23/2022
10:27:47 AM

View Logs

Close

L

37



XCOPY REZ|E|E ArE3I0] HO[E{H[0| A HHQ} MHAS SMB 372 SAHILIC

CHZ 2= SnapCenter AH 2| 2 E2t0]|20]| A CIFS SHE MAS FHOF LI O] SRE
SnapMirror AFE3t0] AWS2| FSx QIAE AN QL= fIXIZ HIOIHE SAfStE o ArEELICH £EF
S8 &H xcopyE AFESHH I Mots %IIE*LI Ef.

(At Aoz HP TETES GLLE BY IEDLE|M OHE FES LI

- OO H =

xcopy <Source Path> \\<Destination Server IP>\<Folder Path> /0O /X
/E /H /K

xcopy c:\SC Backups\SnapCenter DR \\10.61.181.185\snapcenter dr /O
/X /E /H /K

xtof Z=A|

o

Moli= 1xH 2AFO|l A EARILICt.

38

2o|0|A 7| o|o]E ME{O|AM X7t LHSH= B, DA AI'—PEIQOH'— AWS?| VMware CloudE A5t
Amazon Web Services Q120 J= HE A}OIEE O Z=X|E #F|6H= Zd0| TSHEIL|CH 7hAF A}
2I2|0|A ONTAP 2 AHO| I 0|4 HNAS 4~ giCtD JHS %“—I Ct. EE8F SnapCenter 2+ Veeam 7+
HAIO|| Tf OfAF AT 4= QloO 2 HE ALO|EOf| A CHA| TE8H{0OF BHL|CH,

Of MMM = A u2tE SetRE2 Foll ZX[sots YHS UEH, St 22 FHE ChaLtt

* SnapCenter H|O|E{H|0|A S E-_rw“—l':f MZ& SnapCenter AH{7t =E = MySQL H|O|E{H|0| AL}
T oY S SRSt HO|EH|0|AE Mo S+ REE Metsto] X FSx AEE|X|7t 7|2 AE2|X| ZX|7t
| =5 BiLCh

* Veeam Backup & ReplicationS AHE36t0] O E2|[0|M Tty H{4lg SISfL|Ct VM Belo] ZEHEl S3
AEB|X|E HZSID S I LS AWS2| VMware Clouddi| EI8tL|Ct,

* SnapCenter AF23t0] SQL Server O EZ2|H|0|M H|O|E{E ZIetL|Ct.

* SnapCenter AF23t0{ Oracle 0HE2|7|0|d C|0|EH{ & S)IELIC}



SnapCenter Cl|O|E{H[O| A S@ T2 M|A

SnapCenter MySQL G|O|E{H[0| A2} 714 Mo 8] Gl =R S 512510 T =7 A|Lt2|2E X[ gL|Ct
0| Sdff #e|xt= 2a|0|A H|o|E ME{0|A SnapCenter HIO|E{H|O|AE HI|NMOZ it LIE0]| sHE
Ci|O|E{H|O| AE E X SnapCenter H|O|E{H[0|AZ SR 4 JASL|CH

# & SnapCenter AMH0llA| SnapCenter B MA0|| BN ASIHH CHS CHAE 2t=5HH Q.

1. FSx 22{AE{0|A SnapMirror 2#HE #0 282 47|/M7|2 BEELILCE,

2. HEst A2 CIFS MHE MMstn SXEl 282 HZ A2 E 7t2|7|= CIFS S/& MLt

3. xcopy= AtE3t0] B MAUS EHE SnapCenter A|AHIQ| 2 C|2H E2|0f SAFEtL|CE,

4. SnapCenter v4.62 MX|SIN|R.

5. SnapCenter A{H{2| FQDNO| & & Mt et SUTHX| &QISINIR. 0|= DB S#0| 835t= ol HRefL|C,

S8 ZZMAE AEfStE LHS T E 2EZ0HM| K.

1. B SnapCenter At{2| Swagger API 2 H|0|X| 2 0| F5t0f o™ X|&oj wt2t 521 EE2S P&LICt

2. Swagger H|0|X|2| xHsl S MMOZ 0|Fst0] CHSS MEHEILICE
/4.6/disasterrecovery/server/restore & 226t AT ET|'E 2EI6IM|R.

/4.6/disasterrecovery/server/restore Starts SnapCenter Server Restore

Starts SnapCenter Server Restore.

=0{'2 11, SmDRResterRequest MM0i| B} 0| Z 2 HZX SnapCenter A{H2| 2 C|HEE|

Name Description
Token * "eaui= :

User autherization token
string
(header)

KIYXOg==rMXZSTEPIGRzZTXjton6Q+JoNGpueQL

SmDRRestoreRequest * ==

Parameters to take for Restore
object
(body) Edit Value = Mode!

{
“BackupName”: "SnapCenter.sddc.netapp.com_03-23-2022_12.38.00.6713",
“BackupPath™: "C:\\SnapCenteri\"

4. S IZHAS AZISHHH MW HES MEISHA K.

5. SnapCenter Ofl M ZL|E| MMO=Z 0|S5t0] S Zfefo| ZTIH Aghs =helgfL|ct.

39



40

- HZE MEA0M SQL Server S
o

M NetApp SnapCenter®
‘ jobs Schedules

search by name

Jobs - Filter

ID Status Name

20482 SnapCenter Server Disaster Recovery

20481 . SnapCenter Server disaster recovery backup

20480 x SnapCenter Server disaster recovery backup

20475 Backup of Resource Group 'SQLSRV-09' with policy "SQL-Hourly'
20474 - Backup of Resource Group 'SQLSRY-05' with policy 'SQL-Hourly'
20473 Backup of Resource Group 'OracleSrv_06' with policy 'Oracle-Hourly'
20472 x SnapCenter Server disaster recovery backup

Job Details

SnapCenter Server Disaster Recovery

v ¥ SnapCenter Server Disaster Recovery

v v Prepare for restore job

v ¥ Precheck validation

v v Saving original server state
v ¥ Schedule restore

v ¥ Repository restore

v ¥ Config restore

v Reset MySQL password

g M3}st2{™ SnapCenter HIO|E{H|O| A S HsH S ZEZ FM2tslo}

o
==
ShL|Ct o] Zele Hro| Ztto 2 £HE| Swagger API € H|O| X|0f| Af A|ZHEIL|CE,

= = ——— =]

a. Mol S MMOZ 0|556H0] 2EIGHMA|L. /4. 6/disasterrecovery/storage .
A
=

C. SmSetDisasterRecoverySettingsRequest 4 40{ | HHASIM|R. EnableDisasterRecover OA|
true.

d. SQL Serveroi CHet xis 5 RES Zdotsta{H dHS SIS,



Name

Token * reauired
string

(header)

SmSetDisasterRecoverySettingsRequest * o
object

(body)

() =zt Exl izt oz mxstie.

Description

User authorization token

KIYxOg==rMXzSTEPIGRzTXjflon6Q+JoNGpueQt

Parameters to enable or disable the DR mode

Edit Value | Model

“EnableDisasterRecovery": true

Veeam TH| S &S AFE5H0 OiZS2[AH|0]8 VM S &
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g MELE T

11 S30| M MAS THM FLIC

HZX Veeam MHO|A S3 AEZ|X|Q| BHH S 71X 2} SQL Server & Oracle VME VMware Cloud 22{AEZ
Heo

2I|0|A 2HEE W MEA £t 83 JHM|0IM HAS 7t e{H LS HHAIS /RSN K.

(o]
- d
A el o[ X0l M Y ME A RHES R JHK| AEE|X|E MEHSLICE.

—

o= T =~

MYLZ THM AE HmolM ML FI1E 22610 MY ME A =71 OFHALS AIZFEL|C O ALS]

-

= L "1d

&

2. WM AE2|X|

Add Backup Repository

Select the type of backup repesitory you want te add.

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest perfformance.

Network attached storage

Network share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP|, use the network attached storage option instead.

Object storage

On-prem object storage system or a cloud object storage provider, Cbject storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

{HOZ Amazon S3E MEHSIL|CY




@ Object Storage

Select the type of object storage you want to use as a backup repository.

|'!E|_ 53 Compatible
ﬁ Adds an on-premises object storage system or a cloud object storage provider.

aws  Amazon S3
) Adds Amazon cloud object storage. Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supportedh

3 Google Cloud Storage
Adds Google Cloud storage. Both Standard and MNearline storage classes are supported.

Adds IBM Cloud cbject storage. 53 compatible versions of both on-premises and IBM Cloud storage offerings are

("‘\I IBM Cloud Object Storage
O
supported.

IA Microsoft Azure Storage
Adds Microsoft Azure cloud object storage. Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported,

3. Amazon Cloud Storage Services 550X Amazon S3E MEfgfL|Ct,

@ Amazon Cloud Storage Services

Select the type of Amazon storage you want to use as a backup repository,

Amazon 53
Adds Amazon 53 storage, Both Starﬁard and Infrequent Access (IA) storage classes are supported,

@ Amazon 53 Glacier
*

Adds Amazon 53 Glacier storage. Both Amazon 53 Glacier and Glacier Deep Archive are supported.

AWS Snowball Edge
Adds AWS Snowball Edge appliance to enable seeding of backups into Amazon 53 object storage.

=55 = MESHAL 22RE AKX 2|2 A0 M ABHT| 2Tk A XHS

L2 S=0|M 0]2| =let xtH 53
BE FIIOHMIR. A& H 'THE'S 2EI6HMR.
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New Object Storage Repository X

Account
Specify AWS account to use for connecting to Amazon 53 storage bucket.

Name Credentials:
| I AKIAXAHA3 ) Y (last edited: 33 days ago) M_d...
_ Manage cloud accounts -
Bucket AWS region:
Global v|
Summary

[] Use the following gateway server:
EC2AMAZ-3POTKQV (Backup server) v

server to proxy access to A gateway server is specified, all scale-out

y extents mus

| < Previous |[ Next)’\J Finish | Cancel
» L bedietel |

S. HZ! HO|X|of| M HO|E MIE{, M2, B & fst= SHS YHYLICHL HES SEI5HMIR.



New Object Storage Repository

Bucket
E Specify Amazon 53 bucket to use.

Thus is a soft limit to help control your o\lajéd'étorage spend.-!f the specified limit is exceeded,
already running backup offload tasks will be allowed to complete, but no new tasks will be started.

[ Make recent backups immutablefor. |30 - days
Protects backups from modification or deletion by ransomware, hackers or malicious insiders using
native object storage capabilities.

[[] Use infrequent access storage class (may result in higher costs)

With lower price per GB but higher retrieval and early deletion fees, this storage class is best suited
for long-term storage of GFS full backups. Avoid using it for short-term storage of recent backups.

. I i o m lovmrar BITEE ¢ GR duced re=il v
A0 Cacyups In 3 Mingle a valiaoty zone (even WEr pnce per Lo, re dJuced resilience)

| (Previous—l Finish . Cancel

Name Datacenterr
| US East (N. Virginia) =
Account ;
Bucket:
= | o
Summary Folder: B
’_RTP _l Browse...
[] Limit object storage consumption to: 10 .: T8 v

6. OIX|UC 2, OHES MESIY] ZEMNAE §F5t 0 MEAS FIHILCE

45



S3 JHA| AE2|X|0l| M W] THH 27|

O[T MMof M Z=7tet S3 MEA0M MAHS 7M™ THZ HAIE A=A K.

- 1=

1. 83 M MTAM M JEM RIS MEHSto] Bie] TP 7| OPHALS A|ZFEfLCY.

= -d

Backup Infrastructure Q Tvpe in an object nome to search for
& Backup Proxies Nare T Type
&1 Backup Repositories £« Default Backup Repository Windows
4 External Repositories &' Cbject storage repository 2 Amazon 53
4 5% Scale-out Repositories & 53 Backup iton: Amazon 53
FiL, Scale-out Backup Repository 2 £ Trial Perf Extend | &}  Rescan ows
£ WAN Acceleratars ¥ Remove
-3 Service Providers = =
4 [5:. SureBackup E"ﬂ lmport h‘w&" ]
o s Maintenance mode
T Application Groups
&b Virtual Labs @ Location »
4 (Zi Managed Servers ] Properties...
{5 VMware vSphere

2. 7kMR7|0f| st HIO|E{H|O| A 2| RETH WY El = Q0of SHHO||M CHE S MEHe Ct3 DFE S MEisHo]
ItHRI| Z2MAE AlZfEtL(Ct

Import Backups
ﬂ Import
@.I Please wait while we're preparing cbject storage repository.
_ Message Duration
Summary 12 Starting infrastructure item update process 0-00:16
] Creating database records for repository (=00:04
</Previous MNext > Finish Cancel

3. 74 27|7t 2= &M VME VMware Cloud 22 AEE S 4 JUELICH
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System

Name: Configuration Database Resynchr...  Status: Success
Action type:  Configuration Resynchronize Starttime:  4/6/2022 3:01:30 PM
Initiated by: ECZAMAZ-3POTKQV\vadmin End time:  4/6/2022 3:04:57 PM
Log
Message Duration

() Starting backup repositories synchronization
) Enumerating repositories
) Found 1 repository

() Processing capacity tier extent of S3 Backup Repository 2 0:03:23
() 53 Backup Repository: added 2 unencrypted 0:03:20
) Importing backup 2 out of 2 0:03:15

() Backup repositories synchronization completed successfully

Close

47



Veeam TH| S S AHE3I0{ VMware Cloud0i| OiE2|#|0|Md VM =&

VMware Cloud on AWS /3 ZE TH|QI/22{AE0| SQL X Oracle 7t4 HAIZ S5t H LS tHAE
A FSHN| 2.

1. Veeam ZH0|X|0| M 7tK2 Welo| EEHEl K| AER|X|S Mefsln 2ol vMg Metsh Ok kA
Q2% HES S2/etn XA VM SIS MefEiL|c

Backup
2 =, . N A A - x
Instant Instant Disk Entice Virtu "M Guest Application Amazon Micresoft Google Expo Delete
Recovery Fecovery VM ; es  File ltems = EC2 Azurelaas CE sckup from Disk
Restore Restore to Cloud Actions
Home Q Tupe in an obiect name to search fo
" Job Name T Creation Time
% Oracle Servers 3/27/2022 1:00 AM
4 4 =4 SO0 Servers 3/27/2022 1:00 AM
§¥ Object Storage (Imported) er’ SQLSRV-01 Fp [M;':TZ:::;‘ e
] "':' Last 24 Hours (B SR 02 5 Instant disk recover
e ol = 5 wstant dis QVEry...
[3# Success o SQLSRV-03 .
({1 SQLSRV-04 Lf_-_: Restore entire YM... I
E_—-'! SQLSRV-05 A Restore virtual disks...
IE-:' SQLSRV-06 Restore Vivi files
= 5OLSR
|—l':'i V07 Restore guest files
{13 SQLSRV-08
I:\—J SQLSRV-00 %' Restoreto Amazon EC2...
{71 SQLSRV-10 S Restore to Microsoft Azure...

2)  Restoreto Google CE...

Export backup...

Fy  Delete from disk

2. FH VM S OPHARS] X W T 0] X|0i| M §ot= 2 Higle

=

<
<
mjo
1
0
ot
[
nl
djo
mjo
rx
Jm
1
r
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48



Full VM Restore
'_I Virtual Machines
Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
environment (containers will be automatically expanded into plain VM list).
R ' o o
Q Type in o VM name for instant lookup
Restore Made
Name Size Restore point | Add...
Secure Restore i . |—
CiJSQLSRV-04 62.7GB less than a day age (1:03 AM ... Pont
Summary —
Remove
| < Previous Mext > F Finizh | Cancel

3. 22 IS HOIX|O|A A 9IX|2 =8l £ C}2 MFO=Z 2ag Mesitt
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Full VM Restore x

Restore Mode
ml Specify whether selected YMs should be restored back to the original location, or to a new location or with different settings.

Virtual Machines (O Restore to the original location
Quickly initiate the restore of selected VM to its original location, with the original name and

— settings. This option minimizes the chance of user input error.

Host {®) Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate

Re<otrce Pool all controls with the original VM settings as the defaults.

Datastore LJiS myeds s
Run the selected VM directly from backup files in the isolated Datalab to make changes to the
Eold guest OS or applications prior to placing the VM into production environment.
older
pi
N & ick proxy to use

Secure Restore

Summary

< Previous Finish | Cancel

4. SAE HO|X|0|M VME 2218t LA ESXi SAE = S AEE MENSHL|CH



Full VM Restore Select Host X X
I:WI By default, origi Select host: ting desired VM and clicking
' Host. Use multi- [ (51 Hosts
v F& veenter.sddc-35-171-99-106.vmwarevme.com
Virtual Machines v [Elg SDDC-Datacenter
172.30.161.4
o =

Restore Mode > B Cluster-1 }st or cluster

Resource Pool

Datastore

Folder

Network

Secure Restore

Summary

Eflv Type in an object name to search for Q | \L/
| ﬁk||cma| foe | Cancel

5. ClIO|E XMZEA HO|X|ol[A A mUnp StE C|AS H50f CHeh CHAF HIO[E ME A fIXIE

MEHSHL|C},

—1d
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Full VM Restore X
'_I Datastore
By default, original datastore and disk type are selected for each VM file, You can change them by selecting desired VM file, and
clicking Datastore or Disk Type. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.
Virtual Machines Files location:
File Size Datastore Disk type
Restore Mode G Er!_--3 SQLSRV-04
Host EJ Configuration files WorkloadDatastore (VM...
=IHard disk 1 (SQLSR... 100GB WorkloadDatastore (VM...  Same as source
Resource Pool
Folder
Network
Secure Restore
Summary
Select multiple VMs to apply settings in bulk. |_Datastore. I Disk Type... i
| < Previous ! Nt > Finich | Cancel |

6. HEZ Hlo|x[ofM VM| Yl HIEQIZE Af et 9IX|2] HELIZ0i o ELIC



Full VM Restore
Network

Virtual Machines

Restore Mode

Host

Resource Pool

Datastore

Folder
Nework
Secure Restore

Summary

: By default, we will connect the restored VM to the same virtual networks as the original VM. If you are restoring to a different
location, specify how networks map between original and new locations.

Network connections:
Source Target
4 [1SQLSRV-04
,g, Management 181 (DSwitch) Not connected
A Data - A - 3374 (DSwitch) Not connected
2 pata - B - 3375 (DSwitch) Net connected

Select multiple VMs to apply settings change in bulk.

 Metwork,.. | Disconnect |

| <Previous Nmi ] Finish | | Cancel |
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Select Network W

Select networlk: E]
w E 172 3!] 160.68 A

& vdrc-backplane-Is (vmc-hostswitch)

2 DB (vmc-hostswitch)

g}ﬂ vdrp-backplane-is (vmc-hostswitch)

& VSAN (vmc-hostswitch)

2 mgmt-Is (vmc-hostswitch)

,g‘ vmk4-ls (vme-hostswitch)

3 VMOTION (vmc-hostswitch)

vmed-backplane-ls (vmc-hostswitch)

J—f:: trunk-Is (vme-hostswitch)

3 vmk0-dvportgroup (vme-hostswitch)

2 cross-vpc-ls (vme-hostswitch)

gﬂ 51_LogicalSwitch_545dd5bc-6951-45a5-%ale-648c723dc852
2 direct-connect-Is (vmc-hostswitch)

3 o-vmk0-ls (vmec-hostswitch)

3 5| LogicalSwitch_9cb29ccc-fbca-48fd-979-6ccdf7fSaad (
nt:?:: SI_LogicalSwitch_99e2aTel-0c7e-4373-2498-25cbd4bbelbb
3 sddc-cgw-network-1 (vmc-hostswitch) v

7. S7E VMOIIA BN E HALX| R E MEfSt T 29 HO|X[E AES = DHHE 2230 S/1S
A|ZFSHL|CE,

SQL Server O Z2|#|0|M H|0|E S&

CIS TZMANME 2I2|0|A AIO|EE 25 E27Hs0HA == sl 7t ehalist A2 AWS2| VMware Cloud
ServicesOllA| SQL ServerE 21 8t= 2o CHSH X|

=7 HAE AL TS o2 TN 20| RF SFE A= JHgRiLc.

1. Veeam Full RestoreZ AF238t0] Windows Server VMO| VMware Cloud SDDCE E & &L|CT

2. 2% SnapCenter A7} MHE|QI T SnapCenter |O|E{H|0| A =@l 8l 40| MMoj| AHE THAE ALK
tRE|AESLICL"SnapCenter B 5! S T2 A QOF"
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#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary

VM: SQL Server VMO Cl{st 22 = 1M

VM =#0| 212 &[H SnapCenter LI0[A] 2 AE VMS CHA| ZA517] 93l HIEQIZ 3 7|EF =S F4lof
gfLCt,

1. 22| 31 iSCSI EE= NFSOf| Chet MZ2R IP FAE SEEL|CH
2. IAEE Windows =H|Ql0f| 7} A|ZIL|CE
3. SnapCenter M\H{2] DNS EE= SAE IO SAE 0|28 F7hetL|Ct.
SnapCenter E2{1210] 241 =oi[Qlat CHE E0[Ql XA ZHEZ AMESHO] HHZE F<2 SQL
@ Server VMO||A] Windows MH|AE Z2{7Q10f| CH$t EJQ HII*% HZsof SLICL 202

AHE HASH T SnapCenter SMCore, Windows2 Z2{19!, SQL Serverg Z2{19!
MH|AE CRA| A|ZFEEL|CE.

@ SnapCenter 0|X =& VME XtS2 = CHA| ZAMst2{H FQDNO| 2Z2|0|A SnapCenter 0|
el FIHE vzt SYetoF giLICh.

SQL Server SIS 9|5t FSx M& A 714

SQL Server VMO]| Clet [ S7 S TENAE 2=52{H FSx SHAE 0N 7| & SnapMirror 2HAIE
Sixist D EF0fl CHet HM|A HMotE Fo{s{of ehL|Ch O A st2{™ L3 tHA|E 2t=5HM|R.

1. SQL Server H|O|E{H[0] AL 2T &0 LSt 7|Z SnapMirror ZHAIE #292{™H FSx CLIIA CHS HHS
AT

FSx-Dest::> snapmirror break -destination-path DestSVM:DestVolName

2. SQL Server Windows VM2 iSCSI IQNS E&st= O|L|A|MO]E 252 THS0 LUNO| CHEE A A A
s 2oLt

FSx-Dest::> igroup create -vserver DestSVM -igroup igroupName
-protocol iSCSI -ostype windows —-initiator IQN

3. OHX|2O 2 W3 W43t O|L|A|0f|0[Ef T F0l LUNS DHERIL|CE

FSx-Dest::> lun mapping create -vserver DestSVM -path LUNPath igroup
igroupName

M. 1un show HH.

Of

4. Z2 0|55 HoHH LIZS &Y
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iSCSI HM|AE 2/l Windows VMS AX ot It A|AEIS ZHMBHL|CY,
1. SQL Server VMO|A| FSx QIAEIA 9| [SCS| CHA QIE{H|O] A0 CHEH HZAO| MM EI VMware ZE IS0 A
EMSHEE iSCSI HIES 3 {HEIE ™ EL|Ct.
2. iSCSI £7|xt &4 REZ|EIE €1 AM, SHZ = A Sl ciA HojlA o| HZE HH™E X|SLct.

3. FSx QIAEA/ZHAE A iSCSI =2| QIE{H|O| A HM|ASLT| 5t IP FAE
Amazon FSx > ONTAP > Storage Virtual MachinesOl| Al 8i& LIS &tolgt £ Q&L|CE.

Endpoints

Management DNS name Management IP address
svm-045c077375d3d 9799 fs-0aed0e08accOdeab 7. fsx.us-east-1.amazonaws.com  [J 198.19.25453

NFS DNS name NFS IP address
svm-045c077375d3d9799.fs-0aed0e08acc0deab fsx.us-east-1.amazonaws.com [J 198.19.254.53

iSCSI DNS name iSCSI IP addresses
iscsi.svm-045c077375d3d9799.fs-0aed40e08accOdeab 7 fsx.us-east-1.amazonaws.com 172.30.15.101, 172.30.14.49

4. 2 R0l M ZM TS S2UstD FSxSCSI ThAlY] IP FAS g |ct,

i5CSI Initiator Properties X

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

Target portals

The system will look for Targets on folowing portals: Refresh
Address Port Adapter IF address

To add a target portal, dick Discover Portal. | Discover Portal... ]

To remove a target portal, select the address above and e
then dick Remave.
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Discover Target Portal

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DNS name: Port: (Defaultis 3260.)
172.30.14.49) 3260
M | OK . Cancel
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ISCSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Qusck Connect...
Discovered targets
Refresh
MName Status

ign. 1992-08.com.netapp:sn. 5918b03Mef411ecb007495... Inactive

To connect using advanced options, select a target and then | =
dick Connect.

Connect To Target X

Target name:
192-08.com.netapp:sn. 59 18b03f9ef411ecb0074956fb75f45¢:vs.6

g2 22 53

7] Add this connection to the list of Favorite Targets,
This will make the system automatically attempt to restore the
connection every time this computer restarts.

oK Cancel | | Apdly

- AFH HE| REEEIE U LA E 21122 HetelL|C). oo AF8StH At Set E2t0|E X7t

[ — =

R =X ZRISHH K.



== Disk 1
Basic
579.98 GB
Online

*O Disk 2
Basic
09.93 GB

Offline 0

= CD-ROM

MSSQL_DATA (E)
279.98 GB NTFS
Healthy (Primary Partition)

Online

Properties

Help
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SQL Server C|O|E{H|0|A HZ

1. SQL Server VMO|A| Microsoft SQL Server Management StudioS €11 HZ S MEHSIO] H|O|E{H]|O| A0
HASH=E T2 MNAE AEFEHL|CE,

% 4 Microsoft SQL Server Management Studio
File Edit View Tools Window Help
L0008 0-% E E| BNewQuey B §

+ O

Execute

Object Explorer
Connect~ ¥ ¥ Ve
= @ SQLSRV-01 (SQL Server 15.0.2080.9 - sa)

[#

Mew Database...

I Attach...

" Restore Database...
Restore Files and Filegroups...

2. =7t 2=I5t1 SQL Server 7| HIO|E{H|0| A mAO| Y= ECIZ 0|SsH0] 8liE TS MEHDH CHS
efols SEIFLIC
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@ Locate Database Files - SQLSRV-01 | b 4
Database Data Filelocation:  |E:\MSSQL 2019\MSSQL15 MSSQLSERVEF| | & | | | Il
-1 C:
GEE
&-#4 SRECYCLEBIN
&1 MSSQL 2019
£ MS5QL15.MSSQLSERVER
-4 MSSQL
L@ DATA
| [E-E0 System Volume Information
@ F
File name: |SQLHCO1_01.mdf | | Database Data Fies(" mdf) v
oK Cancel

. Hel 27 EE E2to|Ho| e ER

72H
Z&{5t0] HO|E{H|0[AZ

a1 [E] XEvent Profiler

Object Explorer ~ & X B @ Dotabase Properties - SQLHCOT =
Connect~ L e
- SRR Silectnrmos Tsam - @ o
= @ SQLSRV-01 (SQL Server 15.0.2080.9 - sa) 5 General
= B Databases F Fies
# 10 System Databeses & Fiegroups "’?F “1 | J
& Database Snapshots : Options - 1y s
@ @ SQLHCOT 5 g”""’. i Last Detabase Backup None
W SN & Etended Propeties  Lest Databiase Log Backio None
@ B0 Server Objects & Minoing ] -
@ I Replication & Transaction Log Shipping SE}LHIEG‘I
@ ¥ PolyBase & Query Store e Normal
B I Adewy= D Figh Apslaiity | EI.:T Created '2&-73.*2&22 53718 FM
G W Monagement | Size 51434400 MB
@ I Integration Services Catalogs Space Ayalable 561"01 8 MB
22 5QL Server Agent (Agent XPs disabled) | Number of Users

| Memary Alocated To Memary Upth'::c—cCrbue E‘r..{} MB
Memory Used By Memory Optinized Otyects | 0.00 MB
T oLl e .

Cofation SQL_Latin_General_CP1 _CI_AS
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SQL Server 2211211} SnapCenter Sl 29l

SnapCenter Hi|O|E{H|O| AT} O] MEHZ SRlZ|H SQL Server SAEE XSO CHA| ZAMBHLIC} 0]Z40]
M2 ZHEstH CHS HAH =2 G50 FHAIR

* SnapCenter Xslf S5+ REE HM2t5{0f gfL|C}. O] 22 Swagger APIE Sl & StAHLE xHsH S+
ofziel = E2H HE S Sdll A &~ AUSLCH

* SQL Server2| FQDN2 2 2|0|A C|0|Ef ME{0j|A A& FOI QIAE AL ZSAUSHOF BHL|CE.
* 212{{9] SnapMirror ZtA|= Z20{A0F EhL|Ct.
* C|O|E{H|O| A7} EEHEI LUNS SQL Server QIAEI A0 OF2E st H|0|E{H|0| A S HZB{OF S|},

SnapCenter Mdl S5 ZE0f| JU=X| Q fﬂﬁ SnapCenter 2 22I0[HE0M HHOZ 0|SSHH 2. =2E
MY Ho= o|s3t CHS RHsH E-?% SFL|CH sl 57 AR =Holzto] ZHAStE|0] =X EelstM .

M NetApp SnapCenter®

Global Settings Policies Users and Access

Global Settings

Hypervisor Settings @
Notification Server Settings @
Configuration Settings €
Purge Jobs Settings @
Domain Settings @

CA Certificate Settings @

Disaster Recovery
Enable Disaster Recovery sy
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Oracle O =2|#|0|M H|0|EH E&

CHE Z2AM20M= 21&0|2 AO|EE &

— L —

ServicesOl|A| Oracle O Z2|#|0|M H|O|HE

=7 HAIE IS5 E L WA =S 2A=5HMR.

1. Oracle Linux AlH{ VM2 Veeam Full RestoreE A3t VMware Cloud SDDCZ S &

2. B SnapCenter A7} MM E|} 1T SnapCenter H|O|E{H[0] A} 1A IO O] MlMof| A
S| AELICL"SnapCenter Y U S T2 M|A Q0"
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#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
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Oracle S 2 I3t FSx 4 — SnapMirror 27| #7|

FSx ONTAP QIAR AN SARIE HE AEZ|X| Z2&SE Oracle AHO[A HMAL o~ UA| St2{H HK| 7|
SnapMirror 2tA|Z Sl A|sH{OF SFL[C}.

T

1. FSx CLIO| 29It & C}

dlo

OH
S o

o

A0 SHt

Tl

0l

ol

o WE{YE 2

O -

o

S selgfLint.

FSx-Dest::> volume show -volume VolumeName*

2 M3St] 7|Z SnapMirror A sl &|EtL|Ct.

FSx-Dest::> snapmirror break -destination-path DestSVM:DestVolName

3. Amazon FSx @l 22t0|HEN|A junction-pathE 2H|0|ERILIC



FSx > Velumes > fsvol-01167370e9b7aefa0

oraclesrv_03_u01_dest (fsvol-01167370e9b7aefa0) | awach || actions a |
l Update volume |

Summary

Create backup
Delete volume
Volume ID Creation time SVMID
fsvol-01167370e9b7aefa0 I 2022-03-08T14:52:09-05:00 svm-02b2ad25c6b2eSbc2
Volume name Lifecycle state Junction path
@) Created s
oraclesrv_03_u01_dest (3
uuID Volume type Tiering policy name
ONTAP
3d7338ce-9F19-11ec- SNAPSHOT_ONLY
b007-4956fb75f45¢ Size - . . )
Tiering policy cooling period (days)
.
File system ID 100.00 6B 2

fs-0ae40e08accOdeat? Storage efficiency enabled

Disabled
Resource ARN

arn:aws:fsx:us-
east-1:541696183547:volume/fs-
Oaed0e0BaccOdeab’/fsvol-

01167370e9b7aefa0

4. WAIZ HZ 0|52 #7185t YH0|ES S2IetLILt. Oracle MHOIM NFS 2&
HAEE X|HSIM 2.

o
=]
Ho
Im
ot
=)
re
MY
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Update volume

Junction path

Joraclesrv_03_u01_dest

The location within your file system where your volume will be mounted.
Volume size

102400
Minimum 20 MiB; Maximum 104857600 MiB

Storage efficiency

L

Select whether you would like to enable ONTAP storage efficiencies on your volume: deduplication,

compression, and compaction.
' Enabled (recommended)
© Disabled

Capacity pool tiering policy

You can optionally enable automatic tiering of your data to lower-cost capacity pool storage.

Snapshot Only

v



Oracle Serverd| NFS 2& OIRE

Cloud Manager0i| A= Oracle Gl|O|E{H[0| A I 1t 237} ZotEl NFS 2&S O ESH| 9

LIF IP =AE AF2510 mount HES 2 & JELICEH

1. Cloud Managerd|A] FSx 22{AES =28 =

HCApps

Overview Volumes

50 Volumes

Volume Name * State

E0f AM|ABfLICE

Storage VM

-

Disk Type

oraclesrv_02_
u02_dest

@ Online

oraclesrv_02_
u03_dest

@ Online

oraclesrv_03_
u01_dest

® Online

ora_svm_dest

ora_svm_dest

ora_svm_dest

55D

55D

55D

2. & M50l M Mount CommandZ MEHSI0 Oracle Linux A/HOIA AF2E mount HEHES 210 SALet
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Account
NetApp Information

Clone

Restore from Snapshot copy

Create a Snapshot copy

Mount Command

Change Tiering Policy

0B Delete

Snanshot =

Mount Volume NFS
oraclesrv 03 u01 _dest

Go to your linux machine and enter this mount command

Mount Command

mount 198.19.254.180:/oraclesrv_03_u01_dest <dest_d...

3. Oracle Linux AH{O| NFS I A|ARIS OF2ERIL|CE NFS 3 RE OIRESH| ¢
Oracle Linux SAE0| I&L|CH

4. Oracle Linux AHHO|A mount HHS AF2SI0] NFS 252 O EELICL.

FC

Copy

|21=2|7 o|g]



FSx-Dest::> mount -t oracle server ip:/junction-path

Oracle G|O|E{H[0] A2 ARHEl 2t =F0| Choli O] HHAIE Ht= gLt

fujo

@ MEE A0 = NFS OFREE QX|3l2{H CI2 S MESIMR. /etc/fstab OIRE HY
Zote opL|ct

9. Oracle MHE TR ESLICE Oracle CIO|E{H[O] A= HHXOZ AIRE|0] AT 4= RL0{0F BHL|TH.

S0 =7

O| £ M0f B E Hoff ZX| ZEHAE MSHO= 2E5HH SnapCenter 2t Veeam2 AWSO| A A | = uH e
715E M7H5t2 FSx ONTAP O|A| 2 2m2{|0|A H|0|E ME|Qt 7|& SnapMirror 24|17} gl 7|2 AEE|X[2
XM EL|CH 2m2|0|AoM DA 7[S0| MI7HE 20|= o] 2A0| dHE 2t SLTt TEMAE AHESI0] H[0|HE
2IH0|A ONTAP 2EE2[X| A|AROZ ChA| O[22 &~ JAFLICL.

0 2 Mol % E|0f AS0| SnapCenter 7415101 FSx ONTAP 9| ofZal70|M Holef £ Smajn|20f gl
ONTAP AE2|X| AIAHOZ Ol2{2et 4 YALITH DHIZIXIZ, AHUAOLR #ef XEAS ALBSHO] Veeamo| He
AHES Amazon S30| SRISHES 74515 T2l 0| HolEf HE{0] R Veeam #i2f ME{0IA 3H2 Heiol

AN AT 2 QBLIC

O] 2AM0i|A = Foll =710] chol| CHEX| X|TH ol S7= o 7|0l MEE XMsE T2 M| AL IAH| CHEX| &LICt.
-
2=

O ZMofl MAIEl AHE AlZl= NetApp 2t VMware 7t2| S22 45 Mol 57 7|0 £HE StELCH
NetApp ONTAP AE2|X| A|A-2 HEE CI0IH 023 7|=2 ®MSotH =Z|0] 2o2|0|At £ SERE
SEYH7 MSst= ONTAP 7|&S OFRE2= M 57 £88S A = UTE XA L)

AWSZ2| FSx ONTAP SnapCenter %! SyncMirror 2F &5 S0 0fZ2[A[0|M HIO|HE SEIRER SHY =

-

!
U= &M F SHLIRILICL Veeam Backup & Replication2 NetApp ONTAP AE2|X| A|AEIT} 2 E3tE|= CF Cf
& 22{%l 7|=0|H vSphere 7|2 AER|X|Z22| FOH =X|E M3 4 USLICE

O] £FM2 SQL Server?t Oracle O Z2|#|0|M H|O|HE SAEISH= ONTAP A|ABIC| HAE HE AER|X[E
AE5H= Mol S 22 M2 MBS ELICE SnapMirror B XH=l SnapCenter ONTAP A|AHIQ| O E2|AH|0|M EES
H35th 0|8 220 Y= FSx EE= CVORE SH[st7| 9/t &2|st7| 2|2 £2 M2 M3 T LICt SnapCenter
2= ofE2|AH0|M HIO|E{E AWS2| VMware CloudZ Z0H ZX[st7| 2|8t DR X|& £FMQlL|C,

69



4=

M =2

Copyright © 2025 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| ofst HEE HEH ARXL
A MH 521 glo|= of et HAO|Lt £EHFAL =2, =% EE= MX AM A|AH0| & SH= AS H|Zet 22T,

AN = 7|AN o2 SXE o~ glEL Ch

NetAppO| MZH# S 7HE Xt=0f| A= 2ZELY0{0f|i= of2HQ] 20| M AL nX|ALeto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y St Zel5t0](010f I =X §4F), Of ALEH 0S| A= Qlol| L Md}=

I
2= A o 71 A8, QU Sof, UM Ao, ZHH AdHo] Lo chotod 1 2 0|9, M, Aot
O, {23t Mol S Bel(DhAl i JX| %2 F2)2t 2210] Ofm{Et MUT X|X| oD, 0feh 22 Ao
24y JHs 0| SX|=I{CH SHEFE ORI pRILIc

NetApp2 & A0 2 E MFS ANMEX o2 glo] HEY H2|E EFELICE NetApp2 NetApp2| HA|E Q!
MEH So|E &2 ZRE Helste & 2M0 2 E HFS A5t 2dst= ofiet ZH|0l| = MRS X|X| 5LICt.
= HZQ A = F0i2 B2 NetAppOliA= Ot ESH, B = 7|6 XA I LHHO0| HEE|= 2| AT
M S| gdsLItt.

= 2dEAM0| 2FE HMF2 oLt o|¢2| 0= 59, ot 9] L= £ T2l 5512 2 UL

Mgt™ M| Al HE0| o$ AF2, EX| = S7H0ll= DFARS 252.227-7013(2014F 28) 8! FAR 52.227-
19(2007' 12&)2| 7|= H|O|H-H| 4 HA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HM|gtAtEto] MEEL|CE.

of7|off & E HO|E= AU ME W/EE 4YUE AH|A(FAR 2.1010 H2|)ofl sH=HSHH NetApp, Inc.2l 5H
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEEH AZEY s 2EMOZ MAHE0|H 710l
HI20O 2 JNUE|JELICEH O|= 2= HIO|E 7t M3 E 0|2 Alefat 2 st sHEh Al2kS XSt o2t HI0|E ol
CHot M MAXMOE HISHHO0| I e 4 QoM THAHR0| E7t56HH F|& S7Hst 2to| A E Mgt o=
ZHELICE o47]0f| IS E BRE M 2lSt NetApp, Inc.2| AP MH S0 ¢l0|= O] HIO|HE AME, 37H, M4t +=H,
28 e FA|E 4 QI&LICE 0|2 22U Cist M5 20| MlA = DFARS 8t 252.227-7015(b)(2014E 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L}ZEl Ot3= NetApp, Inc.2| HEL|CEH 7|EF S|AF S

HE OIE2 olE 27X dEHY = ASLIC.

70


http://www.netapp.com/TM

	TR-4931: Amazon Web Services 및 Guest Connect에서 VMware Cloud를 사용한 재해 복구 : NetApp public and hybrid cloud solutions
	목차
	TR-4931: Amazon Web Services 및 Guest Connect에서 VMware Cloud를 사용한 재해 복구
	개요
	가정, 전제 조건 및 구성 요소 개요
	SnapCenter 사용하여 DR 수행
	SnapMirror 관계 및 보존 일정 구성
	온프레미스에 Windows SnapCenter 서버를 배포하고 구성합니다.
	Veeam 백업 서버 배포 및 구성
	BlueXP backup and recovery 도구와 구성
	재해 복구를 위한 SnapCenter 데이터베이스 백업
	장애 조치
	Veeam 전체 복원을 사용하여 애플리케이션 VM 복원
	SQL Server 애플리케이션 데이터 복원
	Oracle 애플리케이션 데이터 복원
	장애 복구

	결론


