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User groups —_—
Permissions Policy usage Tags Policy versions Access Advisor

Users

Roles Policy summary | {)Json | Edit policy
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Access analyzer
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Account
Automation-team

Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring

@ Backup & Restore

Backup & Restore
Fully integrated data protection for ONTAP anywhere

Cloud Backup dramatically reduces the complexity of backing up critical structured
and unstrucutred data across your ONTAP hybrid cloud environments to cost-
effective object storage. All you need to do Is select the source, the target and the
protection policy and you're protected

To start your Backup & Restore experience, please deploy our connector

Add a Connector

Simple & intuitive Hybrid Multicloud

No backup or cloud expertise required. Simply click Backup from On-premises or Cloud Volumes

the button above and follow the instructions ONTAP to AWS, Azure, GCP or StorageGRID

Workspaces

BlueXP Connector

Connector
NA

wozse | T
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B

Unmatched Efficiency

Combines incremental, block-level operatio

storage efficiencies to reduce time and ¢
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Add Connector

Provider

Choose the cloud provider where you want to run the Connector:

[ 1 aws
. S
Microsoft Azure Amazon Web Services Google Cloud Platform
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Add Connector - AWS

Deploying a Connector

The Connector is a crucial component for the day-to-day use of Cloud Manager.

It's used to connect Cloud Manager's services to your hybrid-cloud environments.

The Connector can then manage the resources and processes within your public cloud environment.

Before you begin the deployment process, ensure that you have completed the required preparations. This guide

will enable you to focus on the minimum requirements for Connector installation.

Permissions Authentication Networking

Set up an 1AM role with the Choose between two AWS Obtain details about the VPC and

required permissions authentication methods: AWS keys subnet in which the Connector will
or assuming an IAM role reside

Skip to Deployment

Previous Continue

1. M A 7|2t *H|E 7[5 AH2SH0] AWS A1 25 S LSHMR.

Add Connector - AWS

o AWS Credentials @ Details @ Network ® Security Group

AWS Authentication

Region

us-east-1 | US East (N. Virginia)

Select the Authentication Method: O Assume Role @ AWS Keys

AWS Access Key AWS Secret Key

@ Review

AKIAB|RXAGZVGVFSHMO3

Want to launch an instance without AWS Credentials? ~

text

More Information

X
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Add Connector - AWS Moare Information e

@ AWS Credentials ° Details @ Network @ Security Group @ Review

Details

Connector Instance Name
Connector Role

SnapCentersvs
@ Create Role O Select an existing Role

Role Name

@ Add Tags to Connector Instance Cloud-Manager-Operator-VZzS5P9-SnapCenter

AWS Managed Encryption

next

1. HYE HNAE Qs MESH VPC, MEU 9 SSH *7| WO 2 HEHZ S LSt



Add BlueXP Connector - AWS More Information X

@ AWS Credentials @ Details o Network @ Security Group @ Review

Network
Connectivity Proxy Configuration (Optienal)
VPC HTTP Proxy
vpc-0b522d5e982a50ceb - 172.30.15.0/25
Subnet Define Credentials for this Proxy ~

172.30.15.0/25 | priv-subnet-01
Upload a root certificate ~

Key Pair (i ]

sufi_new

Public IP
Use subnet settings (Disable)
Motice: Ensure that the subnet has internet connectivity

through a NAT device or proxy server so that the Connector
can communicate with AWS services.

Previous “

2. F{lEof CiSt *2ot IF+S A™SLICt
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Add BlueXP Connector - AWS More Information

@ AWS Credentials @ Details @ Netwark o Security Group @ Review

Security Group

The security group must allow inbound HTTP, HTTPS and SSH access.

Assign a security group: O Create a new security group @ Select an existing security group

1 Security Group Q
Security Group Name 4|  Description
@ default default VPC security group

Bed

3. 29 HO|XI2 HESD *AIPS 22oto] HUE| BHS AT, YHHOZ HES eEets o

10=20] ZEILICt. 2t =™ FHE] QIAEIATF AWS EC2 CHA| 2 E0f| LIEHEfL|CE

[e]3
of



Add BlueXP Connector - AWS

@ AWS Credentials

BlueXP Connector Name
AWS Access Key

Region

VPC

Subnet

Key Pair

Public IP

Proxy

Security Group

@ Details @ Network @ Security Group e Review

Review

Code for Terraform Automation

aws-snapctr-us-east
AKIAX4H43ZT561WWR3TI

us-east-1

vpc-0b522d5e982a50ceb - 172.30.15.0/25
172.30.15.0/25 | priv-subnet-01

sufi_new

Use subnet settings (Disable)

None

default

Previous “

AWS Z|2A HNAE 2[5l BlueXP OllA AtH S FolgfL|Ct.

More Information

X
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Management (IAM)
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IAM > Roles > Create role

Select trusted entity e

Select trusted entity

Trusted entity type

AWS sen

SAML 2.0 federati

Custom trust poli

An AWS account

Allow entities in other AWS accounts belonging to you or a 3rd party to perform actions in this account

This account (541696183547)

© Another AWS account
Account D
\dentifer of the account that can use thig fole

952013314444

AccountID is a 12-dig

Options
Require external ID (Best practice when a third party will assume this role)
Require MFA
Requires that the assuming entity use mult-factor authentication



IAM > Roles > Create role

Add permissions e

Select trusted entity

Add permissions Permissions policies ( d 1/889) mro o Create policy
I e or mote policies hto your new role
= Q Fitt jes b liey name an 4 matches <1 > @
‘s X | Clearfilters
= Policy name (7 =  Type v | Description
W AmazonFSxReadOnlyAccess AWS ma. Provides read only access to Amazon FSx.
W AmazonFSxFullAccess AWS ma. Provides full access to Amazon FSx and aceess to related AWS services
Wil AmazonFsxConsoleReadOnlyAccess AWS ma. Provides read only access to Amazon FSx and access to related AWS services via the AWS Management Console.
Wil AmazonFsxConsoleFullAccess AWS ma Provides full access to Amazon FSx and access to related AWS services via the AWS Management Console
b Set permissions boundary - optional into
Seta 1o controt this role can have. This is not a commen setting, but you can use it to delegate permission management to others.

-] - |

e ahSo+E SEIYLICL
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o
%
d
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glo

IAM > Roles > Createrole

Name, review, and create

Select trusted entity

Role details

Add permissions

Name, review, and create

Description

Add a short explanation for his role

Grant permission for BlueXP access to FSxN in AWS.

Step 1: Select trusted entities Edit

“Version": "2012-10-17",
“statement”: [
1

5 EFF#((
L
é ; %éunditiun”: 0
59
5. BlueXP 2£Z =07 249 QEZ ACHof| s AH 00|22 22/t AN Xt I I|0|X|E &1,
H = ) EA |CF

‘Workspace
tA T

etApp  BlueXP Database-2
& {:c} Credentials Account credentials User credentials
o

BlueXP and the Connector use account-level credentials to deploy
v and manage resources in your cloud environment.
5 Credentials Add credentials
@
i shantanucreds =
® - Type: Assume Role | BlueXP
-
g 210811600188 nkarthik_kafka_nfs_role_FSxN

count ID Assume Role

6. XA = Q|X|Z - *Amazon Web Services - BlueXP*2 MEHSIN| Q.
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Account

FINetApp  Bluexp

Automati

& @ Add Credentials
©
Choose Credentials Location
v
L s @
o Microsoft Azure Amazon Web Services
®
Choose how to associate the credentials
=
=
7. SO AT AWS IAM SO ZIASE 4 9l HTBE o3 ARNOE AWS A2 FHS
HolgtL|Ct. 1EHA0| M AWS IAM et S MH5H=

i
0 1l
n
i
o
c

exXP *AF ID*L|Ct.

Account
I NetApp  BluexP Automati
& & Add Credentials @ credentiatsType @) Define Cresentials  (3) Review
©

Define Amazon Web Services Credentials

v Learn more about AWS authentication methods
@
® When creating the IAM role, select Another AWS account and enter the account ID for
BluskP: 952013314444
®
- Credentials Name ©  Role ARN ]
foun_bluexp || amawsiamisateos183547n0tey.. |

External D Optional @

| have verified that the |AM policy associated with this 1AM role adheres to the
BlueXP 1AM palicy requirements.

fredous “

8. HESIU *Z=7pfL|Ct



Automation-te.. Database-2 acao-aws-conn...

M NetApp  BlueXP 7 Account v Workspace Connector ‘ QZ) 5 @ 0

& # Add Credentials @ credentials Type @ Define Credentials @ ien X
°
Review
v
Credentials Type AWS
o ype
® Credentials Name fsxn_bluexp

Credential Storage Cloud Manager

Role ARN amn:aws:iam:541696183547:role/fsxn_bluexp

“ O

SnapCenter AH|A A7

15
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& © canvas My Working Environments My Opportunities FH Go to Tabular View
© 2
+ Add Working Environment 7Y Ensble Services ' @ Werking Environments
L J
o
®

Amazon 53

1. 2IX|2 *Amazon Web Services*S MEHSIA|R.

M NetApp  BlueXP

l Q. Bluexp Search :‘ll tomation ten Workspace Connector e & @ O

‘aws-snapetr-us-.

& Add Working Environment Choose a Location X

L aws )

Microsoft Azure Amazon Web Services Google Cloud Platform On-Premises
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M NetApp  BluexpP

& Add Working Environment
©
™
L J
Microsoft Azure

L]

®

Cloud Volumes ONTAP
o2

Cloud Volumes ONTAP HA

High Availability
Amazon FSx for ONTAP
High Availability

% Kubernetes Cluster
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HO{gL|Ch, Xt
ABLic
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M NetApp  BlueXP

& Add an Existing FSx for ONTAP

2. Amazon FSx ONTAP HHZZl AWS K|S
MEHSE O X712 Zalsth|C},

Account

BluexP search )

Choose a Location

Automation-team

ws @ a =
Amazon Web Services Google Cloud Platform OnPremises
Select Type

Workspace
Database-2

Connector

aws-snapctr-us-.

L 3 0

t0] BlueXP FSx ONTAP Z2|st= o] 2R3t #Hsts

—_

R EETRIRESTH S

42 BlueXP 252 2EZ AT

Account

( Q suexpsearch )

FSx for ONTAP Authentication

Select the credentials that provides BlueXP with the permissions that it
needs to manage FSx for ONTAP,

Credentials Name

DemoFSkNCMCredentials

To add a new set of credential. go to the Credentials Page.

bl “

MENSET Oracle H|O|E{H{|O| A

Ho|

Automation-team

A=

=

Connector

‘aws-snapctr-is-

r o 0

X 2 AHE

(2]

e

o
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& Add an Existing FSx for ONTAP

o

7 FSx for ONTAP instance

Select FSx for ONTAP

Choose an AWS region and then select the working environment that you want to add

Region

us-east-1| US East (N. Virginia)

O fx0t fe

vpe-
02ad7bf3476b741df 0b522d5e982...

1. ZMEl Amazon FSx ONTAP QIAEI AT} O|H| =

FINetApp  BlueXP

Q
Subnet ID Management Address
net- management.fs-
041SFeTOT311S.. 02ac7bf3476b741d fsxus-east.. G RS For @

fiins “

=~

Aol LIEFELICE.

Account ~ Workspace

Q Bluexp search )

& ® canvas My Working Environments My Opportunities

+ Add Working Environment

b

fo 01

FSx for ONTAP

3 250 Gi2

Volumes  Capacity  aws

1. fsxadmin A& X}

b
ol
of
ujo

18

Amazon 53

A8t FSx 22{AE0 2aolet 4= JAELIC

Automation-team Database 2

Enable Services )

aws

R L & 0 0
HH Go to Tabular View

Working Environments

7 FSx for ONTAP (High-Availability)
25068 Provisioned Capacity




M NetApp  BlueXP Account ~

Automation-team

- @ fsx_01 Qverview Volumes

One last step and you are ready to start

Provide GNTAP Cluster Password

ONTAP Cluster Password

1. Amazon FSx ONTAP 0f 21015t = H|0|E{H|0] A AEE|X| FE (0f|: G|O|E{H|0|A 28)E HEFLIC

FINGtApp  BlueXp Account Workspace v Connector

Auto, Database-2 aws-snapctr-us-

- fsx_01 Overview Volumes

. Mok 3 250 ais 26.03 cie 0 ais

Volumes Provisioned Capacity SSD Used Capacity Pool Used
o
® =
=)
3 Volumes Q = Add Volume
<
% ora 01 date B ONUNE | Manage Volume % ora,01_logs B ONUNE | Manage Volume
INFO CAPACITY INFO CcAPACITY
Disk Type 5D Provisioned 100 GiB Disk Type ssD Provisioned 100GiB
SVM Name sum_ora $5D Used 57968 SVM Name sim_ora SSD Used 1146
Tiering Policy Snapshot Only Capacity Pool 0Gis Tiering Policy Snapshot Only Capacity Pool 0GB
Used Used
g ora_01_biny W ONLINE Manage Volume
INFO CAPACITY
Disk Type 5D Provisioned s0Gie
SVM Neme svm_ora S50 Used 194 GiB
Tiering Policy  Snapshot Only Capacity ool 0GiB
Used

[H rH

£9| 215 ALO|=HI0[A 23 OF0|2 9|0f| OiRA S S2{El B >*38 Z20HS SE5tH 38
23 A HO|X|7 BRLICE *0fZ2|AH[0]d AM*S SESHM K.
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1. oiZ2|7o|M

FINetApp BlueXP

1. o Z2|#H0|Md ]

Cloud Backup for Applications

Integrated Data Protection for ONTAP primary

)
&)

Streamiined dots managament

Sanve time & resources

HOZ *Z2RC L|0|E|*E M

Protect data in minutes
Funter backup and reitor

Account
Automati

Workspace

Select Application Source Type

Select the application source type thatyou want to manage.

—
_—
Hybrid

Applications hosted within your
organization's infrastructure.

O *Oracle*s MEHSIAM|R.

Cloud Native

Applications that are hosted and run in
the cloud using AWS, Azure, GCP, etc.,




FINetApp  BlueXP

Q Bluexp search )

Account Workspace
Au - Database-2

Discover Applications

Select Application Type

ORACLE EITFANA )

Oracle SAP HANA

- AWS EC2 Oracle OfZ=|#H|0|M S AE N2 FEE YHLICL o HAH 2 203 &X|5tn

CIO|E{H|O| A S HMBIEH *SAE HX| RA*QZ *SSH AE*S MEHSIM| Q. 12 CHZ *SSH 7! 7|
=72 2=

3 o Account bt
FINetApp  Bluexp Lo B LR Automation-team atabase-2 aws-SmapCtr-us-u.
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubemetes Job Monitoring
©
Add Host
L
Provide the following details to add host and discover applications

o

Host Installation Type O Manual @ @® UsingSSH @
@

Host FQDN or P Connector @

‘ 172.30.15.58 ‘ aws-snapctr-us-east -

Username(Sudo) @

‘ eco-user | @ add sst private Key Optional @
SSH Port Plug-in Port
‘ 22 ‘ ‘ 8145

z
-4
o

Cancel

2. O|O|E{H|O| A EC2 ZAEQ| ec2-user SSH 7|& 20{'d 1 *AS*S 2I6I0] A% TdetL|Ch

21
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~ Account v Workspace v/ Comnector v
FINetApp  Bluexp Automation-te. Database-2 5

b Add SSH Private Key

Validate SSH connectivity to host

SSH Private Key

[ ENDRSAPRWATEKEY— |
Validate

X
Ip
of
o
rg
A
Mo
l_?_l-
rO

| HIAIX|ZF A EILICE

& @ Backup and recovery Volumes  Restore  Applications  Virtual Machines  Kubemetes  Job Monitoring

Validating fingerprint

Algorithm

Fingerprint NoYTitbmizd

By proceeding further, | confirm that the above fingarprint for host is valid.

- *Ct3*S 22510 Oracle HIO|E{H|0|A Z2{ Q1S EX|5t EC2 AE0|M Oracle H|O|E{H|0| A S

AL Ch ZAE H|O|E{ 80| A= *0fZ 2| H| 0] M*0f| =7FHELICE. CIO[EH|0|A *Eo dEf*= M S
HHEUS M "2 K| §EZ* 22 HA[FLICH



FINetApp  BlueXP (Q sluexe search )

& @) Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubernetes  Job Monitoring
o
v
‘ Cloud Native - ‘ ‘ Oracle . 4 ‘
>
° Application Protection
(0@ 0o
e Hosts ORACLE Clone

Protected Unprotected

1 Databases

Filter By (6@l  Manage Databases | ¥ Settings i

Name ~ | HostName 2 | Policy Name | Protection status Sl

db1 172.30.15.58 1 Unprotected

1-10f1 | << <-> =

o

0|72 Z Oracle® SnapCenter A|H|AL| &£7| MHO| 22 &R ELICE O] 2AM 2| CHS M| MM A= Oracle
CIO|E{H[O|A ui Sl 8l SX| 2HS MHSIL|C}.

|

Oracle G|O|E{H|O| A HH A
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1. GIOIE{HI0|A HS el Hojl U Al HHo| S 223 T, *MM*S 22U6tR! Oracle HIOIEHI0|AS
2oots o MBY 4 9l 7|2 A 2EE Ho[E#0]A He HMS 2 4 YaLct

VA e Y Account ~ Connector
I NetApp  Bluexp & ) et e St L 5 0 606
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubernetes Job Monitoring
v
v
‘ Cloud Native v ‘ ‘ Oracle v ‘
@
® Application Protection
00 oo
X 1 e 1 90 N ®o 1
a Hosts ORACLE Eloie Protected Unprotected
1 Databases
Filter By [6W  Manage Databases | v Settings Iv
Policies
Name Host Name Policy Name Protection Status
About
db1 172301558 ) Unprotected —
osts

1. AHEXt ol W] BI-of B C|o|E HE 7|2k &St 1Ret S Ot &= ASLICH

Y Account “ Connector
M NetApp BluexP Q luexp Search S s i
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubemetes  Job Monitoring
©
Applications > Policies
[
@ ‘ Cloud Native - - ‘
® A4 policies (3, Create Policy
3
e Schedules and Retention
Dally: Repeats Every 1 Day, Keeps 14 copies
Oracle Full Backup for Bronze FullBackup WeeKly: Repeats Every Fri, Keeps 4 capies see
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct. Nov
Hourly: Repeats Every 6 Hrs, Keeps 16 copies
Daily: Re E 1 Day, K 30
Oradle Full Backup for Gold FullBackup all: hepeats buery 1 Day, Rees 30 Coples .
Weekly: Repeats Every Fri, Keeps 4 copies
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul. Aug. Sep. Oct. Nov
Hourly: Repeats Every 12 Hrs, Keeps 6 copies
Daily: Re its B 1 Day, Ke 14
Oracle Full Backup for Silver FullBackup AT oichen N Doy Seeee Tasomey e
Weekly: Repeats Every Fri, Keeps 4 copies
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May. Jun, Jul, Aug, Sep, Oct, Nov
my_full_bkup FullBackup Hourly: Repeats Every 1 Hr, Keeps 3 Days sos
1.40fa | << < - >
. A
1. M AMo|| OHESHH I5t= MM S Skslo] O|O|E{H|0|AS HSS & 9JAL|C}
o = o [ ] — = - oOo1=2 =20 —= =2 T M-d .



M NetApp  BlueXP

Account e Workspace

Database-2

Connector
Automation-team

L

o @ e

9

1.

P NetApp  BlueXP

aws-snapctr-us-,

@ Backup and recovery Volumes Restore Applications  Virtual Machines Kubernetes  Job Monitoring
Cloud Native v ‘ | Orade v ‘
Application Protection
(5]w] (8]w)
1 00 1 0o 0 Qo 01
Hosts ORACLE Clone

Protected Unprotected

1 Databases

Filter By

Q

Manage Databases | ¥

172.30.15.58 ) Unprotected

View Details

g=!‘|:o|'o|' X K|

G| O E{Hf| O A.0f]

Account v~ Workspace

Database-2

— Connector
BlueXp Search

Automation-team aws-snapetr-us-

@ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
Applications > Assign Policy
Assign Policy
Assign a policy to start taking backups of the database "db1*
4 policies

Backup Type Schedules

Daily: Repeats Every 1 Day, keeps 14 copies
Weekly: Repeats Every Fri, Keeps 4 copies
Monthly: Repeats Every 1st Day of Jan, Feb, Mar; Apr, May, Jun, Jul, AUg, Sep, C

Oracle Full Backup for Bronze FullBackup

Hourly: Repeats Every 6 Hrs, Keeps 16 copies

Daily: Repeats Every 1 Day, Keeps 30 copies

Weekly: Repeats Every Fri, Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun. Jul. Aug, Sep, C

Oracle Full Backup for Gold FullBackup

Hourly: Repeats Every 12 Hrs, Keeps 6 copies

Daily: Repeats Every 1 Day, Keeps 14 copies

Weekly: Repeats Every Fri, Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep. C

Oracle Full Backup for Silver FullBackup

my_full_bkup FullBackup Hourly: Repeats Every 1 Hr, Keeps 3 Days

1-40f4

M B

Cancel

AMER 7} A =0l

o = /|

ot

, CIO[E{H|O|A HZ HAIQ 8HH| *H S E*O

[=]

= HELASLIC

[ &

& 0 6
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Account ~

NI NetApp  BlueXP (

(' Q BluexpSearch )

Automztion-team

Workspace
Datsbase-2

Connector

. & 0 0

aws-snapetr-us-.

& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubemetes  Job Monitoring
©
v
Cloud Native - ‘ Oracle - ‘
[~
® Application Protection
) E 1 ] 0 01 0
bl Hosts S Clone Protected Unprotected
1 Databases
e o N [ -
Name A | HostName 2 | PolicyName | Protection Status |
do1 17230.15.58 £ my_full_bkup @ Protected e
1101 < <-> »
HHH 2 o al AlSHE| 2 als X834 HHAH=
1. ClIOJE{H|O| A A2 O]2| Fo ! LHf what MHEILICE ofzHol| EAIE MY Lo F2Y HAS

Mer Az AL,

Account v N

Automation-team

‘Workspace
Database-2

I NetApp BlueXP

( Q Bluexpsearch )

Connect: e
.| 2 B @ O

- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitaring
©
L

‘ Cloud Native o ‘ ‘ Oracle - ‘
>
@ Application Protection

0o 0o .

: B = ) 2 LI :
fs Hasts ORACLE Clone Protected Unprotected

1 Databases

Filter By Q Manage Databases | ¥ Settings Iv

Name ~ | HostName | Policy Name | Protection Status e ||
db1 172.30.15.58 & Oracle Full Backup for Gold @ Protected ses
View Details

-> -

oOn-Demand Backup
——
Assign Policy

Un-assign Policy

1. CIIOJE{H|O| A A M2 HE = Him SFOM *ME HE 27*E S2I51H 2 5= JAFLICH 0f7]0l= U
0|, M /Y, SCN, e} M7t ZotEL|CH W) ME= HIO|Ef 281 21 2§ ZF0f Ciet ARMS
ZLotptLich 23 2§ 2|42 HIo[EH|0]|~ = EE ARAFHIZ RO BAELICE 2 SR0M ET WS
Hoe{H HHE ’51%%* AELIC



i N Account b Workspace Connector v
N NetApp  BlueXP Bluexp search ) i

Automation-team Databa: aWS-SNapetr-us-...
& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
Applications > Database Details
v
- Database Details
o db1 @ Protected Oracle Full Backup for Gold Database Type
Database Name Protection Policy Names
C]
172.30.15.58 FSx Unreachable bKed8yv2T19BJ0V5QyqvA...
£ Host Name Host Storage Database Version Agent Id
Clones Parent Database
8 Backups
Filter By Q, | select Timeframe ¥
Backup Name > Backup Type SCN Backup Date
Oracle_Full_Backup_for_Gold_Weekly_db1_2023_03_24 19_12_18_60900_1 Log 2589354 Mar 24, 2023, 3:12:34 pm Delete
Oracle_Full_Backup_for_Gold_Weekly_db1_2023_03_24_19_11_51_51476_0 Data 2589306 Mar 24, 2023, 3:12:18 pm e
Oracle_rull_Backup_for_Gold_Hourly_db1_2023 03_24_18_10_31_71953_1 Log 2586621 Mar 24, 2023, 2:10:45 pm Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_03_70535_0 Data 2586557 Mar 24, 2023, 2:10:31 pm aee

Oracle Cl|O|E{H[O|A 2@l gl 231
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- OlEfilol» %81e) 32 SONOILY e AZio) 12} SH1E MES 1y, HolEluol Hole
wolo A Al o] S B2ist tg, *2el 2 S2iotof Hlo[ElHo|A =l 5l 278 AlxpiC

Account

M NetApp  BlueXP

Automati

& @ Backup and recovery Volumes  Restore  Applications  Virtual Machines  Kubernetes Job Monitoring
o
Applications > Database Details
v
Database Details
>
1 @ Protected Oracle Full Backup for Gold baktiSase Fpe
@® Hatabas Nare Protection Policy Names
o
® 172.30.15.58 Fsx Unreachable bKedByv2T19BJOVSQyqUA...
Host Name Host Storage Database Version Agent1d
Clones Parent Database
6 Backups
Filter By Q | select Timeframe ¥
Backup Name Backup Type s | sen Backup Date
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_31_71953_1 Log 2586621 Mar 24, 2023, 2:10:45 pm Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_03_70535_0 Data 2586557 Mar 24, 2023, 2:10:31 pm e
l Restore l
Oracle_Full_Backup._for_Gold_Hourly_db1_2023 03 2415 37.04 988511 Log 2580577 Mar 24, 2023, 11 3
Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_15_36_33 27205 0 Data 2580524 Mar 24,2023, 11370 cjone

1. =2l 932 MBI, MY T 225 Hjo|E{H0]A TR0 OFRAE WAEIX| QIUTHD SIS 2 (0l:
GOJef TlolLt A2 18 71 letaoz of ME 2| 22l SME MBY 4
2 0| AXE MEIK| OHIL.

[un o=

» = Account hdl ‘Workspace hdl ‘Connector

M NetApp BluexP {2 Bremeaen Automation-team Database-2 ‘aws-snapetr-us-. L
& Restore "db1" © restore settings (@) Review
©
. Restore Settings
[~ Restore Scope @ @@ Al Data Files

Data Files Restore
®

Control Files

Control Files Restore
<

Force in place restore
In place restore will skip the foreign filesfiles which are not part of the database) validation check. The Oracle
database and the ASM disk group will be restored to the point when the backup was created.

(D Database state will be changed if needed for restore and recovery.

Recovery Scope @AllLogs @  Ountil Systern Change Number O Date and Time O No Recovery
Archive Log Files Locations | /mnt/log location001

Open the database or the container database in READ-WRITE mode after recovery.

1. CIO|E{H|O| A =3l 8! S5 HESIL AJZtgLICE



NetApp BlueXP

Account.

& Restore "db1"

9

Backup Name

Restore Scope

Recovery Scope

Force In Place Restore

Open Database or Container
Database in READ-WRITE Mode
After Recovery

(@) Restore settings

© revien

Review

Oracle_Full_Backup_for_Gold_Weekl
y_db1_2023 0324 19_11_51_51476_
0

All Data Files
All Logs
Yes

Yes

Previous Restore

1. 5] DL oM 22 Beio] Aelot Helo] MyES Soto| I MR HEE B 4 YLt

M NetApp BlueXP

Account ~
Automation-team

Workspace

Database-2 aws-

Connector

SNAPCHT-US-.e

Kubernetes

Job Monitoring

Job Monitoring

- @ Backup and recovery Volumes Restore Applications Virtual Machines
v
v
o] = Advanced Search & Filtering Timeframe: Last 24 Hours
®
Jobs(30)
Job ID + | Type % | Resource Name

& 1fdcabbd-a9cs-452a... - .-

& f6f4fe2d-3040-497f-... e =

@ 5e3299f5-29db-4dcc... -- .-

3 6dase5te-1a79-deTe.. -- --

+ | status + | Job Name

() success

() Success

() success

() Success

Restore for Oracle Database db1 ...
B

Backup of db1 oracle database o

Backup of db1 oracle database ...

Initislize FullBackup backup of po...

Last Updated
March 24 2023, 15:25:33

5

% | startTime o

Mar 24 2023, 3:16:28 pr
Mar 24 2023, 3:111:51 pr
Mar 24 2023, 2:10:03 pr

Mar 24 2023, 2:10:01 pr

29



Account ~ Connector
n NetApp BlueXP " Q Bluexp Search B Automation-team aws-snapctr-us-...
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
© Job Monitoring > Job Id: 1fdcaObd-a9c8-45aa-9d7a-05a07cb291f4
L J
Job Details
o Job Id: 1fdcaObd-a9¢c8-45aa-9d7a-05a07ch291f4
Expand All
Sub-Jobs(6)
®
Job Name + | JobID + | Start Time ~ | End Time + | Duration = e
<
Restore for Oracle Database db1 using backup ... O 1fdcaObd-agc8-45aa-9d... Mar 24 2023, 3:16:28 pm Mar 24 2023, 3:23:33 pm 7 Minutes

Post Restore Cleanup (3 2096a8e4-889d-4b2a-9... Mar 24 2023, 3:23:18 pm Mar 24 2023, 3:23:32 pm 14 Seconds

Post Restore ) fb7b1171-9f61-4228-9.. Mar 24 2023, 3:20:06 pm Mar 24 2023, 3:23:19 pm 3 Minutes

Restore 7 0f4580d0-6598-458b-a7..  Mar 24 2023, 3:17:49 pm Mar 24 2023, 3:20:07 pm 2 Minutes

Oracle H|O|E{H|O|A EX|
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1. ZH}E CIO[E{HO|A U ALR2S MEHSI L M| 7HO| S 225t 0 FE B0 S S48 MEigh|ct

- \ Account v Workspace b5 Connector
M NetApp  Bluexp ENENEE s Automation-team Databiase-2 aws:snapetr-us-
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubemetes  Job Monitoring
®
Applications > Database Details
v
Database Details
[~
dbi @ Protected oracle Full Backup for Gold Database Type
® Database Name. Protection Policy Names
o
* 172.30.15.58 Fsx Unreachable bKed8yv2T19BJOVSQYqUA...
Host Name Host Storage Database Version Agentld
Clones Parent Database
2 Backups
Backup Name
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24 13 34 41304911  Log 2575607 Mar 24, 2023, 9:34:55 am Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_13_34_07_26748( Data 2575855 Mar 24, 2023, 9:34:41 am e
Restore

Delete

4 B, Account - Connector v
Q e )
R e s | g s UG
- Clone Database of "db1" @ clone petails @) review
©
Create Clone
L
Provide following details to create a clone from the database backup "Oracle_Full_Backup_for_Gold_Hourly_db1_2023.03_24.13...

-]

Select Clone Options @® Basic @ O specification file @
®
L

Clone Host Clone SID

‘1723015.58 - ‘ | dbiclone ‘

Clone Naming Scheme Oracle Home

[i] [i]

‘Aumrgsnerated - ‘ ‘ /u01/apporacle/product/19.0.0/db1 |

Database Credentials Optional ASM Credentials Optional

] [ ]

@ Add Credential (@ Add Credential

31



MINetApp  Bluexp Qs ) e Y| Modekce .. 1 B @ O

Automation-team aws-snapcir-us-..

& Clone Database of "db1" @ conepetais @) review
©
Create Clone
v
Provide following details to create a clone from the database backup "Oracle_Full_Backup_for_Gold_Weekly db1_2023 03 24 19...
@
Select Clone Options Q Basic @ ® Specification file @@
®
%

@ Generate specification file to modify input parameters and use for clone. 4 Download File

Specification File [ ]
| db1_3 24 2023 10_14_specjson | X Browse ‘
Clone Host Clone sID
| 172.30.15.58 - ‘ | dbiclone ‘
Database Credentials Optional ASM Credentials Optional

] [}

@ Add Credential @ Add Credential

Account v Workspace v Connector
Automation-team Database-2 aws-snapetr-

BlueXp Search

o Clone Database of "db1" (©) clone Detais © review
©
v Review
o General Database parameters
® Backup Name Oracle_Full_Backup_for_Geld_Hourly_db1 2023 03 24 13 34 07_26748.0
-

Clone SID dbiclone

Clone Host 172301558

DATA_db1clone
Control files +DATA _dbiclone/db1clone/control/controlo.ctl

Redo logs RedoGroup = 1 TotalSize = 1024 Path =
+DATA _dbiclone/db1clone/redolog/redo01_01.Iog
RedoGroup = 2 TotalSize = 1024 Path =
+DATA dbiclone/dh1clone/redolog/redo02_01.log
RedoGroup = 3 TotalSize = 1024 Path =
+DATA _dbiclone/db1clone/redolog/redo03_01.log

Until cancel using selected backup's archive logs

Previous Clone

1.2t ZUEE HollM =X 2t HEiE ZLE S
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P NetApp BluexP Q. Bluexp Account ¥ LI

Automation-team Database-2

Connector

‘aws-snapetr-us-.

& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubernetes  Job Monitoring
© Job Monitoring > Job Id: cd30abaf-fbe2-4052-a6db-4bf965a8d29b
v
Job Details
Job Id: cd30abaf-fbe2-4052-a6db-4bf965a829b
>
Sub-Jobs(2)
®
Job Name 2| JobID 2 | StartTime % | EndTime 2+ | Duration
<
Cloning Oracle Database dbi as dblclone on h... 9 cd30abaf-fbe2-4052-a6..  Mar 24 2023, 1:3036 pm .
Running pre scripts ) 5171521-853a-dec6-adf..  Mar 24 2023, 1:30:41 pm Mar 24 2023, 1:30:41 pm 0 Second
Validating clone request () 9326¢44-2eb2-4c52-9f... Mar 24 2023, 1:30:35 pm Mar 24 2023, 1:30:42 pm 7 Seconds

m
O
N
o

AHA SAEOM SHE CIO|EH0|AS HEELIC

Expand All v

N +)
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fapp/oracl

app/oracle

(DO NOT EREMOVE

LONE . dg

ONLINE

CHNLINE

OFFLINE

ora.cssd
1 CNLINE
ora.dbl.db

ONLINE

ONLINE

ora.diskmon

OFFLINE OFFLINE

er.afd

ONLINE ONL

HOME=/ull/app/oracle/pr

_5ID=dbiclone
SORACLE HOME/bi

as sysdba

Fri Mar

Edition Release 19.0.0.0.0

ct name, open mode from vidatabase;

OPEN_MODE
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* BlueXP 273 3! 22|
"https://docs.netapp.com/us-en/cloud-manager-setup-admin/index.html"
* BlueXP backup and recovery &XA
"https://docs.netapp.com/us-en/cloud-manager-backup-restore/index.html"
» Amazon FSx ONTAP
"https://aws.amazon.com/fsx/netapp-ontap/"
* OfOHE EC2

https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-

4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!laws%20ec2&ef id=Cj0KCQiA54KfB

hCKARIsAJzSrdgwQrghn6171jiwzSeaT9Uh1-vY-VfhJixF-

xnv5rWwn2S7RgZOTQ0aAh7eEALwW_wcB:G:s&s_kwcid=AL!14422131467723097970'e!'g!laws%20ec2
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