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Account & Workspace Connector v
FINGtAPD  BluexP i e 7 % 0 6
& @ Canvas My working environments My estate FH Go to Tabular View
© o
+ Add Working Environment ‘:vu- ™ Enable Services o Working Environments
v
Amazon S3
L] 0 Buckets
°© Azure Blob Storage
20 storage Accounts
L4

Azure Blob Storage Amazon §3
20 0
Storage Accounts = Buckets
— aws

2. AYE SELR oMM EE 226t *HEE F7PE 221510 HYE Z2H|X'd IEZE AIZEL.

FINetApPp  BlueXP ] - | nHt 6 0

Connectors Add Connector Manage Connectors
—_—

Search BlueXP Connectors

[] acao-aws-connector Go to Logal Ul 7

AWS | us-east-1 | m Inactive

[0 AsureConnector Go to Local Ul 2

Azure | southcentralus | w Inactive
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Add BlueXP Connector X

Provider

Choose the cloud provider where you want to run the BlueXP Connector:

[ 1 aws
| = 33
Microsoft Azure Amazon Web Services Google Cloud Platform

Deploy the Connector on your premises 4
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Add BlueXP Connector - Azure X

Deploying a BlueXP Connector

The BlueXP Connecter is a crucial component for the day-to-day use of BlueXP.
It's used to connect BlueXP’s services to your hybrid-cloud environments.

The BlueXP Connector can then manage the resources and processes within your public cloud environment.

Before you begin the deployment process, ensure that you have completed the required preparations. This guide

will enable you to focus on the minimum requirements for BlueXP Connector installation.

Permissions Authentication Networking

Ensure that the Azure user or Choose between two methods: an Ensure that you have details on the
service principal you've provided Azure user account or an VNet and subnet in which the

has sufficient permissions Active Directory service principal BlueXP Connector will reside

Skip to Deployment

Previous Continue

o *H{E 2 HHF7[*E SISt AHH4E Itk Ml Q52 T EELIC 2EE S0i Azure 2|24 JIEA
k=3
=

o
Ot= SSH 7| ME BlueXP H4YE 0S o1&



Add BlueXP Connector - Azure
° VM Authentication @ Details @ Network @ Security Group @ Review

Virtual Machine Authentication

You are logged in with Azure user: acac@netapp.com g7 | Tenant:  Hybrid Cloud TME ~

Subsecription

‘ Hybrid Cloud TME Onprem = ‘ Authentication Method
Lot (O Password (® Public Key
ocation
‘ South Central US - ‘
User Name
Resource Group ‘ azureuser |
O Create New (® Use Existing Enter SSH Public Key @
‘ ---—-BEGIN RSA PRIVATE KEY----—- MIIG5AIBAAKCA... |
Resource Group
ANFAVSRG . ‘
=
L] O|AE{AO 2o olagdg *OPEJ|I*E EHS S xMHE HM-H* *d St
6. F{4lEf QIAEAQ| O] Aot *DE7|*E MENSH OIS, *M|E HE*0f|M 7|2

More Information




Add BlueXP Connector - Azure

@ VM Authentication o Details

Connector Instance Name

AzureConnector

G—) Add Tags to Connector Instance

More Information

@ Network @ Security Group @ Review

Details

Connector Role

(® Create (O Attach existing QO Manual
Role Name
BlueXP Operator-5519248

Subscriptions to apply with the role

Hybrid Cloud TME Onprem

Previeus “

A ZEot VNet, *AMEUI*OE HEQIZE #1851 *3& IP*E H

QUE{LlO] UM AT = AE=X| 2RUSHA K.

Add BlueXP Connector - Azure

@ VM Authentication @ Details

Connectivity
VNet

ANFAVSVal

Subnet

VM_Sub

Public IP
Disable

Notice: Ensure that the subnet has internet connectivity

fliok

Hotstx| 2t HHE 7t Azure BHE 0l A

More Information

e Network @ Security Group @ Review

Network
Proxy Configuration (Optional)

HTTP Proxy

Define Credentials for this Proxy ~

Upload a root certificate ~

through a NAT device or proxy server so that the Connector

can communicate with Azure services.

flext

X
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Add BlueXP Connector - Azure

@ VM Authentication @ Details @ Network o Security Group @ Review

Security Group

The security group must allow inbound HTTP, HTTPS and SSH access.

Assign a security group: @ Create a new security group O Select an existing security group

HTTP (Port 80) HTTPS {Port 443} SSH
Source Type Source Type Source Type
Anywhere Anywhere Anywhere

i “

9. Qo I0|X|E HEStL *FIHE 22I5H0] FHUIE] YHS ARSI, LEXOZ HiZ S tRdh=

1020| AZIL|Ct AZE|H HUE AIAEA VMO| Azure Portaldi] LIEFSEL|CE

(Port 22)

More Information

X



Add BlueXP Connector - Azure More Information X

@ VM Authentication @ Details @ Netwaork @ Security Group e Review

Review
Code for Terraform Automation
BlueXP Connector Name  AzureConnector
Subscription Hybrid Cloud TME Onprem
Location South Central US
Resource Group Existing - ANFAVSRG
Role New - BlueXP Operator-5519248

Authentication Method Password (user: azureuser)

VNet ANFAVSVal

Subnet VM_Sub

Public IP Enable

Proxy None

Security Group HTTP: 0.0.0.0/0, HTTPS: 0.0.0.0/0, S5H: 0.0.0.0/0

e “ Q

10. F{HIE7L IR E|H A2 WY E AHYE I HUE EECH20] LIEHELICEH

Account Comnector
NetA, Q BlueXP Search b
FINetApp  Bluexp Rl il Automation-te.. AzureConnector ﬁ e e
& ©) canvas My working environments My estate B Go to Tabular View
© k'
O Enable Services @ Working Environments
L J
@ Amazon S3
o4 0 Buckets
@ Azure Blob Storage
20 storage Accounts

o

Azure Blob Storage Amazon 53
20 0
Storage Accounts 'S B
= aws
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FINetApp  BlueXP ( \ v Comector v

{§} Settings

Connector Settings

Timeline

Software Update

HTTPS Setup

Alerts and Notifications Settings

2. Xt ZH QK| Z - *Microsoft Azure - BlueXP*Z MEHSIN| Q.

& Add Credentials

X
©
Choose Credentials Location
L4
.
s a3,
o Microsoft Azure Amazon Web Services
® " <
Choose how to associate the credentials
-
=
=]
Connector

3. 0|™ BlueXP 22 & TZMA S0t £ZI3H0{0F 5t= M st 220|HE H|UHS S2I0|ME ID U *EHHE
ID*Z Azure At SHES HO|gtL|C}.
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NI NetApp  BlueXP ) e ‘ Worbpece s ‘ 6H e @ 6

R —— Aoure-DB AaureConnector
& . AdH CraaniEE © credentiststype @) vefine credentisls () Werketplsce Subscripion (), Review X
v
Define Microsoft Azure Credentials

. Learn more about Azure application credentials
> Cradentials Name @  Client Secrat

‘ ‘Azure_Hybrid TME ‘ ‘ = ‘
®

Application (client) ID Directory (tenant) ID

‘ 2fbcobes-3259-4539-bbS7-036b17615c. ‘ ‘ 9bb03ab6-5c98-419b-9cfd-7238b4436... ‘

I have verified that the Azure role assigned to the Active Directory service principal matches
BlueXP policy requirements.

Previeus “

4. AEstn *Z=7petLict

M NetApp  BluexP Ao coun ~ Workspace Connector v ‘ HH 006

Automation-team Azure DB AzureConnector

& Add Credentials @ credentizisype () pefinecredentisls (@) Review X
o
Review

]
® Credentials Type Azure
® Credentials Name Azure_Hybrid TME

Credential Storage Cloud Manager

Application (client) ID 2fbc9bes-a259-4539-bb57-036b17615ccT

Directory (tenant) ID 9bbUaab6-5¢98-419b-9cfd-7a38bcl496e1f

sk “

o XA ZE OIS 0| A =S HEOF Y = JASFLICH



M NetApp  BlueXP

Account v Connector

| e @ e

& Associate Subscription
© Credentials > Associate Subscription
L4

LA

®

SnapCenter A{H|A A

x~
(<)

Associate a Marketplace Subscription

Choose an Azure subscription 1o associate with the Azure
Marketplace subscription,

Azure Subscription

Hybrid Cloud TME Onprem (default)

Marketplace Subscription

® dhruv-cvo-subscription

@ Add Subscription

15
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Azure A4 S&E

. Canvas H|O|X| 2 ZO0t7tAM *LH
Files 2 &L|C.

PN Jog|
4

FINetApp  BluexP

O 1M =[H O[H| CHS =Xtol| 2t SnapCenter AH|A S
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—

oX

‘Connectc R
| D @ O

- @ Canvas My working environments My estate HH Go to Tabular View
@ )
+ Add Working Environment - O Enable Services @ Working Environments
L J
@ Amazon S3
o4 0 Buckets
® Azure Blob Storage
20 storage Accounts
o
.
Azure Blob Storage Amazon 53
20 [
Storage Accounts 1] Buckets
= L

2IX|Z *Microsoft Azure*E

FMINetApp  BlueXP

- = Account ~ Workspace v Connector
( Q Bluexpsearch )

& Add Working Environment
v
L]

® Microsoft Azure: Amazon
(]
®
- @ Cloud Volumes ONTAP

@ Cloud Volumes ONTAP HA

@ Azure NetApp Files

Kubernetes Cluster
*XFH 5 AH*0 =2 ° o=

3. *&td 2tA*9| 0| E2 X|FstL 0| MMOf|l M BHE

| e 0 0

Automation-team Azure DB AzureConnector

Choose a Location

Lt 2] —
Web Services Google Cloud Platform On-Premises
Select Type
*XAHA = |§*2 MEHSE S * |_+_*2 =z|st | |-



FINetApp  BlueXP Qo s ) e

e | e @ e

& . - 5
Add Azure NetApp Files Wizard Azure NetApp Files Details
o
@ sk

4 Azure NetApp Files Credentials @ How to get the credentials

>
Working Environment Name » Create an Azure AD client that meets the required
‘ i permissions

@ | AzureNfile

» Enter credentials on credentials Page:

K3 Application (client) ID - The ID of an Active Directory service
Select the credentials that provides BlueXP with the principal that BlueXP can use to authenticate with Azure
permissions that it needs to manage ANF. Active Directary,

Client Secret - The value of a client secret for the service

principal application.
Credentials Name

Azure_nfile

Directory (tenant) ID - The Active Directory ID for your

organization. This is sometimes referred to as a Tenant ID,

To learn more about Azure NetApp Files, click here

To add 2 new set of credential. go to the Cragentials Page

4. BlueXP 2£0| *Lj 2] 2tH*O 2 =017t Azure2| Azure NetApp Files O|X| *Canvas*0fl EA|E/L|CE.

Azure-DB

AzureConnector

H 6o to Tabular View

Working Environments
@ 1 Azure NetApp Files
7.087iB Provisioned Capacity
Amazon S3
0 Buckets
Azure Blob Storage
20 storage Accounts

N Account ~ Workspace Connector
a 2
M NetApp  BlueXP (_ Q oluexpsearch G I ‘ ‘ | b o 0 0
- @ Canvas My working environments My estate
©
+ Add Working Environment by Q Enable Services @)
| J
L~
®
AzureNfile
Azure NetApp Files
-
16 7.08 Tig
Volumes  Cap e
|
Amazon 53
aws
Azure Biob Storage
m
n

3. * Azure NetApp Files* Ot0| 22 22I%t L3 *XY HFHO 2 S0V E
K& A0 HHZZE Oracle CIO|E{H|O|A EES 2 & USLICH

22!51™H Azure NetApp Files

o
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M NetApp  BluexP Account v Workspace

Automation-team Azure-DB

- . S
Azure NetApp Files | AzureNfile
©
L/ —] o
N 0ra01-u01 B AVAILABLE =2+ - 0ra01-u02
= ]
o
INFO CAPACITY. INFO CAPACITY
" 0GB
® Premium u aciy Premium
South Central U 100.0 GiB South Central US 1000.0 GiB
Provisioned Provisioned
" Frotoco NFsy NESi3
2
= =
= =
= 0r201-u03 = AVAILABLE | — R
= =
INFO capaciTy INFO capaciTy
= oG8
Premium Used Capacity Standard
South Central Us 500.0 GiB Germany West Central 1000 GiB
Provisioned Provisioned
NES NFsi3
= =
—]} = i
N testrepldemo = AVAILABLE S testrepldemoCLONETEST
= P = p

oo
|H
Hu
|
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. BlueXP backup and recovery for
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M NetApp BlueXP

Account ~

( Q suexpsearsn )

Automation-team

F
Select Application Source Type
©
Select the application source type that you want to manage.
v
> —
=T .

® Hybrid Cloud Native

Applications hosted within your Applications that are hosted and run in
g organization's infrastructure. the cloud using AWS, Azure, GCP, etc.,

o

8. O Z2|A|0|M FUCE *Oracle*S MEHSIL *CI3*2 22610 TAE N2 FE HO|X|E FLCt

(_ Q Bluexp Search )

Discover Applications

Select Application Type

® ORACLE EIFANAY

d Oracle SAP HANA

O

9. SSH AI2*S MEHSI D *IP T4, HYIEH, Azure VM 22| A2 XL 0|2 (0]l: azureuser)nt 2
VM M8 M2 E HSELICt Oracle Azure VM HiESH=S O] AFE3H SSH 7| 42 20

2 Oracle Azure
10
7| &7 SEIELICL X[ 22 etelst2t= HIAX| = EA|EL|CH

™ *SSH 7Hf¢l
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M NetApp BlueXP

Connector

Account v Workspace
Automation-tesm Azure-DB
& Discover Applications @ tostoeraits (D) configuration  (3) Review
©
Select host type
v
Provide the following details to add host and discover applications

<>
® Host Installation Type O Manual ® UsingssH

HostFQDN or 1P Connector

‘ 172.30.137.142 ‘ ‘ AzureConnector -

Username

azureuser ‘ (3) Add ssH Private Key Optional
SSH Port Plugin Port
‘ 2 ‘ ‘ 8145

Previous Next

Validate fingerprint

Algorithm ssh-rsa

Fingerprint

By proceeding further, | confirm that the above fingerprint for host is valid.

10. Oracle Azure VMO||A sudoer HMA S MXst2{™H C+S M H|O|X|Z O|SEL|LCt.

AzureConnector

| e @0




1.

12.

Account v Connector

AzureConnector

I NetApp  BlueXP C

S )
| OepeEE Automation-team

| % @6

& Discover Applications (@ Hostetails @) Configuration  (3) Review
®
Configuration
.
Follow the steps to make sure all the configuration expectations are met

>

® 1. Configure sudoer access for "azureuser”.

1. Log into the application host.
o

2. Create following file /etc/sudoers.d/snapcenter with the following content,

#

# LINUX
#

I have configured sudo access for "azureuser" as per the above steps.

Previous

*OiZ2|AH0| M HMxZ HESH D 22510 Oracle Azure VMO E2{1
Oracle H|O|E{H|0| A S ZiAliEh

St CHA| 2 VMO A

o
o

Account
Automation-tear

N NetApp  BlueXP

( Q Buexpsearch )

& Discover Applications (©) Host Details (©) configuration © review
o
Review
v
Follow the steps to make sure all the configuration expectations are met.
L]
Host Details Configurations

®

Host Installation Ty SSH
L

HostFQDN o 172.30.137.142

Conne AzureConnector

User name (Sudo) azureuser

Plugin Port 8145

s+ part 22

Fingerprint AARAE2V]ZHNALXNOYTItbmizdHAYNTYAAAAIbMIZAH...

Key Type ecdsa-sha2-nistp256

Previous Discover Applications

o

o

Azure VMO||M A El Oracle Gi|O|E{H|0] A= O E2|Z|0|M*0]| =7} 1, *0f Z2(A|0]d H|0| X|0]|= 2t LY

oo
LS o

S AEQ} Oracle Cl|O|E{H|0] A Q] =7t LIFEL|CE HO|E{H[0|A *E S MEf*= XS0= *E=E|X|
*OZ HA|ELIC}
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FINetApp  Bluexp T e Workspace comnector ‘ Ho @ 0

e pre B s
& @ Backup and recovery Volumes Restore  Applications  Virtual Machines Kubernetes  Job Monitoring Reports
L
L J

‘ Cloud Native - ‘ ‘ Oracle = ‘
o
® Application Protection

0o oo

) 3 85 E 88 K 90 3
“ Hosts ORACLE Clone Protected Unprotected

3 Databases

Filter By [O@  Manage Databases | ¥ Settings v

Name ~ | HostName | Policy Name | Protection Status Sl
NTAP 172.30.137.142 Unprotected e
db1 172.30.15.99 Unprotected oo
dbitst 1723015124 Unprotected ..

O|Z2Z Oracle& SnapCenter A{H| 22| £7| AFO0| A= E[RASLICL O] 2A2| CHZ Ml MM0f| M= Oracle
HIO[E{H[O] A uiQ), =R 5 SH| 2P S AEELIC

Oracle G|O|E{H|O| A HH A

22



1. Azure VM| E|AEE Oracle HIO|E{H0| A5 & 1.6TIBS M 822 717l 37H9] 2 Aelof
UELICL Ol= O] 27|9f H|O|E{H|O[ A0 CHEE AHAF B =31 3 =H|2| EfO| 2o EH'°T_ *%
HZefLct.

[oraclelRacao-orall ~]$ df -h

Filesystem Size Used Avail Use% Mounted on
devtmpfs 7.9G 0 7.9G 0% /dev

tmpfs 7.9G 0 7.9G 0% /dev/shm
tmpfs 7.9G 17M 7.9G 1% /run

tmpfs 7.9G 0 7.9G 0% /sys/fs/cgroup
/dev/mapper/rootvg-rootlv 40G 23G 156 62% /
/dev/mapper/rootvg-usrlv 9.8¢ 1.6G 7.7G 18% /usr
/dev/sda?2 496M 115M 381M 24% /boot
/dev/mapper/rootvg-varlv 7.96 787M 6.7G 11% /var
/dev/mapper/rootvg-homelv 976M 323M 586M 36% /home
/dev/mapper/rootvg-optlv 2.06 9.eM 1.8G % /opt
/dev/mapper/rootvg-tmplv 2.0G 22M  1.8G % /tmp
/dev/sdal 500M 6.8M 493M % /boot/efi
172.30.136.68:/0ora0l1-ull 100G 23G 778G  23% /ul1l
172.30.136.68:/0ra01-ul3 500G 117G 384G 24% /u03
172.30.136.68:/ora01-u02 1000G 804G 197G 81% /u02

tmpfs 1.6G 0 1.6G % /run/user/1000

[oracle@Racao-orall ~1$

1. CIO|E{H|0| A S HZ5t2{H O|E{H|0|A B MEf Foll A= Ml i HE 2=t O3 FM gEh+s
22/5t0] Oracle HIO|E{H|O| A0 HEL = U= 7|2 APFJ 2C E= M8 HO| HO|EH[0|A H
grolgtL|Ch *&d - *FM*0f| M AFEXH Fo| Wi o} i II1|0|E1 HE 7|12t 435I 1R YA
NS =A== .jOI AELICH

PSELE=
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FINetApp  BluexP

Account

Connector

=
AzureConnector | @ Q‘ 0 e

Workspace

Automation-te... Azure-DB

- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitering Reports.
©
v
Cloud Native - ‘ | Oradle - ‘
>
® Application Protection
0o 0o
° 4 oo 3 0o 0 Q90 3
s Hosts ORACLE Clone Protected Unprotected
3 Databases
Name Host Name Policy Name Protection Status o
NTAP 172.30.137.142 Unprotected o
View Details
db1 172.30.15.99 Unprotected
dbltst 172:30.15.124 Unprotected
X __rl.klo-” u] _;F_"'I- (=) "'I-h MAHS +ShT I-*"'I-(_);l -” | -|H-" | AE HSESH A Ol A | I.
2. MH M0 oHESHH ishs MM S ~eehs HIO|EH|O|AS B2 = JUSLIC

Account Workspace Connector

~
Azure-DB

Automation-te.,

AzureConnector

& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring Reports
©
Applications > Assign Policy
v - s
Assign Policy
(] Assign a policy to start taking backups of the database "NTAP"
] 4 policies
- Policy Name Backup Type Schedules
Daily: Repeats Every 1 Day, Keeps 14 copies
Oracle Full Backup for Bronze FullBackup Weekly: Repeats Every Fri, Keeps 4 copies
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, C
Hourly: Repeats Every 6 Hrs, Keeps 16 copies
Daily: Repeats Every 1 Day, Keeps 30 copies
Oracle Full Backup for Gold FullBackup e T Dy e g
Weekly: Repeats Every Fri, Keeps 4 copies
WMonthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, C
Hourly: Repeats Every 12 Hrs, Keeps 6 copies
Daily: Repeats Every 1 Day, Keeps 14 copies
Oracle Full Backup for Silver FullBackup YoRep A y P P
Weekly: Repeats Every Fri, Keeps 4 copies
WMonthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, C
° my._full_bkup FullBackup Houirly: Repeats Bvery & Hrs, Keeps 3 Days

3. a0 HgH g,

|| A0 2} ALHAE B

E1|0|E1H1|0|¢ k=)
AlS

1-40fa

<« <M ~

HENT7L SAH 2ol HAIQ eH *ES E* O = HEAL|JSLICL BlueXP
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Account

AzureConnector

- @ Backup and recovery Volumes Restare Applications Virtual Machines Kubernetes Job Monitoring Reports
v
L/
Cloud Native b | ‘ Oracle b ‘
(]

Application Protection

®
oo oo
E 3 sl 3 s O 91 2
Hosts

ORACLE Clone Protected Unprotected

3 Databases

Name Host Name licy Name Protection Status o

NTAP 172.30.127.142 € my_full_bkup @ Protected e
View Details

db1 172.30.15.99 Unprotectet
0On-Demand Backup

dbitst 172.30.15.124 uUnprotecte( Assign Policy
Un-assign Policy - =
Restore

4. 2 DLIE{R oM el XY N2 HEE = 4 ASLICH HAE 2ot =M of 1.6TiB2| Oracle
HIO|E{Hf| 0| A S WA= Cf| of 40| ZRISLILH.

NetApD  Bluexe e S =
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubernetes  Job Monitoring ~ Reports
@ Job Monitoring > Job Name: Backup of NTAP oracle database on host 172.30.137.142 with policy my_full_bkup and schedule Hourly
3 Job Name: Backup of NTAP oracle database on host 172.30.137.142 with policy my_full_bkup and schedule H...

Job Id: 61a12139-330e-4390-bca8-e7d15680869¢

* © © o o

b

o Other Jul 112023, 247:53 pm Jul 112023, 2:21:38 pm © Success
Job Type Start Time End Time Job Status
Sub-Jobs(17) Collapse All ~
ok hiame 2| JobiD 2 | StartTime 2 | EndTime 2 | Duration R+ ]

Backup of NTAP oracle database on host 172.30... 0 61a12139-3302-4390-bc... Jul 11 2023, 217:53 pm Jul 11 2023, 2:21:38 pm
Applying Retention ) 2749d5f-680-4880-a48...  Jul 11 2023, 2:21:38 pm Jul 112023, 221:38 pm 0 Second
Performing cleanup after backup ) 074c0689-097e-41az-ac..  Jul 112023, 2:21:36 pm Jul 112023, 2:21:38 pm 2 Seconds
Finalizing Oracle database log backup 7 348189d3-90b5-4cce-97... Jul 11 2023, 2:21:36 pm Jul 112023, 2:21:36 pm 0 Second

5. 3/ HOZ PME EECIR MR *ME HE 20| AMAF AN A M= WA HMEE = 5
olAL|C}
PN =] .



iy A 13 Works Ce ect S
I NetApp  BluexP ([ Q siuex ) g et il

Automation-te... Azure-DB AzureConnector
) @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring Reports
©
L J
Cloud Native b ‘ ‘ Oracle v ‘
@
® Application Protection

00 0o
Hosts ORACLE Clone Protected Unprotected

3 Databases

Name Host Name Protection Status

NTAP 172.30.137.142 £ my_full_bkup @ Protected P
View Details

db1 172.30.15.99 € my_full_bkup @ Protected | s—
On-Demand Backup

db1tst 172.30.15.124 Unprotecte Assign Policy
Un-assign Policy -
Restore

6. CIOJE{H|0|A ¥ A|5 M0 #Q O|S, el R, SCN, RMAN 71221 % el A|7Ho| TREL|ct
2] Eol< Clo[E| BE7 20 BF0f i3t 0fZ2I701M U Aato| 212t EBHELIC, 20
AL HO[EH|O A CIOJE] Z8 AU HH2 Flofl HAELIC Hef 22014 5%

LEIS HBY 4 YBLICL

/ Account ~ Workspace Connector
FINetApp  Bluexp \ — / Automation-te... ‘ Azure-DB | AzureConnector
- @ Backup and recovery Volumes Restare Applications Virtual Machines Kubernetes Job Monitoring Reports
) Applications > Database Details
. Database Details
P NTAP @ protected my_full_bkup Database Type
Database Name Protection Policy Names
]
172.30.137.142 ANF Unreachable zEHIu7vkdyaBnujcx|IbkKELKVXToyNiclients
o3 Host Name Host Storage Database Version Connector Id
- - Disabled -
Clones Parent Database RMAN Catalog RMAN catalog repository
14 Backups
Filter By Q | select Timeframe ¥
Backup Name 2 Backup Type L RMAN Catalog Backup
my_full_bkup_Hourly_NTAP_2023_07_13_12_04_28_8376... Log 29192187 Not Cataloged Jul 13, 2023, 8:06:22 am Delete
my_full_bkup_Hourly_NTAP_2023_07_13_12_03_07_4363... Data 29192136 Not Cataloged Jul 13,2023, 8:03:40 am Delete
my_full_bkup_Hourly_NTAP_2023.07_13_06_04_28 5618... Log 29178022 Not Cataloged Jul 13, 2023, 2:05:50 am Delete
my_full_bkup_Hourly_NTAP_2023_07_13_06_03_03_6371... Data 29177972 Not Cataloged Jul 13, 2023, 2:03:43 am Delete

Oracle G|O|E{H|0|A 22l gl 21
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1. HIO|E{H|0| A S H 88 =1
= 20| HO|EH|0|A S/ 3 57 AISZE AIFfELCHL

o
SECte tlkE 22t 13, =

), BlueXp Search

Automation-te. Azure-DB

Account ~ Workspace ¥ Connector ¥
AzureConnector

& Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubemetes  Job Monitoring ~ Reports

‘ Cloud Native v ‘ ‘ Oracle v ‘

Application Protection

- oF i 3 2 02 1
Hosts CL

ORACLE Clone Protected Unprotected

3 Databases

Filter By Q Manage Databases | v Settings v
Name ~ | Host Name | Policy Name | Protection status <l

NTAP 172.30.137.142 £ my_full_bkup @ Protected woe
View Details

db1 172.30.15.99 £ my_full_bkup @ Protected
on-Demand Backup

db1tst 172.30.15.124 Unprotectet Assign Policy
Un-assign Policy
Restore

2. EfYARMIT 2 *=p] X|FH*2 MEHSIM . S5 2 EfJYAMI = AL 7153t CIO|EH[O| A M MES
LHEHRHLICE.

MINetAPp  BluexP » Account v Workspace v Connector

BlueXP Sq h

EEE=T)) R S e | 0% @ O
& Restore "NTAP" @ restore pointand Location (2 configuration  (3) Review

°

. Restore Point and Location

Specify the restore point to which the database should to be restored.

(]
[c] Restore Point
Jul 13, 2023, 8:03:40 am -
3

Jul 13, 2023, 8:03:40 am
Jul 13, 2023, 2:03:43am
Jul 12, 2023, 8:03:41 pm
Jul 12, 2023, 2:03:32 pm

Jul 12,2023, 2:03:31 am

Tocation focation

3. Oracle HIOIE{H|0|AS 2olstn 2 7etei2 “Hel §IA1"2 ~= 8 9IK|*S Metehi|Q.
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Automation-te. Azure-DB AzureConnector

FINetApp  BluexP B e e Workspace v Connector ‘ He @ 0

® Restore "NTAP" © restorc pointand Location  (2) configuration (3) Review
©
v Restore Point and Location

Specify the restore point to which the database should to be restored.

9

(c] Restore Point

Jul 13, 2023, 8:03:40 am v

=

Restore to original Restore to alternate

location location

et Q

4. 251 oot r2 7 HerE AL 2E 2= FM 205 ZESh 2| M| et 7S o|0|FL|Ct

S — Account Workspace Comnector
N NetA BlueXP Search @
etADD  Bluex? B ) e | s = 4 0 6

& Restore "NTAP" (2) Restore pointand Location @) Configuration  (3) Review
©
° Restore Scope @@ Al Data Files

Data Files Restore
<>

Control Files
® Control Files Restore

( Database state will be changed if needed for restore and recovery.

Recovery Scope @ All Logs O until system Change Number ~ ODate and Time O No Recovery
External Archive log locations © | /mn/iog location001

Open the database or the container database in READ-WRITE mode after recovery.

S. CIO|E{H|0|A S X SRS AZfst2{H HE I *=21*2 SE/6HM|a.



M NetApp  BlueXP

o

P NetApp  BlueXP

L}

<>

Restore "NTAP"

T Account Workspace
BlueXp Search )
< » Azure-DB

Automation-te.

O e roitaiaston (@) comguatorr (@) Revish

Review

my_full_bkup_Hourly_NTAP_2023 07_13_12_03_07_43633.0

All Data Files

All Logs

Force No

Previous Restore

T Hio[E{H|0|AE

Account
Automation-te.

Workspace ¥

BlueXp Search
; Azure-DB

Volumes  Restore  Applications  Virtual Machines ~ Kubernetes  Job Monitoring  Reports

@ Backup and recovery

Job Monitoring 5 Job Name: Restore for Oracle Database NTAP using backup name my full_bkup_Hourly NTAP_2023 07 13 12 03 07 43633.0

Job Name: Restore for Oracle Database NTAP using backup name my_full_bkup_Hourly_NTAP_2023_07_13_12...
Job Id: 80882740-952d-4acd-b368-91279f830256

@ o © e

Other Jul 13 2023, 10:37:42 am Jul 13 2023, 10:39:15 am © success
Job Type Start Time End Time Job Status
Sub-Jobs(6)
Job Name + | JobiD * | startTime 2 | EndTime < | Duration

Restore for Oracle Database NTAP using backu... ) 80882740-952d-4acd-b.. Jul 13 2023, 10:37:42 am Jul 13 2023, 10:39:15 am

Post Restore Cleanup (J 0533d580-7750-40c1-3... Jul 13 2023, 10:3%:14 am Jul 13 2023, 10:3%:15 am 1 Second
Post Restare T 64262431-041c-4c21-8d. Jul 13 2023, Jul 13 2023, 10:39:14 am 26 Seconds
Restore 1 91820669-af04-417e-89, Jul 13 2023, 10:38:24 am Jul 13 2023, 10:38:48 am 24 Seconds

Oracle Gi|O|E{H|0| A FX|

Connector % @ O
AzureConnector b

S5t 2[4 JEf 2 S55tE O 280] 2E2|l= AS

Connector

Z
AzureConnector ‘ @ a 0 e

Collapse All A~
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H|O|E{H|O| A EX| Mit= 23} H| 261X 2 S8t Oracle AT ES0] AEHO| AP MX| 9l M=l CHA| Azure
VM| CHt 2 "XpILCE,

@ SXe 7|2 dlo|EH|o| At 22 7|9 SH|E C|O|EH|0|AE 2T ZETt 0| Azure
NetApp It K EA0| J=X| 2QISHMIR. CHM| Azure VMO| *S& D210 FI7t=[ASLICE.

1. SHg £ Ho|EfH[o] 0] CHEt M| 7He| oz FHE EELHR RS *38 Z2IH*0M S2let O3,
"SS2S 2260 =X AFEZE AIFPLIC

( Q Bluexpsearch )

Account ~ | Workspace ‘ Connector

Automation-te. Azure-DB AzureConnector

& Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubernetes  Job Monitoring  Reports
L}
v

Cloud Native v | | orade -

Application Protection

L]
E 4 ] 3 oo [ 02 1
Hosts ORACLE Clone Protected Unprotected

3 Databases

Filter By Q Manage Databases | V. Settings v

Name A | Host Name | Policy Name | Protection Status Sl
NTAP 172.30.137.142 £ my_full_bkup @ Protected see
View Details
db1 172.30.15.99 € my_full_bkup @ Protected

On-Demand Backup

db1tst 172.30.15.124 uUnprotectef

Assign Policy

Un-assign Policy -

Restore

& Restore "NTAP” @ restore Pointand Location (2 configuration (3 Review
°
v Restore Point and Location
Specify the restore point to which the database should to be restored.
[d
® Restore Point

Jul 13, 2023, 8:03:40 am v ‘

S s °

Restore to original Restore to alternate
location location

3. Ct2 7 HIOIXIol| A CHA| Azure VMOI| 1 El CHE CHA| SAE | A H|O|E{H|0|A SID % *Oracle 82



Account Workspace
Automation Azu

M NetApp  BluexP

- Restore "NTAP" @ Restore Point and Location o Configuration @ Review
°
Configuration
.
Specify the alternate host details on which the database will be restored and throughput.

o
® Host siD

‘172.30137147 v| ‘ NTAP1
<

Oracle Home Database Credentials optional

‘ /u01/apporacle/product/19.0.0/clone |

@ Add Credential

Maximum storage throughput (Mis/s) Optional

‘ Enter throughput (1-4500) |

o

4. Lot H|O|X|E HESHH SID, CHA| =AE, HIO|E I}Y 9|X|, S5 'He| S SH|E CIO|E{H[0]AL| AT
HEIL EAIEUCH

NetApp  Bluexp AzureConnector
& Restore "NTAP" () Restore Point and Location () configuration © review
®
- Review
P General Database parameters
) Backup Name my_full_bkup_Hourly_NTAP_2023_07_13_12_03_07_43633_0
o s NTAP1

Host 172.30.137.147

/u0Z_NTAP1

Contro

/u02_NTAP1/NTAP1/control/control01.ctl

RedoGroup = 1 TotalSize = 1024 Path = /u02_NTAP1/NTAP1/redolog/redo01_01.log
RedoGroup = 2 TotalSize = 1024 Path = /u02_NTAP1/NTAP1/redolog/red002_01.log
RedoGroup = 3 TotalSize = 1024 Path = /u02_NTAP1/NTAP1/redolog/redo03_01.log

Until cancel using selected backup's archive logs

Recovery Point Jul 13, 2023, 8:03:40 am

Alternate Location

Previous Restore

S. C|O|E{H[O] A DH7HH =~ H|O|X| HEOM = SHE CIO[E{H0]A 2| MF HEet LR H|0[E{H|0]A
Oi7HE 4= 270] thist YE7F EAIELICE




MINetApp  BluexpP (" Q siuexp search Agoumt > Worimpas; &2 e W ‘ @ o 0@ 06

Automation-te. Azure-DB AzureConnector

& Restore "NTAP" estore Point and Location (@) configuration © review
o
. Review
> General Database parameters
L Database Credentials None
L4
oracle home 1u01/apploracle/product/19.0.0/clone
Oracle 05 ser oracle

oinstall

audit_file_dest = /u01/app/oracle/admin/NTAP/adump_NTAP1
audit_trail = DB

open_cursors =300

pga_aggregate_target in mb =512

processes =320

remote_login_passwordfile = EXCLUSIVE

sga_target in.mb = 9216

undo_tablespace = UNDOTBS1

Previous Restore

LIEE ROl =H| 2ty &EiE ZLIE{2let 21}, 1.6TiB Oracle ClIO|E{H[0| AE =H|St= Ol 8=20]
WO 2 LtEtRtE Lt

6. = =
Zel=

MINetApD  Bluexp Cmmmsma) R, | 2 7| e | o2 @ O
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Menitoring Reports

(] Job Mornitoring > Job Name: Restore Oracle Database NTAP as NTAP1 on host 172.30.137.147 using backup my._full_bkup_Hourly NTAP_2023_07_13_i2_03_07_43633_0

v Job Name: Restore Oracle Database NTAP as NTAP1 on host 172.30.137.147 using backup my_full_bkup Hourl...

Job Id: 7a187d5a-7f7e-461a-83b3-48e37fbf890f

. © © © )

9

o Other Jul 13 2023, 1:05:02 pm Jul 13 2023, 11315 pm @) success
Job Type Start Time End Time Job Status
Sub-Sabs(B) Collapse All A
Job Name | JobID % | StartTime | End Time Duration I +)
Restore Oracle Database NTAP as NTAP1 on ho... (1 7a187d5a-7f7e-461a-83... Jul 13 2023, 1:05:02 pm Jul 13 2023, 1:13:15 pm
Collect the restore database job logs of... 7V abcg342a-5777-4262-b... Jul 132023, 1:13:14 pm Jul 132023, 1:13:14 pm 0 Second
Register the restored database metadsta D 152efb90-b21b-418f-b0...  Jul 13 2023, 1:12:30 pm Jul 13 2023, 1:12:30 pm 0 Second
Remove the temporary storage of the |... 7 cc1061b9-7555-46c8-9c... Jul 13 2023, 1:12:30 pm Jul 13 2023, 1:13:14 pm 44 Seconds

7. BlueXP & ZZ12 H|0|X|0f| A SH|E! C|O|E{H[0|AS AESHH S| El G|O|E{H|0]| AT} BlueXP O] FA|
SEEASS B0 ELIC.



MINetApp  BluexP (" Q sluexp searcn ) Account ~ Workspace Connector ‘ g a 0 e

Automation-te... Azure-DB AzureConnectar
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring Reports
v
L
[‘counawe -] [ =
[~
® Application Protection
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