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SVM 2

- | S\ Create a destination volume for logical air gap with a
& [N Snaplock Aggregate
%; 2 R volume create

I Create a policy for logical air gap

sl N SnapMirror policy

& Add rules to the policy for logical air gap
Destination volume

| SnapMirror policy create

_I SnapMirror policy add-rule

Create a cyber vault relationship between the volumes and

BN assign the policy to the relationship
0 i Ny 4 R SnapMirror Create
_ i ~ B [nitialize the relationship to start a baseline transfer
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Y SnapMirror initialize

Source Cluster Logical air-gapped
i Cyber vault
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cluster2::> volume create -vserver SVM2 -volume dstvolB -aggregate node0Ol aggr
-snaplock-type compliance -type DP -size 2GB
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cluster2::> snapshot show -vserver SVM2 -volume dstvolB -fields snapmirror-
label, snaplock-expiry-time
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2\ Create a destination volume for logical air gap with a
| SnaplLock Aggregate

volume create

B8 Create a policy for logical air gap
SN SnapMirror policy create

o & Add rules to the policy for logical air gap
; SnapMirror policy add-rule

% Create a cyber vault relationship between the volumes and
il assign the policy to the relationship

¥ SnapMirror Create

b Initialize the relationship to start a baseline transfer

Y SnapMirror initialize
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function initializeSnapLockComplianceClock ({
try {
Snodes = Get-NcNode

SisInitialized = S$false
logMessage -message "Cheking if snaplock compliance clock is
initialized"
foreach (Snode in $nodes) {
Scheck = Get-NcSnaplockComplianceClock -Node S$node.Node
if ($check.SnaplockComplianceClockSpecified -eqg "True") {
SisInitialized = S$true

if (SisInitialized) {
logMessage -message "Snaplock Compliance clock already
initialized" -type "SUCCESS"
} else {
logMessage -message "Initializing SnapLock compliance clock"
foreach ($node in S$nodes) {
Set-NcSnaplockComplianceClock -Node S$node.Node
}
logMessage -message "Successfully initialized SnapLock
Compliance clock" -type "SUCCESS"
}
} catch {
handleError -errorMessage $ .Exception.Message

CHZ22 ONTAP ALO|H 2EE F45t= PowerShell Z& O 2JL|LC}.

function configureCyberVault {
for(si = 0; S$i -1t $DESTINATION7VOLUME7NAMES.Length; Si++) {
try {

# checking if the volume already exists and is of type
snaplock compliance

logMessage -message '"Checking if SnapLock Compliance volume
$ (SDESTINATION VOLUME NAMES[$i]) already exists in vServer
$DESTINATION7VSERVER"

$volume = Get-NcVol -Vserver SDESTINATION VSERVER -Volume
SDESTINATION VOLUME NAMES[S$i] | Select-Object -Property Name, State,
TotalSize, Aggregate, Vserver, Snaplock | Where-Object { $ .Snaplock.Type
-eq "compliance" }
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if (Svolume) {
Svolume
logMessage -message "Snaplock Compliance volume
$ (SDESTINATION VOLUME NAMES[$i]) already exists in vServer
$DESTINATION7VSERVER" -type "SUCCESS"
} else {
# Create SnapLock Compliance volume
logMessage -message "Creating SnapLlock Compliance volume:
$($DESTINATION_VOLUME_NAMES[$i])"
New-NcVol -Name SDESTINATION VOLUME NAMES[$i] -Aggregate
SDESTINATION AGGREGATE NAMES[$i] -SnaplockType Compliance -Type DP -Size
SDESTINATION VOLUME SIZES[$i] -ErrorAction Stop | Select-Object -Property
Name, State, TotalSize, Aggregate, Vserver
logMessage -message "Volume $ (SDESTINATION VOLUME NAMES [
$i]) created successfully" -type "SUCCESS"
}

# Set SnapLock volume attributes

logMessage -message "Setting Snaplock volume attributes for
volume: $($DESTINATION7VOLUME7NAMES[$i])"

Set-NcSnaplockVolAttr -Volume SDESTINATION VOLUME NAMES[S$i]
-MinimumRetentionPeriod SSNAPLOCK MIN RETENTION -MaximumRetentionPeriod
$SNAPLOCK MAX RETENTION -ErrorAction Stop | Select-Object -Property Type,
MinimumRetentionPeriod, MaximumRetentionPeriod

logMessage -message "Snaplock volume attributes set
successfully for volume: $(SDESTINATION VOLUME NAMES[$i])" -type "SUCCESS"

# checking snapmirror relationship

logMessage -message '"Checking if SnapMirror relationship
exists between source volume $($SOURCE VOLUME NAMES([$i]) and destination
SnapLock Compliance volume $ (SDESTINATION VOLUME NAMES[$i])"

Ssnapmirror = Get-NcSnapmirror | Select-Object SourceCluster,
Sourcelocation, DestinationCluster, DestinationLocation, Status,
MirrorState | Where-Object { $ .SourceCluster -eq
$SOURCE_ONTAP CLUSTER NAME -and $ .SourcelLocation -eq "$ ($SOURCE VSERVER)

: S (SSOURCE VOLUME NAMES[$i])" -and $ .DestinationCluster -eq
SDESTINATION ONTAP CLUSTER NAME -and $ .DestinationLocation -eq "

$ (SDESTINATION VSERVER) :$ (SDESTINATION VOLUME NAMES[S$i])" -and ($_ .Status
-eq "snapmirrored" -or $ .Status -eq "uninitialized") }

if (Ssnapmirror) {
Ssnapmirror
logMessage -message "SnapMirror relationship already
exists for volume: $(SDESTINATION VOLUME NAMES[$i])" -type "SUCCESS"
} else ({
# Create SnapMirror relationship

logMessage -message '"Creating SnapMirror relationship for



volume: $($DESTINATION_VOLUME_NAMES[$i])

New-NcSnapmirror -SourceCluster SSOURCE ONTAP CLUSTER NAME
-SourceVserver SSOURCE VSERVER -SourceVolume S$SOURCE VOLUME NAMES[$i]
-DestinationCluster SDESTINATION ONTAP CLUSTER NAME -DestinationVserver
$DESTINATION7VSERVER -DestinationVolume $DESTINATION7VOLUME7NAMES[$i]
-Policy $SNAPMIRROR_PROTECTION_POLICY -Schedule $SNAPMIRROR_SCHEDULE
-ErrorAction Stop | Select-Object -Property SourceCluster, Sourcelocation,
DestinationCluster, DestinationLocation, Status, Policy, Schedule

logMessage -message "SnapMirror relationship created
successfully for volume: $(SDESTINATION VOLUME NAMES[$i])" -type "SUCCESS"

}

} catch {
handleError -errorMessage $ .Exception.Message
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function removeSvmDataProtocols {
try {

# checking NFS service is disabled
logMessage -message '"Checking if NFS service is disabled on
vServer $DESTINATION_VSERVER"
SnfsService = Get-NcNfsService
if (SnfsService) {
# Remove NFS
logMessage -message "Removing NFS protocol on vServer
$DESTINATION7VSERVER"
Remove-NcNfsService -VserverContext SDESTINATION VSERVER
-Confirm:S$false
logMessage -message "NFS protocol removed on vServer
$DESTINATION_VSERVER" -type "SUCCESS"
} else {
logMessage -message "NFS service is disabled on vServer
$DESTINATION_VSERVER" -type "SUCCESS"
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# checking CIFS/SMB server is disabled
logMessage -message "Checking if CIFS/SMB server is disabled on
vServer $DESTINATION_VSERVER"
ScifsServer = Get-NcCifsServer
if (ScifsServer) {
# Remove SMB/CIFS
logMessage -message "Removing SMB/CIFS protocol on vServer
$DESTINATION_VSERVER"
SdomainAdministratorUsername = Read-Host -Prompt "Enter Domain
administrator username"

SdomainAdministratorPassword = Read-Host -Prompt "Enter Domain
administrator password" -AsSecureString

SplainPassword = [Runtime.InteropServices.Marshal
] ::PtrToStringAuto ([Runtime.InteropServices.Marshal]::SecureStringToBSTR (S
domainAdministratorPassword))

Remove-NcCifsServer -VserverContext SDESTINATION VSERVER
-AdminUsername S$domainAdministratorUsername -AdminPassword S$SplainPassword
-Confirm:Sfalse -ErrorAction Stop

logMessage -message "SMB/CIFS protocol removed on vServer
SDESTINATION VSERVER" -type "SUCCESS"

} else {

logMessage -message "CIFS/SMB server is disabled on vServer

SDESTINATION VSERVER" -type "SUCCESS"
}

# checking 1SCSI service is disabled
logMessage -message '"Checking if iSCSI service is disabled on
vServer $DESTINATION VSERVER"
SiscsiService = Get-NcIscsiService
if (SiscsiService) {
# Remove iSCSI
logMessage -message "Removing i1iSCSI protocol on vServer
$DESTINATION_VSERVER"
Remove-NcIscsiService -VserverContext SDESTINATION VSERVER
-Confirm:S$false
logMessage -message "iSCSI protocol removed on vServer
SDESTINATION VSERVER" -type "SUCCESS"
} else {
logMessage -message "iSCSI service is disabled on vServer
SDESTINATION VSERVER" -type "SUCCESS"
}

# checking FCP service i1s disabled

logMessage -message '"Checking if FCP service is disabled on
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vServer $DESTINATION_VSERVER"
SfcpService = Get-NcFcpService
if (SfcpService) {
# Remove FCP
logMessage -message "Removing FC protocol on vServer
$DESTINATION_VSERVER"
Remove-NcFcpService -VserverContext SDESTINATION VSERVER
-Confirm:S$false
logMessage -message "FC protocol removed on vServer
$DESTINATION_VSERVER" -type "SUCCESS"
} else ({
logMessage -message "FCP service is disabled on vServer
$DESTINATION_VSERVER" -type "SUCCESS"

}

} catch {
handleError -errorMessage $ .Exception.Message

function disableSvmDataLifs {
try {

logMessage -message "Finding all data lifs on vServer
$DESTINATION_VSERVER"

$datalLifs = Get-NcNetInterface -Vserver SDESTINATION VSERVER |
Where-Object { $ .Role -contains "data core" }

SdatalLifs | Select-Object -Property InterfaceName, OpStatus,
DataProtocols, Vserver, Address

logMessage -message "Disabling all data 1lifs on vServer
$DESTINATION7VSERVER"
# Disable the filtered data LIFs
foreach ($1if in S$datalifs) {
$disableLif = Set-NcNetInterface -Vserver SDESTINATION VSERVER
-Name S$1if.InterfaceName -AdministrativeStatus down -ErrorAction Stop
SdisablelLif | Select-Object -Property InterfaceName, OpStatus,
DataProtocols, Vserver, Address
}
logMessage -message "Disabled all data lifs on vServer
$DESTINATION7VSERVER" -type "SUCCESS"

} catch {
handleError -errorMessage $ .Exception.Message



function configureMultiAdminApproval {
try {

# check i1f multi admin verification is enabled

logMessage -message "Checking if multi-admin verification is
enabled"

SmaaConfig = Invoke-NcSsh -Name SDESTINATION ONTAP CLUSTER MGMT IP
-Credential SDESTINATION ONTAP CREDS -Command "set -privilege advanced;
security multi-admin-verify show"

if ($SmaaConfig.Value -match "Enabled" -and $maaConfig.Value -match
"true") {

SmaaConfig
logMessage -message "Multi-admin verification is configured
and enabled" -type "SUCCESS"

} else ({

logMessage -message "Setting Multi-admin verification rules"
# Define the commands to be restricted
Srules = Q@ /(
"cluster peer delete",
"vserver peer delete",
"volume snapshot policy modify",
"volume snapshot rename",
"vserver audit modify",
"vserver audit delete",
"vserver audit disable"
)
foreach ($Srule in Srules) {
Invoke-NcSsh -Name SDESTINATION ONTAP CLUSTER MGMT IP
-Credential SDESTINATION ONTAP CREDS -Command "security multi-admin-verify
rule create -operation “"S$rule ' ""

}

logMessage -message '"Creating multi admin verification group
for ONTAP Cluster $DESTINATION_ONTAP_CLUSTER_MGMT_IP, Group name
$MULTI_ADMIN_APPROVAL_GROUP_NAME, Users : $MULTI_ADMIN_APPROVAL_USERS,
Email : $MULTI ADMIN APPROVAL EMAIL"

Invoke-NcSsh -Name S$SDESTINATION ONTAP CLUSTER MGMT IP
-Credential SDESTINATION ONTAP CREDS -Command "security multi-admin-verify
approval-group create -name S$SMULTI ADMIN APPROVAL GROUP NAME -approvers
SMULTI ADMIN APPROVAL USERS -email “"$MULTI ADMIN APPROVAL EMAIL ""

logMessage -message '"Created multi admin verification group
for ONTAP Cluster SDESTINATION ONTAP CLUSTER MGMT IP, Group name
$MULTI_ADMIN_APPROVAL_GROUP_NAME, Users : $MULTI_ADMIN_APPROVAL_USERS,
Email : $MULTI_ADMIN_APPROVAL_EMAIL" -type "SUCCESS"

logMessage -message "Enabling multi admin verification group

23



$MULTI_ADMIN_APPROVAL_GROUP_NAME"

Invoke-NcSsh -Name S$DESTINATION ONTAP CLUSTER MGMT IP
-Credential SDESTINATION ONTAP CREDS -Command "security multi-admin-verify
modify -approval-groups SMULTI ADMIN APPROVAL GROUP NAME -required
—approvers 1 -enabled true"

logMessage -message "Enabled multi admin verification group
SMULTI ADMIN APPROVAL GROUP NAME" -type "SUCCESS"

logMessage -message "Enabling multi admin verification for
ONTAP Cluster $SDESTINATION ONTAP CLUSTER MGMT IP"

Invoke-NcSsh -Name $DESTINATION ONTAP CLUSTER MGMT IP
-Credential SDESTINATION ONTAP CREDS -Command "security multi-admin-verify
modify -—-enabled true"

logMessage -message "Successfully enabled multi admin
verification for ONTAP Cluster $DESTINATION_ONTAP_CLUSTER_MGMT_IP" -type
"SUCCESS"

logMessage -message "Enabling multi admin verification for
ONTAP Cluster $SDESTINATION ONTAP CLUSTER MGMT IP"

Invoke-NcSsh -Name S$DESTINATION ONTAP CLUSTER MGMT IP
-Credential $DESTINATION_ONTAP_CREDS -Command "security multi-admin-verify
modify -enabled true"

logMessage -message "Successfully enabled multi admin
verification for ONTAP Cluster $DESTINATION_ONTAP_CLUSTER_MGMT_IP" -type
"SUCCESS"

}

} catch {
handleError -errorMessage $ .Exception.Message

function additionalSecurityHardening {
try {

Scommand = "set -privilege advanced -confirmations off;security
protocol modify -application telnet -enabled false;"

logMessage -message '"Disabling Telnet"

Invoke-NcSsh -Name S$DESTINATION ONTAP CLUSTER MGMT IP -Credential
SDESTINATION ONTAP CREDS -Command S$command

logMessage -message '"Disabled Telnet" -type "SUCCESS"

#Scommand = "set -privilege advanced -confirmations off;security
config modify -interface SSL -is-fips-enabled true;"

#logMessage -message "Enabling Global FIPS"

##Invoke-SSHCommand -SessionId S$sshSession.SessionId -Command

Scommand -ErrorAction Stop
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#logMessage -message "Enabled Global FIPS" -type "SUCCESS"

Scommand = "set -privilege advanced -confirmations off;network
interface service-policy modify-service -vserver cluster2 -policy default-
management -service management-https -allowed-addresses SALLOWED IPS;"

logMessage -message "Restricting IP addresses SALLOWED IPS for
Cluster management HTTPS"

Invoke-NcSsh -Name $DESTINATION_ONTAP_CLUSTER_MGMT_IP -Credential
$DESTINATION_ONTAP_CREDS -Command S$command

logMessage -message '"Successfully restricted IP addresses
SALLOWED IPS for Cluster management HTTPS" -type "SUCCESS"

#logMessage -message "Checking if audit logs volume audit logs
exists"

#Svolume = Get-NcVol -Vserver SDESTINATION VSERVER -Name
audit logs -ErrorAction Stop

#1f (Svolume) {

# logMessage -message "Volume audit logs already exists!
Skipping creation"

#} else {

# # Create audit logs volume

# logMessage -message "Creating audit logs volume : audit logs"

# New-NcVol -Name audit logs -Aggregate

SDESTINATION AGGREGATE NAME -Size 5g -ErrorAction Stop | Select-Object
-Property Name, State, TotalSize, Aggregate, Vserver

# logMessage -message "Volume audit logs created successfully"
-type "SUCCESS"
#}

## Mount audit logs volume to path /vol/audit logs

#logMessage -message "Creating junction path for volume audit logs
at path /vol/audit logs for vServer SDESTINATION VSERVER"

#Mount-NcVol -VserverContext S$SDESTINATION VSERVER -Name audit logs
-JunctionPath /audit logs | Select-Object -Property Name, -JunctionPath

#logMessage -message "Created junction path for volume audit logs
at path /vol/audit logs for vServer S$SDESTINATION VSERVER" -type "SUCCESS"

#logMessage -message "Enabling audit logging for vServer
$DESTINATION VSERVER at path /vol/audit logs"

#Scommand = "set -privilege advanced -confirmations off;vserver
audit create -vserver S$SDESTINATION VSERVER -destination /audit logs
-format xml;"

#Invoke-SSHCommand -SessionI $sshSession.SessionId -Command
Scommand -ErrorAction Stop

#logMessage -message "Successfully enabled audit logging for
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vServer SDESTINATION VSERVER at path /vol/audit logs"

} catch ({
handleError -errorMessage $ .Exception.Message
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function analyze {

for (S1i
try {

0;

$1i -1t SDESTINATION VOLUME NAMES.Length; Si++) {

# checking if volume is of type SnapLock Compliance

logMessage -message '"Checking if SnapLock Compliance volume
$($DESTINATION7VOLUME7NAMES[$i]) exists in vServer $DESTINATION7VSERVER"

Svolume Get-NcVol -Vserver SDESTINATION VSERVER -Volume
SDESTINATION VOLUME NAMES([S$i] | State,
TotalSize, Aggregate, Vserver, Snaplock | Where-Object { $ .Snaplock.Type
}

if (Svolume) {

Select-Object -Property Name,
-eq "compliance"

Svolume
logMessage -message "Snaplock Compliance volume
$(SDESTINATION_VOLUME_NAMES[Si]) exists in vServer $DESTINATION_VSERVER"
-type "SUCCESS"
} else {
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handleError -errorMessage
$($DESTINATION_VOLUME_NAMES[$i]) does not
SDESTINATION VSERVER. Recommendation: Run
""configure " to create and configure the

volume"

"SnapLock Compliance volume
exist in vServer
the script with SCRIPT MODE

cyber vault SnapLock Compliance

# checking SnapMirror relationship

logMessage -message '"Checking if SnapMirror relationship
exists between source volume $($SOURCE VOLUME NAMES[S$i]) and destination
SnapLock Compliance volume $ (SDESTINATION VOLUME NAMES[$i])"
Get-NcSnapmirror |

Ssnapmirror

Select-Object SourceCluster,



Sourcelocation, DestinationCluster, DestinationLocation, Status,
MirrorState | Where-Object { $ .SourceCluster -egq
$SOURCE_ONTAP_CLUSTER_NAME -and $_.SourceLocation -eq "$($SOURCE_VSERVER)

: S (SSOURCE _VOLUME NAMES[$i])" -and $ .DestinationCluster -eq
SDESTINATION ONTAP CLUSTER NAME -and $ .DestinationLocation -eq "
$ (SDESTINATION VSERVER) :$ (SDESTINATION VOLUME NAMES[$i])" -and $ .Status

-eq "snapmirrored" 1}
if (Ssnapmirror) {
S$Ssnapmirror
logMessage -message "SnapMirror relationship successfully
configured and in healthy state" -type "SUCCESS"
} else ({
handleError -errorMessage "SnapMirror relationship does
not exist between the source volume $(SSOURCE VOLUME NAMES[$i]) and
destination SnapLock Compliance volume $ ($SDESTINATION VOLUME NAMES([$i])
(or) SnapMirror status uninitialized/unhealthy. Recommendation: Run the
script with SCRIPT MODE ""configure " to create and configure the cyber
vault Snaplock Compliance volume and configure the SnapMirror
relationship"
}

}
catch {
handleError -errorMessage $ .Exception.Message

try {

# checking NFS service is disabled
logMessage -message '"Checking if NFS service is disabled on
vServer S$DESTINATION VSERVER"
SnfsService = Get-NcNfsService
if (SnfsService) {
handleError -errorMessage "NFS service running on vServer
$SDESTINATION VSERVER. Recommendation: Run the script with SCRIPT MODE
""configure " to disable NFS on vServer S$SDESTINATION VSERVER"
} else {
logMessage -message "NFS service is disabled on vServer
$DESTINATION_VSERVER" -type "SUCCESS"

}

# checking CIFS/SMB server is disabled

logMessage -message '"Checking if CIFS/SMB server is disabled on
vServer $DESTINATION_VSERVER"

ScifsServer = Get-NcCifsServer

if (ScifsServer) {
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handleError -errorMessage "CIFS/SMB server running on vServer
SDESTINATION VSERVER. Recommendation: Run the script with SCRIPT MODE
“"configure " to disable CIFS/SMB on vServer SDESTINATION VSERVER"
} else {
logMessage -message "CIFS/SMB server is disabled on vServer
$SDESTINATION VSERVER" -type "SUCCESS"
}

# checking 1SCSI service is disabled
logMessage -message '"Checking if iSCSI service is disabled on
vServer S$DESTINATION VSERVER"
SiscsiService = Get-NcIscsiService
if (SiscsiService) {
handleError -errorMessage "iSCSI service running on vServer
SDESTINATION VSERVER. Recommendation: Run the script with SCRIPT MODE
“"configure " to disable iSCSI on vServer S$SDESTINATION VSERVER"
} else {
logMessage -message "iSCSI service is disabled on vServer
$DESTINATION_VSERVER" -type "SUCCESS"

}

# checking FCP service is disabled
logMessage -message '"Checking if FCP service is disabled on
vServer $DESTINATION_VSERVER"
SfcpService = Get-NcFcpService
if (SfcpService) {
handleError -errorMessage "FCP service running on vServer
SDESTINATION VSERVER. Recommendation: Run the script with SCRIPT MODE
“"configure " to disable FCP on vServer SDESTINATION VSERVER"
} else {
logMessage -message "FCP service is disabled on vServer
$SDESTINATION VSERVER" -type "SUCCESS"

}

# checking if all data lifs are disabled on vServer

logMessage -message "Finding all data lifs on vServer
$DESTINATION_VSERVER"

$datalLifs = Get-NcNetInterface -Vserver SDESTINATION VSERVER |
Where-Object { $ .Role -contains "data core" }

SdatalLifs | Select-Object -Property InterfaceName, OpStatus,
DataProtocols, Vserver, Address

logMessage -message "Checking if all data lifs are disabled for
vServer : $DESTINATION_VSERVER"

# Disable the filtered data LIFs

foreach ($1if in S$Sdatalifs) {
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$checkLif = Get-NcNetInterface -Vserver SDESTINATION VSERVER
-Name Slif.InterfaceName | Where-Object { $ .OpStatus -eq "down" }
if (ScheckLif) {
logMessage -message "Data 1lif $(Slif.InterfaceName)
disabled for vServer $DESTINATION_VSERVER" -type "SUCCESS"
} else {
handleError -errorMessage "Data 1lif $($1lif.InterfaceName)
is enabled. Recommendation: Run the script with SCRIPT MODE " "configure "
to disable Data 1lifs for vServer SDESTINATION VSERVER"
}
}

logMessage -message "All data lifs are disabled for vServer
$DESTINATION_VSERVER" -type "SUCCESS"

# check if multi-admin verification is enabled
logMessage -message '"Checking if multi-admin verification is
enabled"
$SmaaConfig = Invoke-NcSsh -Name $DESTINATION ONTAP CLUSTER MGMT IP
-Credential SDESTINATION ONTAP CREDS -Command "set -privilege advanced;
security multi-admin-verify show"
if (SmaaConfig.Value -match "Enabled" -and SmaaConfig.Value -match
"true") {
SmaaConfig
logMessage -message "Multi-admin verification is configured
and enabled" -type "SUCCESS"
} else {
handleError -errorMessage "Multi-admin verification is not
configured or not enabled. Recommendation: Run the script with SCRIPT MODE
""configure " to enable and configure Multi-admin verification"

}

# check if telnet is disabled
logMessage -message '"Checking if telnet is disabled"
StelnetConfig = Invoke-NcSsh -Name
$DESTINATION_ONTAP_CLUSTER_MGMT_IP -Credential $DESTINATION_ONTAP_CREDS
-Command "set -privilege advanced; security protocol show -application
telnet"
if (StelnetConfig.Value -match "enabled" -and S$telnetConfig.Value
-match "false") {
logMessage -message "Telnet is disabled" -type "SUCCESS"
} else {
handleError -errorMessage "Telnet is enabled. Recommendation:
Run the script with SCRIPT MODE ""configure " to disable telnet"

}

# check if network https is restricted to allowed IP addresses
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logMessage -message '"Checking if HTTPS is restricted to allowed IP
addresses SALLOWED IPS"

SnetworkServicePolicy = Invoke-NcSsh -Name
$DESTINATION_ONTAP_CLUSTER_MGMT_IP -Credential $DESTINATION_ONTAP_CREDS
-Command "set -privilege advanced; network interface service-policy show"

if ($networkServicePolicy.Value -match "management-https:
S ($ALLOWED_IPS) ") |

logMessage -message "HTTPS is restricted to allowed IP
addresses SALLOWED IPS" -type "SUCCESS"

} else {

handleError -errorMessage "HTTPS is not restricted to allowed
IP addresses SALLOWED IPS. Recommendation: Run the script with SCRIPT MODE
""configure " to restrict allowed IP addresses for HTTPS management"
}
}
catch {

handleError -errorMessage $ .Exception.Message
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} elseif (S$SCRIPT MODE -eq "analyze") ({
analyze
} elseif (SSCRIPT MODE -eq "cron") {
runCron
}
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./script.psl -SOURCE_ONTAP CLUSTER MGMT IP "172.21.166.157"

-SOURCE_ONTAP CLUSTER NAME "NTAP915 Src" -SOURCE VSERVER "svm NFS"
-SOURCE_VOLUME NAME "Src RP Vol01" -DESTINATION ONTAP CLUSTER MGMT IP
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-DESTINATION VOLUME SIZE "5g" -SNAPLOCK MIN RETENTION "15minutes”
-SNAPLOCK MAX RETENTION "30minutes" -SNAPMIRROR PROTECTION POLICY
"XDPDefault" -SNAPMIRROR SCHEDULE "5min" -DESTINATION CLUSTER USERNAME
"admin" -DESTINATION CLUSTER PASSWORD "PASSWORD123"
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