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"assignableScopes": [
"/subscriptions/xxx"

1,

"createdBy": "xxx",

"createdOn": "2025-05-07T07:12:14.451483+00:00",

"description": "Restricted Access for SnapCenter ",

"id":
"/subscriptions/xxx/providers/Microsoft.Authorization/roleDefinitions/xxx"
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"name": "xxx",
"permissions": [
{
"actions": [

"Microsoft.NetApp/register/action",
"Microsoft.NetApp/unregister/action",
"Microsoft.NetApp/netAppAccounts/read",
"Microsoft.NetApp/netAppAccounts/getKeyVaultStatus/action",
"Microsoft.NetApp/netAppAccounts/migrateEncryption/action",
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"Microsoft

"Microsoft

"Microsoft

"Microsoft

action",

"Microsoft

tion",

"Microsoft

on" ,

"Microsoft.

"Microsoft.NetApp/netAppAccounts/transitionToCmk/action",
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

.NetApp/netAppAccounts/capacityPools/volumes/revert/action",

.NetApp/netAppAccounts/capacityPools/volumes/poolChange/action",

.NetApp/netAppAccounts/capacityPools/volumes/finalizeRelocation/

.NetApp/netAppAccounts/capacityPools/volumes/revertRelocation/ac

.NetApp/netAppAccounts/capacityPools/volumes/breakFileLocks/acti

NetApp/netAppAccounts/capacityPools/volumes/getGroupIdListForLd

apUser/action",

"Microsoft.

"Microsoft.

s/action",

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

NetApp/netAppAccounts/capacityPools/volumes/backups/write",

NetApp/netAppAccounts/capacityPools/volumes/backups/restoreFile

NetApp/netAppAccounts/capacityPools/volumes/snapshots/read",

NetApp/netAppAccounts/capacityPools/volumes/snapshots/write",

NetApp/netAppAccounts/capacityPools/volumes/snapshots/delete",

NetApp/netAppAccounts/capacityPools/volumes/snapshots/restoreFi

les/action",

"Microsoft.

"Microsoft.

"Microsoft.

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/read",

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/write",

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/getMetad

ata/action",

"Microsoft.

ad",

NetApp/netAppAccounts/capacityPools/volumes/volumeQuotaRules/re
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"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/latestRestoreStatus
/current/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/mountTargets/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/restoreStatus/read"
14

"Microsoft.NetApp/netAppAccounts/snapshotPolicies/read",
"Microsoft.NetApp/netAppAccounts/snapshotPolicies/write",

"Microsoft.NetApp/netAppAccounts/snapshotPolicies/listVolumes/read",

"Microsoft.NetApp/netAppAccounts/snapshotPolicies/volumes/read",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

1,

"condition":

.NetApp/netAppAccounts/volumeGroups/read",
.NetApp/netAppAccounts/volumeGroups/write",
.NetApp/locations/checknameavailability/action",
.NetApp/locations/checkfilepathavailability/action",
.NetApp/locations/operationresults/read",
.NetApp/Operations/read",
.Resources/resources/read",

.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
.Network/virtualNetworks/read",
.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/write",
.Network/virtualNetworks/subnets/write",
.NetApp/netAppAccounts/backupVaults/read",
.NetApp/netAppAccounts/backupVaults/write",
.NetApp/netAppAccounts/backupVaults/backups/read",
.NetApp/netAppAccounts/backupVaults/backups/write",
.NetApp/netAppAccounts/backupVaults/backups/delete",

"Microsoft.NetApp/netAppAccounts/backupVaults/backups/restoreFiles/action"

null,

"conditionVersion": null,
"dataActions": [],

"notActions": [],

"notDataActions": []

1,

"roleName": "SnapCenter-Restricted-Access",
"roleType": "CustomRole",

"type": "Microsoft.Authorization/roleDefinitions"™,



"updatedBy": "xxx",
"updatedOn": "2025-05-07T07:12:14.451483+00:00"
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ssladm@hana-1:/usr/sap/SS1/HDB00> hdbuserstore list
DATA FILE : /usr/sap/SSl/home/.hdb/hana-1/SSFS HDB.DAT
KEY FILE : /usr/sap/SSl/home/.hdb/hana-1/SSFS_HDB.KEY
KEY SS1SAPDBCTRL

ENV : hana-1:30013

USER: SAPDBCTRL

KEY SS1KEY

ENV : hana-1:30013

USER: SNAPCENTER

KEY SYSTEMKEY

ENV : hana-1:30013

USER: SYSTEM

ACTIVE RECORDS : 10

DELETED RECORDS : 15

NUMBER OF COMPLETE KEY: 3

Operation succeed.

ssladm@hana-1:/usr/sap/SS1/HDB00>

HL O|AEA HS =

1221 HANA A|AHIOf s A4 El 7] SMIKEYE EHELICE

r
r

smladm@hana-2:/usr/sap/SM1/HDB12> hdbuserstore list
DATA FILE : /usr/sap/SMl/home/.hdb/hana-2/SSFS HDB.DAT
KEY FILE : /usr/sap/SMl/home/.hdb/hana-2/SSFS HDB.KEY
KEY SM1SAPDBCTRL

ENV : hana-2:31213

USER: SAPDBCTRL

KEY SMI1KEY

ENV : hana-2:31213

USER: SNAPCENTER

ACTIVE RECORDS : 7

DELETED RECORDS : 9

NUMBER OF COMPLETE KEY: 2

Operation succeed.

smladm@hana-2:/usr/sap/SM1/HDB12>

AEEX] FSH -4
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CtS 22 SAP HANA A| AR SS19| H|O|E S &0 thel £ M E E= AE EoEL|CE o of|X|0f| A= SVM
hana-primary2| £ A =& SS1_data_mnt000010| SVM hana-backup®t LA 28 SS1_data_mnt00001_dstZ
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Linuxe & E2{1Q SAE:

cat /opt/NetApp/snapcenter/scc/etc/hana.properties

HANA HDBSQL CMD=/usr/sap/hdbclient/hdbsqgl
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hdbuserstore.exe -u SYSTEM set MSI1KEYHOST1 hana-4:30013 SNAPCENTER

password
hdbuserstore.exe -u SYSTEM set MS1KEYHOST2 hana-5:30013 SNAPCENTER
password
hdbuserstore.exe -u SYSTEM set MS1KEYHOST3 hana-6:30013 SNAPCENTER
password

C:\Program Files\sap\hdbclient>hdbuserstore.exe -u SYSTEM list
DATA FILE : C:\ProgramData\.hdb\SNAPCENTER-61\S-1-5-18\SSFS HDB.DAT
KEY FILE : C:\ProgramData\.hdb\SNAPCENTER-61\S-1-5-18\SSFS HDB.KEY
KEY MS1KEYHOST1

ENV : hana-4:30013

USER: SNAPCENTER

KEY MS1KEYHOST?2

ENV : hana-5:30013

USER: SNAPCENTER

KEY MS1KEYHOST3

ENV : hana-6:30013

USER: SNAPCENTER

KEY SS2KEY

ENV : hana-3:30013

USER: SNAPCENTER

C:\Program Files\sap\hdbclient>
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o MM AJAEI Gl AER[X| HM of:
* SnapCenter 2& 749 HE At E &
* SnapCenter HANA C}& IHE|M 142 ZEX| gL Ct.
* HANA 5! ARHAF HHQY XHQS
° HANA Cl|O|E{H|O] A AHAF ER[A
o AEE|X| AL OS]

° HANA Cl|O|E{H|O| A ARHAES 2150 HANA B FHE 2 10]| M S S=EELCE

=
- BE B
* FolEl BE IS J|FOE AAL HRIS AFIELICH

* SnapCenter X &2
* AEE[X]

* HANA 8 1 =T

[L4H|=339, £0|=475]

HICIO|E &0l Cheh H A3 2=
HIGIOIE 250 39 WY YIB2E AUA Kein BE 22| HOR THELICL

[L{H]|=329, &0|=404]

2%} e He|

Ol Al 2ot CHZ "2t S0 Cieh 2 2e", B o] X{gaof CHet C|ojE ol 2Z 22| XY= ONTAP Of| A
X2|EtL|Ct. SnapCenter 3 EHe| 7|2 AN OZ NMa| 22 MEHSI0] ONTAP HX W KZFAO|M HHAS

MHY=R FIHe= etelgtct.

Rl

SnapCenter M| 22 EX 8 KZA0|M AKX El BH 0] AHE 2 SnapCenter X &2t SAP HANA 2 ¢
& C}.

FHEET0| A WA S AXIBL
[L1H]|=601, &£0]=158]
[LH|=267, =0]|=330]

0| of|ekeEl Ma|7t 2t=Z €l mi7kX| SAP HANASL SnapCenter 2% S K{ZHA 0| A 0|0 Ax|El 8

o
2
I

HAISLICH O A| SHH Hx M MEAM A= sHE ME2 78t AL #A0| 0|0 AK|E HR0= =7t =2
10| RXAIEILICE NetApp O O|&t ER3IX| gi2 =210 MAS T|5H7| 2f8 2FS FoM L2tz HEY AS
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SnapCenter H2| 2| HITE HZRL|Ct

SnapCenter 7|28 O 2 D E 2|AA0 CHolf 3= TH|2 M2| 2 SnapCenter RemoveSecondaryBackup2
AMSSHL|C} 0= SnapCenter PowerShell cmdletS AF238t0] HAE 4 AU&L|C

SnapCenterPS C:\> Open-SmConnection

Enter username/password
User: sapcc\scadmin

Password for user sapcc\scadmin: *****&kkk+

SnapCenterPS C:\> Set-SmSchedule -ScheduleInformation
@{"ScheduleType"="Daily";"StartTime"="03:45 AM";"DaysInterval"="1"}
-TaskName SnapCenter RemoveSecondaryBackup

TaskName : SnapCenter RemoveSecondaryBackup
Hosts : {}

StartTime : 8/25/2025 3:45:00 AM
DaysoftheMonth

MonthsofTheYear

DaysInterval : 1

DaysOfTheWeek

AllowDefaults : False
ReplaceJobIfExist : False
UserName

Password

SchedulerType : Daily
RepeatTask Every Hour : 1
IntervalDuration

EndTime

LocalScheduler : False

AppType : False

AuthMode

SchedulerSQLInstance : SMCoreContracts.SmObject
MonthlyFrequency

Hour : O

Minute : O

NodeName

ScheduleID : 0
RepeatTask Every Mins
CronkExpression
CronOffsetInMinutes

StrStartTime

StrEndTime
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ScheduleCategory
PolicyId : O
PolicyName
ProtectionGroupId : 0
ProtectionGroupName
PluginCode : NONE
PolicyType : None
ReportTriggerName
PolicyScheduleId : 0
HoursOfTheDay
DayStartTime
MinuteOffset : ZeroMinutes
SnapMirrorLabel
BackupType
SnapCenterPS C:\>

M2 SnapCenter UI2| ZLIE| - 2 EI|0A T 2toleh &~ &LICE.

[L4H|=601, &0|=257]

2|AA 2o 5 ME DA

LRt AR 2|AAS EEEX| HI|0|M EX W] &5 He|E A +~ JUELICH CHS AT 2L EA|E
ZAME, B A S MEHSIH SnapCenter 2% B¢ XP“*OH U= BHAO| HA|EILICE SnapCenter M2 1%

Ot0| 22 AESt0] FE| 2 S e&ddte O] 2|aA0| Hls S7|SHRtL Lt

[L1H]|=601, =0|=291]

SnapCenter AF2510{ SAP HANA 25 22t ZAL

=
SAP hdbpersdiag =75 AH&St7 Lt It 7|8t MRS HEBI] SAP HANA
7-|A|.E AIoHoI'L_l[_l- E?—I ALHAI: [:IE-IIEE' OHA-”A, FlexClone %E% 3:*—?-_‘— %c;%!.
AAEE 8 XHSEHE 218t SnapCenter S8 Zatoh 714 F40f| CHol 2OtEM|R.

ofzi &= AHEXL &Z0f| 71 Mefot 25 L2t A WS ZH-5t= ol =20| &= 8 U7fHS~E qofst
ZaelL|ct.

2 AN CEHEDE L HdE 22AET U= o 7|gk e
At&3H= HANA HANA hdbpersdiag =+
hdbpersdiag =+

XeEl= 4 NFSgt DEDIZEZ Y EHE DEDIZEZ Y EAHE

H| 0] H|EF, ANF, FSx
ONTAP, VMware =
KVM QIAIAE UPSE

Hi
ro

HANA SAEQ| CPU Hst =7t None
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2L AHMCHERE SY HAE SAETJE o 7|gk s
AH23t= HANA HANA hdbpersdiag =
hdbpersdiag =+
HANASAEQ HEQZ =L None =o
st
= O
A A7 AERX| 29 TA 2171 AEZIX| 289 TA| ¢17] LUHOR [y A|AHIO|
Ne[Es g8t Ne[ges g8t M7| KelZol| ofsh HsHEl
22 Q7 AV None None HANA A|ABISH £[A 1H{Q|
el 37
SnapCenter £%} e = ATRE SX MY A 5N = Li& 7|5
AARE, ZH| AH|
AAEY SnapCenter AH| E2] 22 Y 5 A SnapCenter AH|E2]

HIAEZE MAGHY| 25t
PowerShell ATZIE 2H
ol 2f

CHE HollM= =5 gad dAF 2 S fleh thefet 49| g1t adlof| chsf 2 gL},

—_

r

2H AU CIHER|E AHE5HK hdbpersdiag= 22t HAL

SnapCenter LHOl|A] hdbpersdiag 2 10| CHot MEF o] YU L™ut 2712 HE J[7to=2 MM EILICE F7t AHES
AHESHX| gb= O| R £ 2702 ARMAF A (XA HE 7|7t=2)0| HRstn, OF Stit= Z|Ci 23 M7EX| 2| LHE0|7|
mf 2 LICF.

HANA A|AEBIO| SnapCenter 2|AA HT 14 L0 hdbpersdiag T+E HAldH= MY £ ATRETL

TR SLICEH M & ATEE = 2|AA0 CHolf L& CHE EMat el 2 55|22 ASZEO|AM SIX 24otE
S Stolsof RLICH ASZE LHO|M R2|= St @US 2QI5t hdbpersdiag S LF 0| oF H A2 A0
AHHSLICE O OS2 oA AHAF 8] Cl2 E2|9f 3iE hdb* C|2 E2|0 /= 2 H|0[E EF0i| CHsH HANA
hdbpersdiag?t @ = €lL|Ct. hdbpersdiagE AFE5t0] Y2td HAAE Aot 21t F7I7F E1E|™M SnapCenter
0| A= FAELICH

@ oM A3 E call-hdbpersdiag.shi= JIHE | SE|H NetApp X0l ZEHE[X| tSLICH ATEEE
ng-sapcc@netapp.coml 2 O|HYUS ELf X stA 4 UEL|Ct

ofzff 22 2y HA 39 &2l +=Z g S EHFLICL

MM

[L1H|=601, &=0|=248]

KM CHAE AL CIAEZ|of CHot BMAE 5 EljoF FL|Ct 0| A| 5t HANA CIO|E{H|0]A SAEO|A
" snapshot" C|H E2|7} EA|EL|CE,

* ONTAP A|AH! B ONTAP & FSX: AHAF CIAIER| HM|A S5 Of7HHSE - ASHOF SFL|C.

= % O
* ANF: ARHAFF2 =5 Di7fHSE J5H0F gL Ct.

n|st7| ffeh ArEELICt.

[LHH|=414, £0[=103]
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[L{H|=424, £0|=108]

[LH]|=433, £0|=336]

2laA Ho 74 LHo|M WY = AIEETF FItE[L, HMO| 2|20 LELICH[LHH|=601, E0[=294]

[LHH|=601, &£0]|=281]

OX|2to 2, AFZE = HANA SAEQ| allowed_commands.config T 0| A 724 =|0{OF BHL|CE,
hana-1:/ # cat /opt/NetApp/snapcenter/scc/etc/allowed commands.config
command: mount

command: umount
command: /mnt/sapcc-share/hdbpersdiag/call-hdbpersdiag.sh

A “—. A2 O|H| StR0f| oF H M3llE| 0 ASZE = hdbpersdiag ZAF YL U0 LFof ot HOt
5 =5 A2l Ct

n= | >
0% I

@ ASEEE=H0|H 28 d=otof| 2%t "e" HHE S92t &7 hdbpersdiagE @ E8LICE HANA
HIO|E £2& Y=otit A EIX| g4 Di7HtH+E H|7{3HoF LTt

ofzf &2 AFZES =21 MAUS H{FLICH

20251024055824###hana-1###call-hdbpersdiag.sh: Current policy is
SnapAndCallHdbpersdiag

20251024055824###hana-1###call-hdbpersdiag.sh: Executing hdbpersdiag in:
/hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00001
2025102405582 7###hana-1###call-hdbpersdiag.sh: Loaded library
'"libhdbunifiedtable’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/SS1/HDB00O/hana-1/trace

Mounted DataVolume (s)

#0 /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00001/ (4.8 GB,
5100273664 bytes)

WARNING: The data volume being accessed is in use by another process, this
is most likely because a running HANA instance is operating on this data
volume

Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '"|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK
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Default Converter Pages OK

RowStore Converter Pages OK

Logical Pages (94276 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

ContainerDirectory OK

ContainerNameDirectory OK

FileIDMappingContainer OK

UndoContainerDirectory OK

LobDirectory OK

MidSizeLobDirectory OK

LobFileIDMap OK

2025102405582 7###hana-1###call-hdbpersdiag.sh: Consistency check operation
successeful for volume /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-
1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00001.
2025102405582 7###hana-1###call-hdbpersdiag.sh: Executing hdbpersdiag in:
/hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00002.00003
20251024055828###hana-1###call-hdbpersdiag.sh: Loaded library
'libhdbunifiedtable’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/SS1/HDB00/hana-1/trace

Mounted DataVolume (s)

#0 /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00002.00003/
(320.0 MB, 335544320 bytes)

WARNING: The data volume being accessed is in use by another process, this
is most likely because a running HANA instance is operating on this data
volume

Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

RowStore Converter Pages OK

Logical Pages (4099 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

UndoContainerDirectory OK

DRLoadedTable OK

20251024055828###hana-1###call-hdbpersdiag.sh: Consistency check operation
successeful for volume /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-
1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00002.00003.



20251024055828###hana-1###call-hdbpersdiag.sh: Executing hdbpersdiag in:
/hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00003.00003
20251024055833###hana-1###call-hdbpersdiag.sh: Loaded library
'libhdbunifiedtable’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/SS1/HDB00/hana-1/trace

Mounted DataVolume (s)

#0 /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00003.00003/
(4.6 GB, 4898947072 bytes)

WARNING: The data volume being accessed is in use by another process, this
is most likely because a running HANA instance is operating on this data
volume

Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '"|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

Static Converter Pages OK

RowStore Converter Pages OK

Logical Pages (100817 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

ContainerDirectory OK

ContainerNameDirectory OK

FileIDMappingContainer OK

UndoContainerDirectory OK

LobDirectory OK

DRLoadedTable OK

MidSizeLobDirectory OK

LobFileIDMap OK

20251024055833###hana-1###call-hdbpersdiag.sh: Consistency check operation
successeful for volume /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-
1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00003.00003.
20251024060048###hana-1###call-hdbpersdiag.sh: Current policy is
LocalSnapAndSnapVault, consistency check is only done with Policy
SnapAndCallHdbpersdiag

2025102408004 8###hana-1###call-hdbpersdiag.sh: Current policy is
LocalSnap, consistency check is only done with Policy SnapAndHdbpersdiag
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AEE A235I0] hdbpersdiagZ L2t HAt

ofzf OS2 £F M Of7[EHIXN et I EZ R0 it JH2HMQl HI|E B ELICH 5L AT § % AHEStH AT
SAEE *f%3f04 021 7H2| ME CHE HANA A|AERIO| Aabd S stolgh o~ QUELICEH 0] £FM2 SnapCenter
SX2 HM ol M| I EZE E8310] HANA A|ARIOM SEXE E&2 HZst 0|8 A3 SAEN HEYLICL
HANA hdbpersdiag E—_rlE AHAHSIHH =X = AIZETH AFEEILICE & HI THAZ SnapCenter S| 4|
HIEZE MBS0 SHIE =ES OHE oSt ArR|ghL|ct

HANA A|AE10| ClO|E| 22 Qto3t2 TAEl S hdbpersdiagE Al517| Fojl AA HANA
() NAHo g=st 2E 7|2 A5 SAER JpHetor BLICE 8t AESHHIR "H0|Ef o] A =7
wiolEl 2E 7| Q7| | SAP £SO FE

[L4H|=601, &0]|=257]

HANA T+ hdbpersdiage 2= HANA AX[0f] ZatE|0] /UK SEY ER2= AT = UELICEH M2t
UHIE QI HANA A|AEIS MX|5t0] S AS T AEE FH|6Hof ghLCt.

Y UAS SAER AT SAP HANA A AR MX|
* SnapCenter 0| A| SAP HANA A| A& 714

° HAZ S AE0| SnapCenter SAP HANA S2{1212 H{ESrL|Ct. SAP HANA A|ABI2 SnapCenter 0| 2[5
}EQE ZAMEIL|C}

* £7| K| = A H®W hdbpersdiag =i Ct
° CA SAP HANA A|ABIS Z@3tLICH
> SAP HANA H|0|E{ 252 OI2E sHH[SLIC.

tHAI2 ZH[EL

gjo

m

CHAN A|AEIO| A AlSHSHOF 3t= AT ZIEE SnapCenter allowed commands config It 0]| 2= 718H{0F BFL|C}.

hana-7:/mnt/sapcc-share/hdbpersdiag # cat
/opt/NetApp/snapcenter/scc/etc/allowed commands.config
command: mount

command: umount

command: /mnt/sapcc-share/hdbpersdiag/call-hdbpersdiag-flexclone.sh

@ O|H| A3 ZE call-hdbpersdiag-flexclone.sh= 2 NS E|H NetApp X[ 20| ZEHE|X| &Lt
A TR EE ng-sapcc@netapp.comQ 2 O|HY S ELi QASHA £ AEL|CE,

20| AL AT ZAF KA TS FOIN HHots T2 OorE XOR MMELIT DL 45 2 522
oD QO XSt IR A A0 ABES HHHHAES OleHets o =0| ELitt.

-

EHE MY YIS == AAHI0M helsfjof o uielS MENS D B0l M SRS S2I5H0] AIZFELICE

[L4H|=601, &£0]|=247]
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CHE stHM = HE 2AEQ S AE O|F, SID ! 2AE2[X| HIEQIS QAEI0[AE HSdHof fLICt.

@ A5 22E0] X|E HANA A|AHIQ| SIDE & AFESH= 20| ST OHX| o™
HIEZ7t Aot

[LH[=431, £0]|=115]

CHZ 2FHO|| M= call-hdbpersdiag-fleclone.sh AR EE S| & BH=E

4

7tsHiof ghLCt.
[L{H[=442, £0]|=169]

HIE 27} AZE[H SnapCenter t1Eot AL HHAS J|HIOZ ZX|E =2ES YE5t1 0|2 A
Op2 EgtL|Ct.

2AE0

ol
o

o of2ie] oAl E2EH2 XME TEEZZE NFSE AMESH= HANA A|ABRIS J[HIO 2 SHL|C}H FC = VMware
VMDKE AI23t= HANA A|AEIQ| AL ZHk|= S8} Al O 2 /hana/data/SID/mnt000010]| O E ElL|C},

hana-7:/mnt/sapcc-share/hdbpersdiag # df -h

Filesystem Size Used Avail Use$% Mounted on

devtmpfs 16G 8.0K 16G 1% /dev

tmpfs 25G 0 25G 0% /dev/shm

tmpfs 16G 474M 16G 3% /run

tmpfs 16G 0 16G 0% /sys/fs/cgroup

/dev/mapper/system-root 60G 9.0G 48G 16% /

.0G 48G 16% /home

.0G 48G 16% /.snapshots

.0G 48G 16% /root

.0G 48G 16% /opt

.0G 48G 16% /boot/grub2/i386-pc

.0G 48G 16% /srv

.0G 48G 16% /usr/local

.0G 48G 16% /boot/grub2/x86 64-efi

.0G 48G 16% /var
/dev/mapper/system-root 60G 9.0G 48G 16% /tmp

/dev/sdal 500M 5.1M 495M 2% /boot/efi

192.168.175.117:/QS1 shared/usr-sap 251G 15G 236G 6% /usr/sap/QSl
192.168.175.86:/sapcc _share 1.4T 858G 568G 61% /mnt/sapcc-share
192.168.175.117:/Q0S1 log mnt00001 251G 335M 250G 1% /hana/log/QS1/mnt00001
192.168.175.117:/QS1 shared/shared 251G 15G 236G 6% /hana/shared

tmpfs 3.2G 20K 3.2G 1% /run/user/467

tmpfs 3.2G 0 3.2G 0% /run/user/0
192.168.175.117:/SS2 data mnt00001 Clone 10292511250337819 250G 6.4G 244G
% /hana/data/QS1/mnt00001

/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G

O W W W W W W W WU O

o2l 212 22 5 HH call-hdbpersdiag-flexclone.sh?| 21 IS Ho{FL|C}.
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20251029112557###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag for source system SS2.
20251029112557###hana-7###call-hdbpersdiag-flexclone.sh: Clone mounted at
/hana/data/Q0S1/mnt00001.
20251029112557###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00001
20251029112600###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/QS1/HDB11/hana-7/trace

Mounted DataVolume (s)

#0 /hana/data/QS1/mnt00001/hdb00001/ (3.1 GB, 3361128448 bytes)

Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '"|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

RowStore Converter Pages OK

Logical Pages (65388 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

ContainerDirectory OK

ContainerNameDirectory OK

FileIDMappingContainer OK

UndoContainerDirectory OK

LobDirectory OK

MidSizeLobDirectory OK

LobFileIDMap OK
20251029112600###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00001.
20251029112601###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00002.00003
20251029112602###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable'

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/QS1/HDB11/hana-7/trace

Mounted DataVolume (s)

#0 /hana/data/QS1/mnt00001/hdb00002.00003/ (288.0 MB, 301989888 bytes)
Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '"|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success
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Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

RowStore Converter Pages OK

Logical Pages (4099 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

UndoContainerDirectory OK

DRLoadedTable OK
20251029112602###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00002.00003.
20251029112602###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00003.00003
20251029112606###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable'’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/QS1/HDB11/hana-7/trace

Mounted DataVolume (s)

#0 /hana/data/QS1/mnt00001/hdb00003.00003/ (3.7 GB, 3942645760 bytes)
Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '"|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

Static Converter Pages OK

RowStore Converter Pages OK

Logical Pages (79333 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

ContainerDirectory OK

ContainerNameDirectory OK

FileIDMappingContainer OK

UndoContainerDirectory OK

LobDirectory OK

DRLoadedTable OK

MidSizeLobDirectory OK

LobFileIDMap OK
20251029112606###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00003.00003.
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O[X| SnapCenter & 2 AEM SH|E 2§23 OH2E oot AE2[X| A|ARM SXE 2&S AHELIC

PowerShell A3 ZEE AI2%t SnapCenter Y3 EZ At55t

O|™ MMM SnapCenter UIS A25t0] EX|E2 MM 8l & AN IEEE HAJUSLICHL ZE JIEEE
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@ X0l Zot=|X| gLt A3 E = ng-sapcc@netapp.coml 2 OIEH|°'° HLf XSt &
UFLICH

PowerShell X ASZE=CHS FIIEZE AALCE

* BHE OHES SID & 24 SAE mh2f 2[4 AHAF HAS AMBHL|CY,

* O|F THAIO| M Folot ARAF WS AFESIO] SnapCenter SHI= M FIZEZE ddgL/ct A3 EN =
CHA S AE HHEQ} hdbpersdiag M 27 H | &[0 }ELICE. call-hdbpersdiag-flexclone.sh AJEE= SX =
ATEEZ HO|&|H e SAEM AHELICE

o $result = New-SmClone -AppPluginCode hana -BackupName $backupName -Resources
@{"Host"="$sourceHost";"UID"="$uid"} -CloneTolnstance "$verificationHost" -NFSExportIPs
$exportlpTarget -CloneUid $targetUid -PostCloneCreateCommands $postCloneScript

* SnapCenter SN2 AX| /I EZE HASL|Ct of2f ElAE = SnapCenter AHOf|A] ML= 0K AFZEL
E3Hg HoFLICE

Ozl |2 E = SnapCenter MH0|A HAE|= oM A3 EEQ EHE EHFLICL
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C:\Users\scadmin>pwsh -command "c:\netapp\clone-hdbpersdiag.psl -sid SS2
-sourceHost hana-3.sapcc.stl.netapp.com"

Starting verification

Connecting to SnapCenter

Validating clone/verification request - check for already existing clones
Get latest back for [SS2] on host [hana-3.sapcc.stl.netapp.com]

Found backup name [SnapCenter hana-3 LocalSnapKeepZ2 Hourly 11-21-

2025 07.56.27.5547]

Creating clone from backup [hana-
3.sapcc.stl.netapp.com/SS2/SnapCenter hana-3 LocalSnapKeep2 Hourly 11-21-

2025 07.56.27.5547]: [hana-7.sapcc.stl.netapp.com/QS1]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Completed]

Removing clone [SS2 - HANA System Replication clone 169851 MDC SS2 07-

09-2025 07.44.009]

waiting for job [169854] - [Running]

waiting for job [169854] - [Running]

waiting for job [169854] - [Running]

waiting for job [169854] - [Running]

waiting for job [169854] - [Running]

waiting for job [169854] - [Completed]

Verification completed

C:\Users\scadmin>

@ ATZEE OOl 28 =20l 2ot "-e" HHE 81 &7 hdbpersdiagE @£ &LICH HANA
CIOIE =28 Y=2t7t AHZEX| g2 H f7iH =5 M|l of SL|Ct

Otz 242 call-hdbpersdiag-flexclone.sh A3ZEQ| 21 mAUS HOFLIC|.

20251121085720###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag for source system SS2.
20251121085720###hana-7###call-hdbpersdiag-flexclone.sh: Clone mounted at
/hana/data/0S1/mnt00001.
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20251121085720###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00001
20251121085723###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable"
Loaded library 'libhdblivecache'
Trace is written to: /usr/sap/QS1/HDB11/hana-7/trace
Mounted DataVolume (s)
#0 /hana/data/QS1/mnt00001/hdb00001/ (3.1 GB, 3361128448 bytes)
Tips:
Type 'help' for help on the available commands
Use 'TAB' for command auto-completion
Use '|' to redirect the output to a specific command.
INFO: KeyPage loaded and decrypted with success
Default Anchor Page OK
Restart Page OK
Default Converter Pages OK
RowStore Converter Pages OK
Logical Pages (65415 pages) OK
Logical Pages Linkage OK
Checking entries from restart page...
ContainerDirectory OK
ContainerNameDirectory OK
FileIDMappingContainer OK
UndoContainerDirectory OK
LobDirectory OK
MidSizeLobDirectory OK
LobFileIDMap OK
20251121085723###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00001.
20251121085723###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00002.00003
20251121085724###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable"
Loaded library 'libhdblivecache'
Trace is written to: /usr/sap/QS1/HDBll/hana-7/trace
Mounted DataVolume (s)
#0 /hana/data/QS1/mnt00001/hdb00002.00003/ (288.0 MB, 301989888 bytes)
Tips:
Type 'help' for help on the available commands
Use 'TAB' for command auto-completion
Use '"|' to redirect the output to a specific command.
INFO: KeyPage loaded and decrypted with success
Default Anchor Page OK
Restart Page OK
Default Converter Pages OK
RowStore Converter Pages OK



Logical Pages (4099 pages) OK
Logical Pages Linkage OK
Checking entries from restart page...
UndoContainerDirectory OK
DRLoadedTable OK
20251121085724###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00002.00003.
20251121085724###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00003.00003
20251121085729%###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable'’
Loaded library 'libhdblivecache'
Trace is written to: /usr/sap/QS1/HDB1l1/hana-7/trace
Mounted DataVolume (s)
#0 /hana/data/QS1/mnt00001/hdb00003.00003/ (3.7 GB, 3942645760 bytes)
Tips:
Type 'help' for help on the available commands
Use 'TAB' for command auto-completion
Use '|' to redirect the output to a specific command.
INFO: KeyPage loaded and decrypted with success
Default Anchor Page OK
Restart Page OK
Default Converter Pages OK
Static Converter Pages OK
RowStore Converter Pages OK
Logical Pages (79243 pages) OK
Logical Pages Linkage OK
Checking entries from restart page...
ContainerDirectory OK
ContainerNameDirectory OK
FileIDMappingContainer OK
UndoContainerDirectory OK
LobDirectory OK
DRLoadedTable OK
MidSizeLobDirectory OK
LobFileIDMap OK
20251121085729%###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00003.00003.
hana-7:/mnt/sapcc-share/hdbpersdiag #

T

e 7|t

it 2 e

=

SnapCenter I} 7[dt B 0| A FHOZ MEHFEI YIS AESIH =25 FAY HAt
K| gct.

wor o
My 4 UES

M

0f

0z

xH
S

o

t 2

rin

HI'HE H|O|E{H|O| A0 CHSH & SAP HANA I

[

A8 50| WA S of|2f5HH SnapCenter A| A&

49



eSS RHSLIC
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hana-1:/hana/shared/SS1/HDB00/backup/data # 1ls -al *
DB SS1:

total 3717564

drwxr-xr-- 2 ssladm sapsys 4096 Aug 22 11:03
drwxr-xr-—- 4 ssladm sapsys 4096 Jul 27 2022

—rw-—r-—-———-— 1 ssladm sapsys 159744 Aug 17 05:32 SnapCenter SnapCenter hana-
1 BlockIntegrityCheck Weekly 08-17-2025 05.32.00.4493 databackup 0 1
—rw-—r—---—-—- 1 ssladm sapsys 83898368 Aug 17 05:32

SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 08-17-

2025 05.32.00.4493 databackup 2 1

AT e 1 ssladm sapsys 3707777024 Aug 17 05:32

SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 08-17-

2025 05.32.00.4493 databackup 3 1

SYSTEMDB:

total 3339236

drwxr-xr—-- 2 ssladm sapsys 4096 Aug 22 11:03

drwxr-xr-- 4 ssladm sapsys 4096 Jul 27 2022

SEj—Roes= 1 ssladm sapsys 163840 Aug 17 05:32 SnapCenter SnapCenter hana-
1 BlockIntegrityCheck Weekly 08-17-2025 05.32.00.4493 databackup 0 1

SE—Eoes=e 1 ssladm sapsys 3405787136 Aug 17 05:32

SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 08-17-
2025 05.32.00.4493 databackup 1 1
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hana-1:~ # cd /hana/data/SS1/mnt00001/
hana-1:/hana/data/SS1/mnt00001 # 1ls -al *

-rw-r—--r—-- 1 ssladm sapsys 16 Aug 26 06:00 nameserver.lck

hdb00001:

total 4992236

drwxr-x—--- 2 ssladm sapsys 4096 Aug 26 06:00

drwxr-x--- 5 ssladm sapsys 4096 Aug 26 06:00

SEj—Roes= 1 ssladm sapsys 0 Nov 3 2020

DO _NOT TOUCH FILES IN THIS DIRECTORY

—rw-r—---—-—-— 1 ssladm sapsys 5100273664 Aug 26 06:00 datavolume 0000.dat
SEj—Roes= 1 ssladm sapsys 36 Aug 25 10:30 landscape.id

SE= o= 1 ssladm sapsys 163840 Aug 26 06:00 snapshot databackup 0 1

hdb00002.00003:

total 201420

drwxr-xr—-- 2 ssladm sapsys 4096 Nov 3 2020

drwxr-x--- 5 ssladm sapsys 4096 Aug 26 06:00

-rw-r—--r—-- 1 ssladm sapsys 0 Nov 3 2020

__DO_NOT TOUCH FILES IN THIS DIRECTORY

-rw-r--r-- 1 ssladm sapsys 335544320 Aug 26 06:00 datavolume 0000.dat
hdb00003.00003:

total 4803140

drwxr-xr—-- 2 ssladm sapsys 4096 Aug 26 06:00

drwxr-x—--- 5 ssladm sapsys 4096 Aug 26 06:00

-rw-r--r-—- 1 ssladm sapsys 0 Nov 3 2020

__DO_NOT TOUCH FILES IN THIS DIRECTORY

-rw-r—--r-— 1 ssladm sapsys 4898947072 Aug 26 06:00 datavolume 0000.dat
SE=E=———= 1 ssladm sapsys 159744 Aug 26 06:00 snapshot databackup 0 1
hana-1:/hana/data/SS1/mnt00001 #
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[L{H|=378, &£0|=305]
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HDBSettings.sh recoverSys.py —--command="RECOVER DATABASE UNTIL TIMESTAMP
'2026-08-26 10:55:49' USING CATALOG PATH ('mnt/log-backup/SYSTEMDB') USING
LOG PATH ('mnt/log-backup/SYSTEMDB') USING SNAPSHOT"

5 I EHA|Z AJAR GO|E{H[0]| A0 HESI Y B E C|O[E{H[0| A ZEFE AIZISHOF ZLICE. O] ofjof| M BHE
CllO|E{t[0] A= SST1YLICE.

hdbsgl SYSTEMDB=> RECOVER DATABASE FOR SS1 UNTIL TIMESTAMP '2026-08-26
10:55:49"' USING CATALOG PATH ('mnt/log-backup/DB_SS1') USING LOG PATH
('mnt/log-backup/DB_SS1') USING SNAPSHOT
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HEH Set- SmConfigSettings -Plugin - HostName <pluginhostname> - PluginCode hana - configSettings
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HANA HDBSQL CMD = /usr/sap/SM1/HDB12/exe/hdbsqgls

2 A3 ZE hdbsqlse= 2239t HHE M1t &7H hdbsql2 S ELICH

#/bin/bash
/usr/sap/SM1/HDB12/exe/hdbsgl <command line options> $*
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HANA S AE hana-22| 42 E&2 Ch21 Z&LICt

27 hdbsql2 2 &ESH= 2l AIZEE ALESH0] HAe & UESLICE hana.properties TFJ 0| A
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PS C:\Users\administrator.SAPCC> Set-SmConfigSettings -Agent -Hostname
hana-2 -configSettings @{"DISABLE AUTO DISCOVERY"="true"}

Name Value

DISABLE AUTO DISCOVERY true
PS C:\Users\administrator.SAPCC>
Verify the configuration by running the Get- SmConfigSettings command.

PS C:\Users\administrator.SAPCC> Get-SmConfigSettings -Agent -Hostname
hana-2 -key all

Key: CUSTOMPLUGINS OPERATION TIMEOUT IN MSEC Value: 3600000 Details: Plug-
in API operation Timeout

Key: CUSTOMPLUGINS_HOSTAGENT_TO_SERVER_TIMEOUT_IN_SEC Value: 1800 Details:
Web Service API Timeout

Key: CUSTOMPLUGINS ALLOWED CMDS Value: *; Details: Allowed Host OS

Commands
Key: DISABLE AUTO DISCOVERY Value: true Details:
Key: PORT Value: 8145 Details: Port for server communication

PS C:\Users\administrator.SAPCC>

I.

oII)
uot
1

12 AEQ| Of|0|ME 714 m0|| 7|ZEH SnapCenterE A0t E2{ 121 F2(|0|E 0| A& At

o]
USLILCE.

M
o

A
=

hana-2:/opt/NetApp/snapcenter/scc/etc # cat
/opt/NetApp/snapcenter/scc/etc/agent.properties | grep DISCOVERY
DISABLE AUTO DISCOVERY = true
hana-2:/opt/NetApp/snapcenter/scc/etc #
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