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[root@ee-50-56-b5-2b-9b ~]# helm repo add netapp-trident-protect https://netapp.github.io/trident-protect-helm—chart

[root@localhost SnapMirror]#
[root@localhost SnapMirror]# oc get pods -n trident-protect

NAME READY  STATUS RESTARTS  AGE
autosupportbundle-e9252a48-34a9-4b40-99c2-c00876d962ee-bk2vx  1/1 Running © 16h
trident-protect-controller-manager-7b76c8b59f-2rmh2 2/2 Running © 22h

[root@localhost SnapMirror]# _
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apiVersion: vl
# You can provide the keys either as stringData or base 64 encoded data
stringData:
accessKeyID: "<access key id as obtained from ONTAP>"
secretAccessKey: "<secret access key as obtained from ONTAP>"
#data:
#accessKeyID: <base 64 encoded value of access key>
#secretAccessKey: <base 64 encoded value of secret access key>
kind: Secret
metadata:
name: appvault-secret
namespace: trident-protect
type: Opaque

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-appvault
namespace: trident-protect
spec:
providerConfig:
s3:
bucketName: oc-dr
endpoint: <data 1if to use to access S3>
secure: "false" # Setting this to "false" will disable TLS, which
is not recommended for production environments.
skipCertValidation: "true" # When TLS is enabled, setting
skipCertValidation to "true" will skip TLS certificate validation,
which is not recommended for production environments.
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-secret
providerType: OntapS3

ONTAP S3 ZE7t YHE|IUYN AL 7h5 HENX] 2RISR,



oc create -f app-vault-secret.yaml -n trident-protect
oc create -f app-vault.yaml -n trident-protect

[root@ee-50-56-b5-2b-9b drl# oc get appvault —-n trident-protect
NAME STATE ERROR MESSAGE AG

ontap-s3-appvault Available 2d23

AA VME Trident Protect & A
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# cat app.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
creationTimestamp: null
name: test-source-app
namespace: test-dr-ns
spec:
includedNamespaces:

- namespace: test-dr-ns

tridentctl-protect create app <source-vm> -n <source-ns> —--namespaces
<source-ns>

[root@0e-50-56-b5-2b-9b dr]# oc get applications.protect.trident.netapp.io -n test-dr-ns

NAME PROTECTION STATE AGE
test-source-app Partial 25h

A AR XY 2la20f 2ot HIAmH0]A9 VM B BliE PVCE Of2et ZH& LT

[root@08-50-56-b5-2b-9b drl# oc get vm,pods,pvc -n test-dr-ns
NAME AGE STATUS READY
virtualmachine.kubevirt.io/test-dr-vml 25h Running True

NAME READY  STATUS RESTARTS  AGE

pod/virt-launcher-test-dr-vml-ns9qq 1/1 Running © 25h

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS  VOLUMEATTRIBUTESCLASS AGE
persistentuolumeclaim/testfdrfvml Bound pvc-U3b51d12-ce76-U063-bd59-6eTU588ee266 34144990004 RWX sc-nas <unset> 25h
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# snapshot.yaml

apiVersion: protect.trident.netapp.io/vl

kind: Snapshot

metadata:
name: test-source-dr-init-snapshot
namespace: test-dr-ns

spec:
applicationRef: test-source-app
appVaultRef: ontap-s3-appvault
reclaimPolicy: Delete

[root@@e-50-56-b5-2b-9b dr]# oc get snapshot -n test-dr-ns

NAME APP RECLAIM POLICY  STATE ERROR  AGE
test-source-dr-init-snapshot test-source-app Delete Completed 25h

Trident ProtectE AL250{ VM| 0f| 2=l AHAF MM

OHEZIZ|0|M ArEXL XY 2[AA0t SUDH LIYAH|O|AMN AHE AR X|H 2|22 S WM O 2FEl AHMS

)

S =k ASLICE o] 2HE2 XFE L et vMel 2SS S22 g5t AppVaultol] AHELIC

E EHFAMR

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedl
spec:
appVaultRef: ontap-s3-appvault
applicationRef: test-source-app
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20240901T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"
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apiVersion: vl
# You can provide the keys either as stringData or base 64 encoded
data
stringData:
accessKeyID: "<access key id as obtained from ONTAP>"
secretAccessKey: "<secret access key as obtained from ONTAP>"
#data:
#accessKeyID: <base 64 encoded value of access key>
#secretAccessKey: <base 64 encoded value of secret access key>
kind: Secret
metadata:
name: appvault-secret
namespace: trident-protect
type: Opaque

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-appvault
namespace: trident-protect
spec:
providerConfig:
s3:
bucketName: oc-dr
endpoint: <data 1if to use to access S3>
secure: "false" # Setting this to "false" will disable TLS,
which is not recommended for production
skipCertValidation: "true" # When TLS is enabled, setting
skipCertValidation to "true" will skip TLS certificate wvalidation,
which is not recommended for production environments.
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-secret
providerType: OntapS3



oc create -f app-vault-secret.yaml -n trident-protect
oc create -f app-vault.yaml -n trident-protect

[root@ee-50-56-b5-01-5b dr]# oc get appvault -A

NAMESPACE NAME STATE ERROR MESSAGE AGE
trident-protect ontap—-s3—-appvault Available 2%h
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# cat app.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
creationTimestamp: null
name: test-dest-app
namespace: test-dr-ns-dest
spec:
includedNamespaces:

- namespace: test-dr-ns-dest

tridentctl-protect create app <dest-app-name> -n <dest-ns>
—-—namespaces <dest-ns>
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# application-mirror-relationship.yaml
apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amrl
spec:
desiredState: Established
destinationAppVaultRef: ontap-s3-appvault
destinationApplicationRef: test-dest-app
namespaceMapping:
- destination: test-dr-ns-dest
source: test-dr-ns
recurrenceRule: |-
DTSTART:20240901T000200%2
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: ontap-s3-appvault
sourceApplicationName: test-source-app
sourcelApplicationUID: "<application-uid-of-the-source-app>"

storageClassName: "sc-nas"

[root@00-50-56-b5-2b-9b dr]# oc get amr -n test-dr-ns
NAME DESIRED STATE STATE ERROR AGE
amrl Established Establishing 115s

[root@00-50-56-b5-2b-9b dr]# oc get amr -A
NAMESPACE NAME DESIRED STATE STATE ERROR AGE
test-dr-ns amrl Established Established Ols
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oc patch amr amrl -n test-dr-ns-dest --type=merge -p
"{"spec":{"desiredState":"Promoted"}}"

[root@00-50-56-b5-01-5b dr]# oc get amr -n test-dr-ns-dest
NAME DESIRED STATE STATE ERROR AGE

amr2 Promoted Promoted 25h

oc get pod, pvc,vm -n test-dr-ns-dest

oc get pod, pvc,vm -n test-dr-ns

OpenShift 722} 25l = 10i[A VML m| & HH

0] MIM0jl M= NetApp Trident Protect X AppMirrorS AF238t= OpenShift Virtualization
ol S0 VM| T == M| A0 CHot WEE MSELICH THs S EfZll E{AHZ
HMetshy| o] HYH 2AS Aot 2, MY T2 MAE AESHH SX| LTS FHA7|1
Helf aA SHAHE VMO 7|2 S2AHE S/Y = JELICH 67]0l= HYH 7(ZH S¢t
VMO| st B E HE At S el AA SAHE CHA| 7|2t CHS SH 2AE
Auigto 2 SASH= AY0| ZetElL|Ct CFS EHAIE sAsHH Mo S+ O|HIET} Edist =

£ HZE Ago| Oz SX|E Meij= 2| AA SAEM VMO| dHEEE o £
USLILCE.

OpenShift 742} Mol S5 2o H|

Trident ProtectS A%t L2 L2 XS Sofl HUH XY = "I 'S Foigt 2 AGL|CH el =H|
YIS SYUGH= 0| Y2AZ 20 M Trident Protect= =X S BHESH| Hoj| 2 0 E2|#H[0]H HE AretS el

AA OiE2AH0|MOE EX|(XHS 7|8 LICt
O ZZMAE= EZICZ HUQMIL A= El ZA MM AR CHE HHAIS ZEELICH

1. &o A AFEHZ AlZFStLICH

o |

2. SH 2AE QYo CHA 7|3
ol =X =H| 2AE HS712t5HH EfZU 0 Z2|A|0| 0] AA O{Z2|AH|0|40] =| 0 AAT}EZUO] EL|CH Zof
ZX| Sof| EFZU o Z2|AH[0] Mof| HEE LHE2 RAIELICE

a. e Ef2 S2{AE{0l| M AppMirrorRelationship CRE ATH|gtL|Ct. O|ZA| StH ER2U0] 2 AT} E[LICE Af EF2Y
S AE0| E AH|EO| HoF A= E2 0I5 HMALIC.
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[root@ee-50-56-b5-01-5b dr]# oc delete —f app-mirror-relationship.yaml -n test-dr-ns-dest

appmirrorrelationship.protect.trident.netapp.io "amr2" deleted from test-dr-ns-dest namespace

Ul M 22 SEAE (2 B0l A4S ML)

7|
O[FA 3tH MS7|st Z2ZAH|A B0l 2= HE Aro] feff 24 SHAEZ SX|E LT

HE EHFAHR

apiVersion: protect.trident.netapp.io/vl

kind: Snapshot
metadata:
name: test-source-dr-init-snapshot-failback
namespace: test-dr-ns
spec:
applicationRef: test-dest-app
appVaultRef: ontap-s3-appvault

reclaimPolicy: Delete

[root@00-50-56-b5-01-5b dr]# cat failback-snapshot.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Snapshot

metadata:
name: test-source-dr-init-snapshot—failback

namespace: test-dr-ns-dest
spec:

applicationRef: test-dest-app

appVaultRef: ontap-s3-appvault

reclaimPolicy: Delete
[root@O0-50-56-b5-01-5b dr]# oc get snapshot —-n test-dr-ns-dest

APP RECLAIM POLICY STATE ERROR  AGE

NAME
Delete Running 10s

test-source-dr-init-snapshot—failback test-dest-app

[root@0e-50-56-b5-01-5b drl# oc get snapshot —-n test-dr-ns-dest
NAME APP RECLAIM POLICY STATE ERROR AGE

test-source-dr-init-snapshot—failback test-dest-app Delete Completed 8m50s
test-source-dr-init-snapshot—failback-2 test-dest-app Delete Completed




g EHFMR

# application-mirror-relationship.yaml

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amrl
spec:
desiredState: Established
destinationAppVaultRef: ontap-s3-appvault
destinationApplicationRef: dr-source-vm-failback
namespaceMapping:
- destination: test-dr-ns
source: test-dr-ns-dest
recurrenceRule: |-
DTSTART:20240901T0002002
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: ontap-s3-appvault
sourcelApplicationName: test-dest-app
sourceApplicationUID: "uid of the app in the original source
cluster"
storageClassName: "sc-nas"

[root@00-50-56-b5-2b-9b dr]# oc get amr -n test-dr-ns
NAME DESIRED STATE STATE ERROR AGE
amrl Established Establishing 115s

[root@P0-50-56-b5-2b-9b dr]# oc get amr -A
NAMESPACE NAME DESIRED STATE STATE ERROR AGE
test-dr-ns amrl Established Established 9Us

d. AppMirrorRelationship CR2| desiredState Z=E "Promoted"Z IC|0|Est0] MZ22 AA S AE(2eH
EtZ S2{AH)0M el A4 SHAHZO EX| 2AE SH4ELICH



g EHFMR

[root@ee-56-56-b5-2b-9b dr]# oc get vm -n test-dr-ns
No resources found in test-dr-ns namespace.

[root@00-50-56-b5-2b-9b dr]# oc patch amr amrl -n test-dr-ns ——type=merge -p '{"spec”:{"desiredState":"Promoted"}}'
appmirrorrelationship.protect.trident.netapp.io/amrl patched

Ol 2 24 ZHAHM VMO| HlE|= AS 2ol = ASLICH o 57 T2 A2t
A E[ASLICE O|H| 22 Bt S AE S| 2|22 S HE|S Of 7 Z2MA 20
Mol = 7SS RAIOHE M SH HAE 28 = ASLICH

() auHYdssis deie sus
£ 22 AE{0] 7|28 colefs
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