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FSx-Dest::> cluster peer create -address-family ipv4 -peer-addrs
source intercluster 1, source intercluster 2
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Confirm the passphrase:
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< Intercluster Settings

Network Interfaces

IP ADDRESS
& 10.61.181.184
® 17221146217
® 10.61.181.183
@& 172.21.146.216
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Peer Cluster

Cluster Peers

PEERED CLUSTER NAME
Q FsxldDaed40eD8accOdeabT

@ orsn Generate Passphrase
Manage Cluster Peers
Mediator @ .

Not configured.

Configure

Storage VM Peers
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PASSPHRASE @
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All storage VMs (incl... X

It cannot be determined from the passphrase whether

created in the future also will be this relationship was encrypted. Is the relationship

permissions. encrypted?

To generate pass;}hr'ase.| Launch Remote Cluster

Intercluster Network Interfaces IP Addresses

172.30.15.42

172.30.14.28

Cancel

Initiate Cluster Peering Cancel
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Select secondary replication options @

[[] update SnapMirror after creating a local Snapshot copy.

Update SnapVault after creating a local Snapshot copy.
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FSx-Dest::> snapmirror policy create -vserver DestSVM -policy
PolicyName -type mirror-vault -restart always
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FSx-Dest::> snapmirror policy add-rule -vserver DestSVM -policy
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FSx-Dest::> snapmirror policy add-rule -vserver sgl svm dest -policy
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FSx-Dest::> snapmirror create -source-path

OnPremSourceSVM:OnPremSourceVol

-destination-path DestSVM:DestVol -type
XDP -policy PolicyName
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M NetApp SnapCenter® ©- ALscadmin  SnapCenterAdmin  [#Sign Ou

ONTAP Storage

Pl ONTAP Storage Connections

Monitor [l Name B ow Cluster Name User Name Platform Controller License
Backup 172.16.13.17 172.16.13.17 AFF v

Reports
ESD2 172.16.13.17 172.16.13.17 AFF v

Hosts
ara_svm 172.16.13.17 172161317 AFF L
ora_svin dest 172.30.15.42 AFF Mot applicable
sql_svm 172.16.13.17 172.16.1317 AFF v
sgl_svm_dest 172.30.15.42 AFF Not applicable
svm HCApDs 172.30.15.42 AFF Not applicable
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Add Storage System

Add Storage System €

Storage System 10.61.181.180

Username admin

Password sesssenee

Event Management System (EMS) & AutoSupport Settings
Send AutoSupport notification to storage system

Log SnapCenter Server events to syslog

£+ More Options : Platform, Protocol, Preferred IP etc..

Cancel H Reset
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More Options

Platform
Protocol

Port
Timeout

(] Preferred IP

Secondary @

]

SnapCenter0f] AEZ|X| A|AH

FAS -
HTTPS -
443
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MEHSILICE SQL Server?| 22 Microsoft Windows 2 Microsoft SQL Server Z2{ 1912 MEHSIL|CE

N NetApp SnapCenter®

Managed Hosts

Add Host

Host Type | Windows -

¢ 01.sddc.netapp.com

Host Mame | sqglsrv-01.sddc.netapp.com

oraclesry 02 sddc.netapp.com Credentials | sddc-jpowell - -+

oraclesry 03.sddc.netapp.com

oraclesry 04.sddc.netapp.com Select Plug-ins to Install SnapCenter Plug-ins Package 4.6 for Windows

rv_05.sddc.netapp.com B Microsoft windows
I! Microsoft SQL Server

praclesrv 06.sddc.netapp.com

Microsoft Exchange Server

7.sddc.netapp.com

| SAP HANA

oraclesry 08.sddc.netapp.com

£} More Options : Port, gMSA, Install Path, Custom Plug-Ins...

m fociion

3. Oracle®| A9 SAE 27} TS} AxjollA T4 =
Megi|ct o g

oraclesry 09.sddc.netagp.com

£ Q=33t1 Oracle Database 2211219
AE AZSt11 SAEE SnapCenter0i| =71 CE.
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Add Host

Host Type
Host Name

Credentials

Linux

oraclesrv_11.sddc.netapp.com

root

Select Plug-ins to Install SnapCenter Plug-ins Package 4.6 for Linux

Oracle Database
[] sAP HANA

£+ More Options : Port, Install Path, Custom Plug-Ins...
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M NetApp SnapCenter® @ = ®- 2 scadmin|

Global Settings Policies Users and Access Roles Credential Software

Microsoft SQL Server .

Search by Name

Dashboard

Resources

Name : Backup Type Schedule Type Replication
Monitor b il Lia P

SQL-Daily Full and Log backup Daily SnapVault
Reporis

SQL-Hourly Full and Log backup Hourly SnapVault
Hosts SQL-Hourly-Logs Log backup Hourly SnapVault
Storage Systems SQL-OnDemand Full and Log backup On demand SnapVault

SQL-Weekly Full and Log backup Weekly SnapVault

f

rr

OF

SQL Server H{0| Tzt S MAGHS W0l Ch2t KPS LIS 2 B HZSHIAIL "SnapCenter SEA",

r
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New SQL Server Backup Policy

o Name Select secondary replication options @
o Backup Type [J update SnapMirror after creating a local Snapshot copy.
o Retention [] Update SnapVault after creating a local Snapshot copy.

Secondary policy label
4 Replication

Error retry count

5 Script

M NetApp SnapCenter®

Microsoft SQL Server . 1

Dachbcard View search by name
@ rResources ] Name Resource Count  Tags
D vonitor SQLSRV-01 1

Reports

Hosts

SQLSRV-02 1

Storage Systems

Settings

Mlerts SQLSRV-03 1

SnapCenter dH M= SQL Server % Oracle C|O|E{H|0|A R F0f| CHEE 2[AA T

HEE HMSELIc
SQL 2| W10 AL of mFEL|Ct o] 23"

Oracle 2|22 #A0| CisliM= S BB AIL 0] 23"

4 scadmin  SnapCenterAdmin ¥ Sign Out

Policies

SQL-Daily
SQL-Hourly
S0L-
OnDemand
SQL-Weekly

SQL-Daily
SQL-Hourly
sQL-
OnDemand
SQL-Weekly

SQL-Daily

Ll T Rt

Last Backup Overall Status
05/11/2022 ... Completed
03/28/2022 ... Failed
05/1142022 ... Completed
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1. Veeam 2£8 €11 29I%L|C}. Storage Infrastructure2 0|5t CH2 Add StorageS MEHEL|CH

Vieeam Backup and Replication

=4
Add  Edit
Storage Storage S

Manage Storage Actions

Storage Infrastructure
E‘I‘ Add Storage

Storage Infrastructure "= \eeam Backup & Replication integrates with the leading primary storage arrays to enable backup and restore of individual machines, file shares,
o BroNTAR guest files and application items from storage snapshots of VMFS, NFS and CIFS volumes, In addition to built-in integrations, Veeam provides the
Universal Storage API that allows qualified storage vendors to create fully supported storage plug-in.

To start using this functionality, register your storage by dlicking this text. If you don't see your starage in the list, please install the correspanding
plug-in first.

Take a Snapshot

Set up perodic storage-level snapshots of your VIVIFS or NFS datastores using the storage management console. The storage will automatically snap
your datastores, providing frequent restore points that enable shart RPOs for the mast common recovery scenarios, with little to no impact on your
production environment,

For evaluation purposes, you can create an "ad hoc” storage snapshot by selecting the desired LUM in the Storage Infrastructure tree, and clicking the
corresponding button in the ribbon.

~ Restore
=1 To perform a restore from a storage snapshot, browse to the desired snapshot on the Storage Infrastructure tab, and select the VM you want to
) restore. You can restore the entire VM, individual guest files or individual Microseft Active Directory, Microsoft Exchange, Microscft SharePaint,
Hin: Microsoft SQL Server and Oracle items.
Ei ey Please, keep in mind that storage snapshets are not real backups, as they would be lost along with preduction data in the event of a storage disaster.
] - Thus, you should never rely solely on storage-level snapshots for data protection. To ensure protection against all types of disasters, continue to
v?g? SR perform proper backup of all VMs to non-production storage using Veeam backup jobs or VeeamZIP.
{35 Storsge Infrastructure Ny Backup
== [==1 Enterprise Plus edition enables backup of virtual machines, physical servers and file shares directly from primary storage snapshots. This functionality
Tape Infrastructure puts your storage array capabilities to work allowing for improved recovery point abjectives (RPO) while greatly reducing impact from backup

activities on the production machines,
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Mew MetApp Data ONTAP Storage

MName
“ Register NetApp Data ONTAP storage by specifying DNS name or IP address,

_ Management server DNS name or IP address:

|10.61.181.180
Credentials
Description:
MAS Filer Created by SDDC\jpowell at 5/17/2022 10:34 AM.
Apply
Summary Rales

[] Bleck or file storage for Viiware vSphere
[] Block storage for Microsoft Windows servers
MAS filer

< Previous Mext > Finich

4. X4 ZEE F715101 ONTAP SHAE0ff HA|ATILICE,

Mew MetApp Data ONTAP Storage

Credentials
Specify account with storage administrater privileges.

MName Credentials:

Cancel

HCIEUC\Admin (HCIEUC\Admin, last edited: 98 days aga) w | | Add...

MAS Filer Protocol: [HTTPS +

Apply Port: 443 11

Manage accounts

Summary

| < Previous || Mext > | Finich

5. NAS Filer HO|X|O|A] ZAIE T2EZS MEHSI D Next & MEHSIL|CE

Il

Cancel
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Mew MetApp Data ONTAP Storage
NAS Filer

Specify how this storage can be accessed by file backup jobs.

Protocol to use:
SMB
Credentials 1 wFs

Mame

_ Create required export rules automatically

Volumes to scan:

Apply |Allvolumes

| Choose...

Summary Backup proxies to use:

|Automatic selection

| Choose...

6. OpHArel ME 8l 99oF H0|X|E 2t=stn Ot £ 22
At 22 =|H ONTAP 22{AE 7 NAS I 19f &H ALE Tttt Eli*i F7hEL

J

X S

L —

Add Edit Remowe Rescan

Storage Storage Storage

Manage Storage Actions

Storage Infrastructure

4 {'E;Sturagelnfrastmcture
4 [F1ONTAP
E13A300
OTS-HC-Cluster
[ svm_nfs-A
4 swim(
b [ iSCS|_Datastore
b 5 sqdb_vol2
b [ sqldb_voll
[

E:j svmi_root

7. M2 AMEI NAS SRE ALE5H0] Y 2| XX ER I
RepositoriesE MEHSI1 Add Repository |7 &

JHJ

HJIHJ

< Previous Apply Finish Cancel

'6'|-O=| AEElxl 7-IAH ]IEA-”AE A|xr6+|__||:|-_

A MSHL

ocood

M
= 2L

|Ct. Backup InfrastructureOfl Al Backup
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Add EE

Repository Repositary
Manage Repository

Backup Infrastructure

E Backup Proxies
= Backup Repositeries
t-:E'. Externial Repositories
] Eﬁ Scale-out Repositories
€5 WAN Accelerators
3 Service Providers
4 &E SureBackup
& Application Groups
Zh Virtual Labs
] fE'! Managed Servers
i @ YMware viphere
Eg Microsoft Windows

ﬁ Heme
E'I
@:J Inventory

(353 Backup Infrastructure

- M EH KA A OPHALS] ZE CHAIE 3ot 2| XX E2|E MHELICH Veeam Backup
Repositories 440]| CHot XiM|ot LB 2 E HZSIHAR "Veeam EAME HESHUAR"
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MNew Backup Repository d

— Share
1
t_::j Type in UNC path to share (mapped drives are not supported), specify share access credentials and how backup jobs should
t__:j write data to this share.
MName Shared folder:
[\1172.21162.187\VBRRepo] | Browse. |
_ Use \\server\folder format
Repository This share requires access credentials:
o S |ﬁ"& sddchadministrater (sddchadministrator, last edited: 85 days ago) ~ | | Add... |

Manage accounts

Review
Gateway server:
Apply (®) Automatic selection
() The following server:
Summary

veeam.sddc.netapp.com (Backup server) w

Use this option to improve performance and reliability of backup to a NAS located in a remote site.,

< Previous | | Mext = Finish




Amazon S3 H3IS M HEAZ FItEHL|Ct
C}2 thAl= Amazon S3 AEE|X|E WY MEAZ XJ18H= Z4QIL|C},

1. Backup Infrastructure > Backup Repositories £ O|SEIL|Ct. 2|EX|E2| =7t £ S2IgHL|Ct.

=
=
==
Add
Repository  Repository

Manage Fepository

Backup Infrastructure

E Backup Proxies
= Backup Repositories o
E External Repositories
4 ?fﬁ Scale-out Repositories
-:?;!1. Scale-out Backup Repository
£n WAN Accelerators
() Service Providers
4 & SureBackup

& Application Groups
dh Virtual Labs

4 {E‘i Managed Servers
f fg’] VMware vSphere

= Microsoft Windows

ﬁ Home
=]
@i Inventory

\'?E'g Backup Infrastructure

2. uHel KEA FTt OPHAIA QENE AEZ|X| & MEHS CHS Amazon S3E MEHSILICE d2{H
New Object Storage Repository OFH A7} A|ZHEIL|CY
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Add Backup Repository

Select the type of backup repository you want to add,

== Direct attached storage
'[-::_:'-1' Microsoft Windows or Linux server with internal or direct attached storage, This configuration enables data

movers to run directly on the server, allowing for fastest perfformance.

Metwork attached storage
I Metwaork share on a file server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.

iy, Object storage
.ﬁ On-prem object storage system or a cloud object storage provider, Object storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to object storage is not currently supported,

3. QUHME AEE|X| HEAC| 0SS A6t NextS S2ELICH
4. Chg M0l M X2 S22 UARILICH AWS KA F|2t HID 7|7t |t

Mew Object Storage Repository x

Account
Specify AWS account to use for connecting to Amazon 53 storage bucket,

MName Credentials:

_ | & AKIAXAHA3ZTSSTHXQT2W (last edited: 107 days ago) v| | Add...

Manage cloud accounts

Bucket AWS region:

Global ~
Summary

[] Use the following gateway server:

veeam.sddc.netapp.com (Backup server)

< Previous Mext = Finish Cancel
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Scale-out Repository

L W
o

" Add Scale-out Edit C
Repository L-'-u Eitan

Manage Scale-out Repository Mana

Backup Infrastructure

= Backup Repositories
=

Em External Repositories
+ = Scale-out Repositories o
£ WAN Accelerators
; Service Providers
I'_% SureBackup
& Application Groups
% Virtual Labs
4 l."E'i Managed Servers
fg] Vidware vSphere
|_:='_- Microscft Windows

ﬁ Home

E‘ I T 3

@3 Inventony

i?E-'g Backup Infrastructure
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Mew Scale-out Backup Repository

Performance Tier
Select backup repositories to use as the landing zone and for the short-term retention.

Extents:

Mame
| PerformanceTier | = Jperepor

Add...

Remove

MEHRILICE ChS S MEfRlL| T

? ol
? Amazon S3 QEME AEZ|X|Z SOBRE &EYLICH s 575 LUsH, 2K HeS
= UAEE HA0| MME|= FA| Copy Backups to Object Storage £ MEHBIL|CH

)
[s)
m
I'I
rr
fo
-1
>
00t
=2
ﬁrﬁ
0Ir
rulo

Mew Scale-cut Backup Repository

Capacity Tier
Specify ohject storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Marne Extend scale-out backup repository capacity with object storage:

Performance Tier Amazen 53 Repo v Add...

Placement Policy Define time windows when uploading to capacity tier is allowed Window...

_ Copy backups to object storage as soon as they are created
Create additional copy of your backups for added redundancy by having all backups copied to
Archive Tier the capacity tier as soon as they are created on the performance tier.

Mowe backups to object storage as they age out of the operational restore window

Summary Reduce your long-term retention costs by moving older backups to object stoerage completely
while preserving the ability to restore directly from offloaded backups.

Mowe backup files older than 14 12 days (your cperational restore window) Override...

-

O Encr}rpt data uploaded to chject storage

Manage passwords
< Previous Mext = Finish Cancel
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BlueXP #id 3l 51 = & 14

OfZ2[#(0|M VM & HIO|E{H|0]A EES AWSO||A A== VMware Cloud Volume A{H|AZ | QS H
SnapCenter Server2t Veeam Backup and Replication Server2| &3 FQI QIAEAS Mx| 5l 1 Ms{of BHL|Ct,
HUARH 7t t2El = AL C|O|E{ ME{of| CHEt Hjuio| A=l 5! MaHE mi7tx] HAX ol Y XA 2 Mot F
ol2{st ES FAsH{OF RrL|Ct.

E X Windows SnapCenter A{H{S B EHL|Ct

SnapCenter A= VMware 22t E SDDCO| 7155t7{Lt VMware 22tRE 220 Cigt HESS HES
Sl VPCOl| 43F5t= EC2 QAR A0 HX|ELICH

SnapCenter 2 X E¢||0{= NetApp Support AIO|EXAM MSEH =0l E£= 2 T E0f = Microsoft
Windows A|AEIO| AX|g = JQELICEH XtAet A=l 710|= 3 AX| X[&2 of| M =hele &~ AUSLICH "NetApp
=X 2t MIE"

SnapCenter 2T EQ|0{= OM BS 4= JYELICEH 0| 23",

EZX Windows SnapCenter A{H{S 14 ¢HL|Ct

FSx ONTAPO|| 0|21 &l 0fZ2|[0]H C|OIHE S5t ™ A 2-Z2)|0|A SnapCenter H|O|E{H|0] A 2| K|
22l2 £88lofF SL|C}H O] T2 M| AV} QZE|H VM| EAMO| CHA| AL 1T FSx ONTAPE 7|2 AEZ|X|E

AESIH 88 27 M S ChAl A|RE = ASLICH

O|E ?I8iA= SnapCenter A|HO||A| CI2 =2 2t=sHOF ghL|C.

1. @2 2-Z2|0|A SnapCenter At 2 SSHA AFE 0|2 FHSLICE

2. VMware 22t2E % FSx ONTAP QIAEAQL EAGIEE HEQZ S LHRILICL

3. SnapCenter H|O|E{H|0|AE S@lIst= FXALE 2t=LICL

4. SnapCenter?} Mslf 57 RE=0f| JA=X| 2Qlsto] O|X| FSx7t B & 7|2 AER|X|QIX| &olgL|Ct,
S. EE JhA HAlap SA10| CHA| M- =X] ZhelgfL|Ct,

O[2{st CHA|E 2t=ot= Ao T XMt L8 =2 MM S EESHYAIL "SnapCenter H|O|E{H[0] A =&
TZMA"

2%} Veeam Backup & amp; Replication ServerS F=8tL|C}

Veeam Backup & Replication AlHHE AWS2| VMware Cloud SE= EC2 QIAEIA Q| MX[E 4 QI&LILCE.
XMt o1 X[ &2 £ & XSHIA|IR "WVeeam Help Center 7= 2A".


https://docs.netapp.com/us-en/snapcenter/install/install_workflow.html
https://docs.netapp.com/us-en/snapcenter/install/install_workflow.html
https://docs.netapp.com/us-en/snapcenter/install/install_workflow.html
https://docs.netapp.com/us-en/snapcenter/install/install_workflow.html
https://docs.netapp.com/us-en/snapcenter/install/install_workflow.html
https://mysupport.netapp.com
https://mysupport.netapp.com
https://mysupport.netapp.com
https://mysupport.netapp.com
https://mysupport.netapp.com
https://docs.netapp.com/ko-kr/netapp-solutions/ehc/aws-guest-dr-failover.html#snapcenter-database-restore-process
https://docs.netapp.com/ko-kr/netapp-solutions/ehc/aws-guest-dr-failover.html#snapcenter-database-restore-process
https://docs.netapp.com/ko-kr/netapp-solutions/ehc/aws-guest-dr-failover.html#snapcenter-database-restore-process
https://docs.netapp.com/ko-kr/netapp-solutions/ehc/aws-guest-dr-failover.html#snapcenter-database-restore-process
https://docs.netapp.com/ko-kr/netapp-solutions/ehc/aws-guest-dr-failover.html#snapcenter-database-restore-process
https://docs.netapp.com/ko-kr/netapp-solutions/ehc/aws-guest-dr-failover.html#snapcenter-database-restore-process
https://docs.netapp.com/ko-kr/netapp-solutions/ehc/aws-guest-dr-failover.html#snapcenter-database-restore-process
https://www.veeam.com/documentation-guides-datasheets.html
https://www.veeam.com/documentation-guides-datasheets.html
https://www.veeam.com/documentation-guides-datasheets.html
https://www.veeam.com/documentation-guides-datasheets.html
https://www.veeam.com/documentation-guides-datasheets.html

Secondary Veeam Backup & amp; Replication ServerS 1A %fL|C}

Amazon S3 AEZ2[X[0f A El 7t Aol E3E £+&lSIH Veeam ServerE Windows A{HOf| X511
2laf st ME AT TEHEl VMware Cloud, FSx ONTAP 2! S3 HZl 1} EAISHEZE A8loF BL|Ct. EESHVMO|
E3E 5 M S 252 H FSx ONTAPO| A 8HQ 2| X|E2|7F LA E|0f Qo{of ShL|C}.

O| ZZMAE &St H CHS =2 2t=slof BfLCt.
1. HEQYZE 78t el uid EA T} TEHEl VVMware Cloud, FSx ONTAP 2 S3 HZl 1t EAISHL|CY
2. FSx ONTAPUA SMB 2 RE M 8 2|ZX|E2|Z FAEHL|C}
3. AMLHO|AM AF|QUOLR Ui KE A AR Z ALEE 22 S3 K3l

k=3
= =
4. VM2 §7% 2 SQL % Oracle VM2 E35}7| 2ot 22 W ZtAS MAEL|CE.

-

Veeam2 ARSI VMES 23t titHof| i3t XEA| 8 LIRS MM AEBIAIA|R "Veeam Full Restore 2
OHZ2[Z[0|d VME S LICH"

ol S E 23t SnapCenter H|O|E{H| 0] A EH

SnapCenterE AtE5tH Kol L4 Al SnapCenter AHE Z+1517] 2/3H 7|2 MySQL C|O|E{H| 0| A2t 71 H|O|E &
B Bl ST & USLICE o] ERME sl VPCO|| 4F5H= AWS EC2 QAEIAN|A SnapCenter H|O|E{t[0] A
2 S SUESLICE O] THA[Of CHSE XtM|TH LIE2 S &XSHAIR "0| Z 3.

SnapCenter B AP Q71 Abgt

SnapCenter # 0] 2Rt AFH @7 Atet2 CHEat 25U

SHAEl CIOIE{H[O[A 2 71 MHAS ZET| LIS AL ONTAP A|ARIOM WHE =8 3 SMB 3RYLICH

ALl ONTAP A|AEITF AWS A Q| FSx EE= CVO 2t SnapMirror 27| O] 2H7|= Y1 El SnapCenter
ClO[E{t[O| A & 1M mbo| T EhEl AHAFS FMASH= O AFREIL|CE.

EC2 QIAE A L= VVMware Cloud SDDC2| VMO 22+RE Ao AX|El Windows Server

VMware 22t2E2| Windows EC2 2IAE A = VMO HX|El SnapCenter
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AP| Etl S £85t7| 2|3t Swagger Q15 EE22 AMEILICE.
IT

DB £ ZZMAE A|EfRiL|CE
xcopy SEZ|E|E AFE35H0] db U config It 2Z C|AEZ|E SMB 2 R0 ZAtgHL|Ct,
FSxOlA| ONTAP =2 &2| 222 MHTLICHAILHOIA SnapMirrorE Sl SAHE).

FSx0|A EC2/VMware CloudZ SMB /& OH2EgL|C}.
SMB 2R0IM 22 Cl2lE2|2 27 | E2]2 SAgLIT

Swagger0l|Al SQL Server S TENAS MABIL|CE
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Swagger0l| 219I8t11 215 E2 2 ALL|C}
Swagger H|O|X| 2 0|5¢t = Q15 EZ S AMSIY |O|E{H|0|A S2 T=MAE A[ZSHOF BHL|CE

1. https://<SnapCenter AH{ IP >:8146/swagger/_Ol Al SnapCenter Swagger API & 5| 0| X| of|
O M| ABFL|CE,

0 swagger

SnapCenter AP~

[ Base URL: fapi ]
hitps isnapcentersddc netapp.com:8 148/Content/swagger’SnapCenteryam!
Manage your SnapCenter Server using the SnapCenter APl

To access the swagger documentation of "SnapCenter Plug-in for VMware vSphere” API's, please use
https://{{SCV_hostname} {SCV_host_port)/api/swagger-ui.html

2. QI3 MM BEstn Al AL 2 22EL T
Auth v

POST /4.6/auth/login Senice login

The login endpoint exposes the method required to log in to the SnapCenter service. The login method returns a token that is used to
authenticate subsequent requests.

—

3. UserOperationContext @< 0|A| SnapCenter X}

N
o[
02
o
i)
o
mjo
0
u
ot
kI
>
of
mjo
iy
n
mot
-
Il

33


https://<SnapCenter

Name Description

TokenNeverExpires

Token never expires
boolean

false ~ ]

UserOperationContext * ¢

object

User credenlials

(body)

Edit Value Model

"OserOperationContext”: {
"User”: {
"Hame": "localhost\\scadmin",
"Passphrase”: "NHetipp321",
"Rolename": "SnapCenterAdmin

V.

Parameter content type

[ application/json v ]

orzie] SH 20N EES = & USLICH M TZMAS AT 1 2IFS ?I EE HIAEE
= AfBHLIC)
200 Response body

"Pluginiame": null,
"HostId": O,
"Roleld™: null,
*"JobIds"®: null
Va
*Oser”: (
Token":
"KLY xOge==t sVEEOd tdARAYpeBgSSGowcoGaS jwME6 ) rify SCa Y 6 IHROS Lk o ZLIESRHAhDGIJ OUDOy nENdg tVGD Znvx+I /ZJZInSMINIT ) 6
CLIGTApglGacagTi8bgbShNTx0TECdrAl dzAXTD] LOREWOGAWRzSelwi ] SuVupnk 1E31 skREPREvIR S8 j OgHOvo 4 vAR LONhThhwERV
9/23nFedVP/plEviveV/ ze ZVTTHFHUMO 6 3XRe ScuW9nwy J4b0 T 5 Y SFH3XDE j0==" ,
"Hame®: “SCAdmin®,
"TokenHashed": null,

"Type®: ™",

"TokenTime™ : } 3-22 :21:57.3665661-07:00",
ot 7+ byt Lo

"PullBame": "SCAdmin",

"Hos null,

"Author™: mull,

"Userlame": "",

"Domain®: ""
"Paszphrase": "",




SnapCenter Ci|O[E{t|O| A HHA S ~HBIL|C}

& CHS Swagger H[0|X| 2| Disaster Recovery ¥HO E 0|53t0| SnapCenter H] TENAE

AISfELICE
1. Tl =27 yeig S2stol HRELICH

Disaster Recovery

‘ /4.6/disasterrecovery/server/backup Fetch all the existing SnapCenter Server DR Backups.

‘ /4.6/disasterrecovery/server/backup Starts the SnapCenter Server DR backup.

[ /4.6/disasterrecovery/server/backup Deletes the existing Snapcenter DR backup.

| POST /4.6/disasterrecovery/server/restore Stats SnapCenter Server Restore

| /4.6/disasterrecovery/storage Enable or disable the storage disaster recovery.

2. '/4 6/disasterrecovery/server/backup' A S SHESHD try it 22ITtLICL.

/4.6/disasterrecovery/server/backup Starts the SnapCenter Server DR backup.

Starts and creates a new SnapCenter Server DR backup.

Parameters

3. SmDRBackupRequest MM0j|A] 2HIE 2 A A2 E 37t6t 10 Execute £
SnapCenter Ci|O[E{H|O| A 2 1A 0| HHAS A|ZFSILICE.
(D e 220 NFS EE CIFS Y 390 B weis 4 ¢l

MEf5Hof

L.
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Name

Description

'l‘oken = required

string
(header)

SmDRBackupRequest * ¢
object
(body)

User authorization token

TUHFHUMOE9XReScuWInwyj4b0ISYSFN3XDKQ==

Parameters to take Backup

Edit Value = Model

{
"TargetPath": "C:\\SnapCenter_Backups\\"
}

Cancel

Parameter content type

| application/json v |




SnapCenter0i| A B A4S DLIEZBL|CH

CIOJE{H|O|A B TZMHAE A|ZE I} SnapCenter®ll 210150 21 MU S
MIMO|M SnapCenter AH X3l S 0| M2 HEHE 2 5 USLICH

Job Details

SnapCenter Server disaster recovery backup

" SnapCenter Server disaster recovery backup

W

V’

«

>

>

Precheck validation

Disaster recovery backup of ‘oraclesrv_04.sddc.netapp.com’
Disaster recovery backup of SnapCenter Server ‘SnapCenter,sddc.netapp.com’
Disaster recovery backup of ‘'oraclesrv_02.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_03.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_05.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_07.sddc.netapp.com’
Disaster recovery backup of ‘sglsrv-02.sddc.netapp.com’
Disaster recovery backup of 'sqlsrv-03.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_10.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-04.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-01.sddc.netapp.com’
Disaster recovery backup of 'sqlsrv-05.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_09.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-06.sddc.netapp.com’

Disaster recovery backup of 'sqlsrv-07.sddc.netapp.com’

2

[

E

St
=

LICE 2L

W

@ Task Name: SnapCenter Server disaster recovery backup Start Time: 03/23/2022 10:27:11 AM End Time: 03/23/2022
10:27:47 AM

View Logs

Close

L
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XCOPY REZ|E|E ALE35I0] SMB S /0| Ci|O|E{H| 0| A M mUS FARFLIC

1 CF2 SnapCenter A/ 2| £2Z =E210|E0f|A| H|O|E{E SnapMirror2 SX|6t= O| AF2E|= CIFS
FE AWSS| FSx QIAEHAQ| Y= EX 9IX| 2 A S 0| SoH{of gfL|Ct oY HotS |XI5H= EF
M1t 8HH xcopyE AFETtLICE.

mo of |

B

2|X Hetoz Y TEDES FLILH Y TELENAM Ch2 BHS YHYLICH

M

xcopy <Source Path> \\<Destination Server IP>\<Folder Path> /0O /X
/E /H /K

xcopy c:\SC Backups\SnapCenter DR \\10.61.181.185\snapcenter dr /O
/X /E /H /K

Y28

2 AtO|EO| A st 7t &gt

23 At H[0]E HIE{0[A RHoH 7t 2ler B SFAtS| AlLIZ| 20| M= AWSS| VMware CloudE AtESH0]

Amazon Web Services QI Z2t0f| U= 2Kt AIO|EZ HYQHEIL|CEH 7HAF A|AEIDE AL ONTAP 22{ A0 O
O| At M| AT 4= @It JHHBILICE E8t SnapCenter 3 Veeam 7HAf HAIS [ 0| A HM|ASH 4= IO 2K}
ALO|EO| A CHA| T2 3HOF LT,
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Of MMM = SetRE 2ozl Qlua) Y of CHdl CHEH ChZ XS ChELIL.

* SnapCenter H|O|E{H|0|A S Af SnapCenter A7} MM El & HX FSx AEZ|X|7t 7|2 AEZ|X]
K7L 2 = JEE MySQL HO|EH|0|A 51 1M IS S5t H|O|HH[0|AE M 57 ZER
MetetL|Ct.

* Veeam Backup & Replication2 AF&5t0{ O E2[7|0| M 7t HAlIE SFELICEH VM BQf0] ZehEl S3
AER|X|E HZSID MHAS It 2 CHS AWSS| VMware CloudZ S2l8fL|Ct

* SnapCenterE AtE23t0] SQL Server S8 T2 H|0|E{E SBtL|Ct

* SnapCenterE AH2310{ Oracle 0HE2|#|0|M C|O|H E S ELICE.



SnapCenter Cl|O|E{H[O| A S@ T2 M|A

SnapCenter= MySQL H|O|E{H|O|A S 1M T ol HiH 5l E S 5| E5t0] T S+ AILIZ|RE X|2ILICE.
0|£ Edf| Zt2|Xt= ALl Cf|0|E{ ME{0| M SnapCenter Ci|O|E{tH[0| A Q| M 7|H QI A S QX[6t 1 LIZS0]| sHE
HIO|E{H|O|AE 2 X SnapCenter Cl|O|E{H[O]A R 21T £~ QU&L|Ct

& SnapCenter AMH0{lA SnapCenter B M A0f| BN ASIE{H LS THAIE SHSHIAL.

1. FSx 22{AE{0|A SnapMirror ZtHE STl 282 AH7I/MT|2 THEL|C
2. HEst AL CIFS MHE MMstn SXEl 282 HZ A2 E 7t2|7|= CIFS S/E MM Ct
3. xcopyE AtE3t0| E X SnapCenter A|AHIS| 2 LA E2|0f B MU S SARLICE

4. SnapCenter v4.62 AX|gtL|C}.
5

- SnapCenter AH2| FQDNO| 22l Mt{et SUoHX| eletL|ct. o] Y2 DB =#0| o
= QotL|C}.
= [=]

ot H

Ok

= ZZMAE AEHH CHE TAIE sE5HHAIL.

1. 2 SnapCenter AlH{2| Swagger API 2 H|0|X| 2 0| st O|™ X[Eof a2t 215 EZ22 H&LCt

=3

2. Swagger H|0|X|Q| Disaster Recovery MM O 2 0| F3t0] "/4.6/disasterrecovery/server/restore"S
MENSED Try It OutS S=IeHL|Ct.

| /4.6/disasterrecovery/server/restore Staris SnapCenter Server Restore

Starts SnapCenter Server Restore.

Name Description

Token " "=9u= :

User authorization token
string
(header)

KIYxOg==rMXzS7EPIGRzTXjfton6Q+JoNGpueQt

SmDRRestoreRequest * ==

Parameters to take for Restore
object
(body) Edit Value | Mode!

{
“BackupName”: "SnapCenter.sddc.netapp.com_03-23-2022_12.38.00.6713",

“BackupPath™: "C:\\SnapCenter\\"



M NetApp SnapCenter®

‘ jobs Schedules Events Logs

search by name a

Jobs - Filter

ID Status Name

20482 SnapCenter Server Disaster Recovery

20481 \ SnapCenter Server disaster recovery backup

20480 x SnapCenter Server disaster recovery backup

20475 Backup of Resource Group 'SQLSRV-09' with policy 'SQL-Hourly'
20474 - Backup of Resource Group 'SQLSRV-05' with policy 'SQL-Hourly'
20473 Backup of Resource Group 'OracleSrv_06' with policy 'Oracle-Hourly'
20472 x SnapCenter Server disaster recavery backup

Job Details

SnapCenter Server Disaster Recovery

v ¥ SnapCenter Server Disaster Recovery

v v Prepare for restore job

v ¥ Precheck validation

v v Saving original server state
v ¥ Schedule restore

v ¥ Repository restore

v ¥ Config restore

v Reset MySQL password

. BX AEZ|X|0|M SQL Server S22 At25t2{™ SnapCenter C|O|E{H[O]A S Rl 27 R=Z MEHSH0f
SILICH o] A2 HEo| MAOCE +HE|H Swagger AP & H|O| X|Of| A{ A|ZHEIL|C.

a. Disaster Recovery(Mdl 5) MMO = 0|55I04
'/4.6/Disasterrecovery/storage(4.6/Disasterrecovery/storage)' S 22 gfL|LC}.

b. AtX} Q1E EES 20 E&LICH

C. SmSetDisasterRecoverySettingsRequest 440X EnableDisasterRecover £ true = HZAL|C.

d. Ml 2 22510 sQL Serverdf| CHE! X3l =7 ZES SMStetL|C



Name Description
Token » required
User authorization token
string
(header)

SmSetDisasterRecoverySettingsRequest * 1
object

(body)

KIYxOg==rMXzSTEPIGRzTXjflon6Q+JoNGpueQt

Parameters to enable or disable the DR mode

Edit Value | Model

“EnableDisasterRecovery": true

() =hxil oigt Mee xekiAlR.

Veeam | SO Z o E2[H 0| VME S EL|Ct
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1 S30i| A A S Tt SLICtH
7421 SQL Server ¥ Oracle VME VMware Cloud 22 AE 2

B B|EX|E2|S M
2Kt Veeam AH{O|A S3 AEEZ|X|Q| A S

tMQe{H Ch3 HAE 2tz LCt.

=2lstLCt
ALY AA|UOHS Q] B| X 20l £8Hs S3 QU0 A WS
ACHO|50) M 2| EX| 2| 271 S 22(st0] #e| 2| EX|E2| £} OpHALS
2 QHOR QUME AERX £ MeBHLC
x

1. 8He] 2[ZX|E2| 2 0|S3t 1
AIZfRfLICh OFEARSl 5 i | O X[of| M ] X

Add Backup Repository

Select the type of backup repesitory you want te add.

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest perfformance.

Network attached storage

Network share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance

Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP|, use the network attached storage option instead.

Object storage
On-prem object storage system or a cloud object storage provider, Cbject storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

MEdgL|Ct.

2. QHHE AEZ|X| SEOZ Amazon S32
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©®

Object Storage

Select the type of object storage you want to use as a backup repository.

S3 Compatible
Adds an on-premises object storage system or a cloud object storage provider.

Amazon S3
Adds Amazon cloud object storage. Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon

Snowball Edge are supportedh

Google Cloud Storage
Adds Google Cloud storage. Both Standard and MNearline storage classes are supported.

IBM Cloud Object Storage
Adds IBM Cloud cbject storage. 53 compatible versions of both on-premises and IBM Cloud storage offerings are

supported.

Microsoft Azure Storage
Adds Microsoft Azure cloud object storage. Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and

Microsoft Azure Data Box are supported,

3. Amazon Cloud Storage Services 550X Amazon S3E MEfgfL|Ct,

©

Amazon Cloud Storage Services

Select the type of Amazon storage you want to use as a backup repository,

Amazon 53
Adds Amazon 53 storage, Both Starﬁard and Infrequent Access (IA) storage classes are supported,

Adds Amazon 53 Glacier storage. Both Amazon 53 Glacier and Glacier Deep Archive are supported.

@ Amazon 53 Glacier
*

AWS Snowball Edge
Adds AWS Snowball Edge appliance to enable seeding of backups into Amazon 53 object storage.

=204 02| Y23t x4 FHS MY
Jfetict cta g 2alstol ASetct

MEHSIALE S2HRE AER[X] B[220 HM|ASH| S M Xt
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New Object Storage Repository X

Account
Specify AWS account to use for connecting to Amazon 53 storage bucket.

Name Credentials:
| I AKIAXAHA3 ) Y (last edited: 33 days ago) M_d...
_ Manage cloud accounts -
Bucket AWS region:
Global v|
Summary

[] Use the following gateway server:
EC2AMAZ-3POTKQV (Backup server) v

server to proxy access to A gateway server is specified, all scale-out

y extents mus




New Object Storage Repository

Bucket
E Specify Amazon 53 bucket to use.

Thus is a soft limit to help control your o\lajéd'étorage spend.-!f the specified limit is exceeded,
already running backup offload tasks will be allowed to complete, but no new tasks will be started.

[ Make recent backups immutablefor. |30 - days

Protects backups from modification or deletion by ransomware, hackers or malicious insiders using
native object storage capabilities.

[[] Use infrequent access storage class (may result in higher costs)

With lower price per GB but higher retrieval and early deletion fees, this storage class is best suited
for long-term storage of GFS full backups. Avoid using it for short-term storage of recent backups.

. I i o m lovmrar BITEE ¢ GR duced re=il v
A0 Cacyups In 3 Mingle a valiaoty zone (even WEr pnce per Lo, re dJuced resilience)

| (Previous—l Finish . Cancel

Name Datacenterr
| US East (N. Virginia) =
Account ;
Bucket:
= | o
Summary Folder: B
’_RTP _l Browse...
[] Limit object storage consumption to: 10 .: T8 v

6. OIX|UO 2 Ot S MESI] ZEMAE tF5t0 2| XX E2|E F7HELIC
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S3 QEHE AE2X|0|H HelS JHSLIC)
O A40] X7}l 53 2| EXIE 2|0 A WS JHHQBH [t TS g=eict

- 1=

1. S3 e 2| ZX|E2|0f| M WY Tt 7| E MEHSHO] WY JHY 27| OFHALS AIZFELICH

Backup Infrastructure Q Tvpe in an object nome to search for
& Backup Proxies Nare T Type
&1 Backup Repositories £« Default Backup Repository Windows
4 External Repositories &' Cbject storage repository 2 Amazon 53
4 5% Scale-out Repositories & 53 Backup iton: Amazon 53
FiL, Scale-out Backup Repository 2 £ Trial Perf Extend | &}  Rescan ows
£ WAN Acceleratars ¥ Remove
-3 Service Providers = =
4 [5:. SureBackup E"ﬂ lmport h‘w&" ]
o s Maintenance mode
T Application Groups
&b Virtual Labs @ Location »
4 (Zi Managed Servers ] Properties...
b 5 VMware vSphere

2. 7bMR7|of chist HIO|E{H|O| A B R ETH W E = QOf SHHO||M CHE S M= CHE Ot S MEHSHo
ItHR7| Z2MAE AlZfEtL(Ct

Import Backups
ﬂ Import
@.I Please wait while we're preparing cbject storage repository.
_ Message Duration
Summary 12 Starting infrastructure item update process 0-00:16
] Creating database records for repository (=00:04
</Previous MNext > Finish Cancel

3. 714 27|7} &t2E|H VME VMware Cloud 22{AEHZ 23 4 QISLI|CE
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System

Name: Configuration Database Resynchr...  Status: Success
Action type:  Configuration Resynchronize Starttime:  4/6/2022 3:01:30 PM
Initiated by: ECZAMAZ-3POTKQV\vadmin End time:  4/6/2022 3:04:57 PM
Log
Message Duration

() Starting backup repositories synchronization
) Enumerating repositories
) Found 1 repository

() Processing capacity tier extent of S3 Backup Repository 2 0:03:23
() 53 Backup Repository: added 2 unencrypted 0:03:20
) Importing backup 2 out of 2 0:03:15

() Backup repositories synchronization completed successfully

Close
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Veeam2 AI23810 0 Z2|#|0| M VME VMware CloudZ 2tH38HA| SgtL|Ct

SQL % Oracle 7t HAIE AWS /I ZE TH|QI/22{AEC| VMware CloudE S76t2{™ CtS HAIE

FASHYAL.

r

1. Veeam Home H|O| X|0{| A 7} 2 uHQfo| ZLBHEl 4| AER|X|E MEYstD SHE vMS ME{SH CHS Ot A
QEXZ HEZ Z2I6l1 Restore Entire VMS MEHSL|CE

Backup
2. = s A 7 A E D ¢
Instant Instant Disk Entice Virtu "M Guest Application Amazon Micresoft Google Expo Delete
Recovery Fecovery VM ; es  File ltems = EC2 Azurelaas CE sckup from Disk
Restore Restore to Cloud Actions
Home Q Tupe in an obiect name to search fo
u Job Name T Creation Time Rest
% Oracle Servers 3/27/2022 1:00 AM
4 4 =4 SO0 Servers 3/27/2022 1:00 AM
€ Object Storage (Imported) {71 SQLSRV-0f T —— p
4[4 Last 24 Hours e 5 Instant disk recoven !
e ol s 5 wstant dis OVEry..
[3# Success o SQLSRV-03 . 1
{1 SQLSRV-04 = Restore entire VM... I I
E_—-'! SQLSRV-05 7. Restore virtual disks... i
IE-:' SQLSRV-06 Restore VM files | 1
o |
E‘i SOLSRY-07 Restore guest files v |3
{13 SQLSRV-08 I
51 SQLSRV-09 % Restoreto Amazon EC2... |1
{71 SQLSRV-10 S Restore to Microsoft Azure.., |1
2)  Restoreto Google CE...
Export backup...
Fy  Delete from disk

2. A VM S OPEAR] R HO|X[0]| A 3= 22 Hle VM

o

3ot ChES MEgL )
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Full VM Restore
'_I Virtual Machines
Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
environment (containers will be automatically expanded into plain VM list).
R ' o o
Q Type in o VM name for instant lookup
Restore Made
Name Size Restore point | Add...
Secure Restore i . |—
CiJSQLSRV-04 62.7GB less than a day age (1:03 AM ... Pont
Summary —
Remove
| < Previous Mext > F Finizh | Cancel

3. 22 DS HOIX|O|A A 9IX|2 =8l £ CH2 MHOZ =8l 8 MeEhC
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Full VM Restore x

Restore Mode
ml Specify whether selected YMs should be restored back to the original location, or to a new location or with different settings.

Virtual Machines (O Restore to the original location
Quickly initiate the restore of selected VM to its original location, with the original name and

— settings. This option minimizes the chance of user input error.

Host {®) Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate

Re<otrce Pool all controls with the original VM settings as the defaults.

Datastore LJiS myeds s
Run the selected VM directly from backup files in the isolated Datalab to make changes to the
Eold guest OS or applications prior to placing the VM into production environment.
older
pi
N & ick proxy to use

Secure Restore

Summary

< Previous Finish | Cancel

4. SAE H0|X|0|M VME E71E EfZll ESX| SAE = 23 AEES MEASHL|C



Full VM Restore Select Host X X
I:WI By default, origi Select host: ting desired VM and clicking
' Host. Use multi- [ (51 Hosts
v F& veenter.sddc-35-171-99-106.vmwarevme.com
Virtual Machines v [Elg SDDC-Datacenter
172.30.161.4
o =
Restore Mode > B Cluster-1 }st or cluster
Resource Pool
Datastore
Folder
Network
Secure Restore
Summary
Eflv Type in an object name to search for Q | \L/
| O'L\‘ || concd | ey | Cancel |

o. Datastores H|O|X|0f| A 74 mt@dap St= C|A S RE0f Cish ERU CIOE XME 4 /KIS

MEH _°;" |__| |:|-.

— =1
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Full VM Restore X
'_I Datastore
By default, original datastore and disk type are selected for each VM file, You can change them by selecting desired VM file, and
clicking Datastore or Disk Type. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.
Virtual Machines Files location:
File Size Datastore Disk type
Restore Mode G Er!_--3 SQLSRV-04
Host EJ Configuration files WorkloadDatastore (VM...
=IHard disk 1 (SQLSR... 100GB WorkloadDatastore (VM...  Same as source
Resource Pool
Folder
Network
Secure Restore
Summary
Select multiple VMs to apply settings in bulk. |_Datastore. I Disk Type... i
| < Previous ! Nt > Finich | Cancel |

6. HEZ Hlo|x[ofM VM| Yl HIEQIZE Af cheh 9IX|2] HERIZ0i o ELIC



Full VM Restore
Network

Virtual Machines

Restore Mode

Host

Resource Pool

Datastore

Folder
Nework
Secure Restore

Summary

: By default, we will connect the restored VM to the same virtual networks as the original VM. If you are restoring to a different
location, specify how networks map between original and new locations.

Network connections:
Source Target
4 [1SQLSRV-04
,g, Management 181 (DSwitch) Not connected
A Data - A - 3374 (DSwitch) Not connected
2 pata - B - 3375 (DSwitch) Net connected

Select multiple VMs to apply settings change in bulk.

 Metwork,.. | Disconnect |

| <Previous Nmi ] Finish | | Cancel |
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Select Network X

Select network: [E3]
v B 17230.16068 A

& vdrc-backplane-Is (vmc-hostswitch)

2 DB (vmc-hostswitch)

g}ﬂ vdrp-backplane-is (vmc-hostswitch)

& VSAN (vmc-hostswitch)

2 mgmt-Is (vmc-hostswitch)

,g‘ vmk4-ls (vme-hostswitch)

3 VMOTION (vmc-hostswitch)

vmed-backplane-ls (vmc-hostswitch)

J—f:: trunk-Is (vme-hostswitch)

3 vmk0-dvportgroup (vme-hostswitch)

2 cross-vpc-ls (vme-hostswitch)

gﬂ 51_LogicalSwitch_545dd5bc-6951-45a5-%ale-648c723dc852
2 direct-connect-Is (vmc-hostswitch)

3 o-vmk0-ls (vmec-hostswitch)

3 5| LogicalSwitch_9cb29ccc-fbca-48fd-979-6ccdf7fSaad (
nt:?:: SI_LogicalSwitch_99e2aTel-0c7e-4373-2498-25cbd4bbelbb
3 sddc-cgw-network-1 (vmc-hostswitch) v

7. ZRE VMO M BRI E HAIEX| 6| RE MEStD @oF HO|X|E HESH T3 Ot 2 22510 532
AlZfetLct.

SQL Server 28 T 2124 {|0|E{E S&letL|Ct

ChE Z2 M 20M= ALY AO|ETL 2tE 25 &HE7} == o7t &g 22 AWSS| VMware Cloud ServicesOl| A
SQL Serverg S76t= WO CHot x| XS H|Z2E|C}.

ST IS A% Tdote{E s 24 78 40t 22 E AO R JPERLICH

e
>
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1. Veeam Full RestoreE A3t Windows Server VM2 VMware Cloud SDDCE E3gi&L| L}

2. H% SnapCenter M7} MM E|Q 0 MM MHEI A E AFRSI0] SnapCenter H|O|E{H|0]A £-2 8l 24 0]
tRE|AESLICH "SnapCenter B 5! S T2 N A Qo
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VM: SQL Server VMO L3 Al E2 1M

VM =10| 2= El = SnapCenter LHOA ZAE VME MAMY = ACE HEHZ

ol J|Et &=8 Ml oF
ghL|ct.
1. 2t2] Y iSCSI EE= NFSOf| M IP A E atekshL|Ct

2. Windows EH[QI0f| SAEE HATIL|LCE

=

3. DNS EE= SnapCenter AH{2] SAE MU0 SAE 0|ES F7teLICH

=

SnapCenter Z22{19210| Sz =H|Qlot CHE TH[Ql X}H SHEZ A

@ Server VM2| Windows& Z2{12l AH|A0| CiSt 232 AN
AHE HASH T SnapCenter SMCore, WindowsE Z2{19l
S2{30I2 CHA| A|ZfgHL|Ct,
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25104 BHZ =l AL SQL
Zoljop gfL|ct 22
QL Server MH|AE

iz| mjo
n it

@ SnapCenter0il A S E VME X522 CiA| AAMSI2{H FQDNO| SnapCenter 2-Z2{|0| A0
el F=IHEl vMmzt S sHof ELIC.

SQL Server 27 9|3t FSx AEZ|X|E LATtL|C}

SQL Server VM| Mo S S T2 MAE SAl5I2{™ FSx 22 AEO0|A 7|= SnapMirror A4 E Sttt
EE0f gt HMAZE Hofsljof BHLICE O] A| 6t2{H CHS THA IS 2AZSHAIL.

1. SQL Server H|O|E{H|O|A 8l 2T E2E0| CHst 7|= SnapMirror 2tA|1E s A|SH2H FSx CLIOIA CHS

YPS ddgct

FSx-Dest::> snapmirror break -destination-path DestSVM:DestVolName

2. SQL Server Windows VM2 iSCSI IQNO| &=l O[L|A|M|O|E] 252 MASI0| LUNO| CHEH A M| A Aot
20:

—

FSx-Dest::> igroup create -vserver DestSVM -igroup igroupName
-protocol iSCSI -ostype windows —-initiator IQN

3. OFX|2H2 2 LUNS Y3 4ot O|L|A|0f|0|E| T F0f DHZSfLCE,

FSx-Dest::> lun mapping create -vserver DestSVM -path LUNPath igroup
igroupName

4. Z2 0|EE 202X 'lun show' HH S AlsHshL|Ct,
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4.

- iSCSI £7|xt S5 & FEEEIE 1 AM, EAZ7| tid & T JoilM

0]
- FSx QAEA/ZRAE{0M iSCSI =2| QAUE{H|O| A0 HM|ASBLI| |2t IP FAE
L

- SQL Server VMOf| A iSCSI HEH 3 HRE S EF5I0] FSx QAR A9 iSCSI Et

HAZ MAEl VMware ZE IS0 SAIEL|CE.

Amazon FSx > ONTAP > Storage Virtual MachinesOl|Al &2 4= /&

Endpoints

Management DNS name

svm-045c077375d3d 9799 fs-0aed0e08accOdeab 7. fsx.us-east-1.amazonaws.com  [J

NFS DNS name

svm-045c077375d3d 9799 fs-0aed0e08accOdeab7 fsx.us-east-1.amazonaws.com [P

iSCSI DNS name

iscsi.svm-045c077375d3d9799.fs-0aed40e08accOdeab 7 fsx.us-east-1.amazonaws.com

Z4AH E
[ R B — |

=
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=
i

S2/61 T FSx iSCSI CiALe] P FAZ QigtL|Ch,

21 QIE | O] A0 THEE

Management IP address

198.19.254.53

NFS IP address
198.19.254.53

iSCSI IP addresses

172.30.15.101, 172.30.14.49

i5CSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

Target portals

The system will look for Targets on folowing portals: Refresh
Address Port Adapter IF address

To add a target portal, dick Discover Portal. | Discover Portal... ]

To remove a target portal, select the address above and

then cick Remove. Ramave




Discover Target Portal

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DNS name: Port: (Defaultis 3260.)
172.30.14.49) 3260
M | OK . Cancel
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1SCSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target:  Quick Connect...
Discovered targets
Refresh
Name Status

ign. 1992-08.com.netapp:sn. 5918b03f%ef411ecb007495... Inactive

dick Connect.

To connect using advanced options, select a target and then [ =

Target name:
92-08.com.netapp:sn. 59 18b03f%ef411ecb0074956fb75f45¢:vs.6

gL R S5

] Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

e mis ot | EY)

Connect To Target X

= -
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== Digk 1
Basic
579.98 GB

Online
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=22fQl SEfZ FBteL|CE OO0 ArE

]

stolstL|Ct.

= —-d

*O Disk 2
Basic
09.93 GB

Offline o

= CD-ROM

MSSOL_DATA (E)
379.98 GB NTFS
Healthy (Primary Partition)

Online

Properties

Help
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SQL Server C|O|E{H|0|AE HZTIL|C}

1. SQL Server VMO|A| Microsoft SQL Server Management StudioS €10 HZ & MESH0] H|O]E{H| O] A0
HASH=E T2 MNAE AEFEHLICE,

% 4 Microsoft SQL Server Management Studio
File Edit View Tools Window Help
CO-0 | B 0-% 8P| BNewauey B §

1 | | Execute

Object Explorer * 3 X
Connect~ ¥ ¥ Ve
= @ SQLSRV-01 (SQL Server 15.0.2080.9 - sa)

[#

Mew Database...

I Attach...

" Restore Database...
Restore Files and Filegroups...
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W Locate Database Files - SQLSRV-01 O *

Database Data Fie location:  |E:\MSSQL 2019\MSSQL 15 MSSQLSERVEF| | ¢, | | | Il
- C: ] SQLHCO1_01 mdf
Bl E

-8 SRECYCLEEBIN

&1 MSSQL 2019

E- 1 MSSQL15.MSSQLSERVER
-1 MSSQL
L. DATA

- B Syﬁm\ioumlrfm

w8 F:
File name: |SQLHCO1_01.mdf | | Database Data Fies(" mdf) v

. ERHRM 207} HEo| Sato|Ho ol
A=
=

. 2R E(B 2ol S 22sto] oofEfHo|A

Object Explorer ~ & X B @ Dotabase Properties - SQLHCOT ~
Connect~ # *? Y G e m.m LT
= @ SQLSRV-01 (SOL Server 15.0.2080.9 - sa) 5 General v T
= ¥ Databases & Fies [ =
@ B System Databeses * Hm'm-w |a§f?1 | =]
& Database Snapshots : Options . v Backm
& @ SQLHCO1 s c';“’“““. e Last Database Backup Nene
@ W Security F Baendad Propertias | Last Distabase Log Backup None
@ 15 Server Objects & Maoing v Database
@ E5 Replication & Transaction Log Shipping Jame SI’]LHIEG‘I
@ 1 PolyBase £ Query Store e L’:’"ﬂf‘
@ M Aoy On Figh Avalabiiny | Date Created 4/1372022 937,18 PN
@ IS Management Sizs 574344 00 MB
@ I Integration Services Catalogs Space Ayadable 561731 85 MB
3 5QL Server Agent (Agent XPs disabled) Number of Usars
a4 [F] XEvent Profiler | Memary Alocated To Memaory Optimized Obse E‘r”{} MB
Meamory Used By Memasy Optimézed Objects | 0.00 MB
Collation SQL_Latin1_General_CP1_CI_AS
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SnapCenter Hi|O|E{H|O| ATt O] MEHZ SRIE|H SQL Server SAETJH XSO Z CHA| ZMEIL|CEH 0] 20|
SHIEA &SSH{H OIS B X
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ﬂJIO
o8
-|r|
2
1n
r
z
0]

* SnapCenterE Mslf 27 D=2 HESHOF THLIC} 0] 42 Swagger API EE= Msl 272 22H MHE
E5ff el & &L}

* SQL Server2| FQDN2 2-I2{|0|A H|0]E ME{0|A] A3 Sl QAEHA} SUGHOF BrLICE.

* 22l SnapMirror ZtA|7t #20{0f BHL|Ct,

* C|O|E{H|O| A7} EEHEI LUNS SQL Server QIAEIA Sl HAZAHE| O O|E{ 0| A0f| OF2 EE|0{0F BHL|CH.
SnapCenter?| Mslf S5 2=0f JA=X| 215t2{H SnapCenter E 22t0|AHE LHOA M™ O = 0|SELILCE.

229 MF WO 0S¢ [+ Mol BT S SUBHLICE Mo 27 Y3} eolzro] TstE|of U]
srolgrLct

M NetApp SnapCenter®

Global Settings Policies Users and Access

Global Settings

Hypervisor Settings @
Notification Server Settings @

Configuration Settings €@

o —
—
- —

Settings Purge Jobs Serttings @

Domain Settings €

CA Certificate Settings @

Disaster Recovery

Enable Disaster Recovery JRSIoNG




Cte T2 MAN|ME= ALY AFO|EZ} ZHE E7H5 3 XifsH Al AWS2| VMware Cloud ServicesOl|A{ Oracle
OE2|H|0| M HIO|H E S+st= WiHo| cHet XA S HSeLICt

=7 ES Z40R{E S B4 74 94 ABSIYAIR.

1. Veeam Full RestoreE AF23t0{ Oracle Linux AlH{ VM2 VMware Cloud SDDCZ S13&LICt.

2. X SnapCenter A{t{7} MH R} o] MMoj| MHEI THAE A0 SnapCenter H|O|E{H|0| A 5l 714
o] EIE|QELICt "SnapCenter Q] 8l 22l TZM|A QO
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Oracle 222 28l FSx 4 - SnapMirror 2t Z&L|Ct

FSXN QIAEANM SARE = EX AEZ|X| E2&E Oracle AHO|A HNAE 2 JEF St2{H HY 7|=
SnapMirror 2tA|Z Sl A|sH{OF SFL[C}.

1. FSx CLIO| 29It & Cf

dlo

OH
S o

o

A0 SHt

Tl

of

ol

oz WE{YE 2

FSx-Dest::> volume show -volume VolumeName*

FSx-Dest::> snapmirror break -destination-path DestSVM:DestVolName

3. Amazon FSx @l 22t0|HEN|A junction-pathE 2H|0|ERILIC
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FSx > Velumes > fsvol-01167370e9b7aefa0

oraclesrv_03_u01_dest (fsvol-01167370e9b7aefa0)

Summary

Volume ID
fsvol-01167370e9b7aefa0 (3

Volume name

oraclesrv_03_u01_dest (3

UuID

3d7338ce-9f19-11ec-
b007-4956fb75f45¢

File system ID

fs-Oaed0e0B8accOdeab?

Resource ARN

arn:aws:fsx:us-
east-1:541696183547:volume/fs-
Oaed0e0BaccOdeab’/fsvol-

01167370e9b7aefa0

Creation time
2022-03-08T14:52:09-05:00

Lifecycle state
® Created

Volume type
ONTAP

Size

100.00 GB

[ Attach H Actions & |

l Update volume |

Create backup

Delete volume
SVMID

svm-02b2ad25c6b2e5bc2

Junction path

- O

Tiering policy name

SNAPSHOT_ONLY

Tiering policy cooling period (days)
2

Storage efficiency enabled

Disabled

# 22 0128 /51T YL0IE § SUBLICL Oracle MHOIA| NFS 288 0I2E 2 1 0] 212
= r
=
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Update volume

Junction path

Joraclesrv_03_u01_dest

The location within your file system where your volume will be mounted.
Volume size

102400
Minimum 20 MiB; Maximum 104857600 MiB

Storage efficiency

L

Select whether you would like to enable ONTAP storage efficiencies on your volume: deduplication,

compression, and compaction.
' Enabled (recommended)
© Disabled

Capacity pool tiering policy

You can optionally enable automatic tiering of your data to lower-cost capacity pool storage.

Snapshot Only

v



Oracle ServerO|A| NFS 252 OI2ELICt

Cloud Managerdl|A Oracle G|O|E{t|0|A M Gl 2 17} THEI NFS 25 O ESIY| 2|3t 2HIZ NFS LIF
IP FAE AHSSH0] OIRE HHES A2 =+ JSLICH

1. Cloud Manager0f|A| FSx 22{AE{Q| 28 S=0| WM AFILICH

HCApps Overview Volumes

50 Volumes

Volume Name = State Storage VM * Disk Type
3?;_'52?{‘02“ ® Online ora_svm_dest SSD
EB?;Z;‘GL ® Online ora_svm_dest 55D
Erojc_lszgwoi ® Online ora_svim_dest SSD

2. T B0l A OF2E S Meysto] Oracle Linux ME{OIA AFSE OISE B2 BT =ABILIC
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Account
NetApp Information

Clone

Restore from Snapshot copy

Create a Snapshot copy

Mount Command

Change Tiering Policy

0B Delete

Snanshot =

Mount Volume NFS
oraclesrv 03 u01 _dest

Go to your linux machine and enter this mount command

Mount Command

mount 198.19.254.180:/oraclesrv_03_u01_dest <dest_d...

3. Oracle Linux Server0®ll NFS It A|AEIS OFR2ESIL|CE NFS 2R E ORESt=
Linux SAE0N| o|O] JAE&L|CE.

4. Oracle Linux AHHO|A mount HHS AF2SI0] NFS 252 O EELCL.

Copy

C|&E2|7} Oracle



FSx-Dest::> mount -t oracle server ip:/junction-path

Oracle G|O|E{H[0| A2t AAEl 2t =F0| Choli O] HHAIE Ht= gLt

@ MEE AINFS OIR2ES SFHO = ThS2{H Yetc/fstab’ IS MESIH OI2E THS
Ittt

9. Oracle MHE TR EZLICE Oracle CIO|E{H[O] A= HYXOZ AIRE|O] AT 4= QL0{0F BHL|CY.

o =27

O] Z2EMO| MHE HUH TZNAT MEHOZ 22 E|H SnapCenter 3 VeeamO| AWSH|A 8 7|52
TH7HErLICE O|H| ONTAPE FSxi= #ail At H|O|E{ MIE{2t SnapMirror 2t4|7t @l= 712 AE2|X|2 X|HEL(Ct.
UKl 7|52 AILHOIM CHAl A|Ztet = O] AEAMO|| Lt = Aat STt ZZ2MAE ALESH0] C|O|E S ALY
ONTAP AEZ|X| A|AHI0) CHA| O] S = USLICE

w3t 0| A0 LE2 2l 242 SnapCenter 7415101 ONTAPE FSxUIAl 20|20 L= ONTAP AE2|X
AAHOR OfZ2|7|0 M CIO|Ef BES D212/ 4 UBLICE. DHIIFRIZ, Veeam TAI0H0] AA|U0LR ]
AEAS ABBH0| Amazon S30| e} HAPES SRS M ALH HIO|E] MIE{0] AZE5H= Veeam el Ao

AN AT 2 UBLIC

HYM2 O] 2MQ HeIE BOLIX|Z Fof S7= o7[ofl 2 E MF Z2MALF 79 Xo|7t gl& LTt

Zas

O] EMO| MIZEl ALE AtEHl= NetAppzt VMware2| £E812 Zxst= AT E Mol S 7|20 2HS HEL|CH
NetApp ONTAP AEZ[X| A|ARI2S ABE HO|H 0|2 7|=2 MSSIEE 20| =L S2I2E SZXtet &
MZFSHHM AL 5 ONTAP 7|22 OIRE= Mol 27 £FMS MAF £ U&LICH

AWS 7| ONTAPE FSX£ SnapCenter & SyncMirror2t 2125t £8tE|0] OE2|7|0| M HIO|EHE 22
SN = Aes £FM T SILIALICE Veeam WY S SH|= NetApp ONTAP AEZ|X| A| AR} ZISH| S5 H
vSphere 7|2 AE2|X|0f| CHot HYLHE HSE = U ECHE F 23T 7|=L|Ct

O] &M 2 SQL Server A Oracle OH=2|#[0| M H|O|E{E SAEISHE ONTAP A|AHIO| AAE HE AEZ|X|E
ArESH= Mol 27 &2 M2 M ELICt SnapCenter with SnapMirrors AF25HH ONTAP A|AEIO| A

OfE2[H0|M 2 ES ESt 2220 = FSx = CVOR EXE £ Y= H27t #2 2EMS A3
UELICL SnapCenter= 2 O Z2[#H|0|M C|O|E{E AWSS| VMware 22tREE I 2H5t= DR X| &

Of EMofl @E & FEofl CHall XtAM[s| 2otEe{H thg EM SU/EE B MO|ES AESHIAIL.
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Veeam ProxyE 115610 HiQ] QI 2EE 2AMEHLICE

O] CHAIHI M= Veeam T EA|

7| & Windows VMOl £ =gtL|Ct M2t 2 Veeam Backup Server2t
Veeam Proxy Zt0f| BHQ Xt 2

it = AFHCE

mjo i

1. Veeam Backup and Replication AHOf|A 22| 24 €11 21% ottt 0| =0l A * Backup Infrastructure *
£ ME{giLICE

2. Backup Proxies * € OtRA QEZ HEOR Z2I6t1 * Add VMware backup proxy... * & £2/6}0]
OFHALE GLICH

Veeam Backup and Replication

Backup Proxy

+ | |
=0
Add Jis
Proxy = Prox

Manage Proxy Upgrade

Backup Infrastructure

E Backup Pre- " Ll Type Host T Description

= Add back

£ Backup Re] U'_-'l ikl b ware Backup Proxy VMware VeeamSrv Created by Veeam Backup & Replication
{ External R g ST ckup Proxy Agent VeeamSrv Created by Veeam Backup & Replication

£ Scale-out E*  Add VMware CDP proxy...
£3 WAN Accd [F° Add Hyper-V off-host backup proxy..
:_' Service Providers

o SureBackup
I (‘;! Managed Servers

3. VMware ZEA| Z=7} * DFHALOIM * M2 7t * HES S2SIH M ZEA| MHE FIHELICH
Mew Viiware Proxy =

Server
Choose a server for Vivlware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the
Managed Servers which are not assigned a VMware backup proxy role already.

Server Choose server
VeeamS5rv (Backup server) W i Add Mew...
Traffic Rules ) ]
Proxy description:
Apply Created by VEEAMSRV\Adrministrator at 12/22/2022 9:11 PM.
Summary
Transport mode:
|Autumatic selection | Choose...
Connected datastores:
|.ﬂ.utnmatic detection (recommended) | Choose...
Max concurrent fasks:
: o
Mext = Cancel
4. Microsoft WindowsE F7tst2{H & MEistD TETE0| M2t MHE FIEL|Ct.
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° DNS 0|8 £= IP 25 gfuct

o M AR X FHOI AFSE AWS ML M X1 BTES 7keLICt
- MXZ 7Y RAS HEH OIS MG * S 22stol HEE ATIRILICH

New Windows Server

Apply

Please wait while reg
—

MName
Credentials
Review

Summary

uired operations are being performed, this may take a few minutes.

Message Duration

(V] Starting infrastructure item update process 0:00:03

) Collecting hardware info

) Detecting operating system

(V] Detecting OS version

(/] Creating tempuorary folder

) Package VeeamTransport.msi has been uploaded 0:00:03

[v] Package VeeamGuestAgent_x88.msi has been uploaded

(] Package VeeamGuestAgent_xb4.msi has been uploaded

) Package VesamlLogBackupService x86.msi has been uploaded 0:00:01

) Package VeeamlogBackupService x64.msi has been uploaded

® Installing package Transport 00019

Pevious Nest Finich aneE

o M VMware ZEA| * OFHALZ EO0P7HAM & RES MEHRILICE 7| M= * X5 MEH * & MEASLICH
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7

Apply

Summiary

6. VMware &

Choose a 54
Managed 5

Traffic Rules

Transport Mode

Backup proxy transport mode:

r@ Automatic selection

Data retrieval mode is selected automatically by analyzing backup proxy
configuration and reachable VMFS and MFS datastores. Transport modes
allowing for direct storage access will be used whenever possible.

O Direct storage access

Data is retrieved directly from shared storage, without impacting production
hosts. For block storage, backup proxy server must be connected into SAN
fabric via hardware or software HBA, and have VMFS volumes mounted.

() Virtual appliance
Data is retrieved directly from storage through hypervisor I/O stack by hot
adding backed up virtual disks to a backup proxy VM. Datastores containing
protected VMs must be connected to a host running backup proxy VM.

(C) Network
Data is retrieved from storage through hypervisor network stack using NBD
protocol over host management interface. This mode has no special setup
requirements. Recommended for 10 Gb Ethemet or faster.

Options
[] Failover to network mode if primary mode fails, or is unavailable
D Enable host to proxy traffic encryption in Metwork mode (MBDS5L)

B

cel

ux servers added to the

12/20229 v | |

Add New... |

AY

EAOM 2 M AT 5~ A= HAEE IO MEAE MERLIC

MNew Viware Proxy

=
=

Server

=

Can
|—'
< Praviois Mext >

Firsich

‘Cancel

Choose a server for VMware backup proxy. You can choose between any Microsoft Windows or Linux servers added to the
Managed Servers which are not assigned a VMware backup proxy role already.

Traffic Rules

Apply

Summary

‘veeampmxy.da‘nazune.cum (Created by VEEAMSRV\Administrator at 12/22/2022 9 ~ ‘ | Add Mew...

Proxy description:

Created by VEEAMSRW\ Administrator at 12/22/2022 5:11 PM.

Transport mode:

|Di!ect storage access

| Cheoose..

Connected datastores:

=

]

‘Autumatic detection (recommended)

I Choose...




Select Objects

Select objects:

| w fé! Hosts and Disks
{ A E@ veenter.sdde-32-34-17-9%.vmwarevmec.com
= pso2

- P X
= = Typeinon object nome to search for

er

Fine
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Mew VMware Proxy

Traffic Rules
Review network traffic encryption and throttling rules which apply to this backup proxy.

Server
Throttling is global, with set bandwidth split equally across all backup proxies falling into the rule.

_ The following network traffic rules apply to this proxy:

MName Encryption Throttling Time pericd Vi

Apply
Internet Enabled Disabled

Summary

Manage network traffic rules

e Previous 1 Apphy Finsh | Can .

Metwork traffic rules control encryption and throttling of network traffic based on the destination.

cel

AE2|X| ol WY 2| ZX|EC[E FEELIL

= x| AEE AER|X|O| HelZ Y HEA0| ANAY &
H X A

Primary Veeam Backup A{H 2} Veeam Proxy AH= &H

UELICE O] MMM = ONTAP Lt A|ABRIE FSx MM, Veeam AH{0f| iSCSI LUN OH2E 5! 84t X{& A

Choh AERfLICt.
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ONTAP I} A|ARZ FSxE MM LTt

= ood

Veeam U 2|EX|E2|E 2|5t iSCSI 252 SAEISH= O AFR2E ONTAP IHY A|AEIZ FSXE MASH|C}.

— O o

1. AWS 2£0|M FSxZ 0|S¢t ChZ * i A|A” dd * O = O|SHLCt

Amazon FSx

Gut started

Launch and run feature-rich and highly performant
file systems with just a few clicks

Pricing

How it works

T [

2. A|&32{™ * Amazon FSx for NetApp ONTAP * £ MEHSE D * Next * S MEABHL|CY

Select file system type

File system options

0O Amazon FSx for MetApp ONTAR Amazan Fax for Dpen?Fs azon Fox for Windows File Server Armazon FSx for Listre
FS e FS“-'} FSxa FSXan
Amazon FSx Amazon FSx Amazon FSx Amazon FSx
for NetApp ONTAP for OpenZFs for Windows File Server for Lustre

Amazon F5x for NetApp ONTAP

Amazan Fox for NetApp ONTAP pegviches featuse-rich

Conce I:l

3. ONTAP 2HAEE FSx7t 458 It A AR 0|5, 7% RY, SSD 2E2|X| 8 Sl VPCE YUHALICE

VMware CloudOi|A] 7} U‘lt' HEIA EMSIEE VPCE FM8HOF BIL|Ct. CtS * S S2IgfLICt.

= =
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Create file system

Creation method

© Quick create
Use recommended best-practice configurations. Most
configuration options can be changed after the file
system is created.

Standard create
You set all of the configuration eptions, including

spccif-,fing perfarmance, networking, security, backups,

and maintenance

Quick configuration

File system name - optional Info o
BackupF5SxN

© single-AZ

S5D storage capacity Info

Deployment type Info
0 Multi-AZ e

4096 GiB

Minimdm 1024 GIB, Mazimam 192 Tie

Maximum of 256 Unicode letters, whitespace, and numbers, plus + -

@3

Virtual Private Cloud (VPC) Info

Specify the VPC from which your file system is accessible.

Demo-FsxforONTAP-VPC | vpc-05596abe79ch653b7

Storage efficiency

Select whether you would like to enable ONTAP's storage efficiency features: deduplication, compressian, and compaction

Q Enabled (recommended)
Disabled

4 IE EAE HESHD * Y A 42 2

Cancel | Back ” i'.'::_?fn H
oA T2 NAS AR




gfLICt. LSO

iSCSI LUNZ 74 % 02 EgiL|C}
FSx for ONTAPO|A iSCSI LUNZ M4 5! 14510 Veeam B 3 TEA| MHO|| ORE
0|21 LUNZ A2t Veeam B HEAE MM £ QI&LICE
. 252 MMst=
st 4~ USLIC.

= L

ONTAPE FSxOl|lA iSCSI LUNS “ddst= utd2 o tHA = o|FO{FLICE
NetApp ONTAP CLIOIA £3

o
@ X HI ChAl= Amazon FSx 24 £ =
(=) A-“j:'A_Ill.

22 5 AXSHMAIQ "ONTAPE FSX AtE M

@ ONTAPE FSx A0 Chet XpA[3E LI

Y2 At £7| 2ES Y EFLICH

1. NetApp ONTAP CLIOA CI2 &
> volume create -vserver svm name -volume vol name

FSx-Backup::
-aggregate aggregate name -size vol size -type RW

EES AM85H0 LUN dd:

2. O|H Ao M Mot
FSx-Backup::> lun create -vserver svm name -path
/vol/vol name/lun name -size size -ostype windows -space-allocation
enabled
3. Veeam ¢} 3! TEA| MH{ 2| iSCSI IQNO| ZEBHE O[L|A|O0|E] O FS M50 LUNOI| CHEE KA A
Hots RojghLct.

FSx-Backup::> igroup create -vserver svm name -igroup ligroup name
-protocol iSCSI -ostype windows —-initiator IQN

£ 2=5t2{H HA Windows A{HH2| iSCSI O|L|A|0[O|E] &0l M IQNS

@ 2o HHAE
ZiASHOF S|,

4. OHX|2fO 2 LUNE Y= ‘443t O[L|Al0fl0]E| 1 F0i| DHESfLCt.
FSx-Backup::> lun mapping create -vserver svm name -path
/vol/vol name/lun name igroup igroup name

270I5t11 iSCSI Initiator

5. iSCSI LUNZ O+2Ed2{™ Veeam Backup & Replication Serverof|
GLICE AM * O 2 0S5t iSCSI CHA! IP FAE = BLICE.

Properties&
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Discover Target Portal . \nfiguration
Enter the IP address or DS name and port number of the portal you
want to add. ~
resh
To change the default settings of the discovery of the target portal, dick
the Advanced button. ddress
IP address or DNS name: Part: (Default is 3250.)
10.49.0.154 | | 3260
T 1 Portal...
Advanced... ] Cancel A
TR TS I-I-IIH'.-I-'-'\-'I I-I-Ilrl.'lhl'h'hl. L L L | gy = ETT ] LI-
then dlick Remove. l\? B
iSMS servers
The system is registered on the follawing iSMNS servers: Refresh
Mame
To add an iSMS server, dick Add Server. Add Server. .,
To remove an iSNS server, select the server above and REmovE

then didk Remove,

6. Targets * B0 A H|ZAH LUNS Z'Z EA|SI1] * Connect * £ S2IEILICH CHE AZ ALE * AIXIE MEHSID

o
2ol + 2 2150 LUNOI| 2 ZetL|C



i5C5! Initiator Properties ot

Targets  Discovery Favorite Targets  Volumes and Devices  RADIUS  Configuration
CQuick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.

Target: Quick Cannect...

Discovered targets
Refresh

Mame Status

ign. 1992-08.com.netapp:sn.d9aad3cd8 180 1 1edbfcdi7a...  Inactive

To connect using advanced options, select a target and then Connect |
dick Connect. I

To completely disconnect a target, select the target and [ Di Gt
then dick Disconnect. Bl

For target properties, induding configuration of sessions,

Properiies...
select the target and dick Properties.
For configuration of devices assodated with a target, select DA
the target and then dick Devices,

7. C|A3 22| REL[EOM M LUNS X7|8tst 0 @5h= O|F S E2t0|E Btz 282 MdyLch Os
o
=

BE AE * X MEHsta * &l * 3 S2I5t0] LUNO|| AZ-L|Ct

83



84

:Q' Computer Management

File Action View Help

«= 2@ HEE =SB
@ Computer Mznagement (Local| Volume i Layout 1 Type | File System | Status
w ]ﬁ System Tools = | New Simple Volume Wizard ¢ pary Partition)
% @ Task Scheduler -
> [ Event Viewer — Format Patition
> @il Shared Folders - To store data on this partition, you must format i first.
> #¥ Local Users and Groups -
> @ Performance ) ) )
n ) Chioose whether you want to format this volume, and if so, what settings you want to use
iy Device Manager
v B3 Storage )
> ¥ Windows Server Backug £ Doy fomct 910 Vokute
/= Disk Management (®) Format this volume with the following seftings
> [y Services and Applications Eeiim: NTES =
Allocation unit size: Default w
Volume label: Backup_Target
i [+] Pesform a quick format
& | ] Enable fie and folder compression -
Baj =
83
On : - p, Pri
<Bock | | Conce
= Disk 1 ]
Basic { b iy
i’ . , - 'y i A - i
199’?,93 GB 11890.94 G . , £ i iy -
Online {Unallocated s A oA
A IS AT IS I TS T BB IS T I IS A IS ST PN IS, AP IA IS A SIS

8. O] THAIE it



Veeam 2 2| X X|E2|E MMTtLICt

Veeam Backup and Replication 2&0f|Af Veeam Backup % Veeam Proxy 2| B KA A S MMetL|Ct

Olzfet MFA= 7hy Al o] Wiy EFHO 2 ALZELCE

1. Veeam Backup and Replication 2&2| 2% of2{0i| A * Backup Infrastructure * £ 22|t LIS * Add
Repository * £ ME{SL|CH

Backup Repository

= =

= . ==

Add Edit Rescan
Repositony |Re ton

Manage Repository Taols
Backup Infrastructure
E Backup Proxies

=y L]
£ Backup Repositones

External Repositories

2ol '

> : Scale-cut Repositonies
£33 WAN Accelerators
f_ Service Providers
o SureBackup

> {E‘j Managed Servers

ﬁ Home
E@ Inventory
Q?E'g Backup Infrastructure

4=a Storage Infrastructure

= 17
l& Tape Infrastructure

(% 2
2. New Backup Repository (A 24¢] EIEXIEEI) OpHALO|M 2|ZX|E2| 0|2 2T LIS EELHR
SEO|M HHE Meistn 7tHC’7| EZ 2250 AI2E NTFS =52 MEfgiL|Ct
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. C}2 HO|X|of|M 12 =3

E=1 Choose repository server. You can select server from the list of managed servers added to the console.

MNew Backup Repository
Server
==
==
Mame Repository serven

éveeamprmq.deh‘mznne.cam (Created by VEEAMSRW\Administrator at 12/22/2022 9 ! | Add New... |

Path
Repository @
Mount Server QE)
Review
Apply
Summany

e

Capacity Free
89.4 GB T4 GB
1.9TB 1978

| Populate |

=
=
O] M HEA HEAT} ol

- MEf StEg AESHD *Apply * £

<Previous | | Nedt> Eiich [T Canea

02 ESHE O AF8 Y O2E MHE MESLICE 7|2X ez

=



Mew Backup Repository
Review

=== Please review the settings, and click Apply to continue.

==

Marme The following components will be processed on server veeamproxy.demozone.com:
Component name Status

5

SIVEr Transport already exists

Repository vPower NF5S will be installed
Mount Server will be installed

Mount Server

Apply

Summany

[] Search the repository for existing backups and import them automatically

| <Previous | @I}r Fiich Cancel |

ato the catalog

5. 27} 2 A| Aol CH3H O] EHAIS BH=gtLCt,

Veeam % XS FEILICE

=

x
ro
|>
HT
i)
A

22|zl At

O MMo| M 2| EX[EE|E AFSS0] MY XS Mdaliof LICt MY 2 Wy = 2
LHO|H 7| M= 2= HAIS LHRX| Q4SLICH VeeamOl| A W] 2] JH-dofl CHEE ZtMIet LIE2 & EXRSHMAIR

"Veeam Help Center 7|& A",
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o
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%
m
£
>
~
i)

Microsoft Windows SQL ServerS & ZXstMA|2
Oracle Ci|O|E{H{|O| A A{H{
Windows TIF! A{H

Linux It AH
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ool A= SHIE XA SHE Ittt
Processing Settings *
General SOL Oracle  Exclusions Scripts
Specify Oracle account with SYSDBA privileges: (] ]
| 4 Use guest OS credentials v | Add...
Manage accounts

Archived logs:

() Do not delete archived logs

(® Delete logs olderthan: |24 : hours

() Delete logs over 10 : GB

[] Backup logs every: 193¢ || minute

Until the corresponding image-level backup is deleted
Keep only last |15 ta : =
Automatic selection Choose...
OK Cancel
3. Wolo] HE HAS P2|StRE * HABOE SH A WS O  BE* 2 MEfsID 1Y, *HES
S2lsto] HMS FEELICt
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Backup proxy:

I A i L L Ml
Choose...
Configure GFS > J

m Keep weekly full backups for: 15 E weeks 10:3 !

If multiple full backups exist, use the one from: Sunday | nackup

Keep monthly full backups for |12 (2 | months

-

U khy full backup f the followi k of th: | First v | '
se weekhy full backup from the following week of a mon i

[ ] Keep yearly full backups for: I = | years
Py 2 o

Use monthly full backup from the following month: January

We recommend to make
d off-cite.

| Save As Default | Cancel
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Veeam Explorer ¢!

90

IARE 575 A

1. Veeam Backup and Replication 2

MeistL|ct

810 SQL Server H|O|E{H[0] A

£ S

£0|M SQL Server H# =E2 = 0|S50 AMHE OFRA
HEOZ Z2I6l1 * Restore application items * & ME{SI CHS * Microsoft SQL Server database... *

Veearn Backup and Replicstion

= xx
REXF

Home

2. Microsoft SQL Server H|O|E{H|0| A

Microsoft 5QL Server Database Restare

=8 A SR0M S X|™S d=fota * L3

=

=
Restore Point
Choose the restore point to restore from.
YM name: sql_srv_wkid_1 Original host: vcentersddc-44-235-223-88.vm...
VM size:  43.9GE
Reason
{_) Restore from the latest available backup
Summiary (®) Restore from this restore point;
Created Type Backup
I::“;‘ less than a day ago (9:44 PM Tuesday ... Increment SQL Server Backups
IE—F‘ less than a day ago (%:07 PM Tuesday ... Full SQL Server Backups
MNext > Cancel
. ¥5t= A2 * Restore Reason * 2 23t CHS Summary HO|X|0|A] * Browse * HE S 22!6t0{ Veeam

Explorer for Microsoft SQL ServerE A|ZFgfL|Ct,



Microsoft SCOL Server Database Restore >

Summary

Review the restore settings, and click Browse to exit the wizard and open Veeam Explorer for SQL Server, where you will select
databases to restore,

Restore Point Summary:

I‘U’M name: sql_srv_whid_1

Reason
Restore point:
Current: sgl_srv_wkld_1 less than a day ago (%:07 PM Tuesday 1/10/2023)

< Previous : B_-rc-u%e Cancel

4. Veeam Explorer0i| A C[O|E{H[O| A QIAEIA EEZ SHAISIT * Instant recovery * £ OIRA QEZR
HECE 223t [I2 57Y £ S XHS MEgL

sql_snv_widd_1 as of less than a day ago

A 2 2 9P
4 ryr A ax
Instant Publish Restore Restore Export  Export  Export
Recovery > Database> Database= Schema= Backup* Files® Schema~
Instant Recovery Publish Restore Export
Untahases Database Info
o = oy spy Mame: DaTA 01
4 B Default instance Backup created: 1/10/2023 207 PM
‘;’.' ) Instontrecovery  » | b Instant iecovery of thaggtate of Tuesday 1/10/2023, 907 PM to SOLSRV-D1...
A publish database + | B/b [nstant recovery to an server..,
ol Restornditaase Available Restore Period
4. Restore schema k Mot available
2 Export backup r .
Database Files
(4 Export files v
2 i Primary database file
; i v
Evpoit schemb E:\MSSOL 2019 MSSOL 15 M5S0 SERVERMSSOUDATA\DATA 01 madf
secondary base and log files
EAMESOL 2070 MSSCLTIMESOLSERVER\MESQINL OGS DATA_ log Idf
EAMSSQL 2| MESQLT S MSSCLSERVER\MESQL\DATA\DATA_02.melf
EAMSSOL 2019 MSSCLTSMSSOLSERVER\MSSOLDATANDATA_03.ndf
EAMSROL 20090 MEA0L 1 5 MESOLSERVER MSSQL\DATA\DATA_B ndf
O| A EH (<1 M eker k=1 [e) XA X| A SO = = AL L
5. QAAHE 53 OFHALOAM et K8 S XIFSfLICE o R XAt 7ts X Azt 8 £&= XFE
ASHEF A Ol A o x *HHES 3=;g|s o = S
AlZhol| Xtso 2 et 4= JUEL|CH I/ ChE * |7 * HES 22510 [ T2 MAE AFfLCL
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Instant Recovery Wizard

Specify database switchover scheduling options

Specify switchover type:

® Auto
Switchower will be performed automatically with minirmal possible downtirne once the database is
ready,

Manual

Switchower can be performed manually at any point in time after the database is ready.

Scheduled at: 1/10/2023 1076 PM |:|

Back Recover Cancel

OG0B0 00

¥ 4
o 5

Veeam ExplorerZ2 SQL Server S XS sASH= DO Cigt XtMet LIE2 2| Microsoft SQL Server MM S
ARSI AR "Veeam Explorers AF2X} 710|E"
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O] MM0| M= Veeam ExplorerE AtE35t0{ CHE MHE Oracle HIO|E{H|0|AE S15H= B0l CHY

—= T

1. Veeam Backup and Replication 2&0{|A| Oracle # 52O 0|53t0{ Aft{
Z&l5t1 * Restore application items * £ MEHSH CHS * oracle databases... *

Vesan Backup and Replication

Hermie L] Ti

Lo2023 5:01 PM 5

Instant recovery 3 = =
} 2023 9:05 B Repository - Veeam Server

Ievstant disk recoverny.,

W Warning

I Fadled Restone entire VM.

Raestore virtual disks.
F) Pectore WM files
* Restore guest files ¥

" E : er a-ppllnlm itemes + _| =, [ Gragle databases..

) Restoreto Google CE
Export hackug...

Delete from desk

2. QOracle Database Restore Wizard2| S 20X S& X|™HS MEHSIT * Next * E

Uiy
Ju
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Oracle Database Restore *

ORACLE" Restore Point
i

@ Choose the restore point to restore from.

VM name: ora_srv_03 Original host; veentersddc-44-235-223-88.vm...

Vi size:  38.5GB

Reason
(@) Restore from the latest available backup

Summary () Restore from this restore point:
Created Type Backup
l:‘_g-lmﬂﬁln-a day ago (5:01 PM Friday 1/... Increment Oracle Backups
(:'5 less than a day ago (5:01 PM Friday 1/... Increment Oracle Backups
(:'-ﬁ less than a day ago (4:02 PM Friday 1/... Increment Oracle Backups
C‘_—ﬁ less than a day ago (3:47 PM Friday 1/... [ncrement Oracle Backups
l:"_-ﬁ less than a day ago (2:47 PM Friday 1/... Full Oracle Backups

« Prespus Mext = Erowses Cancel

3. l5t= AL * Restore Reason * 2 248t CHS Summary H|O|X|0|A] * Browse * HES 22!t Veeam
Explorer for OracleS A|ZtsiL|Ct.
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Oracle Datzbase Restore *

ORACLE Sym mary

@ Review the restore point settings, and click Browse to et the wizard and open Veeam Explorer for Gracle, where you will be able

to select databases to restore.

Festore Paint Summary:
VM name: ora_srv_03
Reason
Restore point:
'&ﬂi’tﬁﬂ? Current: ora_srv_03 less than a day ago (6:01 PM Friday 1/20/2023)

< Previous Browse Cancel

4. Veeam Explorer0Of| A Cl|O|E{H|O]A QIAEA 22 S obESI D S-S H|O|E{H|0|AS 221t CHS Attol *
Restore Database * ESLCIH2 H|0i|A * Restore to another server... * £ MEHSIL|CE.

teaarm Explarer fir Qeacle

A
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Restore Wizard

Specify restore point

Specify point in tirme you want to restore the database to:

® Restore to the point in time of the selected image-level backup

Restore to a specific peint in time (requires redo log backups)

5:01 PM
A e

E

Perform restore to the specific transaction

6. Gflo|E{H|0] A

se trar

eview major datal

right bet

e moiment mn tirme are t

Friday, lanuany 2§

dCLIONE

{ £}

around the seled

the unwanted ch

01 PM

e,

1 To enable this functionality, specify the staging Oracle server under Menu > Options,

M
Ao
rio
ot
=
O'I'
>
T
1o
]
0
Pl
b
0%
o2
o

>

Restore Wiza

o

s

-~

Cancel

13

Specify target Linux server connection credentials

Server ara_srv_01 w | 55H port: | 22
I 1 |

Account: | oracle Advanced..,
Password: | [Click hereto change the password)

Private key is required for this connection

Private key: Browse

assphrase:
Back Mext Cancel
7. OPX|2H 2 2 H|O[E{H|0| A MY CHA @X|E X|HSHD * S * HES 22610 5@ TEMAE ARSI
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Restore Wizard

Specify database files target location

Control files
Joraclefapp/oradata/oradb0l/ controll.ctl

foraclefapp/recovery_area/oradb01/control02.ctl
Data files

Joraclefapp/oradata/oradb01/system(1.dbf
Joraclefapp/oradata/oradb0l/sysauxd], dbf
Joraclefapp/oradata/ oradb0l/undotbs0.dbf
foraclefapp/oradata/oradb(1/pdbseed/system(1.dbf
Joraclefapp/oradataloradb1/ pdbseed/sysauxll.dbf

Joraclefapp/oradata/oradb01/usersd1, dbf

Back

Restare

8. CO|E{H|O| A F77t tZE[H ME{O|M Oracle CllO|E{H|0| AT} SHIZH| AlIZHE|=X]

Cancel
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Oracle Ci|O|E{H{|O| A S CHA AMEHOf| A AIRFLICH

i

Of MM M= HM SRS AESHA| §i0 WEAH| HHA T 4= QUEZ C|O|E{H| O] A F THA| MEHOf| A[AIRFLICH.

1. Veeam Backup and Replication 2&0|A| Oracle Y SEOZ 0|58t AHE OIRA QEZR
2251 * Restore application items * £ MEHSH CHZ * oracle databases... * £ ME{gfL|CE

=0=

dup and Replication

Home

. 20/2023 7:01 PM
1/20/2023 T:03 PM 5
. fislanl fecovery.. -
4 [ Lact 24 Houre

30l 12 PM -]
instant disk recovery... .

1% Running (1)

% Success T Restore entine VML

0 B Restore virtual disks...
,'. Rostore VM fites.
A Restore guest files s
R

B R % (Qoacle databuses.
®  Hestoreto Amazan FC2. h

St Restore to Microsoft Azure.,

+  Restore to Google CE...

Export backup.

Delete fram dick

2. Oracle Database Restore Wizard2| SE0|M S X|™HS MEHSID * Next * & S2/8fLICL.

— =1 =
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COracle Datzbasze Restore *

ORACLE Restore Point
i

@ Choose the restore point to restore from.

VM name ora_srv_02 Original host: veentersddc-44-235-223-88.vm...

VM size: 381 GB

Reason
(®) Restore from the latest available backup

Sumrmary () Restore fram this restore point;

Created Type Backup

(-5 less than a day age (7:03 PM Friday 1/... Increment Oracle Backups

I.'l—f: less than a day ago (6:02 PM Friday 1/... Increment Oracle Backups

(}g less than a day ago (3:02 PM Friday 1/...  Increment Oracle Backups

(5 less than a day ago (4:03 PM Fnday 1/... Increment Oracle Backups

fj_L: less than a day ago (3:49 PM Fnday 1/..  Full Oracle Backups

Mext > : p | Cancel

3. l5t= AL * Restore Reason * 2 248t CHS Summary H|O|X|0|A] * Browse * HES 22!510{ Veeam
Explorer for OracleS A|ZtstL|Ct.

4. VVeeam Explorer0f| A Cl|O|E{H[O] A QIAEA EES ShESI N SE H|O|E{H|0|AE S2I5H CHS ATtol *
Publish Database * ESLC2 |50l A * Publish to another server... * & MEHSHL|CT.

» ¥ 8 B B

Instant Publish Restore Export as Export
Recovery » Database v Database = RMAN backup * Database Files =
instant Recovery i'g F‘ul::lllsh to anu:uther L0 Export
Databases Database Info
4 = orasre 02 Mame: oradb]
4 §f,y OraDB19Homel Oracle SID; oradb0)1
B oradb01
o o Log mode: ARCHIVELOG
Backup tirme: 1/20/2023 7:03 PM
Local listenen LISTEMER_CORADBM

O. AlAl OFHALO| A HIO|E{H|O|A S AAE S X|IHS XIFst * T

o 3
= =
6. OX|UO 2 Ch4 Linux IHY A| AR QIX|E X|FSt * A * & 22610 53 TEMAE AIFfeiL|Ct

glo
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Publish Wizard

Specify Oracle settings

@ Restore to the original location

Restore to a different location:

Cracle Home araclef/app/product/19c
Global Database Name:  oradb0l.demozone.com
Oracle SI10: oradbi]

7. AN = E[H CHet MEo| 221810 Chz HHES HAsHo] HIO|E{H|0| ATt A% FQIX] 2kQlgtL|Ct.

Back

oracle@ora srv_ 01> sglplus / as sysdba

SQL> select name, open mode from vSdatabase;

Publish

Cancel
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=] oracle@ora_srv_01:~

File Edit View Search Terminal

[oracle@ora srv 81 ~1% sqlplus /

SQL*Plus: Release 19.8.0.0.0 - Production on Fri Jan 20 16:46:39 2823
Version 19.

Copyright (c) 1982, 2813, Oracle. All rights reserved.

Connected to:

Oracle Datataf“ 19c Enterprise Edition Release 19.0.0.8.0 - Production
Version 19.3.8.0.0

50L> select name, open mode from vidatabase;

NAME OPEN MODE

ORADBG1 READ WRITE

=
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Volume Snapshot Details

O Use latest snapshot O
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Replication Plan: DemoRP
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