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Architecture: Application VM Disaster Recovery with Veeam Replication and SnapMirror to GCVE
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GCVEE NetApp 25 NFS 25 % H|0|H HEAE MAMEHL|CH

https://cloud.google.com/vmware-engine/docs/vmware-ecosystem/howto-cloud-
volumes-datastores—-gcve ["NFS =2ES Google Cloud NetApp =50AN ZAEISH=
vSphere O[O XNZEAZ AEEL|CI 1ccvEE HI0|H XMEAZR Google Cloud NetApp =52

AH8ot= O st HMes & HZSHIAR.

NetApp 2E2 AFE3I0{ GCVEE NFS HI0|E MZEAE S AMZ5I2H LtZ HAIE §RsHAIL.
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g2 MyELIct

NetApp =& NFS =

Google Cloud NetApp Volumes= Google Cloud Platform(GCP) 2

S0l M AT

ATt A

= ASLILE

https://cloud.google.com/netapp/volumes/docs/configure-and-

use/volumes/create-volume ["EES
Google Cloud NetApp =5 AEAN9 2 EISHAR.

1. ¢ B2t XM https://console.cloud.google.com/ GCP 2& & 0|53t0] 2
NetApp Volumes * & ZAMSHUA|L.

2. NetApp 25 * 22| QIE{HO|ANAM * MM * S 22I5t0 NFS =8 MM

ﬂJIO

AEPLICE 0 EHAOf et XiAMieh W82

QUEtL|Ch. A|Zfota{H *

AlZFetL| L.

= Google Cloud 2 cvspmhostip ¥ | ‘ Search (/) for resources, docs, products, and more ‘ Q_ search
Il nNetAppVolumes & Volumes CRETE C REFRESH
Slomge > A volume provides NFS or SMB Tile services for your application, with integrated data
protection services. A volume is allocated from a pool and will get an individual
O storagepools throughput limit based on its allocated size and the pool service level. Learn more (2
| B volumes
T Filter  Search for volumes by name, location, etc
Ditaprafection ~ Status Name Location Service level Share name Capacity Used
@  Backups Ready qevecert-nfs3 southamerica- Flex geve-certnfs3 500 0% (0
eastl GiB)
@  Backupvaults Ready pvc-4c57921c-8842-401d-8d22- asia-southl Flex pvc-4c57921¢-a842-4010-8022-bF3105809607 5 0% (0

hfafnsaNaanT

3. Create a volume * OFHALO|AM 2Rt B E MEHE =Bt C}

o of GCVEY| 2Rg) etelat

GiRY

o

FAL|LE,

° 252 O|FYLICt
° 2FS YEE AR X EQULILE
° NFS 2ES OI2EY M ME8E= 37 OIFYLIC
° 25° 8(GiB)YLILt
° AMEY AEZX| ZREZYLICH
° SCfO|UEVI HEE R * =F A AHE - (CIOlH MFLAZ OI2E
MEHSHL|CE
° 25 HMAE Qo LHELWZ| #&] NFS HEH 0] U= ESXi OIHE2] IP
° 28 AHAS MEDSIH EES E20t= Ol AFEE= A AHSYLIM.
c MEfNo= 2ES ot L =& thigt 20|22 TELICH
NetApp 2E0IAl GCVE LIO|EH ML 2 AIY EES Hdd

©

X & ELct.

i NFS v3ot
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Select 2 storage pool

Storage pools
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Google Cloud

" NetApp Volumes

Storage
B  storagepools
B volumes
Data protection
@  Backups
@  Backupvaults
Policies
B Active Directory policies
B  CMEK policies

B  Backup palicies

<l

*

#* cvspm-host-1p =

Search (/) for resources, dc

o

€ Create a volume

Ly By LSRR TRy Py

SELECT STORAGE POOL CREATE NEW STORAGE POOL

Volume details

Share name *
genv-dr-plan

Must be unique to a location

Capacity *
‘ 1000

Capacity must be between 100 GiB and 102,400 GiB. Increments of T GiB

- Protocol(s) *
‘ NFSv3

Configuration for selected protocol(s)

Block volume from deletion when clients are connected @
Required for valumes used as GCVE datastores. Choice is permanent.

Export rules A

Rules are evaluated in order. First matching rule applies.

Rules

|
N
&

~ New Rule

- Allowed Clients *
192.168.100.15,192.168.100.16,192.168.100.18

Comma-separated list of IPv4 addresses or CIDRs (up to 4096 characters).

Access *
@® Read & Write
() Read Only

Root Access (no_root_squash)
@ Oon
O off

CREATE CANCEL

4. 20| MME|H ZEES OI2ESt= ol 2Rt NFS LHELWY| 22E 282 £4 HO|X|0M & 5 U

o>

L|C}.
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= Google Cloud

¢ cvs-pm-host-ip v

Search (/) for resources, docs, products,

" NetApp Volumes 1 & genv-dr-plan / EDIT  «~REVERT (D MOUNTINSTRUCTIONS W DELETE
Storage ~
Resource type Volume
[l  storage pools State Ready
State details Available for use
B volumes
Data protection ~ Description
@  Backups
OVERVIEW SNAPSHOTS BACKUPS REPLICATION
@  Backup vaults
Policies ~ A volume provides NFS or SMB file services for your application with integrated data

protection services. A volume is allocated from a storage pool and gets an individual or

B Active Directory policies shared throughput limit based on its allocated capacity and storage pool service level.

B  CMEK policies
Share name

B Backup policies
NFS export path
Used to mount this file share on a linux client VM. Run the mount command with the

following remote target on the WM's local directory.

§ 1@.165.128.188:/gcnv-dr-plan

Name genv-dr-plan
Capacity 1000 GiB
Used 0% (0 GiB)
Protocol(s) NFSV3
Storage pool asiasel-gcve
Location asia-southeast]
Service level Premium
VPC shared-vpe-prod
Active directory policy No value
LDAFP enabled No
Encryption Google-managed
Bleck volume from deletion Yes

when clients are connected @
Make snapshot directory visible No

<l Allow scheduled backups Mo

GCVEOI|A NFS Gi|O|E MEAE 02 ERfLICt

Of 47| HAS +AE M GCVEN| M H|O|H MTAE OIR2ES= ZZMA0 M= =82 NFS H|OIE XE
|

Or2Est7| ?f8 GCP X[# E|ZIS E0{of L|Ct.

Mgt LHE2 2 "NFS =&2 Google Cloud NetApp =2E0AM =
AT ERSHYAIR.

ElSH= vSphere H|O|E X%
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GCVEO|A VM2 NFS H|O|Ef HEAZ SH|EL|Ct

Veeam Backup & Replication2 VMware vSphere AHAF 7|58 %%E LICt. 2| S0fl Veeam Backup &
Repllcatlon._ VMware vSphereOf| VM AHAFS MMSIEE QHETIL|CEH VM AHARR JHAF CIA S A[AH
AME, A 8l H|EIH|O|E{ 2 Z&SH= VM| AN SH|2QILICt Veeam Backup & Replication2 0] AHAFS
X H0o[E AAE AMSEILICE

VME SH[ot2{H CHg BHAIE 2t=EL(Ch

1. VVeeam Backup & Replication ConsoleS & L|LC}.

2. % HOIM * = K > JH O 2 S2BLICE

L= T A0k B L @

Backup Replication CDP Backup Cepy SureBackup | Failover | Import  Security &

lob~= Jabi=:  Policy> | Copy Job~ lob Plan = | Backup Compliance
_% Virtuakmachine. . Secondary Jobs Restore Adtions
Home Q Type in on object name 1
"‘q Jobs Mame

4 |_"_-,,-t' Last 24 Hours
@ Success

3. M S| =ef * O Ate] * 0| F * HO|X[0i| A =] OIS XT3t

k1
St
o
Kl
il
=t
2
ot
ro
u
1o
g
juj
Q't
-
o

- 2.120| A%t GCP 7to] 4 CHHZO| NBHEl AL =R Al= 2ol

° GCVE SDDC2| M|AHET} 2-Z2f|0|A AIO|E HEX A9 A of
MO (CHE WIERIZE 71! GCVE SDDC ALO|EQ| ) 2helzhs MEHSL|CY

° 2-Z0jA T2EM AMO[EQ| IP F4 X A7|0t7L L GCVE AO|E2Q| A7|Otet LHE F2 =H|
Re-IP(IP 4 X|@ A7|0t7} CHE DR AIO|EQ| E2) =elztsS MEHstL|C
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Mew Replication Job

Name
% Specify the name and description for this pelicy, and provide information on your DR site.

MName:

DR_Replication_on-prem_GCWVE

Virtual Machines

Description:
Destination Created by VEEAMREPLICATIOWAdministrator at 9/5/2024 5:04 PM.
Network
Re-iP Show advanced controls:

[ Replica seeding (for low banc@ﬁ!h DR gites)
lob Settings s o 2 2 : b .

[¢] Metwork remapping (for DR sites with different virtual networks)
Data Transfer [v] Replica re-IP (for DR sites with different IP addressing scheme)

Guest Processing

Schedule

High priority
Backup infrastructure resources are offered to high priority jobs first. Use this aption for jobs
sensitive to the start time, or jobs with strict RPO requirements.

Summary

Previous Mext » Finish | Cancel

Ay

4. 7tA HAl = H[O|X|ofl | GCVE SDDCOf| HZEl NetApp 5 HI0|E MZE A0 & VMS MEdstL|Ct,
Add * £ 2&/¢°t C}3 * Add Object * HollA 2Rt VM EE= VM ZAH|O|HE MEdSI D * Add * E

2|
SagLct o2 * & 2=

VSANO|| 7hAF HAIZ HHX|SHO] AF2 7HS 8 vSAN HIO|EHAEN 822 M2 4 AUESLICH
(D o= 20| E 2HAHW M E 3 E vSAN 22{AEQ| 7t 20| NISHEILICE LIHX]

HI0|E{= Google Cloud NetApp Volumes HIO|Ef K& A0 A HiX[stH VME E72 ¢

UCH, L0 CPUMIEE| LAY E SHSIEE SSAHE &Y £ JUSLICL



Mew Replication 1 R -
lew Replication Job Add Objects % 3
Virtual Machin
% Select one ormy  Select objects: Ta ;E‘Eq D'T‘j E & @ t= from replication.
(5] SQLSRV-01 s
[ SOLSRV-02
Name D'_"j SOLSRV-03
vt o |
(7] SQLSRV-05
= SOLSRV-06 Remove |
Destination ,D_.,j % ;
[ SOLSRV-07 _
MNetwork E] SOLSRV-08 | Exclusions...
Ei =rm-sitel |m‘
Reif Ei srm-sited _—
= 5
- tel
Job Settings I?? SIER VE‘SI_ 3 Up
Oy srm-va_sited
Data Transfer D'T'ﬂ veenter-srm Bswn
Eﬂ wveenter-vise
Guest Processing (5§ VeeamnbackupServer
=
VeeamProx
Scheduls E Y B
¥ VeearnProxyd y Recatcalate
[ VLW I DT, S S, ¢
Summa R P L R L g eV SR SR
N E & Total size:
"*" Type in an object name to seorch for Q| 0B
| ‘D“ﬂ‘vl | Sanes] | Fmish Cancel
| —|

AT
¥

9. Destination * H|O|X|0j| A CHAHZ GCVE SDDC 2HAE/SAE 8l VM SX|20] Cist MEst 2|AA E
VM 20 % GCNV H0|E HEAZE MEHSILICEH A[&5H2{™ * CHS * 2 SelgfL|Ct



Mew Replication Job x

Destination
Specify where replicas should be created in the DR site.

MName Host or cluster:

|clu5tv.=.1' || Choose.., |

Virtual Machines

| Rescurces | ‘ Choose... ‘
Network
Pick resource pool for selected replicas
Sl VM folder
lob Settings | Replicas | | Choose.,.
Pick WV folder for selected replicas
Data Transfer
Datastore:
Guest Processing | gonvdatastore] | | Choose... |
Sehedule Pick datastore for selected virtual disks
Summary

6. UIE9/3 * HO|X|0| M TR0 wtat A4 U Tt 74t LIES
g syamct,

|
\J
16
=
H
o
>~

H-ABLICE Al &St H * k2 *
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Mew Replication Job

MNarne

Wirtual Machines

Diestination
Newek
Re-IP

lob Settings

Data Transfer

Guest Processing

Schedule

Summary

Network
Specify how virtual networks map to each other between production and DR sites.

Metwork mapping:

Source network Target network | Add.. |
3 YLAN 3376 (DSwitch) 3 Warkload¥M-Segmant (Datacent... =
1] I8
Remowve

< Previous | ‘ NE‘Q Finish | Cancel

7. Re-IP * H[O| X|0] M * Add...
2SI HAULH Al 22 VMO H
HRIE XIFLLICE Al&5k2{H * Ot

4]

*HES 2205101 M Re-IP 7412 FIHEILICEL A& U EFI VM IP 9IS
{83 LEQZS XFBLICH BES ALRS10] BfEt SEof Chat T4
2+ 2 Zash|C}

[=] =2 =2"1d .




8.

Mew Re-IP Rule *
Mew Replication Job SoaEEE NI x
Re-IP IP address: | 10 L] O
% Specify re-IP nules to app T | 755 . 755 . 355 0 supported for Microsoft Windows
guests, : : :
Target YIM
hame R 1p address: (72 . 21 .02, [ |
g i Add...
Virtual Machines Subnet mask: | 255 . 255 . 255 . 0 |
Destination Default gateway: | 172 21 e . | R
; Ramaove
Ltk Preferred DMS server: | 0 .142 . 0 . 6 |
SRR Alermate DNS server, | |
Job Setta r
R Preferred WINS server | |
B et fr Alternate WINS server: | |
Guest Processing Description
Schedule
Summary
_J Fmish Cancel
o[ o |
Hﬂﬂ**MNNWMVMEWEWWQNIMMH%1§%ﬁ%ﬂ£ﬂ5ﬂxﬁ§§ﬁ%ﬂ§ﬁﬂ
SHErel * g * HES MEISIY] It 2] B S eeletL|Ch AlSstH * oS * & SLIC
mNHE%*Wﬁﬁﬁﬁm”AMEW§¥ﬁEEEMHHE”ﬂdjE*%ﬁ%

SXIZLICE WAN 7t&7|= 4 E

B2 O 7|0f| Af =Y

=k ASLCH ASS

te{® * k=2
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Edit Replication Job [SCL Server Replication]

Data Transfer
% Choose how VM data should be transferred to the target site.

MName

Virtual Machines

Destination

MNetwork

Fe-IP

Job Settings

Quest Processing
Schedule

Summary

When replicating between remote sites, we highly recommended that you deploy at least one backup
proxy server locaily in both sites to allow for direct access to storage.

| Source proxy:

| veeamproxycloud.sddcnetapp.com; vesamproxycloud2.sddc.netapp.com | | Choose..
Target proxy:

| wveeamproxy l.ovsdemo.internal; veeamproxyZ.ovsdemo.intemnal | | Choose..
(®) Direct

Best for local and off-site replication over fast links,

() Through built-in WAN accelerators
Best for off-site replication over slow links due to significant bandwidth savings.

Source WAN accelerator:

Target WAN acceleratorn:

< Previous :| Finish || Cancel

10. Guest Processing * H|O| X|0f| A 2 20]| [I}2} * Enable application-aware processing * 212t ME{st D
* Guest OS credentials * £ MEHSLICE AlLSH{H * OS2 * 2 S=IgL|CH




MNew Replication Job

Guest Processing
% Choose guest OS5 processing options available for running VMs.

MName

Virtual Machines
Destination
Network

Re-IP

Job Settings

Data Transfer

Schedule

Summary

Enahh;l apg;l.itaﬁon—aware prol:esslilng
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restore steps upen first boot.

Customize application handling options for individual machines and applications ;Applicaiians...

Guest interaction proxy:

‘ Automatic selection ‘ Choose..,

Guest 05 credentials:

T4, administrator (administrator, last edited: 1 day aga] - ‘ | Add...
Manage accounts
Customize guest O5 credentials for individual machines and operating systems | Credentials...
Verify network connectivity and credentials for each machine included in the job | Test Now

< Previous : | NextE | Finish Cancel

1. Schedule * TO|X|0f| A Zx| ff0] HHE|= AlZtat BIES FOlpL|CH ALoHH * Tt * & S2letLch

S
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%ew Replication Job

=

Marme

Schedule

Wirtual Machines
Destination
Metwork

Re-IP

Job Settings
Data Transfer
Guest Processing

Surnmary

Specify the job scheduling options. If you do not set the schedule, the job will need to be contrelled manually.

Run the job automatically

@ Daily at this time: | 09:00 Al 7 || Everyday v|[ oae
) Maornithly at this time: L |I.-':- rth |' saturda | honths
() Periodically every: | | _‘: Hour _l schezhile
| e A
Automatic retry
Retry failed items processing: times
Wait before each retry attempt for: minutes
Backup window
[ Terminate the job outside of the allowed backup window Window

Long running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.

< Previous | | NEKE > | Finizh Cancel J
12. OfX| 22 * Q0F * HO|X|0fA] Xte) NS HAEBILICE Finish * S 22Jo}51 Xte] A%y Stolzte Medsim *
Finish * £ 2250 =S| 2 Y& S et=gL|ct
13. 1| Sl Awstel 2te] Ael oM 21| 2 2 4 ABLIC



R_Replication_on-prem

Job progress:

SUMMARY

Duration:
Processing rate:
Bottleneck:

THROUGHPUT (LAST 5 MIN)

Name

|'—:|__| OracleSre_01
{51 OracleSrv_02
15 OracleSry_03
151 OracleSrv_D4
151 OracleSrv 05
E:I OracleSry_05
|'—:|_J COracleSry_06
Ej CracleSre_07
151 OracleSrv_D8
{57 SOLSRY-01
157 SOLSRY-02
151 SOLSRY-03
151 SOLSRY-04
{5 SQLSRY-03

£

Hide Details

Veeam S H|0f| CHet ZtMet LHIB2 & EERSHUAL "X 21

01:47

V) 0%
(k] Pending
(¥] Pending
(¥} Pending
(k] Pending w
>

0% 0.of 17 VM=

DATA STATUS

Processed: 0B (0%) Success: L]

Read: 0B Warnings: 0

Transferred: 0B Errors: ]
Action Duraticn
) Queued for processing at 9/10/2024 12:47:14 PM
() Required backup infrastructure resources have been assigned 00:00
2 VM processing started at 9/10/2024 12:47:19 PM
3 VM size: 100 GB (21.1 GB used)
() Discovering replica VM 00:00
() Resetting CBT per job settings for active fulls 00:31
(] Getting VM info from vSphere 00:03

oK

HH:‘L{H

o
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A=lg MMe i Veeam Backup & Replication2 XS 2 £| A S5 X[ S A AMESHH VM SHIE
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1. Home * E7|0{| M * Restore * MM0f| ! = * Failover Plan * HES Z2I8tL|Ct. EECHRU|M * VMware
vSphere... * & ME{EIL|C}

View lob

cop ) —

v, 3 =0 e AENAL 2 @
=== = : === (=] ; [Em—- -] v
Backup Replication CDP Backup Copy SureBackup Restore Failover | Import Export Securty &
lob = lob~ Policy~ | Copy Job~- lob = Plan= | Backup Backup Compliance

Primary lobs Secondary Johs Resl ik YMware vSphere..,

2. New Failover Plan * OFHALS| * General * H|O| X|0{| A A|Zlof CHEt O|E 1t MHS Ql2ABtL|Ct 2o w2t
A B AZ HUQH ATZEE FIIE 4+ JYESLICL GIE S0 SH|E VM AlESt7| Mol VM2
ZFSt= AJTIEE AMSHBHL|CE.
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Mew Failowver Plan

o m General

En Type in name and description for this failover plan, and optionally specify scripts to trigger before and after the failover.

|SQL Server DR Plar|
Virtual Machines

Description:

Summary

Created by VEEAMREPLICATIONAdministrator at 9/17/2024 £:38 AM,

[ Pre-failover script:

[] Post-failover script:

3. Virtual Machines * H|O| X|0f|A{ * Add VM * H{ 2|5t * from Replicas... *
Az=lof| ZgE VME MEISH LIS O EE|AH[0|M BL5EE SFIE VM 2E =M % Hest

AXBH|C}

T od .

T o = =

Mew Failover Plan

hd
Virtual Machines

wlle
En Add virtual machines to be failed over as a part of this plan. Use VM order and delays to ensure all application dependencies are
= met.

General Virtual machines:
Summary

£ MERLIC o

Browss

Brawse

Cancel

From infrastructure...

From replicas...
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Mew Failover Plan

i Virtual Machines
En Add virtual machines to be failed over as a part of this plan. Use VM order and delays to ensure all application dependencies are

=m met,

Wirtual machines:

General R
Mame Delay  Replica state | Add VM
-
'D;:I SOLSRV-04 G0sec  lessthana day ago (&1.. Remove
SO LA SOLSRV-05 B0sec  lessthan a day ago (4.,
) D'T‘:I SCOLSRV-01 120isec  less than a day ago (5:4... | Set Delay...
TISOLSRY-02 ) sec  lessthan aday ago (5:4.. B
|:'_||__| SQLSRY-03 t0sec  lessthan a day ago (3:4..,
E:I SOLSRV-06 60sec  lessthan a day ago (5.,
D'_":I SQLSRV-O7 B0sec  lessthan a day ago (5:4..,
D'Tj SQLSRV-08 60sec  lessthan a day ago (5:4...
! + Up
+ Down

[ < Previous | | Apply | Fimjsl . Cancel |

Assten - g * 2 S2SHAIL.
4. OX|BtOR BE Foj ZX| A2 MFES HESD * Finish * 2 S2Ustol Toj ZX| Az MBI

=H =Y Hgol chet xtMiet W82 & 'S S ddsts SYLILIMEZSHMAIL.

o o
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HYUH 0| ZE2HM AO|EQ| AA VMO| ZHsl =7 AIO|EQ| ol X2 = MetELICH T2EMAS ARE
Veeam Backup & Replication2 VM SXH22 2ot 57 X|HMOE S50 AA VMe 2 E ¥&EH 75.*%1;
e SEMECE METLICH SHE2 AH ®si#Tt otL|2t DR EE 8 A|Z2i[0|Mst= o= AtE & LICH ZHoH
X A Z20|M0[ME= AL VMO| Al HMMELICH HRot HAEI 22EH HAURKHE M FA5H0] 2PS

= o TH=
g 2 ES2 & ASLICH

() wes 30 PSS 1ok 9o HIEXI 20| Mih2 $BEI=X| HOISHIAS.
TS B E5t0] HUQH A2 AFBILICE

Xt5t2{™ * Home * 2 7|0l A 1% O|452| * Replicas > Failover Plans * £ 22I$t CtS * Start * HE
SEIYLICH EE= > AE . * HES M50 0| 53 X[HOE HYHE & ELICE

Home Failover Plan

-5
H'EES L X
5 Start Retry Unde | Statistics Edit Delete
tou.

Actions Dretails Manage Plan

Start Failover Plan Q e e e e T e
Starts the Failover Plan. e it e ek

4 7 lobs Mame T Platform Status MNumber of VMs

‘:réﬂ Replication E S0L Server DR Plan Whlware Ready &
4 E|'=5| Replicas

[} Ready

& Failover Plans
F] [F: Last 24 Hours

@ Success

[ Failed

o

2. To =X| A=l A+ Hof|l M Foff =X TY &S ELE LT
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Executing failover Plan: SCL Server DR Plan

Mame:

SQL Server DR Plan

Restore type:  Failover Plan

Status: In progress
Starttime:  9/17/2024 10:3%:19 AM

Initiated by:  VEEAMREPLICATIOVAdministrator Cancel restore task
VM name Status Log
:D;:l SOLSRV-04 T Success Message Diicsfior:|
,D_?I SN SRA-05 § Shccess ./ Performing failover to the latest state
,D_ESQLSRV-W ) Siccess ) Building list of machines to process
i A, e () Processing VM: SQLSRV-04 0:05:11
,D_T' SOLSRA-03 Pracessing ) Waiting &0 sec before the next VM 0:01:00
E§150L5RY-06 L &) Processing VM: SQLSRV-05 0:02:27
,E_E SOLSRV-07 Prucess!ng | Waiting 80 sec before the next VM 0:01:00
A SOLSRY- 08 Procesang %) Processing VM: SQLSRY-01 0:01:28

) Waiting 120 sec before the next VIV 0:02:00

. Processing VM: SQLSRY-02 0:00:29

L Waiting 90 sec before the next VW 0:01:30

*| Processing VM: SCLSRV-03 0:03:21

L Waiting 60 sec before the next VM 0:01:00

| Processing VM: SOLSRY-06 0:01:29

.| Waiting 80 sec before the next VM 0:01:00

* | Processing VWi SQLSRY-07 0:01:21

) Waiting 60 sec before the next VIV 0:01:00

(*) Processing VW SOLSRV-08 0:00:21 W

Close

@ Veeam Backup & Replication2 £A VM| EX|Z20| EH| MEj= FOtZ W7HX] AA VMO
et 2= SH =Y S SXILICH

H Y Al=lof Chet XiM[eh LHER2 S HESHIAIL "I Z 28 A=l
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S AR ZHFREH 27 Argoll w2t 2= E(0fof LTt ChEat 22 40| ASLIC.

- DE2CMOR YU - 22 VMOE ElS2|D SHE| Ty 7|7t S0t AWE BE A ARES TH 22

VMR =z F7|gtetLCt.

Zo 57 %NIE 3 A0l ._1-3- IXI':'* A HEE|X|= §5LICH A2l VM| 7|50| 2ol H
@ ) ]11|°'“" Ho* S *.JE#”LIEF = #el VMO| ol &K Rt SES H0l= B2 * T A

A A+ 2 MEHSIO] VM gxﬂ__i E|SELICH

© YO =X| A FA - 2 VMRE E[E2[1 2F 7|2 S VM SRI=2| BE HE AletS F|ARLICE
* + T O =X ¢ - Hefl VMOIM e ERIEL 2 P2 Hetsto] X&HQl 2HAS 2o SH=ES M

7|2 VMO E MASHL|LCE,
0| A|LI2|20f| A= "Failback to production”" SM0| MEHE|QI&L|CH

2% MO|EZ HYUMS +HotH LIS HAE +AotHA

fo

—_

. Home * ©7|9| 2% H| 70 A * Replicas > Active * & S2I2ILICt Z&S VMS MENSHD AT 00 A] *
Failback to Production * HES 2&|giL|Ct,

Name T i Tim Rest Criginal Location Platform
5 SQLSRV-01 9716/2024541FM 3 vesa-he sdde netepp.cam\HMC Cluster VMware
L SQLSRV-02 9/16/20245:41PM 2 wesa-hesddenetapp.comHMC Cluster VMwar
57 SQLSRV-03 9/16/2024541PM 2 wesa-hc.sddc.netapp.comHMC Cluster -91440.ce45h19b.asia-southeastl.gve.googicluster  VMware
5 SQLSRV-04 9/16/2024 6:15PM 1 vesa-hcsdde.netapp.comHMC Cluster. vesa-91440.ce45h19basia-southeast!. ge.googicluster  VMware
5 SQLSRV-05 9/16/2024 548 PM 1 wesa-he sddc netapp.com\HMC Cluster VMware
(5 SQLSRV-06 9/16/20245:47PM 1 vesa-he sddc. netapp.comt HMC Cluster Vhiwe
{5 SQLSRV-07 9/16/2024546 FM 1 wesa-he sddc netapp.comtHMC Cluster Vhware
5 SQLSRV-08 SQL Server Replication  Regular 9/16/20245:41PM 1 vesa-hesddc netapp.comHMC Cluster  vesa-01440.cedSh10b.asia-southeast]. gve.googicluster  UMware

2. T 27+ OpgArel * 2RI * Ho|X|ollA ol =7 Zteo]

3. Destination * H|O|X|0f| A * Failback to the original VM * 2
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Failback
Desti

By e
!jE Choose the destination for failback cperation.

Replica (®) Failback to the original VM
Use if your production site is restored without any infrastructure changes, and the original Vi is still
present at the same location, Only differences between existing virtual disks and their actual state

Failback Mode

< Use if you have restored the original VM from backup to a location that is different from original.
LAy, COnly differences between existing virtual disks and their actual state on replica will be transferred

over the network,

() Failback to the specified location (advanced)
Use if you do not have original VM remains available anywhere in the failback destination site.
Actual state of entire replica’s virtual disks will be transferred to the destination site, resulting in

significant network traffic.
Pick backup proxies for data transfer

[] Quick rallback {sync changed blocks only)
Accelerates failback from failovers triggered by a software problem or a user error. Do not use this
optien if the disaster was caused by a hardware or storage issue, or by a power loss.

I < Previous Mext = ; st | Cancel

T
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Failback

Failback Mode
@ I Specify how and when the failback process should be initiated.

Replica ® Auto
Replicated YMs will be failed over to the production site as soon as they are ready,

Destination T Schedulec
Perform failover automatically during the scheduled downtime at: 11:45 AN =
. ) Manual
PR We will wait for you to issue the failover command manually.

< Previous | MNext = Finish

Cancel

of * HIO|X|Of| M * S = CHet VM T AH7| * £ MEHX| O RS MEISH CHS OHE S 2215

" — = T
HAS AEELIC
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Failback *

Summary
@ Review failback settings, and click Finish to start failback operation. You will be able to undo failback process if required.

Replica Summary:
VM name: SQLSRY-01 ~

Destination
VM name: SOLSRY-02

Failback Mode

VM name: SOLSEYV-03

VI name: SOLSRY-04

VM narne: SGLSRY-05

VM name: SOLSRY-06

VM name: SQLSRY-0T

VM name: SQLSRY-08

Failback mode: To the criginal location
Switchover: Auto

DR site proxy: Automatic selection
Production site proxy: Automatic selection v

Power on target VM after restoring

1. Replica VM will be powered off during switchover to preduction

[ < Previous i M=t Finish | Cancel

el 70l 2 MY XA S ZE6I0 HE AFd0| ZEHME VMO §3Ho =2 SEJA=X] 2elgfL|ct.
718l =|H Veeam Backup & Replication2 S E 2 VMOl tist 7| S| 242 ®IHLICH o= A| ot
272 2x|29| MEfIt Failback_O|M Ready & HZAEL|LCE.

1. HIYES 7{8lst2{H * Replicas > Active * £ 0|S5t0] ST VMS MEfSI D OIRA Q2R HES Zalst
* Commit failback * & ME{BIL|C}.

i
o
T
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Replica

L

===

Iﬁ.’r Jobs
{igl Replication
E|'=£| Replicas

Eih Active (8)

ﬁ"l Failover Plans
|_—':: Last 24 Hours
@ Success
[':TL' Warning
[ Failed

oI B

Backup Replication CDP Backup Cepy SureBackup
Job~ Job-~ Policy = | Copy Job~ Job

Primary lobs Secondary Jobs

Home

4

old
2t

'-*.A:,\. Jobs

{f‘gi Replication
E’ﬂ Replicas

[T‘lf Ready

@1 Failover Plans
|_:; Last 24 Hours

B'_; Success

[T;‘ Warning

D’; Failed

T2 M| 201 CHet KEAISE LY

e
™ =) 7 = [ﬂ
o= E == = -~
Import Export  Security &
> Plan =~ Backup Backup Compliance

Restore Failover

Tir
Failback

MName T

9 & L
Unde Commit O
Failback Failback

[tem

Restore

Job Mame

S Cemrar Bamli,

5

il

=i

t Apphcation Add to
Failover Plan =

Manage Replica

Type

Deamiilar

(54 SOLSRV-Of
(55 saLsrv-02
[ SQLSRV-03

(53 SOLSRV-04 | &

(54 SOLSRV-05

Failover now..,

Planned failover...

Failback to production.,

Add to failover plan

(14 SQLSRV-06 |5 Commit failback

N

(53 SOLSRv-07
(54 SQLSRV-08

7 Undo failback

Restore guest files
Delete from disk

Properties..,

Veesm Backup and Replication

Status

Failback

Failback

Failback

Failback

Failback

Failback

Failback

Failback

Creation Tit
9/17/2024
8/17/2024
a/17/2024
817/2024
a/17/2024
817/2024
8/17/2024
817/2024

Restore Actions
Q

lob Mame Session Type Status

[ SQLSRV-08 Commit Failback  Success
[g» SQLSRV-07 Commit Failback  Success
[ SQLSRV-06 Commit Failback  Success
[ SQLSRV-05 Commit Failback Success
[ SQLSRV-04 Commit Failback  Success
[2» SQLSRY-03 Commit Failback  Success
[+ SQLSRV-02 Commit Failback  Success
[y SQLSRV-01 Commit Failback  Success

[ SOLSRV-04
[ SOLSRV-05
[& SOLSRV-05
[ SQLSRV-07
[ SOLSRV-032
[ SOLSRV-08
[ SOLSRY-02
[ SQLSRV-08
[ SOLSRV-07
[ SOLSRV-05
[& SOLSRV-05
[ SOLSRV-04
[ SOLSRY-03
[ SOLSRV-02
[ SQLSRV-01

oy

Switch Replic:

CI

a T, Success

Switch Replica T...  Success
Switch Replica T...  Success

Switch Replica T,  Success

Switch Replica T...  Success
Switch Replica T... Success
Switch Replica T...  Success

Failback
Failback
Failback
Failback
Failback
Failback
Failback
Failback

Success
Success
Success
Succese
Success
Success
Success

Success

ShE VMO| B 22| 29 AfO|EE BRELCE

=2
[S)

O] Veeam A

= XX B

N2 "SHE ¢

Start Time +
9/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
0/17/2024 3:24 PM
9/17/2024 3:24 FM
0/17/2024 3:24 M
0/17/2024 3:24 PM
0/17/2024 3:24 PM
P
9/17/2024 2:04 PM
9/17/2024 2:04 PM
0/17/2024 1:59 PM
9/17/2024 1:58 M
0/17/2024 1:52 M
9/17/2024 1:49 PM
0/17/2024 1:38 PM
9/17/2024 11:47 AM
9/17/2024 11:47 AM
9/17/2024 11:47 AM
9/17/2024 11:47 AM
0/17/2024 11:47 &AM
9/17/2024 11:47 AM
9/17/2024 11:47 AM
9/17/2024 11:47 AM

End Time

9/17/2024 3;25 PM
G/17/2024 3:25 PM
9/17/2024 3:25 PM
0/17/2024 3:25 PM
9/17/2024 3:25 PM
0/17/2024 3:25 PM
9/17/2024 3:25 PM
8/17/2024 3:25 PM

G/17/2024 2:22 PM

=

9/17/2024 2:22 PM
0/17/2024 2219 PM
9/17/2024 2:21 PM
0/17/2024 2216 PM
9/17/2024 2:12 PM
8/17/2024 2:00 PM
9/17/2024 1:49 PM
0/17/2024 1:58 PM
9/17/2024 2:06 PM
0/17/2024 1:59 PM
9/17/2024 2:06 PM
9/17/2024 1:52 PM
9/17/2024 1:38 PM
9/17/2024 214 PM
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Zl2|elL|Cl, .2 210l M= Cloud Volumes ServiceOl|A AfM =l bt BIAE | DAP 2

MHEo| miZl WM E 20| FLICt. Cloud Volumes Service2| LDAP #z|=

a
3! Ll

| 9 e BN Al
$7) SSLS E3t et i

= LDAPE

X[ &SHK| 2E5LICE Active Directorydil A 2835H= 2 CVS - 452 LDAP MEE X[AgL|Ct CVs- SW'— LDAP
MBS X[EsHA| &L Ct.
Mo Teme Source Destination Prodoccl Length | tnfo
TIFRL MGG 16T 10.194.0.6 FTET T LOnEr 235) searchiequest{2) “DCecvsdeso De=1otal™ wholeSubtres
® Z020. 366.3441E1 18.108.0.11 10,194 &.6 LEag 35 searchrespef(2) | searchResmef(2) | searchiednef(a) | fsearchrestone{?) success [0 resulls)

~ sgarchRequost
basedbject: DC-chadpma,D
scopel wholeSubtres (2)
derefaliases: neverderefaliases (o)

local

sizeiimit; @
timeLinit: 3
typesonly: False
» Filter: (&ichjectClasseuser){uidimber=1035)) ; it
w filter: and (8) 2 Hmoric I
w and: (E{objectClass-user){uldmmber-1005)) i i iB T
M oandr ¥ oitess
¥ Filter: (objectflasseliser)
~ and ites: equalityMatch {3)
Vo equalltymatch
attributebesc: objectClass
assertioavalue: User
¥ Filter: (uldNumber=1925)
w and itemi cqualitydatch {3)
W pqualitymateh
attritutebesc: uldiusber
loc: 1425

assertd

Woatiributes:  items
Attribubedescription:
Attributedescrip!
Attributedescrip
Attributedescrip
Attributedwscri
Attributebescrip!
Attribotedescription:

uid

uidhusher
Eidnusber

uniztserfassword
r name

unixHomeDirectory
loginshell

unixUserPassword= LDAPO| 2|8l {2|=[H Yot BIAEZ MEE[X| o A A2 HLHEILICE
72X 92 Windows LDAPE unixUserPassword ZEE A{X| QELICt O] == LDAPE £
S2to|HE| thskd 219212 2|8 Windows LDAPE &30 5t= 2012t ZRtL|Ct. Cloud
Volumes Service= QIAE A0 Ciot Ciztd LDAP 2212 X|SHK| t&LILCE.

®

ChS 2201 AUTH_SYSE S8 NFS K| 0l 21 NFS Kerberos CHte] T3l 24X/ 201 FLICt ZHoj A
MY 4 9= H=t = 74X] 210] Of 2l CHEX|, 1211 T4 B USSIE ABSI0l NAS E2Hof cit Hutxiol
2ok YBtots WS BOISHIAIL.

IP addresses of the NFS client and CVS instance
Genericized NFS call/reply

No. Time Source Destination Protocol Length | Info
380 9.218014 108.193.67.225 16.193.67.219 NFS 346| V4 Call (Reply In 381)
381 9.218480 10.193.67.219 16.193.67.225 NFS 426|iV4 Reply (Call In 389)
382 9.218641 10.193.67.225 10.193.67.219 NFS 370| V4 Ccall (Reply In 397)
397 9.369035 10.193.67.219 16.193.67.225 NFS 458| v4 Reply (Call In 382)

Frame 381: 426 bytes on wire (3488 bits), 426 bytes captured
Ethernet II, Src: IntelCor_7f:da:bc (98:e2:ba:7f:da:bc), Dst: VMware_a@:2c:2d (©0:50:56:a8:2c:2d)
Internet Protocol Version 4, Src: 10.193.67.219, Dst: 12.193.67.225
Transmission Control Protocol, Src Port: 2049, Dst Port: 738, Seq: 6305, Ack: 6569,
Remote Procedure Call, Type:Reply XID:8xef5e998d
v GSS-Wrap
Length: 3@@
GSS Data: 858487ff00000EE00000680025913451ee1d43d298cF3031..
krb5_blob: 650407ff000000000000600025913451ee1d43d298cf3031
v Network File System
[Program Version: 4]
[V4 Procedure: COMPOUND (1)]

(3408 bits)

Len: 360

GSS wrapped NFS calls/replies with no other identifying information
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P addrezsas of the HFS chent and G5 nstance Detaind BFS call types and fin nandln mfarmation

LY Tirne Sourte Destination Protoced  Lemgth] Info

33 @.958480 18.183.67. 201 18.193.67.204 NFS 458 Vit Reply (Call In 32) OPEN StatelD: @xe4sl
’ 34 @.958784 18.193.67.284 18.193.67. 201 HFS 384 w4 Call (Reply In 35) SETATTR FH: @x6c@7918a
| 35 B,9592E4 19.195.67.281 18,133.67. 2084 KFS 358 V4 Reply (Call In 34) SETATTR

y Opcode: PUTFH (22)
» Opcode: SETATTR (34)
w Opcode: GETATTR (9}
Status: NFS4_OK (@)
w Attr mask[@]: exe@iedlla (Type, Change, Size, FSID, Fileld)
regd_attr: Type (1)
» regd_attr: Change (3)
» reqd_attr: Size (4)
» reqd_attr: FSID (8)
~ reco_attr: Fileld (20)
| fileid: 92322541355097892628
w Aattr maskfl]: exedboae3a (Mode, WumLinks, Owner, Owner Group, Space Used, Time Access, Time Metadata, Time Modify, Mounted on FileId)
¥ rECO_Attr: Mode (33} T, iritics
[ > mode; @644, Name: Unknown, Read permission for owner, Write permissicn for owner, Read permission for group, Read Demusmn for Dther‘s I
» reco_attr: Numiinks (35)
¥ reco_attr: Owner (356) Ywner and groop [0 st
» fattrd_owner: rootElTAP.LOCAL
~ reco_attr: Owner Group {37)
» fattrd_owner group: root@NTAP.LOCAL
» reco_attr: Space_Used (45)
» reco_attr: Time_Access (47)
» reco_attr: Time Metadata (52)
¥ reco_attr: Time Modify (53)
» reco_attr: Mounted_on_FileId (55)
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Cloud Volumes Service7t 2Z It £ = LDAPO|M AI2XL 0|2 L= JE O|ES olgt £ A= 4F
e 7t
EJt

Z2}0|ME S| NFSv4.1 ID =HQ12 Cloud Volumes Service 250A AL £Q1 TH|QIT} UX|SH= = HAGHK]
N CHS 22 SE0| LML Ct
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* =
a

Z UNIX AL8XH Y O &0l o=l 2ES
£0| nobody 22 =2 AFEEL|C

ZH0| Cloud Volumes Servicedll 22 $t=20| Y= UNIX AFRXt &

* LDAPO|| 20| Ql= UNIX AF2Xt 8! IE(Cloud Volumes Service?t LDAPE A2t E LM El A2)2 DNS

ToQlo] NFS 22}0|21E2} Cloud Volumes Service 7ol A2 C}

* 2Z SH=20|Lt LDAP 20| 2= UNIX A2 XL &
O|Eo= golstL|Ct S2to|HE0| 0| 20|

CHE2 01T AlLte| 9| ZutgiLCt.

# 1s -la /mnt/home/profl/nfs4d/

total 8

drwxr—-xr-x
AdrwXrwxrwx
—-Yw—r——-r-—-—
—-Yw—r——-r-—-—

—rw-r--r—-

# 1s -la
total 8
drwxr-xr-x
ArwXrwxrwx
—YwW—r——-r—-—
-Yw—r——-r-—-—

—rw-r--r--

nobody nobody 4096
root root 4096

9835 9835 0
nobody nobody 0

R I R I )

nobody nobody 0

2 root root
7 root root
1 9835 9835
1 apache apache-group
1 root root

O X2t i Z Lol cHer XiMet LHE2 “ HE &

o+¢|_||:|._"

LS

Kerberos Z &M

oo &

HA—1L—- A

Feb
Feb
Feb
Feb
Feb

=0
A5

12
12

w W W w Ww

4096 Feb
4096 Feb

0 Feb
0 Feb
0 Feb

:07
:06
12:
12:
12:

07
07
06

w W w w w

= o
:?D:'_I_

OtR = AESHA| i LCt.

2X} D 242 AF235t1 NFS Z20|HE| XX =
Xt IDRF EA|ElL|C},

client-user—-no-name

ldap-user-file

root—-user-file

S20[AE 8! MY ID =H[Ql0] LX|5HH St MY 50| EA|ELICH

12:
12:
12:
12:
12:

07
06
07
07
06

client-user—-no-name
ldap-user-file

root-user-file

ESHUAIRNFSV4.1 B O =3 E AFRXYISS CHAIO & 8HX|

NFSOl|A KerberosE AF23t2{H Cloud Volumes Servicet| A CHS

* Kerberos KDC(H|& MIE| AMH|A)E Active Directory |2l

Hsto

—_ -

IOI
A

OfOF gLt

* LDAP 7|s0i| CHet UNIX BEZ H T AFEX 2 OF £40| U= Active Directory =0[2l(Cloud Volumes

Service2| NFS Kerberosti|= XAt 7|52 ¢

* Cloud Volumes Service

* DNS AMH|A0|| L3t Active Directory =H|QIQIL|Ct

NFSv4.1 3 1 =37 MEXIAES U2 51X g5

NFSv4.1 2&0f|lA 7H& =
oMY = EG7 S50 EA

= =M & ot

ol AF2XF SPN-UNIX AFR Xt OHZl0] T QB |C}.)

OIAEIAQ| CHSH LDAPZt AR SLICE

t= 'user:group’@| 'nobody:nobody’2| ZEOZ 'Is'E AtE5H0]
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o

i
fujn

™ OtSa ZELIoh

sh-4.2$ 1s -la | grep profl-file
-rw-r--r—— 1 nobody nobody 0 Apr 24 13:25 profl-file

=Xt ID= 99 LI},

sh-4.2$ 1s -lan | grep profl-file
-rw-r--r-- 1 99 99 0 Apr 24 13:25 profl-file

Z0 met ool AF/XZE SHIZ X2 ORI OF0| EAEX] g2 & ASLICH

sh-4.2$ 1s -la | grep newfilel
-rw-r--r—-—- 1 profl nobody 0 Oct 9 2019 newfilel

OfF = glLtR?

NFSv4.12| 'nobody' AFEXH= nfsnobody AFEXFR}F CHELICEH "id" HHES A3t NFS 22t0|AHE T 2t AFEXIE
HYHS E S %%LIEP.

# 1d nobody

uid=99 (nobody) gid=99 (nobody) groups=99 (nobody)

# id nfsnobody

uid=65534 (nfsnobody) gid=65534 (nfsnobody) groups=65534 (nfsnobody)

NFSv4.10{| A= 'nobody' AFX}7} fidmapd.conf' THU0H| FO[El 7|2 AL2X0|H ALEE HE AHEAtZ HolY &
UASLICE

# cat /etc/idmapd.conf | grep nobody
#Nobody-User = nobody
#Nobody-Group = nobody

0| EXtE0| MU= LX|SHK| 42 M 7|2 SE2
A= AFE XA 2 AIE St= WYLt

o S20M AFEA SY/EE 2F0| Cioll 'nobody’ 7t EAIE|= 2 0l= LHE Q= NFSv4.10|M Z2X 4 &
S=0| ASE A0ILICt. A O[A UHE= HI[0f| M &Hle = ASLICE

ol & 0 userl@CVSDEMO.LOCA L(uid 1234, gid 1234)0| LHEL{Z|0f| M| ASH= AL Cloud Volumes
ServiceO| A usert@CVSDEMO.LOCA L(uid 1234, gid 1234)2 &2 2 U0{0F BfL|C}. Cloud Volumes Service2|
AHE X7 USER1T@CVSDEMO.LOCA LI B2 YX|SHX| 4&LICHIHE Xt user1 2t 22Xt user1 H|1). CHEE2
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mailto:user1@CVSDEMO.LOCA
mailto:user1@CVSDEMO.LOCA
mailto:USER1@CVSDEMO.LOCA

Z 2 S2H0[AES| HAX| THANM LSS = 5= ASLICH

May 19 13:14:29 centos?7 nfsidmap[17481]: nss getpwnam: name
'root@defaultv4iddomain.com' does not map into domain 'CVSDEMO.LOCAL'

May 19 13:15:05 centos?7 nfsidmap[17534]: nss getpwnam: name 'nobody' does
not map into domain 'CVSDEMO.LOCAL'

S20|HES M= BE AFEXI7E AR 2 XHM0| FHSH= AFE0[2h= O S23H{of BfLICH M2t S2H0|HET B
AEXI0H|A| Cloud Volumes ServiceZt 2= AtERIeE ST HEIL U=X| 2eldta{H tHES =elsiof gfLict.

* * NFSv4.x ID domain. * Client:'idmapd.conf' file; Cloud Volumes Service= defaultvdiddomain.com It S
AEoHH =322 HAT 4 gIELICE NFSv4.12t 871 LDAPE AHE35H= Z2 Cloud Volumes Service= 1D
THQIS AD =HQl1t St DNS M ZH[QI0] AFE FQ Ao = HATEL|C

* *AMEXHO|E U £AHID. * 0| M2 S20|HET ALEXL 0|2 A= /IX[IE BESID 0| MH[A AL[X]|
T (client: ' nsswitch.conf' S/5E£= 2Z passwd X group It)S ZETLIC} Cloud Volumes Service= 0|
+Y 2 gIXITH 2 H3HEl A2 70| LDAPE XSO 2 FIHLICE

Il

gl

0*1
M
o
PS

o

O|§ % =X} ID. * 0| M2 22I0|HEI} OF 0|FS &= UX|IE BHStD 0| MH|A ALK

t: ' nsswitch.conf W/5E= 22 passwd % group IHY)S 22HL|Ct Cloud Volumes Service= 0|E
of
—

clien
2 X2t 2 MotEl 22 7140 LDAPE XS 2 FItgtLCY.

1 4
= [

p =
ot

el RE Z20 2EI0|HEL| AEX X OF ZS=0 'nobody’ 7t EA|Z|™ Cloud Volumes Service?t NFS
Z210|HE 7Io| AM2Xt B OF O|F =H|Q! ID HERILICE O] ALtZ|RE BX|St2{H LDAPE ARSI
S2t0|HEL} Cloud Volumes Service Zt2| AFEXt 8! O & HEE StolgtL|Ct

S2t0[AES| NFSv4.10] it O| 5 ID EXIE S E= SYLICH
NFSv4.12 AH838H= 22 oA M HE NFS ¢ F0i 0| EXtE o] LS|t

NFSv4 IDOf| tist 2XIE &7| 2/l 'var/log/messages’E AHE3H= A 20| S AR E £ JASLICH "nfsidmap -I"
NFSv4 Q10| SHIEH| oiZE ALEXt 0| F2 E2{H NFS 220|HE|M BEHE AN 2.

OE =0{, 0| HH2 SEI0|HENNM HZ £ U= AHEXL 2 Cloud Volumes ServiceZt NFSv4.x OF2 E0|

HM|A5t= O|=o| BH =HYLIC

# nfsidmap -1

4 .id resolver keys found:
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

NFSv4.1 ID =H|QI(0] 22, = NetApp-user)ofl MCHZ DHE | X| = ALEXI7 SLot OIREO| HMASHH IS
0FX|24 1 5}H 'nobody:nobody’ 7t 0| AFSH CHZ SHEHEIL|CH
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https://man7.org/linux/man-pages/man5/nfsidmap.5.html

# su netapp-user

sh-4.2$ id

uid=482600012 (netapp-user), 2000 (secondary)
sh-4.2% cd /mnt/nfs4d/

sh-4.2$ touch newfile

sh-4.2$% 1s -la

total 16

drwxrwxrwx 5 root root 4096 Jan 14 17:13
drwxr-xr-x. 8 root root 81 Jan 14 10:02 ..
-rw-r--r—-— 1 nobody nobody 0 Jan 14 17:13 newfile
drwxrwxrwx 2 root root 4096 Jan 13 13:20 gtreel
drwxrwxrwx 2 root root 4096 Jan 13 13:13 gtree2
drwxr-xr-x 2 nfs4 daemon 4096 Jan 11 14:30 testdir

nfsidmap-l Z20f| A= C|AZ2|0[0f| AFR X} pcuser?t EA|E|X| 2t NetApp-user= HEA|E|X| ¥&L|CH O|= AATE
MK 7%|('65534')2 2AH A2 XIILICE,

# nfsidmap -1

6 .id resolver keys found:
gid:pcuser@CVSDEMO.LOCAL
uid:pcuser@CVSDEMO.LOCAL
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

z27/
"ZA7|H" = o|HUl HEYIE £l 6{2{ SMB 220|AUEN S EFA AZIYIE 215,
Hoh 22 U oY 3R E HSSt= MicrosoftOf| A 7H st HE9|3 Ot 39 T2ESQILICE
ot 3 E0 = CHYet 3] SHCE A4 = A0 IR =& HotS Sl AM|A MO E
N3t SFE Sl 220U E| M3 ELICE. SMBE= Windows, Apple 3 Linux
S2[0|HEE HIRSIH Z2EZSS X|¥st= Z= 220[EN M3 E = JASLICL

Cloud Volumes Service= SMB 2.1 & 3.x HFo| T2 EZS X|AghL|Ct.

AHM|A HO/SMB &7

* Windows At2X} 0|£0]| Cloud Volumes Service 2&0i| CHe HMAE QASIHH Cloud Volumes Service=
Cloud Volumes Service 2| Xt7t 1At SHH S ALESH0] UNIX AHEX} O|E2 RELILCE.
o

* 22 UNIX ID 22XHLDAP)7} M E|0] Q10 Windows/UNIX A X} 0| 20| S AL Windows AFE Xt
O|E2 &7t 714 210] 1:12 UNIX AF2X} O|EC 2 D{HEIL|Ct LDAPZt M T|™ Active DirectoryE AHE6H0
AH2Xt S O ZH|of CHSt UNIX $48 S AREL|CE

* Windows 0|22} UNIX 0| 20| SUsIA| LX|SHX| % 2™ Cloud Volumes ServiceOllA| LDAP 0|2 0HZ 1AM S
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)

AFBE 4 Y2 LDAPS 4510} BHLICHAA A7) HICHE 0|2 04Zo| LDAP ALS™)E S=iBtict,
o

* LDAPE AtE3HK| gf= &2 Windows SMB MRXP'— Cloud Volumes Service2| 7|2 ZZ UNIX A2 X}
"pcuser"Z OHL 'LI Ct &, HE|ZZEE NAS S 0|M pcuserZ L E[= AFZ X7t WindowsOl A X st
IHUO| UNIX 2RH2 pcuser=2 EAIBLICE 47|0f L= 'peuser'= AHA A 2|5 A 2HE(UID 65534)2| 'nobody'
A XHL|Ct

SMBEt At25H= HHE 0| A= "pcuser” OHZI0| A& EHASEX| T Windows A2 AL B I8 AQHO0| SHIZH| BA|E| 1
SMB Mg =50 cHst NFS HMATL S|2E|X| OO 2 2X|7} £|X| QELICE 3 SMB M8 252 MAHEl =
NFS £ 0|Z T2ES 220=20| M3tS X|YsHX| &aLch

Windows+ Active Directory =H|Q! ZIEE2{0| M ALEXt 0|5 2150 KerberosE A& ®LICE O] & AD DCQ}

AEX} 0|E/2s wsto| ZRSHH 0|= Cloud Volumes Service QIAE A 20| Q&L|C}H Kerberos 152 SMB
Z210|HETI \\MH 0|E' UNC EE2E A6t 42 MEE|H CFS Z70| M EEIL|CY.

* Mt O|Z ol CiEt DNS A/AAAA B 50| JAELICEH
* SMB/CIFS M| A0 58t SPNO| SERVERNAMEO| ZxgL|Ct
Cloud Volumes Service SMB 2&0| MM &[H MMof| Ho|El CHZ A|AR AHE 0|F0| WHELICH "Cloud Volumes
Service”t Active Directory0f| EA|Z[= 24" Cloud Volumes Service= DDNS(SX DNS)E &85t DNSO|

L3t AAAMA 3 PTR S22 AA61D AIAH 7 Hot ZA0 T3 SPN 22 MA6}7| B0 sgh A2
7;"I-I 0|EE SMB & 0o OHA-”A 74;7'- EI|__||:|-

@ PTR &=& ZHd3t2{H Cloud Volumes Service QIAEIA |P FA0| Cist Futsk X3 O| DNS
MEO]| L0{OF BfL|CE.
0l£ £0], 0| Cloud Volumes Service 282 "\\cvs-east-433d.cvsdemo.local' UNC 28 ZZZ A28fL|Ct.

Active Directory®l| A= Cloud Volumes ServiceOl|Al Aot SPN &50| CtS 2t Z&LICt.

PS C:\> setspn / S-EA
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
HOST/cvs-east-433d.cvsdemo. Tocal

HOST/CVS-EAST-433D

PS C:\> nslookup CVS-EAST-433D

Server: activedirectory. region. lab. internal
Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local

Address: 10. xxx.0. x

PS C:\> nslookup 10. xxx.0. x

Server: activedirectory.region.lab.internal
Address: 10.xx.0.xx
Name: CVS-EAST-433D.CVSDEMO.LOCAL

Address: 10. xxx.0. x

MEHMO 2 Cloud Volumes Servicet|A SMB 3701 CHet SMB Y225 AH/Q A0 O B2 HMA HOHE
HE2g £ USLICEH JEXEQIE F StV SMB S S 3HE K| °10fx| E HAR HM AT S EE[X| §&LICEH
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SMB 0|2 =& A2
=2 ojof ot ok 2RI} ez

Z0]| w2t 2[Z AF2XI7} Cloud Volumes Servicedl| AF2 £ ZAEE A/H 0|22 ¢ =Ll
2 UELICH = £ Z AEXI0f|A| O ZHEtSE HMA A2 E HSst = FRE UJSLICH 0| 22 SMB A2 MAMe
& AELct

SMB 28 ZZ0]| Cist €4S otE8{= 22 DNSO|AM CNAME 2|ZEZ L7l HAlS 223 4 Q&LICL oS
=0 0|.=.0| \\cvs-east-433d.cvssdemo.localO| Ot:l S0 MM ASE| 26l \\cifs"E AtESHE| Kerberos 2152
A% AtEst{H 7|’° A/AAAA B|ZEE J}2|7|= DNS2| CNAMED} 7|Z HEE A Ho| Z=7HEl 227} SPNO|

Kerberos MM AE XS TL|C}.

cifs Properties ? X
Alias (CNAME)  Security

Alias name (uses parent domain if left blank):

=

Fully qualified domain name (FQDN):

cifs.cvsdemo.local |
Fully qualified domain name (FQDN) for target host:
CVS-EAST-433D.CVSDEMO.LOCAL Browse...

OK Cancel Apply
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PS C:\> nslookup cifs

Server: ok-activedirectory.us-eastd4d-a.c.cv-solution-architect-
lab.internal

Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local
Address: 10. xxx.0. x
Aliases: cifs.cvsdemo.local

M SPNg F7t¢5t = MM E|= SPN #2| Lt

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
cifs/cifs.cvsdemo. local

cifs/cifs
HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

o2l X0 M= CNAMEO| HZE SPNE ALE5I0] MM 2 RS = + ASLICL

431 4.156722 SMB2 308 Negotiate Protocol Response
432 4.156785 SMB2 232 Negotiate Protocol Request
434 4.1581e8 SMB2 374 Negotiate Protocol Response
435 4.160977 SMB2 1978 Session Setup Request
437 4.166224 SMB2 322 Session Setup Response
438 4.166891 SMB2 152 Tree Connect Request Tree: \\cifs\IPC$
439 4.168063 SMB2 138 Tree Connect Response
realm: CVSDEMO.LOCAL
v sname
name-type: kRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: cifs
SNameString: cifs
v enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)
SMB 215 2o

Cloud Volumes Service= CHS2 K| A LT "2 SMB Q1529 22

* LM
* NTLM
* NTLMv2

» Kerberos

-

ILIC}. AES 5! SMB &332

Lo

SMB &7 HMAE 2/t Kerberos 2152 AHBE = U= 7Ha oHESH Q1B &
2Hd3otstH Hot £F0| LS FOFLICH,

EESt Cloud Volumes Service= LM % NTLM 2150 CHet 0| HMoto| et S K| EL|Ct. Kerberos?t &5
THE H2(0: SMB HA MM Al), 37 HMAES NTLMv22F 22 F|eot 015 dHO Z | Z0tZfL|Ct. O|2{st
HFHLIE2 Eotdo| Ho{X|7| 20| L2 Active Directory 2t A0 A= H|2HHSHEILICH F|efst 915 WS ALESHX]
A E MGt KerberosE MCHE FASHA| O™ CHA| ALE S fEot 215 BHHO0| 87| E20 S/ HMATL
ATfStL|Ct.

91


https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280

Active DirectoryOllA| X|IE|= Q15 &2 3 f

LAN Manager 215 2{|&".
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e
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30
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r
i

ACEZt1 8h= AFEX} = JEOf Chish A #ots 27otHE ACLO| #FgLICH NTFS & 3._8 UNIX 2E HE}
SY AR 712 MEE AESHRIR ARE 7IM 27|, EH HSII/C0IH =7}, £4 M7| Sap 242 Hit
Mot oFE MM A Hof(E4 Heto|2ti e o2 2tEe = ALt

HEZE UNIX 2= H[E= NTFS Hetdh Seot 29| MEst +=FS MIotA| 45 LICHO: ACLOIA JHE AFE X} 8
OE iAol cHet Hots HFSALL 2 £4S AHY £ AUZ). 2L NFSv4.1 ACL2 NTFS ACLZH S 2ot
7152 M3t

NTFS H3tS 29 HoHart O TAIE0|H 29 Aok} S| AFRE 4 UALICH NTFS ot 2ZR0IM= 7ha
Hsts ol Asto| HEILIC mhatk AFBXE = IS0f ch3t HAIX Hizo| 2 nA Bt Hole uf FA
HOf Lt @ MBHLICE,

NTFS #3t2 Windows SMB Z20|HE0f| A H|0{ElL|C}.

At

—_

OH
=)

T HSHS NTFS Heh(7I/HB/2E HOfet Sih=Ct of ULHEO|H, SMB BRC| £7| 22 HofghLIT o]
NFS LHELH7| %4 20| HS Sralnt QARSILICE

NFS LHELH7| HXH HXI2 |P F=4 E SAEO|EL Z2 TAE VU HHE Edf| HNAE HO{stX|2F SMB &%
Hote 3 ACL01|A‘| ArE2X} 3 O ACES AE25H0 BMHAE HO{E = UELICEH Windows 22I0|HE =
Cloud Volumes Service &2| Uloﬂkl -3- ACLZ AHE £ ASLICH

722 SR ACLEY £7| 2F ACLO|I= 2= &eto] Qs ZE AEAZF ZetE LT T ACL2 HEE|0{0F
SHX|2t S Het2 SRl Aol chieh oh Metol| ofs FAELICE

—_

£ =01, ArZXI7t Cloud Volumes Service & It ACLO| CHt 47| UM AR 51 25| = FR ChZ 121t 20
ST ACLO| 2= 0| A= AFEAIZE EFE|0 A0 T 8 EE0 M-dof| chet HAAT} 71—'?'—5.=.'L|Ef.
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https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level

ecstatic-angry-jonarnar Properties X

General Publish Share Permissions  Security

Group or user names:

ecstatic-angry-jonarnar Properties
General Publish Share Permissions Security
Object name:  WCVS-EAST-433D\ecstatic-angry-jonamar

_('ioup OrF USer Namas.;

a CVS-SVC
‘ Justin Pansi (pansi@cvsdemo local) |

To change permissions, click Edit.

Add Remaove Edit..
Permissions for Everyone Allow Deny Pemissions for Justin Parisi Allow Deny
Full Control bl O Full control £
Change ] O Modify
Read = O Read & axacuts v
List folder contents v
Read v 5
For special permissions or advanced settings, click Ad
Advanced. xonoed
I o] o (i
= v P L » Network » cifs » ecstatic-angry-jonarnar v U | Search ecstatic-angry-jonarnar @
~
Name Date modified Type Size
3 Quick access
B Desktop * This folder is empty.
¥ Downloads g
5 Documents b g
- Destination Folder Access Denied X
|&=! Pictures b
System32 / You need permission to perform this action
% This PC {J ecstatic-angry-jonarnar

w GFCCache (D2)

¥ Network Q

Try Again Cancel

A/ 40| Hot HTIE RO C1S2 2HSHYAIL.
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https://www.varonis.com/blog/permission-propagation/
https://www.varonis.com/blog/permission-propagation/
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Backup Users

Provide a comma separated list of domain users or a domain group name that require
elevated privileges to access volumes created by Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve

Security Privilege Users

Provide a list of comma separated domain user accounts that require elevated privileges
to manage security log for the Active Directory associated with Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve

MEst Hot0| = MMCE E4H Cloud Volumes Service 22 18 248 XtAS 2 £ JUSLICL CHS
Cloud Volumes Service 252 AFE5I0 F7HE ALEXE B2 FL|CL.
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Administrators Properties

General

él; Administrators

Built-in Administrators group

Members:

A Administrator

* 4 CVSDEMO\Domain Admins

Changes to a user's group membership

Add... Bemove are not effective until the next time the
= - user logs on.
OK Cancel Apply Help
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Security Environment Sessions Remote control
General Address  Account Profile Telephones Organization

Remote Desktop Services Profile COM+ Attribute Editor
Attnbutes:

Attribute Value o

name asymmetric

objectCatego CN=Person,CN=Schema,CN=Configuration,

objectGUID de489556-dd7b-43a3-98fa-2722f79d67ed

objectSid S-1-5-21-3552729481-4032800560-2279794

primaryGrouplD 513 =( GROUP_RID_USERS)

pwdLastSet 1/19/2017 1:56:34 PM Eastem Standard Tim

replPropertyMetaData AttID Ver Loc USN Org.DSA
|_sAMAccountName ___asymmetric _

sAMAccountType 805306368 = ( NORMAL_USER_ACCOUN1

oa_ unuser]

uidNumber 1207

NFS 220|HEN A UNIX O|E2 FH2|E £ JUX|Tt Windows O|E2 FH2[e = §ASLICE

# id unix-user
uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
# 1id asymmetric

id: asymmetric: no such user

NFSOl|A UNIX-USERZ IS £ m NFS 220|¢EQ| Aut= Cr2a Z&L|
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sh-4.2$ pwd

/mnt/home/ntfssh-4.2$ touch unix-user-file

sh-4.2$ 1s -la | grep unix-user

SERe———== 1 unix-user sharedgroup 0 Feb 28 12:37 unix-user-nfs
sh-4.2% id

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)

Windows 22}0|HENM It AR X7F ZHHE Windows AFEALE B- &[0 J=X| &ele = &L

PS C:\ > Get-Acl \\demo\home\ntfs\unix-user-nfs | select Owner
Owner

NTAP\asymmetric

HICHZ, SMB 2210|AE 0| M Windows AF2 X} HICHAI O 2 MAEI THUS T} S AE0|A9t 20| A UNIX
AQXFE FA[BHLICH

SMB:
PS Z:\ntfs> echo TEXT > asymmetric-user-smb.txt
NFS:

sh-4.2$ 1s -la | grep asymmetric-user-smb.txt

—TWX—————— 1 unix-user sharedgroup 14 Feb 28 12:43 asymmetric-
user-smb.txt

sh-4.2$ cat asymmetric-user-smb.txt

TEXT

LDAP &2 HfQIE

Windows Active Directory =@l ZAEZE2{2| FAMOZ QI8 "Microsoft £t # 11 ADV190023" DCO{|A| LDAP
HIRIEE & &%= WHE HASLICL

Cloud Volumes Service0l| O|X|= ¥k Q= | DAP 2210|HEQ} £2UtL|C}. Cloud Volumes Service= S1xH| xH<
HRI=l S K| 2ISHK| 2&LICE Cloud Volumes Service= &2 Sl 7|2H 22 LDAP ME 2 X|/SIEE LDAP
g Hield 2 22X 7} £[X| gF&LICE xf'D vl o] M™El LDAPO| HIQIESH= O 2X[7} = 22 ADV1900232]
JHM CHAHE 43810 Cloud Volumes ServiceOllA LDAP HIQIE 0| M8t 2 &{2¢tL|C}.

DNS
Active Directory®t Kerberos 25 SAE O|& O IP/IP L A E 0| &f¢lof| CHet DNSO| CHet 454 S JHELICE
|

DNSE g2{H ZE 530| E2{ 2/0{0f BtL|C}. Cloud Volumes Service= DNS 2|2EE £H35IX
A8 S KISHR| gb&LICH "CIO|LIE] DNS" HIEQIZ QIET0] A,
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DNS Z|ZEE 0| EE £ A= MHE H|$tst == Active Directory DNSE A% 4= QIELICH XtAst LIS S
EZSH A2 "Windows DNS EHot",

Google ZEHNE L{Q| 2|aA = 7|2XOE Active Directory DNS2F HAE|X| 842 Google Cloud DNSE
AL2EILICH 222 = DNSE At83t= 20| E = Cloud Volumes ServiceOf| A EH2tsH= UNC ZZ2E atolgh &
S1&LICt. Active Directory =H|Q10f| Z7I5t Windows 22t0| E = Active Directory DNSE AHESHES 714 =0
AOM 0[2{3t UNC ZZE &Qlet & UELICH

Active Directory0i| 22t0|HE S HZBS2{™ Active Directory DNSE A2 2 s DNS A S FA6HOf ghL|Ct.

L Q0| w2t Active Directory DNSZ2 ™2 MESIEZE Cloud DNSE 74T 4= UELICH 2 #ESIMAIL
"220|¢ET} SMB NetBIOS 0|2 &2le + gl= O|RE FAYULIIIE EZSHHAL,

@ Cloud Volumes Service= 21X DNSSECE X|SIX| O DNS #2|= LUt HAEZ S~HMEILICH

Ifel KA 244}
14Xl Cloud Volumes ServiceO| A X| & E|X| t&LICt
OLE|HIO| A B

Z22}0|AEQ| Cloud Volumes Service¥lAl NAS & 301 CHe HFO|2{ A YAl HALE 3l 8H{OF SrL|Ct 34X Cloud
Volumes Service2t EHEl 7|2 HIO|2{A BHAMO| iE&LICH

MH| 2 e

Cloud Volumes Service /2 Google Cloudd|A| Bil= MH|AS 22|t T of2] MEkS
A8 EES E26t1 /K| b= AMAE EX|efL|Ct,

2t M2 J|EMOZ CHE IHO ZHE MMA HIAE NSt AHUIZ 2| £|H, Cloud Volumes Servicel| 2 &
HHE= ™A lo|e HZ|E 23t 1R3 ULAHO|ALL VLANS ZHA| ELICH AHRXEIt Q15 E[H SDE(Service

Delivery Engine)= i HIHEQL 2tAE 74 O|O[E T IS = USLICL

=e[H =et

ST ALH 5012 W FL, HA AIX|LI0j2} NetApp LHE S X2 AIX|LIO|(FSE)Et 225 &l /8t #0|x]
2 2ol AYAZ 2 YALICL AE2(X] G HIEYT Bl SBEIX| StALIC Ol2fet HF 2|aA0t st=gof K|
22| 22 28 S UBLIC

D % EA| 2IX|(RU)7t Z&HEl SOW(Statement of Work)dil CH$H E|ZI0] 2dg| 11 J|EF B E
ILICt. NetApp FSE2| 22 COLOE 3l AFO|E WE E|ZIZ H|7[sHioF 5t E|ZUofl= ZhAL

MR =t I =
el MIE FE, =t 3 A|Zto] ZSHEILICE FSEE SOWE= LHR X O E NetAppdl| MEELICE

#% Ax|L{ojel H 2
E I
=g 93ty

2gH
Cloud Volumes Service2| & &2 29 IX|L|0{2 Tt SRE(Site Reliability Engineer)E2 M E|H, 22IRE =8
MH|AE I8t NetApp HE X[ AX|LI0| W MEL{= StEL0fofl T3l A ELICH 2E 2F & 8|2 Google
CloudOflA Zrieh o~ A & QIBE|UCH, H|7|El ZE E|ZU0] Choll XiAlet 2t 7|S0| | XIEILICH Eot A% HEY
2| 3l S0 T2 MAE Solf 2f 2Fo| MHESH| HEE=X| gele = AFL|CH

SRE El2 #AEE Zg||ol2 22|81 H|0|E{ 7} Ul KoM BHllE =Y ! Cloud Volumes Service 2AZEY|HZ
2tREIE|= BHAS 2t2|BL|Ct SRE B2 Eot 28 U inode Z|CHZ 0 22 A|AH! 2|AA S Z2|SL|Ct SREE 1074
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ot SRE E3
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ML

g 48 57|
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c ASHHAZ 2E T2 — NetApp CryptoMod
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* TR-4616: ONTAPO|| A NFS Kerberos
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