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HZF UNIX OHY HAA Aots AF Lot

* Q| BE UNIX DY HAA otgh L0 49| Ll E2|of 2458 £ gl= ACLO| /=
HIEE 7|2O 2 = 7|2 ACLO| M ZHA|of| A ElLICt

ox
0]
ozt
2
A
uo
ra
Ha
[n

* QMO B UNIX It A M|A Hotat ate|of QUX|TH A9 CI2 E2[0| ACLO| U= 7042
SO0 X™HE AR A2 CIHEZ[S] ACLO| = ACE= M Ot tE= CIEIER|0f 2fsh A

ACE &3t

NFSv4.1 ACL AtE ot Ll CHEXL B 22Xt g ('rxtney' S)2 AHE8I0] BMAE MOJRLICE O|2{8t 2Xt 740l
Chet XEMITH LHE2 S HZSHIAIR "UH: NFSv4 ACL AFE".

umask % ACL &&%2 ALE5H= NFSv4.1 ACL 5%t

"NFSv4 ACLE AFE26tH ACL A& 2 HZ2E 4= Q&L|CH. ACL A4 2 NFSv4.1 ACLO| MHE =l JiA| ofzof MM =l
OHY = Z0 7L O] FAOf| 2t ACLS A4S e 4= QS8 olO|etL|ct "ACL Af< ZefaQlL|ct,

"umask(umask" 2t2|Xt 7§} 810| CIAE{2[of| M Tt EHE oHE £ U= HE =& M o{Sh= o ArELICt

712X OZ Cloud Volumes ServiceOl| M= umask 7+ 0ff 2} oAt S| = SEHS LIEHL = AL EIACLS M QIS 4~

ULZE BfL|CH "RFC 5661".

ACL g4 X|H

NFSv4.1 ACLOJl= SH3t 34/0| &LICH CHS2 Tioll MFE ACE oiMLICH
A::ldapuser@domain.netapp.com:rwatTnNcCy

2ol o= of ACL ¥4 X|E S mWELICE.

type:flags:principal :permissions

A°I A2 "518"S 9|0|L|Ct o] B2 ot F=H|7F 2F0] Ot &
AELICH S ACEE A 2=0| OfLIE 2 ZAL Z2{08 dFd &
22 2 HEsIA AL "http://linux.die.net/man/5/nfs4_acl".

% '<'>'*'6'}X| ofoOZ At a7t MR E|X|
F. NFSv4.1 ACLOiI CHS XEAIBE

>
[[|>
F

NFSv4.1 ACLO| Mt 2 HFE|X| AL S2H0|HE Sl MHOf|M 0|5 EXIE S &Y == gl= E2 ACLO|
Ol 8= ZrSSHA| §57HLE ACL HEO| MEE|X| o0 @F7L et = AUEL

F
Il

HE 2FO0= ChS0| ZehE LT

Failed setxattr operation: Invalid argument
Scanning ACE string 'A:: user@rwaDxtTnNcCy' failed.

AR A

NFSv4.1 #stof|

= ALEXIof CHet HAIX AR E40| ZeHE = UASLICE M2H NFSv4.1
ACL2 7|2XMO = -denyE *f%ﬁ

20 ACLO| HAIMOZ ACEO]| 2lsH 2| X| ko™ HEEILICH HAIN
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|
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5 EMS AMAACES AN EE BAIHOR HEolB|Tt
745 ACES Ddes 54 Ej02 MHELICH

Otz ool M group@2 2ZE 17| 5 A S 515X ZE MT| MM A= HEELICH

sh-4.1$ nfs4 getfacl /mixed
A::1ldapuser@domain.netapp.com:ratTnNcCy
A: :OWNER@:rwaDxtTnNcCy

D: :OWNERQ@:

A:g:GROUPE:rxtncy

D:g:GROUP@:waDTC

A::EVERYONE@:rxtncy

D: :EVERYONE@:waDTC

HE ACE:= 222810 S5 = JALDZ JHssHH L|sHof LICE AIMZ FOlE|X| 242 ACL 518

(@]
QAAIHOZ HHE LT 5 ACET AE|B AR X0 oM A HEto] HojE ZHOZ AT 2O N2}
Hed 4+ ULt

29| ACE T2 HE H|EO|M 7552t S5, 0|= CtE2 2|0|ghuCt.

KoflAlE 2E #eto] ASLCE

AO
A9
+ 282 97| HeYLct.
=

NFSv4.1ID =0j[Ql o BL5H

NFSv4 12 ID =H|Ql ofE =2|E B0t A SO = 28610 NFSv4.1 OI2E0| HMASHH = ALEXIZE AXIZ
XAS0| FTESHE AF2XIRIX| 2HolgtL|Ct. 0] 2L NFSv4.1 2210|AHENM S0{2E= AF2XL 0|2 & OF 0|24
o|E —.-_—Xfoc'OI Z 712 1 Cloud Volumes Service QIAEAZ HLJEIL|Ct AF2X} 0|2/1ZF 0|2 49l ID 2X1E Z&H0|
UX|SIX| QO™ AL X} Bl/E= T E0| 220|HE Q| 'Vetc/idmapd.conf IO X|HEl 7|2 nobody AHE2XIZE

SEYLIC

0| ID 2XIE 2 E3| NFSv4.1 ACL S/EE= KerberosE AI2%tH= 2R HAESH AT =42 I8t @F AFILC.
mEtA MEst AFEXH S 35 0|8 ID &el2 2ld 2210|H E2} Cloud Volumes Service 0] 2t 2 R XI5 |
2[sHl LDAP MHQt 22 |E MH|A MH Z&540| gt}

Cloud Volumes Service= A 7|2 ID =02l 0| 2}l ddefaultvdiddomain.com & AF2ELICE NFS
Z2I0|HE= ID =02l 0| Mol CHolf DNS =l 0|22 7|2 MEE|X|Tt, Vetc/idmapd.conf 0| A ID =H| 2!
O|EES 8= ZHY 4 JUSLILCE

Cloud Volumes ServiceOl|lA| LDAP7} ZA3t=l 22 Cloud Volumes Service= NFS ID =092 Xt= 35510
DNSO|A A =H|Qlof CHol M= CHE HAT o~ QIOH, CHE DNS Q! ZM 0|E2 ALESHX| b= ot
%Ef0|°1§§ MY UQIt GELICE

S A
NEER

mjo
Jhot

Cloud Volumes ServiceZt 22 It tt= LDAPO|A A2t 0|E t= O E 0|2 22 cOel

rr



LDAPOM ALEX} O|E EE= O O|ES HE & 8l= 32 <XAHID 40| AFEE|H NFS 220[HEJH 0|ES MU=
SIQISL|CHNFSV3 S&Hat RAL).

Z210|AHES| NFSv4.1 ID E=H|QI2 Cloud Volumes Service 2F0A A2 £0I ZH|Qlu} AX|SIZZE HES}X|

B OHE0 22 SEO| ALt

* 2H UNIX AFEXL S 50| HolEl FEQ Z0| Cloud Volumes Servicedll 22 &=0| U= UNIX A X} 8l
20| nobody 202 AR EEL|C}

* LDAPO]| 20| = UNIX AF2XE %! 3E(Cloud Volumes ServiceZt LDAPE A3t 2 1M El A2)2 DNS
L0210 NFS 220|¢ E2} Cloud Volumes Service Zt0| M2 CHE AL OFF T AMESHK| Q& LILCE.

* 2% &=0|Lt LDAP &=50] 8l UNIX AFEXt 8 O F2 <AL ID 24E AF8dtal NFS 22t0[HE0)| X[ FE
Ol = eiQlgtL|Ct. 2ct0|HE0| 0|F0| RH2™ ==X IDTH EA|EL|C}

CtE2 01T AlLt2|22] ZatiL|Ct.

# 1s -la /mnt/home/profl/nfs4d/
total 8

drwxr-xr-x 2 nobody nobody 4096 Feb 3 12:07

drwxrwxrwx 7 root root 4096 Feb 3 12:06

-rw-r—--r—— 1 9835 9835 0 Feb 3 12:07 client-user-no-name
-rw-r--r——- 1 nobody nobody 0 Feb 3 12:07 ldap-user-file
-rw-r--r-- 1 nobody nobody 0 Feb 3 12:06 root-user-file

S20[AE 8l MH ID =0[Ql0] HX|5HH Set I S50] EA|ELIC

# 1s -la

total 8

drwxr-xr-x 2 root root 4096 Feb 3 12:07

drwxrwxrwx 7 root root 4096 Feb 3 12:06

-rw-r--r—— 1 9835 9835 0 Feb 3 12:07 client-user-no-name
-rw-r—--r—-- 1 apache apache-group 0 Feb 3 12:07 ldap-user-file
-rw-r--r—-—- 1 root root 0 Feb 3 12:06 root-user-file

O| 2|2t sHZ ateHof CHot XpM|eH L2 “ BS HZTSHYAIRNFSv4.1 8 O 5715 AZXYIES HACE 1K
OFAL|C}”

(B =]

Kerberos &4
NFSOl|A KerberosZ At23l2{H Cloud Volumes ServiceOl|A CHS #sto] QL0{0F tL|LCt,

* Kerberos KDC(HIY MIE{ MH|A)E Active Directory =H|Q!

* LDAP 7|S0f| CHEH UNIX MEZ fMYUX AF2XF S 28 20| Q= Active Directory =H|@!(Cloud Volumes
Service2| NFS KerberosOil= Aot 7|52 2/ AHEXF SPN-UNIX AFE X} Oj 0| HeefL|Ct.)

* Cloud Volumes Service QIAE A0 CHsH LDAPZ} AAE|ASLICEH



* DNS MH|A0| CH$H Active Directory =H|QIL|C}

NFSv4.1 8 O £37&= AZXHIES Y2 oFX| g5 LTt

NFSv4.1 10N 7tE S5| eMlst= 22X £ stLh= 'user:group’@| 'nobody:nobody’2] Z8 O 2 'Is'E ARSI
o = EG7 S50 EAR= ALICH

of

i
mujn

™ OHEa 25Ut

sh-4.2$ 1s -la | grep profl-file
-rw-r—--r-—- 1 nobody nobody 0 Apr 24 13:25 profl-file

Xt ID= 99 LT}

sh-4.2$ 1s -lan | grep profl-file
-rw-r--r-— 1 99 99 0 Apr 24 13:25 profl-file

B0l wef oo ARAVE SHIEX2H ORI DF00| BAI=IX| 885 = ASLICE

sh-4.2$ 1s -la | grep newfilel
-rw-r--r-— 1 profl nobody 0 Oct 9 2019 newfilel

OfF L giLtR?

NFSv4.12| 'nobody' AFXt= nfsnobody AFEXAte} CHEL|CE. "id" BES &SI NFS 22I0[AETL ZF A ZXIE
He= WHE & 5+ ASLICH

# id nobody

uid=99 (nobody) gid=99 (nobody) groups=99 (nobody)

# id nfsnobody

uid=65534 (nfsnobody) gid=65534 (nfsnobody) groups=65534 (nfsnobody)

NFSv4.10{| A= 'nobody' AFHEXI7} 'idmapd.conf IHUO| H|El 7|2 AHEXI0|H AFEE 2 E ALEXIE Holg
UA&LICE

# cat /etc/idmapd.conf | grep nobody
#Nobody-User = nobody
#Nobody-Group = nobody

0| 2AI HTS S HokS NFSv4.1 XI0] 344 RAO0|DE 0| 2AIHO| HTH2 UX|6HR 242 uf 7|2 S5
ANHOZ AL 120 ARSH THY U BLI0| A AT 2 Qi ALBKIOIAH| AFAIS St QLT



oY SE0|M AR 8/E= IF0 i3l 'nobody’ 7t EAIE[= 2 0= LHEOZ NFSv4. 1014 B2 74 &
S=0| ASE 20[ELITt. A 0[A LHE= HI[0f| M &fele = AELICE

o€ S0 userl@CVSDEMO.LOCA L(uid 1234, gid 1234)0| L{ELH7|0]| M| ASH= AL Cloud Volumes
ServiceOl M usert@CVSDEMO.LOCA L(uid 1234, gid 1234)2 32 £ U0{0f TL|C}. Cloud Volumes Service2|
A X7 USER1@CVSDEMO.LOCA Lo 22 LXISHA| AELICHCHZXt user1 2t 22Xt usert H|1l). CHEE2|
A2 220|HES| HAIX| TiUO|M CHSE 2 = JASLICH

Oo=2 =2 T M-d

May 19 13:14:29 centos?7 nfsidmap[17481]: nss getpwnam: name
'root@defaultv4iddomain.com' does not map into domain 'CVSDEMO.LOCAL'

May 19 13:15:05 centos7 nfsidmap[17534]: nss getpwnam: name 'nobody' does
not map into domain 'CVSDEMO.LOCAL'

S2f0|AER MHE HE AEXIZE &M Z 0| F5t= ALEO|2t= O SofooF BfLIC. M2t 22t0|HUET B=
AFEXI0fIA| Cloud Volumes ServiceZt E= AF%XFQP St Y2t A=K =elot{H Chz 2 =elsof gLt

* * NFSv4.x ID domain. * Client:'idmapd.conf' file; Cloud Volumes Service= defaultvdiddomain.com Lt S
AESIHH 302 HEY & ELICEH NFSv4.11}t &H LDAPE AH&3H= 42 Cloud Volumes Service= ID
TOQlZ2 AD o[l ST DNS HM TO[Ql0] AL F2l Ao = HATLICE

* *AM2X} 0| U =Xt ID. * 0] M2 %EFOI EJt APRIP O|EE &= fIXIE ZHSt1 0|F MH|A AR(X|
T M(client: ' nsswitch.conf' S/EE= ZZ passwd % group It )S EE8tLIC} Cloud Volumes Service= 0|

MG 4~ AX| 0 2MSIE AR M| LDAPE XSO 2 =7JfstL|C},

**JEO|E YU £XID.* 0] M2 %Ef0|°‘|57f JE OS2 = fIKIE 22Xt 0| MH|A ALK
TM(client: ' nsswitch.conf' /= 22 passwd X group IHY)S &E8tL|Ct Cloud Volumes Service= 0|2
T3 o AXITH 2d3tE A2 70| LDAPE XS 2 FIHRLICE

He| = ZR0| 220[AHES| AHER} &
S2t0|AE Zto| AL = O F 0| EEHI

= —8

Z210|AHE2Q} Cloud Volumes Service Z+2| At

=l nobody 7} EAIE|H Cloud Volumes Service2t NFS

2=
ID HEtAL|CE O ALI2|RE WX|S5tHH LDAPE AHES}0]
Xt 3 OF FEE ehelgtct

E
TéT
[e]]
i

IO

NFSv4 IDOf| cist E2XIE &7| 2lsh '/var/log/messages A8t A o= 2 ALY = JUSLICE "nfsidmap -I"
NFSv4 TH|Qlol| SHIEH| oH T El A%t 0|2 E2{H NFS 220|HE|M BEHS AN 2.

oS 501, 0| BB

2 SC0|AHEN A &S £ A= AKX Y Cloud Volumes ServiceZt NFSv4.x OF2E0|
MM ASH= 0|29 HEH

s2QILct,

# nfsidmap -1

4 .id resolver keys found:
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL
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mailto:user1@CVSDEMO.LOCA
mailto:user1@CVSDEMO.LOCA
mailto:USER1@CVSDEMO.LOCA
https://man7.org/linux/man-pages/man5/nfsidmap.5.html

NFSv4.1 ID =H|1(0]

7:107:

oT,

NetApp-user)ofl M|TH= DY E|X] o= AHEXVL St D2 E0] UM ASHH A S

0FX|24 1 5}H 'nobody:nobody’ 7t 0| AFSH CHZ SHEHEIL|C

# su netapp-user

sh-4.2$ id

uid=482600012 (netapp-user),

2000 (secondary)

sh-4.2$ cd /mnt/nfs4/
sh-4.2$ touch newfile
sh-4.2$% 1s -1la

total 16

ArwXrwxrwx

drwxr—-xr-x.

- Irw-r——-r—-
ArwXrwxrwx
AdrwXrwxrwx

drwxr—-xr-x

N NN P o Ol

root root 4096 Jan 14 17:13

root root 81 Jan 14 10:02

nobody nobody 0 Jan 14 17:13 newfile
root root 4096 Jan 13 13:20 gtreel
root root 4096 Jan 13 13:13 gtree?2
nfs4 daemon 4096 Jan 11 14:30 testdir

nfsidmap-l Z=0{| M= C|A
M H21('65534")2] 2F AL XHULILCE,

# nfsidmap -1

Z8|0]0| AFE X} pcuserZt EA|E|X|Tt NetApp-user= EA|Z|X| &LICH O] AAXE

6 .id resolver keys found:

gid:
uid:
gid:
uid:

pcuser@CVSDEMO.LOCAL
pcuser@CVSDEMO.LOCAL
daemon@CVSDEMO.LOCAL
nfs4@CVSDEMO.LOCAL
:r00t@CVSDEMO.LOCAL
: Y00t @CVSDEMO.LOCAL

Sa7|Y

"ZAI|H" = 0|Hul HEYIAE E8l 6{2{ SMB S2I0|AHEN S EEA AEIYIE 215,
ol 2Z2 A o 3RE Xﬂ:'-3f MicrosoftOf| A 75t L E 4:' Hfoe' 37 Z=EZLICL
ot 3 Z0 = LYot SR SHOE Ade = A0 IR =& HotS Solf AM|A MO E
M3tz SFE Sl Ealafo|01501| X ZELIC. SMBE= Windows, Apple %! Linux
Z2I0|HEE H|ZI ZEEZSZ X|JSt= ZE S2210|HEN MSE & JASLICE

Cloud Volumes Service= SMB 2.1 B! 3.x HFQ T2 E

AN A H|Ol/SMB 37

* Windows At2X} 0|£0]| Cloud Volumes Service =
Cloud Volumes Service #2|XI7F LM $H HHHS

* Q|2 UNIX ID 23XHLDAP)7t M =0 Q11 Windows/UNIX AFEXt 0| 20| st AL

12

X[ gLct.

22 X
EE

0| CHSE HMAE QESHH Cloud Volumes Services
AF25H0{ UNIX AF2XL 0|2 At&L|C}

Windows AF2 X}


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)

O|E2 F7t 714 20| 1:12 UNIX ALEX} O|EC = D{ESIL|Ct LDAPZ} HHE[H Active DirectoryS A&+
AFE2XE 8 O E ZHA[of CHSE UNIX M8 S AEISHLCE

=
* Windows O|E 1 UNIX O|S0| SLStA LX|SHX| 29 ™ Cloud Volumes Service0l|A] LDAP O|S OHE 1M 2
ArEE £ JEE LDAPE 760 BrL|ChAMIM & Zx) "H|CHE 0| S OfZIof| LDAP AHE™)E S2IEL|Ct.

* LDAPE ArE3}X| b= 2 Windows SMB A2 XH= Cloud Volumes Service2| 7|2 22 UNIX A Xt
"pcuser'= OHEEIL|CE &, HE|ZZEZ NAS &t B0l A pcuser=2 OHEE[= AHRXE7F WindowsOf| A Zf4 St
IHA0| UNIX 2R3 S pcuser2 EAIELICE 047]0]] = 'peuser'= A4 2|54 2F(UID 65534)2| 'nobody'
AHE XLt

SMBZF AtE5H= B Z 0| M= "pcuser” DHHO| A& 2AUSHX| 2 Windows AFEXL 8! 5 ARZ0| SHIZA| AL
SMB M & Z &0l Ciot NFS HM| ATt S{EE|X| D2 ZX|7t &[X| #&LICH E3t SMB M8 E82 MHE =

NFS EE= 0|5 TZ2EE E50Z0| MaS XSt t&L|Ct.

Windows= Active Directory =[] ZAIEEZ{0|| A AL X} O|F 2150l KerberosE AHEEfL|C} 0| 2 AD DC2t
AL Xt 0|5/ wEto| R3IHH O|= Cloud Volumes Service QIAE A QIH0f| AESLIC} Kerberos 2152 SMB
S2H0|AHETH \\MH 0|F' UNC Z2E M85tz 32 AF8E[H L3 70| Mg EL|Ct.

* Mt O|Z of| CH$ DNS A/JAAAA &20| &L Ct

* SMB/CIFS MM A0 S22 SPNO| SERVERNAMEO| ZXH{stL|Ct
Cloud Volumes Service SMB 2 &0| MMk MMoj| H|El CHE A[A- AH 0|E0| MM EILICE "Cloud Volumes
Service”t Active Directory0f| EA|%[= 24" Cloud Volumes Service= DDNS(SX DNS)E &85t DNSO|

ZR%tA/AAAA I PTR RS M85t 0 A|AR AE 2o FA|of| 2Rt SPN 253 M5ty W20 o AL
AE O|Ex SMB &7 AMlA B=Z7} EL|TH.

-

@ PTR &=22 ZH45l2{™ Cloud Volumes Service QIAEIA |P Z=A0] CHst etk X35 H0| DNS
MEO]| L0{OF BfL|CE.

0l£ £0], 0| Cloud Volumes Service 282 "\\cvs-east-433d.cvsdemo.local' UNC 28 ZZZ A28fL|Ct.
Active Directory®| A= Cloud Volumes ServiceOl|Al A3t SPN &=50| CtS 2t Z&LICt.

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
HOST/cvs-east-433d.cvsdemo. Tocal

HOST/CVS-EAST-433D

PS C:\> nslookup CVS-EAST-433D

Server: activedirectory. region. lab. internal
Address: 10. xx.0. xx
Name : CVS-EAST-433D.cvsdemo.local

Address: 10. xxx.0. x

PS C:\> nslookup 10. xxx.0. x

Server: activedirectory.region.lab.internal
Address: 10.xx.0.xx

Name: CVS-EAST-433D.CVSDEMO.LOCAL
Address: 10. xxx.0. x
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ﬂEHEQE Cloud Volumes Service0ll A SMB 3-R01l Ciiet SMB 2= 3otE H8/275610] O B2 HMA HOE
H UAGLICH A=HRIE F 5tLt7t SMB &2 et E X[#5HA| s*E B HMATF S EEX| EELIT.

= (k=]

Il
>

ﬁgon G2} 215 A8} Cloud Volumes Servicedl At 91 2| A1 018 & olof 3t sot =xo} waet

o=

=
USGLICH E= 2T AEXIOA O ZHESE M A FRE HSdtH=E FRx ASLICEH 0| 32 SMB 22 dde

=

SMB 29 ZZ20] Cist HAIS ntSe{= A< DNSOIA CNAME M2 EZ UA2{X HAS 223t & QAL 62
=01 OIEOI \\cvs-east-433d.cvssdemo.localO| Ot:l S0 HMASE| 2|6l \\cifs"E AtESHE| Kerberos 2152
A& ARSI H 7|x A/AAAA B|ZEE 712|7|= DNSS| CNAMEZt 7| & HEE AHE| 3=7Hel 37t SPNO|
Kerberos HMA S XS ELICH

cifs Properties ? X

Alias (CNAME) Security
Alias name (uses parent domain if left blank):
=

Fully qualified domain name (FQDN):
cifs.cvsdemo.local

Fully qualified domain name (FQDN) for target host:
CVS-EAST-433D.CVSDEMO.LOCAL Browse...

OK Cancel Apply
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MR

CNAMES F7}¢ot = ‘4 E|= DNS Faer x| 2Lt

PS C:\> nslookup cifs

Server: ok-activedirectory.us-eastd-a.c.cv-solution-architect-
lab.internal

Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local
Address: 10. xxx.0. x
Aliases: cifs.cvsdemo.local

M SPNS 27t3t 3 45| SPN H2|LICt,

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
cifs/cifs.cvsdemo.local

cifs/cifs
HOST/cvs-east-433d.cvsdemo.local
HOST/CVS-EAST-433D

2! Z4X0i M= CNAMEO] HZE SPN2 AL ME 4T QF2 = = JASLITH
431 4.156722 SMB2 308 Negotiate Protocol Response
432 4.156785 SMB2 232 Negotiate Protocol Request
434 4.158108 SMB2 374 Negotiate Protocol Response
435 4.168977 SMB2 1978 Session Setup Request
437 4.166224 SMB2 322 Session Setup Response
438 4.166891 SMB2 152 Tree Connect Request Tree: \\cifs\IPC$
439 4.168063 SMB2 138 Tree Connect Response
realm: CVSDEMO.LOCAL
v sname
name-type: KRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: cifs
SNameString: cifs
v enc-part
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ecstatic-angry-jonarnar Properties X

General Publish Share Permissions  Security

Group or user names:

ecstatic-angry-jonarnar Properties
General Publish Share Permissions Security
Object name:  WCVS-EAST-433D\ecstatic-angry-jonamar

_('ioup OrF USer Namas.;

a CVS-SVC
‘ Justin Pansi (pansi@cvsdemo local) |

To change permissions, click Edit.

Add Remaove Edit..
Permissions for Everyone Allow Deny Pemissions for Justin Parisi Allow Deny
Full Control bl O Full control £
Change ] O Modify
Read = O Read & axacuts v
List folder contents v
Read v 5
For special permissions or advanced settings, click Ad
Advanced. xonoed
I o] o (i
= v P L » Network » cifs » ecstatic-angry-jonarnar v U | Search ecstatic-angry-jonarnar @
~
Name Date modified Type Size
3 Quick access
B Desktop * This folder is empty.
¥ Downloads g
5 Documents b g
- Destination Folder Access Denied X
|&=! Pictures b
System32 / You need permission to perform this action
% This PC {J ecstatic-angry-jonarnar

w GFCCache (D2)

¥ Network Q

Try Again Cancel
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o * AHAFC|HIE R[S HABLICHCVS - 85 3 CVS - SW 2R0|M AL 7H5). * O] M2 SMB 22I0|HET}
SMB S72| A CIHEZ|0f] HMAL o~ J=X| HEE HO{LLICH(\\server\share\~snapshot' 3/E =
Previous Versions ®). 7|2 882 MEHE|X| gtSLICH &, E80| 7|2X2E "~snapshot' C|AEE|0] CHet
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Snapshot directory visible: Unchecked Snapshotdirectory visible: Checked
- cvs-parisi (\\CVS-EAST-C2DEB] Properties X ~ cvs-parisi (\\CVS-EAST-C2DB) Properties X
General Network Securty General Network Security
Previous Versions Customize Classification Previous Versions Customize Classification
P A1) Previous versions come from shadow copies, which are P4 Previous versions come from shadow copies, which are
b ¥ saved automatically to your computer's hard disk. < / saved automatically to your computer's hard disk
Eolder versions: Eolder versions
Name Date modified Name Date modified
There are no previous versions available v Today (1)
¢ cvs-parisi 2/1/2022 6:56 PM
Open |+ | Restore |w Open |w  Restore |w
ot || o[ i
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Backup Users

Provide a comma separated list of domain users or a domain group name that require
elevated privileges to access volumes created by Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve

Security Privilege Users

Provide a list of comma separated domain user accounts that require elevated privileges
to manage security log for the Active Directory associated with Cloud Volumes Service.

~ Accountnames
administrator,cvs-sve

MEst Hot0| = MMCE E4H Cloud Volumes Service 22 18 A48 XtAS 2 £ JUSLICL CHS
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BUILTIN\Administrators *

BUILTIN\Backup Operators *
BUILTIN\Guest2!L|C}
BUILTIN\Z1& AFEX}
BUILTIN\E=H[Q! AHEX}

Backup Operators Properties ?
General
éll Backup Operators
Description: ‘ Backup Operators group
Members:
&', CVSDEMO\Administrator
& CVSDEMOl\cvs-sve
Changes to a user's group membership
Add... Remove are not effective until the next time the
- user logs on.
OK Cancel Apply Help
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MMC BolM 22 AFEAH S OF((S 28 FE& °J)% = & AT IHHE =7t E= AASHAL O] 2
TS HEY = USLICH 7I%"—19§ Tl 22| Xt
b k=l

BUILTIN\Administrators 120 Z7}=IL|C}. $x} X &

S0 28
3! 22| X2t Cloud Volumes Service2|

AN
ds
= Lot

& Computer Management (CVS-EAST-C208) || ame

Full Name

Deseription

I Computer Management [CVS-EAST-C2DE) ||

- Noma Cescription
0 Jystem Tock B Adiministrator Built-in administrator account = Gl system Tools i
» (5 Task Scheduler () Task Scheduler *u““ T e
; Event Viewer ; Evenk Vigwer I*Guﬂl Built-bn Gisests Grodp
i Slfa;:d;:hm Y. ??;dmtldm |$Pcu-(usm Restricted administrative privileges
:; Sessians : Sestions ! B Backup Operators Backup Operatons group
il Open Files ] Open Files
~ ¥ Loeal Usors and Grougs « ¥ Local Uers and Groups
! Users L Users
2 Groups | Groups
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Administrators Properties

General

él; Administrators

Built-in Administrators group

Members:

A Administrator

* 4 CVSDEMO\Domain Admins

Changes to a user's group membership

Add... Bemove are not effective until the next time the
= - user logs on.
OK Cancel Apply Help
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SHS ALt

& Computer Management - O X
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Cloud Volumes Service= $Xf LDAP Z2|0|A EH|Ql HEALS AFESHX| QOO Z | DAP 0|E W Z=3|0f|A 042
CO|Ql LDAP 2tZ0| M2 Z53HX| &Lt

CtS 0|0l A= Windows O] "H|CHA!", UNIX O|Z "UNIX-user"E 7! ALEXt2t SMB 3 NFSOl|AM IHU S £
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—o=.=

Cts J20llA = LDAP £40| Windows A{H{O|A] O{EA| EA|=[=X| 20{ FLICH
asymmetric Properties ? X

Published Certificates Member Of Password Replication Diakin  Object

Security Environment Sessions Remote control
General Address  Account Profile Telephones Organization

Remote Desktop Services Profile COM+ Attribute Editor
Attnbutes:

Attribute Value o

name asymmetric

objectCatego CN=Person,CN=Schema,CN=Configuration,

objectGUID de489556-dd7b-43a3-98fa-2722f79d67ed

objectSid S-1-5-21-3552729481-4032800560-2279794

primaryGrouplD 513 =( GROUP_RID_USERS)

pwdLastSet 1/19/2017 1:56:34 PM Eastem Standard Tim

replPropertyMetaData AttID Ver Loc USN Org.DSA
|_sAMAccountName ___asymmetric _

sAMAccountType 805306368 = ( NORMAL_USER_ACCOUN1

oa_ unuser]

uidNumber 1207

NFS 220|HEN A UNIX O|E2 FH2|E £ JUX|Tt Windows O|E2 FH2[e = §UASLICE

# id unix-user
uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
# 1id asymmetric

id: asymmetric: no such user

NFSOl|A UNIX-USERZ IS £ | NFS 220|¢EQ| Aut= Cr2a Z5L|
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sh-4.2$ pwd

/mnt/home/ntfssh-4.2$ touch unix-user-file

sh-4.2$ 1s -la | grep unix-user

SERe———== 1 unix-user sharedgroup 0 Feb 28 12:37 unix-user-nfs
sh-4.2% id

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)

Windows 22}0|HENM IHY AR X7F ZHHE Windows AFEALE A- &[0 J=X| &ele = &L

PS C:\ > Get-Acl \\demo\home\ntfs\unix-user-nfs | select Owner

Owner

NTAP\asymmetric

|>

T2, SMB S2t0|AE0l| M Windows AFEXAL H|CHE Q2 M El IHU2 L &)
ARAE BAIRLIC

Eof Mot Z0] HESE UNIX
SMB:

PS Z:\ntfs> echo TEXT > asymmetric-user-smb.txt
NFS:

sh-4.2$ 1s -la | grep asymmetric-user-smb.txt

—TWX—————— 1 unix-user sharedgroup 14 Feb 28 12:43 asymmetric-
user-smb.txt

sh-4.2$ cat asymmetric-user-smb.txt

TEXT

LDAP &2 HfQIE

Windows Active Directory =H|Q! ZIEZ2{9| F|AH O Z I8l "Microsoft 22 #11 ADV190023" DCO{|A] LDAP
HIQIEE | &%t= Wi Z HATL|C}

Cloud Volumes Service0l| O|X|= ¥k O E | DAP 2210|HEQ} £2UtL|C}. Cloud Volumes Service= S1xH xH<
HiQIE S X|2ISHK| &&LICE Cloud Volumes Services HA2 Sl 7|2XHOZ LDAP AH2 X|ISt2 2 LDAP
' Hiold 2 2X|7t = X| & LICH kH'E Hielgo] M ™=l LDAPY| HIQIESH= o X7t = 2 ADV1900232
JHM CtAHE 431810 Cloud Volumes ServiceOllA| LDAP HIQIE 0| M8t 2 &{2¢tL|C}.

DNS
Active Directory®@t Kerberos 25 SAE 0|2 Cff IP/IP L SAE 0|2 2olofl g DNSO| Ci$t 44 JHEILICH
|

DNSE €2{H ZE 530| €2{ Q/0{0F ELICt. Cloud Volumes Service= DNS 2|2 EE £HoIX| %O #xY 9|
A2 E X|SHK| QELICH "CHO[LIE! DNS" HIESI3 QIE{ T[] A,
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https://msrc.microsoft.com/update-guide/vulnerability/ADV190023
https://msrc.microsoft.com/update-guide/vulnerability/ADV190023
https://msrc.microsoft.com/update-guide/vulnerability/ADV190023
https://msrc.microsoft.com/update-guide/vulnerability/ADV190023
https://msrc.microsoft.com/update-guide/vulnerability/ADV190023
https://support.google.com/domains/answer/6147083?hl=en
https://support.google.com/domains/answer/6147083?hl=en
https://support.google.com/domains/answer/6147083?hl=en

DNS HZEE YH0|EE 4 A= MHE H|oHSHE 2 Active Directory DNSE 718 4= Q&L|CEH XtA[SH LIS
KX AIL "Windows DNS Eof",

rlo
0

Google ZZHE LY9| 2|AAE 7|2HOZ Active Directory DNS2t HZE|X| F2 Google Cloud DNSE
AEEILICH 2225 DNSE At&3h= Z20|AE = Cloud Volumes ServiceOll A BHetste UNC 22 E 2ol £
1SLICE Active Directory =H[10 &7t Windows 22t0|1E = Active Directory DNSE A3t E 14 &[0
Ao 0[2{3t UNC ZZE =folgt & QU&LCt

Active Directory0f| 22t0|HEE HZst2{™ Active Directory DNSE AE3SHEZ oliE DNS M2 FAdlof &tL|Ct.
L R0 w2t Active Directory DNSZ2 282 MESIEZE Cloud DNSE 74T 4 UELICH 2 HFESIMAIL
"22I0|AE 7} SMB NetBIOS 0|E2 &0lg &~ gl 0|f= FAYULIIE BZSHIAL.

() Cloud Volumes Servicei= 315 DNSSECE XI2I6HX| 2001 DNS #2l= st IAER SoElLch
Iped HAA ZrAL
% Cloud Volumes ServiceOll A X| | X| gF&LICt

OLE|H}O|B{A HS

Z2}0|AEZQ| Cloud Volumes Service¥lAl NAS &30 CHet HFO|2{ A YAl HALE £l 8H{OF SrL|Ct $4XH Cloud
Volumes Service?t SetEl 7| & HO|2{A HiA0| I&L|CE.
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https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
https://cloud.google.com/architecture/partners/netapp-cloud-volumes/faqs-netapp
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