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oc create namespace project-1
oc create namespace project-2

3. PROJECT-19| 7H&bx}t H&g aHEL|Ct.

cat << EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
namespace: project-1
name: developer-project-1
rules:
- verbs:
— " %1
apiGroups:
- apps
- batch
- autoscaling
- extensions
- networking.k8s.io
- policy
- apps.openshift.io
- build.openshift.io
- image.openshift.io
- ingress.operator.openshift.io
- route.openshift.io
- snapshot.storage.k8s.io
- template.openshift.io
resources:

— LI |

- verbs:

I T |

apiGroups:

resources:
- bindings
- configmaps
- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach
- podtemplates



- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:
— T %1
apiGroups:
- trident.netapp.io
resources:
- tridentsnapshots
EOF
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cat << EOF | oc create -f -
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: resource-quotas-role
rules:
- verbs:

B B |

apiGroups:

L |

resources:
— resourcequotas
- verbs:
— T %1
apiGroups:
- quota.openshift.io
resources:

B |

EOF

4. 2 AE7} 29| ID SEAIet SHEJAH A 2F0| 22{AH JF1 S7|St=U=X| eQlet|ct. TS
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ORI M= ID SEA7 S22 AEQF SSE[D AEXA AFN S7(StE[ASS B FLIC.

$ oc get groups

NAME USERS
ocp-netapp-storage-admins ocp-netapp-storage-admin
ocp-project-1 ocp-project-l-user
ocp-project-2 ocp-project-2-user

1. AE2|X| 22|XtE ClusterRoleBindingsS FASHLICL.

cat << EOF | oc create -f -
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: netapp-storage-admin-trident-operator
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-operator
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: netapp-storage-admin-resource-quotas-cr
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: resource-quotas-role
EQOF
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cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: project-l-developer

namespace: project-1
subjects:

- kind: Group

apiGroup: rbac.authorization.k8s.io

name: ocp-project-1

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: developer-project-1

EQOF

2. DRRTLR|Z R gt TR HE 29| ofet ALSAH I BielTots HUALS 913t RoleBindings £ BHELICH
Td: AEE|X| 22| HY
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1. NetApp ONTAP 22 AE{0]| adminQE 2QIFL|C}.

2. Storage > Storage VMs & 0|S311 Add S 22/eiLIct LR M2 HEE HZ8i0| TRYE 13} TRHE.
20] 2}z WRBH SVM 27HS MABILICH SVM 2 2|AAS BH2[dts vsadmin AEE MABHLICH



Add Storage VM X

ETORAGE WM NAME

project-1-svm

Access Protocol

& SMEB/CIFS, NFS ISCSI

Enable SMB/CIFS
B crsblenrs

B Allew NFS client access

Add at least one rule to allow NFS clisnts to sccess volumes in this storage VML ()

EXPORT POLICY

Default
Rule Index Clients Access Protocols Read-Only R... Read/Wr
10.61.181.0,24 Arvy Ay Any
+ add
DEFAULT LaNousgE (D)
cutf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K8s-Ontap-01

IPACDREEES EUBMET MASK GATEWRY SROADCAST DOMAIN
10.61.181.224 24 Add optional hekiis
gateway

. AE2|X| 22|XIZ Red Hat OpenShift 22{AE{0f| 2 1QI%HL|CT.

- IZME- 19| HAIC S M5t Z2=HE & SVMO|| 0L EILIC. ONTAP S AE H2|XHE AHZ5t= i
SVME| vsadmin AEE AFE5I0] HAESE SVMO| HESH= 20| ESLIL.



cat << EOF | tridentctl -n trident create backend -f

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "nfs project 1",
"managementLIF": "172.21.224.210",
"dataLIF": "10.61.181.224",

"svm": "project-l-svm",
"username": "vsadmin"

"password": "NetAppl23"

EOF

@ O] 04|0i[M= ONTAP-NAS E20|HE AFZ5t1D JAELICE AFE At|of 2} Al EE Mdeh off M=ot
C2to|HE AMEBHYAIL.

()  =2"E 2™ Eo) Trident7t MX|=l0f YLk JHEBtLCE,

1. OFX2EX| 2, project-28 218t Trident YAIEE MM CHS project-2 M8 SVYMO| DI BHLICH

2. OB C}S AEZ|X| 2A= %*Q%*LIEF. storagePools Oi7H & EE5t0 project-1& AE2[X] A S
MMSH0 backend M8 AEE|X| E2 project-10]| AHESHESE FAELICE

cat << EOF | oc create -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: project-1-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: ontap-nas
storagePools: "nfs project 1:.*
EOF

3. OHEIHR| 2, project-20i| CHet AE2|X| 22HAE M5t HAZ UM project-201l CHE AEE|X| E2S A5t
TAgLICE

ruI

4. ResourceQuotaE M43st0| CtE T2HE M AERX|ZREH AEZ|X|E @Y= Project-12| 2|AAE
HetetL|ct.
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-l-sc-rqg
namespace: project-1
spec:
hard:
project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O
EOF

5. OFEHX| 2, ResourceQuotaE MASI0 CHE TZHE M8 AEZ|X|ZEE AEZ[X|E X H= Project-29)
2|AAE F|otetL|Ct.

H=
O

O thA|Ol M & et HE[H|'HAE OfF RN E 2hQlste{H L3 TS A AI2.

gdE ZZHE|M PVC = PODE MH35t7| flct HMAE HELLLICH

1. PROJECT-12| 7HYX}Q! OCP-PROJECT-1-USERE EQIgfL|LCE.

2 M ZRZHES TSR HNA HOS HOISHIAL.

— | — =

oc create ns sub-project-1

3. PROJECT-10f| &&HEl storageclassE AHE310 PROJECT-10A] PVCE MM oict.

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EOF

11



4. pvCet BEiEl PVE Eolgitt

5. PV U diek EE0| NetApp ONTAPL| PROJECT-1 M& SVMO|| A MM E|R}=X| StolgtL|Ct,

oc get pv

volume show -vserver project-l-svm

6. PROJECT-10{A| PODE A5t O|F CHA[Of A BHE PVYCE O ETILICE.

cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod
namespace: project-1
spec:
volumes:
- name: test-pvc-project-1
persistentVolumeClaim:
claimName: test-pvc-project-1
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: test-pvc-project-1
EOF

7. POD7t £ 0|1 2F0| OI2EE|0] U=X| =QIStLCt

CHE Z2HE0AM PVC 2= PODE M5t/ LI LHE Z2HE HE (A2 S AMESIEE HMAE

oc describe pods test-pvc-pod -n project-1

1. PROJECT-12| 7§ Xx}21 OCP-PROJECT-1-USERZ Z19QlgtL|C},
2. PROJECT-20i| £2HEl storageclassE AH26t0{ PROJECT-10{|Al PVCE M 3ICt.
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cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1l-sc-2
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-2-sc
EQOF

3. PROJECT-20{|M PVCE ZhMtL|Ct.

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-2-sc-1
namespace: project-2
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EOF

4. pPVC2| TEST-PVC-PROJECT-1-SC-2, TEST-PVC-PROJECT-2-SC-10| MM E[X| A4RU=X|

oc get pvc -n project-1

oc get pvc -n project-2

5. PROJECT-20{lA] PODE ZHMdgtL|CY,



cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod

namespace: project-1

spec:
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
EOF

12

OD2ME, 2|AA A2 9l StorageClassesS 211 HESHH HM|A Ashs olgtL|ct

1. PROJECT-12| 7|2t Xx}2l OCP-PROJECT-1-USERZ Z19Ql8tL|C},

2. i ZRHES otSa{® HHA HHS MESHLICE
oc create ns sub-project-1

3. TZNE HI|0f Cit AM|A T =l
oc get ns

4. M7} PROJECT-10|A ResourceQuotasE E Lt MEIst 4 Ql=X| tolgtL|C},

oc get resourcequotas -n project-1

oc edit resourcequotas project-l-sc-rg -n project-1

O. AFBXIIL AEE|X| A|A'IE 2 = A= AMA Foto] J=K| =QIStL

oc get sc

6. AE2|X| 2 HES PIT AMAE AR
7. AEE|X] & HEYS fIe AL AMA ASHHF

oc edit sc project-1l-sc

14
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OTZ=HE X7}

ZE|HHE YoM AEC[X] 2|AA2 M| Z2HEE 71512{H ZE| HHA|7L 9IL=|X| 5 FIHEel 740
Lt HE| HHE S2{AH Z2HMES O FII5I{H LHE HAIE 2R5HUAL.

1. NetApp ONTAP S AE0f| AEZ|X| 22|Xt2 2 3QITHL|C}.

2. AEE|X] - AEE|X| VMRZ 0|58t = 7} £ Z22I8tL|CH. PROJECT-3 M & SVM2 MZ MAEtL|CH SVM
9l 2| AAE U2|8H= vsadmin AP T MASHL|CH
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1.

Add Storage VM

STORAGE WM NAME

project-3-svm

Access Protocol

& SME/CIFS, NF5 iSCSI

Ensble SME/CIFS
BB ersblenrs

M Allow NFS client access

Add at lezst ene rule to allow NFS clients to sccezs volumes in this storage VL ()

EXPORT POLICY
Default

RULE=
Rule Index Clients Access Protocols Read-Only R... Read/Wr

10.61.181.0/24 Any Ay Amy
-+ Add
DEFAULT LANGUAGE @

c.utf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K3s-Ontap-01

P ACDREEER SUBHET MASK QATEWAY SROADCAST DOMAIN
10.61.181.228 24 Add optional Default-a  ~
gateway

Red Hat OpenShift 22{AE{0f] 22{AE 2t2|Xtz 2QlgL(Ct,

2. N Z2HEES BtsL|C},

16

oc create ns project-3



3. PROJECT-32| AtEX} 2E0| IDPOIA MM &[0 OpenShift 22{AE 2} 7|3t A =X

oc get groups

4. PROJECT-32| 7HLXt &S BHELICEH

cat << EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
namespace: project-3
name: developer-project-3
rules:
- verbs:
— T X1
apiGroups:
- apps
- batch
- autoscaling
- extensions
- networking.k8s.io
- policy
- apps.openshift.io
- build.openshift.io
- image.openshift.io
- ingress.operator.openshift.io
- route.openshift.io
- snapshot.storage.k8s.io
- template.openshift.io
resources:

I |

- verbs:

B B |

apiGroups:

L]

resources:
- bindings
- configmaps
- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach
- podtemplates



- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:
— T %1
apiGroups:
- trident.netapp.io
resources:
- tridentsnapshots
EOF

@ O] MMoj| Ml2=l I o= oY BALICH JHUX HES X|F AEX 2F AFgof| w2t H ol E|0{0F
grLCt.

1. JH XIS 2[$ RoleBinding 2HS7] project-30l A developer-project-3 &S TZHE_39| s{jet 15 (OCP-
PROJECT 3)0il Hrel=lehL|ct,

cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: project-3-developer

namespace: project-3
subjects:

- kind: Group

apiGroup: rbac.authorization.k8s.io

name: ocp-project-3

roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: Role
name: developer-project-3

EOF

2. Red Hat OpenShift 22{AE0| AE2|X| 22|Xt2 23QIL|Ct

3. Trident HHAIEE M M5t PROJECT-3 & SVMOf| DL ELICH. ONTAP 22 AE ZE2|XIE AF2St= CHA
SVME| vsadmin A|HS AF25I0] A= E SYMO|| HZst= Z10] E&LICEH
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cat << EOF | tridentctl -n trident create backend -f

"version":

1,

"storageDriverName": "ontap-nas",

"backendName": "nfs project 3",
"managementLIF": "172.21.224.210",
"dataLIF":

SVIn

"10.61.181.228",

"project-3-svm",

"username": "vsadmin"

"password":

EOF

@ 0| 0f|0f| M= ONTAP-NAS EZ2I0|HE A3t JYELICE AHS At2f|of w2t HAIEE MHsH= T
=

"NetApp!23"

Aglet E2I0|HE AFESIHYAIL.

1. PROJECT-32| AE2|X| S22 AE Y4381 PROJECT-3 HE HAl=0| o AES|X| ES ABIES T4

E0f Trident7t AX|E[0f ATt 7 RILICE.

cat << EOF | oc create -f -

apiVersion:

storage.k8s.i0/vl

kind: StorageClass

metadata:

name: project-3-sc

provisioner:

parameters:

backendType:

storagePools:

EOF

2. ResourceQuota
Mot Ct.

=
£ 44

csi.trident.netapp.io

ontap-nas
"nfs project 3:.*

St CHE Z2ME ME AEZ|X[ZR2E AEZ|X|E RHSt= Project-39| 2[4

AE
—=

gfLCt,
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-3-sc-rq
namespace: project-3
spec:
hard:

project-l-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O

project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: 0
EOF

3. C}2 T 2H E 9| ResourceQuotasE IX|SH0] si{Et T2 HEO| 2|A AT} project-3 HE AEE|X| E2HA0 A
AEZ|X|0f| BMASH= HS MISHRILICE

oc patch resourcequotas project-l-sc-rg -n project-1 --patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims™: 0}}}"
oc patch resourcequotas project-2-sc-rg -n project-2 --patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims™: 0}}}"
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