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Clusters > Create > OpenShift Container Platform

Install OpenShift Container Platform 4

Select aninfrastructure provider

aws

Run on Amazon Web Services

/AAzure

Run on Microsoft Azure

) Google Cloud

Run on Google Cloud Platform

F vmware
4 vSphere

Run on VMware vSphere

& RedHat

OpenStack Platform

Run on Red Hat OpenStack:

& RedHat

Virtualization

Run on Red Hat Virtualization

 Co—
| C——

Run on Bare Metal

1BMZ
IBM LinuxONE

RunonIBMZ

Power b
Systems

Run on Power

Run on Laptop
Powered by Red Hat CodeReady Containers
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Downloads

Openshift installer

e

2[& CLI £ Cr2Z =gt

Download and extract the install program for your operating system and place the file in the directory where you will store the installation configuration files. Note: The

OpenShift install program is only available for Linux and macOS at this time.

Linux - Download installer

Pull secret

Download or copy your pull secret. The install program will prompt you for your pull secret during installation.

Download pull secret f& Copy pull secret

Command-line interface

Download the OpenShift command-line tools and add them to your EATE.

Linux A4 ’ Download command-line tools

When the installer is complete you will see the console URL and credentials for accessing your new cluster. A kubecon£ig file will also be generated for you to use with

the oc CLI tools you downloaded.
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@ Docker &X|:= 20.10 0]&t2| Docker H{F0| U0{0F 5tH, ZH 2 X|0f= 3.0 Of 2| TR H{FO|
A0{OF BFLICH.

Astra Control Center=S A X|&fL|C}
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= B2z}

OperatorHub AFZ
1. NetApp Support AtO]E0f| 2121510] NetApp Astra Control Center2| Z| A
T2 2 NetApp AR HZE 2lo|MA T LREH|CEH tarballS CHRE =3t
AIAAHO|MOZ AL,
E HESIHA|IR "Astra S5

() Astra Control Bt 2Ol HIAS A|xtotei

20t S0 = HEFPLIC.

]

2. tarball® 2E2 Z11 X ClER

[netapp-user@rhel’7 ~]$ tar -vxzf astra-control-center-

21.12.60.tar.gz
[netapp-user@rhel7 ~]$ cd astra-control-center-21.12.60

HOMA|R. O] BHAO A=

OX| 2X[AEE|Z 2o oy

3. MX|ZE A|ZFS}7| Fof| Astra Control Center O|O|X|Z 0|
Docker = Podmang ME{5I0] 0|21 &S 8 & JSLICL F 7HX| 250]| CHSE X| & 0|
HSELICt.

HME CIRECSHAIR.

S= AO|ELCt.
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a. ZE/UAHO|A/TRHE 0|22 AL2310] HK|AE2| FQDNS 22 #4 |E'2 LR Lt

[netapp-user@rhel7 ~]$ export REGISTRY=astra-
registry.apps.ocp-vmw.cie.netapp.com/netapp-astra

b. g|X[AER|of| 2TQIBfL|CE.

[netapp-user@rhel’7 ~]$ podman login -u ocp-user -p password
-—-tls-verify=false astra-registry.apps.ocp-vmw.cie.netapp.com

kubadmin AFEXIE AFESHY 1Rl BIX|AEZ|0| 2218H= 32 2= il EZ
@ A28t A 2. podman login -u odman login -u opp -user -p token- TLS
-verify=false astra-registry.apps.ocp-vmw.cie.netapp.com’

i MHA AHS BHSD, HXASR] BEY| WES HTAER] HO| SEH(EA
() /=M T2 oo mehe Bgekn, AulA ABel £ ALRsHO]
AR Aol 23018 4 LI
c. 8 ADBIE TIAUS THSID TS LHBS 20! ALITH

[netapp-user@rhel’7 ~]$ vi push-images-to-registry.sh

for astralImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded
image trimming the 'Loaded images: '

astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image(s): //')

astraImage=$ (echo ${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.

podman tag ${astralmage} S${REGISTRY}/S${astralmage}

# Push to the local repo.

podman push ${REGISTRY}/${astralmage}
done

RIAERI0) M2IE 4 g ASHE ABOH= 32 U ATYES HYSD

podman FA| H&E "podman push $reg|stry/$(echo$astraImagelSED s/™VIIM--
tls-verify= false“E ALY AIL.

©



Ml

[netapp-user@rhel7 ~]$ chmod +x push-images-to-registry.sh
ASYES NWHLICH

=] =

[netapp-user@rhel”7 ~]$ ./push-images-to-registry.sh

27
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Docker £ & ZTSHMAIL

a. ZE/|QYAHO|A/TZHE 0|22 AFR3I0] B|X|AE2| FQDNS 22 4 =2 L= Lict,

[netapp-user@rhel7 ~]$ export REGISTRY=astra-
registry.apps.ocp-vmw.cie.netapp.com/netapp-astra

b. g|X[AER|of| 2TQIBfL|CE.

[netapp-user@rhel’7 ~]$ docker login -u ocp-user -p password
astra-registry.apps.ocp-vmw.cie.netapp.com

kubadmin AFEXIE ALZ3H0 7HQl XA EZ|0| 2015H= 32 &= i
@ EZ(docker login -u OCP -user -p token astra-registry.apps.ocp-
vmw.cie.netapp.com’ A EZ S ALETLICE

L= MHIA AFEE BE1, YIXAER| HEY| Y/E= HXAELZ] RO AE(FA|
©) oA HR 0f=0] m2hS Sestm, MHHlA AH| E2 ALBIO!
x| AERl] 21918 4+ LTt

IS

c. 8 ASBE IS TS

mo

E
i)
ajo
=
00
mjo
MHI
2
o
o>
~
il

[netapp-user@rhel’7 ~]$ vi push-images-to-registry.sh

for astralImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded
image trimming the 'Loaded images: '

astralmage=$ (docker load --input S${astralmageFile} | sed
's/Loaded image: //'")

astraImage=$ (echo ${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.

docker tag ${astralmage} S$S{REGISTRY}/${astralmage}

# Push to the local repo.

docker push ${REGISTRY}/S${astralmage}
done



[netapp-user@rhel7 ~]$ ./push-images-to-registry.sh

4. ZHOZ ATt 4 ¢l= QI O|O|X| HX|AER|Z AIR3H= ZR 0|0|X| HX|AEZ| TLS QIBEME
OpenShift ==0i @2 =8tL|Ct. O|FH| 5t2{™ TLS QIS ME AFE3I0| OpenShift-config U| & AH[0] 20
configmaps =11 0|E S AH O|0[X] F-g0f| IfX|5t0] ASME M2|E + JES L(Ct

[netapp-user@rhel7 ~]$ oc create configmap default-ingress-ca -n
openshift-config --from-file=astra-registry.apps.ocp
-vmw.cile.netapp.com=tls.crt

[netapp-user@rhel”7 ~]$ oc patch image.config.openshift.io/cluster
--patch '{"spec":{"additionalTrustedCA":{"name":"default-ingress-
ca"lt}l}' —-—-type=merge

ZE2E AHESI0] 41 2EXIC| 7|& TLS 2B M7t U= OpenShift LIE BX[AER|E

(D AH88H= Z2 0| HHAIE w2t AIBME B2 TAE O|E0] THX|sHOf RrL|Ct =21
RIEXZEEH ABME FESH7| 2I8H 'OC extract secret/router-ca—keys=tls.crt-n
openshift-ingrator' 30 E AtEY 4= QUCL

5. Astra Control Center2| "NetApp-acc-operator" H|QJAHO|AS MAMBHL|C}.

[netapp-user@rhel”7 ~]$ oc create ns netapp-acc-operator

namespace/netapp-acc-operator created

6. "NetApp-acc-operator" U2 AH|O| A0A XtH ZSHS AHRSH0] 0|0|X| I X|AEZ|0| 2215}7| 25t
B2 Os

OEII-QE [ly=] Ll El'

[netapp-user@rhel7 ~]S$ oc create secret docker-registry astra-
registry-cred --docker-server=astra-registry.apps.ocp
-vmw.cile.netapp.com --docker-username=ocp-user --docker
-password=password —-n netapp-acc-operator

secret/astra-registry-cred created

7. 22{AH 2t2|X} HtO 2 Red Hat OpenShift GUI 2&0 2 a0I%tL|Ct.
8. Y2 EA| EELCIR0A 2t2|Xt & MEfpiL|Ct.

= L "1d

9. Operators > OperatorHub Z 0| 53t0{ Astra £ ZAtL|Ct,



Rz Administrator

Home

Operators

OperatorHub

Installed Operators

10. 'NetApp-acc-operator' EtZ g ME{SI 'HX'E SaIgL|Ct.

<§}_ netapp-acc-operator

211
Install

-1provided by NetApp

Latest version Astra Control is an application-aware data management solution that manages, protects and moves
2112.63-1 data-rich Kubernetes workloads in both public clouds and on-premises.

Capability level Astra Control enables data protection, disaster recovery, and migration for your Kubernetes workloads,

® Basic Install leveraging NetApp's industry-leading data management technology for snapshots, backups, replication
I

and cloning.

O Full Lifecycle How to deploy Astra Control

Refer to Installation Procedure to deploy Astra Control Center using the Operator.

Provider type Documentation

Certified Refer to Astra Control Center Documentation to complete the setup and start managing applications.
Provider

NetApp

11. Install Operator(AtEX} 2 X[) SHHO|M 2= 7|2 O7HH~E OO E ME3}L Install(BX])S S22ISLCH.



OperatorHub ¥ Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or automatic updates.

Update channel * netapp-acc-operator

O alpha provided by NetApp

@ stable Provided APls

Installation mode * (il=® Astra Control Center

@ All namespaces on the cluster {default) AstraControlCenter is the Schema for

Operator will be available in all Namespaces. the astracontrolcenters API

This mode is not supported by this Operator

Installed Namespace *

@ netapp-acc-operator {Operator recommended) -

A\ Namespace already exists

Mamespace netapp-acc-operator zlready exists and will be used. Other users can already have access to this
namespace.

Approval strategy *

@ Automatic
) Manual

Install Cancel

12. ZQIXF A7} eHE S mi7kx| Z|chLict,

netapp-acc-operator
2112.63-1 provided by NetApp g

Installing Operator

InstallWaiting: installing: waiting for deployment acc-operator-controller-manager to
become ready: Waiting for rollout to finish: O of 1 updated replicas are available...

The Operator is being installed. This may take a few minutes.

View installed Operators in Mamespace netapp-acc-operator

13. 28X AX|7} MZ5IH View Operators 22I8tL|Ct.
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@ netapp-acc-operator o

2112.63-1 provided by NetApp

Installed operator - ready for use

View Operator View installed Operators in Namespace netapp-acc-operator

14. 02 L+ 28Xt Astra Control Center EFZ 0| A Create InstanceS S2!3tC}.
Installed Cperators » Operator details
netapp-acc-operator
2112.63-1 provided by NetApp
Details YAML Subscription Events  Astra Control Center

Provided APls

@ Astra Control Center

AstraControlCenter is the Schema for

the astracontrolcenters AP
@ Create instance

15. Create AstraControlCenter &4l Z 0| LIS 125t CreateE 22!8L|C

a. =@t A2 Astra Control Center QIAEA 0|28 MEStL|CE

= =]
b. ME#XMO = XS K| & 235t Lt HgdatetL|ct. X5 X[ 7|58 |XI8ts 20| E&LICH

C. Astra Control Center?| FQDNS & gfL|C}.

d. Astra Control Center HE S UBILICE %A HTO| 7|2XMOZ HEA|EL|CE
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- Astra Control Center?| A& 0|E1} 0|5, d, O|HY FA S| 22Xt ME HEE =TfLCE
. BB MetE MAMS UHBLICE 7|22 RX|L|Ct

O|O|X| HX|AEE[0|A O|O|X|E EX|AEZ|Z FA[St= St HX|AEE| FQDNY =% O|ES
UABIL|CHO| Of|l0| A = "astra-registry.apps.ocp-vmw.cie.netapp.com/netapp-astra’).
o

215 0| Rt YX|AERIE AHESt= 2% 0|0[X| H|X[AER| MM 2tz 0|52 Y=RLICE
i. Astra Control Center 2|2&A F|otof| Ciot =t S ME A4 efL|Ct

. 7|20] otl K& Ze2HA0| PVCE Hik[st2{™ 22t S2A 0|ES LAHFLICH

. CRD X2| 7|2 4™ & HolgL|Ct.

Project: netapp-acc-operator

Name *

astra

Labels

app=frontend

Account Name *

HCG Solutions Engineering

Astra Control Center account name

Astra Address *

astra-control-center.cie.netapp.com

AstraAddress defines how Astra will be found in the data center. This IP address and/or DNS A record must be created prior to provisioning
Astra Control Center. Example - "astra.example.com” The A record and its IP address must be allocated prior to provisioning Astra Control
Center

Astra Version *

211260

Version of AstraControlCenter to deploy. You are provided a Helm repository with a corresponding version. Example - 1.5.2, 14.2-patch
Email *

solutions_tme@netapp.com

EmailAddress will be notified by Astra as events warrant.

Auto Support* >
AutoSupport indicates willingness to participate in NetApp's proactive support application, MetApp Active 1Q. The default election is true and
indicates support data will be sent to NetApp. An empty or blank election is the same as a default election. Air gapped installations should enter
false

First Name

HCG

The first name of the SRE supporting Astra
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Last Name

Admin

The last name of the SRE supporting Astra

Image Registry

The container image registry that is hosting the Astra application images, ACC Operator and ACC Helm Repository.
Name

astra-registry.apps.ocp-vmw.cienetapp.com/netapp-astra

The name of the image registry. For example "example.registry/astra®. Do not prefix with protece

Secret

astra-registry-cred

The name of the Kubernetes secret that will authenticate with the image registry.

Volume Reclaim Policy

Retain

Reclaim policy to be set for persistent volumes
Astra Resources Scaler
Default =
Scaling options for AstraControlCenter Resource limits.

Storage Class

The storage class to be used for PVCs. If not set, default storage class will be used

Crds

Options for how ACC should handle CRDs.

Cancel

XI=2t [Ansible]

1.

Ansible Z2|0|2 & AI238}0] Astra Control CenterS HiZE38}2{™ AnsibleO| A X| =l Ubuntu/RHEL
A|AHIO| ZQtL|CH "AE MEMAIL "0{7]" Ubuntu X RHELS| B2

- Ansible 2HIXE SAESH= GitHub X& A 2ES HMeLICH

git clone https://github.com/NetApp-
Automation/na astra control suite.git

- NetApp Support AtO|E0| 221350 NetApp Astra Control Center®| %Al HE S CIRZESHUA L.

A 5t2{H NetApp AP0l HEE 2to[ AT HRBIL|CH BFES CIR2RESh = A AH0|Me2
H&gct

(i) Astra Control B7h 2O|HIAZ A|Sfel2IB & WREHMAIR "Astra 52 AO|EQILICH,

. Astra Control Center?t &X|2 OpenShift 22{AE{0f| Cist 2t2| X} BAM|A H$HO| U= kubecononfig

oS HSHU HSLIT


https://docs.netapp.com/us-en/netapp-solutions/automation/getting-started.html
https://docs.netapp.com/us-en/netapp-solutions/automation/getting-started.html
https://docs.netapp.com/us-en/netapp-solutions/automation/getting-started.html
https://cloud.netapp.com/astra-register
https://cloud.netapp.com/astra-register
https://cloud.netapp.com/astra-register
https://cloud.netapp.com/astra-register
https://cloud.netapp.com/astra-register

5. C|AE2|Z na_Astra_control_suiteZ HZTL|C}.

cd na astra control suite

6. VAR/VAR.ym! I} S MG Bt HEz H4-S PLICH

#Define whether or not to push the Astra Control Center images to
your private registry [Allowed values: yes, no]
push images: yes

#The directory hosting the Astra Control Center installer
installer directory: /home/admin/

#Specify the ingress type. Allowed values - "AccTraefik" or
"Generic"

#"AccTraefik" if you want the installer to create a LoadBalancer
type service to access ACC, requires MetallB or similar.
#"Generic" if you want to create or configure ingress controller
yourself, installer just creates a ClusterIP service for traefik.
ingress type: "AccTraefik"

#Name of the Astra Control Center installer (Do not include the
extension, just the name)

astra tar ball name: astra-control-center-22.04.0

#The complete path to the kubeconfig file of the
kubernetes/openshift cluster Astra Control Center needs to be
installed to.

hosting k8s cluster kubeconfig path: /home/admin/cluster-
kubeconfig.yml

#Namespace in which Astra Control Center is to be installed
astra namespace: netapp-astra-cc

#Astra Control Center Resources Scaler. Leave it blank if you want
to accept the Default setting.
astra resources scaler: Default

#Storageclass to be used for Astra Control Center PVCs, it must be
created before running the playbook [Leave it blank if you want the
PVCs to use default storageclass]
astra trident storageclass: basic

#Reclaim Policy for Astra Control Center Persistent Volumes [Allowed
values: Retain, Delete]
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storageclass reclaim policy: Retain

#Private Registry Details
astra registry name: "docker.io"

#Whether the private registry requires credentials [Allowed values:
yes, no]

require reg creds: yes

#If require reg creds is yes, then define the container image
registry credentials

#Usually, the registry namespace and usernames are same for
individual users

astra registry namespace: "registry-user"

astra registry username: "registry-user"

astra registry password: "password"

#Kuberenets/OpenShift secret name for Astra Control Center
#This name will be assigned to the K8s secret created by the
playbook

astra registry secret name: "astra-registry-credentials"

#Astra Control Center FQDN

acc_fqgdn address: astra-control-center.cie.netapp.com

#Name of the Astra Control Center instance
acc_account name: ACC Account Name

#Administrator details for Astra Control Center
admin email address: admin@example.com
admin first name: Admin

admin last name: Admin

.

7. PlaybookZ &2l5t0] Astra Control Centerg 7S LICH X 240 CHst FE #$H0| PlaybookO|

gl

.

PlaybookS &&5t= AFX}7} root O|ALE 2% 8l sudoZt M El ZR LI HHS s E2(0|5S
M$H'<'5I-|__| q
=2od -

ansible-playbook install acc playbook.yml

MEXHA| 2= 7|3 sudo BMAT7} TYE HL2 TS FHS HASHH 220|152 LA LIS sudo B2 E
Q2L |C}
H=dg -



ansible-playbook install acc playbook.yml -K

X = A

1. X7} &t2E|l= O E 2 HE A2 4 QELICEH NetApp-Astra-cc W AHO| AL BE Pod2t AMH|AT} Al
ZQIX| golgtL|Ct,

[netapp-user@rhel7 ~]$ oc get all -n netapp-astra-cc

-

2. AX|7} 22 E|R=X] =HRISH2{™H 'acc-operator-controller-manager’ 218 SQISHIA| L.

[netapp-user@rhel7 ~]$ oc logs deploy/acc-operator-controller-manager -n
netapp-acc-operator -c manager -f

@ Ct2 H|A|X|= Astra Control Center7t 82X O 2 MX|E|ASS LIEFHL|CE

{"level":"info","ts":1624054318.029971,"logger":"controllers.AstraContro

1Center", "msg":"Successfully Reconciled AstraControlCenter in
[seconds]s", "AstraControlCenter":"netapp-astra-
cc/astra","ae.Version":"[21.12.60]1"}

3. Astra Control Center0i] 210215}7| Q[$t AF2X} 0|22 CRD Itof| M2 = 22|Xte| O|H Y FA0|H A=
Astra Control Center UUIDOI| 7l 2XHE ACC- RLICH LS EES ML C}.

[netapp-user@rhel”7 ~]$ oc get astracontrolcenters -n netapp-astra-cc
NAME UUID

astra 345c55a5-bf2e-21£f0-84b8-bo6f2bceb5e95f

(D 0| olof| M &= &= 'ACC-345c55a5-bf2e-21f0-84b8-b6f2bce5e95f &1 LI L.

4. traefik MH|A 2E WM IPE 7t SL|C.
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[netapp-user@rhel7 ~]$ oc get svc -n netapp-astra-cc | egrep

'EXTERNAL | traefik'

NAME TYPE CLUSTER-IP
EXTERNAL-IP PORT (S)

AGE

traefik

10.61.186.181 80:30343/TCP,443:30060/TCP

lom

LoadBalancer 172.30.99.142

5. Astra Control Center CRD It 0f|A H|335t= FQDNS 7I2|7|= DNS AH2| entryE traefik A{H|AQ)
'external-ip’0i| Z=7}StCE,

Name (uses parent domain name if blank):
astra-control-center

Fully qualified domain name (FQDN):
astra-control-center.ce.netapp.com.

IP address:
10.61.186.181]

[w] Create assodated pointer (PTR) record

[ ] Allow any authenticated user to update DNS records with the
same owner name

6. FQDNZ M3t Astra Control Center GUIO| 2 3Q1stL|C
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< C @ https//astra-control-center.cie.netapp.com/login/?contextld=5a73ad4f-7c32-4418-bc2c-e2b94d034c89

M NetApp

Log In to NetApp Astra Control Center

Email

Password

7. CRDO| M 2=l 22Xt O|HIY FAE AFE38I0{ {22 Z Astra Control Center GUIO| 2191

HZBHOF LICt.

M NetApp

Welcome to NetApp Astra Control Center

UPDATE PASSWORD

M Astra Control Center

Manage, protect,

and migrate your

Kubernetes
applications with

just a few clicks!

et
o
40
=
ng
rE
fot
il

M Astra Control Center

Manage, protect, and
migrate your Kubernetes

applications with just a

few clicks!

8. Astra Control Center0i| AtEXIE F716t2H AN > AFEXt 2 0| F5t0] 71 £ 225t AFEAt M8 HEE

olafel g %7t 2 2FL|CH
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& Add user X

USER DETAILS ﬁ ADD NEW USER

First name Last name Add new user
Nikhil Kulkarni
Add a new user to your Astra
Control Center account. New users
Email address will be prompted to update their
tme_nik@netapp.com password the first time they login

to Astra Control Center. They will
also inherit access to account-wide
PASSWORD credentials according to their role.
Read more in users (4.

Temporary password Confirm temporary password

Passwords must contain:

» At least 8 characters
No more than 64 characters
At least one lowercase letter
At least one uppercase letter
At least one number
At least one special character

®

USER ROLE 7

Role

Owner

9. Astra Control CenterE At2st2{H ZE IT 7|50 it 2t0o| MA T ZHQBtL|Ct 2HO|MA S FIFstE{H AH >
2lo|dlA 2 o] Ssta 2to| A FI+ E Sait OHS 20| A MUS =2

ADD LICENSE

Select and add a license file.

License file

EvalNLF-AstraControlCenter-480Cores(vCPU)-100000002-ACC60f19... o

@ NetApp Astra Control Center®| AX| EE= £4 2t 2H[7F YMle 22 LT 2H|0f| Chst 7=
X2E 0|8 & JUSFLICH 7"

Astra Control Center0i| Red Hat OpenShift 22{AE{S SE&iL|Ct

Astra Control Center0f|A FIZEE 2| £ YT E ot2{H HXA Red Hat OpenShift 22 AEE SE0ol{0f LTt

Red Hat OpenShift 22{AEHE SE3iL|C}

1. X I oAl = OpenShift 22{AE{E Astra Control Center0f| 275t 2t2|5t= Z{QULICt 2 AE 2 0|38t
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https://kb.netapp.com/Advice_and_Troubleshooting/Cloud_Services/Astra
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https://kb.netapp.com/Advice_and_Troubleshooting/Cloud_Services/Astra
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SEgct

B &7t £ 22511 OpenShift 22{AE{0l| CHSE kubeconF 2t IA S HEET

STEP 1/3: CREDENTIALS x

£ Add cluster

CREDENTIALS

Provide Astra Control access to your Kubernetes and Openshift clusters by entering a kubeconfig credential.

Follow instructions on how to create a dedicated admin-role kubeconfig.

ﬁ ADDING A CLUSTER

Adding a dluster is needed for
Astra Control to discover your
Kubernetes applications.

Upload file

Kubeconfig YAML file
Ay X

Select a cloud provider and input

Paste from clipboard credentials to get started.

Read more in Clusters (3.

Credential name

ocp-vmw kubeconfig.txt ocp-vmw

®

Cancel Configure storage —

kubeconF 2t A2 ALEX} O|F H 2= = EZCE QBSH| o MY = ASLICH
EZ2 HetE A7t 20 BtEEH SEE S2AH H2Y = gle MEiZ2 |X[E & JUSLICL
NetApp2 OpenShift 22{AE £ Astra Control Centertll S=5t2{H AI2X} 0| S0t A4S E
AH8510{ kubeconfig IFY S AtE5t= 20| E5LICEH

2. Astra Control CenterZt Mot AE2|X| S2AE ZHX|BfLICE O|X| NetApp ONTAPO|A SVMO| X|&lst=

.

TridentS A5t AEZ|X| 22tAS| 28 T2H|NY WHS Meistn HAES S2IstL|C} OS2 Ho|M M5
MHEHZ 3191811 Add ClusterE Z22I¢tL|C}.
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STEP 2/3: STORAGE X

&2 Add cluster

STORAGE

Existing storage classes are discovered and verified as eligible for use with Astra Control. You can use your existing default, or choose to set a new default at this time.

Applications with persistent volumes on eligible storage classes are validated for use with Astra Control.

Set default  Storage class Storage provisioner Reclaim policy Binding mode Eligible
. ocp-trident Default csi.trident.netapp.io Delete Immediate ®
ocp-trident-iscsi csitrident.netapp.io Delete Immediate ®
project-1-sc csi.trident.netapp.io Delete Immediate 2N
thin kubernetes.io/vsphere-volume Delete Immediate N

Review -

3. 1EHA M MESHHZ & OpenShift 22HAEHE B5F SESLICEH F7HE 22{AE = AM MEZ 0|55t Astra
Control Center= 0|2 AASID R HO|HEE MAX|ELICt HsMOoZ SEE|H S2{AH MEf7t A
FZOoZ HAELICE

<« Select credentials

ﬂ% admin @ 2

&3 Dashboard
@) Clusters

MANAGE YOUR APPS

© Apps Actions ¥ + Add

MANAGE YOUR STORAGE Name 4 Ready Type Version Actions

£ Backends

ocpvmw © &3 RedHat Openshift v1.20.0+dfoc838 Running ~

5 Buckets

ocp-vmware2 © €5 Red Hat OpenShift V1.20.0+c8905da Running v

MANAGE YOUR ACCOUNT

8 Account
B Activity

Support
w supp

Astra Control Center0i|A] 2t2|sH= 2 E Red Hat OpenShift 22 AE = 2|2 = 22{AH|
() 4xi= olojHET} st 2 RIAE=|0A 0|0|xIE 7bHE T AXlof AFRE ola|x] ElxAE2|of
o A3t 4 210{F BHLICk.

4. Astra Control Center0i|A] HHAIEE zt2[& AER|X| 2|AARZ ONTAP 22{AEE 7P4ELICt OpenShift
S2{AE{E Astra0ll 715110 storageclassE TA5HH ONTAP S2{AEHE XSO 2 AMstD HALSIH AEZ|X]
S A S e AsEX| Tt 22| C A Astra Control Center2 71 K| QE&LICE.
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2,%3 admin
&} Dashboard

MANAGE YOUR APPS
© Apps
) Clusters

MANAGE YOUR STORAGE

B Buckets
MANAGE YOUR ACCOUNT
& Account
B Activity

& support

5. ONTAP SHAEE 7t 2{H
MERSHL|CtH ONTAP 22{AH Xt

Sagct.

£ Backends

+ Manage

Name ¢

172.21.224.201(ontapsan_10.61.181.243)

17221.224.211(ocp-trident-replication)

£=) Manage ONTAP storage backend

CREDENTIALS

HA oM EECH2
H =02 ol

1T oo=2

245}

I-_I
|
HT

Status Capacity
VAN Not available yet
A Not available yet

STEP 1/2: CREDENTIALS

Enter cluster administrator credentials for the ONTAP storage backend you want to manage.

Cluster management IP address

172.21.224.201

6. HHoll= 7} X 7}E|

ONTAP A|AEIS| {{E SE0f CHEt

User nam
admin

HEN7H ME 7ts2
S

e

=
=]

Cancel

HEE
E?
Ex

IEf Of={eh #oll=

E LT

Password

Review information -

HHO|| =

= =_—

b

Q Discovered €

% Managed

1-2 of 2 entries

Type Actions
ONTAP Discovered v
ONTAP Discovered v

= O|X| OpenShift 22{AE{9

S 225t 2HE|E ONTAP 22{AH ol U= 22| E
£ 2= s 2 B8

M| E

MANAGE STORAGE
e BACKEND

Storage backends provide storage
to your Kubernetes applications.

Managing storage clusters in Astra
Control as a storage backend will
allow you to get linkages between
PVs and the storage backend. You
will also see capacity and health
details of the storage backend,
including performance metrics if
Astra Control is connected to
Cloud Insights.

Read more in Storage backend (3.

£ ONTAP

I+ =B

43



(ﬂé admin
3 Dashboard
2 Backends
MANAGE YOUR APPS
© Apps + Manage
@ Clusters
MANAGE YOUR STORAGE Name ¢
£ Backends
K8s-Ontap

5 Buckets
MANAGE YOUR ACCOUNT ONTAP-Select-02
& Account

E] Activity

EQ Support

7. Astra Control CenterE At&30{ OpenShift 22{AE T A|0f| A
X6t QENE AEZ|X| H3IE T2H|X'JsH0F LTt K X[
AWS S3L|LC}. o] MX|E 2|3l AWS S3 {3l 7 M5t2{ 1 BIL|Ct. Bucket 2

L —1d

Status

Capacity

0.11/1.07 TiB: 9.9%

0.07/2.07 TiB: 3.3%

HHOHd Ol
I-H X/

—_

e
[y—]

4

=}
2

Type

ONTAP 9.8.0

ONTAP 9.8.0

% Managed (Q Discovered
1-2 of 2 entries
Actions

Available v

Available 2

+HSIHHSITZESS
ONTAP S3, StorageGRID 2!
0| =3t0f Bucket £7t £

S25t1 Generic S3 £ ME{BIL|CE S3 20 TS M| F HEQt HMAE X2 ZEE =5t "0| H3IS

SR 7= HIloz Ay eelzts 2ot 02 FItE SEYLICH

[ Add bucket

STORAGE BUCKET

Enter the access details of your existing object store bucket to allow Astra Control to store your application backups.

Type
E Generic 53

Description (optional)

SELECT CREDENTIALS

Astra Control requires S3 access credentials with the roles necessary to facilitate Kubernetes application data management.

Add  Use existing

( Access ID
AMWﬂTCFKDSUSHWSZXABD

Credential name

AWS-53

Red Hat OpenShift 22{AE{E SZ35tH Astra Control CenterS Sff HfE

ALt

44

Cancel

Existing bucket name

ocp-vmware2-astra-cc

53 server name or [P address
s3.us-east-1.amazonaws.com

Secret key

L]

@ ADDING STORAGE
BUCKETS

Astra Control stores backups in
your existing object store buckets.
The first bucket added for a
selected cloud will be designated
as the default bucket for backup
and clone operations.

Read more in storage buckets 3.



OHEE[AH[0] M 2t2|

[

1. OpenShift 22{AE{2} ONTAP BiAl =7} Astra Control Centerdl] S2&l &, ZAEE ME = XX El ONTAP
HAlE 2 LMEl AER|X| 22fA AEZ|X|E AF2oHE 2 E HYAHO|ANA OHE2|AH0|ME A5 22 M|
Al=FgtL|c,

Q‘ﬁ admin @ 2

3 Dashboard

Apps
MANAGE YOUR APPS
Apps Actions ¥ + Define @ All Clusters v = % Managed Q Discovered @) @ Ignored
£ Clusters 1-25 of 29 entries »
MANAGE YOUR STORAGE Name 4 Ready  Cluster Group Discovered Actions
£ Backends
+  accoperator-system ©@ €3 opvmware2 = accoperator-system 2021/07/29 11:11 UTC Unmanaged v
B Buckets
+  accoperator-system ® O opvmw = acc-operator-system 2021/07/29 1109 UTC Unmanaged v
MANAGE YOUR ACCOUNT b a——ul
& Account
+  default @ £ ocp-vmw = default 2021/07/29 11:09 UTC Unmanaged
B Activity
& support +  default ©@ G opymware2 ™ default 2021/07/29 11:11 UTC Unmanaged Vv
+  hive @ £ opvmware2 = hive 2021/07/29 11:11 UTC Unmanaged v
+ local-cluster () £ ocp-vmware2 = local-cluster 2021/07/29 11:45UTC Discovering €
<

2. W > HME OF 0S¢ F AstraS AHE3H0] 22|52 = O E2(A(0| M Hoil A= EECH2 HiwE L
S

‘Eﬁ admin @

£ Dashboard

© Apps
MANAGE YOUR APPS
Apps Actions ¥ + Define @ All Clusters v - % Managed Q Discovered @ Ignored
2 Clusters 1-25 of 29 entries >
MANAGE YOUR STORAGE Name + Ready Cluster Group Discovered Actions
£ Backends
+  wordpress-astra-ffafo @ LG opvmw = wordpress-astra-ffafg 2021/07/29 11:09 UTC Unmanaged Vv
7 Buckets
Manage
+  wordpress-astra-fd2aa @ £ ocpvmware2 = wordpress-astra-fd2aa 2021/07/29 11:11 UTC |
MANAGE YOUR ACCOUNT — BIIOEC;
S\ Account
+  wordpress-astra-5eeb9 ©® G ocpvmware2 = wordpress-astra-Seebs 2021/07/29 11:11 UTC Discovering OV
B Activity
& support +  wordpress-astra-5edde ©@ £ opvmw = wordpress-astra-Sed9e 2021/07/29 11:09 UTC Unmanaged Vv
+  wordpress-astra ©@ O opvmw = wordpress-astra 2021/07/29 11:09 UTC Unmanaged Vv
+  wordpress £ ocpvmw = wordpress 2021/07/29 11:09 UTC Discovering OV
<

1. 88 TE=HMO| A Jhs MENZ TetE[n o MMo| 22| Hof| M 2 4= AELICH
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© Apps

Actions v 4 Define
Name ¢ Ready Protected Cluster
wordpress-astra-ff4fa &) ® £ ocpvmw

OiEEA0lY B2

Astra Control Centerd|A{ O Z2|#|0| M
UELICE,

@ All Clusters =

Group

B wordpress-astra-ffafo

OHZ2[H 0| M ARHAF AN
OHS2|A0| M| ARk o LA SALES
A8 4 QI ONTAP AHAF ZARS MAERLICH

1. S8 T203o| AYAS DS ¢ > BH2| MO 0|SBl0] AAt
o = o =+ o
S8 IZI% 0|2 Yol CECH WS 22otn AW S 32/
© wp
-\~ APPLICATION STATUS
) Healthy
Images Protection schedule

docker.io/bitnami/mariadb:10.5.13-debian-10-r58
docker.io/bitnami/wordpress:5.9.0-debian-10-r1

2. AN HEE st Ot S 22istC
AHAO] H3HOZ WHE T MEIE A8Y

46

Disabled

% Managed (Q Discovered @ Ignored
1-1 of 1 entries
Discovered Actions
2021/07/29 11:09 UTC Available v

9 APPLICATION PROTECTION $1

/\ Unprotected

Group Clust

YRZCE Bot LhE oY AAZCO| Ot B MHS Ty 4

Running

Snapshot
Backup
Clone
Restore

Unmanage



K} snapshot application Rl DAL x

SNAPSHOT DETAILS

@ CREATING APPLICATION

SNAPSHOTS
Name

wp-shapshot-20220228185949 Astra Control can take a quick

snapshot of your application
configuration and persistent

storage. Enter a snapshot name to

get started.

Read more in Protect apps (3.
\@ Application
wp

[ Namespace
wp

,@ Cluster

ocp-vmw

O Z 2|70l M ey A1y

= o o

OHZ2|70]4 A0 A= OfZ2|A|0| MO| 2o Atefet ofZ2IAI0|M 2|AAC| TN HASHO TIUZ XF C}S
17 QUME AE2|X| BiZl0] HEFLIC

any

Astra Control Center0{|A] 2t2| CHA OHZ2|H|0| MM S B 5l
C

ONTAP A|AEIO]| CHEt g AFEX
HEE M 27 A= g5l{ofF ghL|Ct. o|FAH| Sta{H L

f

ONTAP: :> export-policy rule modify -vserver ocp-trident -policyname
default -ruleindex 1 -superuser sys

ONTAP: :> export-policy rule modify -policyname default -ruleindex 1 -anon
65534 -vserver ocp-trident

1. Astra Control Center0l|A &2| CHA 22 T2 7
2

of oy r
o e B | o o
seist S8 m2 IS 22| S8 T2 0|S Fo| SECIR UlkE 22lstn welS 22ghict

@ wp Running v

Snapshot
J\f‘r APPLICATION STATUS Q;’ APPLICATION PROTECTION §7
Backup
Health Unprotected
® y A\ unp Fione

Restore

Images Protection schedule Group Clust

docker.io/bitnami/mariadb:10.5.13-debian-10-r58 Disabled = wp 0 i Unmanage

docker.io/bitnami/wordpress:5.9.0-debian-10-r1

2. Wl |5 REE Q25D WYl IHUS BEE AN AS2|X| HAS M3t 3 012 2 S2Ystn AR WES
HESH 3 ol 2 S2yBHIct ofB2iA|04 Y clolEfe] 27lof wat wejo] 3 £ T A 4 200 Helo|
MBMOZ ARE 3 WPl NEIS AFSE £ Q| HLIth
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STEP 1/2: DETAILS X
——

Backup application

BACKUP DETAILS
[ CREATING APPLICATION

i BACKUPS
B B r awistin ansho
wp-backup B Astra Control can take a backup of
your application configuration and
persistent storage. Persistent
BACKUP DESTINATION storage backups are transferred to
your object store. Enter a backup
Bucket name to get started.
2 A
na-ocp-astra/na-ocp-acc  Available Read riioke it

Application backups (5.
@ Application
wp

[ Namespace
wp

@ Cluster

ocp-vimw

HES ¢t Hot =28 oiZ2|7AH|0| S St SHAE Q| #al WYAH0|A = O EE[AH|0[E 2= 8l M3l S57E
28 @2 ZRIAER S 4+ et
1. 88 Z2OUS S f > 22| YO 2 0|Sst0] eiid WS S2PLICL S8 T2 0|F FO EEMR
H'wE 2261 RestoreE S LICH
@ wp Running v
Snapshot
4\/\,»- APPLICATION STATUS @ APPLICATION PROTECTION 51
Backup
m :
() Healthy (i) Partially protected Clorie
Restore
Images Protection schedule Group Clust
docker.io/bitnami/mariadb:10.5.13-debian-10-r58 Disabled = wp ,O ! Unmanage

docker.io/bitnami/wordpress:5.9.0-debian-10-r1

2. =9l YAAT0|A0| 0|2 2ot B BAAEIS MEfsH T4 J|E AUARO|LE S8 T2 ol A
S2I2H%| 028 MeiBiLIC) C}S 2 S2BLICH
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O Restore application

RESTORE DETAILS

Destination cluster

S ocpvmw

RESTORE SOURCE

Application backup

° wp-backup

3. AE X0||lA RestoreE 25t N2

O Restore application

~
S

STEP 1/2: DETAILS
—

Destination namespace

@ RESTORING
APPLICATIONS

wp Astra Control can restore your
application configuration and
persistent storage. Select a source
snapshot or backup for the
restored application.
= B3 snapshots & Backups
@ Application
Ready On-Schedule/On-Demand Created * wp
© on-Demand 2022/02/28 18:54 UTC [ Namespace
wp
@ Cluster
ocp-vmw
= == =2 =z2a3
HE HESH S RestoreS Z2I8tL|Ct

STEP 2/2: SUMMARY

REVIEW RESTORE INFORMATION

All existing resources associated with this application will be deleted and replaced with the source backup "wp-backup” taken on 2022/02/28 18:54 UTC. Persistent
/L\. volumes will be deleted and recreated. External resources with dependencies on this application may be impacted.

We recommend taking a snapshot or a backup of your application before proceeding.

“J) BAcKuP

wp-backup

ORIGINAL GROUP

- wp

ORIGINAL CLUSTER

©

RESTORE

wp

DESTINATION GROUP

- wp

DESTINATION CLUSTER

ocp-vmw ocp-vmw
Qo Q
GO RESOURCE LABELS G© RESOURCE LABELS
ClusterRole ClusterRole
kubernetes.io/bootstrapping: rbac-defaults +1 kubernetes.io/bootstrapping: rbac-defaults +1
ClusterRoleBinding > ClusterRoleBinding bt
Are you sure you want to restore the application “wp”?
Type restore below to confirm.
Confirm to restore
restore

M O E2|#H|0] 42 Restoring AEHZ, Astra Control Center= &t
28 T ZMO| BIE 2 A AT} Astrad]| Qfsf M| & X EH 28

M

—

Eiot 22| AE 9| OiZ2|#|0| 8 S SFEILIC
D22 ME 7ts JEfZ L)
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©) Applications

Actions v 4+ Define Q - * Q @ @
iz 1-1 of 1 entries

Name ¢ Ready  Protected  Cluster Group Discovered Actions

wp ® O] £ ocpvmw = wp 2022/02/28 18:34 UTC Available v

OiZE|AH0ld 22 Yd
HL/E|AE = OfZE| A0 22 S Ko S5 2ol oS E|A|0|1HS el 2HAH = #H S2AH SHE
T ASLILE St AEE[X| ”—'1°.i|501|k| E 531*51 LHoll OiZ2[AI0| S 22 =HIS PE NetApp FlexClone

L=olst
o ==
7|§0| AMEE|SZ PVCE ZA| 228t AEZ|X| 372 Hst £ &Lt

o =3 = i} o & o =a|s = = o
1. 88 ZZIUMS =Xsta{H ¢ > 22| o2 o|sst sy S S2LICt ofZ2|A|0|M 0| Hel EELIR
= -~ o S
H&E 22stn 22 g 2L
@ wp Running v
Snapshot
J‘J\(« APPLICATION STATUS 9 APPLICATION PROTECTION S
Backup
Health i) Partially protected
@ y @ yP Clone
Restore
Images Protection schedule Group Clust
docker.io/bitnami/mariadb:10.5.13-debian-10-r58 Disabled - wp 0 , Unmanage

docker.io/bitnami/wordpress:5.9.0-debian-10-r1

(o] =] = o = o = L L-H L
2. M HYAHO|AS NE HEE st D =X 2HAEE MBSt CHZ 7|&E APM £ WY E=
=o EN—=K=] HE= o =] = St S o) E
OHZ2[A[0]42] oixH MEHOiI)H === d4degx 0=| FE MEPLICH OB U3 ME YEE HES = Next(Ch3) &
= Xt =2|6F
22|51 Clone on review(ZE Al SH|) &2 SegL|Ct.
Clone application STEP 1/2: DETAILS X
CLONE DETAILS
ﬁ CLONING APPLICATIONS
Clonerare Clonenamespace Astra Control can create a clone of
wp-clone wp-clone your application configuration and
persistent storage. Persistent
Gestinationdiuster storage backups are transferred
v Clone from an existing snapshot or backup ? from your object store, so
O ocp-vmw choosing a clone from an existing
backup will complete the fastest.
Enter a clone name to get started.
Read more in
Clone applications (3.
@ Application
wp
D Namespace
wp
@ Cluster
ocp-vmw

3. M O E2|AH|0| M2 ZAH AEf 2 M2HE|X| Tt Astra Control Center= MEHSH S2{ AE{0f| O EE2|AH|0|ME

50



oLt 838 T2 RE 2[2ATt Astrali 2foi AX| B! HX|=H S
HetE Lt

00
|H
HU
[
ul'lJ
ro
>
00
N
or
0
ul
HU

© Applications

Actions ¥ 4+ Define @ - : * Q @ @

C  1-20of2entries

Name Ready Protected  Cluster Group Discovered Actions

wp @) ® 3 ocpvmw = wp 2022/02/28 18:34 UTC Available v

wp-clone © A £ ocp-vmw = wp-clone 2022/02/28 19:21 UTC Available v
Astra Trident 72

Astra Trident= Red Hat OpenShiftE Z &5t ZiE|0|L] 3! Kubernetes BIEZE 2|t LE AA Bl &t X| /&=

AE2|X] QAAER|O|EHQLICE, Trldent._ NetApp ONTAP 2! Element A E2|X| AlﬁE.:.*'g Zorot A NetApp

AEEX| ZEEZ| 22 ASE|H NFS U iSCSI HE L X[AEL|Ct Trident= £[Z AFEXH7L AEZ|X| 22| Xte| 7HE

210| NetApp 2E2[X| A|ARIOM AEE[X|E Z2H[X'E ! 22| = UL E 510 DevOps HIAEZRE

7t ct.

2 BE%t= %, E™ 0A3 /Y = QoS &2 HIXRSt 1
ZHE QAo It o2 AEZ|X| HAEE e = UG

ZHEQ| o|2{ct HAEZF A2 X|£H 2l PVC(Volume Claim)

Zat 4 ABLC,

2 AE2X 753 XIRsts
Lict. 0[2{3t Hol=S
£ Wt Taof w2t

]

-l o
ﬁEEIII Alﬁ?é! S}
Holot =, WA=

ZelolHof S ME

II:I
1A

[
i
F_R

Astra Trident= 2 7Hg 7|12 N 26HH, Kubernetes®t OFEZFX| 2 1104 43| 22| = ElL|C},

Astra Trident2| |41 HF 2 2022 1€ 22.01QL|Ct. Kubernetes BIEE A2 2= Q= Tridente| HF0f| CHSH X| &
IHE=ZIAL|CE 047"


https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#supported-frontends-orchestrators
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#supported-frontends-orchestrators
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#supported-frontends-orchestrators

20.04 ZE[=KE Trident 2HXL7t Trident 82 +ABLICH 2FAts 2 #=S E0[SHA| 5t Trident A X[ 2]
L2 BiEE Podoi et XtE 2FE Zeteh =71 X[ S St

21.01 E2|=E Sdll Trident Operatore| BX|E EO0[SIA| 5t= MO AIEE ALY &= UA| =/}SLICH

Astra TridentE CI2Z2E5HMAIL

PEE ALK 22 AE| TridentE KXot I3 28

mw

ZH|X ol H T HAIE A=Y AL.

1. &X| O}710|EE 22| YIAH|O|M0]| CHRZESIT XS FELICH Trident2] ¥A A2 22.010|H CH2EES

=
% UBLIcH oI

[netapp-user@rhel’7 ~]$ wget
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-
installer-22.01.0.tar.gz

--2021-05-06 15:17:30--
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-
installer-22.01.0.tar.gz

Resolving github.com (github.com)... 140.82.114.3
Connecting to github.com (github.com) |140.82.114.3]:443... connected.
HTTP request sent, awaiting response... 302 Found

Location: https://github-
releases.githubusercontent.com/77179634/a4fa9f00-a9f2-11eb-9053-
98e8e573d4ae?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz—
Credential=AKIAIWNJYAX4CSVEH53A%2F20210506%2Fus—-east-

1%2Fs3%2Faws4 request&X-Amz-Date=20210506T191643Z2&X-Amz-Expires=300&X-
Amz-
Signature=8a49a2ale08cl147d1ddd8149ce45a5714f9853feel%bblc5079890b9543eb36
30&X-Amz-
SignedHeaders=host&actor id=0&key id=0&repo id=77179634&response-—
content-disposition=attachment%$3B%20filename%3Dtrident-installer-
22.01.0.tar.gz&response-content-type=application%$2Foctet-stream
[following]

--2021-05-06 15:17:30-- https://github-
releases.githubusercontent.com/77179634/a4fa9f00-a9£f2-11eb-9053~
98e8e573d4ae?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz—
Credential=AKIAIWNJYAX4CSVEH53A%2F20210506%2Fus-east-

1%2Fs3%2Faws4 request&X-Amz-Date=20210506T191643Z2&X-Amz-Expires=300&X-
Amz-
Signature=8a49a2ale08cl147d1ddd8149ce45a5714f9853feel%bblc5079890b9543eb36
30&X-Amz -
SignedHeaders=host&actor id=0&key id=0&repo id=77179634&response—
content-disposition=attachment%3B%20filename%3Dtrident-installer-
22.01.0.tar.gz&response-content-type=application%$2Foctet-stream
Resolving github-releases.githubusercontent.com (github-
releases.githubusercontent.com) ... 185.199.108.154, 185.199.109.154,
185.199.110.154,
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https://github.com/NetApp/trident/releases/download/v22.01.0/trident-installer-22.01.0.tar.gz
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-installer-22.01.0.tar.gz
https://github.com/NetApp/trident/releases/download/v22.01.0/trident-installer-22.01.0.tar.gz

Connecting to github-releases.githubusercontent.com (github-
releases.githubusercontent.com) [185.199.108.154]:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 38349341 (37M) [application/octet-stream]

Saving to: ‘trident-installer-22.01.0.tar.gz’

1008 [m===============s==s==s=s=sss=ssssssssssssssssssssssssssssssssss=ss=====
===============================================>] 38,349,341 88.5MB/s
in 0.4s

2021-05-06 15:17:30 (88.5 MB/s) - ‘trident-installer-22.01.0.tar.gz’

saved [38349341/38349341]

2. CIRE2C3t HEO|A Trident XS =Z¢HL|LCT.

[netapp-user@rhel’7 ~]$ tar -xzf trident-installer-22.01.0.tar.gz
[netapp-user@rhel”7 ~]$ cd trident-installer/
[netapp-user@rhel7 trident-installer]$

HromE A3t Trident HAXIS M X|gfL|Ct
1. HX AF2XF 22{AE Q| "kubecononfig" It XS 2tA H4Z MASHO] Tridentof| O] IS MYE 4= U=

2A=|0| O-IOI:IE II-IoI- ILIBjI_ HA::IL—“:I'

[netapp-user@rhel’ trident-installer]$ export KUBECONFIG=~/ocp-
install/auth/kubeconfig

2. Helm HE 2 Adst0] ALEXF 22{AHN M4FHE HJADO|AE MMHSH=E S Helm CIREZ|Q| tarballOi| A
Trident HAXIE M K[gfL|CH
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[netapp-user@rhel’ trident-installer]$ helm install trident
helm/trident-operator-22.01.0.tgz --create-namespace --namespace trident
NAME: trident

LAST DEPLOYED: Fri May 7 12:54:25 2021

NAMESPACE: trident

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:

Thank you for installing trident-operator, which will deploy and manage
NetApp's Trident CSI

storage provisioner for Kubernetes.

Your release is named 'trident' and is installed into the 'trident'
namespace.

Please note that there must be only one instance of Trident (and
trident-operator) in a Kubernetes cluster.

To configure Trident to manage storage resources, you will need a copy
of tridentctl, which is

available in pre-packaged Trident releases. You may find all Trident
releases and source code

online at https://github.com/NetApp/trident.

To learn more about the release, try:

S helm status trident
$ helm get all trident

3. HIYAHO|AM AH F

ol TES 2HI6HH Lt tridenttl HHO|LIZIS AFS510] KBl BIHS oISt Trident?t
MBMOZ MAE|AULT| oIzt £+ AL
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[netapp-user@rhel’ trident-installer]$ oc get pods -n trident

NAME READY STATUS RESTARTS AGE
trident-csi-5z451 1/2 Running 2 30s
trident-csi-696b685cf8-htdb2 6/6 Running 0 30s
trident-csi-b74p2 2/2 Running 0 30s
trident-csi-lrwé4n 2/2 Running 0 30s
trident-operator-7c748d957-gr2gw 1/1 Running 0 36s

[netapp-user@rhel’7 trident-installer]$ ./tridentctl -n trident version

Fom e o +
| SERVER VERSION | CLIENT VERSION |
Fom e e +
| 22.01.0 | 22.01.0 |
fom e frmm e +

(D BR0i| wat 02 2tH0f| Trident 72| AFEAL X[F0| HRE 4 AUSLICE 0|2{et B2 Trident
AHMIE 522 EX|5t0 ZotzE MfLHAES AH|0|ESIY BIEE AFEX XHY == JASLICE

Trident HMXIE 502 MX|ShL|CH
1. X, TridentOfl O] IYS MEE £ U= FM0| gl7| H20|| ArEX} 22{AEQ| "kubecononfig" IS Xrxgt

HRt QTR By WAz MFLIC

[netapp-user@rhel7 trident-installer]$ export KUBECONFIG=~/ocp-
install/auth/kubeconfig

2. ERJHE 4K Z2IY CIYER|0s WL DE 2|AAS HoJol| A3t fLIHAETL S0 UBLICH HTe
HLIHAES AGst0] 'E2|AHAAERO[ES AFBRE KIF 2|44 HO|S BHELICE

[netapp-user@rhel’7 trident-installer]$ oc create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml
customresourcedefinition.apiextensions.k8s.io/tridentorchestrators.tride
nt.netapp.io created

3. Trident HIIAHO| AT} QOH HSE OHLIHIAEES A3 22| AE 0 Trident U Y AH[O|AS BHELICE

[netapp-user@rhel’7 trident-installer]$ oc apply -f deploy/namespace.yaml
namespace/trident created

4.

-

r

>

al
HAXE XEA[Of CHEE 'erviceAccount' S Trident 2 8XF 150 Q3 2[AA S MAsICt

r

EXHO]| CHet ‘erviceAccount', 'clusterRole’, 'ClusterRoleBinding', 'erviceAccount', 'PodSecurityPolicy', EE&

)
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5.

56

[netapp-user@rhel’ trident-installer]$ oc create -f deploy/bundle.yaml

serviceaccount/trident-operator created

clusterrole.rbac.authorization.k8s.io/trident-operator created

clusterrolebinding.rbac.authorization.k8s.io/trident-operator created

deployment.apps/trident-operator created

podsecuritypolicy.policy/tridentoperatorpods created

Che S AHE6I0 2SXMHIE = HEIE 2eld = &L
[netapp-user@rhel7 trident-installer]$ oc get deployment -n trident
NAME READY UP-TO-DATE AVATILABLE AGE
trident-operator 1/1 1 1 23s
[netapp-user@rhel’ trident-installer]$ oc get pods -n trident
NAME READY STATUS RESTARTS AGE
trident-operator-66£48895cc-1lzczk 1/1 Running 0 41s

2L AEEAL B Z OfF| TridentE X[ 4= AFLICE 0|F fIHM = "EC|ULAAEZOEY S
'c'>'|'[_||:|-
= .

[netapp-user@rhel7 trident-installer]$ oc create -f
deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created
[netapp-user@rhel7 trident-installer]$ oc describe torc trident

Name : trident
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator

Metadata:
Creation Timestamp: 2021-05-07T17:00:28%
Generation: 1

Managed Fields:
API Version: trident.netapp.io/vl
Fields Type: FieldsVl

fieldsVl:
f:spec:
f:debug:
f:namespace:
Manager: kubectl-create
Operation: Update
Time: 2021-05-07T17:00:28%

API Version: trident.netapp.io/vl

ot
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Fields Type: FieldsVl
fieldsVl:
f:status:

f:currentInstallationParams:

:IPvG6:
rautosupportHostname:
rautosupportImage:
rautosupportProxy:
:autosupportSerialNumber:
:debug:
:enableNodePrep:
:imagePullSecrets:
:imageRegistry:
:k8sTimeout:
:kubeletDir:
:logFormat:

H Hh Fh Fh Fh Fh Fh Fh Fh Fh Fh Fh Fhoe

:silenceAutosupport:
f:tridentImage:

f:message:

f:namespace:

f:status:

f:version:

Manager: trident-operator
Operation: Update
Time: 2021-05-07T17:00:28%
Resource Version: 931421
Self Link:
/apis/trident.netapp.io/vl/tridentorchestrators/trident
UID: 8a26a7a6-dde8-4d55-9b66-a7126754d81f
Spec:
Debug: true
Namespace: trident
Status:
Current Installation Params:
IPv6: false

Autosupport Hostname:

Autosupport Image: netapp/trident-autosupport:21.01
Autosupport Proxy:

Autosupport Serial Number:

Debug: true

Enable Node Prep: false

Image Pull Secrets:

Image Registry:

k8sTimeout: 30



Kubelet Dir: /var/lib/kubelet

Log Format: text
Silence Autosupport: false
Trident Image: netapp/trident:22.01.0
Message: Trident installed
Namespace: trident
Status: Installed
Version: v22.01.0
Events:
Type Reason Age From Message

Normal Installing 80s trident-operator.netapp.io Installing
Trident

Normal Installed 68s trident-operator.netapp.io Trident
installed

7. QA0 201 M A% FOI ZES HIBHHLE tridentct! HHO|L{Z|E AFR310] K| El HES SHQI8t Trident?t
NBMOoZ MASIYER U 4 AL

[netapp-user@rhel’ trident-installer]$ oc get pods -n trident

NAME READY STATUS RESTARTS AGE
trident-csi-bb64c6cb4-1mdoh 6/6 Running 0 82s
trident-csi-gn59qg 2/2 Running 0 82s
trident-csi-m4sz] 2/2 Running 0 82s
trident-csi-sb9k9 2/2 Running 0 82s
trident-operator-66£48895cc-1lzczk 1/1 Running 0 2m39s

[netapp-user@rhel”7 trident-installer]$ ./tridentctl -n trident version

Fom e o +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 22.01.0 | 22.01.0 |
Fom e o +

AE2|X[of Cigh R} =

[n
M
=

NFS

il

HZoHHAL

CHE 29| Kubernetes HiZZIH0| = Red Hat OpenShiftE Z&st0] 7|2MOZ MX|=l NFS A= E OIREsH=
7| X2t R E2(E| 7 &H S ELICt

J2{L} NFSv32| 22 2ct0[AUESR *1H'I ol SAEE gasts HFHLIEO| IELITE w2t MHoM X E=

US AL 822 %E}Oh)_i % sunrpc 2% H|0|2 SH=0| A|Tf 22 =7|5}}0F AHo| & FJ|E Y W
210| NFS ¢Z0] Ciot x| & Hs et 5 S?l*Lll:}

ONTAP2| B2 X| &= 2| sunrpc £X HIOIE &= == 12870 ULICE =, ONTAP= o H0i| 128712 SA| NFS
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QES X[HE £ JAELICL 2Lt 72X O Z Red Hat CoreOS/Red Hat Enterprise Linuxe= HZ S Z|CH
65,536712] sunrpc &% H|O|2 &= Z&LICt 0] 22 1282 AHsHOF 5HH, OpenShiftof| A Machine Config
Operator(MCO)E AtE5t0] dEE 4~ UESLICE.

OpenShift 24Xt L= =0f| A %[CH sunrpc £% HIO|E2 52 +=H o2

e

C}

gjo
il

HUAIL.

Of

A

i
re

=

1. OCP @ 2&0f| 21015t Compute(ZAFE) > Machine Configs(ZH| 74) 2 0|S&fLICt. Create Machine
Config £ 22IILICE YAML It S SASI 20E2 CHg dd & =YL

apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfig
metadata:

name: 98-worker-nfs-rpc-slot-tables

labels:

machineconfiguration.openshift.io/role: worker

spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:

source: data:text/plain;charset=utf-
8;base64,b3B0aWoucyBzdW5ycGMgdGNwX21heF9zbGO0X3RhYmx1X2VudHIpZXMOMTI4Cg=

filesystem: root
mode: 420
path: /etc/modprobe.d/sunrpc.conf

2. MCOE 4%t 20fl= BE ZXt 20| 4 S M8t St T EIsHOF LT TH| 2-E 2 o 20-30&
HE ARELICE 'OC Get MCP'E AFE3H0] 7|A| 20| MEEIA=X| 2Qldt ZHXtof| chet 7|4 4 20|
YOO EE|A}=X] =elgtL T,

iSCSI

[netapp-user@rhel7 openshift-deploy]$ oc get mcp

NAME CONFIG UPDATED UPDATING
DEGRADED

master rendered-master-a520ae930eldl35e0dee7168 True False
False

worker rendered-worker-de321b36eebat62dfdlfebbc True False
False

ISCS| ZZESS Sof 22 A% 252 YT 4+ UEE YR O ZHI5{R o 715 XYsts o
LR 1f7|XI12 AKISHOF BHLIC
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Red Hat OpenShiftdi A= MCO(Machine Config Operator)E BiZEl & Z2{AE{0f| ME35t0] X2|EL|Ct.
AR L ETLHSCSI MH|AE MG S M6 H CHs THAIE 3N 2.

1. OCP & 2&0| 219215t Compute(ZEE!) > Machine Configs(ZH| 714) 2 0| S8tL|Ct. Create Machine
Config £ S22IeLICt YAML IS ARSI 20{E2 CH2 Y S Sl

CHS Z2E ASSHA|

|'0

te HO
ST OT

apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-worker-element-iscsi

spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- name: iscsid.service
enabled: true
state: started
osImageURL: ""

CHS Z2 A8 Al

60



apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfig
metadata:
name: 99-worker-ontap-iscsi
labels:
machineconfiguration.openshift.io/role: worker

spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:

source: data:text/plain;charset=utf-
8;base64d, ZGVmYXVsdHMgewogICAgICAgIHVZZXJfZnJpZW5kbH]1 fomFt ZXMgbm8KICAgICA
gICBmaWbkX211bHRpcGF0aHMgbm8K{fQoKYmxhY2tsaXN0X2V4Y2VwdGlvbnMgewogICAgICA
gIHByb3B1lcnR5ICIOUONTSVOJREVOVEI8SUREVIAOKSIKEQoKYmxhY2tsaXNOIHsKfQoK
verification: {}
filesystem: root
mode: 400
path: /etc/multipath.conf
systemd:
units:
- name: iscsid.service
enabled: true
state: started
- name: multipathd.service
enabled: true
state: started
osImageURL: ""

2. 1MHS MM ZIAXL L 20| 2PMES MEotD CHA| 2=8k= o <F 20 ~3020| ZZIL|C}. 'OC Get MCP'E
Ar2sto] 7|4 %EOI MEE|QeX| 2olsta ZAX 0| thet 7|4 1M 0| 0| EEY LII §+°l3*l-ltr ZAXE
Lol 2391810 iscsid AH|ATF AlSl ZOIX| gholgt ¢ °'*LIEHE+ ZAE2E A3t= 22 multipathd
MH| AT} Al Z0IX]| =0l
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[netapp-user@rhel’ openshift-deploy]$ oc get mcp

NAME CONFIG UPDATED UPDATING
DEGRADED

master rendered-master-a520ae930el1dl135e0dee7168 True False
False

worker rendered-worker-de321b36eeba62dfd4lfeb7bc True False
False

[netapp-user@rhel’7 openshift-deploy]$ ssh core@10.61.181.22 sudo
systemctl status iscsid
® iscsid.service - Open-iSCSI

Loaded: loaded (/usr/lib/systemd/system/iscsid.service; enabled;
vendor preset: disabled)

Active: active (running) since Tue 2021-05-26 13:36:22 UTC; 3 min ago

Docs: man:iscsid (8)
man:iscsiadm(8)

Main PID: 1242 (iscsid)

Status: "Ready to process requests"
Tasks: 1
Memory: 4.9M
CPU: 9ms

CGroup: /system.slice/iscsid.service
L1242 /usr/sbin/iscsid -f

[netapp-user@rhel’ openshift-deploy]$ ssh core@l10.61.181.22 sudo
systemctl status multipathd
® multipathd.service - Device-Mapper Multipath Device Controller
Loaded: loaded (/usr/lib/systemd/system/multipathd.service; enabled;
vendor preset: enabled)
Active: active (running) since Tue 2021-05-26 13:36:22 UTC; 3 min ago
Main PID: 918 (multipathd)
Status: "up"
Tasks: 7
Memory: 13.7M
CPU: 57ms
CGroup: /system.slice/multipathd.service
L—918 /sbin/multipathd -d -s

@ et MachineConfig7f SEHOE HEE 1 MH| AT O LR AFEAEX] eld £ = A2
Aot Z2 S AE30 OC debug B E alAdt= AULICH

AEE|X| A| AR HHAlES MAdehL|Ct
Astra Trident Operator M%|E 2tz st
a

5t S0l= AF £91 EX NetApp AEZ|X| S E0f CHSH BHAEE A8HO}
BILIC Astra Trident2] A% 5l 1M A EEE

|&st2{H of2 Et7 YAl 2.
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* "NetApp ONTAP NFS £ & Z5HAAIQ"
* "NetApp ONTAP iSCSIZ ATt A"
* "NetApp Element iSCSI & & XM A|Q"

NetApp ONTAP NFS A4

NetApp ONTAP AE2|X| A|AEITIO| Trident 812 S 3tst2{H AER|X| A|AHITIO| EAIS K|St HHollE =S
gdstjof ghct.

1. CHREES3H MX| Of710|E0j M At S —1‘— A= of|H| el = mAO| 'ample-input’ E2H A|S0| /AELICE NFSE
X|2l5t= NetApp ONTAP A|AEIS| AL 'backend-ontap-nas.json' ItY S X ClAIER|0f| EAtStD OHAS
HESHAIR.

[netapp-user@rhel’7 trident-installer]$ cp sample-input/backends-
samples/ontap-nas/backend-ontap-nas.json ./
[netapp-user@rhel’ trident-installer]$ vi backend-ontap-nas.json

fot
N
o
o
]
o
-
o

2. backendName, managedLIF, dataLIF, svm, At2X} 0|2, &I &

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nas+10.61.181.221",
"managementLIF": "172.21.224.201",
"dataLIF": "10.61.181.221",

"svm": "trident svm",

"username": "cluster-admin",

"password": "password"

@ A2 Xt X|IH backendName Zt2 storageDriverName 2t NFSE &HH| At235H0] &lA| AlEe £
UEE SH= H|0|E| LIFE EH Helst= 20| E&LICEH

3. O] Mol MUS HYX|StL CHE HHS Ao X il Al =S MM ST},

= -
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[netapp-user@rhel’ trident-installer]$ ./tridentctl -n trident create
backend -f backend-ontap-nas.json

e o
e - o — +
| NAME | STORAGE DRIVER | UuIbD
| STATE | VOLUMES |
e o
- fom—————— Fom - +
| ontap-nas+10.61.181.221 | ontap-nas | be7a619d-c81d-445c-b80c-
5¢87a73cbble | online | 0 |
o Fom e
Rt it e F—— F————— +
4. WHOIC 7} MME|H CHS Hol| AEZ|X| SHAE MAsHof SrL|Ct A=t DHETIX[E ME U= EC0IM AL
7tset 2tFol| thsh HEY = = HE AER|X| S A MAO| USLICH 2 CIAEZ| 0 At W El
HHAIEE HHHSLY| 2l Rttt HES SHTLICE

[netapp-user@rhel7 trident-installer]$ cp sample-input/storage-class-
samples/storage-class-csi.yaml.templ ./storage-class-basic.yaml
[netapp-user@rhel’ trident-installer]$ vi storage-class-basic.yaml

S. O mhHof| CHal HESHOF 5t RUTH HH2 M=z WHE MAZ0|M AEE|X| E210|HS| 0|ELZ
'backendType' 71% Holst= AL US 7I1=8l sLILE Of 2t2 LISol| E=38H0F ghLCt,

E
A
rot
=
ol
1121
|

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: basic-csi
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

1

@ O] m0i| HO|El fschTypeOl2h= ME{X HETL JQELICE O] 21212 NFS B =0l M At
olAL|C}
AN H .

6. "OC" HHS At AEEZ|X| SHAE HeLIct.

[netapp-user@rhel’ trident-installer]$ oc create -f storage-class-
basic.yaml
storageclass.storage.k8s.io/basic-csi created

7. AEE|X] 2HAE Mot = A ¢ G =& 22(PVC)S HddHof eLCt ME YH0x o] S
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5= O AF2E = U= PVC-BASIC.YAML IH20| JELICE

[netapp-user@rhel7 trident-installer]$ cp sample-input/pvc-samples/pvc-—

basic.yaml ./

[netapp-user@rhel’ trident-installer]$ vi pvc-basic.yaml

8. O] mboj| CHal HEisHof o

- O
— 1T
PVC Mo|= I ZH|MUle =

=~

Ut LHE 2 'torageClassName' ZEJ} 2 THE TEQ} UX|BtCH= ZAQILICE
2stof wet ool et FIt2 AR Hojg 4 &L

kind: PersistentVolumeClaim

apiVersion: vl
metadata:
name: basic
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

storageClassName: basic-csi

9. OC WS MHSI0 PVCS MABITE M4 S0l wel 250l =7|0f ufet 444 AlZH0| Ch ZEY 4 Y00z &R
A ZZHAS Bl & Attt

[netapp-user@rhel?7 trident-

installer]$ oc create -f pvc-basic.yaml

persistentvolumeclaim/basic created

[netapp-user@rhel?7 trident-

NAME STATUS VOLUME
ACCESS MODES STORAGECLASS
basic Bound

RWO basic-csi

NetApp ONTAP iSCSI 714

NetApp ONTAP AE2|X| A|A!I 29| Trident
M gshof ehct.

1. LR S MX| OFFL0|HOjIM AMRE 4
X|2I5H= NetApp ONTAP A|AEIO| AR

(o]}
N

'ba
HERLCt

installer]$ oc get pvc

CAPACITY
AGE

pvc-b4370d37-0fa4-4cl7-bd86-94£96c94b42d 1Gi

7s

SYE ot HE AER|X| A|AHITO EAE X||EH=

= Of|x| gl = m}AO| 'ample-input' 20 AE0| JA&LICE iSCSIE
ckend-ontap-san.json' ItY S &Y CIAE2[0f| SALSID MU S
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[netapp-user@rhel’7 trident-installer]$ cp sample-input/backends-
samples/ontap-san/backend-ontap-san.json ./

[netapp-user@rhel’ trident-installer]$ vi backend-ontap-san.json

2. 0| Aol M 22| LIF, dataLIF, svm, AF2Xt 0|2 I s Zt2 MEshL|Ct

O

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "172.21.224.201",
"dataLIF": "10.61.181.240",
"svm": "trident svm",
"username": "admin",
"password": "password"
}
3. 0| WA= mAS H{X|SI D ChZ HHS HASHH] X Hul HAEE MM}

[netapp-user@rhel7 trident-installer]$ ./tridentctl -n trident create
backend -f backend-ontap-san.json

e fmm e ——
e F——— - +
| NAME | STORAGE DRIVER | UUID
| STATE | VOLUMES |
e o ——
e ittt L e e e e e e o o +
| ontapsan 10.61.181.241 | ontap-san | 6788533c-7fea-4a35-b797-
fb9bb3322b91 | online | 0 |
e o ——
o fomm - fomm - +

4. gHo|

= I_E = _—— o= 7 =2
Jtset §_7zlo1| ol HEY + A= HE LAE2[X] S22 ThUO| ASLICH 2 CIHER[0f SAtSHD YHE
HACE gtHst| flof Rt HES AL

[netapp-user@rhel’7 trident-installer]$ cp sample-input/storage-class-
samples/storage-class-csi.yaml.templ ./storage-class-basic.yaml
[netapp-user@rhel7 trident-installer]$ vi storage-class-basic.yaml

o. O] IhHof| CHal HESHOF 5h= RSt WH2 M= WHE HAZ0|M AEE|X| E210|HS| 0§ =
'backendType' 7*% Holsots AYLICt. ot 0| F EE S 7|53l SLICE O] 2t2 LISol| Z=sHOoF BfL(Ct.
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6.

8. 0] TR0 CHsH HEHOF ot R
PVC Hol mau|Xd 2l

9. ocHHEE

apiVer
kind:
metada

name:

provis
parame

sion: storage.k8s.io/vl
StorageClass
ta:

basic-csi
ioner: csi.trident.netapp.io
ters:

backendType: "ontap-san"

®

O] mof| Mozl fschTypeOIEf'— MEH
ot A AR RY(XFS, ext4d §)22 M
UEE AHe + JSLICL

=2 T Mg

M WETJL QUELICEH iSCSI HHAl=0f| M 0] 22 EH Linux
Hot7LE, OpenShift7t AFEE DY A|ARIZS 2™S £

"OC" HE S 45 AEE|X| S22 S HHLCH

[netapp-user@rhel’ trident-installer]$ oc create -f storage-class-

basic.

yaml

storageclass.storage.k8s.io/basic-csi created

AEZ|X| 2HAE MMot S A H G 2E S2Y(PVC)S Mo BfLIC ME o= o] A2
+lSH= O] AFEE 4= = PVC-BASIC.YAML I}I0| QLELILCE.

[netapp-user@rhel’7 trident-installer]$ cp sample-input/pvc-samples/pvc-

basic.

yaml ./

[netapp-user@rhel’7 trident-installer]$ vi pvc-basic.yaml

kind:

=
Sotofl et Bol| w2t =7tz AL Hold & AELICE

PersistentVolumeClaim

apiVersion: vl

metadata:

name: basic

spec:

accessModes:

ReadWriteOnce

resources:

requests:

storage: 1Gi

storageClassName: basic-csi

H 2l

Ut LHE 2 'torageClassName' 2E7t 22 THE HEQ UX[BtCH= ARIL|CY.

A PVCE Y ESILt Mg Sl MY =F2| A7|0f et M AlZto| i 2E £ JACLH= 2tz
Al EE*ﬂﬁ% efolgt = AFLICH.



[netapp-user@rhel’ trident-installer]$ oc create -f pvc-basic.yaml
persistentvolumeclaim/basic created

[netapp-user@rhel’ trident-installer]$ oc get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

basic Bound pvc-T7ceaclba-0189-43¢c7-8£98-094719f7956¢C 1Gi

RWO basic-csi 3s

NetApp Element iSCSI 7

NetApp Element AEE2[X| A|ARDIO| Trident S EA2t6t2{H iISCSI TEEES AHE510] AEZ|X| A|AEI1tO|
SAE X|SH= WAIEE Mdsf{of gfL|Ct.
1. CH2EE3 MX| OfFI0| 20l A S 4= L= Of|x| HHAl = THAO| 'ample-input' Z2C AHZ0l| JAELICL iISCSIE
X|l5t= NetApp Element A|AEIS| AL 'backend-solidfire.json' LY S ] CIAER|Z SAlstD OIUS
MESLICE

[netapp-user@rhel’7 trident-installer]$ cp sample-input/backends-
samples/solidfire/backend-solidfire.json ./

[netapp-user@rhel’7 trident-installer]$ vi ./backend-solidfire.json

"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://trident:password@l172.21.224.150/json-
rpc/8.0",
"SVIP": "10.61.180.200:3260",
"TenantName": "trident",
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS":
2000, "burstIOPS": 4000}},
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS":
6000, "burstIOPS": 8000}},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS":

8000, "burstIOPS": 10000}}]
}

2. 0] HHAE MUS HHX|SID CHE HHS MBI X Hl

= =_-—
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[netapp-user@rhel’ trident-installer]$ ./tridentctl -n trident create
backend -f backend-solidfire.json

e o
e e et e L e e e e e e o o +
| NAME | STORAGE DRIVER | UuIbD
| STATE | VOLUMES |
e e ——
o fomm - fomm - +
| solidfire 10.61.180.200 | solidfire-san | b90783ece-e0c9-49af-8d26-
3ea87ce?2efdf | online | 0 |
Fmm fomm e
e F—— t——— +
3. HHIC= Tt MM E|H CHS HOl| AER[X| 22HAS HMo{of FLICE WAEe} OrX7IX| 2 ME A3 EC0AM A
7tsst 2Zof| chsh ]11"'%-* T A= ME AEZX| SHA THUO| JSLICE 2 CIZEL|0| SASHD MM El
HHAIEE HHHSLY| 2l Rttt HES SHTLICE

[netapp-user@rhel7 trident-installer]$ cp sample-input/storage-class-
samples/storage-class-csi.yaml.templ ./storage-class-basic.yaml
[netapp-user@rhel’ trident-installer]$ vi storage-class-basic.yaml

4. o| mtoj cHsh MEsHoF ot= st Y
'backendType' 71% Ho|5H= AYLIC

rE
ro
=
Hu
=
)ed
n
%

MAEl ol =0j M AE2|X| =3t0|#Ho| 0[S0
242 7|28} SLICt. 0] 22 LIZ0|l & ZsHof ehLict.

kA
rot
=
]
1121
|

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: basic-csi
provisioner: csi.trident.netapp.io
parameters:

backendType: "solidfire-san"

O| moif He|F fschTypeO|2t= MEHA HETL QIEL|CE iSCSI HA =0 A 0] 22 EF Linux
@ I A|AE QB(XFS, extd S5)22 MAEBIALE OpenShiftZt AFRE I}Y A|AEIS AFS
AEE MTEr 4 YsLC,

. "oC" E% '3c|i f04 )\Ealxl aEH =\ c->|$+|_|[|-

=

[netapp-user@rhel’ trident-installer]$ oc create -f storage-class-
basic.yaml

storageclass.storage.k8s.io/basic-csi created

69



6. AEE|X| 2HAE MMt = A H I =285 2(PVC)S MAMdljof ShL|Ct ME =0 0] ZAS
£8St= O AFRE 4 9= PVC-BASIC.YAML It0| QU&L|Ct.

[netapp-user@rhel7 trident-installer]$ cp sample-input/pvc-samples/pvc-—
basic.yaml ./
[netapp-user@rhel’7 trident-installer]$ vi pvc-basic.yaml

USH L2 'torageClassName' ZE7} Eh2 0= T of AUX|SICH= ZdQIL|CE.

7. 0] ﬂf°'01| l1H5H ’14"'3H0|= ot 7€
Y 2ot [Efﬂf 2o mat :7t2 AFEAF Fole 4= JAFLICH

o
T

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: basic
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

8. OC HYS AsI0] PVCS MNBICE MY FOI el 20| 37|0f w2t 4 AIZto| Ca 2 4 002 o
A EZHAE gholg 4 LTt

[netapp-user@rhel’ trident-installer]$ oc create -f pvc-basic.yaml
persistentvolumeclaim/basic created

[netapp-user@rhel’ trident-installer]$ oc get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

basic Bound pvc-3445b5cc-df24-453d-ale6-0484e874349d 1Gi

RWO basic-csi 5s

2 MM K| FM LOtET|: NetApp2l Red Hat OpenShift

22| 32 Red Hat OpenShift= 22 & Sdfl 2|5 M|AI0l| 0fZ2(AH[0| M2 HSTLICH R0 HEE U=
SAE 0|22 HZf0) MH|AT} =S ELIC Mol 2R Eot AHIAR Alsl= ASHOIES OpenShit
2IEO|M 2/F S2I0|HE0 HHE HAS MSoH7| Ish AFEE + JSLICEL

J2Lt B0l whef HESH ME[AS MSEH7| o S8 T2 MEXL X[E 2E HEd FRE #5510
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-—rLM6HO|: St AL QUELICE ot 7HX| 6| 2= NetApp Astra Control Center?}t Q&LICH 0|21t Q3 AFEE
F5t7| fUol| CtLst ALK} XM 2E WA FMS YIS LICH K| 3 F4of ch XtA[et LHE2 o] MMg
EI-I ol-AlAlg-

Yl

CtS HO|X|0i M= NetApp OpenShifttil Al AEE 2= A 40 Cier 7t HEE FMS LI

0

S ECES

* "F5 BIG-IP"

MetalLB ZE 221 A A X|: NetAppZ} Red Hat OpenShift
0| H|O|X|0f|= MetalLB 2= 24 Aof| CHSt A %] 8! LA X|%l0| Lot Ql&L|Ct.

MetalLB= OpenShift E2{AE 0| HX|E|= XM AR HERQ|S 2E WHMEM, 22IRE %EIMIM AHAE|X]
o= 2HAHOM R 2E WA OpenShift AH|AE MM 2 °'*I-|Er EE MHM MH|AE X|25H7| 2[8H
%.HHI A E6H= MetallB2| F 7HX| 2 7|82 F4 &Yy} 28 ol IL|CE.

MetalLB 7t M
MetalLB7} OpenShift 22{AE 2[F2| 2 & WA MH|AN| LS E 1P FAE e FH F JHX| REZ RF8ILICE

* *Layer 2 2E * 0] 2E0{| A= OpenShift Z2{AE 2| ot L ET} MH|A ARHE 71K 2} s IPO]| CHet ARP
LHF 8'&*&04 OpenShift 22{AH (R0 i IPO| HEY £ JEF EL|CH =0 IPE Z1057| HE0|
Y E 5 oy 8 2l HY 2 H|oto] JQELICH Xt 182 HEME EZSHUAIR "0{7]",

* * BGP mode. * 0| 2=0{|A OpenShift 22{AEQ| 2 E L E= 2t2E 2t BGP |2 NMS MHst Elg2
MH|A P2 HESH| ¢t Z2E Z08L|CL 0| fIsHA= MetalLBE ST UIEY 32| 2tE{0f| SEdHoF
ghLIct BGP2| sl HIFHLIE S Z QI8 MH| A L IP-== Do HAE mf EH H|$H0| ASLICEH XhA|Et
HE2 dBME EZSHHAIR "0{7]".

@ 0] EM0|AME MetalLBE Layer-2 2EZ A BHL|CL,

MetalLB 2 MZ1x] AX|

1. MetalLB 2| AAE CIREZESHL|CE

[netapp-user@rhel’7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/name
space.yaml

[netapp-user@rhel’7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/meta
11b.yaml

2. It Metallb.YAMLZ st HEE2] B 3! A7 DemonSetd|A] pec.template.spec.securityContext’
oS AL CE

AHet & *
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securityContext:
runAsNonRoot: true
runAsUser: 65534

3. 'metallb-system' A AHO|AE THEL|C

[netapp-user@rhel7 ~]$ oc create -f namespace.yaml

namespace/metallb-system created

4. MetalLB CRE THSL|C}.

[netapp-user@rhel”7 ~]$ oc create -f metallb.yaml

podsecuritypolicy.policy/controller created

podsecuritypolicy.policy/speaker created

serviceaccount/controller created

serviceaccount/speaker created

clusterrole.rbac.authorization.k8s.io/metallb-system:controller created

clusterrole.rbac.authorization.k8s.io/metallb-system:speaker created

role.rbac.authorization.

role.rbac.authorization.

role.rbac.authorization
clusterrolebinding.rbac
created
clusterrolebinding.rbac
created

k8s.io/config-watcher created
k8s.io/pod-lister created

.k8s.io/controller created
.authorization.k8s.io/metallb-system:controller

.authorization.k8s.io/metallb-system:speaker

rolebinding.rbac.authorization.k8s.io/config-watcher created

rolebinding.rbac.authorization.k8s.io/pod-lister created

rolebinding.rbac.authorization.k8s.io/controller created

daemonset.apps/speaker created

deployment.apps/controller created

S. MetalLB 2L|HE F517| Tof|, 2= WM} 2S5}

o 2t HE

rr

Ho
oM
-1
0
o
1
o2
2
1
z0
o
]
T

DemonSet Elevated H$tS 20{EfL| Ef

[netapp-user@rhel’7 ~]$ oc adm policy add-scc-to-user privileged -n
metallb-system -z speaker

clusterrole.rbac.authorization.k8s.io/system:openshift:scc:privileged

added: "speaker"

6. MetalLB= metallb-system |2 AH[O|A0|A ConfigMapE THE0 LA BILICH
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[netapp-user@rhel’7 ~]$ vim metallb-config.yaml

apiVersion: vl

kind: ConfigMap

metadata:
namespace: metallb-system
name: config

data:
config: |

address-pools:

- name: default
protocol: layer?
addresses:

- 10.63.17.10-10.63.17.200

[netapp-user@rhel’7 ~]$ oc create -f metallb-config.yaml
configmap/config created

7. O|H| 2E WM MH|AT} MM E|H MetalLB= AH| A0 QI8 IPE &etst ARP K| 2E381H IP TAE
oralL|Ct
== .

@ BGP ZE0{|A MetalLBE 7+A5I2{H 92| 6THAIE ZALF 12 MetalLB HE A Q| HXIE
2 AAIL "0 7",

F5 BIG-IP £2E Sz A A X]

F5 BIG-IP E ZHLSt g TEEHM S5 Eeljd 22| 9l 1L4-L7 25 WA Y, SSL/TLS LEIEE, DNS, WatH 59|
Hot MH|AE X &3t= ADC(Application Delivery Controller)2IL|Ct. 0|2{3t MH|A = Oﬂaﬂlﬂlolﬁﬂ 7184, 2ot
U Hs5S 3A FAAIZLIC

F5BIG-IP= M & StEQ0, 2225 E= 2T 2|0|A JHA S 2H0|HA R Cior Ao R A% Sl ALES
UELICH 27 At w2t F5 BIG-IPS B4 Sl HHZESI2{™ of 7| MEHME ETSHYUAIL

F5 BIG-IP A{H|A2} Red Hat OpenShifte| 22Xl S&fS 2|8 F5= BIG-IP Container Ingress Service(CIS)E
HZELICt Ccle EX CRD(Custom Resource Definitions)0f| CHEt OpenShift APIZE ZHA|SET F5 BIG-IP A|AH!
THE 22|t HEZE ZEZ MA|ELICE F5 BIG-IP CISE OpenShiftt| A MH|A Q8 2= MM 8l AZE
HosteE Y 4 ASLIC

ot 2E WRME MH|ASEY| QIS XIS IP A 22| R F5 IPAM ZIESRE A2 = ASLICH F5 IPAM
E APE 2HE Z0M IP FAE 2Yot= ipamLabel 40| 1= loadbalancer AH|AE OpenShift APIE
?_ EE-| Icg A-lx|5l|__||_'_|-

Im

0| I|0|X|0l|= F5 BIG-IP CIS & IPAM ZAEE2{0]| CH3t M k| & 1A K|l 0| Lt USLICH AMH @7 AFSOE F5
BIG-IP A|ARIS HiZESED 2tO|MIAE Hrotof BfL|CH KD Bl-IP VE 7|2 2to|MA L} B 7|2 MO 2 Zete|= SDN
MH[AO| CHEE 2fO[MIA T R StL|Ct,
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F5 BIG-IP= S2| A% EE S2{AE BER X 4 UALICH 0[2{8t HSS 98 F5 BIG-IPE
2 TRE|QUR|OE A 2R CHY KOf KRS YXIBH| S8 iR @ 1P 2R{AEE

A

=

F5 BIG-IP A|AEIS M2 3=, 22IRE E= 12.x 0| A0 HEO| Q= 7HA O E20|HA R
T £+ AOMH F5 CISL E8tet 4~ UELICE 0] 22 SH0f 2t F5 BIG-IP A|AHI2 o€ &0
BIG-IP VE HEEZ A25t= 7t EE2I0|AHA R ASE[JUSLICE

®
®

e
Ml3gL|ct ATEQOf HA
Red Hat OpenShift 46 EUS, 4.7
F5 BIG-IP VE HH™ 16.1.0
F5 ZiH[o|L] &&E MH[A 2.5.1
F5 IPAM Z1EE2 0.1.4
F5AS3 3.30.0
AX|
1. T HEY oM BIG-IP A|AHIO| JSONS| 1M S ke &~ UYL= F5 Application Services 3 &&2 AX[EfL|Ct.
Z 0|=TL|Ct "F5 AS3 GitHub 2| EZX|E2["%X|A RPM IIY S CIR2ZESL|C}.
2. F5 BIG-IP A|AHIO| 239215t 1 iApps > THF|X| 2| LX £ 0|ST LIS 714 L7| E SalgfLct
3. MY MEH S Selst CHREE3 AS3 RPM IHU 2 MEiSH OIS gfol 2 S2lst J2E E SalgfLct
Import Package
I File Name | Choose File | f5-appsvecs-3.30.0-5 noarch rpm
Cancel || Upload |
4. AS3 SHZ T2 0| NZHOE MX|E|J=X| eelgh|ct

L N VD Busdd P Tags
FS-BpaneCs 1Mo & Te-appavis-2 30005 sdarch FLUGH

5. O3 CtZ OpenShiftet BIG-IP A|AH! Zto| SAl0f| 2Pt 2|AAE M BL|CH HX| OpenShift SDNE BIG-IP
AAEIOA VXLAN E{'2 QIE{H|O|AS MMt OpenShift2t BIG-IP M ZHof| E{E S MMt HERF >
EE>ID24 2 0|5t MM 2 S2IstCI2 22 TZLS VXLAN O MEsID EX{Y QY 2 HEFHAE
2 MYELICH T20Y 0|E2 Y& st Ot 2 Sl Ct.
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Matwork o Tumnals @ Profiles | VILAN o Mew VOLAN Profile

=

Parend Profia ki w
Description |

Sattings Gustom [
Por iTeR C
Flooding Type Miglticas v -]

Cancel | Repeal || Finishod

6. HEQZ >EE>EE S5 OF 0|Sst MY 2 223t 43 E{22Q| 0|81 22 IP FAE Lt o™
THAOM = B2 Z2ES MEist 0pd & S=IgCt

Network » Tunnels : Tunnel List » New Tunnel...

Configuration
I Name | openshift_vxlan |
Description | ]
Profile | vxlan-multipaint v
I Local Address [ 10.63.172.239 J
Secondary Address [ Any v
Remaote Address Ay s
Mode Bidirectional
wr -
Use PMTU Enabled
TOS | Preserve
Auto-Last Hop [Defaut  ~|
Traffic Group [Mone |

| Cancel || Repeat || Finished |

7. 2 AE 22|xt 2 Z Red Hat OpenShift 22{AE{ 0| 22918 |Ct,

8. OpenShiftoll A F5 BIG-IP A|H{& hostsubnetS A fL|CE J2{H A E410| OpenShift 22{AE0|A F5 BIG-
IP MHZ SHEHEILICH SAE ME4l YAML ®2Q|E CtR2ZE$tL|Ct,

wget https://github.com/F5Networks/k8s-bigip-
ctlr/blob/master/docs/config examples/openshift/f5-kctlr-openshift-

hostsubnet.yaml

9. SAE MEU I8 MASt D OpenShift SDNE BIG-IP VTEP(VXLAN EE) IPE F7tgtL|Ct.
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apiVersion: vl
kind: HostSubnet
metadata:
name: fb5-server
annotations:
pod.network.openshift.io/fixed-vnid-host: "QO"
pod.network.openshift.io/assign-subnet: "true"
# provide a name for the node that will serve as BIG-IP's entry into the
cluster
host: f5-server
# The hostIP address will be the BIG-IP interface address routable to
the
# OpenShift Origin nodes.
# This address is the BIG-IP VTEP in the SDN's VXLAN.
hostIP: 10.63.172.239

G)  uexn

10. HostSubnet 2| AA S MMBHL|CE

ot
ox

ol

N

A =AE & ST MR YEE HEFRLC

[admin@rhel-7 ~]$ oc create -f f5-kctlr-openshift-hostsubnet.yaml

hostsubnet.network.openshift.io/f5-server created

11. F5 BIG-IP AMH{0]| CHoH MM E SAE MEUIO| S2{AH IP MEUl He|E 7t FLICH
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[admin@rhel-7 ~]$ oc get hostsubnet

NAME HOST HOST IP
SUBNET EGRESS CIDRS EGRESS TIPS

f5-server f5-server 10.63.172.239
10.131.0.0/23

ocp-vmw-nszws-master-0 ocp-vmw-nszws-master-0 10.63.172.44
10.128.0.0/23

ocp-vmw-nszws-master-1 ocp-vmw-nszws-master-1 10.63.172.47
10.130.0.0/23

ocp-vmw-nszws-master-2 ocp-vmw-nszws-master-2 10.63.172.48
10.129.0.0/23

ocp-vmw-nszws-worker-r8fh4 ocp-vmw-nszws-worker-r8fhi 10.63.172.7
10.130.2.0/23

ocp-vmw-nszws—-worker—-tvr46 ocp-vmw-nszws-worker—-tvr46 10.63.172.11
10.129.2.0/23

ocp-vmw-nszws-worker-wdxhg ocp-vmw-nszws-worker-wdxhg 10.63.172.24
10.128.2.0/23

ocp-vmw-nszws-worker-wg8r4 ocp-vmw-nszws-worker-wg8r4 10.63.172.15
10.131.2.0/23

ocp-vmw-nszws—-worker-wtgfw ocp-vmw-nszws-worker-wtgfw 10.63.172.17

10.128.4.0/23

12. F5 BIG-IP Mt{0l| si=t8H= OpenShifte] SAE MEL H2|0|A IPE A23L0 OpenShift VXLANOI|A] 4

IPE d-detLICt F5 BIG-IP A|ARI0| 221511 HES3 > Self IP £ 0|5t LIS 4 2 S=IeLICH F5 BIG-
P SAE HEUSOZ MAEl SRIAE IP MHUIO| IPS Q2{elD VXLAN E{2S Metet [} CH2 A8 H22
UBILICE, T2 T+ 0K 8 S2ABLICE

Metwork » Self IPs » Mew Self IP...

Configuration
Name | 10.131.0.60 |
IP Address | 10.131.0.60 |

Netmask | 255.252.0.0 J

VLAN / Tunnel openshift_vxla v

Port Lockdown Allow Al |

T crop g o bt e L

Service Policy 'None ~|

| Cancel || Repeat || Finlshed
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13. CISOI A 741 3 ALS 8! F5 BIG-IP AIAO] TIE|MS MABILICE AIAH > AFSR > IIE|M 22 OF 0|56t
MY 2 B2 CIS MR HEES YBiLich I3 Ok 0ka 2 SsLich

System » Users : Partition List :» New Partition...

Properties

I Partition Name OCp-VMW

' Partition Default Route Domain 0 v |

Description
|

() Extend Text Area
() Wrap Text

Redundant Device Configuration

: ' & Inherit device group from root folder
Device Group
Mong
' ® inherit traffic group from root folder
Traffic Group il n:gﬂp i)
traffic-group-1 (floating) w
[_'gé'ncei' '| [ “Fiepeat" '| | Finished |
() Foi CISUIN RH2lsts TEIMOIN 48 742 28otx| %2 1S BEBLICH

14. OperatorHub2| HAXIE AFESH0] F5 BIG-IP CISE M X|BtL|CH 22{AE 22Xt HstOZ Red Hat OpenShift
S AE 23918110 F5 BIG-IP A|AE 2701 Xt SHS AI2810] ASE MMSH|CH 0| LK} T
ZHYLICE
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[admin@rhel-7 ~]$ oc create secret generic bigip-login -n kube-system
-—-from-literal=username=admin --from-literal=password=admin

secret/bigip-login created

15. F5 CIS CRDZ M X|gfL|C}.

[admin@rhel-7 ~]1$ oc apply -f
https://raw.githubusercontent.com/F5Networks/k8s-bigip-
ctlr/master/docs/config examples/crd/Install/customresourcedefinitions.y
ml

customresourcedefinition.apiextensions.k8s.io/virtualservers.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/tlsprofiles.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/transportservers.cis.f5.co
m created
customresourcedefinition.apiextensions.k8s.io/externaldnss.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/ingresslinks.cis.f5.com

created

16. Operators > OperatorHub 2 0|E5t1 7| E F5 & ZAM$t CHS F5 Container Ingress Service EF22
S=gLct

OperatorHub

Discover Operators from the Kubemetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software

through R

all Cperators on your clusters to pro de optional add-ons and shared services to your

developers. Aft pabilities will appear in the Developer Catalog providing a self-service experience

| Ainen All Items

rc litermns
Al Machine Leamning

Application Runtirme

Big Data

Cloud Provider @

Diatabase

Developer Tools FE& Container |"|r_,;|-'_a_-'.- Services

Development Tools

Dvivers And Plugins Operator o install F3 Container
. Ingress Services (CI5) for BIG-IP:

Integration & Delvery -

Lagging & Tracing
Modemization & Migration

Monitoring



18. Install operator(AX| Zt X} StHOAM ZE 7|2 O7iHSE OCH2

80

UK HHE 1 A

F5 Container Ingress Services

N

i

22siAIR.

18.0 provided by F5 Metworks inc

Latest version
1.8.0

Capabliity level
& Basic Install

3 Seamiess Upgrades
> Full Lifecycle

!

() Deep Insights

I Auto Pilot
Provider type
Certified

Provider
F5 Networks Inc.

Repository
https:fgithub.com,/ FSMet
works kBs-bigip-ctlr

Container Image

registry.connect redhat.co
myfSnetworks/k8s-bigip-

Introduction

This Operator installs F5 Container Ingress Senvices (C15) for BIG-IP in your Cluster. This enables to
configure and deploy CIS using Helm Charts,

FS Container Ingress Services for BIG-IP

F5 Container Ingress Sendces (C15) integrates with container orchestration erdronments to
dynamically create L4/LT services on FS BIG-IP systerns, and load balance netwark traffic across the
services. Monitoring the orchestration API server, CIS is able to modify the BIG-IP systemn configuration
based on changes made to containerized applications,

Documentation

Refer to F5 documentation

+ CIS on OpenShift (httpsf/clouddocs f5.comycontainers/latest/userguide fopenshift/) - OpenShift
Routes (https:jiclouddocs f5.comyfcontainers/latest /userguide,routes. hitmil )

Prerequisites

Create BIG-IP login credentials for use with Operator Helm charts. A basic way be,

oc create secret generic <SECRET-MAME: ««From-1iteral=username=<IJSERN

AME> --from-literal=password=<PASSWORD:

= kube-systen

1 Install(&X]) 2 SelstL|Ct,



Operatorbiub  »  Operator Installation

Install Operator

Insgall your Operator by subscribing to one of the update channels to keep the Opeérator up to date, The strategy determmines either manual or automiatic

Update channel * @ F5S Container Ingress Services
provided by FS Metworks Ing

@ beta
Provided APis

Installation modse *
FSEBi th
& All namespaces on the cduster (default) "E it

Operator will be available in all Namespaces

This CRD provides kind FSeiglpctler to

O Aspecific namespace on the cluster configure and deploy F5 BIG-IP
Operator will be available in b single Namespace only Controlier
Installed Marmespace *
B cpenshift-operators -

Approval strategy
& Automatic

O Marazal

Install | Cancel

19. 2HXE HX|8h= ol Alzto] Z&LCt.

@ FS Container Ingress Services
1.8.0 provided by FS Networks Inc.

Installing Operator
The Operator is being installed. This may take a few minutes.

View installed Operators in Namespace openshift-operators

20. 28X} MX| 2 Installation Successful H|A|X|7} £ EIC},

21. Operators > Installed Operators 2 0|S3}t11 F5 Container Ingress Service & £22!%t CHS F5BiglpCir
EtL0I M Create instance £ S2!gtL|LCt.



Project: openshift-operators

Installed Operators * Operator details

@ F5 Container Ingress Services
1.8.0 provided by F5 Networks Inc.

Details YAML  Subscription  Events  F5BiglpCtlir

Provided APIs

=118 F5BiglpCtir

This CRD provides kind F5BigIpCtlr to
configure and deploy F5 BIG-IP
Controller.

(® Create instance

22. YAML View(YAML E7|) & 22/st1 HRot i7iH+E 0| ESt & OHS L8 S 20 E&LICH

@ ZHIXE SASH| Mo 43 242 EHESHE S of2i | OH7H ¥4~ 'bigip_partition,
'openshift_sdn_name"', 'bigip_url' % 'bigip_login_secret'S YH|0| EEILILCE.
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apiVersion:

kind: F5BigIpCtlr

metadata:

name: f5-server

namespace: openshift-operators

spec:

args:

cis.f5.com/vl

log as3 response: true

agent: as3

log level: DEBUG
bigip partition: ocp-vmw

openshift sdn name: /Common/openshift vxlan
bigip url: 10.61.181.19

insecure: true

pool-member-type:

custom resource mode: true

cluster

as3 validation: true

ipam: true

manage configmaps: true

bigip login secret: bigip-login

image:

pullPolicy: Always

repo: fS5networks/cntr-ingress-svcs

user: registry.connect.redhat.com

namespace: kube-system

rbac:
create: true
resources: {}
serviceAccount:
create: true

version: latest

MName 1 Status

.

=2 HYUO S olE7] = =3
HHXE EH 2 SV E S

Ready

2IStLICE J2{™ kubbe-system W AHO[A0 CIS ZEZt AX|ELICE

Restarts

o

Cwmner

Memory

CPU

LA

m
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7|2X O Red Hat OpenShift= L7 2E HHA S Qo Z2E SOl MH[AE L E5H= Y-S
HSELICt LEHEl OpenShift 2H2EE 0|E1 of Z29| Ejmlg 21 3 N2[st= —.22 [2=]=s
J2{Lt F5 CISE #4510 2|2 F5 BIG-IP A|ABlIS Sot 2IREE X|§Y = JELICE O
ANABI2 HX 2IREE HASIAHLE XEH| = AREl OpenShift 2t E{0f] CHSE CHA| 2tRE{E AH

@ 2 ASLICE Cli= OpenShift 2t EQ| 2t2E et SH= BIG-IP A| A0 7t MHE MMt
BIG-IP= &1 8! E2fjT! 2tRE S N2[SL|Ct 0| 7|58 &dstst= o7 H 01| CHSE XtA|ot

2 07| of| A HHEME EZSHMAIL. 0|24t DH7H #= APPS/v1 API2| OpenShift H I

2|2 A0 CHol Aol ELICt. 2t F5BiglpCtir 2|2 A cis.f5.com/v1 API2 E7H A8 S B2
Of7H'H <~ O| Z0i| CHt 510 E(-)2 RE()E HiELICE

! et

24. CIS At Mo MY E|= QIXH= IPAM:TRUE, CUSTOM_RESOURCE_MODE:TRUE®L|C}. O]2{st
DH7H = IPAM HE Z2{2} CIS S= -detot= ol EQELICL F5 IPAM 2| 2AS 4-g5t0] CIS7HIPAM
SYS g =X| =elgtct

[admin@rhel-7 ~]$ oc get f5ipam -n kube-system

NAMESPACE NAME AGE
kube-system ipam.10.61.181.19.ocp-vmw 43s
25. F5 IPAM ZIEE2{0f| 223t MH|A A/E, Hg 9l rolebindingE PHSLICEH YAML IS MdstD CHS LIES
I=!0:I |__-1AL_||:I_
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26. 2|

[admin@rhel-7 ~]1$ vi f5-ipam-rbac.yaml

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: ipam-ctlr-clusterrole
rules:
- apiGroups: ["fic.f5.com"]
resources: ["ipams","ipams/status"]
verbs: ["get", "list", "watch", "update",
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: ipam-ctlr-clusterrole-binding
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ipam-ctlr-clusterrole
subjects:
- apiGroup: ""
kind: ServiceAccount
name: ipam-ctlr
namespace: kube-system
apiVersion: vl
kind: ServiceAccount
metadata:
name: ipam-ctlr
namespace: kube-system

AAE MMBH|C}

"patch"]

[admin@rhel-7 ~]$ oc create -f fb-ipam-rbac.yaml

clusterrole.rbac.authorization.k8s.io/ipam-ctlr-clusterrole created
clusterrolebinding.rbac.authorization.k8s.io/ipam-ctlr-clusterrole-

binding created
serviceaccount/ipam-ctlr created

27. YAML I} 2 MMstn ofzfof M= F5 IPAM i Ho|E 20 E&L|CH
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86

@ Ot2lf SPEC.template.spec.containers[0].args2| IP H$| 0f7i H~E AH|0|ESt] AH |

SHSt= ipamLabels & IP 4 HQ|E gtAEHL|CE,

@ IPAM ZIEZE2{7} Yol El H{0M IP FAE AMStD 27| 9|31l M= ipamlabels ['range1”
% "range2"(Ot2lf Of| 2] Z)0fl Fot 24t FX| F2| MH[20] it F=MS Fotof LTt

[admin@rhel-7 ~]$ vi f5-ipam-deployment.yaml

apiversion: apps/vl
kind: Deployment
metadata:
labels:
name: f5-ipam-controller
name: f5-ipam-controller
namespace: kube-system
spec:
replicas: 1
selector:
matchLabels:
app: fb-ipam-controller
template:
metadata:
creationTimestamp: null
labels:
app: fb-ipam-controller
spec:
containers:
- args:
- —-orchestration=openshift
- —--ip-range='{"rangel":"10.63.172.242-10.63.172.249",
"range2":"10.63.170.111-10.63.170.129"}"
- —-log-level=DEBUG
command :
- /app/bin/f5-ipam-controller
image: registry.connect.redhat.com/fbnetworks/f5-ipam-
controller:latest
imagePullPolicy: IfNotPresent
name: f5-ipam-controller
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: ipam-ctlr

serviceAccountName: ipam-ctlr



28. F5 IPAM ZIEE2{ L E MMTtLC}t,

[admin@rhel-7 ~]$ oc create -f fbh-ipam-deployment.yaml

deployment/f5-ipam-controller created
29. F5 |PAM HEZ2] ZTE7} Al ZQIX| golstL|ct,

= -

[admin@rhel-7 ~]$ oc get pods -n kube-system

NAME READY STATUS

AGE

f5-ipam-controller-5986cff5bd-2bvno 1/1 Running
30s

f5-server-£f5-bigip-ctlr-5d7578667d-gxdg] 1/1 Running
14m

30. F5 IPAM A7|0+E QHSL|C}.

[admin@rhel-7 ~]$ oc create -f
https://raw.githubusercontent.com/F5Networks/f5-ipam-
controller/main/docs/ static/schemas/ipam schema.yaml

RESTARTS

customresourcedefinition.apiextensions.k8s.io/ipams.fic.f5.com

2
(=]

ol

1. loadbalancer &9 MH|AE MMBtL|Ct
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[admin@rhel-7 ~]$ vi example svc.yaml

apiVersion: vl
kind: Service
metadata:

annotations:

cis.f5.com/ipamLabel: rangel

labels:
app: f5-demo-test
name: fb5-demo-test

namespace: default

spec:
ports:
- name: f5-demo-test
port: 80

protocol: TCP

targetPort: 80
selector:

app: fb-demo-test
sessionAffinity: None
type: LoadBalancer

[admin@rhel-7 ~]1$ oc create -f example svc.yaml

service/f5-demo-test created

2. |PAM Controller?} 2|5 IPE &&tst=X| 2HQISHTL.

88

[admin@rhel-7 ~]$ oc get svc

NAME TYPE

PORT (S) AGE
f5-demo-test LoadBalancer
80:32605/TCP 27s

CLUSTER-IP

172.30.210.108

EE Mot MY El & H2AM MH[AS AFEELICH

EXTERNAL-IP

10.63.172.242



[admin@rhel-7 ~]$ vi example deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: fb5-demo-test
name: f5-demo-test
spec:
replicas: 2
selector:
matchLabels:
app: fb5-demo-test
template:
metadata:
labels:
app: fb5-demo-test
spec:
containers:
- env:
- name: service name
value: f5-demo-test
image: nginx
imagePullPolicy: Always
name: f5-demo-test
ports:
- containerPort: 80
protocol: TCP

[admin@rhel-7 ~]1$ oc create -f example deployment.yaml

deployment/f5-demo-test created
4. Pod7t &% FQIX| =telgtL|ct.

[admin@rhel-7 ~]$ oc get pods

NAME READY STATUS RESTARTS AGE
f5-demo-test-57c46£6£98-47wwp 1/1 Running 0 27s
f5-demo-test-57c46f6£98-c12m8 1/1 Running 0 27s

5. OpenShiftoll A loadbalancer R&2| MH|AE U5l BIG-IP A|AEI0| SHE kA MHIF M| =X| EQIBHT

Local Traffic > Virtual Servers > Virtual Server List2 0|S&L|C}.



Local Traffic « Wirtual Sereers - W

Virkemd Sorver Ll Varhual A

o -

Saarch Crpata
| |+ Gontus & M  Duslrgbon ¢ Apphcabon ¢ Dasbrabon  © Sorck Poil ¢ Tepa  Fescuces © Pambon | Path
@ v e celel £ semd VO 1T 243 Shayd 1083 4T3 23 B0 HTER) Saarciard | oG T SR

Enabis || Deiable || Doleli

20! O|O|X| 2| X|AEE| BH=S7]

22 22 X|AEZ|E A0 LHEE 2| Red Hat OpenShift HHZOf| AL EIL|Ct "7|. 2" L= "DockerHub=S
XA Do iR 2| A S SFLLICH J2{Lt B240] Xprle| 74l EE= AHEXt X[H O|0|X|E
SAESH = 227t UASLICH

O Hx}0i[ M= Astra Trident %! NetApp ONTAPO|AM X|Sdt= G =282 XIS &= 7H2l O|0|X| XA EL]
DHS710fl CHal EESfL|Ct.

Astra Control Center0|= Astra Z1H|0|L{0f| 2R3t O|0|X|E S ARSH| 2[t B X[AER|7t
(D =2 o8 Mol E Red Hat OpenShift S2{AE{ U2 AXIAE2IE S8 Astra
Control Center &X|E X|&5t= O] 2R3 0|0|X|E FA|SH=s A E HHSL|CE.

iRl O|o|X| HX|AEE|E HEE SYULICE

1. 85l 7|2 AEZ|X| FHANM 7|2 FME H ST OpenShift 22{AE{Q| 7|27t 2 Trident X[ AEZ|X|
SaA0 FMS FItetCt.

[netapp-user@rhel7 ~]$ oc patch storageclass thin -p '{"metadata":
{"annotations": {"storageclass.kubernetes.io/is-default-class":
"false"}}}!

storageclass.storage.k8s.io/thin patched

[netapp-user@rhel7 ~]$ oc patch storageclass ocp-trident -p
'{"metadata": {"annotations": {"storageclass.kubernetes.io/is-default-
class": "true"}}}'!

storageclass.storage.k8s.1o0/ocp-trident patched

2. 'sepec' 220 CtS1t 22 ME 07 +E 221510 Imageregfollection HAXHE TR BHL|CY

[netapp-user@rhel7 ~]1$ oc edit
configs.imageregistry.operator.openshift.io

storage:

pvc:
claim:

3. AFXt X|H SAE 0|22 AR50 OpenShift ZZ2E MAsH7| I8l 'sepec’ M Mof| CHS 07 HES
lEstL|Ct M&Estn 2Lt
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https://quay.io
https://quay.io
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https://quay.io
https://quay.io
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https://hub.docker.com
https://hub.docker.com
https://hub.docker.com

routes:
- hostname: astra-registry.apps.ocp-vmw.cie.netapp.com
name: netapp-astra-route

off chet AEX} X|E 2 AE 0|FS ™dt= B0 ALEELICt OpenShift/t

¢ 2RE 714
Y 2510 A2 E IHET 2 512{™H 'sepec’ MM ddefaultRoute: true’of| CIS

@ J|E SAE 0
oo HE 2ot

[ a1

u||m rlo
A = Im

ALt

AMEXE K™ TLS 215N

ZE AMEX} X H SAE 0|E2 MESH= B2 7|2X O 2 OpenShift Ingress HAHALC| 7|2 TLS M S
A ELICE (Lt FEOf| AFEXE K™ TLS 42 FI71e = USLICE o|HA| Sta{H L3 THAIE
SIZSHAA| L.
a. EEQITLS QIBN Bl 7|2 4= E T
[netapp-user@rhel7 ~]$ oc create secret tls astra-route-tls -n
openshift-image-registry —-cert/home/admin/netapp-astra/tls.crt

--key=/home/admin/netapp-astra/tls.key

b. Imageregfollerators ME St CHS MH2t0|E{E 'sepec’ M M0j| Z=7t&fL|CE.

[netapp-user@rhel?7 ~]$ oc edit
configs.imageregistry.operator.openshift.io

routes:

- hostname:
netapp-astra-route
astra-route-tls

astra-registry.apps.ocp-vmw.cie.netapp.com

name:
secretName:

4. 40| AHSYRIS CHA TS 2YR}

oc edit configs.imageregistry/cluster

managementState: Managed

2

ot

of

HI

5. B E MH| =H0| Z=E|H 7ol o|0|X| 2| X|AE2|0f CHH PVC, POD & MH|AZF MM EIL|CH
HIX|AER| 7} 74E E|0{OF BhL|Ct.

[netapp-user@rhel’7 ~]Soc get all -n openshift-image-registry
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NAME
RESTARTS AGE

READY STATUS

pod/cluster-image-registry-operator-74f6d954b6-rb7zr 1/1 Running

3 90d

pod/image-pruner-1627257600-f5cpj 0/1 Completed
0 2d%h

pod/image-pruner-1627344000-swgx9 0/1 Completed
0 33h

pod/image-pruner-1627430400-rv5nt 0/1 Completed
0 9h

pod/image-registry-6758b547f-6pnj8 1/1 Running

0 76m

pod/node-ca-bwb5r 1/1 Running

0 90d

pod/node-ca-£f8w54 1/1 Running

0 90d

pod/node-ca-gjx7h 1/1 Running

0 90d

pod/node-ca-lcx4dk 1/1 Running

0 33d

pod/node-ca-v7zmx 1/1 Running

0 7d21h

pod/node-ca-xpppp 1/1 Running

0 89d

NAME TYPE CLUSTER-IP EXTERNAL-
IP PORT (S) AGE

service/image-registry ClusterIP 172.30.196.167 <none>
5000/TCP 15h

service/image-registry-operator ClusterIP None <none>

60000/TCP 90d

NAME DESIRED CURRENT READY
AVATLABLE NODE SELECTOR AGE
daemonset.apps/node-ca 6 6 6
kubernetes.io/os=1linux 90d

NAME READY
AVATILABLE AGE
deployment.apps/cluster-image-registry-operator 1/1
90d

deployment.apps/image-registry 1/1
15h

NAME

CURRENT READY AGE

UP-TO-DATE

6
UP-TO-DATE
1 1
1 1
DESIRED



6.

replicaset.apps/cluster-image-registry-operator-74f6d954b6 1
1 90d

replicaset.apps/image-registry-6758b547f 1

1 76m

replicaset.apps/image-registry-78bfbd7f59 0

0 15h

replicaset.apps/image-registry-7fcc8déccs8 0

0 80m

replicaset.apps/image-registry-864f88f5b 0

0 15h

replicaset.apps/image-registry-cb47fffb 0

0 10h

NAME COMPLETIONS DURATION AGE
job.batch/image-pruner-1627257600 1/1 10s 2d9%h
job.batch/image-pruner-1627344000 1/1 63 33h
job.batch/image-pruner-1627430400 1/1 5s 9h
NAME SCHEDULE SUSPEND ACTIVE LAST
SCHEDULE AGE

cronjob.batch/image-pruner O 0 = & = False 0 9h
90d

NAME HOST/PORT

PATH SERVICES PORT TERMINATION WILDCARD
route.route.openshift.io/public-routes astra-registry.apps.ocp-
vmw.cle.netapp.com image-registry <all> reencrypt None

4 2%t OpenShift HXAEZ| 20| 7|2 TLS ABME Ar&3t= 82 L2 BEE A5 TLS QIZME
ItME = JAFLICL
[netapp-user@rhel7 ~]$ oc extract secret/router-ca --keys=tls.crt -n
openshift-ingress-operator
OpenShift . E7} 2| X|AEE|0| HM[ASIO O|0|X[E 7tHE = JALF 512{™ OpenShift .= =2| Docker

Z20|AHE0| 2BME FIILLICE TLS 2ABME A0 OpenShift-config L AH[O| A0 configmapS
DS 0| S AH O|0|X| Mol THX|SI] ABME M2l & JATE FLICL

[netapp-user@rhel’7 ~]$ oc create configmap astra-ca -n openshift-config
-—from-file=astra-registry.apps.ocp-vmw.cie.netapp.com=tls.crt

[netapp-user@rhel”7 ~]$ oc patch image.config.openshift.io/cluster
--patch '{"spec":{"additionalTrustedCA":{"name":"astra-ca"}}}"
-—type=merge
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8. OpenShift LIS BX|AEZ[E= 2150 2|8 MO E LIt 2 E OpenShift AF2XH= OpenShift 2| X| A E2|0f|
HMAL 4= JAXTH 20T AFEXITL Y £ U= ZAS ALK} Hotof wa} CHEL|C.

a. AFEX £ AR OF0| HX|AEZ|0|M O|0IXIE 7t 2 &= AEF St AFSXof|A| 2 XA E2] 7O
H0| L0 A0 OF BFLICY.

[netapp-user@rhel’7 ~]$ oc policy add-role-to-user registry-viewer
ocp-user

[netapp-user@rhel7 ~]$ oc policy add-role-to-group registry-viewer
ocp-user-group

b. AFEX} EEi= AFEX} O3F0| O|0|X|E ML EAY & AT St2{H ALZXIOA| YK AEZ| HET| HE0
SYE|0] A0{OF FLICE.

[netapp-user@rhel’7 ~]$ oc policy add-role-to-user registry-editor
ocp-user

[netapp-user@rhel’7 ~]$ oc policy add-role-to-group registry-editor
ocp-user-group

9. OpenShift .= =7t ZIX|AEZ|0f| M| AS D O|0|X|S FA| £= S2{H = HIZS 748l 0F LTt

[netapp-user@rhel”7 ~]$ oc create secret docker-registry astra-registry-
credentials --docker-server=astra-registry.apps.ocp-vmw.cie.netapp.com
—--docker-username=ocp-user —--docker-password=password

10. O3 L3 0| E ¢S & serviceaccountd| THXISHAHLE sHE pod H|0|M EH=E & JAELICE.

a. MH|A A Fof| iiX[E HEd5t2H thg S LIt

= T10 O oo=2 2o-d

[netapp-user@rhel7 ~]$ oc secrets link <service account name> astra-

registry-credentials --for=pull
b. POD H2|9| Pull Secret2 &Zxst2{H, 'sepec’ E&20]| CHS TI2I0|E{E FIt3ICH
imagePullSecrets:

- name: astra-registry-credentials

11. OpensShift l= = 0]2|2| Y I AH|0|M0|A O|0|X|S FEA[SIALE E2{H CHZ HHAIS tRSIUAIL.

a. Docker 2210|HE0| TLS QIS ME F7t8tL|Ct.
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[netapp-user@rhel”7 ~]$ sudo mkdir /etc/docker/certs.d/astra-

registry.apps.ocp-vmw.cie.netapp.com

[netapp-user@rhel”7 ~]$ sudo cp /path/to/tls.crt
/etc/docker/certs.d/astra-registry.apps.ocp-vmw.cie.netapp.com

b. OC 2192l BHE A3 OpenShiftoll 21218t T},

[netapp-user@rhel7 ~]$ oc login --token=sha256~D49SpB lesSrJYwrMOLIO
-VRcjWHu0a27vKa0 --server=https://api.ocp-vmw.cie.netapp.com:6443

otof K| AE2|off 2l Ct.

C. podman/docker B&E 2 AH26I0{ OpenShift AHX} X124 SHE A
O

[netapp-user@rhel”7 ~]$ podman login astra-registry.apps.ocp-

vmw.cle.netapp.com -u kubeadmin -p $(oc whoami -t) --tls

-verify=false

+&t10: kubadmin AF2XHE AFRSHN 7HQ! 2| X|AERZ|0| 29215}

Docker £ & ZTSHMAIL

[netapp-user@rhel”7 ~]$ docker login astra-registry.apps.ocp-

vmw.cie.netapp.com -u kubeadmin -p $(oc whoami -t)

+&t10: kubadmin AF2XHE AFRSHH JHQI 2| X|AERZ|Y 22 3% o

d. O|O0|X|E ALl SZLICt

Qsts 22 Y= il EES AFERILICE
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O

[netapp-user@rhel7 ~]$ podman push astra-registry.apps.ocp-
vmw.cle.netapp.com/netapp-astra/vault-controller:latest
[netapp-user@rhel7 ~]$ podman pull astra-registry.apps.ocp-
vmw.cle.netapp.com/netapp-astra/vault-controller:latest

Docker £ XA

[netapp-user@rhel7 ~]$ docker push astra-registry.apps.ocp-
vmw.cle.netapp.com/netapp-astra/vault-controller:latest
[netapp-user@rhel7 ~]$ docker pull astra-registry.apps.ocp-
vmw.cle.netapp.com/netapp-astra/vault-controller:latest

£2M S 5 A2 AlE|: NetApp 7|2t Red Hat OpenShift
O| IO X|0f|M H|ZE|= ofl= NetApp 71EH2| Red Hat OpenShiftof| Lt £Z2M S 9! AF2 AL QIL|Ct

s "I AEZ|X|Z Jenkins CI/CD Il0|Z2}0IS F=ThL|C}H"
* "NetApp2t 2 Red Hat OpenShiftd| A HE| E|HA|E A& ELICH
* "NetApp ONTAP 7|tt2| Red Hat OpenShift 7HAl2}"

* "NetApp OpenShiftE AF2%t KubernetesE 112 S2{AE 22|

I+ AEE|X|E Jenkins CI/CD IIO| I 22l 125: NetApp2t2| Red Hat OpensShift

B>

0| MP0 M= Jenkins®t XX Q1 Sel/A[&EQl S5 L= HIE(CI/CD) THo| Z2lels X510 £2H 29

e f tHAIE ®MSLCt

HO
mjo

Jenkins B 0| 2Rt 2|AAS WHBILICH
Jenkins S8 Z=1 B X0 R0t 2|AAE MYSIHH CHZ HHAIE SAHIAL.

1. Jenkins2t= M| ZTZHEZ 0hEL|Ct
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Create Project

Name *

Jenking|

Display Name

Description

2. 0| oM = 7 AER|X|Of JenkinsE THFELICE Jenkins HEE X[t PVCE THELICH HEA >
dP =5 22U R 0|Estn 7 =5 22 MM 2 S2Igh|ct MH=l AEZ|X| 2HA S MEfstT FP2

=

=

28 22 0|20] Jenkins 9IX| Holotn XHet 37| W AN A BES MEfSH C1S BHS7| 2 SBLICL

[ [=—]



Project: jenkins «

Create Persistent Volume Claim Edit YAML

Storage Class

@ basic -

Storage class Tor the new claim.

Persistent Volume Claim Name *

jenkins

A unique name for the storage claim within the project.

Access Mode *

8 Single User (RWQ) () Shared Access (RWX) () Read Only (ROX)
Fermissions to the mounted drive.

Size *

10d GIB

Desired storage capacity.

[l Use label selectors to request storage

e label selectors 1o define how storage is created.

A3 AEE|X|Z JenkinsZ HZEEL|C}

" AEZ|X|Z JenkinsE HIZESIZ{H LIS THAIS $38HAMA|R.

kl

[ x=2
=

T

1. 1% 9| A0 A
SstL|Ct 7|9 =
H

F2|Xt Ol A ZHY X} 2 HZASILICE Add(F7t) & S22I6t1 Catalog(ZHEE ) 0f| A
A|_-| % Z4 Al
MEHSHL|CY

et = =5
ZE EAE0|A JenkinsE AMEL|CE 7 HEHAE ALESH=E Jenkins Service &

-
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Project: jenkins =

Developer Catalog

Add shared apps, services, or source-to-image builders to your project from the Developer Catalog. Cluster admins can install additional apps which will show up here automatical

I All ltems
Languages
Databases
Middleware
cl/co

Other

Type
¥ Operator Backed (0)

[ Helm Charts (0)

@ Builder Image (D)

{enkins

All ltems

Group By: None

@ Template

Jenkins
provide

ed Hat, Inc

Jenkins service, with persistent
storage. NOTE: You must have
persistent volumes available in..

@ Template

Jenkins
ided by Red Hat, Inc

or
p

Jenkins service, with persistent
storage. NOTE: You must have
persistent volumes available in...

@ Template

Jenkins (Ephemeral)

Red Hat, Inc

Jenkins service, without
persistent storage. WARNING:
Any data stored will be lost upon...

@ Template (4)

Service Class (0)

@ Template

Jenkins (Ephemeral)

provided by Red Hat, inc

Jenkins service, without
persistent storage. WARNING:

Jenkins X
Provided by Red Hat, Inc.

Instantiate Template

Provider Description

Red Hat, Inc.
Jenkins service, with persistent storage.

Support

Get support MNOTE: You must have persistent volumes available in your cluster to use this template.
Documentation

Created At

https://docs.okd.io/latest/using_images/other_images/jenkins.htm| &
@ May 26, 3:58 am e S i

3. 7|2MO = Jenkins S8 T2 M HEIF MYTLICE 27 AFE0|| W2t oj7H HL-E +H6tn MM 2
S2IgtL|Ct o] ZZM|A = OpenShiftoll M JenkinsS X| 6= Of| st IE 2|AAS MMTtL|CE
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Instantiate Template

Mamespace * Jenkins
jenkins - INSTANT-APP JENKINS

View documentation® Get support g
Jenkins Service Name

jenkins Jenkins service, with persistent storage.

The name of the OpenShift Service exposed for the Jenkins container, MOTE: You must have persistent valumes available in your eluster to use this template.

Jenkins JNLP Service Name

jenkins-jnip The following rescurces will be created:
The name of the service used for master/slave communication. » DeploymentConfig
@ : » PersistentVolumeClaim
Enable OAuth in Jenkins « Roleinding
true = Route
= Service

Whether to enable OAuth OpenShift integration. If false, the static account "admin’ will
be initialized with the password ‘password',

* ServiceAccount

Memory Limit
=

Maximum amaount of memary the container can use,

Volume Capacity *

50Gi

Wolume space available for data, eg. 512Mi, 2Gi.

Jenkins ImageStream Mamespace

openshift

The OpenShift Namespace where the Jenkins ImageStream resides.

Disable memaory intensive administrative monitors

false

Whether to perform memory intensive, possibly slow, synchronization with the Jenkins
Update Center on start. If true, the Jenkins core update monitor and site warnings
monitor are disabled

Jenkins ImageStreamTag

jenkins:2

Mame of the ImageStreamTag to be used for the Jenkins image.

Fatal Errer Log File

false

When a fatal error occurs, an error log is created with information and the state
obtained at the time of the fatal error.

Allows use of Jenkins Update Center repository with invalid SSL certificate

false

Whether to allow use of a Jenkins Update Center that uses invalid certificate (self-
signed, unknown CA). If any value other than 'false’, certificate check is bypassed, By
default, certificate check is enforced,

4. Jenkins Pod= Ready &EiZ S0{7t2{H 2F 10~1220| ZEL|CL.
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Project: jenkins

Pods

Filter by name...

1) Running | | O Pending | | O Terminating | | O | CrashLoopBackOff | |1/ Completed 0 | Failed 0 | Unknown

Select all filters 1of 2 Items

Name 1 Namespace Status Ready Owner Memory CPU

@ jenkins-1- @ jenkins < Running 171 G® jenkins-1 - 0.004 cores H
c77n9

S. LEJFQIARIASIEl © HEQY > 2IRER 0|SELICE Jenkins & HO|X|S E2H Jenkins FEOI| HSE
URLE S=gLIC.

Project: jenkins =

Routes

Create Route Filter by name...

1! Accepted | | O] Rejected | | O Pending | Selectallfilters 1ltem
Name | Namespace Status Location Service
@ jenkins jenkins ® Accepted https://jenkins- ejenkms H

jenkins.apps.rhv-ocp-
clustercie.netapp.com &

6. Jenkins 2 Ot== =9t OpenShift OAuth7t AFR E|247| TH20]| OpenShiftE 2191 S S2IstL|C}.
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@ Jenkins £ 5T urr

Log in to Jenkins using your Openshift credentials

Log in with OpenShift

7. Jenkins MH|A A XS Q153810 OpenShift AF2XH|AH| UM ASHL|CE,

Authorize Access

Service account jenkins in project jenkins is requesting permission to access your account (kube:admin)

Requested permissions

¥ user:info

¥ user:check-access

Allow selected permissions Deny

8. Jenkins A|Zf I|O[X| 7} EA|ELICEH Maven 2EE AH26H7| HE0 Maven AX|E MK 225 A|2. Manage
Jenkins > Global Tool Configuration 22 0| S8t C+2 Maven 6+¢| dl=0lM Add Maven & Z2/stL|Ct, MEHSE
0|2 st Xts HX| ZMH0| MEHE|O] J=X| ZHelefL|ct M S S|t

Maven
Maven installations Add Maven

Maven
Name | o

¥ Install automatically @

Install from Apache
Version 383 ¥

Delete Installer

Add Installer ~

Delete Maven

Add Maven

List of Maven installations on this system
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9. O|H| CI/CD YIAEZRE AlFESI7| flet mto|Zatels WEE 4= ASLICH T HOIX|Q| 2% Hl w0l A A e
l:||-'=7| = *H fo1 ==} Df%jl% %EI'&'

@  kube:admin | log out

Jenkins

= New ltem ‘#add description

& People Welcome to Jenkins!
"= Build History

Please create new jobs to get started.
e Manage Jenkins

&. My Views

'\ QOpen Blue Ocean
‘1, Lockable Resources
4. Credentials

Bl New View

Build Queue =

No builds in the queue

Build Executor Status =

1 Idle
2 Idle

—
o
oI-

o= WS7| HO|X|of| M MESH O|F S =5t mo|Zatels MEfl Ch3 2felS SEIRLICt

Enter an item name

sample-demo

Required field

Freestyle project
This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even
used for something other than software build.

Pipeline
Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly known as workflows)
and/or organizing complex activities that do not easily fit in free-style job type.

Multi-configuration project
Suitable for projects that need a large number of different configurations, such as testing on multiple environments. platform-specific
builds, etc.

Bitbucket Team/Project
Scans a Bitbucket Cloud Team (or Bitbucket Server Project) for all repositories matching some defined markers.

g

-

= Folder

D Creates a container that stores nested items in it. Useful for grouping things together. Unlike view, which is just a filter, a folder creates a
separate namespace, so you can have multiple things of the same name as long as they are in different folders.

GitHub Organization
a GitHub organization (or user account) for all repositories matching some defined markers.

‘ OK ‘ ) i
rranch Pipeline
< a set of Pinpline nroiects aceording in detected branches in one SCM renository

1. Pipeline {2 MEHSIL|CH ME THO|Z2IQl Al AF2 EELHR H|F0IAM GitHub + Maven 2 MEHBIL|CE ZETt

(B = |

SIS jtH-rJ HUch ME 2 22t
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12. X2 &2 22610 FH|, €&
23S BAISt=E O H 2

104

Build Triggers Advanced Project Options Pipeline

Pipeline script

Advanced...

1~ node
def mvnHome

Script

GitHub + Maven v | @

Jiw stage('Preparation’) { // for display purposes

4 // Get some code from a GitHub repository

5 git 'https://github.com/jglick/simple-maven-project-with-tests.git®

6 // Get the Maven tool.

7 Jf ** HNOTE: This ‘M3' Maven tool must be configured

g o in the global configuration.

9 mvnHome = tool 'M3°

18

19 - stage('Build’) {

12 // Run the maven build

13'w withEnv ([ "MVN_HOME=%mvnHome"]) {

14 - if (isUnix()) {

15 sh '"$MVN_HOME/bin/mvn" -Dmaven.test.failure.ignore clean package’
16 = } else {

17 bat (/"%MVN_HOME%\bin\mvn" -Dmaven.test.failure.ignore clean package/)

# Use Groovy Sandbox

Pipeline Syntax

Apply ‘

£ Sl LS AR

ok

L

=
=8z Z

fLICE MK 2E TEMAES tEstn YE



Jenkins sample-demo

& Back to Dashboard = =

Pipeline sample-demo
Status

~» Changes
u_) Build Now

@ Delete Pipeline

==, Last Successiul Artifacts
A Configure - [ simple-maven-projeci-with-tests-1.0-SNAPSHOT jar 1.71 KB view
QU
. Full Stage View —#” Recent Changes
@ Open Blue Ccean ‘ )
~» Rename "
Stage View
€) Pipeline Syntax
Preparation Build Results
Build History trend =
25 45 69ms
find
@ # May 27, 2020 3:53 PM — 7 :
My 27 | @ Ig 4s
: 08:53
[ Atom feed for all (] Atom feed for failures
D Latest Test Result (no failures)
Permalinks

« Last build #1),_1 min 23 sec ago

« Last stable build (#1),_1 min 23 sec ago

« | ast successful build (#1), 1 min 23 sec ago
« Last completed build (#1),_1 min 23 sec ago

- ZE HE AF0| AS UL DHO[ZEfRIS M TS0t ME2 AZE0 HES HXE +~ ALE2 X|£Hl
S8 3 X&H NS0 JtsEL Lt 22 HE LHE S 2250 0| HTEO| HE LHES FE LTt
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Jenkins sample-demo

4 Back to Dashboard

Pipeline sample-demo

L Status
—» Changes
&) Build Now
(S Delete Pipeline A=, Last Successiul Artifacts
Ar Configure —= [E] simple-maven-project-with-tests-1 0-SNAPSHOT jar 1.71 KB view
L Full Stage View | ==#* Recent Changes
—~ |
ina Open Blue Ocean

— Rename .

Stage View
Q Pipeline Syntax
Preparation Build Results
Build History trend = 5 3 R
s s ms

find

9 # May s May27 | ! ® . X

@ # ogss | i

) Atom feed for all £ Atom feed for failures &
May 27 ....__._ @ 25 45

0853

ﬂ Latest Test Result (no failures)

Permalinks

= Last build (#2), 19 sec ago

« Last stable buiid (#2). 15 sec ago

« Last successiul build (#2), 19 sec ago
= Last completed build (#2), 19 sec ago

NetApp ONTAPZ At23t0 Red Hat OpenShifto| A HE| Ef|HA|S M EtL|CH

NetAppzt & Red Hat OpenShiftoil A ZE| EHAIS et Ct

Zg|o|L0| M of2] O Z2[A|0|M = 2 EE M= B2 & Sh4
Red Hat OpenShift 22{AHE H{ZZoh= ZE0| ASLICH 0|F S3ll OHZ2[AH|0|M = fIZ=E0
He|E Felotl 452 2[HsotH 2ot FofHE FY = ASLIC 22fLt Zf o Z2[A|0[H0f| CH3H B =S| Red Hat
OpenShift 22{AE & H{ZSHH XtH| EX|7F ZABfLICt ot 2t SHAHE HEQ=Z HLIEE 3l 2t2|3({0f 5= 2
Q=TI 0L, Cret o E2|AH[0| S ¢let T A2 H|E0| B715tH, 2EXQl 2gdS AMotigLct.

Ot 0
gal
o
o
k>

0[2{t XIS e§Z5t7] 918h 1Y Red Hat OpenShift SRAEIA ZE ofZ2|H|0|M E YIRES Mshe
22 Mg 4 ASLICH J2Ltol2fg O Eol M 2|22 22| U ofZ2|Ho|M ot ForYe X0 1 5
SHLIRILICE. B IS Z 0| bt #{oFX0| h2 Al Hot2 RAAHA REE0] P& FHo| F7ket 4 ALct, Eot
3 28 T2 IH0M LX| HOE|X| B 24X AHBES J|EHOZ 2|44 Y HMO| giY| 20| CIE 28

D29 50 Feds & & ASLIM.

et R M= BHE SHAHM ZE AIZEE HASHHM 2 A2EEZ WE S5{2AF9 0|HE MSdth=
SAlof| & 2td ZR0M 2[go| R8PS i A0l ESLILE

X 4 & StLt= Red Hat OpenShiftoi Al BE| HHA|E Fd5t= ZAYLICE. ZE| HHA= 2[24,
HESHH A2lsto] 3Lt SHAHM o2 HHEES i AL e 5= U= OFZIEIX LIt O



ZHEIAEO|M HIHUEES EX AIAL 150| tH=OZ AIESIEE LM El SE{AE 2|AAQ| 62 TECR 2 £
UELICL Red Hat OpenShift 22{AE0f|A] HE| E|'HA|E 2 MSHH TSt C

« S{AH 2|AAE 2R610] CapEx U OpEx B

29 4 2| @ E LA

o HOL XIS{jo] Wkl QEUOZHE IAZCE HSEH|CH

* E2|AA HEOZE Q| 07X %2 Ms MIIZREH YIAZE ES
2tH S| A E HE[EHHE OpenShift 22{AELS 22 ARFE, AEZ|X|, UESRZ, 2ot Sut 22 ChYst 2|AaA
30| &5t= 2 AE 2|AA CHol Sk 8l X$hS M6of EL|Ct O] EF MM ZE 2|AA KIS EH
ZHE CHEX|2H NetApp2 NetApp ONTAPZt X|l8H= Astra Trident0l] 2|o SHOZ SHtEl AEZ|X| 2| AA0fA
HE|H|HAE 74510 St Red Hat OpenShift 22{AE0|A 62| YIZENM MS E= AH|E[= H0|EE
ZE|stn ESste B ARo 2™ S SHELICL
USLICt

NetApp ONTAPOI|A X|&l8t= Red Hat OpenShift 2 Astra Trident= 7|2 Q2 QAZC 7 AZ|E K| 2SHX|
X2 HE| HIHAE 7 St= Ol AFB Y £ e CHYS 7|52 MSELICH NetApp ONTAPZt X| 4 5tH= Astra
Trident?t = Red Hat OpenShift 22{AE A HEIHHE £2EMS AAIst= WHS & o[sfst| flsh L& @7
Areto| = Of|HIE ne{st o] E2M0f| Chet 2MHS JH2N o2 MHBLICE

ot Z%|0| Red Hat OpenShift 22{AE{0f|A] & 72| CtE Elo| Tl S0 &= T=ZHEQ| UALZ T Jlo| YIEEE
AMAllist= WO = JH™e EZELICE ol2{st YIZE2| Of|0|E{= NetApp ONTAP NAS =l = 9| Astra Trident”}

SHO=Z TZH|XJst PVCH| JYESLICE ZE2 0[2{st & YIZCEE 2ot HE|HHE S22 MA[stn o|2]st

DIZHE A= 2|AAE AHE|5H0] 2ot 5! H50| SX|=| =X dfjof gL|Ct. o|2{st ofE2[A|0|MS =2 ol

OfE2|#H0|ME X|25H= H|O|E{0| XM S SHEL|CH

CHE 322 NetApp ONTAPZt X|I6t= Astra Trident”} 1= Red Hat OpenShift 22{AE{2| HE| HHE £2M2
Bo{FEL|CL

107



Red Hat
OpenShift
pod-1 pod-2 pod-3 pod-1 pod-2
pvc-1 pvc-2 pvc-3 pve-1 pwc-2
project-1 praject-1 storageclass project-2 storageclass praject-2
ontap-nas backend antap-nas backend “
[praject-1) [project-2]
TRIDENT NetApp

SVM [project-1] SVM [project-2] "

NetApp

IlE 27 A
1. NetApp ONTAP AEZ|X| 22{AFE
2. Red Hat OpenShift 22{ A

3. OfAER} EalHIE

Red Hat OpenShift - 22{AE] 2[AA

Red Hat OpenShift S2{AE{2| ZHHOA 2 uf 715 BIX o0} & 2|AAL TRMEQLIC OpenShift ZRMEL
FH| OpenShift 22{AE|S 0f2f 7 22AHR 2ot S2|AH 2|4AZ 2 2 ASLICH T2ty Z2HE
SZOIN H2(oHH CHE YAE TAE 4 U Jluo] MBELICH

CIS O, S2{AE(0|A RBACE TABILICE 71 E2 #¥ S BE JHUXIT} IDP(Identity Provider)oll A Ete!
m2ME £L X 2o}E B A8X 1802 TAHSHEE St HYLICh Red Hat OpenShift= IDP S8t 3
SRt 18 571312 XIYUSIDE IDPO| AFBXF U IES 22AHR JHXES 4 UL 0|2 of3 Z2{AH
22Xt TZHE ME oA 2lAA0| HHAS STt TZHENN Helsts AR 18 £ 120 2eloto
DE 22IAE| 2|AA0 S REHUMAS R[$HE 2 ALLICH Red Hat OpenShiftetel IDP S0l cist kA2t
LSS MHME BTSHAIR 07"

=K=3
==
C

NetApp ONTAPE & ZEsHHAIQ

Zt T2 MEQ| CHs AE2|X[0M HME SF0| Bl AEZ|X|0f| MEE AKMEH SAEO| LIEILES 57| 2[5 Red
Hat OpensShift 22 AE2| F7 AEZ|X| A S 3t= I/ 2E2IXIE HE(ot= 20| SQELICE 0| 2Idh
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https://docs.openshift.com/container-platform/4.7/authentication/understanding-identity-provider.html
https://docs.openshift.com/container-platform/4.7/authentication/understanding-identity-provider.html
https://docs.openshift.com/container-platform/4.7/authentication/understanding-identity-provider.html

Z=HE l—f 2 2517 A= AXEH NetApp ONTAPO SVM(AEZ|X| 7HaE A|ARN)S Z|CHot Bro| MMt 2}
|

OfAEZ EEHIE

NetApp ONTAPO| A M =l CEFSH E""Eoﬂ CHol MZE CHE SVMES MMt = 2 SYME CHE Trident Bl =0
OHZISHOF BFLICE. Trident2] BHAIE L MH 2 OpenShift 22{AE Z|AAH E3 ¢§a|x|§ siotste oatg sto 2
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UELICE. Trident HH°1 9| Moot HHE B MEHE NS A °'*L|Er "o47|",

=2 X2 T M-J

Red Hat OpenShift - AE2|X| 2[AA

Trident HAIEE L5t = CHS T = StorageClassesE TA6t= A ULICH BAIETL = BHE AEZ|X| 22iASE
TS0 2t AER|X| Z2iA AMA Hots Solf A S0 SES o JHTH *E'?:.*'% & AELCH AEEX| SHAE
Ho|st= &2 storagePools O7H H4-E AR50 StorageCIassE E3 Trident HA =0 DHES 2~ ASLICH
AEE|X| A E MOSt= ME MEE RS2 £ UELICH"0{7]". 2tM StorageClassHl Al Trident BiAI= 2
UL = 0 LSt StLte] SVME 7t2[7| =5 SfL|Ct oA 5tH ST Z=NMEo]| &HHE StorageClassE Sl ZE
AERX| Mot et TEME M8 SVMO|A MH|AEL|CE

AEZ|X| 22fAE O|20| Z2 E|AAT} OB Z CFE HYALO|ALL TZHEQS| PodE Eff ot TZHEQ)
AEE|X| SefA0 chst *EEIXI 22)|0| HEE TS st2{™ o EH| sHof SL|Mt? 2|AaA S22 AMESHH ElL|CH
ResourceQuotas = ZE2MEL! 2[AAQ| & ALRES N|0{StH= 7HM[RILICH ZE2HEQ| 7Hx1|01|)\1 Afg"a* [ &
2| A QrEaot OH-IEf 4‘—2 Higtet & ASLICE 2 A S ALESIH TZHEQ| Ho| BE 2|AAE 2t
UCH, 0|2{3t 2| AAE G EXOE ALESHH 2|AaA 9H1 HEHW'&' = MAHIZ QIBHHIR Bl RF FHE FL
USLICEH HHME HZSIMAIR "07]" & EZSIMAL.

Ol 22 AIHUME EX TZ2HEQS IEE S|et TZNHE ME0| Ol AEZ|X| 2HAN M AEE|X|E ML= A
X1|°*°H0F gtL|Ct. O] A| 5t "<storage-class-name>.storageclass.storage.k8s.io/persistentvolumeclaims"S
002 MHSt0] CHE AER|X| A0 izt I =& 22U S MetoioF ZLICH E3t S AH He2|Xts TEHES
YR 2| AA HEHHE ST U= °—.“A1Iﬁ Hoto| glojoF ShL(C.

™
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https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.openshift.com/container-platform/4.7/applications/quotas/quotas-setting-per-project.html
https://docs.openshift.com/container-platform/4.7/applications/quotas/quotas-setting-per-project.html
https://docs.openshift.com/container-platform/4.7/applications/quotas/quotas-setting-per-project.html
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1. Red Hat OpenShift 22{AE{0f| cluster-adminQZ Z Q1L LC},

2. MECHE 2N E| siiTst= F 1S T2ENES

oc create namespace project-1

oc create namespace project-2

3. PROJECT-19| 7HE X}t Hetg ohsLCE

cat << EOF | oc create -f -
apiVersion:
kind: Role

metadata:

110
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namespace: project-1

name:

rules:

developer-project-1

- verbs:

(]

apiGroups:

apps

batch

autoscaling
extensions
networking.k8s.io
policy
apps.openshift.io
build.openshift.io
image.openshift.io

ingress.operator.openshift.

route.openshift.io
snapshot.storage.k8s.io
template.openshift.io

resources:

LA |

- verbs:

(]

apiGroups:

resources:

bindings

configmaps

endpoints

events
persistentvolumeclaims
pods

pods/log

pods/attach
podtemplates
replicationcontrollers
services

limitranges

namespaces
componentstatuses
nodes

- verbs:

LIE 3 |

apiGroups:

trident.netapp.io

resources:

io




- tridentsnapshots
EOF

I'I_F

@ Of MM MSE Ae Fol= oY ELICH X} L2 2T ALEX @7 Aol 2} F2|=|0{of

gfLct,

1. OFEHIHR| 2 project-20]| CHet FHE XL HetE oHELICE

2. 2E OpenShift 3! NetApp 2E2[X| 2|AA = LB O = AEE|X| Z2|Xp7F 22|gfLICh AEE|X] 2#2|XHE flet
MM A= Trident7t DX o HYE[= HE 2SXF SLof| oo MOJELIL. ot AE2|X| 22|z 2las
SOl TS M| A HTH0] OJOF AEE|X| AH| HAS MY = JAELICE

l

3. SHAHO BE TZHEM 2[aA YRS H2lots FLS MHstH] AE2|X| Z2[Xtol|AH| HZELICE

cat << EOF | oc create -f -
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: resource-quotas-role
rules:
- verbs:

I B |

apiGroups:

L}

resources:
- resourcequotas
- verbs:
— LS |
apiGroups:
- quota.openshift.io
resources:

S R |

EQOF

4. 2 AE7} 29| ID SEAIet SHEJARH A 2F0| 22{AH JE0 S7|2t=A=X| =Qlstct. O3
OIM0Il M= ID SEX7F 22 AEQF SR AL D51 S7|etEUSS 2o FLIL.

$ oc get groups

NAME USERS
ocp-netapp-storage-admins ocp-netapp-storage-admin
ocp-project-1 ocp-project-l-user
ocp-project-2 ocp-project-2-user

1. AE2|X| 22|Xt2 ClusterRoleBindingsS A ELIC}.
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cat << EOF | oc create -f -
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: netapp-storage-admin-trident-operator
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-operator
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: netapp-storage-admin-resource-quotas-cr
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: resource-quotas-role
EQOF

|>
ot
o
o
=)
[mm
o
on
o
<2
o
ot
r
n

() A=W BaIkel 32 M 7H 9E, 5 M Jhd 29kt A 24

1. Developer-project-1 &2 project-12] s I E(OCP-project-1)0f| HFRIESH= JHEXHE 2|3t RoleBindings2
DHSLCE.
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cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: project-l-developer
namespace: project-1
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-project-1
roleRef:
apiGroup: rbac.authorization.k8s.io

kind: Role
name: developer-project-1
EQOF

2. OREIHX| 2 WA} Age T2HE 29| 3l AFZ AL 0] HIQIFd= HYXLS 23t RoleBindings £ ZHELICH.

T AER|R B2 A
AEE|X| ZE|XtIt LS 2|AAE 8 OF RLILE

1. NetApp ONTAP 22 AE{0]| admin2Z Z3QI%L|Ct,

2. Storage > Storage VMs £ 0|55t Add & S2/SfLICt 2R3t ME BEE M35l TE2HE 11} IZHE.
20 2tz =R SVM 27HE MAMEHLICE SVM U 2|AA S #2|8H= vsadmin AR E
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Add Storage VM X

ETORAGE WM NAME

project-1-svm

Access Protocol

& SMEB/CIFS, NFS ISCSI

Enable SMB/CIFS
B crsblenrs

B Allew NFS client access

Add at least one rule to allow NFS clisnts to sccess volumes in this storage VML ()

EXPORT POLICY

Default
Rule Index Clients Access Protocols Read-Only R... Read/Wr
10.61.181.0,24 Arvy Ay Any
+ add
DEFAULT LaNousgE (D)
cutf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K8s-Ontap-01

IPACDREEES EUBMET MASK GATEWRY SROADCAST DOMAIN
10.61.181.224 24 Add optional hekiis
gateway

. AE2|X| 22|XIZ Red Hat OpenShift 22{AE{0f| 2 1QI%HL|CT.

- IZME- 19| HAIE S M50 Z2HE & SVMO|| 0L ELIC. ONTAP S AE Z2|XHE AHZ5t= Cid
SVME| vsadmin AE S AHE5I0] HAESE SVMO| HEsH= 20| ESLIL.
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cat << EOF | tridentctl -n trident create backend -f

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "nfs project 1",
"managementLIF": "172.21.224.210",
"dataLIF": "10.61.181.224",

"svm": "project-l-svm",
"username": "vsadmin"

"password": "NetAppl23"

EOF

@ O] 04|0i[M= ONTAP-NAS E20|HHE AFZ5t10 JAELICE AFE At|of 2} Al EE Mdeh off =t
C2to|HE MEBHYAIL.

()  =2"E 2™ Eo) Trident7t MX|=l0f YLk JHEBHLCE,

1. OFEEXI 2, project-28 218t Trident A= S MM S CHS project-2 M8 SVYMO| DI EHLICH

2. OB C}S AEZ|X| 2A= %*Q%*LIEF. storagePools Oi7H & EESt0 project-1& AE2[X] A S
MMSHD backend M8 AEE|X| E2 project-10]| AHESHESE FAELICE

cat << EOF | oc create -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: project-1-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: ontap-nas
storagePools: "nfs project 1:.*
EOF

3. OHEIHR| 2, project-20f| CHet AE2|X| 22HAE M5t HAZ O A project-20il LS AEZ|X| E2S AFESt:
TAgLICE

ruI

4. ResourceQuotaE M 43st0{ CtE T2HE M AER[X|ZEEH AEZ|X|E @Y= Project-12| 2|AAE
HetetL|ct.
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-l-sc-rqg
namespace: project-1
spec:
hard:

project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O

EOF

5. OFE7HX| 2, ResourceQuotaE A0 CHE TZHE M8 AEZ|X|ZEE AEZ[X|E X t= Project-29)
2|AAE F|otetL|Ct.

2
(=]

ol

O[T THAlO| M 4ot ZEIE|HE OFF MK S 2fQIst2H CHE HHAHIE S-S AIL.

— —

e el Z2HEN M PVC &= PODE Md5t7| 2gt HMAS ASELICH

ot

1. PROJECT-12| 7H&X}2l OCP-PROJECT-1-USERZ EQI%tL|Ct.

2. M ZEYES BHERH HAA TS SRISHIAIL.
oc create ns sub-project-1
3. PROJECT-10{| &2HEl storageclassE AF23t0{ PROJECT-10A PVCE A 3tC}.

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EQOF
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4. pvCet BEEl PVE Eolgitt

5. PV U dlie EE0| NetApp ONTAPL| PROJECT-1 M& SVMO|| A MM E|R}=X| StolgtL|Ct,

oc get pv

volume show -vserver project-l-svm

6. PROJECT-10{A| PODE MAMst1 O|F CHA[Of| A BHE PVYCE O ETILILCE.

cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod
namespace: project-1
spec:
volumes:
- name: test-pvc-project-1
persistentVolumeClaim:
claimName: test-pvc-project-1
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: test-pvc-project-1
EOF

7. POD7t £ 0|1 2F0| OI2EE|0] A=X| =QIStL |t

CHE Z2HE0AM PVC 2= PODE M5t/ LI LHE Z2HE ME 2|42 S MESIEE HMAE

oc describe pods test-pvc-pod -n project-1

1. PROJECT-12| 7§ Xx}21 OCP-PROJECT-1-USERZ Z1QlgtL|C},
2. PROJECT-20]| £2HEl storageclassE AHE3t0{ PROJECT-10{|Al PVCE 4M3ICt.
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cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1l-sc-2
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-2-sc
EQOF

3. PROJECT-20{|M PVCE ZhMtL|Ct.

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-2-sc-1
namespace: project-2
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EOF

4. PVCQ| TEST-PVC-PROJECT-1-SC-2, TEST-PVC-PROJECT-2-SC-10| MM E|X| gt=X| =tQIStLt,

oc get pvc -n project-1

oc get pvc -n project-2

5. PROJECT-20{lA] PODE ZHMdgtL|CY,
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cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod

namespace: project-1

spec:
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
EOF

D2HE, 2|AA T2 9l StorageClassesS 211 HEot2{™

12

MlA AetS =helgtL|t

—_

. PROJECT-19| JH&XI2! OCP-PROJECT-1-USERZ Z1QIgtL|C}.

2. M| ZEHES QHE2{H HMA ABHS MEISILCY

—

oc create ns sub-project-1

3. ZREE =70l et Yu|A H3t ol

oc get ns

4. ArXt7F PROJECT-10| A ResourceQuotass EHLt HEE 4 QIE=X| StolgtL|Ct,

oc get resourcequotas -n project-1

oc edit resourcequotas project-l-sc-rg -n project-1
5. ALEX7 AEE|X| A[ARHES & = A= HAA Hoto] UA=X| SISt

=

oc get sc

6. AE2|X| Z2 HES PIT AMAE AR
7. AEE|X] & HEYS fIe AL AMA ASHHF

oc edit sc project-1l-sc
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| HHE FH0M= AEE[X| 2222 M| ZRHES

MEES 71ote{H ZE| HHAIZF 2I2HE[X] Q= E =7HHQl 240

Lt HE| HHE S{AH Z2HES O FI15t{E LS HAHIE

- NetApp ONTAP S2{AE AEE[X| 2E2|Xt2 21

AEE|X| » AEE|X| VMR 0|5%t 3 7} £ 22lg

—_
ol 2|AAE 22|8H= vsadmin AR E MM S| CH

= AZRSHAL.
QlghL|Ct.

StL|CH. PROJECT-3 M2 SVM= MZ MM

detLch sVMm
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1.
2.

122

Add Storage VM

STORAGE WM NAME

project-3-svm

Access Protocol

& SME/CIFS, NF5 iSCSI

Ensble SME/CIFS
BB ersblenrs

M Allow NFS client access

Add at lezst ene rule to allow NFS clients to sccezs volumes in this storage VL ()

EXPORT POLICY
Default

RULE=
Rule Index Clients Access Protocols Read-Only R... Read/Wr

10.61.181.0/24 Any Ay Amy
-+ Add
DEFAULT LANGUAGE @

c.utf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K3s-Ontap-01

P ACDREEER SUBHET MASK QATEWAY SROADCAST DOMAIN
10.61.181.228 24 Add optional Default-a  ~
gateway

Red Hat OpenShift 22{AE{0f] 22{AE 2t2|Xtz 2QlgL(Ct,

M EZZMES BhsLCt

oc create ns project-3



3. PROJECT-32| AtEX} 2E0| IDPOIA MM &[0 OpenShift 22{AEt S7|3tHE| A =X

oc get groups

4. PROJECT-32| 7HLXt &S BHELICEH

cat << EOF | oc create -f -

apiVersion: rbac.authorization.k8s.io/vl
kind: Role

metadata:

namespace: project-3

name: developer-project-3

rules:

verbs:
— T X1
apiGroups:
- apps
- batch
- autoscaling
- extensions
- networking.k8s.io
- policy
- apps.openshift.io
- build.openshift.io
- image.openshift.io
- ingress.operator.openshift.io
- route.openshift.io
- snapshot.storage.k8s.io
- template.openshift.io
resources:

I |

verbs:

B B |

apiGroups:

L]

resources:
- bindings
- configmaps
- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach
- podtemplates
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- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:
— T %1
apiGroups:
- trident.netapp.io
resources:
- tridentsnapshots
EOF

@ O] MMof| Ml2= I o= of|Y BEULICH JHUR HES X|F ALK 2F AFgo]| w2t =l E|0{0F
grLCt.

1. JH XIS 2[$ RoleBinding 2HS7] project-30ll A developer-project-3 &S TZHE-_39| s{j=t 15 (OCP-
PROJECT 3)01l Hrel=lehL|ct,

cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: project-3-developer

namespace: project-3
subjects:

- kind: Group

apiGroup: rbac.authorization.k8s.io

name: ocp-project-3

roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: Role
name: developer-project-3

EOF

2. Red Hat OpenShift 22{AE0| AE2|X| 22|Xt2 23QIL|Ct

3. Trident HHAIEE M M5 PROJECT-3 & SVMOf| DL BLICH. ONTAP 22 AE ZE2|XIE AF2St= CHA
SVME| vsadmin A|HS AF25I0] A= E SYMO|| HZst= Z10] E&LICH
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cat << EOF | tridentctl -n trident create backend -f

"version":

1,

"storageDriverName": "ontap-nas",

"backendName": "nfs project 3",
"managementLIF": "172.21.224.210",
"dataLIF":

SVIn

"10.61.181.228",

"project-3-svm",

"username": "vsadmin"

"password":

EOF

@ 0| 0f|0f| A= ONTAP-NAS EZ2I0|HHE A3t JYELICE AHS At2f|of w2t HAIEE MdsH= T
=

"NetApp!23"

Aglet E2I0|HE AFESIHYAIL.

1. PROJECT-32| AE2|X| Z22HAE 4381 PROJECT-3 M2 HAl=0| o AES|X| ES ABIES T4

E0f Trident7t AX|E[0f ATt 7HEBILICE.

cat << EOF | oc create -f -

apiVersion:

storage.k8s.i0/vl

kind: StorageClass

metadata:

name: project-3-sc

provisioner:

parameters:

backendType:

storagePools:

EOF

2. ResourceQuota
et Ct.

=
£ 44

csi.trident.netapp.io

ontap-nas
"nfs project 3:.*

St CHE Z2ME ME AEZ|X[Z2E AEZ|X|E RHSt= Project-39| 2[4

AE
—=

gfLCt,
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-3-sc-rg
namespace: project-3
spec:
hard:
project-l-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O
project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: 0
EOF

3. CtE Z 2N E 9| ResourceQuotasE MX|5H0] e TEMEO| 2|A AT} project-3 M8 AER|X| 22HA0HM
AEE|X[0f| HMASH= AS MSHLLICE

oc patch resourcequotas project-l-sc-rg -n project-1 —--patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims": 0} }}"'
oc patch resourcequotas project-2-sc-rg -n project-2 —--patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims": 0} }}"'

NetApp ONTAP 7|8t9| Red Hat OpenShift 745}

NetApp ONTAP 7|2t2| Red Hat OpenShift 7%}

EF A Aol et ZE|ofH 8l 7k Hl(VM)O| MZ CHE fo| i E2[A[0]H0)| CHet £[Ho| EHE A= &
= ASLICE m2h B2 ZE0M LR Y2 =S ZH|0|L2F VMOIIM A-ietL|Ch =20 M= VME 50| HHIO| X
S O Z A0 9 E AE0| LAIAER|0|EEtE Bo SHES 22[6iof 5t7| WiEof| =7l bx|of] ZIHSHA|

=
=

|L|C}.

O|2{3t 2tH|E sl Z 57| 218 Red Hat2 OpenShift HH™ 4.6 52 E{ OpenShift Virtualization(0|Z 2| Z1E|0[L L|O|E|E
7t4sh 2 TAMELICE OpenShift Virtualization 7| s& AHE3HH S8t OpenShift Container Platform X[ 0| A
ZAE|O| L} M| 7HAF A|AEIS Al Gl 2t2|E 4 QloO 2 $10|HE|E 22| 7|52 S8l 2IXIE S8l VM| HiZ !
22| E Xts2ty = USLICE OpenShiftoll A VME ddst= A 2|0l = Red Hat2 OpenShift 7H42tE Sdl
VMware vSphere, Red Hat 7+42} 5! Red Hat OpenStack Platform H{Z 0| A VM 7} 27| E X[ A EL|Ct,
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Container VM Container Container

Red Hat OpenShift Container Platform

Red Hat Enterprise Linux CoreOS

Physical Machine

NetApp ONTAPO{|A| X|2/5}= ACstra Trident2| =&S 2H0F & A|ZH VM D|-O|_IE1|O|A1 VM C|A3 224, VM
AL SO EH 7|5 OpensShift VirtualizationOf| A I|°._JE!LIEL 0|43t 2t YIAZ = o] o= 0] BA Q| 7\| Eoj|A]
J.HI:I- A‘||L=|01|A-| kll:l=|o|-|__| [:l._

=2od
Red Hat OpenShift VirtualizationOf| CHot kAT LI 2 MEME FZSHYAIL "0{7]".
OpenShift 7tA%HE 2|3t HIT
NetApp ONTAPE AtE30{ Red Hat OpenShift Virtualization Hi I
IIZlA __'.I.A'| RJ\
* RHCOS &Rt L E7} U= HI0 M| QlZ2tof| HX|El Red Hat OpenShift 2 AE{(HZ 4.6 0|4
* AX| 22|17t HSet I ZEK(IPI)E S8l OpenShift 22| AE{E &X[6OF gL|Ct,
* VMOI| CHSE HAE RX|5H7| lo Al AR MEf HAS LHELICEH
* NetApp ONTAP 22 AE]
* OpenShift 22{AE0|| HX[El Astra Trident
* ONTAP Z2AEWA SVM2Z T El Trident 2=
* OpenShift 22{AE{0| LMl StorageClassZ, Astra TridentS ZZH|X'JXIZ A2 EHL|CE
* Red Hat OpenShift 22{AE 0| Ciot S2{AE 2F2[X} M| A
* NetApp ONTAP S2{AEO0]| CHat 22| MM A
* tridentctl ! OC =77t &X|=| 10 $PATHOI| Z=7HEl 2t2| /I AH[O|M
OpenShift Virtualization2 OpenShift 22{AE 0| AX|E 2FXtof| 2lsh 2t2|=|7| w20l S2{ AEof CHot =0

T MS A=5=E Set 22|, CPU B AE2|X[0f F7HHQl QH|EE FatetL|ch dFME FXRSIHUAL "
o7[" & FZSIHAL.

Qs AR L HiX| #EI2 74510 OpenShift 7S 2Kt ZHEE2] 8l VM S AESHE OpenSh|ft S AH
LCOo| 59 TEhS X|HE £ UELICE OpenShift 7HASHS QI8 E HiX| #&IS FMst2{H MHME
EESHAA| "o 7",

b
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https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://www.openshift.com/learn/topics/virtualization/
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/preparing-cluster-for-virt.html#virt-cluster-resource-requirements_preparing-cluster-for-virt
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html
https://docs.openshift.com/container-platform/4.7/virt/install/virt-specifying-nodes-for-virtualization-components.html

OpenShift 7tASHE X|@lsHs AER|X|9] 2R ML StorageClassE AFE5t0] £ Trident HAIE9| AEZ|X|E
Q¥ LIE, M8 SVME Sdlf X|¥st= 20| Z5LICE 0|E Sl OpenShift 22{AE A VM 7|8 I = =0
M3 == olo|Efet atsto] HE| HIHAQ &2 RXIE = USLICH

NetApp ONTAPE AH23t0{ Red Hat OpenShift Virtualization H{ I
OpenShift 7t&2tE XS LIS A E &tEsHAI2.

1. 22{AE 2|X FEH2Z Red Hat OpenShift H|0] H[EF S2{AE{0] 2 2QIEHL|C}

2. Y2 HA| ESCH20(M 2t2|Xt & MEIRLICE

= L-"1d

3. Operators > OperatorHubZ 0|55t0 OpenShift Virtualizations 24 A gfL|Ct,

2z Administrator

Home

Operators

OperatorHub

Installed Operators

4. OpenShift Virtualization Et S ME{SI1 Installg 22&L|Ct
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OpensShift Virtualization

262 provided by Red Hat

Install

Latest version
262

Capability level

@ Basic Install

é Seamless Upgrades
é Full Lifecycle

(_I'j‘.n Deep Insights

|
(O Auto Pilot

Provider type
Red Hat

Provider
Red Hat

Requirements

Your cluster must be installed on bare metal infrastructure with Red Hat Enterprise Linux Core0S
workers.

Details

OpensShift Virtualization extends Red Hat OpenShift Container Platform, allowing you to host and
manage virtualized workloads on the same platform as container-based workloads. From the OpenShift
Container Platform web console, you can import a VMware virtual machine from vSphere, create new or
clone existing VMs, perform live migrations between nodes, and more. You can use OpenShift
Virtualization to manage both Linux and Windows VMs.

The technology behind OpenShift Virtualization is developed in the KubeVirt open source community.
The KubeVirt project extends Kubernetes by adding additional virtualization resource types through
Custom Resource Definitions (CRDs). Administrators can use Custom Resource Definitions fo manage
VirtualMachine resources alongside all other resources that Kubernetes provides.

5. Install Operator(AFE X+ MK|) StHO|A ZE 7|2 D7HHSE OHZE T3 Install(&X]) S S2IELICH

Update channel*
O 21

022

(D23

O 24

@ stable

Installation mode *

All na

@ OpensShift Virtualization
provided by Red Hat
Provided APls

(™ openshift 0 Required
Virtualization
Deployment

Reprezents the deployment of

OpenShift Virtualization

amespaces on the cluster (default)

This mode is not supported by this Operator

@ A specific namespace on the cluster

Operator will be available in a single Namespace only.

Installed Namespace *

@ Operator recommended Namespace: @ openshift-cnv

o Namespace creation

Mzmezpace openshift-cnv does not exist and will be created.

(0 Select a Namespace
Approval strategy *
@ Automatic

() Manual

Install Cancel
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6. ZtAXt X7t et E wi7kx| 7| ChiL|ct.
@ OpenShift Virtualization -
2.6.2 provided by Red Hat

Installing Operator

The Operator is being installed. This may take a few minutes.

View installed Operators in Mamespace openshift-cnv

7. 2HXt7} MX|E|H HyperConverged XM & S2IghL|C}
@ OpenShift Virtualization o
2.6.2 provided by Red Hat

Installed operator - operand required

The Operator has installed successfully. Create the required custom resource to be able
to use this Operator.

GD HyperConverged @ Required
Creates and maintains an OpenShift Virtualization Deployment

Create HyperConverged View installed Operators in Namespace openshift-cnv

8. Create HyperConverged(HyperConverged *44) 2tH0|A| Create(4) & 2260 ZE 7|2 07 HSE
£-2t8tL|CE O] EHAO| M= OpenShift Virtualization AX|S A|ZfEHL|CH.
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Name *

kubevirt-hyperconverged

Labels

app=frontend

Infra >

infra HyperConvergedConfig influences the pod configuration (currently only placement) for all the infra components needed on the
virtualization enabled cluster but not necessarely directly on each node running VMs/VMIs.

Workloads >

workloads HyperConvergedConfig influences the pod configuration (currently only placement) of components which need to be running on a
node where virtualization workloads should be able to run. Changes to Workloads HyperConvergedConfig can be applied only without existing
workload.

Bare Metal Platform

© -

BareMetalPlatform indicates whether the infrastructure is baremetal.

Feature Gates >

featureGates iz a map of feature gate flags. Setting a flag to “true” will enable the feature. Setting “false™ or removing the feature gate,
disables the feature

Local Storage Class Name

LocalStorageClassMame the name of the local storage class.

9. @E Pod7} OpenShift-CNV L AH[O| A0 A A& AEHZ 0| =3t OpenShift Virtualization S AKX}
SUCEEDED AEf7} £|H 2AHXIE AtET =H|7t &l ALICE O|X| OpenShift 22{AENA VMS MdE £
UELICE

Project: openshift-cnv = =

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation . Or create an Operator and
ClusterServiceVersion using the Operator SDK .

Name ~  Searchby name.. /

Name T Managed Namespaces Status Last updated Provided APIs
O_PEI'\Shift_ openshift-cnv @ Succeeded @ May 18, 8:02 pm OpenShift Virtualization H
VII‘tLIBhZa.tIOI'I Up to date Deployment
2.6.2 provided by Red Hat HostPathProvisioner deployment

fazze
2 ZZ2: NetApp ONTAP 7|Ht°| Red Hat OpenShift 712}%t
VME ‘HgetL|ct

VM2 2 AMF 5L H0|HE S AESH| 93l 280| 2ot B MF HiERILICH. CNVOAM= VMO| Pod2
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HAHE|DZ TridentS S NetApp ONTAPO|A 2 ARIE|= PVSE S8l VME X|@gLICt o[2{et 282 C[A3=
HEE|H VM| RE £AS H|RoE TA| DY A[ARS XME et

Red Hat Openshift Virtualization
OpenShift
| V-1 ‘ | pod-yM-1 pod-1 pod-2 I
| wm-disk | pve-¥M-1 | ﬂ\:—.l_; | pwe2 |
F f
| WM storageclass | app storageclass
s " Fa
antap-nas backend ontap-nas backend
[vm] . [app] | )
TRIDENT ' o - / NetApp

. ‘ SWM VM SWM [app] ‘ "
| | ) L ) NetApp

OpenShift 22{AE 0| M 7tet HAS WE5E{H LHE HAIS sASHAIL.

o

1. QAR > JIAIS}H > JHAE A|AEI O 0| S8t MA > OFHAL AR 8 Z2I8hLC}
=
=

2. Yot 2E HMES MESE T Next(CH)

3. Mefst 2 HFo| LA SE| AAT} Ol AQ ST AAS TS0} FLICH HE AA0| AR URLOA Eie
B|X|AE2|0)M OS 0|0|XIS 7K ZIX| Mehstn sEt M HEE HZEL|CH Advanced S &3t

Trident-backed StorageClass € ME{&L|Ct CHS S 22/gL|Ct
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Boot source

This template does not have a boot source. Provide a custom boot source for this CentOS 8.0+ VM virtual machine.
Boot source type *

Import via URL (creates PVC) -

Import URL *

https://access.cdn.redhat com/content/origin/files/csha256/58/588167f828001e57688ec4b59b31c11a59d5324851527488ebc8%ac5e952. .

Example: For RHEL, visit the RHEL download page (requires login) and copy the download link URL of the KVM guest image

Mount this as a CD-ROM boot source ®

Persistent Volume Claim size =

5 GB =

Ensure your PVC size covers the requirements of the uncompressed image and any other space requirements. More storage can be added later.

v  Advanced

Storage class *

basic (default) -

Access mode *

Single User (RWQ) -

=

Volume mode

Filesystem -
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1 Select template Review and create

: You are creating a virtual machine from the Red Hat Enterprise Linux 8.0+ VM template.
o Review and create

Project *

@ default -

Virtual Machine Name * &

rhel8-light-bat

Flaver *
Small: 1CPU | 2 GiB Memeory -
Storage Workload profile @
40 GiB server
Boot source
Clone and boot from CD-ROM
@ rhel8

© A new disk has been added to support the CD-ROM boot source. Edit this disk by customizing the virtual machine.

v Disk details
rootdisk-install - Blank - 20GiB - virtio - default Storage class

Start this virtual machine after creation

Create virtual machine I Customize virtual machine

6. 7t HAIS ALK X|HSt2{H 7hA A ALEXL XH £
k=1 o
=

l Back l Cancel

=
=
7. 7t tA MEE SR8 Tt HAS MESLICH D2{H WOt 20l M sliE ZEJt 3T etL o,

URLO|LI H[X[AEE[0f| A RESIO|L 2F X[H|0l| Chalf RE AAE F45HH OpenShift-virtualization-OS-images'
T2HENA PVCE M43t KVM AHAE O[0|X|E PVCE CHREEYL|CE HES PVCH| siZ 0S| tiet KvM
AAE O|O|X|E £+8E = A= 28 3740| JA=X| =els{of ghL|ct O7 CHS 0[2{3t PVCE ZE2HEQS| 2t
HESIS A85t0] MY E of 7td HAlo| RECIAIR SH|=[1T HEELICH

2|3 EZ2: NetApp ONTAP 7|22 Red Hat OpenShift 7tA5}
VM A A[7F OFo[32|0] M

AA|Zt 00| 32{|0| M2 CHREFY 210] OpenShift 22{AE A ot L EO|A CHE LEZ VM QIABHAE

Oto| 12j|0| MstE = M[ARILICE OpenShift 22{AE{0|A 2t0|E 00| J2{|0| 84S ALE3HHH 3R ReadWriteMany
MM A BEE ARSI VMEZ PVCO HFQIYSHOF BfLICE NFS ZEE S0 AFESHEE AN El NetApp ONTAP
S22{AE9 SYM2Z 1M El Astra Trident A== PVCH| CHEH 28 ReadWriteMany UM A S X|2ITHL|CE, A
Trident?t NFS K| SVMO|A ZZ2H|XY$ StorageClassest|A] PVC7t Q= VMS CHEHR! ¢1o| Oto| 1aj|o| Mt

4 UBLIC,
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_T'_
oTr

—_

eV Rl

HE 5l 44 Bl V

=
Kot BRE A~AE MEHSE ] CD-ROMOI|A REISHYAIL.

rootdisk F0l| Y= ELUHE !5t
SISt HNA DEZ R WA A(rwx) S MESILICH MES S2IstL|Ct

o= =2"1d

TridentE A25t0] TZ2H| M=l AEE|X| S2HA

‘ Red Hat l OpenShift Virtualization
OpenShift
W1 .. YM-1
I:__ wm-disk ' wm-disk _’
node-1 | j! o r node-2 l
project-1 r
f RWX f . y
| vm-disk-pv | VM storageclass
ontap-nas backend ) “
V]
TRIDENT NetApp
SWM [VM] "
P, NetApp
£l ReadWriteMany HAIAZ AFESH0] PVCOH HIQIZIEl VMS MAIsHH 1SS 4
- RI2ZE > JHYSE > THA AJAHRI OF 0| S5t MM > OHHAL AL S S=IgL|Ct
- HotE Y MNE MEHSED Next(CHS) £ S=ILICH ME{SH Osof| o|0] £E ULt

48t TRAES Meishi VM HE HEE RS ELICH Meist 0S| HEret PVCE

H

MEH ‘6'I-|__| [:_l-. J_'—a' %
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Edit Disk

I A e

Disk

Interface *

virtio

Storage Class

basic (default)

v Advanced

Volume Mode

Filesyst

i

Y
8|

Volume Mode is set by Source PVC

Access Mode

Shared Access (RWX) - Not recommended for basic storage class -

e Access and Volume modes should follow storage feature matrix

Leamn more &

6. A= 9 gfol S 223t}
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Cancel Save



2. Ofo|agjo| 8t VMOl Z EURE 22I8H L= 714 A|AH! Oto|a2j|o|d & S=2|SL Tt

=

3. HIAIXI7} LIERLFR Ofo| aao]4

@ devictionStrategy 7| LiveMigrate & A& & 22 el LEE {X| 22| ZEE H&5HH OpenShift
S AEQ VM QIAE AT} CHE L EZ X}E 010|220 MElL|CE.

I EZ2: NetApp ONTAP 7|Et2| Red Hat OpenShift 7tAt%t

VM 224

OpenShiftdi| A 7|1Z& VM2| 2X|= Astra Trident2| Volume CSI 224 7|58 £l 0|F0{ZLICt. CSI 28 22

H
7| PVCE PVE 215104 HlO|E| AAZ AFESH0 22 PVCE A2 2 ABLICH A PVCTH A4
QA FEeHH 2 PVCH et 23 £ F44 l0| HSELICH

Red Hat Openshift Virtualization
OpenShift
Wivi-1 | » VM-1-clone
| wm-disk ' P‘--_-V"n-disk-clune_:
project-1
. ¥ N ¥
_/ \ ’
vm-disk-pv t »  vm-disk-clone-pv
VM storageclass
¥ ¥ )
ontap-nas backend | "
[vm]
TRIDENT ) ] NetApp

et "

NetApp

0
2
T
i
mu
HuU
oC
2
rir
fiul
mjo
i)
myt
rlo
i
|
Ral
2
rot
Rl
ogt
°
$0
it}
=
n

2. 22 2x|= SUs Axa|x| 2eHA Lol X EL|Ct
3. 22 2Hl= A4 25T EPH 250| SU 28 DT MHS ALt 200 28 4 ABLICH 0|2 Sof
52 2522 22 2200 223 44T 4 YL

137



OpenShift 22{AE S| VM2 & 7HX| EH

1. AA VMS SEELICH
2. 2AVME g HEiZ RAIELIC

oz ZEg MME

+ sl

VME Z=6t¢ 7|& VMS EH[St= 2 8

VMZ 2E SX|st2{H LIS HAE 225 L.

1. YFZE > 7HAS > JHM HA O Z 0|55t SH[E 7 A Fojl
2. Clone Virtual Machine2 223t A VMO]| CHSE M2 HEE X2
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Clone Virtual Machine

Name * rhel8-short-frog-clone
Description

A
Namespace * default v

Start virtual machine on clone

Configuration Operating System
Red Hat Enterprise Linux 8.0 cr higher
Flavor

Small: 1CPU | 2 GiB Memeory
Workload Profile

server

NICs

default - virtio

Disks

cloudinitdisk - cloud-init disk

rootdisk - 20Gi - basic

£\ The VM rhel8-short-frog is still running. It will be powered off while
cloning.

Clone Virtual Machine

3. Clone Virtual Machine2 22!18tL|Ct. J2{H AA VMO| S2&[10 22 VMO| MM ElL|CH
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22 VME 2 dEZ FRIELICH
Vv

M2 AA VMQ| 7|& PVCE 22t Lt SH[E PVCE AFESHH M| VME Md5to] SX|g =
IS AFESHH A A VME S5 L7t 9l&LICH CHS THAE 225t VM2 S=oHX| gt 22

0o N
0

1. Storage > PersistentVolumeClaims Z 0|S3t1 A A VMO|| 2% PVC Hojl U= EARE S2IgtL|Ct.

2. Clone PVC(PVC SH|) & 22i5t M PVCO] i3t MR FEE M3 L)

Clone

MName *

rhel8-short-frog-rootdisk-28dvb-clone

Access Mode *

O Single User (RWQO) @ Shared Access (RWX) O Read Only (ROX)

Size *
20 GiB
PVC details
MNamespace Requested capacity Access mode
@ default 20 GIB Shared Access (RWX)
Storage Class Used capacity Volume mode
@ basic 22GiB Filesystem

Cancel Clone

3. O ohg 2E S SELICH J2{H A VMO thet PVCILH 8 g &L Tt
4. QIAZ2E > J1dst > Tt A|ARIC 2 0| S5t MY > YAMLE S2letLCt.

5. SPEC>template>SPEC>volumes 4/ 40i| A ZiE||0[L] C|A3 CHAl SH|E PVCE HEYLICH Q7 Atgo w2t
M VMol TS 7[EF 2= MR HEE FMSELIC
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- name: rootdisk

persistentVolumeClaim:
claimName:

rhel8-short-frog-rootdisk-28dvb-clone

A VMO 2EQUIX| BAASE D ZHolptL|C,
I EE2: NetApp ONTAP 7|Ht2| Red Hat OpenShift 7143t

AHAOZ RE| VMS HASHIAIR

QIBLICE 0] 7153 AFESHR A8 Rt
O Mef= 2ol

Bt A Ol A
X|Ist & o1&

Astra Trident2} Red Hat OpenShiftS AF26HH [TO|A ZZ2H|X
Mg = AS

L_ol-
<3I|_—A
L 2=
= M-

E2|X| 2HA0M S EES &

= =282 Al SAES S0 M 282 Yd5HU ¢
LICt. 0|2 Soll oM 22, oI S0l O|=27|7tX| CHefst

ot &8 ALHIE X

OpenShifte| AHAF 29| AL VolumeSnapshotClass, VolumeSnapshot % VolumeSnapshotContent 2[4
Hofof{of fL|Ct.
o =

AAL

* VolumeSnapshotContent= S2{AE2| SE0|A MM El MA| AMHARILICE O] 2|AAE AEEX|E

PersistentVolumet fAret S2{AE AHQ| 2| AAQIL|CEH

* VolumeSnapshot2 22| AHAF

* VolumeSnapshotClassE Ar26}

2 MMSEY| QI QEQIL|CE PersistentVolumeClaimZt S A}
A
=ol3} Z 2

[2=]=s
™ 22| Xt7} VolumeSnapshotdl| CH3H M Z CHE £42 X[
SUot SN MHE M AL CHSH M2 CHE S48 7HE = JUSLICH

g8+ AL
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| Openshift Virtualization |

VMO ARk Y5t THE HAIE 2= YLICH

Red Hat
OpenShift
: |
Wi-1 trident-snapshotclass WM-2 |
Clone to '
W i Snapshot -~ ey PV P e e -
L wm-disk A_ - 1 wm-disk-snapshot - l_l-_\snapshot-clonef:
e — ] Restore 1o - —— - e e e
\ previous - I '
"_ Hate wm-disk-snapshotcontent | H
project-1 \ L ) i :
A |
—_— : SR -
¢ \ i i
L vm-disk-pv | I vm-disk-clone-pv
- wy VM storageclass | ~
I
)
L J
3 i
ontap-nas backend | "
V]
| -
TRIDENT : NetApp
I
)
|
— r
|
SV W] !

NetApp

1. VolumeSnapshotS MAMst= O] AFRE 4 Q= VolumeSnapshotClassE A 2tLICt. Storage >

VolumeSnapshotClasses £ 0| &5t11 Create VolumeSnapshotClass £

2. AsE 2aAQ| 0|22
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12450 =2t0|H 0] csi.trident.netapp.io £ &

o
SelgL .
1245 Ct2 MM 2 22
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©® View shortcuts

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: trident-snapshot-cla54
driver: csi.trident.netapp.io

deletionPolicy: Delete

‘ Cancel ‘ X Download

3. AA VMO|| HZE PYCE &t0ltt LS sl PVCO| AHAFS MM EHLICE 'Storage > VolumeSnapshots' 2
0| =5t Create VolumeSnapshotsS S2!8fL|C}.

Create VolumeSnapshot Edit YAML

PersistentVolumeClaim *

rhel8-short-frog-rootdisk-28dvb v

Name *

rhel8-short-frog-rootdisk-28dvb-snapshot

Snapshot Class *
@E® trident-snapshot-class v

=

5. J2{H s{gh A ™ol PvCel AAFO| MM EILICE.

143



X AHARS M PVCE S78tL|Ct. Storage > VolumeSnapshotsZ 0| S5t11 Ssta{= AHAF Hof| U
AEE 22I3 C}3 Restore as new PVC(M PVCE £¢l) E 22Ighct.

HE 251 Restore(5 1) £ 22IeILIC}. O|FA 5tH M PVC7} M- ELICE

Restore as new PVC

N
=
T
<
O
i
=
4
oz

When restore action for snapshot rhel8-short-frog-rootdisk-28dvb-snapshot is
finished a new crash-consistent PVC copy will be created.

MName *

rhel8-short-frog-rootdisk-28dvb-snapshot-restore

Storage Class *

€® basic v

Access Mode *

O Single User (RWO) @ Shared Access (RWX) O Read Only (ROX)
Size *

20 GIB =

VolumeSnapshot details

Created at Namespace

@ May 21,12:46 am @® default

Status APl version

& Ready snapshot.storage.k8s.io/vl
Size

20 GiB

3. L2 2= 0| PVCOIM M VMES MMBIL|CH AT ZE > 7h43%t > 7t A|ARIOZ 0|F3t MY > YAMLE
EREE

Salgct
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4. spec > template > spec > volumes M M0 A Z4E{|O|L C|A S CHA AHAFOA MAE A PVCE XIFBILICEH
Q7 Argtol| w2k M VMO CHSt 7|Et ZE M8 HEE NS ELCt.

- name: rootdisk
persistentVolumeClaim:

claimName: rhel8-short-frog-rootdisk-28dvb-snapshot-restore

o.
6. VMO| §3Ho 2 Y El = AHA0| WHE AT AHMS WHSH= O PVCE A8 VM2 HEfet Af VMe)
A

Y3 EZ2: NetApp ONTAP 7|Ht2| Red Hat OpenShift 745}

Migration Toolkit for Virtualization2 AF235t0{ VMwareO{|A| OpenShift 7HA4%tZ VM 0t0]| 12i|0]-4
0| MMoj| A= MTV(Migration Toolkit for Virtualization)E AHE3H0] 7t I 41E VMwareOf| Al OpenShift Container

ZHEN| M M| Astra TridentS AR50 NetApp ONTAP AEZ2|X|QF E8HEl OpenShift 7HAlsHZ
oto|azf|o| Mot WHE Aotz L(CH

— od=Z 2

CHS HIC|L0A = S+ AEZ|X|E 2l ONTAP-SANS AFE5I0] RHEL VM2 VMware0f|A| OpenShift
Virtualization@ 2 010| 18|0|Mdt= M2 E E0FL|LCT.

Red Hat MTVE A5t NetApp ONTAP AEZ|X|E 3l VM2 OpenShift 7tAstZ OF0| 8|0 MefL|Ch

CtS Cto|o{ 12 VME VMwareOf| Al Red Hat OpenShift Virtualization2 2 O0+0| 12{|0| Mst= MH S I Mo 2
Hof FL|Ct.

Migration of VM from VMware to OpenShift Virtualization

RED HAT' .
f \ / OPENSHIFT \R/?td |-:at ?pensmﬂ [ia \
VMware Container Platform irtualization L

‘E:it:: 5555555 —— » ‘E:Ser;?se Linux
network mapping from VM @
VM e—e__|.___VLANtopodnetwork | _
""""""" I pod
R bs - @
___|._ o ma\";‘gaqef'? - PVC and PV created from
{ \2 S‘\Ogs\o‘e ©wo - storagg class using Trident
¥ P ot

....... VDDK copies data - - e
k L 20 G5 4 / from VM disksto PV~ _- ’\\ e /

ONTAPor ™~ |
any datastore i) ‘

HZ 0to|22|ofd0f et AP 2 Atet
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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bac58645-dd75-4e92-b5fe-b12b015dc199
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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bac58645-dd75-4e92-b5fe-b12b015dc199
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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bac58645-dd75-4e92-b5fe-b12b015dc199
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bac58645-dd75-4e92-b5fe-b12b015dc199
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bac58645-dd75-4e92-b5fe-b12b015dc199

VMware0f| A
* [H2 70l M rhel 9.32 AH8%t= RHEL 9 VMO| A X|=[RAELICEH
° CPU: 2, H[22]: 20 GB, St= C|A3: 20 GB
° A8 AHH BY: FE ALK I HE|XH AR XHE ZHYLICH
* VMO| ZH|Z|™ PostgreSQL A7t MX|=|A&L|Ct.
° PostgreSQL MH7F A= 11 REI A] ARSI E AFEASLICH

systemctl start postgresqgl.service’
systemctl enable postgresqgl.service
The above command ensures that the server can start in the VM in

OpenShift Virtualization after migration

° H|o|=0i 27H2] C|O|E{#[0] 2, 17H2] E0]= 5! 17HS| O] FItE[ASLICE. S H
PostgreSQL Serverg & X|5t11 E1I0|E1Hﬂ0|£ L HIOIE §5S T S et XE S FZSHAIL.

(D) PostgreSQL AHE ASSIT £ Al AHIAT} ASSIES LRI
OpenShift 22{AH
MTVE HX|317] Holl Chg 4X7} et st

* OpenShift 22{AF 4.13.34
» "Astra Trident 23.10"

* iSCSIE ?ldll 22{AH 29| CtE Z2E AN TLICHONTAP-SAN AE2|X| 22iA 2 H2). MISE YAMLE
xsto] 22{AEQ 2t 20N iISCSIE EMststs H2 MES MAshL|ct
* iISCSIE AI8%t= ONTAP SANE Trident Sl = 5! AER|X| S2iA E2O|HE WallE S AER[X| FEHA0

CHol M3 2 YAML DU S & ESHUA L.
* "OpenShift 7}&sH"

OpensShift 22{AE 20| iSCSI & CHE 225 AX|5t2{H of2{of] MSE YAML IS AFE3tHAIL
iSCSI2 2 AE & FH|

apivVersion: apps/vl
kind: DaemonSet
metadata:
namespace: trident
name: trident-iscsi-init
labels:
name: trident-iscsi-init
spec:
selector:
matchLabels:
name: trident-iscsi-init
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https://access.redhat.com/documentation/fr-fr/red_hat_enterprise_linux/9/html/configuring_and_using_database_servers/installing-postgresql_using-postgresql
https://access.redhat.com/documentation/fr-fr/red_hat_enterprise_linux/9/html/configuring_and_using_database_servers/installing-postgresql_using-postgresql
https://access.redhat.com/documentation/fr-fr/red_hat_enterprise_linux/9/html/configuring_and_using_database_servers/installing-postgresql_using-postgresql
https://docs.netapp.com/us-en/trident/trident-get-started/kubernetes-deploy.html
https://docs.openshift.com/container-platform/4.13/virt/install/installing-virt-web.html
https://docs.openshift.com/container-platform/4.13/virt/install/installing-virt-web.html
https://docs.openshift.com/container-platform/4.13/virt/install/installing-virt-web.html

template:
metadata:
labels:
name: trident-iscsi-init
spec:
hostNetwork: true
serviceAccount: trident-node-linux
initContainers:
- name: init-node
command :
- nsenter
- ——mount=/proc/1l/ns/mnt
- sh
= =g
args: ["$(STARTUP_SCRIPT)"]
image: alpine:3.7
env:
- name: STARTUP SCRIPT
value: |
#! /bin/bash
sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils
device-mapper-multipath
rom -gq iscsi-initiator-utils
sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf
cat /etc/iscsi/initiatorname.iscsi

sudo mpathconf --enable --with multipathd y --find multipaths

sudo systemctl enable --now iscsid multipathd
sudo systemctl enable --now iscsi
securityContext:
privileged: true
hostPID: true
containers:
- name: wait
image: k8s.gcr.io/pause:3.1
hostPID: true
hostNetwork: true
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
updateStrategy:
type: RollingUpdate

CHS YAML IHE S AHE5t0] ONTAP SAN AE2[X[E AtE3HY| Qe E2|HIE Holle 9 S MyelL|t

r

147



iSCSIZ Trident Bl =

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: <username>
password: <password>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: ontap-san
spec:
version: 1
storageDriverName: ontap-san
managementLIF: <management LIFE>
backendName: ontap-san
svm: <SVM name>
credentials:

name: backend-tbc-ontap-san-secret

CHS YAML It S AHESH0] ONTAP SAN AEZ|X[E AHE517| 23t ERHIE XMEA

iSCSIE Trident AEZ|X| 22HA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-san
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
media: "ssd"
provisioningType: "thin"
snapshots: "true"

allowVolumeExpansion: true

*MTV &X| *

O|X| MTV(Migration Toolkit for Virtualization)S M X|& 4= Q&LICt. M E X|ES
T2US HAISHAIR.

MTV(Migration Toolkit for Virtualization) AF&X} QIE{T|0| A= OpenShift 2 20|
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https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/installing-the-operator
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/installing-the-operator
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/installing-the-operator

517 B 4 QUALICH017|" Cherst SRIol AFZRE QIE{HIO|AE AFBE7| AlZFELICE,
© A2 BFR VST

RHEL VM2 VMwareW|A| OpenShift Virtualization@ 2 0t0|12|0|MSt2{H HX| VMware& A4 3ZAE
A-Jolof SLICH X|ES BRSHHAILR "0 7" 24 SFXAHE PHEL|CH

VMware &4 SXE H-d5t2{H Ch30] 2L T}

M

* vCenter URLQIL|C}
* vCenter X}Z &
* vCenter A|H{ X|2

2|ZX|E2|9| VDDK O|0O|X|L|Ct

=
MK

AN BR HY:

Select provider type

VM ySphere

Provider resource name *

vmware-source °

Unique Kubernetes resource name identifier

URL *

URL of the vCenter SDK endpoint. Ensure the URL includes the "/sdk" path. For example: https://vCenter-host-example.com/sdk

VDDK init image

dockerrepo.eng.netapp.com/banum/vddk:801 (]

VDDK container image of the provider, when left empty some functionality will not be available

Text
Username *

administrator@vsphere.local

vSphere REST APl user name.

Password *

vSphere REST API password credentials.

SSHA-1 fingerprint *

The provider currently requires the SHA-1fingerprint of the vCenter Server's TLS certificate in all circumstances. vSphere calls this the server's
thumbprint.

Skip certificate validation
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https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#mtv-ui_mtv
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#mtv-ui_mtv
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#mtv-ui_mtv
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#adding-providers
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#adding-providers
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#adding-providers

MTV(Migration Toolkit for Virtualization)= VMware VDDK(Virtual Disk Development Kit) SDKZ

AHZ3t0 VMware vSphereOll X 7t C|ATE W2 MESLCE w2t MEH AFeto]X| 2k VDDK
()  oloixig st=x 20| ZSLct,

0] 7|52 AtE5tH VMware VDDK(ZHA CIA 3 JHE 7| E)E CHR2E =511 VDDK O|0|X| & 2Est

CHS VDDK O|O|X|Z O|OfX| | X| A E2|0f] FEAIRFLICE.

HZE X|%S WEL|CH017|" VDDK 0|0] XIS 4443t04 OpenShift Clusterdfl A KA S 4 Q= 2|x| A E2|of
ZAgLICH

* Uy SR Mg

S AE SHAEE= OpenShift 7taet 38Xt7t &AA 3EX0|EE XS = FIHELICL
* 00| 12[0fM H|Z]| 4+
HZE X|&g uhELICEH"o{7[" 0to| 12|0|M A =2l S ‘HMetL|Ct

2

—

MH
fjo

0z
0.*..
el;

S S0t ofx| MYE|X| %2 FS CHSS MAHoF BLICt,
© AAUEYIZ fY HIEAI0) HBE| 98 HIEXS oh
* A TIOJE| MEAS EFA AE2|X| S2HA 0jIOL| 213t AE2IX| 04T 0| 915 ONTAP-SAN AE2(X

SaAS Mes & AL
afol| 2|01 A[£lo] MAE|H Azl Mehvt* Ftl * 2 EAIS|D AL AlS & 4 AL

g;g:sa:m & A kube:admin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others tolog in.

OperatorHub
Project: openshift-mtv v
Installed Operators

Plans
Workloads

Virtualization Status v Name v Q Filter by name > (P showarchived m

Migration Name 1 Source ... Target ... VMs Status Description

Overview @D miv-migration-demo | cold @ vmware @ host @l © Ready Plan for migrating VM to OpenShift Virt
Providers for virtualization @ vmware-osv-migration | cold @ voware2 @D host =) d 10f 1VMs migrated @ Migrating RHEL 9 vm to OpenShift Virtu,
Plans for virtualization
@ vmware-osv-migration-plani | cold @ vware2 @ host (=] Succeeded 10f1VMs migrated @
NetworkMaps for virtualization I ———————
StorageMaps for virtualization @D vmware-osv-migration-plan2 | cold @ vmware2 @ host @1 Succeeded 10f1VMs migrated @ migrating RHEL 9 vm using ONTAP NFS.
_

Networking >

Azt 2 2EI5tHE LA THAIE 714 VM 0fo| 22)|0[ 43 2t=tLCt.
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https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/prerequisites#creating-vddk-image_mtv
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/prerequisites#creating-vddk-image_mtv
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/prerequisites#creating-vddk-image_mtv
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#creating-migration-plan_mtv
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#creating-migration-plan_mtv
https://access.redhat.com/documentation/en-us/migration_toolkit_for_virtualization/2.5/html/installing_and_using_the_migration_toolkit_for_virtualization/migrating-vms-web-console#creating-migration-plan_mtv

RedHat - ~ s -
OpenShift HH as © © ube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

OperatorHub

Installed Operators Migration plans > mtv-migration-demo

Migration details by VM

Workloads

Virtualization

" - ter e o .
Y Name Filter by name Q Cancel STl .

Migration
Overview Name Start time End time Data copied Status
Providers for virtualization
Plans for virtualization v @ ocp-source-rhel9. 06 Mar 2024, 09:42: 06 Mar 2024, 09:5t: 20.00/20.00 GB Complete
-©0©©®
NetworkMaps for virtualization
StorageMaps for virtualization
Step Elapsed time State
Networking > @ Initialize migration 00:00:35 Completed
@ Allocate disks 00:00:00 Completed
Storage >
@ Convert image to kubevirt 00:02:45 Completed
Builds @ Copy disks 00:04:58 Completed
@ Create VM 00:00:00 Completed
Observe %

Compute

1-10f1 ~ 1 of 1

User Management

Administration

DE CHA 7} bR E[H 21F B 0| 72| * Virtualization * OF2HO|A] * virtual machines * & £&l6t0{ 00| 12{[0| M &l

VME & + ASLIH.

7t HAof| AM|ASHE XIEO| MSELICH"7]",

7t& ol 2Q15+0] posgresql Cl|lO|E{H|0] A 2] LHES =telet = ASLICH H|O[=2f H|O|E{H#[0] 2, E{|0] = &
=2 24 VMOIM 2HE =3t Zotof gL Tt

NetApp OpenShiftE AL2%t KubernetesE 115 S2{AE 22|

Kubernetes& 115 22{AF 2#2|: NetApp2| Red Hat OpenShift

e 2HHN 2F SH o2 H|o|LatEl ofE2|AH 0| Mo 2 Metgtof et B2 X0 M= sl ofE 2|7 0]M9
EHIAE Sl HZE X| st /s 6421 Red Hat OpenShift 22{AE{ 7} L REFLICEH O]2f &H| =X MO R
OpenShift 22{AE0[AM of2{ OHEZ|AH|0|M = YTZEE SARISLICE W2t 2F ZE|2 AR HEE
2t2[80F 5tH, OpenShift 2t2|Xt= ALY G|O|E M|t HE2! SEIRE7t =E CHYet oM o2 22HAHE
22[stn |X| 22[siof = FIHXQl UM E SHZsHoF gLICt. 0|2 gt tM|E sHZSH| I8H Red Hat2
Kubernetes& Advanced Cluster ManagementS T &LILCT.

Kubernetes& Red Hat Advanced Cluster ManagementS At25HH CHS 212 £3E 4= JUESLILCL.

1. CloJE| HIE{et M{S2] SR E T M 2] SRAHE MY, AZE, 22|efL|ct

= [=N¥ y = =
2. cr 20| M oz} 23 AE0| ofZ2|Hl0|M EE YIRS PHSHD B|FLIC
3. 0f2] 22AE| 2|AA0] M U Aef BLIEEY L 24
4. of2f ZAEO|M BO FE F4 LY Y M

Kubernetes€ Red Hat Advanced Cluster Management= Red Hat OpenShift 22{AE{0]| Lt O ER20 2
MA|EH, ZE XHHS 2ot FY HEEDE 0| 2HAEE ALY LICE 0| S2{AHE 58 S2{AEZH1 SHH,
ALEXF ng SE{AH ZAZ|of HEY = 2| §HE = ETLICH Advanced Cluster Management 252 Sl
I RAHLE MM E|= CHE 2 E OpenShift 22{AH = 5|2 S2{AE|A 2t2|=H 22| == S ARt gLCt
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https://docs.openshift.com/container-platform/4.13/virt/virtual_machines/virt-accessing-vm-consoles.html
https://docs.openshift.com/container-platform/4.13/virt/virtual_machines/virt-accessing-vm-consoles.html
https://docs.openshift.com/container-platform/4.13/virt/virtual_machines/virt-accessing-vm-consoles.html

22| tiA 22{AE 0| KlusterletO|2H= OIO|MEE
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Search "
Topalogy

Visual Web Terminal !

Observability I

I

I

I

I

I

I

I
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Applications

Policy
{Govemance, Risk & Compliance)

o
OPENSHIFT CONTAINER PLATFORM

Cluster Application Governance, Risk
andcamp“;nc. Shservenity

KtMISt 82 2 ME BXSIUAIL "0o{7|",

1. 3|2 22{AE L Red Hat OpenShift 22{AE{(HZF 4.5 0| At
22|g|= 22{AHE 28t Red Hat OpenShift 22{AE(HT 4.4 32Ct 2

Red Hat OpenShift 22| AE{0f| Lot SHAE 22| X HMHA

Rl

Kubernetes& Advanced Cluster Managementd| CH$F Red Hat M\ EA3EIM

Advanced Cluster Management= OpenShift 22{AHE 2|ot 71 7|2 =, §{H 9 22| SHAHUM AL8E[=
7|sE 7[8to R StEH0f 2|AA0 CiTt EF 27 AFgt H|Tto] JSLICH 22 AHE Ato|ZE M= ol2{st EXE
nefsiof FL|Ch MHME HESHYAIR "07|" E HESHIAI2.

MEAROZ 5 22{AE{0] QImat 1A RAS SAESH: ME LT} T oY LEo3t 1T S2AH Bl
2|AAS MA|SH2{R ofT =0l LIOp T MEf7|S ZsHoF BILICE REASH LIS S MBMES HZSHIAIR "0f7]"

oL =2 O
Kubernetes& 1158 S{AF 32| 1=
OpenShift 22{AE 0| KubernetesE Advanced Cluster ManagementS & X|st2{H CS TS 2AZHUAL.

1. 5|2 23 AEZ OpenShift 22{AE S MEistn S2{AE 22|x Ao 2 2QI8tL|CH

2. Operators > Operators HubZ 0|Z3t0{ KubernetesE Advanced Cluster ManagementS Z4A{gfL|Ct,
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https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html-single/install/index#network-configuration
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html-single/install/index#network-configuration
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html-single/install/index#network-configuration
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html/install/installing#installing-on-infra-node
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html/install/installing#installing-on-infra-node
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_management_for_kubernetes/2.2/html/install/installing#installing-on-infra-node

o Administrator

Home

Overview

Projects

Search
Explore

Events

Operators

OperatorHub

Installed Operators

Project: default

All tems

Al/Machine Learning
Application Runtime
Big Data

Cloud Provider
Database

Developer Tools
Development Tools
Drivers And Plugins
Integration &Delivery
Logging & Tracing

Modernization & Migration

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

All ltems

Filter by keyword...

Community

3scale APl Management

provided by R

3scale Operator to provision
3scale and publish/manage API

3. Kubernetes& 115 S2{AH 22| & MEista MX| € 2

Advanced Cluster Management for Kubernetes

223 provided by Red Hat

Install

Latest version
773

Capability level

@ Basic Install

1

& Seamless Upgrades
1

ull Lifecy

Provider type
Red Hat

Provider
Red Hat

Infrastructure features

Disconnected

(%)

Advanced Cluster Management
for Kubernetes

provided by

Advanced provisioning and
management of OpenShift and
Kubemetes clusters

E‘_I'él;'I-L_| [:|-_

=

450 items

A akka

Akka Cluster Operatol

provided by

Run Akka Cluster applications on
Kubernetes.

Red Hat Advanced Cluster Management for Kubernetes provides the multicluster hub, a central

management console for managing multiple Kubernetes-based clusters across data centers, public

clouds, and private clouds. You can use the hub to create Red Hat OpenShift Container Platform

clusters on selected providers, or import existing Kubernetes-based clusters. After the clusters are

managed, you can set compliance requirements to ensure that the clusters maintain the specified

security requirements. You can also deploy business applications across your clusters.

Red Hat Advanced Cluster Management for Kubernetes also provides the following operators:

o Multicluster subscriptions: An operator that provides application management capabilties including

subscribing to resources from a channel and deploying those resources on MCH-managed

Kubernetes clusters based on placement rules.
o Hive for Red Hat OpenShift: An operator that provides APIs for provisioning and performing initial
configuration of OpenShift clusters. These operators are used by the multicluster hub to provide its

provisioning and application-management capabilities.

How to Install

Use of this Red Hat product requires a licensing and subscription agreement.

4. Install Operator(At&Xt x|) Sei0| M TR N2 HEE RS0 (NetApp 7|2 0h7) HAZ QXY S
HE) Instal(& X)) Salet|ct.

153



OperatorHub  *  Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or automatic updates

Update channel
O release-20
1 release-21

@ release-2 2

Installation mode *

8]l namespaces on the duster (default

This mode is not supported by this Operator
@ A specific namespace on the cluster

Cperator will be available in a single Namespace only.

Installed Mamespace *

® Operator recommended Namespace: @ open-cluster-management

€) Namespace creation

Mamezpace open-cluster-management does not exist and will be created.

O Selecta Namespace

Approval strategy *

S. ZAXt A7t 2tZE WimhK| 7| CHE Lt

@ Advanced Cluster Management for Kubernetes
2.2.3 provided by Red Hat -

Installing Operator
The Operator is being installed. This may take a few minutes.

View installed Operators in Namespace open-cluster-management

6. HAXL7L MX|El = Create MultiClusterHub S S2I8tL|LC.
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Advanced Cluster Management for Kubernetes o
2.2.3 provided by Red Hat

Installed operator - operand required

The Operator has installed successfully. Create the required custom resource to be able
to use this Operator.

MultiClusterHub @ Required
Advanced provisioning and management of OpenShift and Kubernetes clusters

Create MultiClusterHub

View installed Operators in Namespace open-cluster-management

7. Create MultiClusterHub StHO|AM M| HEE 1245t CreateE 2=I2LICt O2{™H CHE 22{AH §{E9|
M7t A ZHEILICE.

Project: open-cluster-management

Advanced Cluster Management for Kubernetes » Create MultiClusterHub

Create MultiClusterHub

Create by completing the form. Default values may be provided by the Operator authors.

Configure via: ® Formview O YAML view

MultiClusterHub
o Note: Some fields may not be represented in this form view. Please select "YAML view" for full control. provided by Red Hat
MultiClusterHub defines the configuration for an instance of the MultiCluster Hub
Name *

multiclusterhub

Labels

app=frontend

> Advanced configuration

8. E Pod7t JHYY S2{AH 22| HYATO|AOA ME AE}Z 0| S5t 2EXIIt Succeeded AMEHE 0| S5HH
Kubernetes& Advanced Cluster Management?} A X|ElL|C}.
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Project: open-cluster-management v

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation . Or create
an Operator and ClusterServiceVersion using the Operator SDK .

Name = Search by name... /

Name 1 Managed Namespaces Status Provided APIs
Advanced Cluster open-cluster-management @ Succeeded MultiClusterHub 3
Management for Up to date ClusterManager
Kubernetes

ClusterDeployment
ClusterState
View 25 more...

2.2.3 provided by Red Hat

9. 5|2 HX|E t=h= o ofz7tel AlZto] Z2|H, 20| 2tZ = MultiCluster 5127t A HEfZ O|SELICt

Installed Operators » Operator details

@ Advanced Cluster Management for Kubernetes :
Actions =

223 provided by Red Hat

Details  YAML  Subscription Events  Allinstances  MultiClusterHub ClusterManager  ClusterDeployment  ClusterSt:

MultiClusterHubs

Name Search by name... /
Name 1 Kind Status Labels
multiclusterhub MultiClusterHub Phase:® Running No labels .

10. ot @ E S AH 22| WAL O|AN AZE MHEELICH Z22| URLO HASIY g S2{AH 22| 250
O | ABHL|C}
= —Hd .

Project: open-cluster-management

Routes

Y Filter ~ Name ~  mul 7

Name mul X Clear all filters

Name 1 Status Location Service

@ multicloud-console @ Accepted https:/multicloud- 6 management-ingress s

console.apps.ocp-
vmwareZ2.cie.netapp.com =
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|
7|'5: NetApp OpenShiftOf| A| Kubernetes& 115 S2{AH 22
Z2{AH 20[ZALO|Z 22|

—

CtFst OpenShift 22{AEE 2t2|617| $lsl 2 AEE MAHSt7LE Advanced Cluster ManagementZ 7t & 4=

1. HA Xz} > 2 AHE XI536HAA 2.

2. Mf OpenShift 22{AEE MMst2{H CIS THAIE A RSN L.
a. ZgA HZ oE7|: I3 HEZ 0|Sste] HZ £71 £ SE2l6tn MEfst ZFXH HAl| siEst=s ZE M
MEE H2T O 7t & Z2Ighct

Select a provider and enter basic information
Provider * &

aws Amazon Web Services

Connection name * @

nik-hcl-aws

MNamespace * 3@

default »

Configure your provider connection

Base DNS domain @

cie.netapp.com

AWS accesskey 1D * @

AKIATCFBZDOIASDSAH

AWS secret access key * @

Red Hat OpenShift pull secret *

uS3pMbktvaHpINFo2MEZsbmtEVG NG TktmUIZXcHooDWSte EZw Q0 Z1d 3cjJobGr e DEQNOXIZEQye GMSQ0ZwZkSRRZ JUanlxNnNUM2IRBOF b -~
UF]NC1EY|pE'."-'\."ZEOH{tNkHTMDZPU\.’pQWFRHEG..tHElDG7‘R S¥IIRaTIxbIdLT 2oyQ 3pVel HNIlwc ENSaZYy OUsyLWZGSFVINA==","email":"Nikhil k it

utkarni@netapp.com”}, registry.redhat.io”:
@ FP 5 TegIstry o

SSH private key * @

--—--BEGIMN OPENS5S5H PRIVATE KEY----- =

b3BbnMzaCIrZxkidjEAAAAABGSvEbmUAAAAEbasdadssadmBIUZOAAAAAAAAABAAAAMWAAAALZCZGEEW i

QyMNTUxOGAAACCLowlgAvSIHAE P+ DevIiRNzaG2zkNreMIZ/ UHyFOUWVAAAAA Jh /waGxfBGu o
/

S5H publickey * &

ssh-ed25519 AAAACINzaCIZDIINTESAAAAIZAUACTAGagdh21cB4/4NG/VEINobbOQ2t4z2Vn3 G J/RRa8A root@nik-rheld

P

b. M| 2HAEE Y5t H SAH 2 0|S5t1] SRHAE It > 22AH MY S S=IYLICH S22 &

= OO

sie SSXtoll CHet M & 2 E M3t CreateE S LICEL

157



~ Configuration

Cluster name * ®

rh-aws

~ Distribution

Select the type of Kubernetes distribution to use for your cluster

‘ Red Hat
OpenShift

Select an infrastructure provider to host your Red Hat Openshift cluster.

aws Amazon I .

Al Wb Gl Google Cloud Microsoft Azure

a8 VMware C—1 Bare

vSphere — Metal
I

Release image * @
quay.iofopenshift-release-dev/ocp-release:4.712-x86_64 o -
Provider connection * (3@
nik-hcl-aws o -

Add a connection

. FAEIH HGEH S AR 520 Ready JENZ EA[ELICE
3. 7|1Z 22AEE 73T L} TS 23BIAA| 2.

a. 2 AEH 2 0|t FHAE =7t > 7|& 2HAH M7

rulru
lIE*
I
ful

b. ZB{AE{o| 0|2 2{etn 27| & 9 A MM 2 S2BILICE J|E SBIAEE FIkets Bo|
BAELC}

¢. Copy Command £ 22/8}1 8|2 S2|AE{of £7k8 S| AE{0| M PHS AMELICH J2{9 22| AE0|
L Q8 0| HE AAI7k AIRIEI L, 0] ZZHAT} el SeiAe} 20 Aej2 S2iAE ==0|
LFERERLICE
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Mame *

ocp-vmw]

Additional labels

Onee you chek on "Savemport 2nd generate code”, the information you snterad will be vted to generate the code and cannot be
micdafped ENyMone, i yeu wish to change any informabon, you will have 10 delete and re-mpont this cluster

Code generated successfully & import saved

Run a command

1. Copy this command

Click the button to have the command automatically copled to your clipboard,

Copy command L]

2. Run this command with kubect] configured for your targeted cluster to start the import

Login to the existing cluster in your terminal and run the command.

View cluster L Import another

4. 02| 2HAHE WHsI D JHNR2 20ll= HY 220 2HAEE ZUEZSHD el 4 ASLIC

7|'5: NetApp OpenShiftOf| A| Kubernetes& 115 S2{AH 22
OHZ2|#|0]|M 20| ALO| S 22|
OiE2|AH|0|ME MMt D SRAE ME Tt A 2t2|st2H

1. 50 BAIZ0|M ofZ2/3 0|4 22| 2 0Sstm ofZ2|Z0lM MY S S2YBILIC PSR S8 TRIU M
HES URstn XE 2 2BLICH
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Applications

Create an application @ vawor =3

Name* @

demo-app

Mamespace* IG_}

default xX -

~ Repository location for resources

~ Repository types

Select the type of repository where resources that you want to deploy are located

0'@ Git

URL* @)

https://github.com/open-cluster-management/acm-hive-openshift-releases.qgit X -
Branch (@)

main X -

Path ()

clusterlmageSets/fast/4.7 X -

2.

0l

g D203 78 247 EX[E[H S8 Z2I-O0| S=0f| LIEFLICY.

Applications C Refresh every 155

Last update: 7:36:23 PM

Overview Advanced configuration Create application

Q, Search
Name Namespace Clusters @ Resource €] Time window [6) Created
demo-app default Local Git [ 8 days ago H

1-Tofl = 1 of 1

3. O|H| 2&0lM oiZ2|A 0| S ELEE & 22|d = AL

—
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Governance andrisk / Policies /[

Create policy ® @ vwor

MName *

policy-complianceoperator

Mamespace * (i)

default

Specifications * (i)

@' ComplianceOperator

Cluster selector (i)

@ local-cluster: "true”

Standards (i)

@& risT-csF

Categories (i)

@ FPR.IP Information Protection Processes and Procedures

Controls (i)

@ FR.IP-1Baseline Configuration

I:I Enforce if supported (i)

D Disable policy (i)

3. ot D= MM AMSt 2 ng S2AH H2[oM FM L= ZHAH 9
olAL|C}
A H .
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Governance and risk ®

Summary 1 Standards ~
NIST-CSF

+

H No violations found

Based on the iITdL!S'.I'}-' standards, there are no cluster or

policy violations.

Q, Find policies
Policy name MNamespace Remediation
policy- default inform
complianceoper
ator

7|'s: NetApp OpenShift0| A| Kubernetes& 115 22{AE 22|

o

#Itsd

Kubernetes& 115 2T AE 2E|E ALE0IH 2= S2{AHM 5, ZE OiE2[A|0[H & AZ2EE ZLIHEH

4+ QBLIC

ot

2 2HE >R 2 o|SHLIC

Cluster
violations

® o/

Standards

NIST-CSF

= Filter C Refreshevery10s ~

Create policy

Policies Cluster violations

Categories Controls Created |
PR.IP Information PR.IP-1 Baseline 32 minutes ago
Protection Processes and  Configuration
Procedures

1-1ofl1 = 1 of 1
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Red Hat

Advanced Cluster Management for Kuberne kubezadmin ~

£ Refresheveryim  ~

Overview + Add provider con

O

Other
3
Cluster
Summary
0 3 1 1 20 1135
Applications Clusters. Kubernetes type Region Nodes Pods
Cluster compliance 3 Pods 132 Cluster status 3
100% " 3 Complient 100%

100% B 3Resd

® 0 Non-compliant

2. DE EHAHO| JY= 2E Pod U 932
H2{™H PodE Z2!gfL|Ct

n

= Ciget ZEE 7|22 = T EE 3 YEEL|C oilE Hlo[HE

Red Hat kube:admin +

Advanced Cluster Management for Kubernetes

Search

Saved searches w Open new search tab =
3 Related cluster 673 Related secret ZO Related node 8 Related persistentvolumeclaim
8 Related persistentvolume ] Related provisioning 2 Related searchcollector 3 Related iampolicycontroller

Name 14bl :
Namespace openshift-marketplace

Cluster lacal-cluster

Status Completed

Restarts 0

Host IP

Pod IP 10129.2.215

Created 4 daysago

Labais controller-uid-dd259738-2cce-40e2-85d3-6ccf56904bad

3. ISt CIO|Ef 45 J|Htez S2{AE MH|Q| ZE =5 DU ESHD ATt ES 22I50] s M2
HEE XtMI5| ehelgfLict.

=

164



Search

Saved searches ¥ Open new search tab [

3 Related cluster

v Node (20)

Name 1

ocp-master-Locp-bare-
metal cie netapp.com

ocp-master-2.ocp-bare-

metal cie.netapp.com

ocp-master-3.0cp-bare-
metal.cie.netapp.com

1k Related pod 12 Related service

Show all (3)

Cluster Role Architecture oS image cPU Created Labels
ocp-bare-  master, amd64 Red Hat Enterprise Linux CoreOS 48 amonthago  betakubemnetesiofarch-amd64  beta kubermetesio/os=linux
metal worker 47.83202103292105-0 (Ootpa)

kubernetesio/arch=amd64 5 more

ocp-bare-  master, amd64 Red Hat Enterprise Linux CoreOS 48 amonthago  betakubernetesiofarch=amd64  beta kubernetes.io/os=linux
metal worker 4783.202103292105-0 (Ootpa)
kubernetesio/arch=amd64 5 more

ocp-bare-  master; amd64 Red Hat Enterprise Linux CoreOS 48 amonthago  betakubernetesiofarch=amd64  beta kubernetes.io/os=linux
metal worker 47.83.202103292105-0 (Qotpa)
kubernetesjo/arch=amd64 5 more

4. OE ZHAHE CS 22 AH 2|AA YO HEE V(8o =z BLEE U PYELICH SHAH MR HEE
He{H S2{AE £ =L

Search

Saved searches v Open new search tab [

3k Related secret

15 Related persistentvolume

v Cluster (2)

Name T  Available

local- True
cluster
ocp-vmw True

787 Related pod 15 Related persistentvolumeciaim 17 Related node | Related application

| Related searchcollector 8 Related clusterclaim 3 Related resourcequota 5 Related identity

Show all (159)

Hub accepted Joined Nodes Kubernetes version cPU Memory Console URL Labels

True True 8 v120.0+c8905da 84 418501Mi Launch cloud=VSphere  clusterlD=148632d9-69d5-4ae4-98ee-8dff886463c3

installecname=multiclusterhub 4 more

True True 4 v120.0+df9c838 28 MosIMi Launch <l ol clusterlD=9d’ 4e-4 4d45. 1b6b54282fe  name=ocp-vmw

7|5: NetApp OpenShifto| A| Kubernetes& & S2{AF 22|

o2 SAH0| 2|

Kubernetes?| 112

AZ MHLIC

[ 4 —= o

1 more

S AH HE|E AEOHHE &0 5Lt 0] &9 22| = S AH| 2[AAE A0 ddd

o=

A
e

UELICH € 50, MZ CIE NetApp ONTAP E2HAEZ A= 0{2{ AIO|EN| OpenShift EHAEHE ALEStD &

AU PVCE Z2H|Hstn 42 ZL Mt EAFU|M (+) 7|22 228t 4 UALICL J21 T2 PVCE

Yo SHAHE MEStD YAML 2[2A 8 £0 E2 L3 Y S S

o=2=2"1d

165



Create resource Cancel

Clusters | Select the clusters where the resource(s) will be deployed.

Resource configuration | Enter the configuration manifest for the resource(s).
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