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‘ OADP Operator E
1.3.0 provided by Red Hat

Channel OpenShift APl for Data Protection (OADP) operator sets up and installs Velero on the OpenShift
platform, allowing users to backup and restore applications.

stable-13 v

Backup and restore Kubernetes resources and internal images, at the granularity of a namespace,
Version using a version of Velero appropriate for the installed version of OADP.

13.0 - OADP backs up Kubernetes objects and internal images by saving them as an archive file on object
storage. OADP backs up persistent volumes (PVs) by creating snapshots with the native cloud
snapshot API or with the Container Storage Interface (CSI). For cloud providers that do not support

Capability level snapshots, OADP backs up resources and PV data with Restic or Kopia.
@ Basic Install

é T e [nstalling OADP for application backup and restore
I

* [nstalling OADP on a ROSA cluster and using STS, please follow the Getting Started Steps 1-3

(O Full Lifecycle ) ) : i
i _ in order to obtain the role ARN needed for using the standardized STS configuration flow via
'_I' Deep Insights OLM
(O Auto Pilot )
® Frequently Asked Questions
Source
Red Hat
Provider
Red Hat
Infrastructure features

Disconnected

Project: All Projects

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation 2
Operator and ClusterServiceVersion using the Operator SDK&'

Name w Search by name /
Name Namespace Managed Namespaces Status
OpenShift Virtualization @ openshift-cnv @ openshift-cnv @ Succeeded

OADP Operator @ openshift-adp @ openshift-adp @ Succeeded
1.3.0 provided by Red Hat Up to date

414 4 provided by Red Hat Up to date

* Package Server @ openshift-operator-lifecycle- @ openshift-operator-lifecycle- @ Succeeded
0.0.1-snapshot provided by manager manager
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Installed Operators Project: openshift-adp +

Pods Key/value secret
Y Filter w Name y name
Deployments Image pull secret
DeploymentConfigs g Type S.. Created Source secret
StatefulSets © builder-dockercig-7gBww kubernetes.io/dockercfg 1 @ April 2024 10:52 AN Webhook secret
Secrets From YAML
© builder-token-rm4s kubernetes.io/service-account-token 4 @ Apr11,2024,10:52 A

ConfigMaps
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Project: openshift-adp

Create key/value secret

Key/value secrets let you inject sensitive data into your application as files or environment
variables.

Secret name *

cloud-credentials

Unique name of the new secret.
Key *

cloud

Value

| Browse...

Drag and drop file with your value here or browse to upload it

[default]
aws access key id=<Access Key Id of S3 user>

© Add key/value

Create Cancel

CLIOIA 22H2.C X424 SH0|2Hs 7|2 S MAol2H 1S YYS A8E
() 2esSIxlolM SUstAH BT Bt F2 9lok 20| 7|2 USS Mu5HR ELICE C12
AlL2I25 OADP SEHAE MESHIAIL.

# oc create secret generic cloud-credentials --namespace openshift-adp --
from-file cloud=cloud-credentials.txt

credentials.txt file contains the Access Key Id and the Secret Access Key of
the S3 user in the following format:

[default]
aws_access _key _id=<Access Key Id of S3 user>

aws_secret_access_key=<Secret Access Key of S3 user>




* O3 CHS VeleroE 7145t2{™H Operators Ot2{2| M| =0 A Installed Operators £ MEHSITT OADP
operator £ 2&/%} CI2 DataProtectionApplication &2 MEBLICE,

Home
Installed Operators
Operators
. Yo e i Inde ng documentation & e i Cluste
OperatorHub
Installed Operators
Name =~  Sear ame
Workloads
orkloa Name Managed Namespaces Status Last updated Provided APIs
Virtualization ‘ OADP Operator @ openshift-adp ® Succeeded @ Apr11,2024,10:53 AM

Networking

Create DataProtectionApplication2 S2|gLICt. & 27|0f| A DataProtection 88 =12 0|52 HSSHAHLE
7|2 O|E& Ar8YLICL

Project: openshift-adp «

nstalled Operators » Operator details

DADPOperator
‘ 130 ed by Red Ha Actions =

ServerStatusRequest VolumeSnapshotLocation DataDownload DataUpload CloudStorage DataProtectionApplication

DataProtectionApplications

O[H| YAML 27| 2 0|S5t0] 7|2 HEE B ALt Of29f YAML It ofl EAIE HEE 7L



spec:
backupLocations:
- velero:
config:
insecureSkipTLSVerify: 'true' //use this for https communication
with ONTAP S3
profile: default
region: us-east
s3ForcePathStyle: 'True' //This allows use of IP in s3URL
s3Url: 'https://10.xx.xx.xx' //Ensure TLS certificate for S3 is
configured

credential:
key: cloud
name: cloud-credentials //previously created secret named cloud-
credentials
default: true
objectStorage:
bucket: velero //Your bucket name previously created in S3 for
backups
prefix: demobackup //The folder that will be created in the
bucket
provider: aws
configuration:
nodeAgent:

enable: true
uploaderType: kopia
//default Data Mover uses Kopia to move snapshots to
Object Storage
velero:
defaultPlugins:
- ¢csi //Add this plugin
- openshift
- aws
- kubevirt //Add this plugin
snapshotLocations:
- velero:
config:
profile: default
region: us-east

provider: aws

218l YAML2 ALOl M of|2F FASHA| HES| -d8lof ot ChSat 22 MMS Zotdta AELICE

backupLocations
ONTAP S3(YAMLO| EA[El X1 5H 5! 7|Et §E I 8= velerol| 7|2 BackuplLocation@ = 74 ElL|C},
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CSI 2 ALESIH 7 =S UUSHAH Velero& 7|2 E2112101| CSIE F7HEfLIC
CS| e} PVCE #Qi5t7| 2|3t Velero CSI £2{ 1212 velero.io/csi-volumesnapshot-class** 2H810| MH
S2{AE0| M VolumeSnapshotClassS MEiEIL|Ct 0|S 2|5
> EZO|HIE VolumeSnapshotClassE A4 sl{of ShL|C}t.

° trident-snapshotclass®| 2t# S HME st 2 MHELICt
velero.io/csi-volumesnapshot-class=true Ofzlf HA|El CHZ.

Networking VolumeSnapshotClasses > VolumeSnapshotClass details

(E® trident-snapshotclass

Storage

ile ‘\v S
PersistentVolumes Details YAML Event
PersistentVolumeClaims

VolumeSnapshotClass details

StorageClasses

Name
VolumeSnapshots
trident-snapshotclass

VolumeSnapshotClasses

Labels

(\"E’EFDJD;’CS!-‘.‘ olumesnapshot-c \as.5=t'ue)

VolumeSnapshotContents

— o I —
Retain@ 2 2850 f8et = AGLICH 2HX| @i2 2 HIYAHO|AS AH|ISHA ST LY AH|O| A0 HAE 2=
PVCIt 2tH5| &AM E LT

VolumeSnapshot 7HA|7} 48| &l 220l AHA0| RX|E 4= U=X| ZHRISHUA|L. 0] Y2 deletionPolicyE

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: trident-snapshotclass
driver: csi.trident.netapp.io
deletionPolicy: Retain



VolumeSnapshotClasses » VolumeSnapshotClass details

trident-snapshotclass

Details YAML Events

VolumeSnapshotClass details

Mame

trident-snapshotclass

Labels Edit #

veleroo/csi-volumesnapshot-class=trus

Annotations

1 annotation f

Driver
csitndent netappao

Deletion policy
Retain

DataProtectionApplication O] 2HS0{X| 11 &El7} Reconciled Q1 X| tQIgtL|LC}.

nstalled Operators » Operator details

OADP Operator
‘ 13.0 provided by Red Hat Actions =

ServerStatusRequest  VolumeSnapshotlLocation DataDownload DataUpload CloudStorage DataProtectionApplication

DataP‘ rotectio nA p pl i CatiQ ns Create DataProtectionApplication
Mame <  Search by name /
Name Kind Status Labels
D velero-demo DataProtectionApplication Condition: Reconciled No labels

OADP 23Xt7} s BackupStorageLocation2 A BtLICH O] g2 WA S MAME off ArZE/LICE

10



Project: openshift-adp

Installed Operators > Operator details

OADP Operator
‘ 1.3.0 provided by Red Hat Actions =

psitory Backup BackupStoragelLocation DeleteBackupRequest DownloadRequest PodVolumeBackup PodVolumeRd

BackupStoragelLocations

Name = Search by name
Name Kind Status Labels
GE velero-demo-1 BackupStoragelocation Phase: Available app-kubernetes.io/component=bs| §

app.kubernetes.io/instance=velero-demo-|
app.kubernetes.io/manage..=cadp-oper...
app.kubernetes.io/n... =oadp-operator-ve...
openshiftio/oadp=True

openshiftio/oadp-registry=True

HH VM(VM HIEIE|O[E] 8l VM C[A3)9] FEH MAS *3f 2™ Backup HS S2IELICEH J2{H M ALEX}
XE 2|22 (CR)7t M- ELICt Backup CRE Md5t7| 2Iet ¥ZE YAMLO| MSELICH O] YAMLE ArE3HH K|
HIJAHO| ALl VM Bl BliE CIATTE HAEILICE off EAIE = 37} Of7fHSE B-E 5= JAFLICHE A

ClIA3E X|}S= S7 2582 28%20| CSI0f| 2f8 dd=| 10 YAMLO| MSE JHAM ME 2 1K= o|SgL|ct M2
TTLOI X|™E = 30 St A|ARI0| |X|ELICH

apiVersion: velero.io/vl
kind: Backup
metadata:
name: backupl
namespace: openshift-adp
spec:
includedNamespaces:
- virtual-machines-demo
snapshotVolumes: true
storagelLocation: velero-demo-1
ttl: 720hO0mOs

HRIO| Rt &[T T HAV f=E W22 HA|FLICE
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Project: openshift-adp

Installed Operators > Operator details

OADP Operator
‘ 1.3.0 provided by Red Hat Actions =

Details  YAML Subscription Events  Allinstances BackupRepository Backup BackupStoragelocation DeleteB4

Backups

Name w Search by name. /

Name Kind Status Labels

@ backupl Backup Phase: & Completed velero.io/storage-location=velero-demo-1

S3 HatRX OHEZ|H|0|M S AI2St0] QEHE AEZ|X|0|AM HAS HALE 4= USLICE WA AZJF LA E Ko
H AL 0| E(velero/demobBackup)t 2HH EA|EIL|CH W HEIX0= 28 AHAH 23 5 5 7tak Aol JIE}
HEtH|O|E{ 7} I BHEIL|CE,

Path: / demobackup/ backups/ | backupl/

Name Size Type LastModified Storage Class
.| | [ | |
“Ibackup1.tar.gz 230.36 KB GZ File 4/15/2024 10:26:229PM STANDARD
“I|velero-backup json 3.35KB JSON File 4/15/2024 10:26:29 PM STANDARD
M_“l] backup1-resource-listjson.gz 1.12KB GZFile 4/15/2024 10:26:229 PM STANDARD
“I|backup1-itemoperations json.gz 600 bytes GZFile 4/15/2024 10:26:28 PM STANDARD
“I|backup1-volumesnapshots json.gz 29 bytes GZFile 4/15/2024 10:26:28 PM STANDARD
“|backupl-podvolumebackups.json.gz 29 bytes GZ File 4/15/2024 10:26:28 PM  STANDARD
~|backupi-results.gz 49 bytes GZ File 4/15/2024 10:26:28 PM STANDARD
“|backup1-csi-volumesnapshotclasses jsongz 426 bytes GZFile 4/15/2024 10:26:28 PM STANDARD
“Ibackup1-csi-volumesnapshotcontents json.gz  143KB GZFile 4/15/2024 10:26:28 PM STANDARD
3 backupl-csi-volumesnapshots json.gz 1.34KB GZFile 4/15/2024 10:26:28 PM STANDARD
“Ibackupi-logs.gz 1349KB GZFile 4/15/2024 10:26:28 PM STANDARD

OpenShift 7tASH0| A VMO| CHSE O 2=l HH QY A4
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apiVersion: velero.io/vl
kind: Schedule

metadata:

<schedule>
openshift-adp

name:
namespace:
spec:
schedule: 0 7 * * *
template:
hooks: {}
includedNamespaces:
- <namespace>
storagelocation: velero-demo-1
defaultVolumesToFsBackup:

ttl: 720hOmOs

true

Cron EHA 07 **** 2 D 7:000] #Ho| MMEZ o

|OJgfLIct.

SHetofl Totet LY Amoj Aok BAof Cist AE2|X| 9K = XY E LT mH2tA Backup CR ti4l Schedule CRS

A5t X[™E Azt "IE = sl s MAMetL|Ct
AHE0| MME|H Enabled(&AM3t) 7t EILICE.
Project: openshift-adp
nstalled Operators > CPEI'ETC’C@EEHE

‘ OADP Operator

1.3.0 provided by Red Hat

toragelLocation DeleteBackupRequest

4

DownloadRequest

Schedules
Mame = Search by name
Name Kind
© schedulel Schedule

HA2 O] 2Fo whah H-H =

o] BHojl A 2 4 UBLICH

PodVolumeBackup

Status

Phase: @ Enabled

PodVolumeRestore

Labels

b
Restore

Schedul

13



Project: openshift-adp

Installed Operators » Operator details

OADP Operator
‘ 1.3.0 provided by Red Hat Actions =

Events Allinstances BackupRepository Backup BackupStoragelocation DeleteBackupRequest DownloadRequest

Backups

Mame w Sea by name
Mame Kind Status Labels
@:c*-:':l_.le' 20240416140507 Backup Phase: InProgress velerc.ig/schedule-name=schedulel i

velero.io/storage-location=velero-demao-1
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Project: openshift-adp =

Installed Operators » Operator details

OADP Operator
‘ 13.0 provided by Red Hat Actions =

est DownloadRequest PodVolumeBackup PodVeolumeRestore Restore Schedule ServerStatusRequest VolumeSnag

1]
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apiVersion: velero.io/vl

kind: Restore

metadata:
name: restorel
namespace: openshift-adp
spec:
backupName: backupl
restorePVs: true

O LAV} = EIQE HAIEH 7t A|ARI0| S7E AS & 5+ ASLIC
APIARS MaBh MBI ESRLICE (VMO| A% Y uf #eio] M 2L #Ao|M VMS BeIste ZelE VMO|
AIZE[ D el 5 MEfZ MSELC)
Project: openshift-adp
Installed Operators > Operator details
OADP Operator
‘ 13.0 provided by Red Hat Actions ¥
est DownloadRequest PodVolumeBackup PodVolumeRestore Restore Schedule ServerStatusRequest VolumeSi
Restores
Name e nar
Name Kind Status Labels
@ restore Restore Phase Completed B
= HH AH A I
Velero= AFE5H0 Of|A B 51 =1 AMA

& CRE AHA|

o 4 UBLIC

oc delete backup <backup CR name> -n <velero namespace>

Backup CRZ Aot HZAE K| AEE[X| HIO|HE

o] X| &0l MHE hZ CLIZ CHREEFILICH Velero AT A",

Velero CLIE AME35I CtS delete

EQ
o=

Mghstct

AtH[SH2{™ Velero CLI 22

FE5H0] AR = ASLICH

velero backup delete <backup CR name> -n <velero namespace>
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https://velero.io/docs/v1.3.0/basic-install/#install-the-cli
https://velero.io/docs/v1.3.0/basic-install/#install-the-cli
https://velero.io/docs/v1.3.0/basic-install/#install-the-cli

Velero CLIZ AF23}0{ Restore CRE AHH|E £ &L|CH

velero restore delete restore --namespace openshift-adp

Ui?t OC BEE AF8StH S ¥ CRE MM &= ASLICH
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oc delete backup <backup CR name> -n <velero namespace>
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