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[netapp-user@rhel7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/name
space.yaml
[netapp-user@rhel’7 ~]$ wget
https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/meta
11b.yaml

oY Metallb. YAMLE TSI HAEER] HIZ 9 A7 DemonSetdl|A| pec.template.spec.securityContext’
ord S w7 gL Ct.
AHE =
securityContext:
runAsNonRoot: true
runAsUser: 65534

- 'metallb-system' W2 AH|O[AE THSL|CH

[netapp-user@rhel7 ~]$ oc create -f namespace.yaml

namespace/metallb-system created

. MetalLB CR2 2HSLLC}.

[netapp-user@rhel’7 ~]$ oc create -f metallb.yaml
podsecuritypolicy.policy/controller created
podsecuritypolicy.policy/speaker created

serviceaccount/controller created

serviceaccount/speaker created
clusterrole.rbac.authorization.k8s.io/metallb-system:controller created

clusterrole.rbac.authorization.k8s.io/metallb-system:speaker created

role.rbac.authorization

role.rbac.authorization

role.rbac.authorization.

clusterrolebinding.rbac.

created

clusterrolebinding.rbac.

.k8s.io/config-watcher created
.k8s.io/pod-lister created

k8s.io/controller created
authorization.k8s.io/metallb-system:controller

authorization.k8s.io/metallb-system:speaker

created

rolebinding.rbac.authorization.k8s.io/config-watcher created
rolebinding.rbac.authorization.k8s.io/pod-lister created
rolebinding.rbac.authorization.k8s.io/controller created
daemonset.apps/speaker created

deployment.apps/controller created



3. MetalLB AL|FHE FHSI7| Mo, 2EE WA} 2rSot= O ZRPHHEYY A4S AT £+~ UL E ALlF
DemonSet Elevated #3tS S 0{gtL|C}.

[netapp-user@rhel’7 ~]$ oc adm policy add-scc-to-user privileged -n
metallb-system -z speaker
clusterrole.rbac.authorization.k8s.io/system:openshift:scc:privileged

added: "speaker"
6. MetalLB= metallb-system U AHO] AN A ConfigMapS 2tE0{ A EHLILCE,

[netapp-user@rhel”7 ~]$ vim metallb-config.yaml

apiVersion: vl

kind: ConfigMap

metadata:
namespace: metallb-system
name: config

data:
config: |

address-pools:

- name: default
protocol: layer?2
addresses:

- 10.63.17.10-10.63.17.200

[netapp-user@rhel’7 ~]$ oc create -f metallb-config.yaml

configmap/config created
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©

AzE Yalx

Mgl ATELO HH

Red Hat OpenShift 4.6 EUS, 4.7

F5 BIG-IP VE HH™ 16.1.0

F5 ZAH0| & MH|A 2.5.1

F5 IPAM HEE2] 0.14

F5 AS3 3.30.0

=2

1. L2 HH oAl BIG-IP A|AHIO0| JSONS| M E £2t8 4+ QU= F5 Application Services 3 &&2 A X|gfL|C}.
2 0|S8tL|CH "F5 AS3 GitHub 2| ZX|E2|"%X[ A RPM IHY S CR2ZE8fL|CL

2. F5 BIG-IP A|AHIO] 2215t iApps > TH7|X| 22| LX £ 0| St Ct3 7t 27| & S LCt

3. It Mef g 223t CH22C3HAS3 RPM IHY S Meyst ohg gol g 22jstn f=2E 2 223
Import Package
I File Name _C_hmse File | f5 -gppsvcs-3.30.0-5 noarch.rpm

Cancel || Upload |

4. AS3 SRt I2 30| MEXMO 2 MX| |/ =X| &tQlstL]Ct,


https://github.com/F5Networks/f5-appsvcs-extension/releases
https://github.com/F5Networks/f5-appsvcs-extension/releases
https://github.com/F5Networks/f5-appsvcs-extension/releases

F5 iops and Resources

Varson Budd | Packags Tags
130 5 f5-appsvrs-3 HL0S noarch PLUGH

L Nama
S-ADpeCs

5. & L2 OpenShiftet BIG-IP A|AH] Zto] EAl0f| Rt 2| AAE LT M OpenShift SDN& BIG-IP
A AEIOM VXLAN E'2 QIE{H[O|AE ‘H45t0] OpenShift2t BIG-IP At Ztofl B2 S HHSLICE HESRZ >
g >IZ=23 2 0[Sotn ¥d 2 EE@!?_* ChE B2 IZES VXLAN L2 dFst S3{8 /Y 2 EEPHAE
= 4FgLch Z2oHY o|E8 Y3st 0rd & S=IgLCt

Mafwoai o Tunnals : Profiles | VILAM o Maw

Ganeral Properties
| e
Parert Profie wdiin w
Description [
Settings Custom [
o aTes C
Flading Type Miglticas ]

6. HEQZ >EE>EHI S5 0% 0|Fst MY 2 220t 43 E{22Q 0|81t 22 IP FAE LS|t o™
THAOM BHE B T2 TS MEiStD OHE & S2IetLC}

Network » Tunnels : Tunnel List :» New Tunnel...

Configuration
I Mame |aperrshlft_~.r:lan |
Description [ ]
Profile [ vxlan-multipoint v
I Local Address [ 10.63.172.239 J
Secondary Address _'-ﬁ.nyr V
Remote Address Any w
Mode Bidirectional
us -
Use PMTU Enabled
TOS | Preserve v
Auto-Last Hop [Default |
Traffic Group [None v

| Cancel || Repeat || Finished |



7. 22 AE Z2|X HPIO 2 Red Hat OpenShift 22{AE 0| 2218t |Ct,

8. OpenShiftdllA F5 BIG-IP AH{E hostsubnet2 MARILICE J2{H A E4I0| OpenShift 22{AE{0|A F5 BIG-
IP MHE SHREILICH SAE MEU YAML MO|E CIR2ECSiL|C},

wget https://github.com/F5Networks/k8s-bigip-
ctlr/blob/master/docs/config examples/openshift/f5-kctlr-openshift-
hostsubnet.yaml

9. SAE MEU ol 2 M5t OpenShift SDNE BIG-IP VTEP(VXLAN E{E) IPE F7tgtL|Ct.

apiVersion: vl
kind: HostSubnet
metadata:
name: fb-server
annotations:
pod.network.openshift.io/fixed-vnid-host: "O"
pod.network.openshift.io/assign-subnet: "true"
# provide a name for the node that will serve as BIG-IP's entry into the
cluster
host: f5-server
# The hostIP address will be the BIG-IP interface address routable to
the
# OpenShift Origin nodes.
# This address is the BIG-IP VTEP in the SDN's VXLAN.
hostIP: 10.63.172.239

@ AFRX
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[admin@rhel-7 ~]$ oc create -f f5-kctlr-openshift-hostsubnet.yaml

hostsubnet.network.openshift.io/f5-server created

11. F5 BIG-IP A0l CHe MM El SAE MEUIO| S2{AH IP MEU He|E 7IYFLC



[admin@rhel-7 ~]$ oc get hostsubnet

NAME HOST HOST IP
SUBNET EGRESS CIDRS EGRESS TIPS

f5-server f5-server 10.63.172.239
10.131.0.0/23

ocp-vmw-nszws-master-0 ocp-vmw-nszws-master-0 10.63.172.44
10.128.0.0/23

ocp-vmw-nszws-master-1 ocp-vmw-nszws-master-1 10.63.172.47
10.130.0.0/23

ocp-vmw-nszws-master-2 ocp-vmw-nszws-master-2 10.63.172.48
10.129.0.0/23

ocp-vmw-nszws-worker-r8fh4 ocp-vmw-nszws-worker-r8fhi 10.63.172.7
10.130.2.0/23

ocp-vmw-nszws—-worker—-tvr46 ocp-vmw-nszws-worker—-tvr46 10.63.172.11
10.129.2.0/23

ocp-vmw-nszws-worker-wdxhg ocp-vmw-nszws-worker-wdxhg 10.63.172.24
10.128.2.0/23

ocp-vmw-nszws-worker-wg8r4 ocp-vmw-nszws-worker-wg8r4 10.63.172.15
10.131.2.0/23

ocp-vmw-nszws—-worker-wtgfw ocp-vmw-nszws-worker-wtgfw 10.63.172.17

10.128.4.0/23

12. F5 BIG-IP Mt{0l| si=t8H= OpenShifte] SAE MEL #H2|0|A IPE A23t0 OpenShift VXLANO|A] 4

IPE d-detLICt F5 BIG-IP A|ARI0| 2215110 HES{3 > Self IP £ 0|5t LIS 4o 2 S=IeLIC F5 BIG-
P SAE HEUSOZ MAEl SRIAE IP MHUIY| IPS Q2fel VXLAN E{2S Metet [} CH2 A8 H22
UBILICE, 2 T+ 0K 8 S2ABLICE

Metwork » Self IPs » Mew Self IP...

Configuration
Name | 10.131.0.60 |
IP Address | 10.131.0.60 |

Netmask | 255.252.0.0 J

VLAN / Tunnel openshift_vxla v

Port Lockdown Allow Al |

T crop g o bt e L

Service Policy 'None ~|

| Cancel || Repeat || Finlshed



13. CISOI A 741 B ALS 2! F5 BIG-IP AIAO] TIE|MS MABILICE AIAH > AFSR > TIE|M 22 OF 0|56t
MY 2 B2 CIS MR HEES YBiLich I3 Ok 0ka 2 SsLIch

System » Users : Partition List :» New Partition...

Properties

I Partition Name OCp-VMW

' Partition Default Route Domain 0 v |

Description
|

() Extend Text Area
() Wrap Text

Redundant Device Configuration

: ' & Inherit device group from root folder
Device Group
Mong
' ® inherit traffic group from root folder
Traffic Group il n:gﬂp i)
traffic-group-1 (floating) w
[_'gé'ncei' '| [ “Fiepeat" '| | Finished |
() Foi CISUIN RH2lsts TEIMOIN 45 742 28otx| %2 1S BEBLICH

14. OperatorHub2| HAXIE AFESH0] F5 BIG-IP CISE M X|BfL|CH 22| A 22Xt HstOZ Red Hat OpenShift
S AE 23918110 F5 BIG-IP A|AE 27701 XtH SHS AI2810] ASE MMSH|CH 0| LK} T
ZHYLICE



[admin@rhel-7 ~]$ oc create secret generic bigip-login -n kube-system
-—-from-literal=username=admin --from-literal=password=admin

secret/bigip-login created

15. F5 CIS CRDZ M X|gfL|C}.

[admin@rhel-7 ~]1$ oc apply -f
https://raw.githubusercontent.com/F5Networks/k8s-bigip-
ctlr/master/docs/config examples/crd/Install/customresourcedefinitions.y
ml

customresourcedefinition.apiextensions.k8s.io/virtualservers.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/tlsprofiles.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/transportservers.cis.f5.co
m created
customresourcedefinition.apiextensions.k8s.io/externaldnss.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/ingresslinks.cis.f5.com
created

16. Operators > OperatorHub 2 0|E5t1 7| E F5 & ZAM$t CHS F5 Container Ingress Service EFY2
S=gLct

OperatorHub

Discover Operators from the Kubemetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software

through Red

all Cperators on your clusters to pro de optional add-ons and shared services to your

developers. After installati pabilities will appear in the Developer Catalog providing a self-service experience

| Ainen All Items
rc litermns
Al Machine Leamning
Application Runtirme

Big Data

Cloud Provider @
Database

Developer Tools FE& Container I"u'_,;lr_a_.'_- Carvices
Development Tools

o 1o install FS Container

Ingress Services (CIS) for BIG-IP.

- e
Drivers And Plugins

Integration & Delivery
Lagging & Tracing
Modemization & Migration

Monitoring



18. Install operator(AX| Zt X}t StHUAM ZE 7|2 O7iHSE OCH2

10

UK HHE 91 A

F5 Container Ingress Services

N

i

22siAIR.

18.0 provided by F5 Metworks inc

Latest version
1.8.0

Capabliity level
& Basic Install

3 Seamiess Upgrades
> Full Lifecycle

!

() Deep Insights

I Auto Pilot
Provider type
Certified

Provider
F5 Networks Inc.

Repository
https:fgithub.com,/ FSMet
works kBs-bigip-ctlr

Container Image

registry.connect redhat.co
myfSnetworks/k8s-bigip-

Introduction

This Operator installs F5 Container Ingress Senvices (C15) for BIG-IP in your Cluster. This enables to
configure and deploy CIS using Helm Charts,

FS Container Ingress Services for BIG-IP

F5 Container Ingress Sendces (C15) integrates with container orchestration erdronments to
dynamically create L4/LT services on FS BIG-IP systerns, and load balance netwark traffic across the
services. Monitoring the orchestration API server, CIS is able to modify the BIG-IP systemn configuration
based on changes made to containerized applications,

Documentation

Refer to F5 documentation

+ CIS on OpenShift (httpsf/clouddocs f5.comycontainers/latest/userguide fopenshift/) - OpenShift
Routes (https:jiclouddocs f5.comyfcontainers/latest /userguide,routes. hitmil )

Prerequisites

Create BIG-IP login credentials for use with Operator Helm charts. A basic way be,

oc create secret generic <SECRET-MAME: ««From-1iteral=username=<IJSERN

AME> --from-literal=password=<PASSWORD:

= kube-systen

1 Install(&x]) 2 2alstL|Ct.



Operatorbiub  »  Operator Installation

Install Operator

Insgall your Operator by subscribing to one of the update channels to keep the Opeérator up to date, The strategy determmines either manual or automiatic

Update channel * @ F5S Container Ingress Services
provided by FS Metworks Ing

@ beta
Provided APis

Installation modse *
FSEBi th
& All namespaces on the cduster (default) "E it

Operator will be available in all Namespaces

This CRD provides kind FSeiglpctler to

O Aspecific namespace on the cluster configure and deploy F5 BIG-IP
Operator will be available in b single Namespace only Controlier
Installed Marmespace *
B cpenshift-operators -

Approval strategy
& Automatic

O Marazal

Install | Cancel

19. 2HXE HX|8h= ol Alzto] Z&LCt.

@ FS Container Ingress Services
1.8.0 provided by FS Networks Inc.

Installing Operator
The Operator is being installed. This may take a few minutes.

View installed Operators in Namespace openshift-operators

20. 28X} MX| 2 Installation Successful H|A|X|7} £ EIC},

21. Operators > Installed Operators 2 0| S3}t11 F5 Container Ingress Service & 2213t CHS F5BiglpCtir
EtL0I M Create instance £ S2!gtL|Ct.



Project: openshift-operators

Installed Operators * Operator details

@ F5 Container Ingress Services
1.8.0 provided by F5 Networks Inc.

Details YAML  Subscription  Events  F5BiglpCtlir

Provided APIs

=118 F5BiglpCtir

This CRD provides kind F5BigIpCtlr to
configure and deploy F5 BIG-IP
Controller.

(® Create instance

22. YAML View(YAML E7|) & 22/st HRot i7iH+E 0| ESt S OHS L8 S 20 E&LICH

@ ZHIXE SASH| Mo 43 242 EHESH= S of2i | Oi7H ¥4~ 'bigip_partition,
'openshift_sdn_name"', 'bigip_url' % 'bigip_login_secret'S YH|0| EEILILCE.

12



apiVersion:

kind: F5BigIpCtlr

metadata:

name: f5-server

namespace: openshift-operators

spec:

args:

cis.f5.com/vl

log as3 response: true

agent: as3

log level: DEBUG
bigip partition: ocp-vmw

openshift sdn name: /Common/openshift vxlan
bigip url: 10.61.181.19

insecure: true

pool-member-type:

custom resource mode: true

cluster

as3 validation: true

ipam: true

manage configmaps: true

bigip login secret: bigip-login

image:

pullPolicy: Always

repo: fS5networks/cntr-ingress-svcs

user: registry.connect.redhat.com

namespace: kube-system

rbac:
create: true
resources: {}
serviceAccount:
create: true

version: latest

MName 1 Status

.

=2 HyUO S olE7| = =3
HEHIXE EH A2 SV E S

Ready

2IStLICE J2{™ kubbe-system W AHO[A0 CIS ZEZt AX|ELICE

Restarts

o

Cwmner

Memory

CPU

LA

m

13



7|2X O Red Hat OpenShift= L7 2E HHA S 2o Z2E SOl MH[AE &= Y-S
HSELICt LEHEl OpenShift 2H2EE 0|E1 of Z29| Ejmlg 210 3 N2lst= —.22 [2(=]=s
J2{Lt F5 CISE #4510 2|2 F5 BIG-IP A|ABIS S0t 2IREE X|§Y = JELICE O
ANABIE HX 2IREE HASIAHLE XEH| = AREl OpenShift 2t E{0f CHSE CHA| 2tRE{E AH

@ 2 ASLICE Cli= OpenShift 2t EQ| 2t2E et SH= BIG-IP A| A0 7t MHE MMt
BIG-IP= &1 3! E2fj! 2t E Na2[gL|Ct 0| 7|58 &dstst= o7 H 0| CHSH XtA|ot

2 07| of| A HHEME EZSHMAIL. 0|24t DH7H = APPS/v1 API2| OpenShift Hi I

2| A A0 CHol Aol ELICt 2t F5BiglpCtir 2|AA cis.f5.com/v1 API2 ETH At8 S B2
Of7H'H <~ O| Z0i| CHt 510 E(-)2 RE()E HiELIC

F et

24. CIS At Mo MY E|= QIXH= IPAM:TRUE, CUSTOM_RESOURCE_MODE:TRUE®L|C}. O]2{st
DH7H = IPAM HE Z2{2} CIS S&= Z-detot= ol EQFLICL F5 IPAM 2| 2AS 4-g5t0] CIS7HIPAM
SYS YUK =elgtct

[admin@rhel-7 ~]$ oc get f5ipam -n kube-system

NAMESPACE NAME AGE
kube-system ipam.10.61.181.19.ocp-vmw 43s
25. F5 IPAM ZIEE2{0f| 223t MH|A A/E, Hg 9l rolebindingE PHSLICEH YAML IS MAdstD CHS HES
I=!0:I |__-1AL_||:I_

14



26. 2|

[admin@rhel-7 ~]1$ vi f5-ipam-rbac.yaml

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: ipam-ctlr-clusterrole
rules:
- apiGroups: ["fic.f5.com"]
resources: ["ipams","ipams/status"]
verbs: ["get", "list", "watch", "update",
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: ipam-ctlr-clusterrole-binding
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ipam-ctlr-clusterrole
subjects:
- apiGroup: ""
kind: ServiceAccount
name: ipam-ctlr
namespace: kube-system
apiVersion: vl
kind: ServiceAccount
metadata:
name: ipam-ctlr
namespace: kube-system

AAE MMBH|C},

"patch"]

[admin@rhel-7 ~]$ oc create -f fb-ipam-rbac.yaml

clusterrole.rbac.authorization.k8s.io/ipam-ctlr-clusterrole created
clusterrolebinding.rbac.authorization.k8s.io/ipam-ctlr-clusterrole-

binding created
serviceaccount/ipam-ctlr created

27. YAML It 2 MMstn ofzfof M= F5 IPAM i Ho|E 20 E&L|CH

15
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@ Ot2lf SPEC.template.spec.containers[0].args2| IP H$| 0f7i H~E AH|0|Est] AH |

SHtSt= ipamLabels & IP 4 HQ|E gtABHL|CE,

@ IPAM ZIEZE2{7} Yol El HL{0M IP FAE AMStD 27| 9|31l M= ipamlabels ['range1”
% "range2"(Ot2f Of| 2] Z)0fl Fot 24t FX| F9| MH|[20] et F=MS Fotof LTt

[admin@rhel-7 ~]$ vi f5-ipam-deployment.yaml

apiversion: apps/vl
kind: Deployment
metadata:
labels:
name: f5-ipam-controller
name: f5-ipam-controller
namespace: kube-system
spec:
replicas: 1
selector:
matchLabels:
app: fb-ipam-controller
template:
metadata:
creationTimestamp: null
labels:
app: fb-ipam-controller
spec:
containers:
- args:
- —-orchestration=openshift
- —--ip-range='{"rangel":"10.63.172.242-10.63.172.249",
"range2":"10.63.170.111-10.63.170.129"}"
- —-log-level=DEBUG
command :
- /app/bin/f5-ipam-controller
image: registry.connect.redhat.com/fbnetworks/f5-ipam-
controller:latest
imagePullPolicy: IfNotPresent
name: f5-ipam-controller
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: ipam-ctlr

serviceAccountName: ipam-ctlr



28. F5 IPAM ZIEE2{ L E MMTtLCt,

[admin@rhel-7 ~]$ oc create -f fbh-ipam-deployment.yaml

deployment/f5-ipam-controller created
29. F5 |PAM HEZ2] ZTE7} Al ZQIX| golstL|ct,

= -

[admin@rhel-7 ~]$ oc get pods -n kube-system

NAME READY STATUS

AGE

f5-ipam-controller-5986cff5bd-2bvno 1/1 Running
30s

f5-server-£f5-bigip-ctlr-5d7578667d-gxdg] 1/1 Running
14m

30. F5 IPAM A7|0tE BHSL|C}.

[admin@rhel-7 ~]$ oc create -f
https://raw.githubusercontent.com/F5Networks/f5-ipam-
controller/main/docs/ static/schemas/ipam schema.yaml

RESTARTS

customresourcedefinition.apiextensions.k8s.io/ipams.fic.f5.com

2
(=

Ol

1. loadbalancer &4/9| MH|AE MMBIL|C}

17



[admin@rhel-7 ~]$ vi example svc.yaml

apiVersion: vl
kind: Service
metadata:

annotations:

cis.f5.com/ipamLabel: rangel

labels:
app: f5-demo-test
name: fb5-demo-test

namespace: default

spec:
ports:
- name: f5-demo-test
port: 80

protocol: TCP

targetPort: 80
selector:

app: fb-demo-test
sessionAffinity: None
type: LoadBalancer

[admin@rhel-7 ~]1$ oc create -f example svc.yaml

service/f5-demo-test created

2. |PAM Controller?} 2|5 IPE &&tst=X| 2HQISHTL.

18

[admin@rhel-7 ~]$ oc get svc

NAME TYPE

PORT (S) AGE
f5-demo-test LoadBalancer
80:32605/TCP 27s

CLUSTER-IP

172.30.210.108

EE Mot MY El & H2AM MH[AS AFEELICH

EXTERNAL-IP

10.63.172.242



[admin@rhel-7 ~]$ vi example deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: fb5-demo-test
name: f5-demo-test
spec:
replicas: 2
selector:
matchLabels:
app: fb5-demo-test
template:
metadata:
labels:
app: fb5-demo-test
spec:
containers:
- env:
- name: service name
value: f5-demo-test
image: nginx
imagePullPolicy: Always
name: f5-demo-test
ports:
- containerPort: 80
protocol: TCP

[admin@rhel-7 ~]1$ oc create -f example deployment.yaml

deployment/f5-demo-test created
4. Pod7t A& FQIX| =telgtL|ct.

[admin@rhel-7 ~]$ oc get pods

NAME READY STATUS RESTARTS AGE
f5-demo-test-57c46£6£98-47wwp 1/1 Running 0 27s
f5-demo-test-57c46f6£98-c12m8 1/1 Running 0 27s

5. OpenShiftoll A loadbalancer R &2 MH|AE U5l BIG-IP A|AEI0)| SHE 7k MHIF M| =X| EQIEHT

Local Traffic > Virtual Servers > Virtual Server List2 0|S&L|C}.
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