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MH|AE HSELICt.

NetApp Astra Control

NetApp Astra HE2 2IZ2|0|A S =2 S2IRE0M Kubernetes O E2|7|0|M S ¢[ot AEE|X] A
OHZ2|AH|0|M 214 H|0|E 22| MH|AE H|BotH, NetApp AEZ|X| 8l H|O|E #2| 7|&8 7|2to 2 BhL|LCt,
Kubernetes OiZ2[A|0| M-S & 5t 1, O|0|EHE CHE Z2{AE 2 Oro| 120 M3t 1, 2t ol of Z2|#H[0|M
222 A 48Y = JASLICHL HEE SERE0M M 2 Kubernetes OHZ2|A[0| M 2t2|8l0F ot= BR0l=
O EME AT AR "Astra H|0] AH|A". Astra Control Service= GKE(Google Kubernetes Engine) %!
AKS(Azure Kubernetes Service)0llAl Kubernetes 22{AE{2| O Z2|H|0|M Q1A] Cf|O|E| 22|E H|2SH= NetApp
22| MH|AQIL|CE

NetApp Astra Trident

OfAEZ} "E2}0|HE" NetApp2 Docker X Kubernetes2 QE AA SN AEZ|X| QAAEY0|EZA FF
AEZ|X|Q MM 2| 8l AP S tha3HEL|CE Kubernetes HIO|E|E 0= 2|A|0| M QI Trident= Kubernetes
S2{AE LHO|M =IE MM EILICE Trident2 AF2SHH 1Z40| DL Z4E|0|L4 O|0|X|Z2 NetApp A E2|X|0| 2I&stHA|
HHZ St Al ZAE|O|L] HHEE /ot A ZEl0| =g S MY = AUSLICE Kubernetes AFEXHML 7HEEX}, G| O] E
Welxt )= QAIAEL0|M Bl 22 SXIE M, el 3 XtS2H5H0] NetApp 7|=0| M3st= 15 0| 22|

s 28Y = ASLICH

NetApp BlueXP £At 8l 57|35}

"BlueXP =AL 8! S7|2t" = =210 et H|0|E S7|2HE M35H= NetApp MH|AQLICH 2I3|0|A NFS E=
SMB I 38 ZHof| ot S M&6loF sh= AL, NetApp StorageGRID, NetApp ONTAP S3, NetApp Cloud
Volumes Service, Azure NetApp Files, Amazon Simple Storage Service(Amazon S3), Amazon Elastic File
System(Amazon EFS), Azure Blob, Google Cloud Storage, === IBM Cloud Object Storage?! BlueXP Copy
and Synce TRt IS =10 QHHSHA| O|SELICH HIO|E 7t MEEIH AALLEL HR0M ALEE &~ JUELICH
BlueXP Copy % Syncc = O|2| Ho|&l X0 2t HIO|HE X|SHo =2 S7|815tE = HAE 220 0|SstE2
ClO|Ef EX|0f| AH|=[= AlZEat H| 20| £[ASHEILICE BlueXP Copy and Synce A& 9 AH20| O ZHHTH MH|AY
AIXES0{(SaaS) =&LICt BlueXP Copy X Syncol| 2|3l E2|E|= H|0|E &2 H|o|E E=710] 2fsH
SHELICEH AWS, Azure, Google Cloud Platform EE= AtLHOf| BlueXP Copy % Sync Ci|O|E| E2HE XS
UELICE.

NetApp BlueXP 2%

ZESt Al L0E|ES 7|29 E "NetApp BlueXP 25" ™A Cl|0|E] XtAHY| 2M XHS3HEl A S HIO|E HHHAAES
SILICH H|2 HZ 20tE ¢4 oietsty ™ =4 8l 7HQ ME 250 et 22 AP metstH x| X3} 7|38
2 UELICE BlueXP Classification CHA|2EE Edl| 55 HI0|HE AHSIH =2 HMAst2 7421, H|7H2l &


https://docs.netapp.com/us-en/astra-control-service/index.html
https://docs.netapp.com/us-en/astra-control-service/index.html
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https://netapp.io/persistent-storage-provisioner-for-kubernetes/
https://netapp.io/persistent-storage-provisioner-for-kubernetes/
https://netapp.io/persistent-storage-provisioner-for-kubernetes/
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
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https://docs.netapp.com/us-en/occm/concept_cloud_sync.html
https://bluexp.netapp.com/netapp-cloud-data-sense
https://bluexp.netapp.com/netapp-cloud-data-sense
https://bluexp.netapp.com/netapp-cloud-data-sense
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https://kubernetes.io/docs/tasks/tools/
https://kubernetes.io/docs/tasks/tools/
https://kubernetes.io/docs/tasks/tools/
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AlLt2|2 1 - JupyterLab?| 2C|MHE X2

1. AIIML =2 3 Z2EE 2|3t Kubernetes HIQUAHO|AS MAMTHL|C

$ kubectl create namespace inference

namespace/inference created

2. NetApp DataOps E2E AF86I0 X2 £ HO|HE MY F7 2 ES T2H|NJLICE

3. NetApp DataOps Toolkit2 AHESH] M2 JupyterLab =
ALE5t0] O[T CHAI0M M Mot 7 S ES OIRERLICH ERst
GPUE II-O-I _._7|-()“ oI-I:I-oI-|_||:|-
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$ netapp dataops k8s cli.py create volume --namespace=inference --pvc

-name=inference-data --size=50Gi

Creating PersistentVolumeClaim (PVC) 'inference-data' in namespace
'inference'

PersistentVolumeClaim (PVC) 'inference-data' created. Waiting for

Kubernetes to bind volume to PVC.
Volume successfully created and bound to PersistentVolumeClaim (PVC)

'inference-data' in namespace 'inference'

272+ MMBILICE '--mount-PVC' SN &
ot AL '--nVidia-GPU' M & AIE3510{ NVIDIA

CHE oM = F3 258 '=2 HI0|E{'7} '/homeljovyan/data’@| JupyterLab Xt S ZHE|0|LH0f| OFRE EIL|CE,
Jupytter®| S 4 9'|E1|0||—‘| O|0|X|Z AtE2E | JupyterLab & QIE{H|O|A L{2| %] oP | CIAE2|2 /homeljovyanO|
HEA|ELICE



4. 'jupyterlab A

$ netapp dataops k8s cli.py create jupyterlab --namespace=inference
--workspace—-name=live-inference --size=50Gi --nvidia-gpu=2 --mount
-pvc=inference-data:/home/jovyan/data

Set workspace password (this password will be required in order to
access the workspace) :

Re-enter password:

Creating persistent volume for workspace...

Creating PersistentVolumeClaim (PVC) 'ntap-dsutil-jupyterlab-live-
inference' in namespace 'inference'.

PersistentVolumeClaim (PVC) 'ntap-dsutil-jupyterlab-live-inference'
created. Waiting for Kubernetes to bind volume to PVC.

Volume successfully created and bound to PersistentVolumeClaim (PVC)
'ntap-dsutil-jupyterlab-live-inference' in namespace 'inference'.
Creating Service 'ntap-dsutil-jupyterlab-live-inference' in namespace
'"inference'.

Service successfully created.

Attaching Additional PVC: 'inference-data' at mount path:

' /home/jovyan/data’'.

Creating Deployment 'ntap-dsutil-jupyterlab-live-inference' in namespace
'inference'.

Deployment 'ntap-dsutil-jupyterlab-live-inference' created.

Waiting for Deployment 'ntap-dsutil-jupyterlab-live-inference' to reach
Ready state.

Deployment successfully created.

Workspace successfully created.

To access workspace, navigate to http://192.168.0.152:32721

qr

o' B ZH0f| X|ZE URLS AHE3I0] JupyterLab 2 <ol HMASFLICE H[O]E]
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> Jupyterlab X

-

T

& > C A Notsecure | 192.168.0.152:32721/lab/tree/data

: File Edit View Run Kernel

Tabs Settings Help

e Upload Files
| | Filter files by name : Q
o i / datz /
... Name - Last Modified

6. &9 CIMER|Z SOM7HA Af Tt EY|FE THELICHL

—

" Untitled.ipynb - JupyterLab X 4+

& = C A Notsecure | 192.168.0.152:32721/lab/tree/Inferencing.ipynb

: File Edit View Run ernel Tabs Settings Help
= Bt C

Filter files by name Q
o .
o Name - Last Modified
T m dats 32 minutes ago
* « M) Inferencing.ipynb 11 minutes ago

A inferencing.ipynb
B+ XDODMB » m ¢ » Code

| o

7. ES0| =8 ZEE FIteILICH THE ool A= O|0|X| ZX| AL Al2flof CHet =2 ZEE H0f FLC.

—_
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4 Launcher = = image-demo-pytorchipymb x

B + X 0 0 » 8 & » Cods

STEP 3-1: Clean (Without obfuscation) detection

& get current firose

frame = input_image

preprocessed_Input = preprocess_Input{frase)
preprocessed_input = torch.Tenzor(preprocessed_input).tofdevice)

F ru forward gass
clean_setivation = cleon_sodel.forward head{preprocessed input] & runs the firze few Loyers
lot, pred = cledn sodel.forward_tall(clean_activation) & runs rest of the layers

F postprocess output
clean pred = {log.detach{}.cpul)inumpy(), pred.detach).cpul ) inumpy())
clean_putputs = postprocess_outputs(

clesn pred, [[input image wldeh, input_image helghtl], priors, THRESHOLD

= drow rectongles
clean_frome = copy.deepcopy{frame) & reeds to be deep copy
for [xl, yl, x2, ¥2, 2} in clean_cutpoetsf0]:

x1; ¥i = Int{xi), int{yl)

®d, y1 = int(x2), int{yl}

cvi.rectanglefclean_frame, (x1, ¥1), (=2, y2), (&, @, 155), 4)

B Launcher X (W image-demo-pytorchipynb X
L

B + ¥ 00 » =1 & =

Visualize Clean (Without obfuscation) detection

show_cvi_lmage(clean_frame, scale=2

LSS

& I L0 Protopia 'th= X2|E =7H&HLIC}. Protopia= 1241t X &

M
7l& BN Q| HeIE HO{EL|Ct CHS o0l A= Protopia = H2|E
FE IACE HO FL|CH

Pyihen 3 (ipykermel) O B

St AFE ALHE 2ME FISBHH O
7kt O|O|X] M AHE At2floff et



& Launcher

B + X
B Launcher
B + X

= A image-demp-pytors

B0 » & ¢ » Code -

STEP 3-2: Protopia Al (With obfuscation) detection

pregrocess_lnput{frame

tarch.Te

r{preprocessed_input],to

£)s pred.detach().cpul]). nus

_OuTpuUts = poSEProcess
noisy_pred, [[input_image wldth, input image helght]], priors, THRESHOLD * @.%

tion)
detach( ) cpuf ). numpy () [ 0]

UNDrEproces

o, (input_lasge it_lmage_height), True

} in noisy_cutpots[@]:
tlyl)
)

yoreconstruction, {x1, y1), {x2, y2), (@, @, 258), 4)

F 4 A image-demo-pytorchipymb X
B 0 » &8 ¢ » Cobe v

Visualize Protopia Al (With obfuscation) detection

show cv2 image(nolsy reconstruction, scale=3)

Pryihon 3 (ipykzmel) O 6

Python 3 (lpykamel) O &
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AILI2|2 2 — Kubernetes?2| HiX| =2

1. AIIML =2 A3 Z2EE 2|8t Kubernetes WY AH|O|AS MAMTHL|C

$ kubectl create namespace inference
namespace/inference created

2. NetApp DataOps E22 AE310 FES $AL HO|HE MEY 7 252 Z2H|XJELICH

$ netapp dataops k8s cli.py create volume --namespace=inference --pvc

-name=inference-data --size=50Gi

Creating PersistentVolumeClaim (PVC) 'inference-data' in namespace
'inference'.

PersistentVolumeClaim (PVC) 'inference-data' created. Waiting for

Kubernetes to bind volume to PVC.
Volume successfully created and bound to PersistentVolumeClaim (PVC)

'inference-data' in namespace 'inference'.

3. ZES YL HOIEHZ M 7 252 MILICh

PVCZ H|O|HE ZESt= WH2 o2 7HX|7t YELICH #XH H|0|E{7} NetApp StorageGRID 5= Amazon
S32%} Z2 S3 = QHME AEZ|X| EHEN XMEE[O] Y= B2 E AEY = USLICH "NetApp DataOps
£7] S3 Data Mover 7|5". &£ StLEQ| ZHEHSE HHMHS JupyterLab Q] Z7H2 THE CHS, MM “9f 3-5CHA|0f|
AEE 2 JupyterLab ¢ QIE{HO|AE Sl IIUS FEESH=E ARJLICEAILIZ[2 1 — JupyterLabl| 2LC|HE
xE2

4. HiX| =2 22 2l Kubernetes 22 Y- ELICE CIS Ofl= O|0|X| ZEX| ALE At[ol| CHE! HHX] =2 =S
HoFLICH o] 22 O|0[X] MES| Z o|0|X|o|M =22 Aot F2 et HERS stdoutdl] HLICH
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https://github.com/NetApp/netapp-dataops-toolkit/blob/main/netapp_dataops_k8s/docs/data_movement.md
https://github.com/NetApp/netapp-dataops-toolkit/blob/main/netapp_dataops_k8s/docs/data_movement.md
https://github.com/NetApp/netapp-dataops-toolkit/blob/main/netapp_dataops_k8s/docs/data_movement.md
https://github.com/NetApp/netapp-dataops-toolkit/blob/main/netapp_dataops_k8s/docs/data_movement.md
https://github.com/NetApp/netapp-dataops-toolkit/blob/main/netapp_dataops_k8s/docs/data_movement.md

5. 22 xt{o| M

$ vi inference-job-raw.yaml
apiVersion: batch/vl
kind: Job
metadata:
name: netapp-inference-raw
namespace: inference
spec:
backoffLimit: 5
template:
spec:
volumes:
- name: data
persistentVolumeClaim:
claimName: inference-data
— name: dshm
emptyDir:
medium: Memory
containers:
- name: inference
image: netapp-protopia-inference:latest
imagePullPolicy: IfNotPresent

command: ["python3", "run-accuracy-measurement.py",

"/data/netapp-face-detection/FDDB"]
resources:
limits:
nvidia.com/gpu: 2
volumeMounts:
- mountPath: /data
name: data
- mountPath: /dev/shm
name: dshm
restartPolicy: Never
$ kubectl create -f inference-job-raw.yaml
job.batch/netapp-inference-raw created

OH

MOR RE|QI=X| BQIBH|Ct

= o

"--dataset",

17



6.
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$ kubectl -n inference logs netapp-inference-raw-255sp

1005 | so/8° [00:52<00:00, 1.68it/s]

Reading Predictions : 100% ||| | QBB 10/10 [00:01<00:00, 6.23it/s]
predicting ... : 100% || 10/10 (00:16<00:00, 1.64s/it]

==================== Results ====================
FDDB-fold-1 Val AP: 0.9491256561145955
FDDB-fold-2 Val AP: 0.9205024466101926
FDDB-fold-3 VvVal AP: 0.9253013871078468
FDDB-fold-4 Vval AP: 0.9399781485863011
FDDB-fold-5 Val AP: 0.9504280149478732
FDDB-fold-6 Val AP: 0.9416473519339292
FDDB-fold-7 Val AP: 0.9241631566241117
FDDB-fold-8 Val AP: 0.9072663297546659
FDDB-fold-9 Val AP: 0.9339648715035469

FDDB-fold-10 Val AP: 0.9447707905560152
FDDB Dataset Average AP: 0.9337148153739079

mAP: 0.9337148153739079

=& A Protopia == X2|E F7HEfLICE. 0] 7
H= M| E FI15H7| flet A8 ARE XIEE HE
B= MeE|7F FotE g2 A AE At|of Chet 2Z
OfofX|ofl thel =E S +&5t7| Fof| Protopia th= X2
7| EgfLct.

Mol HQ|E Bo{Lt= Protopia®ll A XIE Protopia
LIC}. CHS ollMl= 2ot 2F 0.82 AR50 Protopia
S Hof FLICH o] Y2 o|o|X| MEQ| %

ot CHS 32 Mot 0| E2lE stdoutol]

M
o
ok
_(3_|-
1

o} g+ 0.05,0.1,0.2,0.4,0.6,0.8,0.9 2 0.95. Q| A| 21IE = & YELICH“FE H<t e H|w ™



7. 2 Helo| A

$ vi inference-job-protopia-0.8.yaml
apiVersion: batch/vl
kind: Job
metadata:
name: netapp-inference-protopia-0.8

namespace: inference

spec:
backoffLimit: 5
template:
spec:
volumes:
- name: data
persistentVolumeClaim:
claimName: inference-data
— name: dshm
emptyDir:
medium: Memory
containers:
- name: inference
image: netapp-protopia-inference:latest
imagePullPolicy: IfNotPresent
env:
- name: ALPHA
value: "0.8"
command: ["python3", "run-accuracy-measurement.py",
"/data/netapp-face-detection/FDDB", "--alpha", "$(ALPHA)",
resources:
limits:

nvidia.com/gpu: 2
volumeMounts:
- mountPath: /data
name: data
- mountPath: /dev/shm
name: dshm
restartPolicy: Never
$ kubectl create -f inference-job-protopia-0.8.yaml
job.batch/netapp-inference-protopia-0.8 created

OH

& HSHOZ ARE[U=R] 2HeletL|Ct,

"--dataset",

'—-—noisy"]

19



$ kubectl -n inference logs netapp-inference-protopia-0.8-b4ddkz

1005 | so/8° [01:05<00:00, 1.37it/s]

Reading Predictions : 100% ||| || BB 10/10 [00:02<00:00, 3.67it/s]

predicting ... : 100% || 10/10 (00:22<00:00, 2.24s/it]

==================== Results ====================
FDDB-fold-1 vVal AP: 0.8953066115834589
FDDB-fold-2 Val AP: 0.8819580264029936
FDDB-fold-3 VvVal AP: 0.8781107458462862
FDDB-fold-4 Vval AP: 0.9085731346308461
FDDB-fold-5 Val AP: 0.9166445508275378
FDDB-fold-6 Val AP: 0.9101178994188819
FDDB-fold-7 Val AP: 0.8383443678423771
FDDB-fold-8 Val AP: 0.8476311547659464
FDDB-fold-9 Vval AP: 0.8739624502111121

FDDB-fold-10 Val AP: 0.8905468076424851
FDDB Dataset Average AP: 0.8841195749171925

mAP: 0.8841195749171925

A|L}2|2 3 — NVIDIA Triton Inference Server

1. AIIML 22 |32 E 9|3t Kubernetes L|QAL|0|AZS MM SHL|LCT,

$ kubectl create namespace inference

namespace/inference created

2. NetApp DataOps £7!2 AF23I0{ NVIDIA Triton Inference Server?| 22 HEAZ AR IR E28S
TEH| XLt

$ netapp dataops k8s cli.py create volume --namespace=inference --pvc

—-name=triton-model-repo --size=100Gi

Creating PersistentVolumeClaim (PVC) 'triton-model-repo' in namespace
'"inference'

PersistentVolumeClaim (PVC) 'triton-model-repo' created. Waiting for

Kubernetes to bind volume to PVC.
Volume successfully created and bound to PersistentVolumeClaim (PVC)

'triton-model-repo' in namespace 'inference'

3. o M g3 E50| DS MEELICH "HAI" 0] 7| 52 NVIDIA Triton Inference Server0| A Q1AIEIL|C},

O «

PVCE H|0|HE EEst= WHE 03] 7tX|7t JSLICH ZHEHSE 22 “of 3-50HA|of| MHE CHE JupyterLab
A 3742 oHE CHE JupyterLab 2 QIE{H|O|A S Sdl| THYU S YEESH= WRLICHAILIZ|2 1 — JupyterLab2|

SEWM:xE”

L T —-

20


https://github.com/triton-inference-server/server/blob/main/docs/user_guide/model_repository.md
https://github.com/triton-inference-server/server/blob/main/docs/user_guide/model_repository.md
https://github.com/triton-inference-server/server/blob/main/docs/user_guide/model_repository.md

4. NetApp DataOps EZI2 AF23510{ A NVIDIA Triton Inference Server QIAEHAS =B |C}

$ netapp dataops k8s cli.py create triton-server --namespace=inference
--server-name=netapp-inference --model-repo-pvc-name=triton-model-repo
Creating Service 'ntap-dsutil-triton-netapp-inference' in namespace
'inference'.

Service successfully created.

Creating Deployment 'ntap-dsutil-triton-netapp-inference' in namespace
'"inference'.

Deployment 'ntap-dsutil-triton-netapp-inference' created.

Waiting for Deployment 'ntap-dsutil-triton-netapp-inference' to reach
Ready state.

Deployment successfully created.

Server successfully created.

Server endpoints:

http: 192.168.0.152: 31208

grpc: 192.168.0.152: 32736

metrics: 192.168.0.152: 30009/metrics

5. Triton S2}0|E SDKE AHE3I0| 2 Eig LIt QI8 E LIS Python =& Triton Python
Z2I0|HE SDKE AHESHH A= 2K AL Atz{[off CHEE F2 2H S ™BLICE O] 6|0 A= Triton APIE
SZEStD =22 2/dlf 0|0|X|E MLEILICH. O3 CHS Triton Inference ServerZt A S £AI5t0 REES
SESID =2 =S API Ao UL Z vstshL|Ct,

# get current frame
frame = input image

# preprocess input

preprocessed input preprocess_input (frame)

preprocessed input torch.Tensor (preprocessed input) .to (device)

# run forward pass

clean activation = clean model head(preprocessed input) # runs the
first few layers

FHAFH AR H AR
SRS L L e EEE

# pass clean image to Triton Inference Server API for
inferencing #

FHAHH A S
SRR AL LR A S S

triton client =

httpclient.InferenceServerClient (url="192.168.0.152:31208",
verbose=False)

model name = "face detection base"

inputs = []

outputs = []

inputs.append (httpclient.InferInput ("INPUT O", [1, 128, 32, 32],



6.

22

"FP32"))
inputs[0] .set data from numpy(clean activation.detach () .cpu() .numpy (),
binary data=False)
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 0",
binary data=False))
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 1",
binary data=False))
results = triton client.infer (

model name,

inputs,

outputs=outputs,

#query params=query params,

headers=None,

request compression algorithm=None,

response compression algorithm=None)
#print(results.get_response())
statistics =
triton client.get inference statistics (model name=model name,
headers=None)
print (statistics)
if len(statistics["model stats"]) != 1:

print ("FAILED: Inference Statistics")

sys.exit (1)

loc numpy = results.as numpy ("OUTPUT 0QO")
pred numpy = results.as numpy ("OUTPUT 1")
FHAFH A AR S
FHAH A S
# postprocess output
clean pred = (loc numpy, pred numpy)
clean outputs = postprocess outputs (
clean pred, [[input image width, input image height]], priors,
THRESHOLD
)
# draw rectangles
clean frame = copy.deepcopy(frame) # needs to be deep copy
for (x1, yl, x2, y2, s) in clean outputs[0]:
x1, yl = int(x1l), int(yl)
X2, y2 = int(x2), int(y2)
cv2.rectangle (clean frame, (x1, yl1), (x2, y2), (0, 0, 255), 4)

%2 30| Protopia tH= X2|E F71ELICE Protopia®l A & Protopia tHS X2|S 2=7138t7| 2[$H A
At X|ES &S £ QX0 O] TZMAE 0] 7|& E1AMQ| HE B HLICE O oIX|0| M= 22| 5THA|0f| A
HA|E|X|2t Protopia tH= HME|E =718t 21t SY$H Python ZEE H0{ FLICE

O &, Triton APIZ HEE|7| || Protopia == X{2| 7| 50| 0|0|X|of| HEELIC}. W2, = X2| &
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# get current frame

frame = input image

# preprocess input

preprocessed input = preprocess input (frame)

preprocessed input = torch.Tensor (preprocessed input).to(device)

# run forward pass

not noisy activation = noisy model head(preprocessed input) # runs the

first few layers

igdadssasssaaisaddiadsdaaadsaadisasdaaadiadsaaadsaas iR RanRnddi

# obfuscate image locally prior to inferencing #
# SINGLE ADITIONAL LINE FOR PRIVATE INFERENCE #
FHAFH A H AR H AR F AR H SRR AR A
noisy activation = noisy model noise (not noisy activation)

FHAHH A A 4
FHAFH A H A AR AR F A AR AR
iEEa AL A AL EEEE
# pass obfuscated image to Triton Inference Server API for
inferencing #
FHAFH A AR A S
FHAFH AR
triton client =
httpclient.InferenceServerClient (url="192.168.0.152:31208",
verbose=False)
model name = "face detection noisy"
inputs = []
outputs = []
inputs.append (httpclient.InferInput ("INPUT O", [1, 128, 32, 32],
"FP32M))
inputs[0] .set data from numpy(noisy activation.detach () .cpu() .numpy (),
binary data=False)
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 0",
binary data=False))
outputs.append (httpclient.InferRequestedOutput ("OUTPUT 1",
binary data=False))
results = triton client.infer (

model name,

inputs,

outputs=outputs,

#query params=query params,

headers=None,

request compression algorithm=None,
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response compression algorithm=None)
#print (results.get response())
statistics =
triton client.get inference statistics (model name=model name,
headers=None)
print (statistics)
if len(statistics["model stats"]) != 1:
print ("FAILED: Inference Statistics")
sys.exit (1)

loc_numpy = results.as numpy ("OUTPUT 0")

pred numpy = results.as numpy ("OUTPUT 1")

FHH A A A AR R A AR A R R R
FHEHHE A

# postprocess output
noisy pred = (loc numpy, pred numpy)
noisy outputs = postprocess outputs(
noisy pred, [[input image width, input image height]], priors,
THRESHOLD * 0.5
)

# get reconstruction of the noisy activation

noisy reconstruction decoder function (noisy activation)
noisy reconstruction = noisy reconstruction.detach() .cpu() .numpy () [0]
noisy reconstruction = unpreprocess output (

noisy reconstruction, (input image width, input image height), True
) .astype (np.uint8)
# draw rectangles
for (x1, yl, x2, y2, s) in noisy outputs[0]:

x1, yl = int(x1l), int(yl)

X2, y2 = int(x2), int(y2)

cv2.rectangle (noisy reconstruction, (x1, yl1), (x2, y2), (0, 0, 255),

4)
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Protopias= 123t 217 d&5t0] £

oA

4 AFE Ab2|ol Zehet 2T 2tS AFRLIC

—

74 a4 NS EE

L==h=] FaceBoXes(PyTorch) -

CIOJE N E FDDB H|0|E N E

2 E0|ot HES} otn} PSP

otL|L et ole 0.9337148153739079
ol 0.05 0.902876627325002
ol 0.1 0.9024301009661478
ol 0.2 0.9081836283186224
o 0.4 0.9073066107482036
ol 0.6 0.8847816568680239
o 0.8 0.8841195749171925
oll 0.9 0.8455427675252052
oll 0.95 0.8455427675252052
LSS A

0| 4B %Il Protopia tH= X2|E 1920 x 1080 T4 o|0|X|0]| 52| HE3t1 = X2
THA|ZF o 22 5= o 2El= AZtE ZSEASLIC

= X2|S & &317| 2ldH ThL NVIDIA V100 GPUOA H#E|= PyTorchE ASH L el 2kl GPU ZHAIS
RIIALICH LH=3t Sl 53] A0llM 242t 5.47ms, 5.27ms, 4.54ms, 5.24ms, 4.84msS 2= dHs O] 242t
AP SLICHL B £ 5.072msA &L CH

8=

ClO|E{= M| 7tX| e, & R5 &, & & HEf 2 AL S0 ASLICE Al =2 MH[AZQ|
R0t 222 A ZENA SC P22 O|0|HE E=dt= A0| &|0)oF ELICH F2
EEO0| HO|HE E25t= A2 1R SQELICE ol T2 M|AN M= F D2t 82 MH|AE
N3tz @A 250 et H| S MEE BEAS = 7| tfERILICEH Protopia Al= 2=5E 2|
AZAM 7|H Al FES 2ot HIZHY ATEQN M8 SFMYULICE ProtopiaZE Sl Al= SIXY
AI/ML 2L 2 +AsH= O EXMol o[ 2Z =0 HetEl HED HSetL|Ct o &EXN
HHet2 OpAZo| HEl7t OfL|H F2{|0|M O|=E AESI0] L|0|E S| HPE sotdo=
HE5t= A2 7|Ue = gLLCt.

ONTAP 7|52 Z& NetApp 2E2|X| A|AHIS 22 SSD AEZ|X|QF SUSHALE I 2438 M52 HZSHH NetApp
DataOps Toolkit2t eH| H|0|E{ 1tStXL, Ci|0|E AX|L|0], AUML ZHE X} W H|EL|A EE= AE{I2FO|X |T A
AFXtof|A CtS2t 22 o|HE MSELCt.

* ALAJAEL BM 5L TIE S0t H| LA A|AR ZH| HIO[E{E £ S7 Ol2{et HIo|H S/= lZaf

25



QHIES £0|1 Y52 LSHH 7| TA0AM HIO|E 22l Ztasteti|Ct

* REYN AECX|E SEHOZ HFYSIER H|ES A[A015t0 2|4aA MEFE £ = ASLIT

* ZAH0|n S 2SRl AL AY S2t S8 HTE MO 8 XSstE =2 28l S& Snapshot SARE 1t
SES M8 HE U = AIEZRE UAUSLICL
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etApp DataOps ToolkitOll 4| H|O|E{ BfStX} £ Z7F2| Snapshot SAHE S AMESHA|
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* NetApp ONTAP H|O|E{ 22| AZE Q0] - ONTAP HE 2t0|E22{2|
http://mysupport.netapp.com/documentation/productlibrary/index.html?productlD=62286

* ZH|0|{E NetApp @+ AE2|X| - NetApp Trident
"https://netapp.io/persistent-storage-provisioner-for-kubernetes/"

* NetApp DataOps 3!
"https://github.com/NetApp/netapp-dataops-toolkit"

* ZIE{|0| 42 NetApp @+ AEZ|X| - NetApp Astra Trident
"https://netapp.io/persistent-storage-provisioner-for-kubernetes/"

s EEEX|AI-7|YE FE
"https://protopia.ai/blog/protopia-ai-takes-on-the-missing-link-in-ai-privacy-confidential-inference/"

* NetApp BlueXP At & S7|3t
"https://docs.netapp.com/us-en/occm/concept_cloud_sync.html#how-cloud-sync-works"

* NVIDIA Triton Inference ServerS &ZsHAA|Q
"https://developer.nvidia.com/nvidia-triton-inference-server"

* NVIDIA Triton Inference Server A& A{
"https://docs.nvidia.com/deeplearning/triton-inference-server/index.html"

* PyTorch2| FaceBoxes

"https://github.com/zisianw/FaceBoxes.PyTorch"
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