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You can use write once, read many (WORM) storage to retain critical
files in unmodified form for regulatory and governance purposes and to
protect from malware attacks. WORM files are protected at the file level.
Learn More
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object storage.
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

Ct2 HE Ol0|X|= TS A0|ES0|9| 2R E HO|ES 20 FLCL o{7]0fl= 2712 VPCS| CIDR =X0i| thgt

[==J == 1

Z 22} Cloud Volumes ONTAPO||A| AHESH= 4712 & IP A7) EHEILICE

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-06e77bd34e2ff3118 | vpe-0b2bc30eldc8eldb I h "\V P...C‘Z' propagated

10.160.0.0/20 Taw-attach-00ebadeac3250a7db | vpc-673ae603 ! \ " propagated
) y
- Nl Lz\m;}./-_ ‘
static

gw-attach-Ulebalea Ud 7 db vpc-b aebl

172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 FI VF'Ct. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 w'--ghq'-mg static
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB/ Addresses, ...

3. B IP A0 HA|ASHOF St= VPCO| 2t E HIO|ES SFELCL

Route state

active
active
active
active
active

active

CtE M= 0|0]X|= VPC 10 Chgt 2tRE 3 8BS IP FAE X E5h= VPC 28 2128 H|0|E2 20 FLCh

[==J = 1
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Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes

View All routes -
Destination Target
10.100.0.0M16 local
0.0.0.0/0 Igw-07250bd01781e67dfl
10.160.0.0/20 tow-015b7c249661ac279
172.23.0.1/32 tgw-015b7c249661ac279
172.23.0.2/32 tgw-015b7c249661ac279
172.23.0.3/32 tgw-015b7c249661ac279
172.23.0.4/32 tgw-015b76249661ac279

20f AAM|ABHOF SH= VPCO| =S

F715d HA M vPCel Z2 H|o|22

Status

active

active

VBEL

active

Floating IR
Addresses

i ettt

active

SRS

o] EHAl= VPC 7t 2tRE S 2t=E5t7| 20 S ELICE
CtE #E 0|0|X|= VPC 12| 2tRE H|0|22 20 FLICL of7|0fl= P34 8 220|AETL OI=VPC
229| BIREJ} TEHEILICE Cloud Manageroﬂ)\‘l HA¥g F1£5HH f Ho|20| R5 IP7t XtZ

Z7HELCt.
Summary Routes Subnet Associations Route Propagation Tags
Edit routes

View | All routes -
Destination Target Status
10.160.0.0/20 local active
pl-68254001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active
0.0.0.0/0 Igw-b2182dd7 active
10.60.29.0/25 pcx-589¢3331 active
I 10.100.0.0/16 tgw-015b7c248661ac279 I \\jf'.CZ
10.129.0.0/20 pex-fi7e1396 active
172.23.0.1/32 enl-0854d4715558¢c3¢db F_loating
ot ir—"

172.23.0.2/32 eni-0854d4715559¢c3cdb acti |B
172.23.0.3/32 enl-0f76681216c3108ed Addresses
172.23.0.4/32 eni-0B54d4715559c3cdb active
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Add other AWS accounts

Other AWS accounts e

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
arn:aws:iam:: | :root Remove

Add another AWS account ‘
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": |
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalaccountid"
1,
"Condition": ({
"Bool": {
"kms:GrantIsForAWSResource": true
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You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

You are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here to be taken to the product's registration area
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AWS Region Security Group
US West | Qregon - ) - )
» Generated security group Use existing security group
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Licensing

Cloud Volumes ONTAP version to deploy. ONTAP.ENG-9.7. Change version

(@) g |
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

You are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here to be taken to the product's registration area

Software Fees
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% Node 1: % Node 2: % G \ediator:
] ] =
Availability Zone Availability Zone Availability Zone
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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Moving a volume is necessary to avoid capacity issues; however, Cloud
Manager cannot perform this action for you because the system has reached
the disk limit.
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Moving two or more volumes is necessary to avoid capacity issues;
however, Cloud Manager cannot perform this action for you.
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E Tiering data to object storage
i Volume Tiering Policy
+  All - Immediately tiers all data (not indluding metadata) to object storage.
Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.
Snapshot Only - Tiers cold Snapshot copies to object storage
Mone - Data tiering is disabled.
i Working Environment 53 Storage classes: Standard
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E S3 Tiering i What are storage tiers?

* Enabled Disabled

t=: If you enable S3 tiering, thin provisioning must be enabled on volumes created in this ageregate.
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O Working Environment Information

ONTAP

Serial Mumber:

System D system-id-capacitytest
Cluster Name: Capacitytest

ONTAP Version: 8.7RC1

Date Created: Jul &, 2020 07:42:02 am
Storage VM Name: su.rm_l:a;:ua-.:i’q,"cestilﬁ;j

3. Modify SVM Name(SVM O|§ £=%) thzt &X}ollA| 0| HAS CFS * Save * (K% *)E S=IgLICL
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Cloud ManagerE AE35HH Kubernetes 22| AE 0| NetApp Trident 52 A& 3}5H0q
ZH0|HE F3 AEZ|X|Z Cloud Volumes ONTAPE A2 4 QI&LILCE,

Trident= NetAppOll A 2t2[5tH 2t st X[ 0] MIS &= ﬁ T ZHEQILICE Trident= Kubernetes 3 &+
EE o3t 7|2 o2 SEE 0] NetApp2l *EEIXI 2 HAst= A|AHINM 2ES HESH

T2H|Xd % 22|LIC "Tridentol| CH3H XA °*OtE*'A|9 _

@ Kubernetes 7|52 2I8|0/A ONTAP 22{AHO0||A = X[ E|X| 2&LICt Cloud Volumes
ONTAPO{| Mt X| @I ElL|C}.

= A|%}

CtE THAIS et wEAH AZSHAL LIHX] ME0 2 AT ZSI0] XA[TH LHES ZHRISHY A2,

@ ME 27 Arets HERILICE

Kubernetes 22{AE{2} Cloud Volumes ONTAP Zt2| A& Kubernetes 22{AE{2t Connector 7t HZ, 1.149]
%A Kubernetes H™, 22{AE0]| £|A 17| ZAUX LE S ™A ZAHS SZE £ Q0{of TLICL HH 222
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* Kubernetes 22| AE{0fl= ZHUXE = =7t StLt Of & QLO{OF HL|LH.

* Amazon EKS(Amazon Elastic Kubernetes Service)0l|Al ML= S2{AE Q| 2R, HEt LR E sHZsH 2t
S2{AEO0| IAM HE0| F=Itsl{0f ZL|CH 22{AEE FIt6H Cloud ManagerdilA] LR E siA2S & U= Hdt
eksctl HHES TETEDILICE
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https://packages.cloud.google.com/yum https://github.com/NetApp/trident/releases/download/ L=
Zo5HAIL
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Cloud Manager= &¢ &2 2 2 AEO0| HAY 0f Kubernetes 22 AE 0| TridentE AX[L|Ct.

EKS S2{AEE Aot 2e[ote o 2R Mol

Connector= Amazon Elastic Kubernetes Service(EKS)MA] &3l F0I Kubernetes 22{AEE Mot 22|st7|
Lot 22| Xt #to| Heet|ct.

"Version": "2012-10-17",
"Statement": |

{
"Sid": "VisualEditorQO",

"Effect": "Allow",
"Action": "eks:*",

"Resource": "*"

GKE S AEE AMst 22|tz o 2ast Mot
Connector= GKE(Google Kubernetes Engine)oi| Al &l £QI Kubernetes 22{AEE Z Mot 2t2|517] 2|5

CtSat Z2 #oto] 2etLrt.

container.*
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Kubernetes S22{AE &7}

S2RE S| 22|%| = Kubernetes MH|A0M Al S0l SHAHE ZMSIHLE 22| AE 9| kubecononfig
oY S 742t Kubernetes 221 AEE Cloud Manager0| 7L Ct,

ChA|
1. Cloud Manager &0l A * Kubernetes * € 22/8fL|C},

2. Add Cluster * £ S2IgtL|C}
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° Cloud Manager7f Connector0f| M|Z¢ct #to] [z} WM AT 4= = 2eElEl= S AH
S A M g ZEIpLCt

0| € S04, Connector?t Google CloudoflA| A& =9I A2 Cloud Manager= Connector2| A{H|A AHH 2|
Hot2 AH25I0d GKE(Google Kubernetes Engine)0f| Al Asll 01 S{AEE ZMEBHL|CL

° kubecononfig ItY S AFESI0 S2AHE 7Y Q2{H * 22{AE JIH7| * E S=IgL|Ct.
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Cloud Volumes ONTAPO|| 22{AEF oA

Kubernetes 22{AEE Cloud Volumes ONTAPO|| HZ3tH Cloud Volumes ONTAPE ZH|O|HE H7 AEZ|X|ZE
Atge £ JELICE
CHA|
1. Cloud Manager &THol| A * Kubernetes * £ 22|gfL|Ct.
=

2|
2. g FItet 2AH| * A gHFol| HE * & 22U

. Kubernetes

Cluster List >

1 Clusters

| ClusterName %| Added By : i %| working Environments = | Date Added

@ kubernetes Import v1.18.0 & Connect to Working Environment August 30, 2020

1-10of1

4. Kubernetes 22{AE Q| 7|2 AEE|X| 22HAZ AFR2E NetApp AEZ|X| 22HA S MEHSI * Continue * S
S Ct
ArEX7L B 2 &S Y Y I Kubernetes 22{AE = 0| AEZ|X| 22HAE 7|2XHOE HAE AERX|Z
(o]

5. 7|2 Xs UEWI| S A8 EX| L= AEXL X CIDR 282 F7IYX| {25 MEARLICH

@ Kubernetes @ Selecr @ Configure o Confirm X

Select Storage Class Type

Working Environment information Export Policy Information
If you plan to use NFS volumes you will need to set an export policy to allow connectivity
Name ishaiOntap4ks between your clusters and your volumes.
Conacind Clusters Noiia Use the default auto-export policies. (Suitable for most cases.)
Region asia-east! Or
) General Network CIDR @
Zones asia-easti-a
0.8.0.8/0
High Availability Not Supported
Storage Classes NFS Single Node  ((EEED)

ISCS! Single Node

6. 59l 1 27} 8 2BLICE
=
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1. Cloud Manager ATt A * Kubernetes * & 22!8tL|Ct.

2. Kubernetes 22{AE{2| 0|E & ZalgfLICt.

3. AEZ|X| A * HO|M 7|2gC 2 MHY AER|X| 22fAo W QEZR0| U= T 0'RE St

6 Storage Classes

Storage Class ID Provisioner Volumes +| Labels
Gp2 i il
NFS Single Node ¥ NetApp 0
NFS High Availability EEETD i NetApp 0
{SCSI High Avallability I NetApp 0
ISCS! Single Node i NetApp ]

Set as Default

T=aww

‘mm

4. 7|2Zto2 MY * g Z=lgL|Ct.
Trident 2 32{|0|=
MZ2 HHQ| Trident?t M3 &= AL Cloud Managerd| A TridentS ¥ 12{|0| =& 4 USLICt.

ChA|
1. Cloud Manager & ZHOl| A * Kubernetes * & 22!%tL|C},

2. Kubernetes 22{AE{9| 0]

3. A HES AtRY

ES SEE.

o = A= E2 Trident HH Aol * Z3|0|= * & SEIgtLLY.

Cluster List Cluster Detalls »

kubernetes-baldwin

Date Added
September 3, 2020

YPC
vpc-0485a0b201¢3a1f2d

Cluster Version
1.15

Status

(%) Running

Added by Volumes
Discovery 2

Connect to b rking Environment

Remove Cluster

Provider

aws
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4. ¢ HatR XM HA|X|7F EA|Z|H AC|0| EEl kubecononfig IIY S MEHSET * Open * & 22ITHLILCE.
21t

Cloud Manager= %| 4l kubecononfig IIY S 7|2 =E Kubernetes 22{AE0| Lot WEE

- O

18"

Hlo| EgLCt.

Cloud Volumes ONTAPHIAM S22{AEQ HAS BS AL 8T Cloud Volumes ONTAP A|AEIS HEO|LE g3
AEE|X|Z O O] AFRE £ QIELICE 7| G 282 AH|E[X| g&LICE
CHA|

1. Cloud Manager &0l A * Kubernetes * & 22/gfLICt.
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. Kubernetes Add Cluster

Cluster List » Cluster Detajls

Status Cluster Version Added by Volumes VPC Date Added Trident Version Provider
@ Running v1.18.0 Import [ = August 30, 2020 @ Unknown -

1 Waorking Environments O‘

2| Subnet

ishaiOntap4ks ' Google Cloud asiz-easti asiz-easti-a 10.140.0.0/20 0,00 used of 10 T available

Disconnect f1

b
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Working Environments Replication Backup Sync Kubernetes Cloud Compliance Monitoring Global File Cache View All Services (+3) ~

(‘D Kubernetes Add Cluster

Cluster List Cluster Detalls »

k8sdemo [ update Kubeconfig Connect to Working Environment

‘m us Cluster Version Added by Volumes VPC Date Added Trident Is not yet installed. Connect this Provider
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Monitoring P

Quickly and effortlessly get performance insights for your Cloud Volumes ONTAP. By leveraging NetApp's Cloud Insights
service, Cloud Manager gives you insights into the health and performance of all of your Cloud Volumes ONTAP instances and
helps you troubleshoot and optimize the performance of your cloud storage environment.

ADVANTAGES CLARIFICATIONS
v Automatically monitor all volumes - no configuraticn > Activation is free, but requires deploying a small-size
is required cloud instance which will incur charges by your cloud
provider

v Prevent performance issues from impacting your
users and apps > Monitoring can be disabled at any time
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Ransomware Protection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effactive tools for visibility, detection, and remediation. Learn Mora

o Enable Snapshot Copy Protection e Block Ransomware File Extensions

50 % ©

Protection

OMTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

NetApp2| X2 Cloud Volumes ONTAP Explore, Standard & Premium A|AEI0f| ZEHE|0f
U2, HX| NetAppOll A|AEIS SE5H0] XS 2-d2tsof ghL|Ch.
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Mvsafworking-environments/{workingEnvironmentId}/ntp
Setup NTP server.
Operation may only be performed on working environments whose status is: ON, DEGRADED.
Parameters

Parameter Value Description g;;aemeler Data Type

workingEnvironmentId Public Id of working path string
emvironment

body (required) NTP Configuration bady Model
request
NTPConfigurationRequest {
ntpServer {zrring): NTPS server

t
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network interface create -vserver svm cloud -1if
svm _mgmt -role data -data-protocol none -home-node
cloud-01 -home-port ela -address 10.0.2.126
-netmask 255.255.255.0 -status-admin up -firewall
-policy mgmt
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) 01' *

Password® |un-n.. |
Product Line* Metdpp OMNTAP Cloud BYOL for AWS IZ'
Product Serial #* 90120130000000000555 |

Mot only is protecting your data required by law, but yvour privacy is also very important to us. Please read and
agree to the NetApp Data Privacy Policy before vou continue. For information related to NetApp's privacy policy
please click here Privacy Policy or contact privacy@netapp.com.

| have read MetApp's new Global Data Privacy Policy and understand how Metfpp and its selected pariners
may use my personal data.
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BYOL Licenses

1 Cloud Volumes ONTAP System License | O Backup License

Platform Serial Number:

Cloud Volumes ONTAP System License

License Type

2020

90820

Add CVO System License Add Backup License

‘ Update CVO System License
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BYOL Licenses

Cloud Volumes ONTAP System License | 0 Backup License

Cloud Volumes ONTAP System License

Add CVO System License Add Backup License

‘ Update CVO System License

License Type
Platform Serial Number: 90820 (D License Expired:  August 01, 2020
4. MU JZ2E * E 226t 2to|MA TS MEHBIL|CE
5. Update License * & 22|gtL|C}.
21}
Cloud Manager= Cloud Volumes ONTAP A|AEI0|A] 2tO|MIA S AH|O|EBLICE,
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m {?_l AWS Managed Encryption
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— l 53 Storage Classes
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|:| Cloud Velumes OMTAP license information

T Delets

¥ Advanced
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Total License Information

Instance Typa m5.2zlarge Trtal Attached EBS Capanity 20T Total Uised Tiering Capacity! GOTH
Tokal License Limit 363TE @ Total Used £BS Capacity 1807TH Tatal Allocated ONTAF Capacity 100TE
Total Backup Capacity Limit I8 TE Trtal Used Backup Capacity 200TH

BYOL Licenses

Add CW0 System License Add Backup License

1 Cloud Volumes DNTAP Systermn Livense | 1 Backup Licensa

Cloud Volumes ONTAP S}'.‘-tem License I Update CV0 System License
Licanse Type 5 8

Platform Serial Number Mode 1: 801200 30000000000020 License Expiry:  April 10, 2021
Platform Serial Number Node 2: 90120130000000000021 License Expiry;  April 10, 2021
i
Backup License Update Backup License
License Type

Platform Serlal Number | 801201 3000000000002:2 License Expiry:  Aprll 10, 2021 License Capacity Limit : 368 T8 {Used Capacity 200 T8)
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Add Backup License

A Backup license enables Backup to Cloud for a certain period of time and for

a maximum amount backup space,

{®) Enter Backup BYOL Serial Number {:} Uplead: Backup BYOL Licenss

Erter Backup BYOL Serial Number
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