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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:HeadBucket"
1,
"Resource": "*"
by
{
"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"
1,
"Resource": [

"arn:aws:iam::*:policy/*",

"arn:aws:liam::*:role/*"
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Assign an AWS IAM Role for Cloud Compliance

To enable Cloud Compliance on Amazon 53 buckets, select an existing
IAM role. Make sure that your AWS 1AM role has the permission defined

in the Policy Requiremeanis.

Select IAM Role
;- MetAppCloudComplianc - |

VPC Endpoint for Amazon 53 Required

ANPC endpoint to the Amazon 53 'service is required so Cloud Comphance
can securely scan the data,

Alternatively, ensure that the Cloud Compliance instance has direct access
to/the internet via a NAT Gateway of Internet Gateaway.

Free for the 1st TB

Over 1 T8 you pay only for what you use. Learn more about pricing.

Enable Compliance Cancel
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Create role

Select type of trusted entity

SAML 2.0 federation

r Your corporate direcion

ibd Belonging fo yo

. ' AWS service . Another AWS accoum @ WED iuin:tity -

r3rd pary

Allows entities in other accounts to perform actions in this account. Leam more

Specify accounts that can use this role

Account ID*

o

Options Require external ID (Best practice when a third party will assume this role)

Require MFAEQ

LSS +E5HHAIR.

o

° Cloud Compliance QIAEIATJ} Q= A Ho| IDE & ELLCY.
X
2

(=]
| CLI/API M8 X[ AlZE* S 1AI1ZHO M 12412

A
° Cloud Compliance IAM HX S HAAgL|Ct. ZQot #Hoto|

{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:HeadBucket"
1,
"Resource": "*"
by
]
}
2. Cloud Compliance QIAEIAT} QL A AWS ABHOE 0|F5t0 QIARHAN HAE IAM S

a. X[CH CLIAPI MM XI5 A|ZE* S 1AIZH0IM 12A12tQ = HASHD HE Arets ME L)
o * =
[=] =

b. Attach policies * & 22|t LIS * Create policy * £

=
C. "STS:AssumeRole" X1t CHA A HO| A MM Agto
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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>: role/<ADDITIONAL_ROLE_NAME>"
by
{

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"
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Add DB Server

To activate Compliance on Databases, first add a Database Server, After
this step, you'll be able to select which Database Schemas you would like
to activate Compliance for.

Database

Database Type Hast Name or IP Address
Port Service Name
Credentials

Username Password

Add DB Server | Cancel
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Scan Configuration

@ Oracle DB 1 41 Schemas
Oracle

v

Not Scanning
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No Schemas selected for
Compliance
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‘Working Environment Name' Scan Configuration
# Edit Credentials
28}'28 Schemas sefected for compliance scan £
Compliance & Schema Name - Status ~ - Required Action
@ DB1 - Schemahamel ® Not Scanning Add Credentials @)
= ] DB1 - SchemaMame2 ® Continuosly Scanning
] DB1 - Schemahiame3 ® Continuosly Scanning
= ] DB1 - SchemaMamed ® Continuosly Scanning
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