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securityadmin [-s

options>
where

-S

-au
-db

-1lu <user>

-lp <password>
<addition-options>
described below

e
HA DO
MYZ(U= )2 7| MEAE CHA| M EELICE acq/conf/cert/client.keystore
Hed =
-FHS
AMasH= 22 Chaa 2&LCh
| —au] [-db] [-1lu <user> [-1lp <password>]] <additional-

selects server vault
selects acquisition vault

selects direct operation mode
user for authentication

password for authentication
specifies command and command arguments as

FS g
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*"g" W au" FMO| ER:
"-s"= RAUO| & 8=[X| gt&L|Ct
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* RAUOIN &5 EE7 MEHEL|CH
* AEXt QIBO -lu W -Ip FM0] AL EIL|CE
° <user>7} X|™E[1] <password>7} K| HE|X| 2 2R ALK L= E = HA|XI7F EA|E/LICE

° <user>7t NS X| &
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securityadmin [-s
-au] [-db] -pt <key> HHo| 2 E
[<value>]
where

-pt specifies the command
("put") <key> is the key
<value> is the value. If not
present, user will be
prompted for value

-au] [-db] -b [<backup-dir>]

securityadmin
[-s where
-b specified command <backup-dir> is the output directory. If not present, default
location of SANscreen/backup/vault is used The backup file will be named
ServerSecurityBackup-yyyy-MM-dd-HH-mm.zip
| 2E
securityadmin [-s
-au] [-db] -ub <backup- 22 7|
file>
where

-ub specified command
("upgrade-backup")
<backup-file> The
location to write the
backup file



securityadmin
S

-au] [-db] -ck

where

-ck specified command

exit code: 1 error 2 default

key(s) 3 unique keys

securityadmin
[-s] [-db] -v
where

-V

specified
command
securityadmin

[-s

-au] [-db] -l
where

-I specified command

securityadmin [-s

verify-keystore(AH)

SAag0|E

-au] [-db] [-lu <user>] [-Ip <password>] -u

where

-u specified command

For server vault, if -lu is not present, then authentication will be performed for

<user> =_internal and <password> = _internal’s password from vault. For
acquisition vault, if -lu is not present, then no authentication will be attempted



wK| 7|
securityadmin [-s

-au] [-db] [-lu <user>] [-Ip  restore-vault-backup
<password>] -rk

where

-rk specified command

-au] [-db] [-lu <user>] [-Ip <password>] -r <backup-file>
securityadmin
[-s where

-r specified command <backup-file> the backup file location

change-password(A{H)

securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]
-up -un <user> -p [<password>] [-sh]

where

-up specified command ("update-password")
-un <user> entry ("user") name to update

-p <password> new password. If <password not

supplied, user will be prompted.

-sh for mySQL user, use strong hash
Change - &5 ALEXt9|
%+§(§!§) securityadmin [-au] [-db] [-lu <user>] [-1lp

<password>] -up -p [<password>]
where
-up specified command ("update-password")

-p <password> new password. If <password not
supplied, user will be prompted.



change-password for

truststore - securityadmin [-au] [-db] [-lu <user>] [-1lp
_password(F5) <password>] -utp -p [<password>]
where
-utp specified command ("update-truststore-
password")

-p <password> new password. If <password not
supplied, user will be prompted.
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securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]

-sv <backup-file>
where

-sv specified command
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securityadmin -i
MH E= 0|5 AX[0M securityAdmin2 ALEXIOH MH L= 2Z 2S5 IXE MESIEt=
HIAIXIE EAILICE.

M 8 1S FX| = E7h YRISIUBLICH HOHS ChA| T4JsHo} s == Me:

— -

1l - Server
2 - Local Acquisition Unit
9 - Exit

Enter your choice:

DWHOIA "MH"7t Xts O 2 MEHEILICE /1A AUGIA "Acquisition Unit(Z15 ZHX|)"0| A5 2 MEHEIL|CE

10



Interactive-Server: ZE s 21

MH EE0f|A SecurityAdmin Tool2 HX| M&E RE 257} SHIEX]

SHHO| HAEL|CH,

ERROR: Database is not accessible

1 - Enter root password
2 - Get root password from vault backup
9 - Exit

Enter your choice:

M 12 MESIH SHIE Y= & YHotets HAIXIZE EAIELICE

Enter password (blank = don't change)

Enter correct password for 'root':
SHIE A= E UHSIH CHZ0| HAIEL|C.

Password verified. Vault updated
Enter 712 £2H MH FHet Hlw7t EAIELCH

HRE Y= UHSHH CHS0| EAIELICH

Password verification failed - Access denied for user

(using password: YES)
Enter 7|18 $EH 57 W72 SOFZL|Ct.

SN 28 Meistol St

— 1

Tl

o

i
o

ol
21

Enter Backup File Location:
MAHo| A=2It SHIZH CZ0| HA|ELICH.

Password verified. Vault updated
Enter 712 £2H MH FHet Hlw7t EAELCH

HAS| =7t SHIEX| O™ CHZ0| EAELICH

'root'@'localhost'

M mUO| O|FS Y= dteh= HIAIX|ZF EAIELIC.



Password verification failed - Access denied for user
(using password: YES)

Enter 7|8 $EH 53 Hx=Z SOtZL|Ct.

'root'Q@'localhost'

Interactive-Server: SHIZ 2t

"SHIZ ots" Xtol2 A %|of L
SecurityAdmin =3 0]2|9| Ct

H gzer A

Lot A =
= =
EdHo = HX[E

HEsh= o ArEELIC. o] FE2

=9 Ch3at 25U

* SQL ArEAte| L= 7t MySQLOf| =% UM ASHH +FE[UASLIC.

* 7 MEAE WHSHAHL 7| =S AFESH0] 7| M40 Y= E HER LI
A

* OCI HIO|E{H|O| AT} SAE|AL SHE HIO|E{H[0] A 9| LHE

)
>
E
o
9
x
Hu
iml
rlru

27t AsLt

'Yz 22 U ALEXI0AH SHIE US MEY L= E dHSEE 0
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Replace incorrect stored password with correct password. (Does not change
the required password)

Select User: (Enter 'b' to go Back)
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

i
e

0ot

=S MESHH AMEXL S MSE SEE 2= HAIXKIZE EAIELICE

Mo

1 - Enter {user} password
2 - Get {user} password from vault backup
9 - Exit

Enter your choice:
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813 MEHSHH SHt

Tl

%I'§% olgq

H =

St2ts HIAIX|ZF A LT
Enter password

(blank = don't change)
Enter correct password for '{user}':
SHE =25 YHSIH CHZ0| HA|EL|CH.

Password verified.
Enter 7|

=
£ 524

Vault updated
MH Xt M= SORZrL(Ct.

2l

—

2= E USHH CHS0| EAIELIC

Password verification failed -

Vault entry not updated.

A

=
|_ZE

{additional information}
Enter 7|12 £EH AH 2ot 0|72
(=)

[=]

sorict
Melolot SHIZ USE YS el o)

Enter Backup File Location:

O|FS Y=dltet= HIAIXIZF EA[ELIC.
HAHO| =7t SHIZH CHZ0| EAIELICE.

Password verified. Vault updated
Enter 712 £2H MH FHet Hlw7t EAELCH
Mol =Tt SHIZX| HOH CFZ0| HA|EL|CH

Password verification failed -
Vault entry not updated.

{additional information}
Enter 7|12 FEH MH 2ot =7t EA|ELICE.

Interactive-Server: EE L2

gl
HE7HZ2E0] 0]F OCI HH I HHEE 7|2 ZES UX|shE 7|7} UEX| Folstn EE9] 24 3o
2UX|SH=X| fQlgh|ct
2t 7|0fl thal 7Hs 3t Aoke che ot 2ot
Lot
MefE| X rotaLct

| Ex[et
E 20| S8FELICt

stolgt

gaLCt

A
e



LtesCt 20| AX|et LX|SHK| Y& LI
|
=

Rt

Encryption keys secure: unique, non-default encryption keys detected

cognos_admin: OK
hosts: OK

dwh internal: OK
inventory: OK
dwhuser: OK

keystore password: OK

dwh: OK
truststore password: OK
root: OK

_internal: OK
cognos_internal: Not Checked
key password: OK
acquisition: OK
cognos_archive: Not Checked
cognos_keystore password: Missing

Press enter to continue

CHehed AH: 2

B zip TIUS ML CIAEZE 2= HAIXIZH EA|ELICE Cl2lE{2|7} o|0] =xHsHof st M 0|E2
ServerSecurityBackup-yyyy-mm-dd-hh-mm.zipO| ElL|Ct.

Enter backup directory location [C:\Program Files\SANscreen\backup\vault]

Backup Succeeded! Backup File: C:\Program
Files\SANscreen\backup\vault\ServerSecurityBackup-2024-08-09-12-02.zip

CHetd - Mi: 230l
2701 A2 ALSAIE QIFOH D LS 2ot B0l THEE UM A A2 Qs o ABELICE ALZXI0N | admin

Privileges7t 0{0F BIL|CE ME{O| M HAlSH=E HR ZE 2[R ALEXIE AHEY = ASLICH 2E ZE0fA
A= R AEXH= LDAP ALEXtIt Ol 22 AFZXI0{0F RfL|LY,

15



Authenticating via server. Enter user and password

UserName: admin

Password:

tA
rir

Authenticating via database. Enter local user and password.

UserName: admin

Password:

oo

—

o7t SHIED MEXI7} 22| A AFEAR! 2 HMetEl M7t EA[ELC.

(]

F< 7t

u]
mto

HEX| O CHE1 22 HIAIX| 7} EA[E LI,

Authenticating via database. Enter local user and password.
UserName: admin

Password:

Login Failed!
ALEXIIt 22| Xt} OHEl R CHZ0[ FA|ELICE

Authenticating via server. Enter user and password

UserName: user

Password:

User 'user' does not have 'admin' role!

CHeted AMH: HetEl ol

AFEX7E 2015t A =10 AMghEl Hiw2t EAIELICH

16



Logged in as: admin
Select Action:

2 - Change Password

3 - Verify Vault Contents

Ny
|

Backup

5 - Restore

6 - Change Encryption Keys

7 - Fix installation to match wvault
9 - Exit

Enter your choice:

"Uo HE" AU X Y2 E M a2 HESH= ol AHEEL

"YU HEY"2 HA HEY Ao MESIEHE HAIXIE AEXOA EAIRLIC

17



Change Password

Select User: (Enter 'b' to go Back)
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

Y =S MES = ALEXIIE MySQL AFERIR! B2 220 st ZE et SHAIE - X| 2= HAIX|ZL
HEAELC

MySQL supports SHA-1 and SHA-256 password hashes. SHA-256 is stronger but
requires all clients use SSL connections

Use strong password hash? (Y/n): y

ot

glo

M =5 L=HSt2h= HIAIXIZF EAIELIC

18



New Password for '{user}':
If the password is empty, the operation is cancelled.

Password is empty - cancelling operation
HIO] AX| ¢2 L= E LSHH A2 E 2 QlSEt= HIAIX[IF A ELICE

New Password for '{user}':
Confirm New Password for '{user!}':

Password successfully updated for 'dwhuser'!

HZAO| MIfstH @3 = of| Q7 EA|EIL|CE

Interactive-Server: 253} 7| HZ

ool 7| HE AU2 2E S5S Y2ost= ol A8ElE Y=t 7|1 S Aol n 2E2| 2ot Mu[A0 AHEE
toot 7|15 HMIRLIC fot ME|29] 7|7 HBE[T| WiE0f C|O|E{H|O[ A0 M 2t otEl 22 ThA| = otE LTt
Of 22 SHolX|L oMl 7|2 SH=E[H M 7|2 R eb=(0f B O|E{H|O| A0 ChA| X{ZHE LICt.

A 0e oo

ME7h L2 HO|E{H|0] & 2EHIXO| Cioh CHAl 22t S MSOtEZ 0] U2 2T RE M= X[ X
OFAL|CEH
[ =] .

Replace encryption key with new key and update encrypted database values

Confirm (y/N): y

Change Encryption Keys succeeded! Restart 'Server' Service!

Interactive-Server: %] &H

Mx| 28 BUS
o

T84 +3sHH X[7t AO|0| EELICE SecurityAdmin T E Soll HEY & Y= ZE HX| = (root
Hel)e =2Eo Y=

IS 2 'II-iEul |_||:|-.

* OCI W& ArEXte| 2= 7t HH|0|EELIC.
* root £ H|2|et MySQL AFEXte| A= 7t iH|[0| EE LT,

* 7| M L0 Y=t YOO EE LI

19



Fix installation - update installation passwords to match values in vault
Confirm: (y/N): vy

Installation update succeeded! Restart 'Server' Service.
A | HHO|E A A 20| SX|E|1 T = 0|2 7F EA|ELICH

Insight A{H{2| HOt 2t2|

E 222U} securityadmin =75 AFESIH Insight AH 2| Hot SME zte2|e &
UASLICH 2ot 22fo= 2= HE, A 7| dd, ArEX7 ohE EHot 14 K& 8l =4, 7[&2
HYOo= 74 53 50| ZeEL|CE

o

Zhofl chaH

= MEYLICE securityadmin EOF 22| £

ml

* $IER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

"SecurityAdmin 2 2 ELICHAINS LIE2 HEME HESIHAIL.

i

2| |5 AFEXHLau)2| Hot SME e
|&LICE Eo* J-*Eloﬂ 5’| EUR ) th—| *f%xfﬂ IFS 0 SRt Hot 1S V|2 BFe
a

O| =il CHaH
£ MEYLICt securityadmin HO 22| =1

* /I -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat
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Edit Connector
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Encryption: Enabled j
Mame: Oci-5tg06-512r2 nane.netapp.com
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Database user name: inventary
Database password: ssssssnee
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Save Cancel Test Remove

3. Database password * ZE=0| A "Inventory™ 2= E EL|CE,
4. H& 2 S

5. "dWh_INTERNAL" = E HZFsH{H * 15 * & S=IL|Ct

HYEH 15 HE StHO| EAIELICH

23
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Mame: Oci-stg06-512r2 nane.netapp.com

Host: Dci-stg06-512r2 nane.netapp.com
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Database password: I
Senver user name: dwh_internal
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HTTPS port: 443

TCP port: 3306
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User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

IJzer Data Sources:

Mame Platform  Driver Add...

Remove

Corfigure...

An QDBC User data source stores information about how to connect to the indicated data provider. A
g |User data source is onby visible to you, and can only be used on the cument machine.

OK || cCancel ||

3. A|AHEI DSN*E S2/8HL|Ct

A AR C|O|E] AATF HA|EILICE

= ODBC Data Source Administrator (32-bit) Iil

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Platform  Driver Add
dwh_capacity 32+t MySCGL ODBC 5.1 Driver

dwh_capacity_efficiency 32-bit MySGL QODBC 5.1 Diiver Remove
dwh_cloud_cost A2-hit MySCGL ODBC 5.1 Driver

dwh_fs_util A2-hit MySQLODBC 5.1 Driver

dwh_inventary 32t MySGL ODBC 5.1 Driver Configure...
dwh_performance 32bit MySGL ODBC 5.1 Driver

dwh_ports 32+bit MySQL ODBC 5.1 Driver

An QDBC System data source stores information about how to connect to the indicated data prowvider.
g A System data source is visible to all users of this computer, including NT services.

OK || Cancel || Aopy || Hep |
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Connector/ODBC

Connection Parameters

MEHSH

[ = |

L|C}.

Data Source Mame: |

Description: |

3 | localhost

: |dwh
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