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AHISHALE AL CHZ0f| 2218 M(LDAP A XS] Z2) OnCommand Insightof| A{

AMEX EE CHA| AMOIER & & JASLIC

THA|

1. 22| X} #$tSZ OnCommand Insightl] 2 2918 |C}.
2. Insight =7 2 S0{|A * Admin * 2 22/gtL|Ct.
3. MY+ 2 S=FLIC
4. AHEXt* g Z=lgLC
5. MM AEX AFE EAlSH= dE &5LCt
6. ALSXt HE QEZO|M * ALK AY ALK * " * x * " O}0| 2 Z=/gfL(Ct
7. NE 2 2L

2301 A1 HAIX| H

OnCommand InsightE AHESHH 22| Xt7F AFEX7F 2300 I BA|R[=
HAIXIE d8Y = ASLIC

THA|
1. OnCommand Insight MHHOIA HAIX|E 2FsI2{H CHSE AL,
a. g2 [—E— iE >10g EX iE > g 23] w2 o|SELIC)
b. BIAE HAo|| 2701 HIAIX|E Y etL|Ct.

|
c. 22I0[|AE C|AZ|0] 2321 Z1 HIAIX] * 2telzts SEIFLIC.

d. X% * 2 2gLIcH

LE ALEXtof thall 2aQ1eh i HIAIX[ZF EAIELICE
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2. DWH(Data Warehouse) % Cognos(Reporting)0llAf HIA|X| S M&st2{H
a. A|Ag FHE * 2 0|S3to] - 200l A0 W SFL|CH

b. HHAE o

=

ol 2! HAIXIE YLt

o
o. M+ g 2Bt

O] HIAIX|= 2= AFEXIS] DWH 2! Cognos 211 21210 EA|ELICE

SecurityAdmin =

OnCommand Insight2 Insight S22 SFALEl HotoZ 2 33* = UEE X|¥5t= 7|s2
HSLLICE 023t 7| S0ll= Y=ot &= Al LIS ALK = U A= E ¢

Sl =5t= 7| WE HEst= 7I%0| UAELICE SecurityAdmin Tool*S AFE38H0] Insight &2 2]
2= MHO[M o|2{st 7|5 2t2le = JUSLICL

SecurityAdmin T2 2L+
Hot 22| 3= EEQ| EHIEE HASI ] OnCommand Insight AX|0f it =H HAS X[ TtL|C}.

SecurityAdmin £712| 8 L= EHot 14 (0f: 2E) & ¢
KoM SEE WHstn YA 25 ZK|0[A 5%3* Qo

A2 Xt A0 OnCommand Insight A7} of2{ 7
SYUSHAH RXIE = JUSLICE SecurityAdminZ At
SoHerL(CE

=1
0

ol
Of

@ OnCommand Insight Gi|O|E{H{|0| A S S ASt wHOIC * EES WMASH= 20| ZELICH*. 2™ HA| SHX|

olo on||A7|. AAIE] A oIA|_||:|._

LS — L= ==2 T M-d

O] =7= * Chistd * 8+ HY

T
Ha
[n
i
Ha
4n
é
4
ot
-
_lTl_

o 52
nx

2 SecurityAdmin Tool 22 SEQ| LHEZ HE5I1
fLCt

=2
il
muin

H, O3 25U

* Insight AL2 Xt S E #HZASHH SANscreen.users E|0[ 22| ALE X} &H=0| A SHA|Z RIC|O|EEILICE

* MySQL AHEXI2| 2= E HEFSHH 3liE SQL 20| AU MySQL QAAEAM ALEXI2| 22 E
YO0 ERLICE,

B0 wek AX|7F of2] H HEE 5 ASLIC.

* dwh mysql AL XIS $HSIH MySQL HIO|E{H|0|A S| &S E AH|0|EdH= 2 2|0 = ODBCO| CHet 42
gXAER| SSE YH0|EELICE

Ct2 MA0 M= of2fet tHE AletS 2F5t= O "= &l HE"0[2Hs 8 E AFSELIC

X|E HESIH SELt 8X|7t S7|otEl JE2 RX|EEF
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* A7 2 = - SANscreen AlH MH|A T Al Zo|o{of BtL|C}

7|2 M REo| AR SecurityAdmin ETE AF28I2{™ * SANscreen At MH|A * 7} M| 1 Qlo{of hL|C}.
M= QB0 A2 =M, MHE =510 AX|0f Cieh B2 =F HZ0| O|F{FEL|Ct.

* X &S - SANscreen M MH[ATF A8 ZO[HLE SX|E[US = ASLIC

40
|.|-|

OCI MH = DWH X0 M HAlElE 32 E7= "AE" REOME HHE = JASLIC O] ZEM =
HIO|EH[O| A ALESIY] Q1F B ZF &l HAO| - EILICH M MH[ATF AEE[X] gi&LICH

* AS2 ol 22| Xt7t OFl ALERIOH|A| 2 K| A ELICE. (RI= 2 H&0| LDAPZ} OFE! H|OE{H|0] 20 /L= AEXL)

=
(D) =xiol met MysQL QIABIAS| 2 XAFSHS h

7] WA" 22 XIEEX] gfELICt

2 2ol0| Mot S AL,

E7 25 0| == M2t C|O|E{H|0] A R0 HMAY = Gl= R0 (M: EES| RE P27t BREIAYI
o) dHE = ASLIC.
O] RO M HAle FR QIE0| 27h55HH, w2t AX[of oigt = HE 20| +HE[X| bS = AFLICE

BRI EE =3 QletL|ohEel 2 ALE).

BXE FE 2o E SHIE UCE uAELCt (¥2E HESHK|= ESLICH AHEXt= S Y= E A=s|{0o}
'6'I-|_| |:|- )

= .

ZEo| 2E QEt SHIEX| Y1 YSE Y 4 g1 SHIE 2E YSE JHH ZE HWRI0| gl AL
SecurityAdmin Tool ALBSI0] AIXIZ B8t & QIALICH MAIS B0t QUsH S of AHE

tps://dev.mysql. Com/doc/refma /8.4/en/
resetting-permissions.html A LICE MAE HXIE S0 = SHIE N& 2= &P S AHESHY
Z2E0| M YSE Qs ),

SRS BYS M0 foh THE $Y TS MSHLICHAZ T Rel). AT B ASK 915 8l0] Y
+ sttt

=]
EE e
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https://dev.mysql.com/doc/refman/8.4/en/resetting-permissions.html
https://dev.mysql.com/doc/refman/8.4/en/resetting-permissions.html

1=
e
it
Im

verify-keystore &
ERSHAAIL

=57

Hetel &

sAXIX 2 2= BF
=
o

restore-vault-backup

» Wildfly/standalone/configuration/vault/ *

* Acg/confl2E/ *

OnCommand Insight H|O|E{H|0| A E HHISH WOICt S EE Wish= 240| E&LICH

£E29| 7|74 7.3.16 O|H AAHA0 ALEE 7|2 2E EX[SH=X| 2HQIRL L}

SEoL &X|7} LKXISHA| g2 W AET 5= USLILE &K Al 2H| 2= HE X
Lo

change-trust-store-password EZAE KHEA0| AL = Y2 E HESID SEO| M

S E XNZBtLICE. trust-storeQ| T s = "L X" &F S 040F BHLICH.

* OCI AHEXtel & 29| 3| A|7t C|O|E{Hf| O] A0f Zrat HX|RL| 7}
* MySQL AHEXI2| Z <2 Ci|O|E{H|0|A HES 2HS & UFL|CH
* 7| MEAL FR | MYAE ZESHD 7|(U= BR)E HE = AUSLIT

ZE0| A= =S LISYLICMEE S BAISHK] §432).

ot Q150| 2R5IH, o2{gt BH2 ZX[of chet HE Arets Z=FELICH

n

M EEE XYE =& MY oo ZetEl =EE= XL

ikt
Im
10
o2
ot
o
ne
>t
ot
|.|-|
I
%
>
i
e

Clo|Est7| #foh =8 & 2

rin
it}
1%
mjo

* OCI SA A 8%t 2= E AH|O|ERLICE
* root & E&5t0 MySQL A4t &% 2l
© 27| MEAO CHel 7] MEA gz PRI AR S/’E SEQ| AT E A8

7| MEAE YO0 EFLICE

A DEO|A AOHH = QIAS A0 A QBB 24 2HS AT HKf BEO| yst
HUIAE A B0l S o a Sais BE ohatt AUIAE AEoI0! L
Qi otet kS ChAl YE3HEl 22 MFBILIC,
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ZE°t 37|39t

change-password(& =

3

A 7|

DWh _LHE

Cognos_admin

4
Im

QIHIE 2|

18

SE9| ALEXF = ot LX[St== HXIE YGHI0|ESH| floi =FE 2= =Y
L|Ct.

4> Jir
0%k o
oot rin

mjo

* OCI 84 ArEX Y= E M0 E-fLICt

* root & E 25t MySQL AFE Xt 2S5 E AG|0|ERLICE

SEo| g5 E WA T ZHE Kelg UL

—_

M B 2EE ZHFRILICHI|E S ECFCHE 717t UAZ). 27 CH2 A SE0|M M
=

E2 322 SAPILICE 121 CFS QIAHA0| M SS3tE 2t 32 ofm, $Af ZEO)
Qsot MHIAS ABOH0Y QS cfSotn, =2lEl BEC| A5t MH|AS ALSsto]
CHAl Qresfet = Cha| eteotel 22 MBIt

CIO[E{H[O] A 9] ALEXI0Y| CHet 2% SHAIS KT O|E-tLIC

HIO|E{Hf| O] A 2] ALZ ROl it 2t SHA|SE RIC|O|ERILICE

ot
An

EEJtACH =5 2E9| ¢=L HH|0[ERL Tt

CllO|E{Hf|o| A 2] AEXt0] CHEH 2= SHAISE YOOI EFLICE

HIO[E{H[O] A 9] ALEX}0Y| CHet &t SHAIS HCO|E-LIC

DWH % Windows?! 2%
SANscreen/cognos/analysis/configuration/SANscreenAP.properties =
0| ESI cognos.admin £42 A5 2 A™BtL|CE,

Io

SQLE &5 MysQL AAHAGM AHEX} 42 E AC|O|ERLIC

Io

SQLE #Ast MySQL QAAHANM AFEX F=E AH|0|E-LICE



EWh

Dwhuser(AtZ X}

keystore_password £
gLt

truststore_password L]
Ct

KEY_PASSWORD

COGNOS_ARCHIVE &
EXSIMAI

SQLS %

DWH % Windows?2| &

I.

=13

0

()]
[®)
—
rulo
og—t

OF

AMAlSH] MySQL QIAEANN AFEXt 4S5 E AO|0|ETILICH
2 Windows HX|AEZ|E
% *H %EE A—II-IoH_||:|-

YCl|0|E3HK CHZ ODBC 2

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_capacity\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_capacity_efficiency\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_fs_uti\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.INI\dw
h_inventory\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_performance\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_ports\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_sa\PWD

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ODBC\ODBC.IN\dw
h_cloud_cost\PWD

to MySQL QIAEIA0M AR 2= E UH[0|ERILIC

HA0M ALERL A2 E

Yolo|EghL Ct

M 2 §(W|ddfly/standalone/conﬂguratlon/serverkeystore) AHESHY 7| MEAE
ChAl =HAdgtL|CH

M = (nandalone/configuration/server.trutstore)E AH25H0 7| MEAE CHA|
gLt

>~

H e

£Q
glo

S (widdfly/standalone/configuration/sso.jks)2 7| M&AES CiA| ZHAEL|CH
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gjo

truststore_password2iL|
Ct

Hot atg| =51 Al

ol
Il

YHE ZCOM SAEFE &

o ZELC},

o°=_*
FI'F
-
Mo
rlo
_|T|_
1][o]

securityadmin [-s | -au] [-db] [-1lu <user> [-1lp <password>]]
options>

where

-s selects server vault

-au selects acquisition vault

-db selects direct operation mode

-lu <user> user for authentication

-1lp <password> password for authentication

<addition-options>
described below

Fny

© HHSO| "-i" FHO| EA|E|X] %2 5 USLICHCHSY RETF MEED),
c"s" Sl "au" SM HL:

° "-g"= RAUO| S{&E|X| &LICH

° DWHO|AM & "-au"7} S8 E|X| g&L|CH

- ECtglE 3R

* M E2E7t MH|, DWH, 0| Z0{| A MY
* RAUOIA 215 S ET M EL|Ct

Lot
* ALK} B0 -lu & -lp Z40| AFZELICE
° <user>7} X[HE|1 ALEXIOA =S

° <user>7t MBS E|X| 9411 21E0| HRvt AR <user>2t <password>E 2F ¢

<password>7} X[HE|X| 42 H?

0%
o

20

A2 7| MEAE CHA| ZHEELICE acg/conf/cert/client.keystore

<additional-

specifies command and command arguments as

== HAIXIZF EAELICE

otets HIAIX|ZF EAIELICE



-au] [-db] -pt <key>
[<value>]

where

-pt specifies the command

("put") <key> is the key

<value> is the value. If not

present, user will be
prompted for value

securityadmin
[—-s

15
e
Mkt
Im

-au] [-db] -ub <backup-
file>

where

-ub specified command
("upgrade-backup")
<backup-file> The
location to write the
backup file

securityadmin [-s

-au] [-db] -b [<backup-dir>]

where

-b specified command <backup-dir> is the output directory. If not present, default

location of SANscreen/backup/vault is used The backup file will be named

ServerSecurityBackup-yyyy-MM-dd-HH-mm.zip

securityadmin [-s

21



-au] [-db] -l

securityadmin
[-s where
-I specified command
=10l 7|
securityadmin [-s
-au] [-db] -ck verify-keystore(AH)
where
-ck specified command
exit code: 1 error 2 default
key(s) 3 unique keys
oATg0|=
securityadmin
[-s] [-db] -v
where
v
specified
command
-au] [-db] [-lu <user>] [-Ip <password>] -u
securityadmin
[-s where

-u specified command
For server vault, if -lu is not present, then authentication will be performed for

<user> =_internal and <password> = _internal’s password from vault. For
acquisition vault, if -lu is not present, then no authentication will be attempted

22



wK| 7|
securityadmin [-s

-au] [-db] [-lu <user>] [-Ip  restore-vault-backup
<password>] -rk

where

-rk specified command

-au] [-db] [-lu <user>] [-Ip <password>] -r <backup-file>
securityadmin
[-s where

-r specified command <backup-file> the backup file location

change-password(A{H)

securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]
-up -un <user> -p [<password>] [-sh]

where

-up specified command ("update-password")
-un <user> entry ("user") name to update

-p <password> new password. If <password not

supplied, user will be prompted.

-sh for mySQL user, use strong hash
Change - &5 ALEXt9|
%+§(§!§) securityadmin [-au] [-db] [-lu <user>] [-1lp

<password>] -up -p [<password>]
where
-up specified command ("update-password")

-p <password> new password. If <password not
supplied, user will be prompted.

23



change-password for

truststore - securityadmin [-au] [-db] [-lu <user>] [-1lp
_password(F5) <password>] -utp -p [<password>]
where
-utp specified command ("update-truststore-
password")

-p <password> new password. If <password not
supplied, user will be prompted.

T
Im

(MH)2t S7]%t
securityadmin [-s] [-db] [-1lu <user>] [-1lp <password>]
-sv <backup-file>

where

-sv specified command

ot | £ MY - T3ty B

Chetd - = tiw

CHeld ZEO0A SA =€ 2852 Lt S Y=Lt

securityadmin -i
MH E= 0|5 BX[0|M securityAdmin2 AFEXIOIH| MH = 22 =S FXE MESIEt=
HIAIXIE EAIRLICE.

M B 215 B ST} ARSI ABLICH HetS ChA 2 A8H0f st =S Met;

1 - Server

N
|

Local Acquisition Unit
9 - Exit

Enter your choice:

DWHOIIM "ME"Jt Xts2 = MEHEIL|CE & AUOIA "Acquisition Unit(2]S & X|)"0| Xt = MEHEIL|CE

—
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Interactive-Server: £E 25 231

M 2 E=0{M SecurityAdmin Tool2 HX MEE FE =7t SHEX| 22l
SIHO| EA[ELICY.

ERROR: Database is not accessible

1 - Enter root password
2 - Get root password from vault backup
9 - Exit

Enter your choice:

M 12 MEiSIH SHIE L= E YHstets HAIXZ7F EAIELICE

Enter password (blank = don't change)

Enter correct password for 'root':
=SHIE =S YSIH CH30| EA[ELICE.

Password verified. Vault updated
Enter 7|8 28 MY FHet olm7t FEAELICH

HRE 2= S UHSHH CHS0| EAIELICH

Password verification failed - Access denied for user 'root'@'localhost'
(using password: YES)
Enter 7|18 $EH 53 W72 SOFLL|Ct.

ZH2

1]

MEHSHH SHt

Tl
1]
flo

A2 E HE UMY 0tH9| o|F2 Y=otet= HIAX| 7L EAIELICE

Enter Backup File Location:
Mol L=It SHI=ZH CHZ0| HAIELICEH.

Password verified. Vault updated

Enter 7|1& F2H MH ZHet Hiw7t EAELIC

HAS| =7t SHIEX| Q™ CHZ0| EA|ELICH

25
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O

Password verification failed - Access denied for user
(using password: YES)

Enter 7|8 $EH S HFE SOofL|Ct

Interactive-Server: SHIZE 25
"ZHIE " A2 MX|of &

=
HFtH

E'ﬂ- Alx-” (e] 3
SecurityAdmin =7 0|2|9| CtZ

'root'Q@'localhost'

foot XS E SE| MY E d=E HESH= o AHEELIL. O]
Aoz AXE HEY F0l RELLLICE oS SH L3t Z2ELIC
* SQL AFEAtS| P27t MySQLO| = MM 2SI =T ASLICH.
* 7 MEAE WHSHAHL 7| =S AFE5HY] 7| ME A9 oS HERLIL
* OCI HIO|E{H|O| AT} SRE|RAL S HIO|EH|O] AL LR ALE
= "2 U ALEXI0A SHIE S MEE &

SEERL

.
o

t2h= HIAIXIE EAIRLIC

HZ{ S
O O -



Replace incorrect stored password with correct password. (Does not change
the required password)

Select User: (Enter 'b' to go Back)
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

i
e

0ot

=S MESHH AMEXL S MSE SEE 2= HAIXIZE EAIELICE

Mo

1 - Enter {user} password
2 - Get {user} password from vault backup
9 - Exit

Enter your choice:

27



8 12 HESIEH SHE

Tl

Ao S UHSEt= HAIXIZE EAIELICH

Enter password (blank = don't change)

Enter correct password for '{user}':
SHIE =25 YHSIH CHZ0| HA|EL|CH.

Password verified. Vault updated
Enter 7|E 52U MH FHet HrE SORZLICE.

EXE Y= E UAHSHH 30| EAIELIC

Password verification failed -

{additional information}
Vault entry not updated.

O|E= YdIEh= HAIX[7t EAIELICE
Enter Backup File Location:

HAHO| =7t SHIZH CHZ0| EAIELICE.

Password verified. Vault updated
Enter 712 £2H MH Tt Hw7t EAIELCH

HAS| =7t SHIEX| QM CHZ0| EAELICH

Password verification failed -

{additional information}
Vault entry not updated.

Enter 7|2 =23 MH A K77t EAIELICE

Interactive-Server: 2E LI 20l

= -

ZE ZHEJ 2E0]| 0| OCI H{T 1t BiEE 7|2 EELF LX[Sh= 7|7t U=X| &Qlstn 2EQ| 2t gfo| 2X|2t
EX[SH=X| 2elgti|ct

2E gto| SHIELIC
MEAE|R] st

LS AN
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LtesCt 20| AX|et LX|SHK| Y& LI
|
=

Rt

Encryption keys secure: unique, non-default encryption keys detected

cognos_admin: OK
hosts: OK

dwh internal: OK
inventory: OK
dwhuser: OK

keystore password: OK

dwh: OK
truststore password: OK
root: OK

_internal: OK
cognos_internal: Not Checked
key password: OK
acquisition: OK
cognos_archive: Not Checked
cognos_keystore password: Missing

Press enter to continue

Chehs M: el
ol 7ip TS MEY CIAE2|S 2= HAIX|ZH EAELICH Cl2iEf2|7} o|o] Exysio} si0 T4 0| S

ServerSecurityBackup-yyyy-mm-dd-hh-mm.zipO| &L|C}.

Enter backup directory location [C:\Program Files\SANscreen\backup\vault]

Backup Succeeded! Backup File: C:\Program
Files\SANscreen\backup\vault\ServerSecurityBackup-2024-08-09-12-02.zip

CHeted - ME: 2302l

20N HY2 AEXE 2Bt EX|E +=Hot= ZHYof theh HMA Hots HiE= o A ELITE AEXH|A| admin
Privileges7t 0{0F SL|CE ME{O|M HAlSH=E HR 2E H2|X ALEXIE AHEY = ASLICH 2E ZE0fA
A= B2 AFEXHE LDAP AFEXLIL Ot 2 AHZXIO{OF L}
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Authenticating via server. Enter user and password

UserName: admin

Password:

tA
rir

Authenticating via database. Enter local user and password.

UserName: admin

Password:

oo

—

to 7t SHIED AMERI7} 22| A AFEAR! 2 HMetEl w7t EA[ELC.

(]

=

u]
mto

HIEX| O CHE1 22 HIAIX| 7} EA[E LI,

Authenticating via database. Enter local user and password.
UserName: admin

Password:

Login Failed!
ALEXIIt 22| Xt} OHEl R CHZ0[ FA|ELICE

Authenticating via server. Enter user and password

UserName: user

Password:

User 'user' does not have 'admin' role!

CHete ME: MIehE! ol

AFEXZE 2015t A = 10f| AMgtEl w2t EAIELICH
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Logged in as: admin
Select Action:

2 - Change Password

3 - Verify Vault Contents

4 - Backup

5 - Restore

6 - Change Encryption Keys

7 - Fix installation to match vault

9 - Exit

Enter your choice:

"o HE" AYU2 2X| Y= E M U2 HEFol= O AEELICH

"Yo HEY"2 HA HEY A S MESIEHE HAIXIE AEXOA EAIRLIC
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Change Password

Select User: (Enter 'b' to go Back)
1 - internal

2 - acquisition

3 - cognos_admin

4 - cognos keystore

5 - dwh

6 - dwh internal

7 - dwhuser

8 - hosts

9 - inventory

10 - sso keystore

11 - server keystore
12 - root

13 - server truststore

14 - AU truststore

Enter your choice:

Y =S MES = ALEXIIE MySQL AFERIR! B2 2t 0] st ZE et SHAIE - X 2= HIAIX|ZL
HEAELC

MySQL supports SHA-1 and SHA-256 password hashes. SHA-256 is stronger but
requires all clients use SSL connections

Use strong password hash? (Y/n): y

ot

glo

M =5 L=HSt2h= HIAIXIZF EAIELIC
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New Password for '{user}':
If the password is empty, the operation is cancelled.

Password is empty - cancelling operation

HIO] AX| 2 L= E YHGIH LS S =eldtat= HAIXK| 7L EAIELICE

New Password for '{user}':
Confirm New Password for '{user!}':

Password successfully updated for 'dwhuser'!

HZO| MIfstH @3 = of| Q7 EA|EIL|CE

ChHete ME: =2

Interactive-Server: 253} 7| HE

A5t 7| HA HU2 EE =S AT S6HE O AFRE= 43 7|1E CiMStn EEQ| 4T3 M1H|*01| A&
kel |E CHAMRILICEH =3t MH|A Q| 7|7} HAE| 7| w20 H|O|E{H| O] AO0f| Af °*§§f S CIA| S StEILICE
Z, 0| 22 X0 AKX 7| 2 SHEEH M 7|2 L S3HE|0] H|O|E{H|O| A0 CHA| Xﬂ‘!ﬂ'—l[f.

ME 7t L5 HIO|E{H|0] A FHIZO Tl CHA| f=st HUS MSSHEE 0| U2 HEY REOM= X=X
oLt
[k =] .

Replace encryption key with new key and update encrypted database values
Confirm (y/N): y

Change Encryption Keys succeeded! Restart 'Server' Service!

Interactive-Server: x| £H

A (=3
X =7 A2
o

Y StH MX| 7t 40| EELICE SecurityAdmin E7E Edff HEAY £ A= ZE K| S (root
Hee =E9 ¢

A SH
T30
§§ M I-iEI |_||:_|-

* OCI LHE AMEXte| &=t 0| EELICE.
* root £ H|2[TH MySQL AHEXIS| =7} Cl|0| EEILIC.

* 7 MEAo P27t YH[O|EELICY.
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Fix installation - update installation passwords to match values in vault
Confirm: (y/N): vy

Installation update succeeded! Restart 'Server' Service.

A I HOl|0|E ol Al 20| K= 2F E= ol 27t HAIEL|CEH

Insight A{H{ 2| Hot 22|

E =L} securityadmin T8 AFESHH Insight AH 2| HoF SME |
AELICH Hot Zefofl= L= HE, A 7] M, ArEX7t 2tE 2ot 71d ME 8 =4, 7|12
M™MOZ AM 22 0| LEtE |_|q
of Zrfof| CHaH
£ MEYL|Ct securityadmin HO 22| =

* YIER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh
"SecurityAdmin £ SEILICHAIMS LHE2 HEME HESHAIL.
22 2= xHK|o| mot Bz
£ 2=/8LICt securityadmin T E ALESIH 22 2|5 M%Xf(Lau)ol Hot SME 2hefd
+ aLich st prajofs 7] 9 ot el M8 pIS: Belst 2o P4 U MFoz
x& 9l =elsts xreo] EatELIC
AIZFSE2| ol
Ol(7}) U0{0F BILITH admin H9t T4 KRS 43t 4 Qs M

0

EHHof| CHaH

£ MEYLICt securityadmin HO 22| T

* =R -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

XiMlst LI X|AE "SecurityAdmin =" & ZESHIA|IL.

RAUO| CHet Hot 2|

£ 22Ut secu rltyadmln CE AE5IH RAS Hot M E el + JSLICL 2E
TES WY L= SESHLE P2t 7| HEG L 215 FX[9] =S YHI0|ESOF Y ==
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UASLICE.

°

EHHof| CHaH

£ MEYLICt securityadmin HO 22| £

* 2IE2 -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

LAU/RAUO| CHet Hot 7S AHO|0|ESHz ot 7HA| ALIE| 2= MEHOIA SHE AHEXte] °*27} HAE 0 =S

MRIP 2= E AUH|0|ESHz AALICE LAU ¥ ZE RAUE Ao S41517| Qs M 'F S ALEXIS| =2t S st
AbgL|Ct,

'acquisition’ AFEXH= Insight AHOf|ZF JELICH RAU & Laus MHO| HZE of s AtEXtZ 2318t Lt

XiMlst 82 X|ES "SecurityAdmin =" & ESHUA| L.

HIO[E] Hlo{otR Ao Hot 2te|

S YLIL) securityadmin E7E AHE0HH H|O|E] HO{StRA MHO| Hot EMS

St 4 QILICE Hok 22|0f= DWH MHO| LIS AFS X0l Lt i @rs iE|o|E, et
T ol MM Ll J|E MHOR 74 =Rl0] EELICH

£ METLICt securityadmin HO 22| =
* YIER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

"SecurityAdmin 2 SEILICHAIMS 12 HEME HESHAIL.

OnCommand Insight L2 A2 X} 2t HA

Hob M&0| }2t OnCommand Insight 29| IS £ St
Z U2 = 2B [HE MHO| Y2B = F HHO| A= E Of
ServerOHH "OIHIER|"™ AFEX A= E HEY B2 T Insight Ser
2|o{StR A MH ConnectorQ| "QIHIEE|"™ AF2 X} 25 F 2UK|SHO

g 2 ELC. °f MEHQ| &
grL|Ct ol E , Insight
erverd]| CHoH -_r“HE._l Eld]=

;

01

AlZfsto] ol

@ A E HZFSH| Hof| AAEXF AHL B4
YC|O| ESHX| Z5HH Insight 7+ 4 7t

[0 0x

S Ol3ljatjo
H

Of ZFoi| chot

CtZ EO= Insight Server®| LIE ALEX} 227t LFEE[0] A2M M P2 ef LX|30F 5h= 54 227t /U= Insight
T8 247 L0 ASLCE.
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HIO[E] #lofsteA et

Cognos_admin
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+
rE
oX
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odt

SWh
dWh_INTERNAL(MH FHHE| 4 UIS AF2310] HZ)  Insight At

Dwhuser(AF2 X

QHIER|(MH FHYE 7 UIE AESIH HEE) Insight A{H

Im

=
T

* DWH M &HZ 9 Ul * 0| M &= HE

CHE HEOl= Laul| AHEXL 229t M| =t LX|3l0F ot= 54 227t /U= Insight 74 247t LIEE|0 ASLICE

s

Lau &% e HE AR
=11 Insight A{H{, RAU

MH HZ 1M UIZ AF2510] "inventory” % "dWh_internal" & HZ
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AlZFsE7| Hof|

At H 2a|xtE 20l6Hof ZL|C}.

1. ol M |0|Ef YlofstRA 0| 2 QIBtL|C} hitps://hostname/dwhO] 7| A hostname 2 OnCommand Insight

CO[Ef {05t A7 X El A[ARS| O|FYILICE.

2. @Imo| B Hofl A * 7{LE] * 2 S2stLct,

a1 o

-

e HE * o} HO| EA[E LI,

Edit Connector

10

Encryption:

Mame:

Host:

Database user name:

Diatabase password:

Advanced w
Save Cancel Test

Enabled j

Oci-stg06-512r2 nane.netapp.com
Oci-stg06-512r2 nane.netapp.com
inventary

Remaove

3. Database password * ZE0]| A "Inventory™ 2= E UAEL|CE.

4. %% * 2 S2YspLct

5. "dWh_INTERNAL" =& HASIZ{H * 15 * & St

HYEH 15 HE StHO| EA[ELICH
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https://hostname/dwh

Edit Connector

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2 nane.netapp.com

Host: Dci-stg06-512r2 nane.netapp.com

Database user name: inventary

Database password: I
Senver user name: dwh_internal
Sernver passwaord: YT

HTTPS port: 443

TCP port: 3306

Basic ~
Save Cancel Test Remaove
6. M 2tz * Lo M LS E LHBL|CH
7. XT g S=IELCt

ODBC #2Z| =& AE5I0] dWh 2= & HZF Rl

Insight AIH{O|A] dWh AF2 XIS 2SS HZASHH H|0|E| YOSRA MHUME RSE
E A3}|0F SHL|CH. ODBC H|O|E| SIE Z2|X} 72 AF23810] O|0|E] YOSt AQ| ot =

HEY = ASLIC

l_On

AlZH5E7| Hof|

2| XH A0 A= A™E AHE8H0] HIO[E] HofstA Mo A= =018l of LTt

oS CIOIE f0SRAE S A-SHE MO fF 21013 +~BlL|C}

2. 0l ODBC 2| =70f| BMABILICE c: \Windows\SysWOW64\odbcad32.exe

ODBC Hi|O|E = Zt2|X} SHHO| EA|ELICE.
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User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

IJzer Data Sources:

Mame Platform  Driver Add...

Remove

Corfigure...

An QDBC User data source stores information about how to connect to the indicated data provider. A
g |User data source is onby visible to you, and can only be used on the cument machine.

OK || cCancel ||

3. A|AHEI DSN*E S2/8HL|Ct

A AEC|O|E] AATF HA|EILICE

= ODBC Data Source Administrator (32-bit) Iil

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Platform  Driver Add
dwh_capacity 32+t MySCGL ODBC 5.1 Driver

dwh_capacity_efficiency 32-bit MySGL QODBC 5.1 Diiver Remove
dwh_cloud_cost A2-hit MySCGL ODBC 5.1 Driver

dwh_fs_util A2-hit MySQLODBC 5.1 Driver

dwh_inventary 32t MySGL ODBC 5.1 Driver Configure...
dwh_performance 32bit MySGL ODBC 5.1 Driver

dwh_ports 32+bit MySQL ODBC 5.1 Driver

An QDBC System data source stores information about how to connect to the indicated data prowvider.
g A System data source is visible to all users of this computer, including NT services.

OK || Cancel || Aopy || Hep |




Z220{|A OnCommand Insight H|0|E| 2I2& MEHBHL|C}

5. 7.4 * 2 22yppct

HIOE] 24 1 o}HO| HAIELICY.

MySQL Connector/ODBC Data Source Configuration -
AN -’

e

MH 3 '.—..”.
Connector/ODBC T

Connection Parameters

Data Source Mame: m |
Description: | |
SErver: |In:3|hust | Port; | 3306 |

User: | dwh |

Pass'ﬂ'ﬂrd: | SRR ERERES |

Database: |dWh_EF'ECi‘L'5-' vl | Test |

o ][ o J[ w0 |

6. 2% * WO M Y52 YHBILICL

ADIE FIE 9l o1z 2391 X| &

—

| o=
L-O

OnCommand Insight= CAC(AOIE FtE) 9
ALEXIE 21EY = JSLICE Ol2et 7| sE ALE5t

£ ALESHA In S|ght MHol| 23015H=
H A|2RS -0l 0F BfLIC,

L

CAC U QIZME X|2ISIEE AAHIS AT S OnCommand Insight2] M MM S EHMSHH HEIRX{0f 7|2 i3t
AXE7E BAE|Of AFEXE7E MEHEE o~ QU= TR Q1B N 553 NS ELICE o|2{st 21Z M= OnCommand Insight
MEOM A2[E 4= A= CACIM EEet 7Hel M HES 7|HCZ HEZELICH (HRE22| 22 ThY ME S M0|
UAELICL 7|2 M2 Internet Explorers= SHLHEH MEH 32* AL 0| ChE} AXIE AL{EL|C}

@ CAC AIE2Xte| 2R ANLE FIE0f= AMEIE = = CAQE LA £ U= ASMIE 42 7H JELICH
off CHet CAC @IS MQILICE identification AFE3lOF SL|CE.
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A4 CAC U 2IEM X[E2 L3 7|8 Kt' EME HZSHIA|2(Support login required).

* "OnCommand Insight0il LH$ CAC(Common Access Card) 2152 FM5H= "

* "OnCommand Insight Cl|O|E{ {[0{5t A0 CHEt CAC(Common Access Card) Q152 #dst=
e

(D * "CARIZ 7|2 M OJ’SA‘I% BFS0{ OnComand Insight %! OnCommand Insight H|O|E
SOSHRA 7.3.xE 7= B

* "Windows @A E| MX[El OnCommand Insight 7.3.X LHO|A] XpA| A/HEl CISAME CtE
HFEHw

rir

* "Cognos CA(2!Z 7|2h) ME 215 ME OnCommand Datawarehouse 7.3.3 0| A0 Z 71 Q&=
HFEH "
od

OE 7l Y QIS A 23918 98t SAE 714

AOLE FIE(CAC) 2 @IEM 2101E X532 OnCommand Insight 2AE S
=Zsi{oF LCt.
Al Zt3t7| FHo|

* A 2E0|l M LDAPE g-dstol{oF SfL|Ct.

* LDAPQILI|Ct User principal account name &2 ALEX} D7t ZeHEl LDAP HEQF 2 X[SHOF BfLICE.

®

AHE35I0] _server. keystore and/or_server.trutstore_passwords"SecurityAdmin 2 Z2/8iL|CH'E
Zst A2 LDAP QIZME 714 27| HMoll _SANscreen_serviceS CHA| A|ZHSHAMA| 2.

rE

o

A

—

O

AC % QIZM X|E2 L3 7|= Xtg EME HZESHYA|2(Support login required).

* "OnCommand Insightd| CH$H CAC(Common Access Card) Q152 T4 5H= B

* "OnCommand Insight Cl|O|E{ |05t A0 LS CAC(Common Access Card) Q152 714 st=

CaN
@ * "CA(RIE |:'.:) MY Q15 ME TS0 OnComand Insight 2! OnCommand Insight G| 0| E
HOSIRA 7.3 X2 7= WH"
* "Windows A EO0|| MX|El OnCommand Insight 7.3.X LHO|A XpA| MHEl QISME BtEE
e

* "Cognos CA(2/Z 7|&) MY 215 E OnCommand Datawarehouse 7.3.3 O|AQZ JtH =
HpE

THA|

1. & AF2EILICH regedit O BIX[AER| 22 +Mst= KE2|E[QL|CH
HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java:

a. jym_option2 HACLICI DclientAuth=false & ME{SIL|C DclientAuth=true.

2. 7| MEA oY S WARLICH c: \Program


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
../config-admin/security-management.html
../config-admin/security-management.html
../config-admin/security-management.html
../config-admin/security-management.html
../config-admin/security-management.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

10.

1.

12.

13.

14.

15.

42

Files\SANscreen\wildfly\standalone\configuration\server.keystore
E X|Hot=BE TEXEE GLICI Run as administrator

M| MM El 2IF5M AK|: c: \Program Files\SANscreen\java64\bin\keytool.exe -delete
-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

M CIEM MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1localityNameI, S=stateName,C=countryName"

- AUBM ANE @F(CSR) M4: c:\Program Files\SANscreen\java64\bin\keytool.exe -certreq

-sigalg SHAlwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

BEHAIO A CSRO| BetEl 2 QIS ME 71K 2 L3 Base-64 HAIQ = FME LHEL D o E&LICE
"C:\temp" named servername.cer

I BN QABME FEELICHC: \Program Files\SANscreen\java64\bin\keytool.exe -v

-importkeystore -srckeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

P12 THANAM 742l 7|E FESLICE openssl pkesl2 -in "C:\temp\file.pl2" -out
"C:\temp\servername.private.pem"

7THAOAM LHEH Base-64 QIS AME 712! 7|2 HLICEH openssl pkesl2 -export -in
"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
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"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

SEE QBN 7IHR7|: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert

-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"

ZEE QB ANE MHE 7F4ZLICE. trustore: C: \Program
Files\SANscreen\java64\bin\keytool.exe -importcert -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<email certificate>.cer" -trustcacerts -alias "alias name"

FH BN 7t R7|: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"
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g- It 0|2 mediateX.cer % cognos.cer 2 X|&gtL|Ct.
CA QB A7} BLITt Q= AR O] THAIE F AL, O™ X| 2O ™ root.cer?t mediateX.cerE &5 StLQ|

a. HIZ2E0A root.cerg 1 LHES SAFLICE
b. HZEZ AF25I0] intermediate.cerg €11 9a(&7t M 5! RE [+3)Q] 2HIXE &7}
C. It E chain.cer2 A& gIL|C.
22|Xt CMD ZEZEE ALE5t0 Cognos 7| XEAE QIEME JHHZLICE
a. cd ""Program Files\SANscreen\cognos\analytics\bin"
b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\root.cer

c. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\intermediate.cer

d. ThirdPartyCertificateTool.bat - java:local -i -e -r c:\\temp\cognos.cer -t c:\temp\chain.cer

IBM Cognos 7+42 &LIC}.
a. 28 3o - =9t ., 253} - Cognos £ MEHTIL|CE
b. "Use third party CA?"E HZAZLICL E TrueZ HETLICEH
c. #ME XNEELCL
d. CognosE CHA| A|ZFEtLICH
22| CMD ZEXEE A6 %Al Cognos 2/ ME cognos.crtZ L= HL|CE.
a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe - exportcert-file c:\temp\cognos.crt-keystore

cognos\analysis\configuration\cert\caMKeystore-storetype pkcs12 - storepass <password>-alias &

C. <password>2| 22 /SANscreen/bin/cognos_info.dat_file2| =S At EtLICE.
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22| CMD ZEIZE &2 A0 "c:\temp\cognos.crt™E DWH trustoreZ2 7HX2tA Cognos®t DWH ZHo]|
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a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe -importcert -file c:\temp\cognos.crt -keystore

wildfly\standalone\configuration\server.trutstore -storepass <password> -alias cognos3rdca

st

C. <password>2| AL /SANscreen/bin/cognos_info.dat_fileQ| &= S AtEetLCH.
SANscreen MH|AE CRA| A[ZFgHL|CE.
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a. cd “$SANSCREEN HOMES%cognos\analytics\bin\”

b. “$SANSCREEN  HOMES%java64\bin\keytool.exe” -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalone\configuration\server.keystore”
-storepass <password> -alias “ssl certificate”

C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer”

UHEM O Z 0|2{$t CHAl= off MHEl Cognos Q1M 717 ZZ2MAS| URZ £HEIL|CE "Cognos CA(RIS
7|2h M 215 ME OnCommand Datawarehouse 7.3.3 0|42 Z 71K &= "

SSL 21BN E 71K 2= SYLICE

SSL 2B M E F715t0 OnCommand Insight 2t32| Eots Z5}s5t7| 2fet 2t 215 &
A ol A|__||:|.
AN -

>

}

m
[s)
fivas
B>
Iz}
4>
=
Im
4>
ik
)
N
N
=

m
mjo
ot
M
ot
rir
A
it
ro
=()I=I-
[
ot
i
_lTl_

Y2{|0| =517 Hofl 2EE #ist= A0l S5LIL

"SecurityAdmin T"=E 3 25 22|0of| ChE XpMS LHES XES HZSHUAL.

1. 2 7| &L oo EAHEE THELICH cp c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore.old

2. 7| qE A9 LIS LIEEILICt c:\Program Files\SANscreen\java64\bin\keytool.exe -list
-v —-keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

7| K22 O] EAIELICE 7] ME A0 AS M7t StLt 0|4 AO{OF HLICE "ss1 certificate".
3. & MAELICt "ss1 certificate": keytool -delete -alias "ssl certificate" -keystore
c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore

4. M 7| MM: c:\Program Files\SANscreen\java64\bin\keytool.exe —-genkey -alias "ssl
certificate" -keyalg RSA -keysize 2048 -validity 365 -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"
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c. £ YABILICI Yes CN(Common Name)O| FQDN1t 22 AL
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S. AUBM X mtd MAM: c:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
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-alias "ssl certificate" -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
c:\localhost.csr

£ Z&/8LICt c:\localhost.csrfile 2 M2 MME CISM QF mARILICE
E MEYLICt c:\localhost.csr 528 2ldll CA(RIZ 7|20l TS K &etL|Ct.
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. server.keystoredl| CHe S21E Q1B ME 7P FLICE c: \Program

Files\SANscreen\java64\bin\keytool.exe —-importcert -alias OCI.hostname.com
-file c:\localhost2.DER -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. HAIX[7} BEAE[H 7| & dsE =L o]
CtS MIA|X[7F EA|EILICE certificate reply was installed in keystore

MEof| sl &£Q1El QIBZME 7EHZLICt. trustore: C: \Program
Files\SANscreen\java64\bin\keytool.exe —-importcert —-alias OCI.hostname.com
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-file c:\localhost2.DER -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore"

a. MA|X|7} EA|Z|H Trustore =S 2ATHL|LCE.

CtS MIA|X[7F EA|EILICE certificate reply was installed in trustore

i
2

E2LICE sANscreen\wildfly\standalone\configuration\standalone-full.xml I}F:

CHS A 2XIE 2 tHAILICE alias="cbc-o0ci-02.muccbc.hg.netapp.com". 0| & ™ CtS 1}
ZhA || O
Ed

<keystore path="server.keystore" relative-to="jboss.server.config.dir"
keystore-password="S${VAULT: :HttpsRealm: :keystore password::1}" alias="cbc-oci-
02 .muccbc.hg.netapp.com”" key-
password="${VAULT: :HttpsRealm: : key password::1}"/>
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