Insight %X
OnCommand Insight

NetApp
April 01, 2024

This PDF was generated from https://docs.netapp.com/ko-kr/oncommand-insight/config-admin/opening-
insight.html on April 01, 2024. Always check docs.netapp.com for the latest.



=

Insight &
RV ES
Insight 2t0| A M X|
AR AE M 9l 2t
2701 A MA|X| AF

Insight Security £ & X8I A2

ADLE 7tE Sl Q1M 2301 X| &

AOIE 7tE Bl Q13N 2012 Q1% CIOoIE HlofstA 714
ADE 7tE Yl 2IZ M 2018 (3t

ADLE 7tE 3 2IZ3 M 230l0)| Chst

SSL 2I5HE Tt s Bt

nsight HIOIE{sl0l 2 72 w1 4%
4 BlolEf of7fol

AR ol 7Y

10

= |
od M oA
re oM

g
ALl

SXHH0IE 7t 27| 3 LHiEL7|

o o

ot Cognos 7+4(OnCommand Insight 7.3.5 ~ 7.3.9)
8t Cognos 7+4(OnCommand Insight 7.3.10 O 4})
Cognos % DWHO]| CHsli CA M SSL 215 M 7t 27|(Insight 7.3.5 ~ 7.3.9)
Cognos %! DWHO]| CHdli CA M SSL 215 M 7HX 27|(Insight 7.3.10 0|4

SN IO

14

28
40
41
42
44
46
48
51
52
54
55
56
57
57
58
60
62
65
79
86
90



Insight &7

InsightS A&5I2{H Insight 2f0|MIA S S4o}5t 0, H|O|E] 2A S s, AL} SRS
Holotn, HAS dFot, et ng 7 HAHES s of ghifct

OnCommand Insight A|ARIS AX|ot = CHZ AX| S +&sl{of SL|CL.

* Insight 2l0|MIAE AX|SL(C}.
* InsightOllA] G|O|E AA MH

* MEXAIEE 2FELIC

=od

* o|HE S FHELICH

2 Ul HAA

OnCommand InsightE A X[$t 20i|= 2f0|MAE MX|ot CHg &tE S ZLIEHE Y InsightE
Ao LTt B HEIRKE AHE5IH Insight # U0 AM|ASHH EL|CE,

° Insight AHH0i| CHS InsightE FL|Ct.
https://fqdn

° CHE IXI0M Insight E71:
https://fgdn:port

LE HSE Insight MHE MX|E of 2N El 443 L= CH2 ZEQIL|CtH URLUA ZE HSE X|HHX|
AUOH TE Mo = 4430 7|2 MHEIL|C



OnCommand Insight

Username:

Password:

X | gunch Java Ul

OnCommand Insight CH2t & X7F EA|EL|CE.
2. AHEX O|ET AT E st * 201 * 2 S=/efLCh

2t A7t HX| 2 B2 Clo[E A4 A7 HO|X|7} EA|EL|CE.

@ 30 SO HIZd HEfQ! Insight 22t M|MO| A|ZE Zate| 0 A|ARI0M XAIS22
20t ELICE 2ot Z3HE 25 InsightOl|A] 200t & H2tRKE = 20| E&LIC

Insight 2}0[ I A A X|

NetApp2| Insight 20| A 7|7} ZotEl 2fO| A M S HOMH AT 7|53 AE05IH 2=
2to|MA S SAl0f BX|g £ ASLICE

Of Zreiof| CHaH

Insight 2fO|HIA 7|= Off KZELICE . txt EE= . 1cn THY.

TEA|

1. HIAE MET|0f|AM 2to[MlA TS E1 HAES SAFSILICE
2. 22t X 0f| A InsightE EL|Ct.

3. Insight =7 230X * Admin * € S2IgLIC}

4. 48 g S

S. Licenses * #2 Z=IgLIC}

6. Update License * £ 2&!8tL|Ct

7. 2IO|MIA 7| HIAE S * 2lO|MIA * BIAE AXIOf| SAFRLICH
8. YOOI E(7tar Lut={Ql) * =t S MEABIL|Ct

9. &+ g =gt

-_—
©

to NetApp * 2QlztS MEHSHOF BL|CH TEA|= 2F0f S| HES| o 8 A =0 A0{OF L L.

Insight 2H| 2}0|MIA REIS AMSH= AL * Send usage information * M40 A * Enable susage information



* CllojEf 2AE LTt

* OnCommand Insight AtEX} AN S MM etL|Ct,

OnCommand Insight 2[0|dlA
OnCommand Insight= Insight AHOAM EE 7|58 &4et5t= 2to|dA = RrESgL LY.

=]
Q*El'a*

Discover= M11E X|&5H= 7|2 Insight 2t0|IARILICE. OnCommand InsightE AH&35t2{™ Discover

20| A7} QL0{0F 3tH Discover 2tO[4I AT} X[ A0t SHLIO| HE, o o= A|2] 2t0| M Ao H|0{ 2 = 0{0F
sH|C}
= .

.*E%*

235 oA 22 U SAN F2 HA, 9|ut 22|S HIRS BE 7|52 N@LICE Bto|HA wEoR
Fodg Ba L+a|%+ 2T QBLICH
o * ML= *
o o

Perform 2f0| A= X}k HO|X|, CHAI2E 22, 2| S| d5 ZLIEZE XAE # ofL2t 45 A &l 2l
At gLt

HaM &Y 2tojdlAEs BNE ffot =7t 2EXHE X ELICE o 2to|HIA0)= S 2t AT BT},

OnCommand Insight 22 H7E 7|2t EE= H3 2Ho[ A EL|CF.
c dM EE AlE, 2E WS 2ol HI2HHIO|EEE DLIEYUE = 8FS 7IEQE LT

2O MIA 7= ZF ZHof| CHolf MM == DRt EAE EEHILICH. OnCommand Insight EFEHXHO|A| 2t0|MIA 7| &

X[ 2fo[lA = AT EYOOM AHEE 5= A= ChZ S 2 HORLCE

1}



CHAI2 = 213, Rp2F HO|X] 8! #2[2] HI0|E £ H|R S 45 CI0[E S ZLIE Lt

M5 M 9 Sl A S 8

Ct2 HEO|AM = admin AF2XL
NE HEE F|ZetL|Ct,

N

0l0
o o
|H
tu

ﬁ;

2|xh)
JEH

Al

—

N

ted

=

SHO|IHHHO| X

Clo[E XM

VMDK®IL|C}

i 28

Perform 20| MIA ALE

o

o

o

o

o

o

o

% adminO| OF! AFEX}OY| CHEt Perform 20 A SHH| ALY 4 U= 7|00l TSt

Perform 20| MIA @IS

45 HIoIH = AETL gL Tt

45 HloIH = AEZL gla LTt

45 HI0|Ef = AHEJt GlEL T

S HIOIH == AtEZL gla LTt

4 HI0Ef = AHEJt GlE LT

45 HloIH = AEZL gL Tt

4 HIOE E= AHEJt GlEL T



AER[X] 2

AEE[X|

AEEX LE

AEZ|X| ZEQILIC}

NPV ZEQIL|C}

A 2[X]

Ut x|

EHo|&

opA 2

iSCSI M|

ICSIHESRS X

of

o

of

o

o

o

o

of

o

o

o

of

o

o

o

o

o

o

of

o

of

45 HIoIH = AtEZL &Lt

45 HIoIH = AEL glg LTt

45 HIoIH E£= AEZL glE LTt

= E &L|Ct
JgB EllolE'I EEI_ Xl’ 7|' HAE |

45 HIoIH = AEZL gla LTt

E &L|ct
s HoH = XHETL SlEU

A5 OOl EE KHE §ig, "EE

— HAO,

9Ell|_ u-l-HE_l. gigng% H_AlEI

of

45 HIoIH = AHEL glg Lt

45 HIoIH E£= AEZL gL Tt

= E &L|Ct
JgB EllolE'I EEI_ Xl’ 7|' HAE |

[ = XEJ 9isLct
45 HI0|Ef == AHETL S L

E &L|ct
s HoH = XHETL SlEU

45 HIoIH = AEZL glg LTt

4

E &L|ct
ds HoJH = XHETL SlEU

45 HIoIH = AHEZL glg LTt

= X}E SL|Ct
ds HoJH = XHETL SlE

= E 7} glaL|ct
45 HI0|Ef E£= AHETL S

45 HIoIH £= AtEZL gLt

45 HIoIH = AETL glg LTt

45 HloIH = AtEZL &L Tt



S AIEE

KpA CHA[EE

0z
or
0
12
e
L]

1
it
=
AL

2
1
=1

- —

OiE2[A0]d 22

2]

YT AEIEIE 22

—

| %

Kp&F CHAIEE

0z
or
0
12
el
L]

1
it
i
AL

OiE2|7|0]M 2z

A S Zelguct

[grict

of

o

of

o

of

o

o

o

o

of

o

o

AHE XL - Perform

2Ol AT = B%

o

HI| Mg (Tt
HEEEX
oo
D)

o

HAE - Perform
Zto|MIA sk

of

A
rir op

zirg

02t uin

N

mo
gl

AHEX} - Perform
2o AT} A&LICH

BEEMOZ AR s
(AE2|X| I0PS %
VM IOPS ¢|XI0|
=AZ)

—t

rr oo

X
—
CC

o

of
o
of

SXOZ A THS(RRM, H2| U
2| 2IMBHALS TH5)

rd 4I

>
oy

HEXOZ A TH5(AE2|X| [OPS
30 VM IOPS $I310] £74%))

o>
oy

o
o

o

HAE - Perform
2Ho|MIA SIS

HEXMOZ MR IIs
(AE2|X] IOPS &
VM IOPS |XI0|
=A%)

—_

rir oo

l, B2l
%M m{ x| cc

— —

(gt (BHS7),
=2

—

Rl
0z1 i
Rl
oz i



U= AE|E|S of = of =

2a|siict

2| o 27] 9 HESKKE  of 27] % BEBKNE
M ¢is) g4 ¢ls)

MEX AE 23 3 2e

AR AH, ARt Q1F U AHEX} 2152 Microsoft Active Directory(H T 2 EE& 3)
LDAP(Lightweight Directory Access Protocol) A/ = LHE OnCommand Insight AF2 X}
ClO[E{H|O| AL &= 71X & T StLtz Mol 9 ata|gd QAQLIEL Zt AL Xof| CHel CHE
AR A™E DHESH HNA Aot 7ol 7|12 7 W MAZ Mo = JASLICE o] Zrof|
Cist B2|Xt Asto| Q= ANS AFREILIC

* OnCommand Insight 2t0|MIA S
* 2f AL Xtol| CHe /et ALEXL O

@ HE|XEIL | 22| R/EE AEXLS| totd 2018 HAISIEE S AE 2F HHE o= 20| 2ot
S AR L(Ct.

TEA|
1. HE2tR X0 M InsightS FLICE.
. Insight =7 2 S0{|A * Admin * & 2&/gfL|Ct.
- A+ g =g

2

3

4. ASX B MBI
5 g

- M AFEXHE M5 ™ * Actions * HES 225110 * Add user * £ ME{SIL|CT,
O] * * s * * O|H|Y * FAE UG ZZ|X} AFRX E= HAER * * AF2Xt F StLHE MEfSEHL|Ct
6. ALE2XI HEE HASIHH S20|A AFRXHE MEiSIT AR AEH QEZRN e * AFEXAAE HE * 7|3 E

Salgct

*

7. OnCommand Insight A|ARIO A AFZXIE MAHSHEH SR ALEXIE MEISH D AEX B QEZ| U
MEXAIE AH| * & S=IELCE

rr



21

AHEXt7F OnCommand Insight0ll 2 1215HH LDAPZ} 23tz 22 MM HX| LDAPE S8l Q152 A|=gLCt.
OnCommand Insight?t LDAP MHO|AM AI2XIE 2HS A2 £ Insight Cl|O|E{HH[O| A0f| A ZAHSFLIC.

1> 12
59
rlr

Insight ALE Xt gt
Zt AR A™oll= Ml 7HX| 7tsTt Het & & StLiot SEHEILICH

HAAEE Insightol] 23218t30 Crfet H|O|X|E & & ALE S ELLCE
o

L K| AE 22 Insight 20| AMAS
FA f71|"*0| Ot CHE AFEAL AIEE =7t

|'|

A
_._E HEY —’F ‘Qiul—llif.

2|Xh= M AFE XL =7t 8L HIO[E EH = EHE|

£

i
HH
oot
Of
2
Hd
rin
)l
1%
mjo
4>
o
mot
4>
0
H1
I
ot
00
ot
-
_lTl_

© D AR * AFERE EE= AIAEO] st R ES| AlFHE TS0 22|Xt #eto] A= AEXS| =5 HerEfLICt.

LDAPO] CH3t Insight 14

OnCommand Insight= 2|At LDAP =H[QI0[A 2 E|2 2 LDAP(Lightweight Directory
Access Protocol) 8™ O =2 L-dsljof gfL|LCE,

LDAP = HOt | DAP(LDAPS)2t &HH| AF2SHEE InsightS FA517| Fof| 3|AF 29| Active Directory TS
L ':*'AIQ. Insight 882 Z=Io| LDAP =0l 7140l Q= ME 3t AX|sHof BLICE LDAPLE &H AHESHES
InsightE T-d5t7| Moj| otz 7HE S AESHL LDAP | Q! 22| XHol|A| s 2HAol|M ALY £ Qs MAETE {42
2IOISHAIR.

D= Hot Active Directory(0ll: LDAPS) ALEXI2| HR QIS A0f| MOl CHZ AD A 0|22 M =ts| AFE6lOF gL},
HOtAD 210l0f| IP TAE A% & QSLICE

OnCommand Insight= Microsoft Active Directory A{H EE= Azure ADE Sl LDAP 5! LDAPSE
@ K| 2 ELICE =71 LDAP 732 &ag = K| ot Insightoil)\'l ABEX| AASLICE O] 710|E2

AKX M= Microsoft Active Directory H7X 2 E2= 3 LDAP(Lightweight Directory Access

Protocol)E A5t Ut 7HPEEHL(CE

* AHEX} 7|2 01§ £+
LDAP AtEXt 7|2 0|5 &4 (userPrincipalName)2 InsightOll A AF2X} 0|5 £M4 02 AEst= S4QULICH AFEX}
ZH| 0| =2 AD(Active Directory) Z2|AENM MHXMOZE NIRSIEE HAE[X|0F B2 O 2 ZX0|AM ALEXLS] F
0|S0| ZA| 2HSIX| RHLE YRHKX|X| S = USLICE ZEO|A 7|2 AFEXL O|S0i| AFEXL 7| 0|8 £M il 2
AEE £ AL
C}=22 User Principal Name & ZE0|| CHS 3 7HX| CHA| 21 L[CE.

* sAMAccountName *

O AF2Xt £42 7|Z Windows 2000 NT O|& AF2X} O|EQILICE CHEE S| AR X7t 7HO! Windows Al AEL0
27Q15H= o] A=FLICH Ol= AD E2|AE HA0M HHZHOZE Rt Ao 2 HHE|X|= S&LICH

@ sAMAccountName2 User Principal Name £A0f| CHdl CH/AZXHE ETtL|CH



Lo

MS Exchange’} = AD 2HZ0AM= 0 £40] £|F ALEXte| 7|2 oY FARILICE Ol= 3l

userPrincipalName S8 &2 AD Z2|AE HAO|A MHHO = N R3HOF StH 2| T ALSXt0l|A| 2} =3t

O

(i e B

Z10|ofof EHL|Ct. CHEE Q| H| MS Exchange 2t 0f|= H|Y EM0| gi&LCH.

r

o*£§|*

LDAP 2 =2 Y& K| ZEAHEO] gL O Yot = 2t0|HE 88 Z2740)| et =il AEER 9
HEA| BAQLICH X2 ZEXot= 22 S H|7F 2 CIZE 2| E2fof MMS HRSHA| ¢ S2t0|HE
HHE 22t &= A= 9K E MSYLICH S0 E= =l ZAEE2{0] TSt DNS HM 7|Eo= X35

AERILICH 712 O] X Ql A2 S HHME Zefots Ml AESHE Hxsts AYULILE 2oLt HxEl

= oL
CHQl AEES I} CHE =32 MY = UK LEEO 2 JHH| 7} EMSHX| gh=Ch= AHE S 2SI
SCiO|UE0| 22|= o AlZto] 221 Z2|X|= LIt

sAMAccountName2 28H O 2 User Principal Name 2Lt M S EILICH sAMAccountName2

TRl DRSIXEHEMQ EE2|AEN M= DRSHX| 42 = AZ) YEtH o= 2010]| AHESH=
EXrE =9 AL XHRILICHO: NetApp\username). 15 0|2 Z2|AEQ| 1Q 0|E0|X|2t
UHNMO 2 ALEXIIH Y 4= §SLICEH

S =HQ19| Windows A|AH £E0M gy EE ZEXIES S set 2 Y60 HEe =2l

0|Z(USERDOMAIN=)E 3 # I&LIC J2{% ocl 272l 0|50| 7} gLict
USERDOMAIN\sAMAccountName.

L2l 0| * mydomain.x.y.z.com * 0| & AFEEL|Ct pc=x, DC=y, DC=z, DC=com Insight2| Domain 2=
c ZE ¥

LDAPQ| 7|2 X E = 3890|11 LDAPS?| 7|2 ZE = 636LICtH

LDAPS?| &8t URL: 1daps://<ldap _server host name>:636

23 2X[:\\<install directory>\SANscreen\wildfly\standalone\log\ldap.log

712X O Insight= CH2 Z=0| EAIE ZH2 of| AFgtLICH Active Directory S0 A O|2{st HA Afsto] st A2
Insight LDAP 4401l A t4AsHOf SfL|C}.

o1 e
ozt 54
2

DistinguishedName &L |Ct



St
A

=
=

£ OELIC

a

II{HJ

OnCommand Insight

J&2 9H=11 OnCommand Insight 5

80| InsightOll Al LDAPO| CH3H Ast= 0|2

Insight Group

E
—=

Insight At Z2|Xt 2

=
ET

Insight administrators

E
—=

Insight AL Xt 3

Insight Guest 1&

[
iz

LDAPE AIE25H0] AKX} Heo| 1M

LDAP AHO||A AF2X} Q1Z 8l £9018
OnCommand Insight A{H £i2

AlZtsE7| Hof|

LDAP Z=H[QI0[A] Insightd]] CHo M=l AFEXF S O

2 E HQt Active Directory(0l: LDAPS) AtEXto| HL

= =
_I_—+—E

HOFAD 210l0f IP AEEY == YlELIT

o= T HAH

Of ZHeiof| Chsh

o

bl

FE St
o=

d

2 JAX|2F Insightti| A ZHSE|X|

% DWH MHOIM M2 CHE HMA HeS 712 AL XIHE 21552 H Active Directory01|*1
5! DWH A1H101| e 2E E 0|

SS UHCHOF BALICE Ofelf 25 0|52 of|H|

2 Active Dlrectory shAof cHslf A& El o] S1F Y X|5HOof oH—| Cf.

o

insight.server.admins

Insight.admins 4 L|Ct

insight.users

Insight. A|IAE
Insight.report.admins & L|Ct
insight.report.proauthors

insight.report.business.authors

XX

Insight.report.business.consumer S & Xt A|Q

Insight.report. 5= A X}

25 OnCommand Insight(OCHE FAst2{™

IXF2 LDAP Mol Ho|=|of Q10{oF SH|C}

QB A0f| HolEl CHE AD AMH 0|E 2 Hd|

=

ﬂIIO

nCommand Insight= Microsoft Active Directory M\HHE &3ll LDAP 3! LDAPSE X|2&fL|Ct. =7t LDAP F212
UUASLICE O] "XIOf| A= Microsoft Active Directory & 2 2= 3

AtESHOF L.



LDAP(Lightweight Directory Access Protocol)S A3t QT Zt-TtL|Ct,

LDAP AFEXH= * Admin * > menu:Setup [Users](Ad [AFEX}]) S0 2 E ™| El AL X2l 2HH EA|EL|CH

EHA|

1. Insight =7t 220X * Admin * & S=IEL|CH

2. 4%+ g 2Bt

=
3. AFEXL* ’ig 22T C.

4. of7|0fl EAIE! K LDAP MMOZ AT ESL|CE

LLUAF

LDAF integration enables authentication of users via LDAP {or ActiveDirectory). This is done by assigning these users to LDAP
groups. The groups are used to identify the user permissions.

Enable LDAP

Please provide credentials for a user authorized for direciory loolup queries.

LDAP servers: idaps:ftw2k-ad.oci local:636 Ceriificates
User: padminuser

Password: Validaie

Show more w

O. LDAP AMEX} 215 5! Mot R0 E 5| 83tz{H * LDAP 23t * £ S2lglL|Tt.

S
6. Ct3 ZEol| LS ALt

° LDAP servers:nsight= & HEZ FEEI LDAP URL S22 3{8%LICt. Insight= LDAP ZZ2E =9
fEd2 AAISHR 210 HSE URLO HZES AL

@ LDAP 2IZME 7t 22{H * Certificates * & 22I6t11 QISM OIUS A E JIH ALt
£SO = REL|CE

LDAP MH{S A3t o ALBE|S IP 54 i DNS 0[S YHHH oz g "Alo= iz gLrt
ldap://<ldap-server—-address>:port
E=7|2 ZEE ME%t= 3%

ldap://<ldap-server-address>

-

+ 0| LEO| 0f2f LDAP MBS 22 1} 2 20| SHIE ZE WS I} AFBEISX SolstiAl2.

11



° User name: LDAP AHOl|A] CIZE{2| 3| 2|0f T3 SQlE AHEXIS| Xt SES YHYLICH

° password: 9 AFRXIS| A4S E Q2ATILICt. LDAP MHO|A O] A= E £olstz{™ * Validate *
=218t}
="1d -

7. O| LDAP AtEXIE HLt HetstA| Folsta{® * of H7| * & 226110 LIEE £42 HEES x{ZLICH

Olz{et €F2 LDAP =00l & &-dut ZX[oHOF BfLICt o|2{eh HE0] Y=g 20l S AsHA| g

Directory ZH2|XI0f|H| 22[SHAAIL.

° * Admins 18 *

Insight ALE X} #5H0] /U= AHEXLE 2[et LDAP IS RILICH 7| 2242 ¥LIC insight . users.
o2 OF

rir
i

Insight A|AE #sto|
o * Mt g2|xt 3E ¢

Insight Server 22| Xt 2EH0| A= AFEXIS ?let LDAP O FYLILE 7[=4t2 LIt
insight.server.admins.

AlZk 21} T0i| LDAP MH Q| 8EE 7|Ct2|= AlZh(RE|X) /LI 7|23t2 2,0000|H, 2= Z0

OnCommand Insight?t LDAP AHEXIE 7| A|ZSH{0F SH= LDAP T EQILICE Yt
THelL|Ct o€ S Chaa Z&LICH

it}
|0
Hu
P

Jal
1o

DC=<enterprise>, DC=com

° *ALEX 7|2 0|18 &4 ¢

AEXIE 2[5 LDAP IEQLICE 7| 28f2 &LICt insight .guests.

HEoIH

LDAP AMH Q| 2} AFEXIE AMHEGH= S MQULICEH 7|2722 LTt “userPrincipalName 0| = MAIM S =2
19t 7|SYULICE. OnCommand Insight= 0] E42| L1t 2|0l A STt ALEXt 0|2 LXIAIZILICE.

* S AN *
o rAY &4

1

XEE 38 HollM AFEXIe| StES AlEsh= LDAP £ LICt. 712242 YULIC memberof.

o * ol AN
HY &

*
2 &Y

AMEXS| O|H| Y FAE A}

LDAP &AM iL|C}.

[2Zf2 YULICt mail. O] 7|52 OnCommand

S AEot= 7
Insightofl M MSot=s EUME =512 = 20 RELLILE Insight= 2t AH2XE HE 2208

12



AEXLS| O|m| Y

®

ZHE| X HBH0] A= At
HEY = ASLI

1. ge|x detez 279l

—

- Insight =7 23S0 A *

2| X Heto] A= A
7152l O|HE F4
AlZtst7| T

BoloF oh= ALEA A1 E 7

FAE UHGH, O 20|l= 0|2

4>
04
ot
o
rr
>
oo
A
]
04
=2
Hu
|
ro
ot
r|r
rI

22 YLIC distinguishedName.

HOtEX| gf&LICt.

LDAP MHOIM AEXI2| O|H|& ATt HAE[H InsightOi| M 2IH[0]| E3H{OF BHL|C}.

Xt 22 MO Ho|El OnCommand Insight AF2 Xt A AT E

2E ALERM0A ZE.

gLt

Admin* 2 2

o+ giaLC,

== in |

13



Of ZFoi| Chot
LDAP ALEXIQ| 2 O] HHE A MT O|HY FAE =T 5= ASLICH

tHA|

1. Z2|xt Hstoz 2aQlghL|Ct,

—

2. Insight =7 2 Z0A * Admin * 2 S2lgfL|Ct.

3. M¥ * g S=YLICL

4. AL+ g F=/ptLCh

S. - AMEX AHO| EAIE e ASL|C

6. AP} HE QEZRO|AM * ALSA AIH M * ofo|2S St
7. Lot Algts HATL|CH

8. &~ g St

MEX AEE AAoh= SYLICE

ZE| X} Hoto| Us AFEXH= AFEXE AIEE O 0|4 ALZSHK| gt 2 (2 ALEXE H2l8)
AMHISEALE AF2 XL CHSO| 2 2Q1E W(LDAP AF2 XS] Z2) OnCommand InsightO| A
ALEXt MEE CHA| ZMSEER o 4= JSL|CH

CHA|

1. 22| X} S 2 OnCommand Insight0ll 2 2918 |C}.

2. Insight =7 2 Z0|A * Admin * & 22/gfL|Ct.

3. MHY+ g SEIELIC

4. AHEXt* g S=letL|ct

5. AH|E AFZ AL AHE BAISHE SS AELCt

6. ALSXt HE QEZO0|A * ALt AE A * " * x * " O}0| 22 E=lgLICt
7. NE g SEIELC

2701 AN HA|X| AN

OnCommand InsightS AF2dtH ZI2|Xt7F AFZXL7F 23018 I BA|Z|= AF2A X|H HAE
EI'||A|I|§ MASE A o|A|__||:|._

2=o=2 T M-

THA

1. OnCommand Insight B0l A HA|X|E HFEI2{H LIS 2 +HEHUAL.

a. 22| [ZH oHE > 15 X oiZE > 15 €3] Hw=2 o|SFLIC.

o
Jm

AE FH0f| 2301 HIAXIE Y=gt

14



c. 2EI0|YUE C|ASe|0] 211 F1 HAX]| * =elzts S2/glL|C}.

—

d. Xz

mo

=2]|
="

ot

FL|Ct.
LE AFEXtof Chall 2aQ1e i HIAIX[ZF EAIELICE

2. DWH(Data Warehouse) % Cognos(Reporting)OflA] HIA|X|E X st H
a. AMARI HE > 2 0|Ssto] * 2091 21 * g S=LIC

b. BAE olof 219l HAIX|E YBh|ch

== o=

C. M#* 2 S=elLC)

O] HIAIX|= 2E A2 X2 DWH % Cognos 211 23010 EA|EL|C

Insight Security & & XoIMA|L

OnCommand Insight 7.3.10{| A= Z&HEl HOFO 2 |Insight &
EE|ASLICH L2t 2z o I, &
& HE 7]50| 2|0 QJELICE Insight 2t
oIA|_||:_|.

Insighte] 7|2 MX|ol= ALRX S22 BE AO|E0|M SU 7|9t SYsH 7|2 4SS BRI &
ZSHELICH 52 HOIHE E2st2{H 2X = HO20|= <0i| 7|2 7|9 S AF8AL 228 HEFS}
E&L|C
=l =] .

HIO|E] 24 2o ohEl 2% = Insight Server HO|E{H| 0] A0f KZHEILITH MO SIH 717t AH AHEXE7E WebUI
HIOJE] 22 14 H|O|X|of °*§§ LY I A= E A= L|CE AH0]| Server HIO|E{H|0| A0 XZEE C|O[Ef AA
L2 E di=5t= ol 2ot 7iel 7|7t glELICh 25 EX|(Lau, RAU)ZHG|O[E AA 2% S 3i=dt= o Bt H|0|H
a2 IRl 7|1E JHX| 2 AEL L

MH 7| S CHAl Ittt

712 7|2 MEotH 2hFof| EoF FoFFo| LMBlL|CE 7|2Xoz E1I0IE1 AA 22 = Insight G| O|E{t[0] A0
A2 SHEILICE 2E Insight BX|0f| SEHCZE MEEE 7|12 AESI0 & §f l-I f 7|2 740l M NetAppofl H&E
Insight G|O|E{H#|0| £0fl = 0|22 Z NetAppOl 2ldl| &= di=2 4 %!E 27t ZE ASLIC.

7|2 25 A ER A2 E AEsHH 2tFof ot
MeHet SLBILIC 7|2 &2t A= RAE 0

azo|= 5l AX| 12 At
Insight A|A g0l 7|2 ot 0] OfL! T4 (f 7|5 CHAl YABI7LE HZs 22)0| E3El A Hot 148
(o]

HHABHOF RLICH M 2ZER OIS SR|SHAHLE 2T ELNE F0| =8t B A
E[SELICH A|AHIO| 7|2 FH2 S/EH AARO0| SHIZA| 2Sst2{H 720

15



H XS}
=

H -

A 2

MHlA 23
ofef nzo| 2

0| Insight #+¢12 Ct2 J2l3t

K= HI0fE

ME|A SERFEHF0A 7] 2]

= AX|
= Td

TIOR 17 C|O|E{0f] HMASHK| ROH=F Ho L.

-

2

20| 1+~ ASLIL.

Insight Server

St= 042 OnCommand Insight 1ZHS =
2t
2}

AgLICL 0

Customer A Customer B
RAU RAU3
RAUZ
O] TAOl|A= 2+ DZHo|| CHalH 7HE 7|2 MAsof BILICEH 124 A= & RA 250 CHell St 7
T2 BOjl= Y I| MEZH TRBHLICY,
174 AQ| etS3t 7|2 HABHS THA:
1. RAUTS SAEISH= MHo| 212 20018 43HstL|Ct
2. ot B3| TS A|RFEHL|CE,
3. 7|2 7|12 thH|stH St 7| HA S MEiBtL|Ct
4. ol S MEHBIO] HOF 1A O| O Zip MRS AHAMBHL|C}
5. RAU2Z SAEISH= ME{of| 212 273012 48stL|ct
6. Hot 19| Ui zip M}AZ RAU20 SAFEFLICE
7. Hot pta| = E A|REtL|C
8. HOH HHIS RAUTOIA SIXH A2 2ISH|CY,
174 Bo| YS3t I|2 HASH= THA:
1. RAU3S SAEISH= MHO| 212 20018 43HstL|Ct
2. 5ot #a| ZE A|RFEHLICE
3. 7|2 7|2 ChA|3I ™ &Ss} 7| HZA 2 MEdstL|Ct
4. 8ol S MEHBIO] HOF 1A | Y Zip MFAUS AHMBHL|CE

16

7|= Insight 2|

|
H 7| ¥o= HSELICL



Insight A{H{ 2| Hot 22|

E 222U} securityadmin =75 AFESIH Insight AH 2| Hot SME zte2|d &
USLICH Hot #efolz= = HE, M 7| Md, ALgXoE BtE Hot 24 K& & 53
HYOo= 714 53 50| ZeEL|CE

o

ol chot

i
-

FEL|CH securityadmin HOF 22| &t

* YIER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

tHA|

-

1. Insight A{H{0l| ¢ 279l

= "L
2. CHaty REO| M Kot 22| =S AlZfetL|ct

A
e

° IEQ -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

° Linux - /bin/oci-securityadmin.sh -1

AAHEINAM 23901 X1H SHE QAETHL|CE

3. "Admin" A2} ZH0| U= Aol AHEX} 0|2 T Y Bt
4. M * 2 Mestct

DE 2z 8717t Zetel 2 EO| WY zip THUS 45t ALEAI7E XISt x| E£= g 7|2 fIX|ol TS
HHXI R LICE.

* $IER -C:\Program Files\SANscreen\backup\vault

* Linux - /var/log/netapp/oci/backup/vault

AHEl 2E0| zip WIS HABILICL BUE|H DE YS9t | WY WA A| 7|E o= HSqFLCY

£ S71815t= ol AH8E += ASLICH o|E S0f - o M2 M
A o

>
00
>

o
fot
(¢)]
=
_|
)
>
00
_>'|_
o2
fot
—
(@]
>
o)
>
o
Pl
o2
fot
on
mjo
o2
fot
Lo_l-
kR
rr
§=|.
I
Ot
rr
i
=
o
mn
rr
>
T

17



@ Ao 7|2 HAY M= A 0|E B 82X = S = ARE M 2ot 74
'6'|-|_|[_|-
= .

o * & HHI0IE *

InsightOil Al AFESH= LHE A|IEH el =S HEFRLICL Ch2 S40] EAIELIC

[=]
T

_HH

=
=

Jtot

Cognos_admin
DWh _ LHE

E

ot
|>

o
=

EZ

Sl
Im

S E HAL I YL AFE S7|atalof SLICE O E S0, MHO|A 'acquisition' AFHEXI| 2= E
@ HASHE A2 Lau, RAU % DWHOIA 'acquisition' AF2XI2| 2t E HASHY LX|A|FHOF BHL|CE.
ot Ao E HAY = FO8[0|E £ X 20| SYY £+ JEE M Hot A4S ulds{of ghL|ct.
< 7|2goR MMM
7|19t A= E 7|22 E MAFLICL 7|22 X B0l ®MB == 2Lt
o * %_E *
E Z2YLICt securityadmin =7
a. HAY SHS MEStD 9tHO| X|A|E mHELICE
22 8|S W0 wot B
£ 22/3tL|C} securityadmin TS AFRSHH 22 S ALK} Lau)2| Hot SMS 2t
= UASLICH Hob 220l 7] A L= 22|, ArgXt7t Bt SRlet Hot e s 7|28 4o
Mz 3 =5t 2Yo| ZehEL(CE

AlZfsto] ol

O[(7t) UA0{OF BLIC admin HOF 74 XS

O| Zrof CHs
E MEYL|Ct securityadmin HO 22| =

* YIER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

18



THA|

1. Insight ME{0]| & 279l

2 adLICt
2. thetsd ROl 2ot e Z7S AlRRLICH

o o
rad

|2 - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

° Linux - /bin/oci-securityadmin.sh -i
AAEIOM 2391 XtH ZSHES QXL

3. "Admin" Xtz ZHO| QU= Al ALEX} 0|2t &

Local Acquisition Unit(2Z &5 EXK|) *

=)
2 MENSIO Local Acquisition Unit(2Z &5 ZHX|) 2ot 1M
et c,

(=3
o — =
Che S40] FA|EL|CE.
o * HHO *
-4
SE Az 870 X E S EO| MY zip Tt S 2GSt AFEXIt K|t fIX| EE= TS 7|2 fIX(of Tt
HH X 2L Tt

s O

£ -Cc:\Program Files\SANscreen\backup\vault

* Linux - /var/log/netapp/oci/backup/vault

* ol *
- x =8l

E Y=ot 7= e W Al 7|E G2 E[SE{FLCE

HA
(D) ZUE AEol of2l Mviol HASIES! 718 B71518 & IBLICE o8 SO - Lawdl
ofmst 7| W - 2E wel &y - 2t RAO| 2E

oS SEYLICH

K| Y E Y23 = s =5H= O AHBEl= AU 223} 7|E HERLICH
® oot 7|2 WA Ms YI0|= EE UK S 2 £ ATE M Eot THS welsiop
'<‘5|-|_| |_'_|-
=

ASE HAT 0l L2 A™HZS S7I3}HoF gLCt 6l S0, AHO|A 'acquisition’ AHEXt2)

@ AT E HASH=E H L Lau, RAU % DWHO|A 'acquisition' AFE XS] RS E HASH 2 X[A|FH0f
SILICE £ AT E HAY mf= FO20|E e MX| 20| S/ £+ JATE M EHot 1M S
BHISHOF BLICEH

o 7lEgto HAH -

Jiot

S ALSTH YT U EIS ASR 3t 7|2 V|20 MABRILIC T 22k

X S0l HS=l=

19



LIt

o
*

z8*

£ E28LIC} securityadmin =7

()]
-1
0x
ot
o

M

—

mjo

MEISI SHHO[ X|A|S LI

RAUQ|| Cieh 2ot 2te|

£ S2/gLICt securityadmin E7E AMESIH RALS| Hot FM S #2[d  JUFLICHL EE
TEE WY = SRS =et 7|8 HESHALL 8= EX[9 = E HUH|0|Esof & &
olAL|C}

M- -

E ME2YLICE securityadmin Hot 22 =3

* I -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

FIER] ALE[RE SiE AFEALS] & 27t MEOM HEE 32
2ILICE 2= RASL Laus MH '21S' A XS] Yot ST A

|—
()

C
s

2 >

T C

. 2
i
rot

HT

e
—LI
0%

rulo
IIQ
§

= m
_0,_|'
FIF
‘_ rol-

£l Ho
acqwsmon Af%ﬂ °*§E o*'3'||0|E te A 2
AHE5H0] M2t SAIBHLICE

ujn

'acquisition' AF2XHE Insight AHO|ZH UELICH RAU = Laus MHO| HZE of sie AtEXtZ 2318t L

RAUOIM 2t ZM 2 22[ot2 T L2 BHAIE TMEHAL.

tHA|
1. RAUE &d E2l MHol| }¥F 21018 HotCt

2. theld REO|A 2ot 2| =S A|ZFfL|Ct,
° I-Q - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

° Linux - /bin/oci-securityadmin.sh -1
AAEIOM 2021 XtH ZHE 2F L Ot
3. "Admin" Xt ZHO| QU= AI™HC| AR} 0|E1t A= E A= BtL|Ct
RAUO] CHet O w7t FA|E LT

o * HHOH *
|

HE Az A0 ZotE SEO| MY zip WA S st A XIS 9lX| = CH2 71 /IXIof TS
HH*I&“—IEF.

* 2IE 2 -C:\Program Files\SANscreen\backup\vault

20



* Linux - /var/log/netapp/oci/backup/vault

AYE BEO| zip MUS BABILICH BYE|H DE oot 7| WY MY Al 7IE O HSHTLICE
(D) 52 0f2f Mol rmel 718 S7i5i00e o A8 & UBLICH 018 S0f - 8 Ko
QB3 7| B - BE WY AN - £ WY AHE 2E WS =apict

@ oot 7|12 HEY W= ¢ O0|E E= EX| = SHE = AE M 2 FHS
SHL|C}
=]

©* S ro|E -

HY ALER AEL 22 E HEHLIC

ot
=2
o

rErk
oX oM

®

- ot

OfEE WA O YI20|S Ei x| Sof Bz £ 9

4T =

K
:
0

2 T |ot ot
e 1
A
oF

o -
-r

JE o 0o oo

oo
-
n

o * 7|22 MMM

2ot 7| S A2 E V|2AULE METYLICL 7|22 2% ol HSE=l= LTt

*

Hu

[ = *
o

E Z28LCt securityadmin =7

HIO[E| Hlo{otR Ao Hot 2te|

S L securityadmin =S AHESHH H[O|H 90{otR A A Q| Hot ZM
UASLICE 2oF £2[0fl= DWH AHO| LHE AEXt0f Chet LHR e YH[0|E

O

* $IER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

tHA|

1. HIO|E| H0{5tRA ME{of 12 21018 $+JTLCY.

UL AN S S7|2talof SLICH GIE S0, MHUA] ‘acquisition' AFHR2XI2]
H= Z Lau, RAU 2 DWHOI|A 'acquisition' AF2Xt2| 2t E HASH U X|A|HOL

21



2. oty REO|M Hot #ta| =315 A|FELICH
° YIEQ - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

° Linux - /bin/oci-securityadmin.sh -1
A2AEIOM 2320 XHA ZHE 2FL|C
3. *Admin" X2 Z%o| Qli= AHe| L8R} 0|2 4SS Yighirt
CIO|E] [0SR A0 CHEE Ot 2t2| 77t EA|ELICEH

o * HHOH *
= d

HE ge W70 ZEE SEQ| WY zip IS Aot ARSI X FS #|X| £= 7[= /Ko TS
HHXIRFLICt.

* YIE2 - C:\Program Files\SANscreen\backup\vault

* Linux - /var/log/netapp/oci/backup/vault

=ele of2] MHo| 2ot 7|2 SISt o MY & UBLICL OIS S0f - 3 Mo
() Feo7IuE-BSwY £ v vz 2E uus sdud

Bl
1L
il
0o
ot
#2
w0
<
0
_|
09
ot
1o
my
rlo
0o
ot
il
0o
ot
ot
(A
rr
=
i

Stz Ol AF8El= DWH €23} 7| HERLCL

=
T

e

Jtot

= Cognos_admin
* EWh
* DWh _ W&

* Dwhuser(AF2 X}

22



Z5tH SHA-256 2= dids Arge = JAELIC

@ dwhuser, hosts, inventory &&= root % E H
2= —Z— tOIAETL SSL HES AHEsHOF hLCt.

O] SME ALE3HH A °”A1I¢OPE

2ot 7| 8 A2 E V2L MEFRLICE 7|22 2K S0l HS== 2Lt

£ Z58LCt securityadmin =7

OnCommand Insight L2 A2 X} 2t HA

D ofy

HOot Mo 2t OnCommand Insight 2t42| &<
UL = tF 9| CHE MH0f| JCEE F AMH 2
ServerOf| A "QIHIEE|" AtEX}L A= E HEY F R ol

o5t A MH Connector?| "€l tl.ilEEI"" AMEX} &t

BiOF & 2 ULICE Bt M2l g

6H gLICL o= S99, Insight
erveroi| CHaH ;UHE_I Gl o] Ef
;

AlZfsto] ol

@ A E HASI| HOl| ARt AF 2| Z4HE o|dHs
HO|0| ESHX| 251H Insight 714 24 7He

Of ZFoi| Chot

CtZ HOl= Insight Server®| LIE ALEX} 227t LFEE[0] A2MH M P2 ef LX|30F 5h= 54 227t /U= Insight
74 2471 LI JASLIC.

S

Insight Server &% T HE AP
_U=

3E Lau, RAU

DWh _ W& ClOIE Hl0{5t2A
SAE

OIHIE 2 CIOIE Hlo{5t2A
zE

CtS EO0ll= ClO|E |05t A0| Ciot LIS AFEX; 227t LIFE|0 JOH M =2t UX[SHOf o= B4 =7t U=
Insight 4 QA 7} LISiE|o] UL,



Clo[Ef HlofsteA 2tz

Cognos_admin

ne
1>
rE
oX
P
oot

EWh
dWh_INTERNAL(MH HYE 34 UIE AHESI0] HE)  Insight A{H
Dwhuser(AtEX})

AE

ot

QHIER|(MH FHYE 4 UIE ALE3I0 HEE) Insight A{H

Im

=
=

* DWH AMH AZ - Ul * 0| M = tHE

CHS HO Lau| AR ot A 2ot UK|EHOF st B4 AT} 9l Insight 74 247+ LIKE(0f ABLIT

Lau &% T HE A
3= Insight AH{, RAU

MH HZ 2 M UIE AFE3t0] "inventory” %! "dWh_internal" &< HZ

CIlO|E] YHSIRA UIE AFE5H= Insight A‘IH'IOI SOl UK|SIEE "OIHIER|" &
""DIH_INTERNAL" 2= E HZAGO} 5t= &

I'IF

AlZHsE7| Hof|

o| =

-

o

olistz{H 22| Xt2 2 2l8}{of fL|Ct,

EHA|

1. OllA Cllo|E flofstA ZEHof| 2aQlgL| fhttps://hostname/dwh0=|7|A1 hostname 2 OnCommand Insight
CIO|Ef {05t AT EX|El A|ARIS| O|FYLICE

2. QI=o| EfM Xtoj| M * FH{UIE] * 2 S2IStL|C}.

="

Y HE * o}HO| HAIELICY.

24


https://hostname/dwh

Edit Connector

I 1

Encryption: Enabled
Mame: Oci-stglE-s12r2.nane.netapp.com
Haost: Oci-5tg06-512r2 nane.netapp.com

Database username: inventary

Database passwaord: sssssnnee
Advanced w
Save Cancel Test Remove

. Database password * ZE0]| A ""Inventory"™ {2 E A=SLICE
- ME - 2 2L

- "dWh_INTERNAL" %&£ #HZsts{H » 13 * 2 22/3h|}

el 13 B sh30| EAIFLICH
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Edit Connector

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2 nane.netapp.com

Host: Dci-stg06-512r2 nane.netapp.com

Database user name: inventary

Database password: I
Senver user name: dwh_internal
Sernver passwaord: YT

HTTPS port: 443

TCP port: 3306

Basic ~
Save Cancel Test Remaove
6. M 2tz * Lo M LS E LHBL|CH
7. XT g S=IELCt

ODBC #2Z| =& AE5I0] dWh 2= & HZF Rl

Insight AIH{O|A] dWh AF2 XIS 2SS HZASHH H|0|E| YOSRA MHUME RSE
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2. 0l ODBC 2| =70f| BMABILICE c: \Windows\SysWOW64\odbcad32.exe

ODBC Hi|O|E = Zt2|X} SHHO| EA|ELICE.
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User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

IJzer Data Sources:

Mame Platform  Driver Add...

Remove

Corfigure...

An QDBC User data source stores information about how to connect to the indicated data provider. A
g |User data source is onby visible to you, and can only be used on the cument machine.

OK || cCancel ||

3. A|AHEI DSN*E S2/8HL|Ct

A AEC|O|E] AATF HA|EILICE

= ODBC Data Source Administrator (32-bit) Iil

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Platform  Driver Add
dwh_capacity 32+t MySCGL ODBC 5.1 Driver

dwh_capacity_efficiency 32-bit MySGL QODBC 5.1 Diiver Remove
dwh_cloud_cost A2-hit MySCGL ODBC 5.1 Driver

dwh_fs_util A2-hit MySQLODBC 5.1 Driver

dwh_inventary 32t MySGL ODBC 5.1 Driver Configure...
dwh_performance 32bit MySGL ODBC 5.1 Driver

dwh_ports 32+bit MySQL ODBC 5.1 Driver

An QDBC System data source stores information about how to connect to the indicated data prowvider.
g A System data source is visible to all users of this computer, including NT services.

OK || Cancel || Aopy || Hep |
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MySQL Connector/ODBC Data Source Configuration -
AN -’

e

MH 3 '.—..”.
Connector/ODBC T

Connection Parameters

Data Source Mame: m |
Description: | |
SErver: |In:3|hust | Port; | 3306 |

User: | dwh |

Pass'ﬂ'ﬂrd: | SRR ERERES |

Database: |dWh_EF'ECi‘L'5-' vl | Test |

o ][ o J[ w0 |

6. 2% * WO M Y52 YHBILICL

ADIE FIE 9l o1z 2391 X| &

—

| o=
L-O

OnCommand Insight= CAC(AOIE FtE) 9
ALEXIE 21EY = JSLICE Ol2et 7| sE ALE5t

£ ALESHA In S|ght MHol| 23015H=
H A|2RS -0l 0F BfLIC,

L

CAC U QIZME X|2ISIEE AAHIS AT S OnCommand Insight2] M MM S EHMSHH HEIRX{0f 7|2 i3t
AXE7E BAE|Of AFEXE7E MEHEE o~ QU= TR Q1B N 553 NS ELICE o|2{st 21Z M= OnCommand Insight
MEOM A2[E 4= A= CACIM EEet 7Hel M HES 7|HCZ HEZELICH (HRE22| 22 ThY ME S M0|
UAELICL 7|2 M2 Internet Explorers= SHLHEH MEH 32* AL 0| ChE} AXIE AL{EL|C}

@ CAC AIE2Xte| 2R ANLE FIE0f= AMEIE = = CAQE LA £ U= ASMIE 42 7H JELICH
off CHet CAC @IS MQILICE identification AFE3lOF SL|CE.
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A4 CAC U 2IEM X[E2 L3 7|8 Kt' EME HZSHIA|2(Support login required).

* "OnCommand Insight0il LH$ CAC(Common Access Card) 2152 FM5H= "

* "OnCommand Insight Cl|O|E{ {[0{5t A0 CHEt CAC(Common Access Card) Q152 #dst=
e

(D * "CA(RIZ 7|2 ME OJ’SA‘I% 0FS0{ OnComand Insight % OnCommand Insight G| 0|E
SR A 7.3.x2 7t dHH"

* "Windows @A E| MX[El OnCommand Insight 7.3.X LHO|A] XpA| A/HEl CISAME CtE
HFEHw

rir

* "Cognos CA(2!Z 7|2h) ME 215 ME OnCommand Datawarehouse 7.3.3 0| A0 Z 71 Q&=
HieHn
od

ADIE 7tE Sl BN 2101 9|3t SAE 14
ADIE 7HE(CAC) & QIE N 20212 X|A5tHH OnCommand Insight ZAE 1M S
=ZsljoF gLt
Alxrst7| Hof
* A|AEIO|A LDAPE 2 stsf{of ShL|Ct.
* LDAPQILICt User principal account name £82 AFEXL D7} Z&HEl LDAP ZEQF U X[sHOF fL|Ct.

A4 CAC U 2IEM X[E2 L3 7|& Kte EME XA 2(Support login required).

* "OnCommand Insight0i| CH$F CAC(Common Access Card) Q152 FASH= "

* "OnCommand Insight Cl|0|E{ {[0{5t A0 CHEt CAC(Common Access Card) Q152 #dst=

cal
(D * "CA(%! % I‘E) ME ASME %01 OnComand Insight 2 OnCommand Insight H|0|E
A0S RA 7.3.x2 7t 2= YH"
* "Windows S A E0| AX|=l OnCommand Insight 7.3.X LHO|A] XtH| MHEI AISME OtE=
HpEHn

* "Cognos CA(2!Z 7|2h) ME 215 ME OnCommand Datawarehouse 7.3.3 0| A0 Z 7=
e

THA|

1. & AF2EILICE regedit OIN BIX[AER| Zt2 +Hst= SEE|E[QL|Ct
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java:

a. jvym_option2 HALLICl DclientAuth=false & MEHSIL|Ct DclientAuth=true.

2. 7| &AL oS MABIL|CE c: \Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

3. EXHS=HH T2EOES HLIC} Run as administrator
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- KHM| MM =l Q1B M MK c: \Program Files\SANscreen\java64\bin\keytool.exe -delete

-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

M CIEAM MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1ocalityNamel, S=stateName, C=countryName"

QIZM ANHE QH(CSR) MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
-sigalg SHAlwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

- 6 A0l M CSRO| Bletel = QIFZME 7t 2 CHS Base-64 YAILZ ASME LHELH 2 of F&L|CH

"C:\temp" named servername.cer

7| MEL0|A QIBME FERILICEC: \Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

P12 DU 7HQ! 7|E FESLICH openssl pkesl2 -in "C:\temp\file.pl2" -out
"C:\temp\servername.private.pem"

7THAOA LHEH Base-64 QIS AME 712! 7|2 HLICEH openssl pkesl2 -export -in
"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
"C:\temp\servername.new.pl2" -name "servername.abc.123.yyy.zzz"

etz QIBME 7| N HAZE 7P FLICE c: \Program Files\SANscreen\java64\bin\keytool.exe
-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

FE QIZ XN 7FH27|: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"

ZEE QB ANE MHE 7k ZLICE. trustore: C: \Program
Files\SANscreen\java64\bin\keytool.exe -importcert -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<email certificate>.cer" -trustcacerts -alias "alias name"

F BN 7t R7|: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"
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a. HH HoM 2 O|SELICt . . \SANscreen\cognos\analytics\configuration\certs\

b. £ AFEYLICt keytool ME|E = U= CAE LIgst= REEIEL . .\..\ibm-
jre\jre\bin\keytool.exe -list —-keystore CAMKeystore.jks —-storepass
NoPassWordSet
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a. cd ""Program Files\SANscreen\cognos\analytics\bin"

b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\root.cer
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a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe -exportcert -file c:\temp\cognos.crt -keystore

cognos\analytics\configuration\certs\CAMKeystore-storetype pkcs12-storepass NoPassWordSet-alias
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C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer



LU O = O|2{et tHA|= off Y El Cognos QBN 7HK 7| ZE2M|AS| YR Z SHEILICE "Cognos CA(RIE
7|2 ME 215 M E OnCommand Datawarehouse 7.3.3 O|AC 2 71K 2 E HpeHn

ADLE 712 9l 91EM 27012 98 ClO[E] Y0f3tRA T

E(CAC) Y 2IEAM 2212 X[ASHES OnCommand Insight | O|E{ £|0{5t2A
X

* A|AHIGM LDAPE &M 3}alofF BHLCY.

* LDAPRILICt User principal account name {42 AMEX(C| ME ID HZIh ZoHEl LDAP HEQ}
U X|sHoF rL|Ct.

HEOAM get AC01| KEE ek 0|F(CN)2 YutN o= CH3u 22 ALt flrst last.ID. 2t&2
UL LDAP HEQ| A2 sAMAccountName, O] HAI2 {2 ZiL|CL 0|28 HEQ| A2 OnCommand Insight=

cnsO|A ID HSOF =ESHL|CE

A4 CAC U 2IEM X[E2 L3 7|& Kt' EME HEZSHIA|2(Support login required).

%2

* "OnCommand Insight H|0|E{ 90152 A0 Lt CAC(Common Access Card) 2152 #d5t=

Ch=h
@ . "CA(?_% 7|:'£) ME ‘&%H% 1501 OnComand Insight % OnCommand Insight Gi|O|Ef
SR A 7.3.x2 71 g

* "Windows @A E0| X|E OnCommand Insight 7.3.X LHOI|A] XtX| MEEl QISME BtE=
B

* "Cognos CA(2!Z 7|&) MH 215 ME OnCommand Datawarehouse 7.3.3 O|AIQ 2 It Q=
HFEH
od

THA|

1. regeditE AH23t0] Q| 2|X|AEZ| 2t SHELICH
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java

a. jvm_option2 HALLICI -DclientAuth=false & ME{EIL|C} -DclientAuth=true.

o
=
Linuxe 2L £ £=H™ELICt clientAuth OH7H B4~ in /opt/netapp/oci/scripts/wildfly.server
2. CA(RIZ 7|#)E tlO|Ef oSt A trustoredl| F7HEILICEH
a. HH XM 2 O|SELICt . . \SANscreen\wildfly\standalone\configuration.

b. £ AFSTILICH keytool MME[E & = CAE LIESt= REE|E|: C: \Program
Files\SANscreen\java64\bin\keytool.exe -list —-keystore server.trustore
-storepass changeit

40


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

2} o A i Hoj= CA €& S LIEIHLCE
C. ARt F2 CARUSAM MY (LMo = A)S MSELICH .pem IHY. G[O[E] YOI A M2t 4= U= CALL

I-7}|| __IL7HO| CAE E°|‘0|-E=ID=| =2 XFI'é‘l.Alklg
.\SANscreen\wildfly\standalone\configuration & AF2ELICt keytool 7tHL7| HH:
C.\Program Files\SANscreen\java64\bin\keytool.exe -importcert -keystore
server.trustore -alias my alias -file 'path/to/my.pem' -v -trustcacerts

ook

my_aliasE YHHO = oM CAE &H| AME5H= BAQLICtkeytool -list &S

3. OnCommand Insight AMHO|A & 22I8L|Ct wildfly/standalone/configuration/standalone-
full.xml Ol A verify-clientS "requested"Z H|0|ESH0] IHUS X sljof ShL|Ct
/subsystem=undertow/server=default-server/https-listener=default-httpsCAC
InS|ght A'll:HOﬂ §1°|o|-_l I-IJHO} D=|E=IO AloHoH__ll:I-_

g4t

0S ATEE

Windows <install
dir>\SANscreen\WildIfly\bin\enable CACforRemoteE

JB.bat 2 EZSIMAIR

2l=A /opt/netapp/OCI/WildIfly/bin/enable CACforRemoteE
JB.sh 2 XA

IS cHA|2 RIgstz| Foi| Wildlfly M| JZE7t 2t 2 wf7bx| 7|Chiu|ct,

—

|>
|U
u
Im
M
>
0%t
Of
ot
1

4. OnCommand Insight A\tHHE CFA| A|ZFEtL|CE,

AOIE 7tE 8 215 M 21215 #[¢t Cognos +4(OnCommand
Insight 7.3.5 ~ 7.3.9)

Cognos A{H 0| EH?. ADLE FIE(CAC) & @IZ M 2212 X[ EE OnCommand Insight
CIO|E| 0ot RA FHS =H 8l OF 2hL|Ct.

AlZfo7| Hof|

O] EXt= OnCommand Insight 7.3.5 ~ 7.3.98 &l3ist= A|AHI0| HEE/LICE.

41



A4 CAC U 2IEM X[E2 L3 7|8 Kt' EME HZSHIA|2(Support login required).

* "OnCommand Insight0f| ¥ CAC(Common Access Card) 2152 F1A5H= "

* "OnCommand Insight H|0|E{ ¥I[0{5I A0 CHSH CAC(Common Access Card) 2152 T45t=
|:||-|:l|:‘-|u
@ * "CA(2IE 7|2 ME OJ’SA‘I% 3HS0{ OnComand Insight %! OnCommand Insight H|O|E{
SR A 7.3.x2 7t dHH"
* "Windows @A E0]| A%|El OnCommand Insight 7.3.X LHO| A XtA| MEEI QISME BtEE=
HpEHn

* "Cognos CA(2!Z 7|&) MH 215 M E OnCommand Datawarehouse 7.3.3 O|AO 2 I =
HpeH o

oHA|
1. Cognos Trustoredl| CA(2IZ 7|2 E FItgLICt.
a. HE &AM 2 0| SELICt . .\SANscreen\cognos\analytics\configuration\certs\

b. £ MEELICt keytool ME|E £ U= CAE LIBSH= REEIE]: . .\..\jre\bin\keytool.exe
-list -keystore CAMKeystore.jks -storepass NoPassWordSet

2} EO| M Hmj thoj= CA E& S LIEMHLCL
C. Mgt oo| gl= B CAASA mtE(YEE 2 A)S MISYLICH . pem It

d. OnCommand Insight2| &2(& 4 = CARt B 14| CAE Zalst2{™ O 2 0| SELCH
.\SANscreen\cognos\analytics\configuration\certs\.

e. E MEYLICt keytool 2(B) 7tHE REE|EIQLICH .pem IHY: . .\..\jre\bin\keytool.exe
—importcert -keystore CAMKeystore.jks -alias my alias -file 'path/to/my.pem’
-v —trustcacerts

my alias = YHHOE 0N CASE & AEo= HHYL|Ctkeytool -list &S,

HJIHJ
FIF
=
=
Rl
N
-
m
_|,__

=) H E LHYLICH NoPassWordSet.
g ' yes UABME HEE + A= AUX E= HIAIX|IZF BAIELICH
HYMSILICE . . \SANscreen\bin\cognos cac\enableCognosCAC.bat

=
=
3. CAC ZEE dijH|st2{H E HHBICt . . \SANscreen\bin\cognos cac\disableCognosCAC.bat

AOIE 7tE 8 15 AM 21210 Ciet Cognos +4(OnCommand
Insight 7.3.10 0| &)

Cognos A{HO|| Ciiet ADLE FHE(CAC) & @15 A 21212 XA ES OnCommand Insight
CllO[E] AUOSIRA S X el oF ghL|Ct.

42


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

AlZfot7| ol

O] EXt= OnCommand Insight 7.3.10 O] &2 &

0%
FIF
>
0=

AHof HEELIC

A4 CAC U QIBM X[H2 L2 7|& Kt' EME XY A|2(Support login required).

* "OnCommand Insight0f| CH$F CAC(Common Access Card) 2152 7145H= "

* "OnCommand Insight Cl|O|E{ 2]|0{5tRA0| LSt CAC(Common Access Card) Q158 T1A45H=

e
@ * "CA(QIZ 7| M °|x*‘|% %01 OnComand Insight 2! OnCommand Insight H|O| E
SR A 7.3.x2 7t BHH"
* "Windows A E0| AX|El OnCommand Insight 7.3.X LHO| A XtA| MEEI QIS ME BtEE=
HpEH

* "Cognos CA(2/Z 7|2hH NH 215 ME OnCommand Datawarehouse 7.3.3 O| MO 2 JIH Q=
HpE

THA|
1. Cognos Trustore0f| CA(?1Z 7|&H)E Z=7}gtL|Ct.

a. HH HoM 2 O|SELICt . . \SANscreen\cognos\analytics\configuration\certs\

b. £ AF2ELICt keytool MEE 4= U= CAE LIGSH=E REZIEl: . .\. . \ibm-
jre\jre\bin\keytool.exe -list —-keystore CAMKeystore.jks -storepass
NoPassWordSet
2t Zo| A iy thoj= CA HA S LIEFHLICE

-

o
1A
oot

fot mol gl= 32 CAQUSM T (RHHC 2 A)S MISELICH . pern TH.

d. OnCommand Insight2| A2(& 4 U= CALt B 24| CAE Eatst2{™ O 2 0| SELICt
.\SANscreen\cognos\analytics\configuration\certs\.

€. E AEZLICt keytool 2(E) 71N SEZIEIQULICH .pem TFY: . .\ .. \ibm-
jre\jre\bin\keytool.exe —-importcert -keystore CAMKeystore.jks -alias
my alias -file 'path/to/my.pem' -v -trustcacerts

my alias = YEMEOZ 0N CAE & AlESt= AL Clkeytool -1ist &&.

£ == HIAIXIZF LIEFLE

2
rulru

QU2TIL|CE NoPassWordSet.

(o]

o

rE ot
DY

es QIBME MY £ U= AUX| = HIAIX|Z EAIELICE
2. CAC HEE &d3lstH L3
a. ot3 EHAofl 2k CAC =230t

* Cognos T ZI2(AF2Xt= A|AH! 22| Xt 2 E(0fl: cognos_admin)di| £3H0F &)

* (7.3.10 ¥ 7.3.110{|2t Bt

* (7.3.10 & 7.3.1104|2F St

* H2te*XE HaLrth

mjo
Hoo
OOI'
gt
-
il

r|-J

)5 74> A A B> HOrS Z2igh |t

E270}2 2|C|3M URLO CHsH cacLogout.html & Y=HELICEH - ME

43


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

b. 4% . \sANscreen\bin\cognos cac\enableCognosCAC.bat
C. IBM Cognos AH|AE A|ZFEFLICEH Cognos AH|AZF A|ZHE! Th7bX| 7|CHRILICE.
3. CAC ZEE s{dlstHH LSS S™RLICH

a. M3 . \SANscreen\bin\cognos cac\disableCognosCAC.bat

b. IBM Cognos AH|AS A|ZHEELICE Cognos AH|AZL A|ZHE! Th77bX| 7|CHILICE.

C. (7.3.10 % 7.3.110f|2t 8i'T) CHa THA[Of| 2t CAC 2012 H[0|X[E 4 s AL Ct.
* Cognos X& 2O2(AEXt= A|AH 2t2|Xt 2 (0l: cognos_admin)of| £3of &)
* 2E)\ - T - AAEN - Hots SEIELCH

* 2702 2|C|AM URL\ — X 0| Ci3l cacLogout.html S l2istL|Ct

SSL RIZME 7150 Cl|O|E] |05t A 3 Cognos 2HA0| Lt &t El 015 3 A=stE
2ot = ASLCE

AlZfst7] ol

[>

0| EXH= OnCommand Insight 7.3.5 ~ 7.3.98 A aist= A|ARIN| HEE/LICH

A4 CAC U 2IEM X[E2 L3 7|& Kt' EME HEXZSHIA|2(Support login required).

* "OnCommand Insight0f| CH$F CAC(Common Access Card) 2152 1A sH= "

* "OnCommand Insight H|0|E{ 90152 A0 Lt CAC(Common Access Card) 152 #d5t=
Chh
@ * "CA(RIZ 7| ME IBME T %01 OnComand Insight % OnCommand Insight H|0|E{
SR A 7.3.x2 71 Hitd

* "Windows @A E0| X|E OnCommand Insight 7.3.X LHOI|A] XtX| AHEl QISME CtE=
B

* "Cognos CA(2!Z 7|&) MH 215 E OnCommand Datawarehouse 7.3.3 O|AIQ 2 It =
HFEH
od

1. o A S MMBILICt . . \SANScreen\cognos\analytics\configuration\cogstartup.xml.

2. ofzio| "certs™ ! "csk™ EC O MAS THELICH . .\
SANScreen\cognos\analytics\configuration.

44


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

w

[}

- CognosOiiA] 215 2f=st RES MERfLICt 22X CMD BoA tHES AAELICH

I'

a. CD “\Program Files\sanscreen\cognos\analytics\bin”

b. ThirdPartyCertificateTool.bat -java:local -c -e -p NoPassWordSet -a RSA -d
“CN=FQDN, O=orgname, C=US” -r c:\temp\encryptRequest.csr

N

. B GLICt c: \temp\encryptRequest.csr MHE FHXE MAZ THF0| SALILICE

5. SSL QIZME o2 H encryptRequest.csr2 CA(Q!IS 7|2hof| EHL|CE.

"san:dns=FQDN(0: hostname.netapp.com)"" SubjectAItName§ FItSHAH =7t £4)2 FI16oF gLICE
Google Chrome HZX 58 0| A0l A SubjectAltNameO| 215 M0j|A F2iz|H E0tS FA|EL|C

6. PKCS7 ¥AI2 AI85I0 RE AZME ZEAAH M2 ABME CHREESLCE

FQDN.p7b It20| CH2 2 EEL|Ct

\‘

. CAO|M p7b HAI9| QAIZME 7HMZLICt. Cognos Webserverl| 215 M Z EA|SH= 0|28 A EfLCY

ThirdPartyCertificateTool.bat 0| A K| X[QIS 7HM K| ZotEE HE QIEME LHELH2{H o2 THA| 7t
ZQSfL|CH CHaat 2o HelS HEAM o= LHELHAM 2Lt

o

a. ""Crypto Shell Extensions"0l|A| .p7b 2IZAE HLIC}.

b. 1% &of| M "QIZM"E FHELICE

c. RECA>2E X > LELY|S 0IRA Q2% HEOR Z2/#ct
d. Base64 £ g ME{RILICE.

NE Aot TH 0|S S YRiBfLIC,

—h 0]

b Hu

rn - |m

o ro
o oY ol

>

]

oAz He 2 LIEL{2{H 8a-8CHAIE Htm gL |Ct

Q@
H
ne
°

2 mediateX.cer % cognos.cer 2 X|&gtL|Ct.

ot A= B2 0| BHHAE RAISHALE, JEX| 242 root.cer?t mediateX.cerE 25 StLS|

©
O
>
ro
ol
>z
N

=
ne
Hu
0%
ot
Lot
C o

o

—_

a. M2 Z0|A intermediate.cers €11 LIS SAFELICE
b. HZE0f| A root.cersE E11 9a2| ZHIXE XN EEL|C
C. IS CA.CERZ XA EtLICE,
10. 2t2|Xt CMD ZEZEE AH83l0] Cognos 7| MEAE QABME 7t ZL|Ct
a. cd ""Program Files\SANscreen\cognos\analytics\bin"

b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\\temp\CA.cer
J2{H CA.cer?t RE QIF 7|22 HFELICL

—

c¢. ThirdPartyCertificateTool.bat - java:local -i -e -r c:\temp\cognos.cer -t c:\\temp\CA.cer
O|Z 7| 3I™H Cognos.cer 7t CA.cer O 2Jsff MEEI A3 QISMZ M™EIL|CE

11. IBM Cognos 714 gLIC}.
a. 24 7N - =9t ., 253} -, Cognos £ MEASIL|CE

=)
b. "Use third party CA?"E HZAZLICL E TrueZ HAEILICEH

45



c. 18NS NMEELICL
d. CognosE CHA| A|ZFgtL|CE
12. 22| CMD ZEZEE ME3t0{ %4l Cognos 215 AME cognos.crt=2 L EHL|CE.

a. "D:\Program Files\SANscreen\Java\bin\keytool.exe" -exportcert -file " c:\temp\cognos.crt" -keystore
"D:\Program Files\SANscreen\cognos\analytics\configuration\certs\CAMKeystore" -storetype PKCS12-
storepass NoPassSet-alias &%= 3}

13. 22| CMD ZEIXE X2 AR3}0] "c:\temp\cognos.crt™S dWh trustore2 7tX2HA Cognos2t DWH 24|
SSL 5S4l ™ Ef

=

a. "D:\Program Files\SANscreen\Java\bin\keytool.exe" - importcert -file ""c:\temp\cognos.crt" - keystore
"D:\Program Files\SANscreen\standalone\configuration\server.trustore" - storepass changeit -alias
cognosert

14. SANscreen AH|AE CHA| A|ZFgEL|CY,

15. DWH 2 £l35t06{ DWH7t Cognos?t SAI5H=X| =HQlgiL|Ct.

Cognos 3 DWHO CHslf CA ME SSL 21Z A 71X 27((Insight
7.3.10 O| &)

SSL 2IEME F71510] Cf|0|E {I0{SHRA Bl Cognos &tZ 0] Cier SFAE Q1F 3l A3 E
o

sty = ASLCE

AZfSE7| o
0| EXH= OnCommand Insight 7.3.10 O| &2 M&ist= A|AHIO| MEE/L|CH
A4 CAC U 2IEM X[E2 L3 7|8 At' EME HEZSHIA|2(Support login required).

* "OnCommand Insight0f| CH$F CAC(Common Access Card) 2152 71A5H= "

* "OnCommand Insight H|0|E{ 90152 A0 Lt CAC(Common Access Card) 2152 #d5t=
|:||-t'|:|-|||

rr

* "Windows @A E0]| AX|El OnCommand Insight 7.3.X LHO{|A] XtA| MBEI QIS ME THE
HpE

* "Cognos CA(2!Z 7|&) MH 215 ME OnCommand Datawarehouse 7.3.3 O|AIQ 2 It =
HFEH
o-d

1. IBM Cognos 7+ E=FE AF230] CognosE S XIBtLICt. CognosE E&LICEH

46


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

2. o HAS MMBIL|CE . . \SANScreen\cognos\analytics\configuration %
.\SANScreen\cognos\analytics\temp\cam\freshness Z0O.

3. CognosOllA| QIE M 2=t RS MMStL|Ct 22|Xt CMD HoM L3S 4%

oot

Lt
a. CD “\Program Files\sanscreen\cognos\analytics\bin”

b. ThirdPartyCertificateTool.bat -java:local -c -e -p NoPassWordSet -a RSA -r
c:\temp\encryptRequest.csr -d “CN=server.domain.com, O= NETAPP C=US” -H
“server.domain.com” -I “ipaddress”.Z&1: 7| -H2} -l= DNS % ipaddress2t 22
subjectAltNamesS F7+8tL|Ct.

4. E GLICt c: \temp\encryptRequest.csr MMHEl FHXE IIAZ THS0{ SALEILICE,
9. encryptRequest.csr ZHIXE st CA M ZTHE AME6I0 ASME MMt
6. PKCS7 HAlZ A85I0] RE QIS ME ZeAAH N2l QISME CHRESFLC

FQDN.p7b It0| CR2EEL|Ct

7. CAO|M p7b HA9| QIZME 7HMZLICt Cognos Webserverl| 21ZMZ EA|StH= 0|52 Ar28tLCH

8. ThirdPartyCertificateTool.bat Of| Al A| H[QIS 7t X| ZStEE ZE QBSME LHELHZ{H o THA|7t
LQPtL|Ct CHSa 20| MQIE JHEX O R LHELHA 2refL|Ct,

a. "Crypto Shell Extensions™0l|A] .p7b 2IZAE HLIC

b. 1% Kof|lM "ASM"E FELICE

Cc. RE CA> ZE ¢ > L{ELY|E DIRA QEZ HEQE Z2SLIC}
d. Base64 £ MEHEL|CE.

NE Aot Tiel 0|58 YipiLict,
=
=

D
n
Im
ro

certeZ2 HEZ LHELY2{™ 8a ~ 8e THA|E HH=TILICE

b4
rin
o
ou - o O
R

@
=
ne
°

£ mediateX.cer % cognos.cer 2 X|™EtL|C}.

OF Ql= AR 0| THA|IE R A|SH7LE, O K| QO™ root.cer?t mediateX.cers 25 LI

©
HO
e >
u re
EOIH
0% >
% g
Lot —
- o
oL

Ol A root.cerg €11 LHES SAFEILICE

o
i
0>‘| 0H

o

b. M2 A23t0] intermediate.cers €11 9a(57t @M & RE CI2)9 2HIXE X7t Ct,
C. MU S chain.cer2 MZStL|CE.
10. Zt2|X} CMD ZEZEE ARSI Cognos 7| ME AR QIS ME 7t SLCt,
a. cd ""Program Files\SANscreen\cognos\analytics\bin"
b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\\temp\root.cer
c. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\intermediate.cer
d. ThirdPartyCertificateTool.bat - java:local -i -e -r c:\temp\cognos.cer -t c:\temp\chain.cer
11. IBM Cognos 7+42 HLILCL.
a. 2Z4 7Y -— 2o -— 2429} -— Cognos £ MEHRIL|CY
b. "Use third party CA?"E HZAYLICL E TrueE HEELICE

c. 4= MEELICE
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d. Cognos& CHA| A|RFRFL|CE
12. 22| CMD ZEZXEZ AF3}0 %|Al Cognos 2!ZME cognos.crt2 L& HL|CH
a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe -exportcert -file c:\temp\cognos.crt -keystore
cognos\analytics\configuration\certs\CAMKeystore-storetype pkcs12-storepass NoPassWordSet-alias
encryption

13. 0|l DWH MH ERIAEONE

BHRADIL|CE. . \SANscreen\wildfly\standalone\configuration\server.trustore

14. 22| CMD ZEIZE %2 AME3H0] "c:\temp\cognos.crt™E DWH trustore2 7tX{2tA Cognos®2t DWH ZHof|
SSL 412 d™gfL|ct.
a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe - importcert -file c:\temp\cognos.crt -keystore
wandiderfly\standalone\configuration\server.trutstore -storephass changeit -alias coclnos3rdca

15. SANscreen AH|AE CHA| A|ZFEfLICE

16. DWH A2 £H35t06{ DWHZ} Cognoset EAIsH=X| 2QlstL|Ct,

17. sl AB AT HAL| T 7|2 Cognos Q1AM = HEEX| Y2 A0 CHS THAIE fESoF gLICh %X ¢to
O
=

Cognos?}t M SANscreen 1Z A0l CHslf E2HS H[7|SHHL DWH M S ‘dMe 4~ giSLICH

a. cd “$SANSCREEN HOME$cognos\analytics\bin\”

b. “$SANSCREEN HOME%java64\bin\keytool.exe” -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalone\configuration\server.keystore”
-storepass changeit -alias “ssl certificate”

\\

C. ThirdPartyCertificateTool.bat -java:local -i -T -r :\temp\sanscreen.cer”

YdtMO 2 0|21t tHA|= off MHEl Cognos Q1A 7t 7| TEMAL| AL Z SHEILICt "Cognos CA(R!IE
7|2 M 215 ME OnCommand Datawarehouse 7.3.3 0|49 2 71 2= "

SSL Q1SN E 7t 2= SYULICE

SSL QIZME F715t0d OnCommand Insight 2tZ2| HotS Z2tst7| ¢l ghatEl 215 9l
A (o] JKLJE}
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1
;
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F(1024H|E)S SF5t=X] ehelstiof LTt

Of Zkoi| Chol

O HXIE s&st7| Hof| 7|1E E WAHMNOF HLICH server. keystore IIY U Wi O|ES
@ X|HELICt server.keystore.old. & &4 EE= &4 server.keystore Insight A{HHE CHA|
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oz 5|8 5 ASLICH

48

H


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

o

1.

4

5.

Al

HE 7| ML oo SAEE PHELICH cp c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore.old

7 MEAS| LHES LIERILICE c:\Program Files\SANscreen\java64\bin\keytool.exe -list

-v -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. 2= E E= HA|X|7} LIEILIH £ = SLICt changeit.

7| MEAQ LHEO| HEAIELICE 7] ME A0 QIE X7} St Of&f RU0{OF ©ILICH "ss1 certificate™.

E MHAELICE "ss1 certificate”: keytool -delete -alias "ssl certificate" -keystore
c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore

M 7| M4 c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias "ssl
certificate" -keyalg RSA -keysize 2048 -validity 365 -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

41} 0|2 = HIAIXIZF LIEILIH A3t = FQDN(Eete =0Ql 0|F)S Lt
2] 8l 22 70 chet ohE YEE MSYLCH

* =7h oY =712 & 2XHSO 40{(6]: US)

* A/ ZRO] ZAF AKX 7 @I K| eE Al/=2f O|F(Ofl: DHARRMIEZF)

* K| 22| ZAF AXHK|(]: Waltham)2| O] SR LILCY.

* 2 0|8 M2l O|E 2 ARe =Z[2| 0| F(0l|: NetApp)

* I G| 0|2 QIBME A BE BM = OF2| 0|5(0ll: XI¥)

* 0|2l O| S/t 0| F: MH 2| DNS Z=2|0f| A== FQDN(M: www.example.com) A|A&IO| CHZ 1}
FAFeE HE 2 SEEILICH Is CN=www.example.com, OU=support, O=NetApp,

=

=Waltham, ST=MA, C=US correct?
C. £ YAEILICt Yes CN(Common Name)O| FQDN1t 22 AL
d. 7| 43 E = HAIX|7t LIEILIH QS E UASIHLE Enter 7|18 2] 7|E 7| NEA LS E ABELICH

CIZM - MY MAM: c:\Program Files\SANscreen\javaé64\bin\keytool.exe -certreq
-alias "ssl certificate" -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
c:\localhost.csr

£ 22I8LICt c:\1localhost.csr file 2 M2 MME OIS M @& mMAUQIL|CE

k

E MEZLICE c:\localhost.csr S22 ?Idi CA(RIZ 7|20l Tt S X &ehL|C.

QIZEAN QX mU0| SQUEH oA AUBSME BHetStEE BILICH . der YAl THAUO| 2 H2HE! £ Q110 BISE[X|
U2 25 UASLICH . der THY. 7|2 O HA2 QIL|Ct . cer Microsoft CA AMH|AQ| AL,

Ch2o| 0| CAS 2E CAS Egfolo] A2z 4 9l BY HIS ALSBILICE 0| UL il mafel
AEfQILICE O] QIF A= F7H CAZLT Shs 3 7H| Bk9l CAOH CHohAIEt IS Mol HHRSLICH
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10.

50

A AZ| H|Qlof| CHEE 27K 7|(2ASM)E 20{0F BLICE =, OnCommand Insight AH 2| Q15 A0f| M HE CA2)
QIZ M XX RE CA0| SE38= CAZt BE S ME Hojof ghLct,
L& ZHME ME RHE MET o CHS & SHLIE ghg = Y&LITH

= PKCS12 o elL|ct

A
° A.zip HE THEMBE ASM Zeh)at M2 MM ZE S ASME Zeldh= THALIC

S8 USME Ho{of ghL|Ct.

server.keystoreOl| CHS SQIEl Q1M E 7HHZLICE C: \Program
Files\SANscreen\java64\bin\keytool.exe —-importcert -alias OCI.hostname.com
-file c:\localhost2.DER -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. HAIX|ZF EAIE[H 7| ML G E LHAYLICE

CtS IA|X[7F EA|EILICE certificate reply was installed in keystore

- Mol CHs S2lE QB ME JHMSLICE. trustore: C: \Program

Files\SANscreen\java64\bin\keytool.exe —-importcert -alias OCI.hostname.com
-file c:\localhost2.DER -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore"

a. MA|X|7} EA|Z|H Trustore =S 2ATHL|CL.

CHS HIAIX[Z7F EA|EILICE certificate reply was installed in trustore

]
H

ZL|Ct saNscreen\wildfly\standalone\configuration\standalone-full.xml I}:

CHE EA EXIE S tHAILICE alias="cbc-0ci-02.muccbc.hg.netapp.com". 0| & ™ CtS1}
ZbAL|C
Ed

<keystore path="server.keystore" relative-to="jboss.server.config.dir"
keystore-password="${VAULT: :HttpsRealm: : keystore password::1}" alias="cbc-oci-
02 .muccbc.hg.netapp.com”" key-
password="${VAULT: :HttpsRealm: : key password::1}"/>

SANscreen AH AH|AE CHA| A|ZFEEL|CY
Insight7} A3HE|™ XI24| OI0|22 22I5t0] A|AHRIN| HX[E QAIBME & = USLICE
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NetApp2 Of EXt2 CIX|E QIEM 07t HAECt D 28e 4= |ISLICE NetApp2 Z|E AHEXL I3 AH|0] 49
T4 UHSE Mo 5= YELICH LS f?z*o ALE[RE DEfd EYAL.
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° Microsoft Internet Explorer2t Google Chrome 25 Windows0l|Al Microsoft2| 7|2 215 A 7|
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B2t o AFEXOf|A|

Argxtel Q1A
A QI atol A A3t

EZIAE0|2 FABH
ol= M2 mHE|el of2{3t

ASAM Z1It At2tELICE

° Java ¥ Mozilla Firefox0ll= XHA| QIS M HE AT A&LICH
A AH! 22|XI7F CA OJ?EH olz{st 28 TZ IO ME|F £ QY2 %H XMEL0| XSO 2 £HSHK]
e AL K| MHE °|"‘A17f WH|Z|C2tE ME[E 4 e QIS MZ 28l Firefox EEF—?—HE ArgstH
OIS M Z17t AL MME £ QELICEH ZZIQ 2F M HQIS Tr ustore01I MR|St= HE 27123
AratlL|ct,

Insight CI|O|E{H{|O| A S| ==

Insight G[O|E{H[O|AL| HIO|HE H=
XM=l el ClAER|o MUS SOo{&L|C}

oj2fst X5 Wi x

[ X i = .

Of Zf4ol| thol
* 2 Ak = OCI G|O|E{H|0] A Q| F7E
CH2 Mu{of HQiS X Zreof SHL|Ct. OjZ%

Cl2E2|of| XE5HX| Ot A2,
Q) mtofl= tHE0l ZetELICt.

* M2 ooy

* X|o 722tel 45 HlolH

THA|

1. Insight =7 2S0|A * Admin * > * Setup * 2 2

HHOH A 'II-l
1T H =2 o
ot7| ?lh o Atso = WS AFYY = ASLCH

=7} HH %4% ME s

H

o M= MHOl| 2F7E & B2 InsightOil M AHE5H= Ziat

AICH LI ER|S| TIUS HOIMDE 45 el T4 Hl

2. ol ol offo|e + B2 BBt

3. Weekly Backup M40 A| * Enable weekly backup * 2 MEHEIL|CE.

4. 8491 9x| o] FZE YABLICH 2 Insight MHO| EL Insight MHOIA HMASE 4 2= 917 Mol 2US

£ AL,
o] 9|X| AT Ml XpH|of EEHe|0f YODR CHE AIAHO|A MRS =2zt HS A
() AAHOIN el B0 I%17F HREIHS 4 UBLICH WS 2oIsh S el 91X| MAES Ch

stolstLct.

S. ObX|2 27H EE= OFX|2} 571 S RX|SHAH * Cleanup * S8 S ME4BILICH

6. X% * 2 2Lt
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M5 djo|Ef 0f7t0|YS BABkElE{P CHS TS £HBHIAIR.
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1. =3 220 * Admin * > * Setup * 2 22I8tL|Ct.

2. Backup & Archive * B2 MEHBIL|C}

3. M5 ot7to|E MMoj| M ds OoFFtoE &%t It MEfE|0] QI=X| =HolgtL|Ct,
4. ZHIE O710|E 9{X|E X ™HSHHAIL.
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