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https://hostname/dwh

Edit Connector

I 1

Encryption: Enabled
Mame: Oci-stglE-s12r2.nane.netapp.com
Haost: Oci-5tg06-512r2 nane.netapp.com

Database username: inventary

Database passwaord: sssssnnee
Advanced w
Save Cancel Test Remove

. Database password * ZE0]| A ""Inventory"™ {2 E A=SLICE
- ME - 2 2L

- "dWh_INTERNAL" %&£ #HZsts{H » 13 * 2 22/3h|}

el 13 B sh30| EAIFLICH
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Edit Connector

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2 nane.netapp.com

Host: Dci-stg06-512r2 nane.netapp.com

Database user name: inventary

Database password: I
Senver user name: dwh_internal
Sernver passwaord: YT

HTTPS port: 443

TCP port: 3306

Basic ~
Save Cancel Test Remaove
6. M 2tz * Lo M LS E LHBL|CH
7. XT g S=IELCt

ODBC 2| =7 E AI23t0{ dWh XS E HASL|CH
lnSIght MHEO|A dWh AHEXES] E HZE0IH H|0[H TR A MHONE &S E
| o

A
Zdljof gfL|Ct. ODBC HIO|E A& 22|t =15 AMESH0] H|O|E A0{5tRAS| A E
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AlZst7| Ho|
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THA|

1. ol C|OJE] HO{StRAE SARISHE MHOf| @12 20018 S|},

2. oA ODBC #2| =70f] HMABLICE ¢: \Windows\SysWOW64\odbcad32 . exe

ODBC H|O|E ¥ = Zt2|X} SHHO| EA|ELICE
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User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

IJzer Data Sources:

Mame Platform  Driver Add...

Remove

Corfigure...

An QDBC User data source stores information about how to connect to the indicated data provider. A
g |User data source is onby visible to you, and can only be used on the cument machine.

OK || cCancel ||

3. A|AHEI DSN*E S2/8HL|Ct

A AEC|O|E] AATF HA|EILICE

= ODBC Data Source Administrator (32-bit) Iil

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Platform  Driver Add
dwh_capacity 32+t MySCGL ODBC 5.1 Driver

dwh_capacity_efficiency 32-bit MySGL QODBC 5.1 Diiver Remove
dwh_cloud_cost A2-hit MySCGL ODBC 5.1 Driver

dwh_fs_util A2-hit MySQLODBC 5.1 Driver

dwh_inventary 32t MySGL ODBC 5.1 Driver Configure...
dwh_performance 32bit MySGL ODBC 5.1 Driver

dwh_ports 32+bit MySQL ODBC 5.1 Driver

An QDBC System data source stores information about how to connect to the indicated data prowvider.
g A System data source is visible to all users of this computer, including NT services.

OK || Cancel || Aopy || Hep |




Z220{|A OnCommand Insight H|0|E| 2I2& MEHBHL|C}

5. 7.4 * 2 22yppct

HIOE] 24 1 o}HO| HAIELICY.

MySQL Connector/ODBC Data Source Configuration -
AN -

MH 3 '.—..”.
Connector/ODBC 3‘

Connection Parameters

Data Source Mame: m |
Description: | |
SErver: |In:3|hust | Port; | 3306 |

User: | dwh |

Pass'ﬂ'ﬂrd: | SRR ERERES |

Database: |dWh_EF'ECi‘L'5-' vl | Test |

o ][ o J[ w0 |

OnCommand Insight= CAC(AOLE FIE) =
ABXIE 215 = USLICE of2{et 7|52 AHESIEH Al

o= T A

A2310q Insight MEHO| 21018H=
AEIS AMBHOF S| T}

CAC U QIZME X|2ISIEE AAHIS AT S OnCommand Insight2] M MM S EHSHH HEIRX{0f 7|2 Cist
AL EAIE|O] AF2XF MEE £ Q= Tl Q1B AN SE2 M3 ELICE 0|2{3 @IFE A= OnCommand Insight
MEOf| A MEE 2 A= CAA “*:‘°* 7Hel oI ZM TS 7|He =2 HEZELICL EEe 2 T MEf SMO0|

UESLICE 712X OZ Internet Explorer= SHLZE M E_P!E 2;'0 0| CHS} AMXFE AL EIL|C}.

@ CAC ALEXe| AR ALDIE FIE0|= AME[E £ Q= CAQF LA £+ U= AS A7 o2 7 Y&LICt
Off CHet CAC @IS MQILIC} identification AFE3lOF SL|CE.
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A4 CAC U 2IEM X[E2 L3 7|8 Kt' EME HZSHIA|2(Support login required).

* "OnCommand Insight0il LH$ CAC(Common Access Card) 2152 FM5H= "

* "OnCommand Insight Cl|O|E{ {[0{5t A0 CHEt CAC(Common Access Card) Q152 #dst=

e
(D * "CA(QIZ 7|2 MY OJ’SH% 20| OnComand Insight % OnCommand Insight G| O|E
YOHSIRA 7.3 X2 7HM Q= HitHr
* "Windows S A E0| AX|=l OnCommand Insight 7.3.X LO|A Xt&| MHEI IS ME OlEE=
HpEH

* "Cognos CA(2!Z 7|2h) ME 215 ME OnCommand Datawarehouse 7.3.3 0| A0 Z 71 Q&=
HieHn
od

ADIE IS Y Q1SN 2201 9%t SAE 7Y

ADLE FFE(CAC) & 213 M 2212 X|#5H{™ OnCommand Insight 2AE M S
ol OF 2hL|C.

HJ

AlEst7| ol

* A|ARIOM LDAPE 24 35tf{of ghLCt.

* LDAPQILICt User principal account name HAH2 ALEX} D7 ZoHE LDAP ZE2F 2X|SHOF LT,

A CAC U 21BN X|E2 O 7|& Xtz 2ME XS A|2(Support login required).

* "OnCommand Insight0i| CH$t CAC(Common Access Card) Q152 A= HiH"

* "OnCommand Insight Cl|O|E {[0{5t A0 CHEt CAC(Common Access Card) Q152 #&sH=

e
@ * "CA(QIZ 7|2 ME QIBEME T %01 OnComand Insight % OnCommand Insight C|0|E
YOS A 7.3 xE 7= W
* "Windows @A E0| AX[El OnCommand Insight 7.3.X LHO{|A] XtX| MHE ABSME CHEE=
ok

* "Cognos CA(Q!IZ 7|&) ME 215 AME OnCommand Datawarehouse 7.3.3 0|42 2 7tH &
e

=HA|

1. & AH8EILIC} regedit HA BIX|AER| g2 +Hst= FEE|EIQLICH
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java:

a. jvm_option2 HALLICI DclientAuth=false & MEHSIL|Ct DclientAuth=true.

2. 7| MEA oYU S WARLICE c: \Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

w
A
oA
_O'l
rir
0%

HOETEE ALICI Run as administrator

4. XM MME=l QIS M AK|: c:\Program Files\SANscreen\java64\bin\keytool.exe -delete

29


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

10.

1.

12.

13.

14.

15.
16.

30

-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

M ABM M. c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1ocalityNameI, S=stateName, C=countryName"

RIZA ME QHE(CSR) MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
-sigalg SHAIwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

6EFAI0 M CSRO| BtetEl = QIZME 712 L3 Base-64 HAIQZ QISME LHEL D of 'E &Lt
"C:\temp" named servername.cer

7| MEL0|N QIBME FERILICEC: \Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

P12 Itof|M 742! 7| FE-LICE openssl pkcsl2 -in "C:\temp\file.pl2" -out
"C:\temp\servername.private.pem"

7EHAO| M LHEH Base-64 QIS M E 71! 712t HERLICE openssl pkcsl2 -export -in
"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
"C:\temp\servername.new.pl2" -name "servername.abc.123.yyy.zzz"

el QIBME 7| HEHAZE 7P ELICH c:\Program Files\SANscreen\java64\bin\keytool.exe
-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

FE QBN 7IHR7|: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"

ZE B ME MHE 7k ZLICL. trustore: C: \Program
Files\SANscreen\java64\bin\keytool.exe —-importcert -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<email certificate>.cer" -trustcacerts -alias "alias name"

Ft BN 7k L7]: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"

HE S AS M| Chal of HHAE Hr=gfLict.

O| of|X|2t LX[SHES LDAPO|| =0|QlS X[™ehL|Ct,

MEE CHAl Al EfRILICE
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+=H0| ’é‘ﬂi.”—ll:f. O[0] ADIE FtES AMESHY e B2 S2H0|UE A LRSS FII=2

A4 CAC U 2IBM X[HE2 L3 7|& Kt' EME HZSHIA|2(Support login required).

* "OnCommand Insight0f| CH$F CAC(Common Access Card) 2152 71A45H= "

* "OnCommand Insight H|0|E| {0152 A0| st CAC(Common Access Card) 152 #4st=
HFEH

@ * "CA(IE 7|2 ME IBEME T %01 OnComand Insight % OnCommand Insight H|0|E{
AO{BRA 7.3.x2 7HH 2= YY"

* "Windows @A E0]| AX|El OnCommand Insight 7.3.X LHO| A XtA| MEEI QIS ME BtEE=
HpE

* "Cognos CA(2!Z 7|&) MH 215 ME OnCommand Datawarehouse 7.3.3 O|AOE I =
B
O] =tof| CHah

Ct

gjo
rlo

el Z20|HE TN @7 AtRIL|C.
* ActivClient2t Z2 ADIE Ft= O|S90 AX[( &=
* |IE E2I*X +F- (&=
* Firefox E2t2X +F™( &=

Linux A{H{0f| CHgt CAC 23t

Linux OnCommand Insight A{H{0llX| CACE &-ds}st2{™ R 7HX| =& 0| ER LT}

cHA|
1. 2 0|SELICt /opt/netapp/oci/conf/

2. M¥ wildfly.properties 2| Z/2 HAYLICI CLIENT AUTH ENABLED "M"Q=

3. ofzfiof Y= "RE ABM"E 7t FLICH
/opt/netapp/oci/wildfly/standalone/configuration/server.keystore

>

MEE CHAl AIEFRELICH

AOHE 7hE 9 QIZM 2912 /3 HlOJE] HojstRA 74
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3. OnCommand Insight AMH{O|A & 228t wildfly/standalone/configuration/standalone-
full.xml 0N verify-clientS "requested"Z RICI|0| Est0] IHUS £HslofF THL|Ct

/subsystem=undertow/server=default-server/https-listener=default-httpsCAC A3}
Insight AMHHO|| 2221810 MAES BHES HARL|C

0S ATEE

Windows <install

dir>\SANscreen\Wildlfly\bin\enable CACforRemoteE
JB.bat 2 HZSYAIR

2lEsA /opt/netapp/OCI/WildIfly/bin/enable CACforRemoteE
JB.sh 2 XA

AAREE Mt 2 [IZ HHAZ TS| Hol| wildifly Ml HZE7} eteE mi7tX| 7|CHL|Ct.

4. OnCommand Insight A|[tH{E CHA| A|ZFgtL|Ct

AOE FtE 8l 21ZM 21212 2|2t Cognos T4 (OnCommand Insight 7.3.5 ~ 7.3.9)

Cognos AMH0|| Clifet AOLE FHE(CAC) A 21E3 A 213012 K|St EE OnCommand Insight
CilOE] Yl0f3tRA FHE FHaloF gfL|Ct,
AZFst7| Hofl

0| Ext= OnCommand Insight 7.3.5 ~ 7.3.98 AM3list= A|AEIO| HEE/L|C

A4 CAC A 2IBM X[H2 L3 7|& Kt' EME HZSHIA|2(Support login required).

* "OnCommand Insight0f| Cf$F CAC(Common Access Card) 2152 7145H= "

* "OnCommand Insight H|0|E {0152 A0 it CAC(Common Access Card) 152 #45t=
|:||-|:é-|u

@ * "CA(2IZ 7|&) ME QIBZME PS50 OnComand Insight 3 OnCommand Insight Cl|O|E{
oSt A 7.3.x2 It d

* "Windows @A E0]| AX|El OnCommand Insight 7.3.X LHO| A XtA| MEEI QIS ME BtEE=
HpEH

* "Cognos CA(2!Z 7|2 M 215 ME OnCommand Datawarehouse 7.3.3 0| AQ 2 71 =
HhEn
EHA|
1. Cognos Trustore0fl CA(Q!Z 7|&)E F7tgLICt
a. " HoM 2 O|SELICt . . \SANscreen\cognos\analytics\configuration\certs\

b. £ AFETILICH keytool ME[E 4 = CAE LIEst= REZIEL . .\..\jre\bin\keytool.exe
-list -keystore CAMKeystore.jks -storepass NoPassWordSet

2t 29| W Hmj £Hol= CA 2E S LIEt-LICE
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C. Mgt Io| gl= B CARASA Mt (YEE 2 A)S MSYLICH . pem IH.

d. OnCommand Insight2| &12(& 4= = CARt B7H 14| CAE Zalst2{™ O 2 0| SELCt
.\SANscreen\cognos\analytics\configuration\certs\.

e. £ MEYLICt keytool 2(B) 7tHE REE|EIRLICH .pem IHY: . .\..\jre\bin\keytool.exe
—importcert -keystore CAMKeystore.jks -alias my alias -file 'path/to/my.pem’
-v —-trustcacerts

my alias = YHHOE 0N CASE & AEo= HAQYLICtkeytool -1list &S,

£ == HAIX| 7} LIEFLIH

IHIHJ

= QUEBIL|Cl NoPassWordSet.
9. B yes QIBME MEY = U= AKX 2= HA|X|7F A ELICE
2. CAC ZEE gXMalst{H & MEBILICE . . \SANscreen\bin\cognos cac\enableCognosCAC.bat

=
3. CAC ZEE diH|st2{H E MHPICt . . \SANscreen\bin\cognos cac\disableCognosCAC.bat

ADLE 7tE 8l 1F5 M 23210] Ch$t Cognos T4 (OnCommand Insight 7.3.10 0| 4})

Cognos AH{0]| Cigt AOLE f':(CAC) N QB M EO21Z X|¥SHESE OnCommand Insight
ClOIEf flo{5tRA 7S 6l oF §HL|Ch.

AlZHst7| Hof|

O] Xt= OnCommand Insight 7.3.10 O| &2 Aalst= A|ARIN HEE/L|CEH

A4 CAC U 2IEM X[E2 L3 7|8 At' EME HEXZSHYA|2(Support login required).

* "OnCommand Insightdi| CH$t CAC(Common Access Card) 2152 A sH= "

* "OnCommand Insight H|0|E{ I[0{5I A0 LS CAC(Common Access Card) 2152 T#45t=
e

@ * "CA(QIZ 7|&) MY QIBME T %01 OnComand Insight 2% OnCommand Insight H|0|E
HOISIRA 7.3 X2 THH = "

* "Windows @A E0]| A%|El OnCommand Insight 7.3.X LHO| A XtA| MBEI QIS ME THE

—
HFEH "
od

rr

* "Cognos CA(2!Z 7|&) MH 215 ME OnCommand Datawarehouse 7.3.3 O|AQZ I Q=
B

EHA|
1. Cognos Trustored| CA(21Z 7|2hHE Z=7tgtL|Ct.

a. " HoM 2 O|SELICt . . \SANscreen\cognos\analytics\configuration\certs\

b. £ ABYLICt keytool ME|E 4 Q= CAE LIFSt= REBIEL . .\. . \ibm-
jre\jre\bin\keytool.exe -list -keystore CAMKeystore.jks -storepass
NoPassWordSet

7} Zo| X WA EHOj= CA HHS LIERHLICH

34


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

f.

g.

a.

b.

C.

3. CAC REE 8liA|st2{H 22 ¢

a.

b.

Hetoh ool gl 32 CAQUSAM T (RHHCZ A)2 MISELICH . pern TH.

. OnCommand Insight2| A2[& = = CARL &7 1Z42| CAE EEsIHH = o|SEL|Ct

.\SANscreen\cognos\analytics\configuration\certs\.

- B MEELICt keytool 2(E) 7N RE2IEIYULICH .pem TFY: . .\ .. \ibm-

jre\jre\bin\keytool.exe -importcert -keystore CAMKeystore.jks -alias
my alias -file 'path/to/my.pem' -v -trustcacerts

my alias = YHHOE 0N CASE & AEo= HAQYLICtkeytool -1list &S,

E 2= MAIX|7t LIEILIH £ U EIL|CE NoPassWordSet.

=)
B yes ASME ME[E = U= AUX| 2= HIAIXIZE EAIELICH

N
)
>
O
H
[n
i
ru!'i
Loi
ot
i
g
iul
mlo

mjo

0 4>
0%t

oo

-

iul

CtS ©HA|Off 2t CAC 230t H|O|X|E A BLICE.
* Cognos X E2(ALEXt= A|AH 22| XF JF(0l: cognos_admin)oi| £6H0F &)

* (7.3.10 & 7.3. 11042t S 22> H-SA|ABLSHOLS SelotL|Ct

* (7.3.10 & 7.3.110112t 8liE) 23012 2|C|2M URLO CHSH cacLogout.html & Y= SL|CH — X

- HEIRXE P

= Cd

A& . .\SANscreen\bin\cognos cac\enableCognosCAC.bat

IBM Cognos MH|AZ A|ZEtL|Ct Cognos AH|AZL A|ZHE! mf77HX| 7| CHEIL|C,

ot

L.
Al . .\SANscreen\bin\cognos cac\disableCognosCAC.bat

IBM Cognos AMH|AE A[ZFBILICE Cognos AH|AZE AIRHE! T 7K] 7|CHRIL|CE,

C. (7.3.10 % 7.3.110{|2t i) CHZ THA[Of 2t CAC 21012 H0|X[E A s ALt

* Cognos X& 2 I2(AFRXH= A|AE 2t2|X} D2 (0]: cognos_admin)ofl &30 &
* BE\ - A\ AJAEN - Hotg Z2Ish|Ct

* 270k 2|C|3M URL\ — X-&0] CHsl cacLogout.html & 2 EIL|Ct

* H2te*XE BHaLrh

Cognos %! DWHO| CHsl CA ME SSL 215X 7t 27|(Insight 7.3.5 ~ 7.3.9)

SSL ¢
gdet

b5 h=2
(<)

2IZME F715H0] H|O|E {0524 X Cognos 2tA0]| Ciet ghatEl 215 B! A=t E

o 4 AL

AlZH5E7| Hof|

O] EXt= OnCommand Insight 7.3.5 ~ 7.3.95 Alsist= A|AHI0| HE/L|CT.

1o d

35



A4 CAC U 2IEM X[E2 L3 7|8 Kt' EME HZSHIA|2(Support login required).

* "OnCommand Insight0f| ¥ CAC(Common Access Card) 2152 F1A5H= "

* "OnCommand Insight H|0|E{ ¥I[0{5I A0 CHSH CAC(Common Access Card) 2152 T45t=
HpEHn
@ * "CA(2IE 7|2 ME C’J’SA‘I% 3HS0{ OnComand Insight %! OnCommand Insight H|O|E{
SR A 7.3.x2 7t dHH"
* "Windows @A E0]| A%|El OnCommand Insight 7.3.X LHO| A XtA| MEEI QISME BtEE=
HpEHn

36

* "Cognos CA(2!/Z 7|2 ME 215 ME OnCommand Datawarehouse 7.3.3 0| AIC 2 71 Q=
HpeH o

. O A S MAMBILICE . . \SANScreen\cognos\analytics\configuration\cogstartup.xml.

oI_EHol ||||Certslm aj mlCSklm EE_I ol HH%{; |:|I_PI; |_||:I_ . \
SANScreen\cognos\analytics\configuration.

CognosOllA Q1M 2=st @M S HMSL|CE 2t2|Xt CMD &olM CH2S A SLIC}
a. CD “\Program Files\sanscreen\cognos\analytics\bin”

b. ThirdPartyCertificateTool.bat -java:local -c -e -p NoPassWordSet -a RSA -d
“CN=FQDN, O=orgname, C=US” -r c:\temp\encryptRequest.csr

£ GLICt c: \temp\encryptRequest.csr MM E 2HXE OIUZ THS0{ SAFEL|CH

SSL 2IZEME Hoe{H encryptRequest.csrS CA(Q/S 7|2h0f| ERL|C}.

"san:dns=FQDN(0: hostname.netapp.com)™ SubjectAltNameS Z7tst2{H X7t £M4)8 Z=7tsl{of BfL|Ct,
Google Chrome HX 58 0| A0l A SubjectAltNameO| 215 M0j|A F2iz|H E0tS EAEL|CH

- PKCS7 ¥Al2 AI83I0 RE QABSME Z&AIA A2l ASME CH22ERL T

FQDN.p7b It20| CH2 2 EEL|Ct

. CAO|M p7b @A AIBME 7t ZLICt. Cognos Webserver2| 215N 2 EA[SH= 0|52 AHEEfL|CH
- ThirdPartyCertificateTool.bat 0| A ZK| H[2lS 7tHX| ZoIEZ 2= ASME LHELIEH o2 tHA7}

LQPHL|CE CH2 ot 20| HQIS HEEOZ LR LA 2EstL|C},
a. ""Crypto Shell Extensions""0llA| .p7b QIS AME GLIC}.
b. 2Z HojM "AZM"E FELIC
c. 2E CA> BE &gl > ELI|S DA Q2% HEOR 223LCt

d. Base64 212 MEfTIL|C.


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

10.

1.

12.

13.

14.

15

f. ZEQBSME cer HUZ HEZ LHELHHH 8a-8CTHAIE LHSEILICE
£ 2 mediateX.cer % cognos.cer 2 X|HgILICT.

CA QUB M7} StLRt = B2 O] THAIE FAISHALE, O X| 9™ root.cer?t mediateX.cerE 25 StLtC|

a. M2 Zo| A intermediate.cers €11 LS = AtetL|CE.
b. M2 E0f| A root.cersE E11 9a2| ZHIXE X EEL|C
C. It S CA.CERZ XMZEEtLICE,
Z2|Xt CMD ZEZEE ME3t0 Cognos 7| MEAZE QISME 7Y ZLICL
a. cd ""Program Files\SANscreen\cognos\analytics\bin"

b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\CA.cer
2 CA.cer’t RE QIF 7|22 AFELICL

c. ThirdPartyCertificateTool.bat - java:local -i -e -r c:\temp\cognos.cer -t c:\temp\CA.cer
O|=A| 5™ Cognos.cer 7t CA.cer Of| 2[sff MEE Azt QIFMZE HHELICE

IBM Cognos 7+&& gLIC}
a. 2Z M - Hot ., o453} -, Cognos E MEHSIL|C}
b. "Use third party CA?"E HZELI|Ct. & TrueZ A™ELICH
C. &S MEELCh
d. CognosE CHA| A[ZfEILICE
2| CMD ZEZEE AtE5t0] %[ A Cognos Q1Z M E cognos.crt2 LHEHL|Ct

a. "D:\Program Files\SANscreen\Java\bin\keytool.exe" -exportcert -file " c:\temp\cognos.crt" -keystore
"D:\Program Files\SANscreen\cognos\analytics\configuration\certs\CAMKeystore" -storetype PKCS12-
storepass NoPassSet-alias &< 3t

#ZE2| CMD ZEIZE HZ AH23H0] "c:\temp\cognos.crt™E dWh trustore £ 71X 2tA] Cognos2t DWH ZHo|
SSL 412 d™gfL|ct.

a. "D:\Program Files\SANscreen\Java\bin\keytool.exe" - importcert -file ""c:\temp\cognos.crt" - keystore
"D:\Program Files\SANscreen\standalone\configuration\server.trustore" - storepass changeit -alias
cognosert

SANscreen AH|AE CEA| A|ZFRELICE

DWH A2 4345104 DWH7I Cognos?t EASH=X| 2HQIgtLCt,

Cognos %! DWHO|| CHsl CA AE SSL 215 A 71X 27|(Insight 7.3.10 O &)

SSL /B M E 71510 Cl|O|E] /0ot A 5! Cognos 2tE 0| Lot et @15 8l Y=stE
A O|lA
M-

st

T L|Ct.

AlZFsE7| Hof|

O] EXt= OnCommand Insight 7.3.10 O| A2 Aalist= AJAEIN HEEIL|CH

37



A4 CAC U 2IEM X[E2 L3 7|8 Kt' EME HZSHIA|2(Support login required).

* "OnCommand Insight0f| ¥ CAC(Common Access Card) 2152 F1A5H= "

* "OnCommand Insight H|0|E{ ¥I[0{5I A0 CHSH CAC(Common Access Card) 2152 T45t=

Eh-h
@ * "CARIZ 7|2 MHE C’J’SA‘I% 1H=0{ OnComand Insight %! OnCommand Insight H|O|E
SR A 7.3.x2 7t E A"
* "Windows @A E0| X|E OnCommand Insight 7.3.X LHOI|A] XtX| MHEl QISME BtE=
HpeH v

* "Cognos CA(2!Z 7|&) MH 215 M E OnCommand Datawarehouse 7.3.3 O|AO 2 I =
HpeH o

O HALS &St ™ 22| X} Hero| RLOOF BfL|CE.

—_

1. IBM Cognos 714 E71E AtE3t0| CognosE FX|EfLICt CognosE E&LILCE.
2. o| HHAS MMBIL|C} ., \SANScreen\cognos\analytics\configuration %

.\SANScreen\cognos\analytics\temp\cam\freshness =0.
3. CognosOllA| QIZ N =3t @MS MMEL|CE 2t2|Xt CMD &olA ChSS AaefLIC.
a. CD “\Program Files\sanscreen\cognos\analytics\bin”

b. ThirdPartyCertificateTool.bat -java:local -c -e -p NoPassWordSet -a RSA -r
c:\temp\encryptRequest.csr -d “CN=server.domain.com, O= NETAPP C=US” -H
“server.domain.com” -I “ipaddress”.&I1: §7|X -H2} -l= DNS % ipaddress2t 22
subjectAltNamesE Z=7tgtL|Ct.

4. E GLICt c:\temp\encryptRequest.csr A4
3. encryptRequest.csr ZHIXE &5t CA MY ZEHE AE2SI0 QS ME MMt
=1 ol o C

6. PKCS7 HAlg AESI0] RIBAM

T
e
0o
>
il
=
e
4
o
x
T

FQDN.p7b It&0| CH22 =Lt

7. CAO|M p7b HA9| QIZME 7HMZLICt Cognos Webserverl| 21ZME EA|SH= 0|52 A EtLIC

8. ThirdPartyCertificateTool.bat 0l | K212 12X 2322 BE OIEHE Li=L2{H of2f T}
LQstL|Ct Cteat 20| H|QIS HWHAMOZ LELM BEstL|Ct.
a. ""Crypto Shell Extensions"™0|A] .p7b 2IZME HL|CL.
b. QIE II'O‘"A'I mo %A-I'm% §<|-$L_|EI.

- FEECA> ZE XY > L2V E OIRA QLEZ HEQZ S2IetLC}

c
d. Base64 22 MEHSEIL|LCE.

6. RE QIZAZ AEotE IHY 0|S S YBILICL
. BE AIBME cor YR HEZ LYBLIZH 8a ~ 8o EIAIS HHEEILICH

38


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

10.

1.

12.

13.

14.

15.
16.
17.

g. I 0|28 mediateX.cer % cognos.cer 2 X|AEtL|Ct.

CA QUB ML SRt = B O] EHAIE FAISHALE, O K| kO™ root.cer?t mediateX.cerE 25 StLtQ|
o2 HpketL|Ct,

a. H2&0|A root.cers 1 LHES SAFetLICE.

b. HIZES AE5H0] intermediate.cerE €11 9a(F7t M U RE CH3)9| 2HIXE Z=JfgtL|Ct
C. It E chain.cer2 AMZEHstL|Ct,
22|Xt CMD ZEZEE ALE3I0 Cognos 7| XEAE QIEME JEHELICL

a. cd ""Program Files\SANscreen\cognos\analytics\bin"

b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\root.cer

c. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\intermediate.cer

d. ThirdPartyCertificateTool.bat - java:local -i -e -r c:\temp\cognos.cer -t c:\temp\chain.cer
IBM Cognos *+4& &L|C}.
a 2Z M - Hot -, 43} - Cognos S MEHSBHL|CH

b. "Use third party CA?"E HZYLICt. & TrueE2 AX™BILICH

c. #HE MELLICL

d. CognosE CHA| A|ZFgtL|CE
2| CMD ZEIZE E AE510{ %|A Cognos 215 ME cognos.crtZ L= HL|CH
a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe -exportcert -file c:\temp\cognos.crt -keystore

cognos\analytics\configuration\certs\CAMKeystore-storetype pkcs12-storepass NoPassWordSet-alias

encryption

Ol DWH AMH ER[AEN S

BHRADILICE. . \SANscreen\wildfly\standalone\configuration\server.trustore

2| CMD TEIZE &2 ALESHK "c:\temp\cognos.crt™E DWH trustore£ 7HX kA Cognos2t DWH ZHo]|
SSL EAI2 d™efL|Ct

OI—E

a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe - importcert -file c:\temp\cognos.crt -keystore
wandiderfly\standalone\configuration\server.trutstore -storephass changeit -alias coclnos3rdca

SANscreen AH|AE CRA| A[ZFRILICE,
DWH S 433510 DWH7} Cognos®t EAIsH=X| ZtlstL|LCt,
'sl QIZ AT AR 1D 7|2 Cognos 21BN = HAEX| a2 ZR0 = CHS THAIE Ssiof gfL|ct O X| ¢
Cognos”t M SANscreen 213 AM0l| CHS ETH2 X|7|St7LE DWH A S ‘et &~ SIELICE
a. cd “$SANSCREEN HOMES%cognos\analytics\bin\”

b. “$SANSCREEN HOME%$java64\bin\keytool.exe” -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalone\configuration\server.keystore”
-storepass changeit -alias “ssl certificate”

C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer



HHOZ 0[2{3t ttA|l= ofl HHEl Cognos 2IBA 7t 7| TEMAL| UL Z SFEIL|CH "Cognos CA(RIE
2H M 215 ME OnCommand Datawarehouse 7.3.3 O|AQ 2 7tH E b

ADNE FtE 9 QIEM 27912 9[3t G|0|E YofsteA 1A

AOIE FIE(CAC) Y 215 M 21018 X|/SIEE OnCommand Insight HIO|E{ YI0{8IRA
Tdg +Hsljof gL|Ct

AlZfst7| Ho|

* A|ARIOIA LDAPE 2d3}sl{OF BfLCt.

* LDAPQILICt User principal account name 82 AFEXIQ B ID HS It X
U X[sHOF BfLICE.

ook

=] LDAP ZEQ}

HEO|AM HZot CACOH MEE Lt 0|F(CN)2 YUMo = Ot 22 YAMULICE first.last.ID. 24 &2
U= LDAP I“':°| AL sAMAccountName, O] YAI2 142 ZiL|Ct, o]2{st HEQ| AL OnCommand Insight=

cnsoilkl ID tHzOF ==L C}

A CAC A 21BN X|H2 02 7|= Rtz 2ME HESHYA|2(Support login required).

"OnCommand Insight0ll CHet CAC(Common Access Card) 21582 7 StH= "

"OnCommand Insight H[O|E{ 9015t A0 LSt CAC(Common Access Card) 152 F45H=
HpEH
od

@ * "CA(R!IZ 7|E) ME B ME THE0{ OnComand Insight % OnCommand Insight H[O|Ef
AR A 7.3.x2 7IH 2= HitH"

* "Windows A E0| AX|E OnCommand Insight 7.3.X LHOIA XtH| M HEI QIS ME TtE
HFEHn
od

rr

* "Cognos CA(2!Z 7|2 MH 215 ME OnCommand Datawarehouse 7.3.3 O|AQ 2 7=
e
THA|

1. regeditE A3t Q| HX|AER| Zt2 SHTtLICt
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\ApaChe Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java

a. jvm_option2 HAYLICI -DclientAuth=false & MEHRIL|C} -DclientAuth=true.

(=)
=
Linuxe| 2% £ £#d™eLICt clientauth OH7H #1~ in /opt/netapp/oci/scripts/wildfly.server

2. CA(2IZ 7|2h)E H|O|E] 015t A trustoreOi] Z=7FEfLCH.

o

i XM 2 O|SZLICH . .\SANscreen\wildfly\standalone\configuration.

b. & AFEEILICt keytool ME[E 4 Q= CAE LIEst= REEIE]: ¢: \Program
Files\SANscreen\java64\bin\keytool.exe -list -keystore server.trustore
-storepass changeit

N

£9| A i tHoj= CA 2E S LIEt-ILICE

40


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

C. LRt ER CAASM Y (YEHOZ A)S MSELICH . pem IFY. G|O[E] Y0f5tR A AT 4= = CA%t
i Dol CAE ZetotE{™ 2 ERSHYAR
.\SANscreen\wildfly\standalone\configuration & AFEELICt keytool 7t 27| HH:
C:\Program Files\SANscreen\java64\bin\keytool.exe -importcert -keystore
server.trustore -alias my alias -file 'path/to/my.pem' -v -trustcacerts

my_alias= YLEEHOZ 0f|A CAE

>

A AHE5t= HARUL|Clkeytool -list &S,

3. OnCommand Insight AHO|A & 228t wildfly/standalone/configuration/standalone-
full.xml 0N verify-clientS "requested"Z RICI|0| Est0] MtUS SHsloF THL|Ct
/subsystem=undertow/server=default-server/https-listener=default-httpsCAC &A%}
Insight ME0l| 2016t 0 MAot HHZ MAMTIL|CE
0S ASEE

Windows <install
dir>\SANscreen\WildIfly\bin\enable CACforRemoteE
JB.bat & HZSIYAIL

2lEA /opt/netapp/OCI/WildIfly/bin/enable CACforRemoteE
JB.sh 2 XA

ATZEES MAiSh S COFS thA| 2 FIdSH7| Fof| Wildlfly MBS ZEt b F & uh77tX| 7|CHL|Ct.

4. OnCommand Insight JHHE CIA| A|ZFstL|CE,

>
=]
m
A
n
p=
ro
ol
Rl
ul
|J
ro
rulo

2|3t Cognos 4 (OnCommand Insight 7.3.5 ~ 7.3.9)

Cognos AH{0]| Ciiet AOLE FHE(CAC) 2 21EA 210215 X[/ ESE OnCommand Insight
CllO[E] AOStRA S +=H8HOF 2L|Ct.

AlZtst7| T

0| Ext= OnCommand Insight 7.3.5 ~ 7.3.98 A3list= A|AEIO| HEE/L|CH

A CAC U 21BN X|E2 O 7|& Rtz 2ME X5 A|2(Support login required).

* "OnCommand Insight0i| CH¥t CAC(Common Access Card) 2152 T4 sH= "

* "OnCommand Insight H|0|E{ %[0St A0 CHSH CAC(Common Access Card) 2152 F45t=
HpEH o
od

@ * "CARIZ 7| ME ABME ¢ %01 OnComand Insight % OnCommand Insight H|O|E
OSIRA 7.3 .xE 7HK = WH"

* "Windows A E0| AX|=l OnCommand Insight 7.3.X LHO|A] XtA| MBEI QIS ME THE
HFEH»
od

rr

"Cognos CA(2!Z 7| ME 215X E OnCommand Datawarehouse 7.3.3 O|&C 2 7tH &
B v

41


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

CHA|
1. Cognos Trustored| CA(21Z 7|2hHE Z=ItgtL|Ct.
a. HH XM 2 O|SELICt . . \SANscreen\cognos\analytics\configuration\certs\
b. £ MEBLICt keytool ME|E £ U= CAE LIESH= REZIE: . .\..\jre\bin\keytool.exe
-list -keystore CAMKeystore.jks -storepass NoPassWordSet
Zt Eo| A Hmj thoj= CA HA S LIEF-HLICE
. Hg1 00| i L CAQIBA THYU(YUHOR A)Z HZBLICH . pen TH.

d. OnCommand Insight2| A2[& £~ U= CALL &1 DZH9| CAE Zetstz{™ O = o|SgL|ct
.\SANscreen\cognos\analytics\configuration\certs\.

e. E AFBYLICt keytool S(E) 7IME REEIEIRLICE .pem IHY: . .\..\jre\bin\keytool.exe
-importcert -keystore CAMKeystore.jks -alias my alias -file 'path/to/my.pem’
-v —trustcacerts

my alias = YEHOZ 0|M CAE & AlEdt= BELICtkeytool -1list &S

HJIHJ
FIF
=
=
A
N
I~
m
I~
e

E Y™YLICt NoPassWordSet.

IBSME M2 = U= AKX 2= HIAIXIZH EA|ELICE

2. CAC ZEE &M3tsta{™ & MHBILICt . . \SANscreen\bin\cognos_cac\enableCognosCAC.bat
A

3. CAC ZEE dliH|st2{H E HHPICt . . \SANscreen\bin\cognos cac\disableCognosCAC.bat

>
o
Im
Y]
[n
i)
o
W]p
Rend
HU
|
o
)

| CH$ Cognos T+ (OnCommand Insight 7.3.10 0|4}

ADLE FIE(CAC) & 215 M 23212 X|ASHEE OnCommand Insight
HO|E fofstA L84S +=HsHoF ghL|Ct,

AlZfst2| Mo
O] XH= OnCommand Insight 7.3.10 O| A4S Al&iSH= A|ARIO| M EIL|CE

A CAC 2 21BN X|E2 L2 7|& Xtz 2ME HESHYA|2(Support login required).
g

* "OnCommand Insight0f| CH$F CAC(Common Access Card) 152 7145tH= HHH"

"OnCommand Insight H[O|E{ 015t A0 Cist CAC(Common Access Card) 152 745H=

HhEn
@ * "CA(RIZ 7|2 MH °|"A1% %01 OnComand Insight 2 OnCommand Insight Gi|O] E
YOS A 7.3.xE 7= ghH"
* "Windows A E0| AX|El OnCommand Insight 7.3.X LHO| A XtA| MEEI QIS ME BtEE=
e

* "Cognos CA(2/Z 7|2hH) ANH 215 ME OnCommand Datawarehouse 7.3.3 O| MO 2 71K Q=
Bt v

42


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

THA|

1. Cognos Trustore0f| CA(21Z 7|2H)E Z=7}gtL|Ct.

a.

b.

b.

C.

2. CAC ZEE gstsl{H ttg2 +

- L= B0 T2k CAC 220t

HH ToM 2 O] SELIC . . \SANscreen\cognos\analytics\configuration\certs\

£ MEBYLICt keytool MY &= A= CAE LHEst= REEIE: ..\ . . \ibm-
jre\jre\bin\keytool.exe -list —-keystore CAMKeystore.jks —-storepass
NoPassWordSet

N
A

rr

—

o A tm o= CA 2E S LIEFRHLICE.

-—

i)
ok

fot mol gl= 32 CAQUSM T (MO = A)S HISELICH . pem TH.

. OnCommand Insight2| 22[& = Q= CALL &7 12| CAE E&sIHH = o|SEL|Ct

.\SANscreen\cognos\analytics\configuration\certs\.

E MEELICE keytool 2(E) 71N FEZIEIQYLICH .pem IFY: . .\ .. \ibm-
jre\jre\bin\keytool.exe —-importcert -keystore CAMKeystore.jks -alias
my alias -file 'path/to/my.pem' -v -trustcacerts

my alias = LEEOR Of|A CAE & AlEst= EHLICtkeytool -1list &S,

>~

£ 2= HAIX|7}F LIEILIH £ Y=L Tt NoPassWordSet.

=M= 3t A
es ABME 22T += U

rr

ARIX| 2= HAIX|ZF EAIELICE

~

o

gfLict.

H
o

X|2 2Bt

* Cognos X EI2(AIEX

FII’

H= AJAE! 22| Xt 3E(0l: cognos_admin)of| £38fiof g
* (7.3.10 Y 7.3.110/| 2t Sh Bta|->TAM->A| ARl >HOLS St |C}

* (7.3.10 % 7.3. 1102t S 2
* HEIRXME HELICL

Al . .\SANscreen\bin\cognos cac\enableCognosCAC.bat

IBM Cognos MH|AZS A|ZFSHL|CEH Cognos AMH|AZE A|ZHE! i 7hX| 7|CHE L CY,

3. CAC ZEE sl{d|st2{ Ct2 2 S SL(Ct

a.

b.

A3l | . \SANscreen\bin\cognos cac\disableCognosCAC.bat

IBM Cognos AMH|AE A|ZFBtL|CE Cognos AH|AZF A|ZHE! m7X] 7|CHEIL|CY,

C. (7.3.10 X 7.3.110{|2t 31 ) CtZ THA[0]l 2t CAC 20tR HIO|X| S 7 SiFIgLICt.

* Cognos X 22(AHBXt= A|AE! Z2|X I E(0l: cognos_admin)of| £3H{0} &)
s EHE\ - TH\ - A|ARN - 2otg ZE2BLCt

* 27012 2|C|AM URL\ — X 0| Ci3ll cacLogout.html S l2istL|Ct
X

70k 2|C|3M URLO CisH cacLogout.html € I2BIL|CH —» M



Cognos %! DWHO{| CHsll CA ME SSL 215 A 7t 227|(Insight 7.3.5 ~ 7.3.9)

SSL 2IZME F715H0 G|O[E| |05t A 3l Cognos 2tA0] CHet FAtEl 015 B A2 etE

gdote = ASLCt

A ZFst7| Fof
O] EXt= OnCommand Insight 7.3.5 ~ 7.3.98 &l3ist= A|AHI0| HEE/LICE.

%

A CAC % Q1B M X2 L3 7|8 A2 EME XS AI2(Support login required).

* "OnCommand Insight0i| CH¥t CAC(Common Access Card) 2152 T4 sH= "

* "OnCommand Insight H|0|E{ ¥I[0{5IR A0 CHSH CAC(Common Access Card) 2152 F45t=
bR
od

@ * "CARIZ 7| ME ABME ¢ %01 OnComand Insight % OnCommand Insight H|O|E
OSIRA 7.3 .xE 7HK = WH"

* "Windows A E0| AX|=l OnCommand Insight 7.3.X LHO|A] XtA| MBEI QIS ME THE
HiEH»
od

rr

* "Cognos CA(2!IZ 7|2 ME 215 ME OnCommand Datawarehouse 7.3.3 0| A E 714 Q=
Bt v

O XIS st 22| Xt HEH0| AO0{OF LTt

HHAS MMBILICE . . \SANScreen\cognos\analytics\configuration\cogstartup.xml.

2. otz "certs™ U "csk™ EL Q| WAS DHELICH . .\
SANScreen\cognos\analytics\configuration.

3. CognosOilM Q15 M 2=t @S WASILICE 22|XF CMD &0ilM Ct2 S AdetL|Ct
a. CD “\Program Files\sanscreen\cognos\analytics\bin”

b. ThirdPartyCertificateTool.bat -java:local -c -e -p NoPassWordSet -a RSA -d
“CN=FQDN, O=orgname, C=US” -r c:\temp\encryptRequest.csr

4. £ GLICt c:\temp\encryptRequest.csr MHE FEHXE ItUZ OtS0{ SAFEIL|CE

5. SSL QIZEME o2 H encryptRequest.csr2 CA(Q!IS 7|2hof| EHL|Ct.

"san:dns=FQDN(0: hostname.netapp.com)™ SubjectAltNameS £7I8t2{H X7t £M)8 Z=7}sljof SL|Ct.
Google Chrome HZ 58 0| A0l A SubjectAltNameO| 215 MM F2iz|H E0tS FA|EL|C

6. PKCS7 HAIS A3l RE QZME ZStAIA M2l 2IZME Cr22EgfL(Ct
FQDN.p7b I}0| 22 EEL|Ct

7. CAO|M p7b HAI9| QIZME 7HMZLICt. Cognos Webserverl| 215N Z EA|SH= 0|28 AF2EfLCY

44


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

8.

10.

1.

12.

13.

14.
15.

ThirdPartyCertificate Tool.bat 0l A F&| X[QlE 7tIM X[ ZEIEE 2= QISME LHELE2H of2] THA|7t

QLT 2t 20| HQlS JHEX o2 LHELHAM EERLIC
a. ""Crypto Shell Extensions""0llA| .p7b QIS AME GLIC}.
b. 21Z oM "AZSM"E RELIC.
- FECA> 2= XY > EHUWV|E 0142 @EZ HEQE Z2/etLCt

c
d. Base64 =212 MEfTIL|CE

e. FE QIZAME AHsH= I 0|2 L™ YLIC
f. REQSME cerIIUZ & LHELH2{™ 8a-8CELHA|IE wHETtL|CT.
g. I 0|28 mediateX.cer % cognos.cer 2 X|HetL|Ct

CA QUB AN} SRt = B O] EHAIE FAISHALE, O K| kO™ root.cer?t mediateX.cerE 25 StLtC|

a. H2&0|A intermediate.cers E1 LHES SAEILICE
b. H2Z0{|M root.cers ¥ 9a2| ZEHIXE XMEEL|CE
C. I}Z CA.CERZ XZeL|Ct,
22|Xt CMD ZEZEE ALE3t0 Cognos 7| XEAE QIEME JEMZLICL
a. cd ""Program Files\SANscreen\cognos\analytics\bin"

b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\\temp\CA.cer
J2{H CA.cer’t RE Q15 7|22 AFELICL

c. ThirdPartyCertificateTool.bat - java:local -i -e -r c:\temp\cognos.cer -t c:\temp\CA.cer
O|& 7| 5t™H Cognos.cer 7t CA.cer Off 2| MHE A3t QIZM=E ™ ELICH

IBM Cognos 7+ 2 gL|C}.
a. 2Z [N -, Hot ., 253} ., Cognos £ MEHSHL|CE

b. "Use third party CA?"E HZZLICt. & TrueZ2 A™ELICH

c. #ME MEEL|CL

d. CognosE CHA| A|ZfEELICH
2| CMD ZEZEE AME5t0 %4l Cognos Q!E M E cognos.crtZ2 LHE LIt

a. "D:\Program Files\SANscreen\Java\bin\keytool.exe" -exportcert -file

c:\temp\cognos.crt" -keystore

"D:\Program Files\SANscreen\cognos\analytics\configuration\certs\CAMKeystore" -storetype PKCS12-

storepass NoPassSet-alias &= 3}

2| CMD TEIE &3 ALESIH "c:\temp\cognos.crt™E dWh trustoreZ 7K 2tA Cognos2t DWH ZHo]|

SSL 418 4FeL

a. "D:\Program Files\SANscreen\Java\bin\keytool.exe" - importcert -file

c:\temp\cognos.crt" -

keystore

"D:\Program Files\SANscreen\standalone\configuration\server.trustore" - storepass changeit -alias

cognosert
SANscreen AH|AE CRA| A[ZFRILICE,

DWH S $335t06] DWH7} Cognoset EAlSH=X| 2olstL|Ct,

45



Cognos %! DWHO{| CHsll CA ME SSL 21Z A 7t 27|(Insight 7.3.10 0[4})

SSL 2IZME F715H0 G|O[E| |05t A 3l Cognos 2tA0] CHet FAtEl 015 B A2 etE

gdote = ASLCt

AIZFSE2| ol
O] EXt= OnCommand Insight 7.3.10 O| &2 AHlst= A|ARIN HEE/L|CE

%

A CAC % Q1B M X2 L3 7|8 A2 EME XS AI2(Support login required).

* "OnCommand Insight0i| CH¥t CAC(Common Access Card) 2152 T4 sH= "

* "OnCommand Insight H|0|E{ ¥I[0{5IR A0 CHSH CAC(Common Access Card) 2152 F45t=
bR
od

@ * "CARIZ 7| ME ABME ¢ %01 OnComand Insight % OnCommand Insight H|O|E
OSIRA 7.3 .xE 7HK = WH"

* "Windows A E0| AX|=l OnCommand Insight 7.3.X LHO|A] XtA| MBEI QIS ME THE
HiEH»
od

rr

* "Cognos CA(2!IZ 7|2 ME 215 ME OnCommand Datawarehouse 7.3.3 0| A E 714 Q=
Bt v

O XIS st 22| Xt HEH0| AO0{OF LTt

1. IBM Cognos 7 =3 E AtE3l0] CognosE FXIEtLICt CognosE EH&LILCEH

2. O] HHOIS MAMBIL|C} | [

.\SANScreen\cognos\analytics\configuration %
.\SANScreen\cognos\analytics\temp\cam\freshness Z0.

3. CognosOilM Q15 M 2ot @S WASILICE 22|XF CMD &oilM Ct2 S AdetL|Ct
a. CD “\Program Files\sanscreen\cognos\analytics\bin”

b. ThirdPartyCertificateTool.bat -java:local -c -e -p NoPassWordSet -a RSA -r
c:\temp\encryptRequest.csr -d “CN=server.domain.com,O= NETAPP C=US” -H
“server.domain.com” -I “ipaddress”.&il: 0{7|A -H2} -l= DNS 2 ipaddresset &2
subjectAltNamesZ 2=7tgtL|Cl.

4. 2 GLICt c: \temp\encryptRequest.csr MMHEl FHXE IIAUAZ THS0{ SALEILICE

6. PKCS7 YAl At83t0] RE QABME EBAIA H|Ql ABME CHRESRILIC
FQDN.p7b It0| CHR 2 EELIC}

7. CAO|M p7b HAQ| QIZME 7t ZLICt. Cognos Webserver2| 21EMZ EA|SH= 0|52 ArE8tLCH

8. ThirdPartyCertificateTool.bat Of| Al MA| H[QIS 7t X| ZSt2E ZE QB ME LHELHZ{H o THA| 7t
HeefL|Ch Ct3ar 2ol Mol WEXHo = ELHM EEeLICt

46


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_configure_Common_Access_Card_(CAC)_authentication_for_NetApp_OnCommand_Insight_DataWarehouse
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_and_import_a_Certificate_Authority_(CA)_signed_certificate_into_OCI_and_DWH_7.3.X
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_create_a_Self_Signed_Certificate_within_OnCommand_Insight_7.3.X_installed_on_a_Windows_Host
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Infrastructure_Management/OnCommand_Suite/How_to_import_a_Cognos_Certificate_Authority_(CA)_signed_certificate_into_DWH_7.3.3_and_later

10.

1.

12.

13.

14.

15.
16.
17.

a. ""Crypto Shell Extensions™0{|A .p7b 215N E HLIC}.

b. 212 EoflA "USA"E REL|CL.

Cc. EECA>ZE XY > L{ELHI|E OtRA LEZ HEQCRE SE|gLC

d. Base64 £ MEHEL|CE,

e. RE QIZME A|Hst= I 0| S 2 LHBLICE

f. REQSME cer YR HEZ LHLLH2{H 8a ~ 8e A Lt ELICH

g- It 0|E2 mediateX.cer 2 cognos.cer 2 X|&gtL|C},
CA QIZ M7t StLgt QliE 2 O] THAIE SAISHALE, ™K 222H root.cer?t mediateX.cerE 25 StLIS|
ol = ket

a. HIZZ0A root.cerg €10 LHES SAFELICEH

b. HZES A23}0] intermediate.cerE €11 9a(E7t M U RE Ct2)9| 2HIXE FIfetL|Ct.

C. tYUE chain.cerE X&EfLICH
Z2[Xt CMD ZEZEE AE3t0 Cognos 7| MEAE QIBSME 7HMFLICEL

a. cd ""Program Files\SANscreen\cognos\analytics\bin"

b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\\temp\root.cer

c¢. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\intermediate.cer

d. ThirdPartyCertificateTool.bat - java:local -i -e -r c:\\temp\cognos.cer -t c:\temp\chain.cer
IBM Cognos 7142 &L|CH.

a. 24 7M - 5ot 255} -, Cognos £ MEASHL|CE

-

. "Use third party CA?"E HZYLICL € TrueE HERLICH
c. #ME MEFELICL
d. CognosE CHA| AlZHetL|Ct
2] CMD ZEZEE AE3104 Z|4 Cognos 2/F5 M E cognos.crtz LHE HL|C,
a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe -exportcert -file c:\temp\cognos.crt -keystore
cognos\analytics\configuration\certs\CAMKeystore-storetype pkcs12-storepass NoPassWordSet-alias
encryption

ol DWH M ER|AEONE

BHASIL|CE. . \SANscreen\wildfly\standalone\configuration\server.trustore

2| CMD ZEIZE %2 AH25I0 "c:\temp\cognos.crt™E DWH trustore 2 7t 2tA Cognos2t DWH ZtHof|
SSL E412 A&t E|'

a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe - importcert -file c:\temp\cognos.crt -keystore
wandiderfly\standalone\configuration\server.trutstore -storephass changeit -alias coclnos3rdca

SANscreen AH|AE CHA| A|ZFEHL|CE,

DWH S 4345104 DWH7t Cognos?t EASH=X| 2HQIstL|Ch
'sl QIS A2t HAE| T 7| & Cognos BN = HEALX| 2 ZR00| = CHS THAIE Ssiof gfL|ct O™ X| gto™
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Cognos?} M SANscreen 1ZA0f| CHslf E2t2 H[7|SHHL DWH B S ‘M = §iSLICH

a. cd “$SANSCREEN HOMES%cognos\analytics\bin\”

b. “$SANSCREEN  HOMES%java64\bin\keytool.exe” -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalone\configuration\server.keystore”
-storepass changeit -alias “ssl certificate”

C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer”

UHEM O Z 0|2{$t CHAl= off MHEl Cognos Q1M 717 ZZ2MAS| URZ £HEIL|CE "Cognos CA(RIS
7|2h M 215 ME OnCommand Datawarehouse 7.3.3 0|42 Z 71K &= "

ME 7t = SYLICH

f3f0:| OnCommand Insight 23 2| Eots Zo}sts| ¢let ehebel 15 &

Of =f4ofl Chot

O] HXIE s&st7| Hof| 7|1E E WANOF HL|CH server.keystore IIY U Wi O|ES
X|HELIC server.keystore.old. & &4 EE= &4 server.keystore Insight A|{HHE CHA|
AEfSt = Insight AH7F &S 5HE| 42 == 5?13'——||:|'. HHO"O MYste 22 M7t Hde 22 o|d

oz B8 5 ASLICH

©

1. J2 7] %A oo SAHRE PHELICH cp c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore.old

2. 7| MEL9 LHES LFERILICE c:\Program Files\SANscreen\java64\bin\keytool.exe -list
-v —-keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. Y E &= MAIX|7} LIEILIH E = LICH changeit.
7| M&EA0 LHE0| EAIELICH 7| MEA0 QIS M7t StLt O] & AUO{OF HL|CH "ss1 certificate".

3. E MAIELICE "ss1 certificate": keytool -delete -alias "ssl certificate" -keystore
c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore

4. M 7] MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias "ssl
certificate" -keyalg RSA -keysize 2048 -validity 365 -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

0x

1} 0|E2 = HIAIXIZF LIEFLIH AFE3t2 = FQDN(EHete =0Ql 0|F)S et

a
b.

P

& 5l =% pxo0f chict Ot YEE MS LI
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=7F: oiE =712 & 22X+ SO 240{(6]: US)
* A/ ZRO] EAF AKX 7 || 2E Al/=2f O|F (Ol DHAR=MIE )

* X|H: ZE[O| AL AXYX|(Of]: Waltham)2| 0| QIL|C}.
x

* X% 0|&: Q! 0|22 AR ZE 2| 0|Z(0ll: NetApp)
* XX TR 0|5 QIBME A BY B E= OEQ| 0| F(0l: X[¥)

* THQl 0| E/Yet O]5: M2 DNS Z=3|0f| AF2E|= FQDN(Cll: www.example.com) A|AEIO| CHS ot
A d2 2 SEELICH Is CN=www.example.com, OU=support, O=NetApp,

L=Waltham, ST=MA, C=US correct?
c. £ YABILICI Yes CN(Common Name)O| FQDN1t 22 AL
d. 7| ¢S E = HAIXIZt LIEILIH 2T E QUESHLE Enter 7|12 =21 7|1& 7| A& A S E AFSELICE

S. QIBEN X Ity MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
-alias "ssl certificate" -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
c:\localhost.csr

£ Z2I8LICt c:\1localhost.csr file 2 M2 MME oIS M @& mMAUQIL|CE
6. £ M=TLICE c:\localhost.csr $22 2ol CA(RIS 7|2hHof| Tt S KAt Ct

ASM 28 U0 SQU=H oM ASME Bt R SlLCE . der WAL THUO| 2 ghete £k 0 HIEtE|X]|
&

=
E’*Q 2L JUELICH . der I, 7|2 IHY HA2 QLICH . cer Microsoft CA A|H|A2| HL.

CHE 22 =29 CAE FE CAS Zeldt0] M2[eh = = DA HQIS ArSEL|CE 0] 22 C7f 22l
HENRLICE O] B M= B2t CARtL Sh= R 72| 3H9l CAOf| CH3HMEF QIS Mol MBELICE.

HA| 2| Kelof Hﬁ._ 2 7|(21Z5M)E L0{of BfL|CH =, OnCommand Insight AH2| 215 M0 MEHSH CAQ
QIZ M2t =X 2E CA0| S238t= CA Zte| ZE QIS ME H0{0f BhL|C}.
o A= MY ™S MEL I CHS & StLIE B2 > YSLICH

Okl
00
ro
ol
>
i
ne

OfOF RfLICt.

7. server.keystoreOf| CHsl SQIEl QIZME 7FHZLICL c: \Program
Files\SANscreen\java64\bin\keytool.exe —-importcert -alias OCI.hostname.com
-file c:\localhost2.DER -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. HAIX[7} BEAE[H 7| & dsE =L o]
CtS MIA|X[7F EA|EILICE certificate reply was installed in keystore
8. Mol sl £2lEl 2IZME 7t SLICE. trustore: C: \Program

Files\SANscreen\java64\bin\keytool.exe —-importcert —-alias OCI.hostname.com
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-file c:\localhost2.DER -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore"

a. MA|X|7} EA|Z|H Trustore =S 2ATHL|LCE.

CtS MIA|X[7F EA|EILICE certificate reply was installed in trustore

9. E MESL|CE sANscreen\wildfly\standalone\configuration\standalone-full.xml I}:
CHS A 2XIE 2 tHAILICE alias="cbc-o0ci-02.muccbc.hg.netapp.com". 0| & ™ CtS 1}
ZhA || O
Ed

<keystore path="server.keystore" relative-to="jboss.server.config.dir"
keystore-password="S${VAULT: :HttpsRealm: :keystore password::1}" alias="cbc-oci-
02 .muccbc.hg.netapp.com”" key-
password="${VAULT: :HttpsRealm: : key password::1}"/>

10. SANscreen At MH|AZ CEA| A|ZFEILICE,
Insight7t AZHE|™ X}=4| OI0O|22 S2Ist0] A|AHIY| HX|El QISME & 4 JUELICE

"EEA YRt X|ShE "UF tha HEIF ZYE IS M BAElE 3R XA MBE ASMIE BXIE[O A=
.:.LIEf Insight & X| **EIIM ddst XA MY S AQ Btz 712E2 100E YL|CE,

NetApp2 Of Ext= CIX|E QIEM 107t HIAECt D 28et 4= §IELICH NetApp2 | T AHEXL I3 AH[0] 49
74 LES Mg 5= gELIch Ef% f Z2 ALEIRE Ta{sl EHAIL.

olr
o

° Microsoft Internet Explorer2t Google Chrome 25 Windows| Al Microsofte| 7|2 QIS A 7|
AREgfL|Ct.

Z, Active Directory ZH2|XI7F X9 CA QIS ME %[Z ALEXIQ| QIS M ERAEOZ FEA|SHH
OnCommand Insight XtA| MHEI QIS A7} LIS CA Q20| A MEHSH QIS MZ WA|E|H 0|2{%t
HERX Q| ALZXIOlA 1B M Z107t AlZHELICE.

° Java % Mozilla Firefox0ll= XHA| QIS A ME A7 QELICH

9'1'

Al T2ITI2) CA RIS NS OfefEt 88 T2ato) UEIE 2 9l 9IBM HELol (502 Hsx
L 22 R N SIB A} A Clol A28 4 Sl AR I Frefox S5 Agere
O M A7t A WA 4 ASLICH ZX| AFM HPIS Trustored] AAJHE XE %7 27

AtetLCt.

=
rIr U

Insight Ci[O|E{H|O| A 2| =& ] M7

Insight ClIO|E{#|0] A 9] HIO|HE E=25t7| 2f3 Ui AisL = WS AFHY = ASLICH
O[2{¢h XtE A2 X[HEl MY C[HEe|9| nfes FHOo=LICt.

Of ZFoi| Cho
* L A2 *: OCI H|O|E{Hf| 0| A9f “'—'1%1% HEY W= MHof| 277

AH
CHE Mol 22 Meof SLICH oh3s Helnict Clajsalel g 5401&
Cl2 E2[0f] MEotR] OFHAIL.
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1. Insight =7t 2 Z0f|A * Admin * > * Setup * & S&IgL|Ct

- e Sl ot7to| 2 * 'S SEIRLIC.

2 =
3. Weekly Backup Ml40{| A * Enable weekly backup * 2 MEHEIL|CE.
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- QY RIX| * of ZEE UHYLICE 2H Insight AH 2| EE= Insight MOl A M| AL 2~
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Admin * > * Troubleshooting * 22 0| S50 2R A| S Mg 5 USLICE

uolof ZEHEl o
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OnCommand Insight 7.30{= ‘45 H|0|E{S DHE OF7t0[Wst= 7[50| =E|/SLICE. O]
7ls2 7 S MietEl 45 Ho|E WS 2tetct.

OnCommand Insight2 Z|CH 90 S¢te| M5 Sl I8t HIO|HE E=TLICt Ozl sHE H|O|E{Q] S MAMet
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1. 23 220X * Admin * > * Setup * 2 S2IetL|Ct.

0

2. Backup & Archive * $2 MEHBIL|CE,
3. M5 Ol710|E MlMoj|A M& OF7t0|E & M3t 7 MEYE|0 U=X] 2l
4

- ZHFE 07102 K| & X[ FHH AL,
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OnCommand Insight ServerOf|A] O|H|Y S S E1AM B! 15X} HEE X331, 2X|
sfAS 2ot XY HEE NetApp 712 X HO| M&e £ JAEE O|HY A|ARIO
HM|ASHEZE OnCommand InsightS 7As{0f BL|C},

e-HY 714 AP 27 Ate
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1. Insight =7 230{A * Admin * & 22|5t1 * Notifications * & MEHEL|CE.
2. H|o|X|Q] * || * MMOZ AT EBIL|CY,
3. M * &Xtof| ZZI9| SMTP At 0| S YHYILICE 0| 0|E2 TAE 0| E= IP A
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Insight A0l AT 4= USLICE

]

o
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ro
HT

HASHOF SILICEH M 2ZEYHE EX[5IHLE AZES0E F20|=5H= ER AlA-S
E|SELICH A|A-O0] 7|2 FE22 S E|H A[A-O0| SHIEA| 2tSste{H 7[=0] 0

S MH[A SR 2HE0lM 7] 2|

—_

MH|A SZXt= HIO|EE 8= 042 OnCommand Insight 1HE &
o{2] 1240| RO E 1172 O|O[E{0]] UM ASHK| RIS HZBfL|CE 2t

O Insight 7912 CtZ O 1t Z0| e 5= ASFLICH

Insight Server

Customer A Customer B
RAUA RAU3
RAU2

O] Y0l M= 2t n2of| cHal 7HE 7| ddstiof &LICt. 174 A= = RA Z50] Chish S2¢t 7|12 22 gLCh.
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1. RAUTE Z2AESH= M0 @1 23018 ST}
2. HOb 22| £ E AIFfEL|CE
3. 7|2 7|5 thHIst ™ &=st 7| HE & MEfRLICt
4. Q) 2 MEHSIO] Hot 7ol B zip MY S - etL|Ct
5. RAU2E B ARISH= Mo 214 2018 fABfL|Ct
6. HQob 19| M zip IUS RAU20I SAFRLIC
7. Hob pa| =S AR
8. HQt S RAU1OIA oixf M2 SRISL|Ct
124 BO| P=et 7| S HESH= B

E S2ELICt securityadmin EFE AMH2SIH Insight AMHe| HOF FM 2 2t2[ed &
U}USLICH Hot #e|ofl= = HE, M 7| dd, ALEXH7L BtE 2ot 4 K& 3 53, 7|2
Adoz M 53 50| ZELICE

* YIER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat
g

* Linux - /bin/oci-securityadmin.sh

tHA|

1. Insight A{H{Ol| 1 H 23012
2. Hats ZEof| A ot 2te| =18 A|ZFEL|C,

0%
oot

saer|ct

° YIER - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

° Linux - /bin/oci-securityadmin.sh -1
AARIOM 27321 XHH ZHE 2FSLICH

3. "Admin" Xtz ZHO| U= Al AHEX} 0|2t =S Y=PfLICE
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o % HHQY *
HE ¢z U710 ZetE SEEQ| MY zip IS A4St AFXII K-S 9IK| = CHE 7|2 2IX|of IS
HHII%“—IEF.
. O

il

/2 -C:\Program Files\SANscreen\backup\vault

* Linux - /var/log/netapp/oci/backup/vault

o
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(D) SE2 0 Mol B9 1S SIS o BY & USUCH OIS Sof- o Aol
QB3 7| B - BE WY AN - £ WY AHE 2E Wi st

TEA AEX L2, SMTP AFEAL 4=, LDAP ALEX} &2 SE 2ot L= 8l S5ts Ol AFE &= AMH
st 7|12 HEYLIC.
@ 2ot 7|12 HEAY W= 0| E= dX| = SHE + ARE M 2O 9 S HAsH0F
SHL|C}
=]

o * U= AHOO|E *

Insightofl A AFE3tH= IR A =S HFSLICL LS 40| EAIELICE

- L
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=

Cognos_admin
* DWh _ W&
" SAE

* QIHIEE]

of
=

ol L& AEYES S7|=slofF LI olE S0, MHOIA "acquisition’ AHEXAtS| = E

A E HEY
@ HASH= 2R Lau, RAU % DWHOIIA 'acquisition' AF2Xt| 25 E HASI] UX|A|HOF HL|Ct.
ot AT E HAY M= P08[0|E = MX| Fof| S/AE + ULE M Hot M S sisHof ghLCt.

CrolEgtom HAH -

712t A2 E 7|22 MAHYLIC 7|22 2K Bl MSEl= ALIC
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£ ZEYLICt securityadmin 7.

a. HIAY FHS MEStD ot HO| XA S WHELICE

£ Z2/2LICt securityadmin =78 AI2SIH 24 2|15 )kl-%If(Lau)°| Hot SME 2te|d
T USLICE 2ot #t2|ofl= 7| 2 2= 22|, ALA7t BHED SRt Hot 1M E 7|2 4Fo
a

Mg A S2ot= Yol ZetEL k.

Al
0f

of

=
=

Ztst7| o

(7h) Lojof BHL|CH admin 2

e
4
%
_>'I_
I
mjo

Zrof chot

METLIC securityadmin HOF 22| =4

* IEQ -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat
g y

* Linux - /bin/oci-securityadmin.sh

THA|

1. Insight Aol 1A 23012 3BTt

2. oty ZEOof|M Eot 2| =5 A|RFRfL|C
° YIEQ -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i
° Linux - /bin/oci-securityadmin.sh -i

AARIOM 2321 XtH ZHE 2ESLICE
3. "Admin" Xt ZHO| QU= A™H| ALK} 0|E1t A E =etLCt
4. Local Acquisition Unit(22 &5 &X|) * 2 MEiSH Local Acquisition Unit(2Z &5 &X|) 2ot 142
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CHS SM0| EAIELIC.

o+ ]
BE oS 9 7|7t BHE BEQ| WY zip THAS ST ALBAITE KB 91X EE CHS 71 1K) THUS

HHXIRfLICt.

* YIE2 - C:\Program Files\SANscreen\backup\vault

* Linux - /var/log/netapp/oci/backup/vault



@ SHUS AHE0H0] 03] M 9| IHAR| =9t I|E S7(otet = ASLICE Ol S01: - LaudlM
220l 7| HE - 2E MY =Y - Zf RAO| 2E Y S SAFLICH
M- okl B b
X A2 E Yot = S0t Ol AEE| 2=t 7| HAYLIT
@ Ao 7|1E HAY M= YTI20|E = HX| T SHY = UATE M 2ot 7S sids|{of
eHL|Ct

USE WAL O UL AFS SIISOH0F BHLICE IS S0f, MEHOlA ‘acquisition’ A}
(D) ZEE B 32 Lau RAU L DWHOIA soquisiton A18T1o) 8 ei2isio] Alzio
SILICE T8 AS S WA O YI0|E EE X S0 SAY 4 Y2 A Hot 7Y
W ISHOF BHLICH

o *J|RZIOZ RYMH *

2|5 A e o 2S5 AMEX E2ot 7|8 V|22 MATHLILE 72842 EX] B M3E =

£ ZEIBLICt securityadmin E7E AF2SIH RAQ| HOt SME #2|E £ QSLICH EE
TEE WY = SASHL Q= et 7|5 HESHALL 8= ZX[9| = E AUH|0|Esof & 4
A& LICE
of Zrfof| CHaH
£ METL|Ct securityadmin HO 22| =

* $IER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh
Lau, RAUO|| Cliet 2ot 14 S YO0l E 3PE 3._ ZHK| AlLtE| 2= s ArEXIe| Y227t ME{o|M HEE 32
'acquisition' AFEXI S E AH[O|ESt= AHALICL ZE RARt Laus AMH 'S5 AFEXte| 25t ST AT E

AFEBEO] MB{ot EAISH|CE - =

'acquisition’ AF2XH= Insight M2 UELICE RAU & Laus MHO| A2 of sfEh AF2 X2 2301 CL,
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RAUOIM 2ot ZM8 S 22[5t2{H L3 BHAIE TMEHAL.

THA|
1. RAUE & F¢l Mol 217 23015 STt

2. Chotd REO|M Hot 22| =715 A|RELICH

o YIER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

° Linux - /bin/oci-securityadmin.sh -1
AARIOM 2321 XtH ZHE FSLICE
3. "Admin" Xt ZHO| QU= A™HO| AL} 0|Et A= E = BtL|C)

RAUO| CHE M7 7F EA|ELICE

HE A= A I0F ZotE EEO| MY zip IS 245t MBIt XIFEH S 9I1K| &= CH2 71 IXIoff o}

HY X| LT

* $IER -C:\Program Files\SANscreen\backup\vault

* Linux - /var/log/netapp/oci/backup/vault

HYE 2E9| zip HYUS SAYLICL SEH 2E L2t 7= M WY Al 7| U2 HSHELCL
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(D) SE2 0 Huel 29318 Slste o MBY & USULH oIS Sof - o Ao
QB3 7| W - BE WY AN - £ WY AHE 2E Wi =ashct

@ Aot 7|15 HEY W= YO O0|= E= EX| = SHE = ARE M 2o HS HAsH0F
stL|C}
=

A= E HAY I YR A™EE S7(%6oF gLCt olE S0, AHOl|A 'acquisition' AHEXI2]

@ Qs E HASH=E AL Lau, RAU % DWHOIAM 'acquisition' AF2 XS] A S E HASH] U X|A|FH0f
SILICH ot Ao E HAY M= PO8[0|E £ X 20| S/ £+ JAXE M Hot M2
SHISHOF LIt

oot 7| 8l A2 E V242 MATRLICE 7|22 2K S| HSE= gt LCh
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£ E58LIC} securityadmin =7

HIO[E Hlo{otR A0 Hot 22

BRIBUIC securityadnin £ NB3E oIE| AOIsHPL ujol 20! S48
RUESLICE HoF BR|0fl= DWH AHo| LS ALS X0l Ch3t LA 2t BI0|E, Eot
MM S 7|2 MEOoR Y Belo] TEHELICH

o L1

* YIER -C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

* Linux - /bin/oci-securityadmin.sh

CHA|
1. OIO|E{ 9Io{stRA Ao *H 210l 3Lt
2. ety ZEOf| M Hot 2| =18 A|ZFEfL|C,
° YIEQ - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i
° Linux - /bin/oci-securityadmin.sh -1
AAROM 221 XtH SHE 2FLICH
3. "Admin" X} ZHO| =A™ AL 0|S 1t Y= E ALt
CIO|E] [0SR A0 CHEE Ot 2t2| 477t EA|ELICEH

o * HHOH *
-4

HE gz 8717t 2 E 2 EO| MY zip It
HHX| LT

o

ot ARSI X[ Fet 9IX| = 7|2 fIXof T2 S

@IE -C:\Program Files\SANscreen\backup\vault
g

* Linux - /var/log/netapp/oci/backup/vault
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* DWh _ L&

* Dwhuser(AF2X}H

ok

HZSHH SHA-256 2= SiielS AL
% tO|AETE SSL HES ArEdHof

b AL

@ dwhuser, hosts, inventory £+ root S S H
2= FL|C.

O FME AtEstH A °”*1I¢0ft
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2ot 7| 8l A2 E J[2AULE MAFRLICE 7|22 2K S| HS== a Lt

£ Z28LIC}t securityadmin =7

OnCommand Insight L2 A2 X} 2t HA

H ok Mol 2t OnCommand Insight 24 2| 2f=
o

& 2 ILICE 3t At s
Z olH st AHO| [}2 M0 QIODE & Ao 2
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&3 otZe AeL= o A= E HZsHOF EL|Ct O|E =01, Insight
Server01|*1 "QIHIEZ|"™ ALEX AT E ﬁ’é%* AL dliE Insight Serverdi| CHdH -_r“HE._l O[O E
SR A M Connector?| "QIHIEZ|™ AF2 X} 5o L KX[SHOF LT}

AlZfsto] ol

@ A2 S HFSH| Hof| ALEXF AHe Z49S OlaHsHOoF gL|Ct 2RSt ZE MHM =S
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Insight Server 2= Tix HA ALE
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3E Lau, RAU

DWh _ L& ol fllofstA
DAE

Qg CIOIE glofsteA
2E

CHS HOll= CIO|E Ho{StR A0 CHEt LHE AFEXE 2= 7F LIFE|0] LM M 2= ef AX|sOF otz B4 =7t AU
Insight 74 QA7} LIZE|0f /ELICH

HIO[E] #lofsteA et

Cognos_admin

1=}
+
rE
oX
>_
odt

SWh
dWh_INTERNAL(MH FHHE| 4 UIS AF2310] HZ)  Insight At

Dwhuser(AF2 X

QHIER|(MH FHYE 7 UIE AESIH HEE) Insight A{H

Im

=
T

* DWH M &HZ 9 Ul * 0| M &= HE

CHE HEOl= Laul| AHEXL 229t M| =t LX|3l0F ot= 54 227t /U= Insight 74 247t LIEE|0 ASLICE

s

Lau &% e HE AR
=11 Insight A{H{, RAU

MH HZ 1M UIZ AF2510] "inventory” % "dWh_internal" & HZ

O[O|E] RHSIRA UIE AFRSHE Insight MH2| 2S5t UX|SIEE "QIHIER|" EE=
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AlZFsE7| Hof|

At H 2a|xtE 20l6Hof ZL|C}.

1. ol M |0|Ef YlofstRA 0| 2 QIBtL|C} hitps://hostname/dwhO] 7| A hostname 2 OnCommand Insight
CllOIE] flofstATF X A|ARIQ| O|FRILICE

2. Zo| BHM HO M * AHHE * £ SEletL|CH

-

e HE * o} HO| EA[E LI,

Edit Connector

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2 nane.netapp.com

Huost: Oci-stg06-512r2 nane.netapp.com

Database user name: inventary
Database passwaord: ssssssnee
Advanced w
Save Cancel Test Remave

3. Database password * ZE0]| A "Inventory™ 2= E UAEL|CE.
4. &+ 2 S

5. "dWh_INTERNAL" =& HASIZ{H * 15 * & St

HYEH 15 HE StHO| EA[ELICH
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https://hostname/dwh

10 1
Encryption: Enabled j
Mame: Oci-stg06-512r2 nane.netapp.com

Host: Dci-stg06-512r2 nane.netapp.com

Database user name: inventary

Database password: I
Senver user name: dwh_internal
Sernver passwaord: YT

HTTPS port: 443

TCP port: 3306

Basic ~
Save Cancel Test Remaove
6. M 2tz * Lo M LS E LHBL|CH
7. XT g S=IELCt

ODBC #2Z| =& AE5I0] dWh 2= & HZF Rl

Insight AIH{O|A] dWh AF2 XIS 2SS HZASHH H|0|E| YOSRA MHUME RSE
E A3}|0F SHL|CH. ODBC H|O|E| SIE Z2|X} 72 AF23810] O|0|E] YOSt AQ| ot =

HEY = ASLIC

l_On

AlZH5E7| Hof|

2| XH A0 A= A™E AHE8H0] HIO[E] HofstA Mo A= =018l of LTt

oS CIOIE f0SRAE S A-SHE MO fF 21013 +~BlL|C}

2. 0l ODBC 2| =70f| BMABILICE c: \Windows\SysWOW64\odbcad32.exe

ODBC Hi|O|E = Zt2|X} SHHO| EA|ELICE.
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User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

IJzer Data Sources:

Mame Platform  Driver Add...

Remove

Corfigure...

An QDBC User data source stores information about how to connect to the indicated data provider. A
g |User data source is onby visible to you, and can only be used on the cument machine.

OK || cCancel ||

3. A|AHEI DSN*E S2/8HL|Ct

A AEC|O|E] AATF HA|EILICE

= ODBC Data Source Administrator (32-bit) Iil

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pocling | About |

System Data Sources:

MName Platform  Driver Add
dwh_capacity 32+t MySCGL ODBC 5.1 Driver

dwh_capacity_efficiency 32-bit MySGL QODBC 5.1 Diiver Remove
dwh_cloud_cost A2-hit MySCGL ODBC 5.1 Driver

dwh_fs_util A2-hit MySQLODBC 5.1 Driver

dwh_inventary 32t MySGL ODBC 5.1 Driver Configure...
dwh_performance 32bit MySGL ODBC 5.1 Driver

dwh_ports 32+bit MySQL ODBC 5.1 Driver

An QDBC System data source stores information about how to connect to the indicated data prowvider.
g A System data source is visible to all users of this computer, including NT services.

OK || Cancel || Aopy || Hep |
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Z220{|A OnCommand Insight H|0|E| 2I2& MEHBHL|C}

5. 7.4 * 2 22yppct

HIOE] 24 1 o}HO| HAIELICY.

MySQL Connector/ODBC Data Source Configuration -
AN -’

e

MH 3 '.—..”.
Connector/ODBC T

Connection Parameters

Data Source Mame: m |
Description: | |
SErver: |In:3|hust | Port; | 3306 |

User: | dwh |

Pass'ﬂ'ﬂrd: | SRR ERERES |

Database: |dWh_EF'ECi‘L'5-' vl | Test |

o ][ o J[ w0 |

6. 2% * WO M Y52 YHBILICL

ADIE FIE 9l o1z 2391 X| &

—

| o=
L-O

OnCommand Insight= CAC(AOIE FtE) 9
ALEXIE 21EY = JSLICE Ol2et 7| sE ALE5t

£ ALESHA In S|ght MHol| 23015H=
H A|2RS -0l 0F BfLIC,

L

CAC U QIZME X|2ISIEE AAHIS AT S OnCommand Insight2] M MM S EHMSHH HEIRX{0f 7|2 i3t
AXE7E BAE|Of AFEXE7E MEHEE o~ QU= TR Q1B N 553 NS ELICE o|2{st 21Z M= OnCommand Insight
MEOM A2[E 4= A= CACIM EEet 7Hel M HES 7|HCZ HEZELICH (HRE22| 22 ThY ME S M0|
UAELICL 7|2 M2 Internet Explorers= SHLHEH MEH 32* AL 0| ChE} AXIE AL{EL|C}

@ CAC AIE2Xte| 2R ANLE FIE0f= AMEIE = = CAQE LA £ U= ASMIE 42 7H JELICH
off CHet CAC @IS MQILICE identification AFE3lOF SL|CE.
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A4 CAC U 2IEM X[E2 L3 7|8 Kt' EME HZSHIA|2(Support login required).

* "OnCommand Insight0il LH$ CAC(Common Access Card) 2152 FM5H= "

* "OnCommand Insight Cl|O|E{ {[0{5t A0 CHEt CAC(Common Access Card) Q152 #dst=
e

(D * "CA(RIZ 7|2 ME OJ’SA‘I% 0FS0{ OnComand Insight % OnCommand Insight G| 0|E
SR A 7.3.x2 7t dHH"

* "Windows @A E| MX[El OnCommand Insight 7.3.X LHO|A] XpA| A/HEl CISAME CtE
HFEHw

rir

* "Cognos CA(2!Z 7|2h) ME 215 ME OnCommand Datawarehouse 7.3.3 0| A0 Z 71 Q&=
HieHn
od

ADIE 7tE Sl BN 2101 9|3t SAE 14
ADIE 7HE(CAC) & QIE N 20212 X|A5tHH OnCommand Insight ZAE 1M S
=ZsljoF gLt
Alxrst7| Hof
* A|AEIO|A LDAPE 2 stsf{of ShL|Ct.
* LDAPQILICt User principal account name £82 AFEXL D7} Z&HEl LDAP ZEQF U X[sHOF fL|Ct.

A4 CAC U 2IEM X[E2 L3 7|& Kte EME XA 2(Support login required).

* "OnCommand Insight0i| CH$F CAC(Common Access Card) Q152 FASH= "

* "OnCommand Insight Cl|0|E{ {[0{5t A0 CHEt CAC(Common Access Card) Q152 #dst=

cal
(D * "CA(%! % I‘E) ME ASME %01 OnComand Insight 2 OnCommand Insight H|0|E
A0S RA 7.3.x2 7t 2= YH"
* "Windows S A E0| AX|=l OnCommand Insight 7.3.X LHO|A] XtH| MHEI AISME OtE=
HpEHn

* "Cognos CA(2!Z 7|2h) ME 215 ME OnCommand Datawarehouse 7.3.3 0| A0 Z 7=
e

THA|

1. & AF2EILICE regedit OIN BIX[AER| Zt2 +Hst= SEE|E[QL|Ct
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java:

a. jvym_option2 HALLICl DclientAuth=false & MEHSIL|Ct DclientAuth=true.

2. 7| &AL oS MABIL|CE c: \Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

3. EXHS=HH T2EOES HLIC} Run as administrator
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12.

13.

14.

15.
16.

- KHM| MM =l Q1B M MK c: \Program Files\SANscreen\java64\bin\keytool.exe -delete

-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

M CIEAM MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1ocalityNamel, S=stateName, C=countryName"

QIZM ANHE QH(CSR) MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
-sigalg SHAlwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

- 6 A0l M CSRO| Bletel = QIFZME 7t 2 CHS Base-64 YAILZ ASME LHELH 2 of F&L|CH

"C:\temp" named servername.cer

7| MEL0|A QIBME FERILICEC: \Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

P12 DU 7HQ! 7|E FESLICH openssl pkesl2 -in "C:\temp\file.pl2" -out
"C:\temp\servername.private.pem"

7THAOA LHEH Base-64 QIS AME 712! 7|2 HLICEH openssl pkesl2 -export -in
"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
"C:\temp\servername.new.pl2" -name "servername.abc.123.yyy.zzz"

etz QIBME 7| N HAZE 7P FLICE c: \Program Files\SANscreen\java64\bin\keytool.exe
-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

FE QIZ XN 7FH27|: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"

ZEE QB ANE MHE 7k ZLICE. trustore: C: \Program
Files\SANscreen\java64\bin\keytool.exe -importcert -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<email certificate>.cer" -trustcacerts -alias "alias name"

F BN 7t R7|: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore" -file
"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"
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Linux OnCommand Insight A{HHO{|A CACE &M 3}ste{™ H 7iX| 30| HagtL|Ct,

THA|
1. 2 0|SELICt /opt/netapp/oci/conf/

2. M%Y wildfly.properties @ 242 HAYLICI CLIENT AUTH ENABLED "¥"OZ2

3. of2lofl A= "RE QAUSAN"E 7t SLICt
/opt/netapp/oci/wildfly/standalone/configuration/server.keystore
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g. I 0|28 mediateX.cer % cognos.cer 2 X|AEtL|Ct.

CA QUB ML SRt = B O] EHAIE FAISHALE, O K| kO™ root.cer?t mediateX.cerE 25 StLtQ|
o2 HpketL|Ct,

a. H2&0|A root.cers 1 LHES SAFetLICE.

b. HIZES AE5H0] intermediate.cerE €11 9a(F7t M U RE CH3)9| 2HIXE Z=JfgtL|Ct
C. It E chain.cer2 AMZEHstL|Ct,
22|Xt CMD ZEZEE ALE3I0 Cognos 7| XEAE QIEME JEHELICL

a. cd ""Program Files\SANscreen\cognos\analytics\bin"

b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\root.cer

c. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\intermediate.cer

d. ThirdPartyCertificateTool.bat - java:local -i -e -r c:\temp\cognos.cer -t c:\temp\chain.cer
IBM Cognos *+4& &L|C}.
a 2Z M - Hot -, 43} - Cognos S MEHSBHL|CH

b. "Use third party CA?"E HZYLICt. & TrueE2 AX™BILICH

c. #HE MELLICL

d. CognosE CHA| A|ZFgtL|CE
2| CMD ZEIZE E AE510{ %|A Cognos 215 ME cognos.crtZ L= HL|CH
a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe -exportcert -file c:\temp\cognos.crt -keystore

cognos\analytics\configuration\certs\CAMKeystore-storetype pkcs12-storepass NoPassWordSet-alias

encryption

Ol DWH AMH ER[AEN S

BHRADILICE. . \SANscreen\wildfly\standalone\configuration\server.trustore

2| CMD TEIZE &2 ALESHK "c:\temp\cognos.crt™E DWH trustore£ 7HX kA Cognos2t DWH ZHo]|
SSL EAI2 d™efL|Ct

OI—E

a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe - importcert -file c:\temp\cognos.crt -keystore
wandiderfly\standalone\configuration\server.trutstore -storephass changeit -alias coclnos3rdca

SANscreen AH|AE CRA| A[ZFRILICE,
DWH S 433510 DWH7} Cognos®t EAIsH=X| ZtlstL|LCt,
'sl QIZ AT AR 1D 7|2 Cognos 21BN = HAEX| a2 ZR0 = CHS THAIE Ssiof gfL|ct O X| ¢
Cognos”t M SANscreen 213 AM0l| CHS ETH2 X|7|St7LE DWH A S ‘et &~ SIELICE
a. cd “$SANSCREEN HOMES%cognos\analytics\bin\”

b. “$SANSCREEN HOME%$java64\bin\keytool.exe” -exportcert -file
“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalone\configuration\server.keystore”
-storepass changeit -alias “ssl certificate”

C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer



LU O = O|2{et tHA|= off Y El Cognos QBN 7HK 7| ZE2M|AS| YR Z SHEILICE "Cognos CA(RIE
7|2 ME 215 M E OnCommand Datawarehouse 7.3.3 O|AC 2 71K 2 E HpeHn

ADLE 712 9l 91EM 27012 98 ClO[E] Y0f3tRA T

E(CAC) Y 2IEAM 2212 X[ASHES OnCommand Insight | O|E{ £|0{5t2A
X

* A|AHIGM LDAPE &M 3}alofF BHLCY.

* LDAPRILICt User principal account name {42 AMEX(C| ME ID HZIh ZoHEl LDAP HEQ}
U X|sHoF rL|Ct.

HEOAM get AC01| KEE ek 0|F(CN)2 YutN o= CH3u 22 ALt flrst last.ID. 2t&2
UL LDAP HEQ| A2 sAMAccountName, O] HAI2 {2 ZiL|CL 0|28 HEQ| A2 OnCommand Insight=

cnsO|A ID HSOF =ESHL|CE

A4 CAC U 2IEM X[E2 L3 7|& Kt' EME HEZSHIA|2(Support login required).

%2

* "OnCommand Insight H|0|E{ 90152 A0 Lt CAC(Common Access Card) 2152 #d5t=

Ch=h
@ . "CA(?_% 7|:'£) ME ‘&%H% 1501 OnComand Insight % OnCommand Insight Gi|O|Ef
SR A 7.3.x2 71 g

* "Windows @A E0| X|E OnCommand Insight 7.3.X LHOI|A] XtX| MEEl QISME BtE=
B

* "Cognos CA(2!Z 7|&) MH 215 ME OnCommand Datawarehouse 7.3.3 O|AIQ 2 It Q=
HFEH
od

THA|

1. regeditE AH23t0] Q| 2|X|AEZ| 2t SHELICH
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java

a. jvm_option2 HALLICI -DclientAuth=false & ME{EIL|C} -DclientAuth=true.

o
=
Linuxe 2L £ £=H™ELICt clientAuth OH7H B4~ in /opt/netapp/oci/scripts/wildfly.server
2. CA(RIZ 7|#)E tlO|Ef oSt A trustoredl| F7HEILICEH
a. HH XM 2 O|SELICt . . \SANscreen\wildfly\standalone\configuration.

b. £ AFSTILICH keytool MME[E & = CAE LIESt= REE|E|: C: \Program
Files\SANscreen\java64\bin\keytool.exe -list —-keystore server.trustore
-storepass changeit
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HE 7| ML oo SAEE PHELICH cp c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore.old

7 MEAS| LHES LIERILICE c:\Program Files\SANscreen\java64\bin\keytool.exe -list

-v -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. 2= E E= HA|X|7} LIEILIH £ = SLICt changeit.

7| MEAQ LHEO| HEAIELICE 7] ME A0 QIE X7} St Of&f RU0{OF ©ILICH "ss1 certificate™.

E MHAELICE "ss1 certificate”: keytool -delete -alias "ssl certificate" -keystore
c:\Program Files\SANscreen\wildfly\standalone\configuration\server.keystore

M 7| M4 c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias "ssl
certificate" -keyalg RSA -keysize 2048 -validity 365 -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

41} 0|2 = HIAIXIZF LIEILIH A3t = FQDN(Eete =0Ql 0|F)S Lt
2] 8l 22 70 chet ohE YEE MSYLCH

* =7h oY =712 & 2XHSO 40{(6]: US)

* A/ ZRO] ZAF AKX 7 @I K| eE Al/=2f O|F(Ofl: DHARRMIEZF)

* K| 22| ZAF AXHK|(]: Waltham)2| O] SR LILCY.

* 2 0|8 M2l O|E 2 ARe =Z[2| 0| F(0l|: NetApp)

* I G| 0|2 QIBME A BE BM = OF2| 0|5(0ll: XI¥)

* 0|2l O| S/t 0| F: MH 2| DNS Z=2|0f| A== FQDN(M: www.example.com) A|A&IO| CHZ 1}
FAFeE HE 2 SEEILICH Is CN=www.example.com, OU=support, O=NetApp,

=

=Waltham, ST=MA, C=US correct?
C. £ YAEILICt Yes CN(Common Name)O| FQDN1t 22 AL
d. 7| 43 E = HAIX|7t LIEILIH QS E UASIHLE Enter 7|18 2] 7|E 7| NEA LS E ABELICH

CIZM - MY MAM: c:\Program Files\SANscreen\javaé64\bin\keytool.exe -certreq
-alias "ssl certificate" -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
c:\localhost.csr

£ 22I8LICt c:\1localhost.csr file 2 M2 MME OIS M @& mMAUQIL|CE

k

E MEZLICE c:\localhost.csr S22 ?Idi CA(RIZ 7|20l Tt S X &ehL|C.

QIZEAN QX mU0| SQUEH oA AUBSME BHetStEE BILICH . der YAl THAUO| 2 H2HE! £ Q110 BISE[X|
U2 25 UASLICH . der THY. 7|2 O HA2 QIL|Ct . cer Microsoft CA AMH|AQ| AL,

Ch2o| 0| CAS 2E CAS Egfolo] A2z 4 9l BY HIS ALSBILICE 0| UL il mafel
AEfQILICE O] QIF A= F7H CAZLT Shs 3 7H| Bk9l CAOH CHohAIEt IS Mol HHRSLICH
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A AZ| H|Qlof| CHEE 27K 7|(2ASM)E 20{0F BLICE =, OnCommand Insight AH 2| Q15 A0f| M HE CA2)
QIZ M XX RE CA0| SE38= CAZt BE S ME Hojof ghLct,
L& ZHME ME RHE MET o CHS & SHLIE ghg = Y&LITH

= PKCS12 o elL|ct

A
° A.zip HE THEMBE ASM Zeh)at M2 MM ZE S ASME Zeldh= THALIC

S8 USME Ho{of ghL|Ct.

server.keystoreOl| CHS SQIEl Q1M E 7HHZLICE C: \Program
Files\SANscreen\java64\bin\keytool.exe —-importcert -alias OCI.hostname.com
-file c:\localhost2.DER -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore"

a. HAIX|ZF EAIE[H 7| ML G E LHAYLICE

CtS IA|X[7F EA|EILICE certificate reply was installed in keystore

- Mol CHs S2lE QB ME JHMSLICE. trustore: C: \Program

Files\SANscreen\java64\bin\keytool.exe —-importcert -alias OCI.hostname.com
-file c:\localhost2.DER -keystore "c:\Program
Files\SANscreen\wildfly\standalone\configuration\server.trustore"

a. MA|X|7} EA|Z|H Trustore =S 2ATHL|CL.

CHS HIAIX[Z7F EA|EILICE certificate reply was installed in trustore

]
H

ZL|Ct saNscreen\wildfly\standalone\configuration\standalone-full.xml I}:

CHE EA EXIE S tHAILICE alias="cbc-0ci-02.muccbc.hg.netapp.com". 0| & ™ CtS1}
ZbAL|C
Ed

<keystore path="server.keystore" relative-to="jboss.server.config.dir"
keystore-password="${VAULT: :HttpsRealm: : keystore password::1}" alias="cbc-oci-
02 .muccbc.hg.netapp.com”" key-
password="${VAULT: :HttpsRealm: : key password::1}"/>
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ZAALICE Insight %] B2Ixi7} A2t X Ml @IE K2 812 712¢2 100uILICk
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° Microsoft Internet Explorer2t Google Chrome 25 Windows0l|Al Microsoft2| 7|2 215 A 7|
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= Open a new sheet in Excel.
(:) = On the "Data" tab, choose "From Text".
= Locate the desired .CSV file and click "Import".
= In the Import wizard, choose "Delimited" and click Next.
= Choose "Comma" for the delimiter and click Next.
= Select the desired columns and choose "Text" for the
column data format.
= Click Finish.
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Clone this data source
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