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* "OnCommand Insight H|0|E{ ¥I[0{5I A0 CHSH CAC(Common Access Card) 2152 T45t=
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@ * "CA(2IZ 7|&) MY QIZME 250 OnComand Insight % OnCommand Insight Cl|O|E{
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od
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1. & A EELIC} regedit HA BIX|AER| g2 +Hst= FEEIEIQLICH
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java:

a. jym_optiong HASILICt DclientAuth=false & MEHEIL|Ct DclientAuth=true.

2. 7| &AL o2 MABIL|CE c: \Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

3. EXHS=HH T2EOEE HL|IC} Run as administrator

4. Tt M=l Q1B M M|: c:\Program Files\SANscreen\java64\bin\keytool.exe -delete
-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

5. M eIBEM MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1ocalityNameI, S=stateName, C=countryName"

6. 215 ME QE(CSR) MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
-sigalg SHAIwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

7. 6CHAI0l M CSRO| BtetEl = QIEME 71K 2 L2 Base-64 WA= QIZME LHEL D o] E&LICH
"C:\temp" named servername.cer

8. 7| HEANAN ABSME FETLICL.C: \Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program

Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

9. P12 IO 7HQl 7|1E FEBILICE openssl pkesl2 -in "C:\temp\file.pl2" -out
"C:\temp\servername.private.pem"

10. 7&HA|0| A LHE H Base-64 QIBZAME 71! 7|2 HEBLICH openssl pkcsl2 -export -in
"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
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-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

12. FE QIZM 7}MR7|: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"
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Files\SANscreen\java64\bin\keytool.exe -importcert —-keystore "C:\Program
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"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"
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d. Base64 =22 MEHSIL|CT.

e. RE QISME AlHsH= MY 0| ES YU HLICE
f. QEOIZEME cerI}UZ HEZ LY LH2{™ 8a ~ 8e THA|Z uH=3tL|C}.
g. o o|E

£ mediateX.cer % cognos.cer 2 X|&gtL|Ct.
gl

CA QB A7} BILITt Q= R O] THAIE FA|SHHLE, O X| 2O ™ root.cer?t mediateX.cerE &5 StLQ|
oA = HErerL|C},

a. HIZ2Z0A root.cerg 1 LHES SAFRLICEH
b. HZEES A0 intermediate.cerg 11 9a(E7t M U RE CH3)Q| 2HIXE FIfELICE
C. IfYUE chain.cer® X & gL |Ct.
Z2|Xt CMD ZEZEE ME3t0 Cognos 7| MEAZE QIBSME 7Y ZLICEH
a. cd ""Program Files\SANscreen\cognos\analytics\bin"
b. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\root.cer
c. ThirdPartyCertificateTool.bat - java:local -i -T -r c:\temp\intermediate.cer
d. ThirdPartyCertificateTool.bat - java:local -i -e -r c:\\temp\cognos.cer -t c:\temp\chain.cer
IBM Cognos 7+ gLIC}
a 2Z 7N - Hot ., 53} - Cognos £ MEHEL|CE
b. "Use third party CA?"E HZAZLICL E TrueZ HMELICEH
c. T2 MELLICL
d. Cognos& CHA| A|ZFRFL|CE
22| CMD ZEZEE A2 |4l Cognos 21ZAME cognos.crtZ L= HLICE.
a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe -exportcert -file c:\temp\cognos.crt -keystore

cognos\analytics\configuration\certs\CAMKeystore-storetype pkcs12-storepass NoPassWordSet-alias

encryption

Ol DWH A ERAEOE

BHRADIL|CE. . \SANscreen\wildfly\standalone\configuration\server.trustore

#2| CMD ZEIZE &Z A8 "c:\temp\cognos.crt™ES DWH trustore£ 7tX2kA| Cognos2t DWH ZHo]|

SSL sS4l ALt
a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe - importcert -file c:\temp\cognos.crt -keystore
wandiderfly\standalone\configuration\server.trutstore -storephass changeit -alias coclnos3rdca

SANscreen AH|AE CEA| A|ZFRILICE

DWH A S 431510 DWHZI Cognos?t EASH=X| 2HQIBtLCE,
sl QIZ "Bt HAE| D 7|2 Cognos 2B A ‘IE HAL|X| 2 ZR0 = CHS THAE S3sioF 2|t J=X| o
Cognos?}t M SANscreen Q/Z A0l CHslf E2H2 H[7|SHHL DWH M S ‘M 4~ giSLICH

a. cd “$SANSCREEN HOME$cognos\analytics\bin\”

b. “$SANSCREEN HOME%java64\bin\keytool.exe” -exportcert -file



“c:\temp\sanscreen.cer” -keystore
“$SANSCREEN HOMES$wildfly\standalonel\configuration\server.keystore”
-storepass changeit -alias “ssl certificate”

C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c

2\
YutM O = 0|21t tHA|= off MEE Cognos Q1A 7t 27| TEMAL| 2 E F+HEILIC "Cognos CA(R!IE
7|2 M 215 ME OnCommand Datawarehouse 7.3.3 0|49 2 71X 2= "

temp\sanscreen.cer”
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