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1. & A EELIC} regedit HA BIX|AER| g2 +Hst= FEEIEIQLICH
HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun2.0\SANscreen Server\Parameters\Java:

a. jym_optiong HASILICt DclientAuth=false & MEHEIL|Ct DclientAuth=true.

2. 7| &AL o2 MABIL|CE c: \Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

3. EXHS=HH T2EOEE HL|IC} Run as administrator

4. Tt M=l Q1B M M|: c:\Program Files\SANscreen\java64\bin\keytool.exe -delete
-alias "ssl certificate" -keystore C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore

5. M eIBEM MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -genkey -alias
"alias name" -keyalg RSA -sigalg SHAlwithRSA -keysize 2048 -validity 365
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -dname
"CN=commonName, OU=orgUnit, O=orgName, L=1ocalityNameI, S=stateName, C=countryName"

6. 215 ME QE(CSR) MM: c:\Program Files\SANscreen\java64\bin\keytool.exe -certreq
-sigalg SHAIwithRSA -alias "alias name" -keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
C:\temp\server.csr"

7. 6CHAI0l M CSRO| BtetEl = QIEME 71K 2 L2 Base-64 WA= QIZME LHEL D o] E&LICH
"C:\temp" named servername.cer

8. 7| HEANAN ABSME FETLICL.C: \Program Files\SANscreen\java64\bin\keytool.exe -v
-importkeystore -srckeystore "C:\Program

Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srcalias
"alias name" -destkeystore "C:\temp\file.pl2" -deststoretype PKCS12

9. P12 IO 7HQl 7|1E FEBILICE openssl pkesl2 -in "C:\temp\file.pl2" -out
"C:\temp\servername.private.pem"

10. 7&HA|0| A LHE H Base-64 QIBZAME 71! 7|2 HEBLICH openssl pkcsl2 -export -in
"<folder>\<certificate>.cer" -inkey "C:\temp\servername.private.pem" -out
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-importcert -destkeystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -srckeystore
"C:\temp\servername.new.pl2" -srcstoretype PKCS1l2 -alias "alias name"

12. FE QIZM 7}MR7|: c:\Program Files\SANscreen\java64\bin\keytool.exe -importcert
-keystore "C:\Program
Files\SANscreen\wildfly\standalone\configuration\server.keystore" -file
"C:\<root certificate>.cer" -trustcacerts -alias "alias name"
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"C:\<intermediate certificate>.cer" -trustcacerts -alias "alias name"
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2| CMD ZEZEE A5 |4l Cognos

a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe - exportcert-file c:\temp\cognos.crt-keystore

cognos\analysis\configuration\cert\caMKeystore-storetype pkcs12 - storepass <password>-alias &

C. <password>2| 2% /SANscreen/bin/cognos_info.dat_file2| &=

Ol DWH MH EFAENE

BHRADIL|CE. . \SANscreen\wildfly\standalone\configuration\server.trustore

2| CMD TEIE &3 ALESHH "c:\temp\cognos.crt™E

SSL 418 4™

a. CD "C:\Program Files\SANscreen"

b. java\bin\keytool.exe -importcert -file c:\temp\cognos.crt -keystore

wildfly\standalone\configuration\server.trutstore -storepass <password> -alias cognos3rdca

C. <password>2| 2L /SANscreen/bin/cognos_info.dat_fileQ| XS E AL

SANscreen A{H|A

= CRAl AIZfRILICE

DWH A2 431510 DWH7I Cognos?t EASH=X| 2HQIBtLCE,

'sl QIZ A2t HAE| 1 7|2 Cognos ¢!

41715t 7Lt DWH &

a. cd “$SANSCREEN HOME%cognos\analytics\bin\”

M= HEEX| g2 30|z OH2
Cognos’t M SANscreen 9IS A0]| sl 202 %

2
H=

QIZME cognos.crtZ LH= HL|CT.

Al-Q_oI-Ll |:|-

AH
S

tAE
MSH

o=

f=%o1}

etL|Ct.

A B
=
A
=

Astiof LIt aFX|
o] A

HAH

b. “$SANSCREEN HOME$java64\bin\keytool.exe” -exportcert -file

“c:\temp\sanscreen.cer”

-keystore

L|C}.

root.cer?} mediateX.cer& 25 StLI2|

ISsS

K=kl

DWH trustore2 7tX2tA Cognos2t DWH ZHof|

oo

st

il
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“$SANSCREEN HOMES$wildfly\standalone\configuration\server.keystore”
-storepass <password> -alias “ssl certificate”

C. ThirdPartyCertificateTool.bat -java:local -i -T -r “c:\temp\sanscreen.cer”

LHPM O = O|2{¢t EHA|= o] 2HE Cognos QBN 71H 7| Z2MAS| YEEZ +HEILICE "Cognos CA(RIS
7|2h M 215 ME OnCommand Datawarehouse 7.3.3 0|49 Z 71 2= HHH"
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