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S = SAML(Security Assertion Markup Language) /&=
FEXF2F Unified Manager 2 UI0|| M| ASEY| F0f| IDP(Secure Identity
HIBEEE & = UGLICEL

— =1
2 MER A RA| 22| ALEAHE UIO] HMAY = YUSLICH O] FE2 FAIES 2E0 AAMA8H= ALEXHA
Hste =X o+A|_||:}

SAML 21550| 88t S0l 212 NSX18t Unifid Manager 2] AISX} SIE{HO| A0 A AZ + USLICE

Sait 27 Ated

ID SEXH(IDP)E AHESH 2E A ALEXt0]| Chall SAML Q1SS +ASH == Unified
Managerg T183st= &< Unified Manager®l] M3MO 2 AZEEE H 7tX| H4 714
28S &1 A0{OF LT},

IDP AMH{0]l Unified Manager URI 3! HEIH|O|H E i2{sHof &fL|Ct. O] HE = Unified ManagerSAML ¢!/&

H|O| X|Of| M ZALE & ASLICE Unified Manager= SAML(Security Assertion Markup Language) EZ=2| A{H|A
S=XHSP)E ZtFElL|CY.

XAE = d=29t BE

* AES(Z12 =3t HE): AES-128 5! AES-256

* HOt Al Y12|F(SHA): SHA-1 B! SHA-256
ZEE ID St

* AlHpEEA

+ ADFS(Active Directory Federation Services)
ADFS 714 27 Argt

* Unified Manager?t 0| 7|8t SALX} A2| SH=0f| CiE ADFS SAML SES 712 2M6t= o ZR$h Ml 7HX] H3
A g OE &M E Folsliof gLt

3 34 &
SAM-7|H-0|2 0|2 IDYLICH
SAM-AH-0|E urn:0ID: 0.9.2342.19200300.100.1.1

EZ 15 —H

0x

TetEl 0|2 urn:OID: 1.3.6.1.4.1.5923.1.5.1.1

ZmO 2 MA| o} g.* ICt JX| &2 AL Internet ExplorerS A2 ff Unified
g @FIL S 2~ JASLICH LS THAIE S-SHAIR.

Ho o



a. ADFS 2| 2&2 gLt
b. 212 E2| 50j|A Authentication Policies ZEE Z2IgHL|C}
C. QEZRO| XA oA 22E 7|2 oI5 M My 2 SEIFL|C
d. lEatyl oIF "HHS J|2ZfQ1 "Windows Q15" CHAl " kAl o1 Z"O = MFBhL|C},
* Z20| W2t Unified Manager 2t Q13 M 7t CA MEE|H IDPE S8t 23210 AR EL|CL 0| 2X|E sl{Z3st7|
QIet = JtX| siZ 2ol USLICt.

o

30| Ltet = X[Hof| w2t HZE CA ASXt0l| Chet ADFS M 2| SHX| 2tel S H|gh-dstefL|Ct.
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/

° CA MH7t ADFS MH L{ol| 423510 Unified Manager A 215M 20| MESI=E gfL|Ct.

7|Et 78 27 Ar

* Unified Manager A|Zt X}0|= 5222 HAHEE|0 J 2B 2 |DP A{H 2} Unified Manager AH Zte| A|Zt X0|=
2 O|LHO| 7L} Q1B 0| AuHgfL|Ct.

* ALEXI7L Internet ExplorerE AHESH0] Unified ManagerOl| UM ASH2 10 SHH CHS HIA|X| 7 EAIE &~ JASLICH

* 2 AIO|EOM HO[X| S BEAIY &= SIELICH*. O] B2, O[2{%t MEA=* =7 *>* Bl M *>* 5 * 0[N
"HTTP 2F HIAIX] A" SMS IEH SASIHAIL.

SAML Q152 At E A eL|Ct
SAML (Security Assertion Markup Language) 2152 AtE6HH 212 AF2XI7} Unified

nifie
Manager €l UI0]| M| ASEZ| M0l IDP(Secure Identity Provider)0f|A Q152 ES £
ol&L|C}H
AN H

AlZFot7| ol

o

A B S Aot 4302 - E|U=X] &Qls{oF SfLct.

* OnCommand 22|Xt H&S ALESH0] StLt 0| &2 YA AL8X} = A O FS THS0{0F Bt
* IDP(Identity Provider)& Unified Manager®i|A] X|2/5{OF St 1AsHOF BrL|Ct,

* IDP URL %! H|EIH|O|E{7} QL0{OF SfL|Ct,

* IDP AE{0f| CHet A2 ZSHO] RLOJOF BFL|CY.

Of Zteiof| CHaH

Unified ManagerO| A SAML 2152 MA3t 20|= IDP7t Unified Manager A\ SAE HEZ AN E wntx]|
AHEXE7E T2 AL XE QIE{H O] A0 MM AT 4= QISLICE M2tA 8 T2MAE AZSH| Mo HE2 & 228
T AR 2 QT E FH[S{0f ELICL IDPE Unified Managers FASH7| HO|LE 20| 2T 4= JASLICH

SAML Q50| gd3tEl 20fl= #H AFXtEH Unified Manager J2HE AHSXt QIE{T| O] A0 HM[AT 5~ JAELICE
ZZ AEXF A RA| 22| A= UIOf] M A = GIELILE 0] Y2 |FX|2+ 2&, Unified Manager & L=
ZAPIOf| AN ASH= AL A= SEE FX| SLICT


http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/

(D ol HoIXIoIA SAML 742 226t21 Unified Manager7} XSO ChA| AISHEILICE

THA|

1. 27 230N * & S2HLICE]E FE OIS 1% 4% HiwolM * 25 * 2 5Lt

2. MX/01Z * H|O|X|0f| A * SAML Q15 * B2 MEHSHLC,

4. Unified Manager AlH{E IDP A{H{0f| HZ&st= o] 2R3t IDP URI % IDP HEIH|O|H & & BiL|Ct.

IDP ME{0]| Unified Manager AEHOl| A XI7 o M| A

+ = Z2 IDP URIE Y=ot = * Fetch IDP Metadata *
HEZ 22510 IDP HEIH|O|E] ZHEE IS ZE k2 4+

UAELICE.
5. Unified Manager @A E H|EIH|O|E| URIE SASHHLE SAE H|EIH|O|E{E XML BIAE THAo]| X EfL|CE.

O] YEE ArE30 IDP MHE 7Y & JASLIL.

TS 2FEST Unified ManagerS CHA| A|ZFEX| 2tolst= HIA|X] &Xt7F EA|EIL|CE
7. 2ol gl 270} * 2 Z2I8tH Unified Manager?Zt CHA| A|ZHEIL|CE,
21t

Ct=of #to| A= A A AFEXLZL Unified Manager 2% QIE{H[O| A0 HM[ASH D & I Unified Manager
22921 I|o|X| CHl IDP 219! H[O|X|0| X4 SHS AHTILICE

OFZ| 2t2E|X| @f2 22 IDPO| AN ASED Unified Manager AlH URI % HEIH|O|E{E 2250 S = LI

2XI2 ADFSE AF23H= 22 Unified Manager GUI= ADFS A|Zt X3S ®231X| otom
Unlfled Manager M|lM A2t Hl?_*oil CEFet uftX| Al% ZSTLICE Unified Manager?t Windows,
@ Red Hat EE= CentOSO]| BH X =|™ CFS Unified Manager CLI HE S AF23I0] GUI MM A2t X1tE
HAY 2 QUELICEH um option set absolute.session.timeout=00:15:000] HH2
Unified Manager GUI M A[ZH Z0HE 1520 2 AHLICE

SAML QI=0|| AF2E| = ID 22 XS HEELCH

Unified Managerdi|X| §Z& AFEXIE Q15 5= O AFHE5H= IDP(ID 32XhH)E HEY =
A&LILCE.
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* IDP URL 5! H|ECH|O[E{ 7} RLo{OF RfLICH.
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4. Unified Manager H|E}H|O|E{ URIE S AFSHALE HIEIC|O|E{E XML Bl A E T X ZrefL|Ct.
S. M XNE *+ g 22IetL|Ct

TS HEY AQUX| 2AQSH= HAIXK] &R HAIELICE

M IDPOf| @ M|ASHD Unified Manager A\ URI 5! HIEIC|O|E{E Y25t 182 2t ZBL|CE,

ChSol| H%Ho| Ql= 12 AF2XEZ} Unified Manager J12HE QIE{T|0| A 0] MM At D e mff 0| [IDP 2391 T0|X|
CHAL A IDP 2791 I|o|X|of| XFE =TS QladsthL|C},

Unified Manager £t 215X HE = SAML 2|5 AH
O[O0 ESt= SRILICE

[0

Unified Manager A|H{0f| A X[l HTTPS EQt QIS M E #HASIE{H SAML 215 748 AHS
AC|O| ESHOF EL|C} S AE A|AHIO| O|ES HIRHLI SAE A|AEIN| M IP TAE
SEBIALE A AHIOf CHel 2ot JISME 522 HESHH QIS A7t UH| 0| EE LT,

O| Ztofl cHaH
Hot 1B MIF HAE| D Unified Manager A{HH 7t CEA| A|ZHE[H SAML 215 0| 2HE5HX| @80 AHE Xt Unified
Manager J2H% QIE{H|O| A0 HM[ATH o~ ASL|CH ALEX}F QIE{H|O| A0 CHEE WM A S CHA| 2HE 2SI IDP At
8! Unified Manager A\t 25=0{|A SAML Q15 MHE AG|0| Esl{of ErL|Ct.

THA|

1. X245 2&0| 2a0lgtL|Ct

2. = 0 * oM * SAML Q15 H|ZHdst * M0 st He S ={gtL(Ct



SAML 2I& & H|2M3l5t1 Unified ManagerE CHA| A|RFEX| &HQISH= HA|X| 7} EA|EL|CH

3. YHIO|EEl FQDN £ IP FAE A0 Unified Manager AH2 XL QIE{H[O| A S A[XFSt1, RH|O|EEl AH
ABME HelXol| ME3stil, |FX| 22| ALEXt X4 ZSEE AFESI =aQlgtL|Ct.

4. d¥/Q1E * HO|X|0f| M * SAML Q15 * HS MENSI D IDP HAS A MSLICt

5. Unified Manager S A E H|EtH|O|E| URIE SAISHALE SAE HEHH|O|EE XML HIA E mAof| XZ&SfL|CE.

6. X% - 2 22Bpct
742 @HE6kT Unified ManagerS CHA| AISY2IX] 2Holsts BAIX| AXE7F EAIELICE

7. 20l gl 270} * & 22/5tH Unified Manager?t CHA| A|ZHEIL|CE.

8. IDP MtHoi| HAM|ABH CHZ Unified Manager A URI X HIEIH|O|E1E 2st0] 748 2tESfLCY.

ID 32Xt TA EHA
= a. ADFS 2| GUIOIA 7|& 7|8t AR} A2 252
APKILICE

b. & ALZ510] A AlZ/Et 4 Sl ATy ERjAE
%*%g FIFLICH saml sp metadata.xml

4 H|0| EEl Unified Manager A{E{0l| A{

C. Unified Manager?t O| 7|2t &ApXt 2| =0
Ciet ADFS SAML SEE 72 &4ot= o 2Rt
Ml 7HX| 22 72 E Folgttt

d. ADFS Windows A{H|AZ CEA| A|ZFSELICE,

AlHtE 2| A a. Unified Manager A{H2| { FQDNS S &
HOO|ERLICt attribute-filter.xml 3
relying-party.xml I,

b. Apache Tomcat & AMIHHE CIA| A|ZlStD ZE
80057t 22t MEf7t & uhi7tx| 7|CHRIL|C,

9. Unified Manager0il 21I5t11 IJPE S8 SAML 2150| O 8THE XS 5t=X| 2helgfL|Ct.

SAML Q152 AIE0IX| & A™TtL|Ct

Unified Manager & UI0f| 23215}7| Hof| IDP(Secure Identity Provider)E S| &2 AFEX}
?_"2 §I|OPE1D4 SAML 21Z5 2 AESHX| A s dHY + JUSLICH SAML 21E50]

otEl B2 Active Directory "E= LDAP2} 20| &l CIAMEZ| MH[A ZEXIF 202
FAetL|CE.
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I AHEX} QE{H|0] A0] HM|AE 4= l= B R Unified Manager RXA|E 252 ALE%I0 SAML 152
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Z 28 tlwolM * 2 * S =L

THE 2tZ3t1 Unified ManagerS CHA| A|ZHEEX| 2t016H= HIA|X| AXI7F EA|EL|CE,

CtS Holl &1 AFEXI7} Unified Manager 122 QIE{H|O| A0 MM A St 0 & ol IDP 2391 H|0|X| LAl Unified
Manager 212! H|0[X|0| XtH ZHS = gfL|Ct.

IDPO| 2 M|ASET Unified Manager AH URI 2! H|E}C|O|E{ € AFX|grL|C,

X 22| 250|M SAML QIE2 AF25HA| = A™etL|Ct
Unified Manager GUIO|| M|A S &~ gl= B2 FXIES 250M SAML 2152 H| 2 d3tsHof
gt 4 QUELICE o] EXlE 40| ZRE[FHLE IDPOf| AMAE & gl= AR0f| Lls

%él—l Ct.
AEB7| o
QAL ABRIZ A RX| 4 2SO HMAE 2 210{0F FLCt

Of Zrefof| CHaH

SAML Q50| H|ZM3tEl AR Active Directory = LDAPSE 20| 1A E CIAEZ| MH|A SZX7H 2R 15 S
FHSLICH 22 AFEXE 3 |X| 22| A= -_rl¢§5._| B ALEXE /0l = T2 T AL X} QUE{H| 0| A0 HAAEG
OIA|_||_'_|-_

ulel 23/015 Ho|X[ofl M SAML 215 S Hlgdetd = JAGLICE.

(D) SAML9IZ0] HIg43tEl * Unified Manager?t 1HSQE ChAl AIZHEILICE.
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3. y* Z 23t C+S Enter 7|12 £2H Unified ManagerZt CrA| A|ZHEIL|CH
21t
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