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SSLv3S &M3ISHX| 28T = BILICE FIPS 140-25 AF2SHEE MATH S 0|2 AI2SHX| Y2 MAMs= HR
SSLv32 H|2H3t MEiZ FX[EL|CE.

(D) =% A= ssLuael Hot $IoH G20 FIPSS AHSSHE HeULIC

- 2{AH 22| LIFOAM HTTPS7t 8| =X| =telgtL|Ct.

a. S2{AE 22| LIFS| Yot FHMS ehQlgfL|ct.

- =

* H|E|3 2IE{I|0|A show -vserver_svm_name_-lif cluster_mgmt_lif_-fields firewall firewall -policy *

clusterl::> network interface show -vserver clusterl -1if
cluster mgmt -fields firewall-policy
vserver 1if firewall-policy

clusterl cluster mgmt mgmt

b. SHAE] 22| LIFRt HZE Yot MM HTTPS HMA S 51 &3H=X| &eletL|Ct.

* A AR MH|A 2ot B show-policy mgmt *



clusterl::> system services firewall policy show -policy mgmt

Policy Service Action IP-List

mgmt
dns allow 0.0.0.0/0, ::/0
http allow 0.0.0.0/0, ::/0
https allow 0.0.0.0/0, ::/0
ndmp allow 0.0.0.0/0, ::/0
ntp allow 0.0.0.0/0, ::/0
rsh deny 0.0.0.0/0, ::/0
snmp allow 0.0.0.0/0, ::/0
ssh allow 0.0.0.0/0, ::/0
telnet deny 0.0.0.0/0, ::/0

9 entries were displayed.

4. 22{AE{Q} 7-Mode A|AE 7to] S41S 2[d 22{AE{Q| 2 =0] Ch$t QIE|22{AH LIFE M4gL|CH
a. " |ER3 2E{H|O|A create-vserver svm_name_-lif lif -role sRQIE{22{AE| -home-node_home node
-home-port_home_port _-address_ip_address_-netmask _netmask *'

clusterl::> network interface create -vserver clusterl-01 -1if
intercluster 1if -role intercluster -home-node clusterl-01 -home-port
e0c -address 192.0.2.130 —-netmask 255.255.255.0

et Ak O] HH Al .,
ONTAP 9.5 tE= clustered Data ONTAP 8.3.x HEZ ZZE MMetL|Ct

clusterl::> network route create
-vserver vsO —-destination
0.0.0.0/0 -gateway 10.61.208.1
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—— (=

Clustered Data ONTAP 8.2.x2| & HEY3 2L - OF 2tRE7F M EL|Ct

clusterl::> network routing-
groups route create -vserver
clusterl-01 -routing-group
1192.0.0.0/18 -destination
0.0.0.0/0 - gateway 192.0.2.129

C. QIE| 2 AE LIFE AI2510] 7-Mode A|AHI| pingS 8% 4= U=X| EHolstL|Ct,

" network ping-lif_IE{Z22{AE{_lif_-vserver_svm_name_-destination_remote_inetaddress_*'

clusterl::> network ping -1if intercluster 1if -vserver clusterl
-destination system7mode
system7/mode is alive

CHs 229 22 Z 20l & 7Hef QIE{S2{AE] LIFZL QL0{0F SfL|Ct.
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cluster-01::> export-policy rule show -vserver std 22 -policyname std 2226
-instance
(vserver export-policy rule show)

Vserver: std 22
Policy Name: std 2226
Rule Index: 1
Access Protocol: any
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.11.11
RO Access Rule: sys
RW Access Rule: sys
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false
Allow Creation of Devices: true
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cluster-01::> export-policy rule show -vserver std 22 -policyname
std 2225 -instance
(vserver export-policy rule show)

Vserver: std 22
Policy Name: std 2225
Rule Index: 1
Access Protocol: any
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.10.10
RO Access Rule: sys
RW Access Rule: sys
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false
Allow Creation of Devices: true
cluster-01::>

NFS 22}0|21E 192.168.10.1001 A gtreedl| UM ABI2{H NFS 220|21E 192.168.10.100( A gtree| A2 20
chet 2471 8 AN ABt0] QL0fof BLICk,

Lo T —_ -

CHe £30|M= gtreeE OFR2ESH= 52 NFS 22I0|AETH HMATH HRES HOof FL|CH

[root@192.168.10.10 ]# mount 192.168.35.223:/vol/volstdl0/gtreel
transition volume gtreemount:192.168.35.223:/vol/volstdl0/gtreel failed,
reason
given by server: Permission denied [root@192.168.10.10 1#

NFS 22t0|HE 192.168.10.100] Chiet &17| HE MM AE HS5tHH =5 LHELHY| YHMS +3522 +FH 0}
gLt
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cluster-01::> export-policy rule create -vserver std 22 -policyname
std 2226 -clientmatch
192.168.10.10 -rorule sys -rwrule never -allow-suid false -allow-dev true
—-superuser none -protocol nfs
(vserver export-policy rule create)

cluster-01::> export-policy rule show -vserver std 22 -policyname std 2226
-instance

(vserver export-policy rule show)

Vserver: std 22
Policy Name: std 2226
Rule Index: 1
Access Protocol: any
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.11.11
RO Access Rule: sys
RW Access Rule: sys
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false

Allow Creation of Devices: true

i Vserver: std 22
Policy Name: std 2226
Rule Index: 2
Access Protocol: nfs
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.10.10
RO Access Rule: sys
RW Access Rule: never
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false
Allow Creation of Devices: true**

cluster-01::>

0fl: 7-Mode2t ONTAPO|A| gtree AAZE FX|0| OfEH| CIEX| HH

7-Mode AEE|X| A|AEIO|AM NFS SE2I0|AHET} 42| 282 ORE X|HE Sl gtreelll HMALY [f gtree AAZE
TR0 FAE D M9 282 AAXE 0] HEELICH TJ2{L} ONTAPO|AE NFS 22I0|HE T} gtreed] EH
OLRESIE, B2 2&2| OI2E XA S Edlf qtreedll UM ASHE gtree AAZE FEl0| A MEEIL|CE O] o=
NFSv40i| E3| HEEL|LCt.

CI22 7-Mode AE2|X| A|AEI(192.168.26.18)2] AAIZE TFX|O| ofRIL|Ct,
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/vol/volstdl0/gtreel -sec=sys,ro0=192.168.10.10,nosuid
/vol/volstdlO -sec=sys,rw=192.168.10.10,nosuid

7-Mode AE2|X| A| AR NFS 22H0|HE 192.168.10.102 gtreeO| CHSt §47| ME HMALH 7EX| 1 AELICE
2L} S20|AET} &9l EE2| O2E XIHE Sl gtreedl|] HMA S 1 S20[AEE= S FEOH| CHEt 2471/47]
HNATEUA7| W20 gtreedl] = == ASLICE.

[root@192.168.10.10]# mount 192.168.26.18:/vol/volstdl0 transition volume
[root@192.168.10.10]# cd transition volume/gtreel

[root@192.168.10.10]# 1ls transition volume/gtreel

[root@192.168.10.101#
[root@192.168.10.101#
new folder

[root@192.168.10.10]1#

mkdir new folder
1s

ONTAPO|A] NFS Z2I0|HE 192.168.10.102 Z2I0|HET} gtree?| 42| E&2| OIRE X|™ 2 Sl 2H qgtreeo|
MM AE I gtree gtreet Of CHEt 47| & HM[ATH FHEILICE,

Mt 20|l= NFS AAZE HH Mgo| Jakg
MZ2 Aoz TZNAS +FHOF gLt

02

7tot, Rt 2 ONTAPOIA NFS AAZE FMS MESt=

cEHEFE
"NFS 22|"
SMBI/CIFS T2t FH|

SMB/CIFS E2tO|MIA T} 11 SMB/CIFS MH|ATL 7-Mode A|AEIO|A MEH S0 AL, Ef2Zl
=2 AE{0| A SMB/CIFS 20| MIAE 27}t SMB/CIFS M A4 SMB/CIFS A4S

Hetot7| 2t SVM So| Y8 HES 522 S OF LICE,

EESH Ot 70| HEtE|0] Q=X | LOLoF EL|Ct 7-Modell| M 2F == LF SMB/CIFS 742 ONTAPO|A
X #EX fELICH 28 72 7-Mode T2t E2 Sl =X $2E = SVMO| 522 X E3H{0f L|C}.

CIFS 7+ 2 T2tst7| ot Al 7 Algt

| A S 2 AEM EF AP 2FANL0] SFE|= ZR02 7-

CIFS 7+ 7-Mode A 5| 4
off MetEIL|CH XA 5 StLi2te SFE|X| O™ =327t ™S O|FSHK|

Mode M&t E2 &
OhﬁL4Eh

LS |

7-Mode AtX QFALSH
* CIFS 2to|MIAE Z=7}3ljoF tL|Ct,

* MultiStore 20| HIA T} S-dotEl 2 H
Z=7Fotiof gLt

rict

=52 2R0t= vFiler 0| CHol S18E|l= Z2E

M

=S E0| CIFSE
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BTt
el T2HEO|A AA 7-Mode A|AE! EE= vFiler
FUlo DE =& Mete A&l 2 M[R{OF BtL|Ct.

0| A2l2 T2t = 7-Mode A|AHIOA 2 CIFS
MH ID7} £4E|10 S20|AE| MH|AS HISE
= 97| W20l 2RetL|Ch o Z2HMEof|M Tete
= A A 2 = 1607HUL|C [t CIFS
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CIFS MHE dde + A= F 7HX 84
ZaLicth
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glo
i

I Z= ONTAP H{X0f| M & Jts:

* "Apply configuration'(7+4 X&)
EHA|(precutover)E S| HOi| A
CIFS IDE AE510] 7-Mode A|ARI0f| A
CIFS MHE x|t dsHjof ZL|Ct.

O] ;M E Sl SVMUIA 22 CIFS
ME IDE 7 HE 4 JUSLICH A A
IDE A5 "M M8

£t (precutover) ¢! F0i| CIFS At 7}
7-Mode A|AEI0f| A A3t ZOIX| 2Holsl{of
rL|Ct O] 22 A™ 2 F0of| 7-
Moded|A| CIFS 8 & el= O
HQgtL|Ct,

= 212 7-Mode CIFS IDZ E}Zl SVMO{| A
CIFS NHHE &3O} gfL|Ct.

+ 0213t 0| ZZE|R A A XAS
2as 4 laLt,

& CHS precutover & SA| AEZ[X|
WRHE A5t S2I0|AETH ONTAP
S50 AMAY = JEE ljof gLt

i. ONTAP ZI2|A 9.0 ~ 9.50| XML

* CIFS AMH O|Z(CIFS AMH NetBIOS 0|2
)2 HASI2Z{H 'vserver cifs modify'
HHE MESHUAIL.

0 7152 AFE3tE YAl IDE ABHO]

EF21 SVMOll CIFS MHE M3t Tk

M8 MM ) S Lo}
gt

- EE HE" AT ELHHE EF
S2{AE{0f|M 'vserver cifs modify' HHES
Aeste EfZI SVM CIFS IDE 7-Mode
CIFS IDE CHAI & JELILCE.



M IDE AFESHAIR * ""Apply configuration" TtA|(precutover)S
£lSt7| Moj| A CIFS IDE AF2SHK EF2
SVMO|A CIFS MHE F-A8H{oF BfL|LCE.

mAM M2 | (precutover) XY S0i| CIFS
ME{ 7} 7-Mode A|AEIO||A AlSH ZOIX| EolsHof
[2(=]=3

O| 242 ""Apply configuration(7+d H&)" THA|
(AP 2121 ) F0i| 7-Mode A|AEIOA CIFS
THE ele ol EELCh

0|2{8t X7Z10| ZZE|H AFH ZHQH XS HaHst
2 QIALICEH O3 CHS SVM 1M S HIAESIT
AER|X| HOH XAS 283t AlElg £2BHC
o« 2 K -
CIFS 2Z AI2X} U O28 HM3tsty| st T2 ALSt
ONTAPZQ| M2 s X[ 8! X|¥E|X| ¢= CIFS 74
UE CIFS M2 ONTAPO|AM K| E|X| QUHLE 5= Mztsljof 57| =0l ONTAPE

Het=| K| f5LICt. of2{gh s1-gof Hetof ojXl= %'%F% =y f5f7| Flofl 2= AHE HE 2F 2
B3 HAIX|E &HlsHOF BfL|Ct.

Heto] XI#E= e LItt

—

7-Mode T2t E2 49l 2 E0iM LIS CIFS #4835 TetELIth

* CIFS 7|2 DC 4 LICt
© AFRAH i LA
o 'letc/usermap.cfg’
o '"WAFL.NT _admin_priv_map_to_rooft'
* CIFS ZZ MEXt S OF
* symlink % widelink 7+ ("/etc/symlink.translations")
CIFS ZAl 714
* CIFS 3+
* CIFS 3/ ACL
CIFS & ClEER| 714
* CIFS M
° cifs.gpGPO.enable®IL|Ct
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o 'cifs.sB2.enable’
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° cifs.sWINS_serversE MEHSL|C}
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* FPolicy 7|& T} XHEF 74

i

Oz{et CIFS ol st XpMISE LIE 2 AP =tel 20t HZESHIAL.

ONTAPO| A X|#E[X| b= I LICt
ONTAPO| M L}Z 7-Mode #40| X2 =X gd=LICt. [MEtA of2{et 742 FO[|E = SlELIC]
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—
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[y =2 =212 O
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* XNHE UNIX OES AR 82 AIE6t0] MU S MM5H= CIFS 372l Forcegroup & LT}

* maxusers attribute of CIFS share0l|A| 7-Mode CIFS 250 3{2&|= X SA| HE 2 X|-E 4 AUSL|Ct
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