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FIPS 140-2 7™ =45 &43}s1H SSLv30| H|ZMSHEILICH ONTAP FIPS 140-2 48 =45 &M3tet AR
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a. S2{AE 22| LIFS| Yot FHMS ehQlgfL|ct.
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* H|E|3 2IE{I|0|A show -vserver_svm_name_-lif cluster_mgmt_lif_-fields firewall firewall -policy *

clusterl::> network interface show -vserver clusterl -1if
cluster mgmt -fields firewall-policy
vserver 1if firewall-policy

clusterl cluster mgmt mgmt

b. SHAE] 22| LIFRt HZE Yot MM HTTPS HMA S 51 &3H=X| &eletL|Ct.

* A AR MH|A 2ot B show-policy mgmt *



clusterl::> system services firewall policy show -policy mgmt

Policy Service Action IP-List

mgmt
dns allow 0.0.0.0/0, ::/0
http allow 0.0.0.0/0, ::/0
https allow 0.0.0.0/0, ::/0
ndmp allow 0.0.0.0/0, ::/0
ntp allow 0.0.0.0/0, ::/0
rsh deny 0.0.0.0/0, ::/0
snmp allow 0.0.0.0/0, ::/0
ssh allow 0.0.0.0/0, ::/0
telnet deny 0.0.0.0/0, ::/0

9 entries were displayed.
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a. " |ER3 2E{H|O|A create-vserver svm_name_-lif lif -role sRQIE{22{AE| -home-node_home node
-home-port_home_port _-address_ip_address_-netmask _netmask *'

clusterl::> network interface create -vserver clusterl-01 -1if
intercluster 1if -role intercluster -home-node clusterl-01 -home-port
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/vol/volstdlO/gtreel -sec=sys,rw=192.168.10.10,nosuid
/vol/volstdl0 -sec=sys,rw=192.168.11.11,nosuid
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cluster-01::> export-policy rule show -vserver std 22 -policyname std 2226
-instance
(vserver export-policy rule show)

Vserver: std 22
Policy Name: std 2226
Rule Index: 1
Access Protocol: any
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.11.11
RO Access Rule: sys
RW Access Rule: sys
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false
Allow Creation of Devices: true
cluster-01::>

2t = ONTAPO||A gtree gtree1 9| AATE M2 Cr2nt ZH&L|C
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cluster-01::> export-policy rule show -vserver std 22 -policyname
std 2225 -instance
(vserver export-policy rule show)

Vserver: std 22
Policy Name: std 2225
Rule Index: 1
Access Protocol: any
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.10.10
RO Access Rule: sys
RW Access Rule: sys
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false
Allow Creation of Devices: true
cluster-01::>

NFS 22}0|21E 192.168.10.1001 A gtreedl| UM ABI2{H NFS 220|21E 192.168.10.100( A gtree| A2 20
chet 2471 8 AN ABt0] QL0fof BLICk,

Lo T —_ -

CHe £30|M= gtreeE OFR2ESH= 52 NFS 22I0|AETH HMATH HRES HOof FL|CH

[root@192.168.10.10 ]# mount 192.168.35.223:/vol/volstdl0/gtreel
transition volume gtreemount:192.168.35.223:/vol/volstdl0/gtreel failed,
reason
given by server: Permission denied [root@192.168.10.10 1#

NFS 22t0|HE 192.168.10.100] Chiet &17| HE MM AE HS5tHH =5 LHELHY| YHMS +3522 +FH 0}
gLt
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cluster-01::> export-policy rule create -vserver std 22 -policyname
std 2226 -clientmatch
192.168.10.10 -rorule sys -rwrule never -allow-suid false -allow-dev true
—-superuser none -protocol nfs
(vserver export-policy rule create)

cluster-01::> export-policy rule show -vserver std 22 -policyname std 2226
-instance

(vserver export-policy rule show)

Vserver: std 22
Policy Name: std 2226
Rule Index: 1
Access Protocol: any
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.11.11
RO Access Rule: sys
RW Access Rule: sys
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false

Allow Creation of Devices: true

i Vserver: std 22
Policy Name: std 2226
Rule Index: 2
Access Protocol: nfs
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.10.10
RO Access Rule: sys
RW Access Rule: never
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false
Allow Creation of Devices: true**

cluster-01::>

0fl: 7-Mode2t ONTAPO|A| gtree AAZE FX|0| OfEH| CIEX| HH

7-Mode AEE|X| A|AEIO|AM NFS SE2I0|AHET} 42| 282 ORE X|HE Sl gtreelll HMALY [f gtree AAZE
TR0 FAE D M9 282 AAXE 0] HEELICH TJ2{L} ONTAPO|AE NFS 22I0|HE T} gtreed] EH
OLRESIE, B2 2&2| OI2E XA S Edlf qtreedll UM ASHE gtree AAZE FEl0| A MEEIL|CE O] o=
NFSv40i| E3| HEEL|LCt.

CI22 7-Mode AE2|X| A|AEI(192.168.26.18)2] AAIZE TFX|O| ofRIL|Ct,
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/vol/volstdl0/gtreel -sec=sys,ro0=192.168.10.10,nosuid
/vol/volstdlO -sec=sys,rw=192.168.10.10,nosuid

7-Mode AE2|X| A| AR NFS 22H0|HE 192.168.10.102 gtreeO| CHSt §47| ME HMALH 7EX| 1 AELICE
2L} S20|AET} &9l EE2| O2E XIHE Sl gtreedl|] HMA S 1 S20[AEE= S FEOH| CHEt 2471/47]
HNATEUA7| W20 gtreedl] = == ASLICE.

[root@192.168.10.10]# mount 192.168.26.18:/vol/volstdl0 transition volume
[root@192.168.10.10]# cd transition volume/gtreel

[root@192.168.10.10]# 1ls transition volume/gtreel

[root@192.168.10.101#
[root@192.168.10.101#
new folder

[root@192.168.10.10]1#

mkdir new folder
1s

ONTAPO|A] NFS Z2I0|HE 192.168.10.102 Z2I0|HET} gtree?| 42| E&2| OIRE X|™ 2 Sl 2H qgtreeo|
MM AE I gtree gtreet Of CHEt 47| & HM[ATH FHEILICE,

Mt 20|l= NFS AAZE HH Mgo| Jakg
MZ2 Aoz TZNAS +FHOF gLt

02

7tot, Rt 2 ONTAPOIA NFS AAZE FMS MESt=

cEHEFE
"NFS 22|"
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