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Prepare for copy-free Perform copy-free

- —» ! — Complete transition
transition transition
Plan the copy-free transition Preproduction testing:
Verify transition requirements. project.
v Rehost the transitioned
¢ volumes.
Provision SVM: v
Prepare the 7-Mode systems i .
for transition. Apply SVM configurations. Verify the transitioned
¢ + configurations.
Verify SVM configurations
Prepare the network for (manual). Perform manual tasks for
transition. configuring Data ONTAP
+ * features.
Prepare the cluster for Check readiness for cutover. +
- Verify management scripts,
transition. - i
== * = tools, and applications.
b |
g * Export 7-Mode information: c *
g Disconnect client access from =
Gather cabling information. 7-Mode {manual). Connect clients.
L 4
’* Export and halt the 7-Mode *

Verify the eligibility of 7-Mode systems. Perform posttransition
aggregates and volumes and remediation for SAN hosts.
prepare them for transition. +

Cable d:Sk She“{';es;, . Test all workloads and
for transition (NFS, CIFS, SAN, shelves and connect to target environment.
name services, and data cluster nodes {manual).

protection). L 4 v

Use Config Advisor to verify ] )

Perform pretransition cabling (manual). Start serving production data.
remediation for SAN hosts. + | +
- Verify the cabling. Commit the copy-free transition
project (no rollback).
Import the 7-Mode data and
configurations.

Manual; Tasks that cannot be done from 7-Made Transition Tool
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Verify transition requirements.

v

Prepare the 7-Mode systems
for transition.

v

Prepare the network for
transition.

v

Prepare the cluster for
transition.

L J

Gather cabling information.

Copy-Free Transition
l Cabling Guide

Verify the eligibility of 7-Mode
aggregates and volumes and
prepare them for transition.

Prepare Data ONTAP features
for transition (NFS, CIFS, SAN,
name services, and data
protection).

Prepare 5AN hosts for

transition.| saN Host Transition
and Remediation Guide
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* EHAES Z LE0|= ER SYMECE A E H|O|E LIFZt StLt O & QLo{OF BL|Ct.
* I E SVM H|0|E{ LIF= 'transition-tool.conf' I Q| ‘tool.http.port' OH7H 40| X|HEl X E L= 7-Mode

Transition Tool ZZE 80881} EAISH 4= QI0{0F EFL|CF.

() websiol of Eaimle xherebx] Sh=x| Eolshof Btk

"7-Mode T2t £ %] &

e

Elll

HzS 2|8l 7-Mode HA & Z=H|

HMet2 A|&SH| M| 7- Mode A|AEIO| EFH 22{AEQ EASIEE MXSD HTTPS &
TLSE ALB3HEE MH3e 5 7-Mode AIAHOIN S Kol etasiof &
H

o

HA 2L E7F Fab HEfofoF 5t CF ME| BHES AISHY 2ol &= U= H|0|ZRH HE
BHLICE =3t NetApp AutoSupport 2 AF25H0] Q2L 9|8 AEjE BF ZX|E 4 QS

1. AE2|X] AJARIOIM HTTPS7F MEE|0] UX| RO HTTPSE AIESIZE AHELICH
' * options httpd.admin.ssl.enable on *'
HTTPSE 7|2X o2 &M3tE(of AELICH

2. 7-Mode AEZ|X| A|ARIO|M TLSE &43tH5H0] 7-Mode T2t £0| 7-Mode AlA D SHEHEE X|

o

a. AER|X| A|AHIO|A SSLO| OtE] MHE|0 QK| %42 HASR SSL: + " * SecureAdmin setup SSL * "S
MEstD A EFRL|C

SSLE JlHo Aa|x| AL cisf SBELICH O/ AE2IX| AAHO el SSLE W F2
A% FSER| 2 HAIXI7H EAIELICH HZSHR) eoeil SSL MEE R & YLCh

b. SSL:+' * options ssl.enable on *'& &AM 3}gtL|C}

C. TLS AtE: +* &M tls.enable on *'
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d. 7-Mode A|ABIOA SSLv2 U SSLv3Z H|ZMalBtL|CE + ' * options SSL.v2. enable off *'
' * options ssl.v3.enable off *'

7-Mode 8t E2 TLS = SSL Z2EZS AHE30 7-Mode A E2|X| A|AR D} SAELICE O] E2
AER|X| A|ARIOA TLS7 2MSHE HR TLS ZREZES AMESI0] AEZ|X| A|AR T} EMBILICE TLSIt
HIZHEotE|0f QU0 AEE|X| A[ARI0A SSLv30| 230 A= HR 0] E2 SSLv3E AE3t0] AEE[X|
A| AR S AMBfLICE.

+52: 2o FAM S WXt TLSE M3t SSLv2 U SSLv3S AFESHX| ¥ = MMst= 20| 7z
EELIC
7-Mode A|AHRIOA] S A} @L0] FEHS floll SP L= RLM €73

SP(MH|A T2 HM) E= RLM(2Z LAN 2E)0| 7-Mode AEZ|X| A|AEI0|A OFE A E|X|
EATILE IPV6 FAE SP = RLMES 743t 22 IPv4 FAZ SP & RLMS TLA6H0}
rL{C,

* SSHv2= 7-Mode Transition ToolO| A X| &l

=)
* SP K= RLM "naroot™ A &O[Lt "admin" HE| XA EY E= "login-sp™ 7| 50| U= Data ONTAP AHEXt
Aol KM AT 4 L0{0F FHLC.

AEO0f| M X| 2 E[0{0F BfLICt.

7-Mode Transition Tool2 SP EE= RLM & Z2E DU S J|HIOZ A|AHINM AL 7tst 2 22| ZK[E
ArEsHe] HMet S| A|ARI0| HX|E m 7-Mode A|AEIN| HMASBILICEH SP EE= RLM2 IPv4 A2 1A6H0f
SILICH IPve 782 H™2to| X E|X| 4&LICE.

A

* SPE F43t1 7-Mode T2t E0| EX|El S AE0| SP AMAE RSTLICY.

a. IPv4 4 +"* SP setup * "S AE3I0{ SP LIEYAE #4StL ALESHE AHELICt

systeml> sp setup
The Service Processor (SP) provides remote management capabilities
including console redirection, logging and power control.
It also extends autosupport by sending
additional system event alerts. Your autosupport settings are use
for sending these alerts via email over the SP LAN interface.
Would you like to configure the SP? y
Would you like to enable DHCP on the SP LAN interface? n

Please enter the IP address of the SP []: 192.168.123.98
Please enter the netmask of the SP []: 255.255.255.0
Please enter the IP address for the SP gateway []: 192.168.123.1

Do you want to enable IPv6 on the SP ? n
Verifying mailhost settings for SP use...

b. SPUIEYIT T4 MFE olshLIC
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I*SPéI‘EH*I

systeml> sp status

Service Processor Status: Online

Firmware Version:
Mgmt MAC Address:
Ethernet Link:
Using DHCP:

IPv4 configuration:
IP Address:
Netmask:
Gateway:

1.2
00:A0:98:01:7D:5B
up

no

192.168.123.98
255.255.255.0
192.168.123.1

C. 7-Mode Transition ToolO| M X|El S AEO0]| Ciot SP HMA K|S

" &M sp.ssh.access host=7mtt_host*

'7mtt_host= 7-Mode Transition ToolO| MX|&l &

@ SPE JM6IH RE SAEN 7|2
HMAE H[HstZ{H 0| THAIE 3 H

HAIXRIZE EAIE|H ALE X} O|E2| 22 & Y=ELIC

SP TEIEJ} HA[ELICE O]= SP CLIOf| HNASH £~

AEQ| BAE 0|2 & P FALICE

Z oy A At0| HO{EILIC £
etLiCt,

UASS LHEH-HLICE

* RLME FA5t11 7-Mode Transition ToolO| MX|El S AEN| RLM HMAS XN 2EHL|CE.

22

a. IPv4 4 +"*RLM setup * "9 Z RLM U EQ|IE 74

Mgtct

RLM CLI OFHALO| M RLME| IP 24, HIEH 3 OpA3 8! A|0|E20| S Y=HOF BfLICt.

SAEOQ CHSH

d. 7-Mode Transition ToolO| MX|El SAEQ|A SP:+' * ssh_username@sp_ip_address_ *'0ff 22 1stL|C}



system> rlm setup

The Remote LAN Module (RLM) provides remote management
capabilities

including console redirection, logging and power control.

It also extends autosupport by sending

additional system event alerts. Your autosupport settings are
used

for sending these alerts via email over the RLM LAN interface.
Would you like to configure the RLM? y
Would you like to enable DHCP on the RLM LAN interface? n
Please enter the IP address for the RLM []:192.168.123.98
Please enter the netmask for the RLM []:255.255.255.0
Please enter the IP address for the RLM gateway []:192.168.123.1
Do you want to enable IPv6 on the RLM ? n
Verifying mailhost settings for RLM use...

b. RLM HIE|Z 70| SHIEX| gfeletL|ct.

" RLM STATUS™

system> rlm status

Remote LAN Module Status: Online
Part Number: 110-00030
Revision: A0
Serial Number: 123456
Firmware Version: 4.0
Mgmt MAC Address: 00:A0:98:01:7D:5B
Ethernet Link: up, 100Mb, full duplex, auto-neg complete
Using DHCP: no

IPv4 configuration:
IP Address: 192.168.123.98
Netmask: 255.255.255.0
Gateway: 192.168.123.1

C. 7-Mode Transition ToolO| MX|El S AE0| RLM AN A XS

'+options rim.ssh.access host=7mtt_host™

o
k
rir
%
P
s
13
r
il

7mtt_host= 7-Mode Transition ToolO| EX|E SAEQ| SAE 0

@ RLM2 7 MSIH DE SAEQN 7|2HOZ AN A Hoto| BN ELICH EX SAEQ CHgt
HMA S H|SHSte{H O] THAIS $=3sf{of BL|C}.

d. 7-Mode Transition ToolO| MX|=l SAEQA RLMO| 2 3QIEL|CE,
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" ssh_username@rim_ip_address_ ™
HIAIX|ZF FA|=|H AFEX} O| B2 =S Y= ljof LCt.

RLM ZEZE7} BAIS|H RLM CLIO| HHAS & YUSS LERHLICH

Fets ¢t HER A ZH]
=2| ZE(VLAN & QIE{H[0|A O F)E Hdote] Matet 22{AEQ| H|o|E HIEQ/IZE
ZHlsliof ghLct.

NTP MHE 8Hof 5t A|ZH2 7-Mode A|AE! 5! S2{AE HH|0|M S7|2k=|0{0F SfL|Ct.

EHA|
1. 2ot 22 ER 23 AH LEO0|M VLAN E= QIEH0|A OIS MyatLch

* HE{|3 XE VLAN create®

E
rir

" {|EQ|3 ZE ifgrp create*'
Mot = HE3 AZ 2 MSot2{™ 7-Mode IP FAE ONTAPL| H|:3t HEQIT EEZX|Z M2tslfof BfL|Ct,
of|E 501, 7-Mode IP F27t 22|H ZE0| =0 U= B IP FLE ONTAPS| HEet Z2|X XE=Z

Fztsf{of stL|Ct OFEEZEX| 2, VLAN ZE fE= QIE{TH0|A JEOH THEIP FAE ONTAPS| MESH VLAN ZE
L= OIEH0|A 0202 FBtE|0{o} SfL|LCt.

riot

2. 7|2 IPspace0f SYMS AtEdst2{H L5t IPspaceS MAHSHUAIL.
* 4| E93 IPSpace CREATE *'

HetE 2lslf MEHEl 7-Mode IP F4 = MZ LIFE Il El SVYMS| IPspacedil A MM ElL|Ct

() 1P xaE waE 4 glon] M3 ¥ 2502 Ao} BLIC

7-Mode IP 49| M2t2 2|8 T2y Argt

7-Mode IP =25 ONTAPS| SVM(AEE|X| 7t&t o= Fateh nf 2qslof g & 7HX|
Atehol| chol 2 RLo{of ghict.

* 7-Mode T2t 2 AL23101 7|Z 7-Mode IP FAES HEHID SYMOIA TS A IP FAE XIWE 4 YaLich
° 7|E 7-Mode IP F4E£ Hg THAE R 2t) E72l 22| x| Aefol Qs SVMOlA M ELIC
* X8 4 (precutover) EH|S| BH2| "UP" AEHO|A SVMO|l AY IP A7 MM EIL|CE

* IPv6 FAE HBE 4 glon] Mgt 3 +502 A of BLICH
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* iSCSI & FC LIFE TetE(X| i Het = =322 Fg00f ZLCt.

So{AHE T ZH| SYILICE
HE5t7| Hol| 22 AE{7t 7-Mode Tt E1F S4SI=E FH|5H1 SVMO| Tghe = AT
ZH|sf{oF gfL|Ct. CIO|E O 22[AIO|ET} = Ef2 HA WO = Tetet & ELCt

* 22{AEHE o|0| XSt EtZl 22{AE EE S AE0| HZS0f gL|Ct.
"ATEQ0 MH"

* SVMS MMt IPspacedi| EHEtsl{of SFL|C.

* 7-Mode C|23 AT S 7|Z Cf|0|Ef 02| A|0|E B! 2FO0| U= BRI HA YO = Hetet = JUELICE

[ AN

2= S2{AE{S P EFA SVMO| 2E 288 SAYE 4 9l Tl0[E] 0422|H/0|E7t 0{oF BHLICH 471
Olte| e E7} Y SRAAES AP SVMe| SE EBE Mero| Efzll e Ei SiAES] L2 oA

SAgs 4 AL,

Het 50| SHAEE CHE ONTAP T Q2 ¢ 12|0| =31 AM = ¢F ElLICt
oot 32 S AEE St ONTAP HHQ| x| E2|== ¢ao|=g = JASLICH

1. 22| SAEM S AH 22| LIFE AF8SHH S AR AAY & A=K FolgtL|Ct,
'* ssh_username@cluster_mgmt_ip_ *'

2. 22| AE{0]|M SSLv3 K= FIPS AHE:

2(8) gdststz{H. .. UH...
SSLv3 * N|AE MH|A 2] 8 - SSLv3 A2 Tts &+
FIPS 140-2 4™ &% * N|AEI MH[A 2l £ - SSL-FIPS X[ true*

FIPS 140-2 78 =4E 243}51H SSLv30| H|2HHRtEILICH ONTAP2 FIPS 140-2 A8 =4 2tMg)st
SSLv3Z &M3tstX| 2= LICE FIPS 140-28 A2 E Mot = 0|2 AF2SIX| Y5 HHs= &F
SSLv32 H|2tA 3t AE 2 S X|EIL|C}

() =% aels ssLvael Hot 2o (20 FIPSS Atgsts ZielLict,
3. Ze{2H Bl LIFOIM HTTPS7t 518 =X| Helgict

a. 22{AF 22| LIFo| cist wat MM S ELICE +° * network interface show -vserver_svm_name_
-lif_cluster_mgmt_lif_-fields firewall firewall firewall -policy *'
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clusterl::> network interface show -vserver clusterl -1if
cluster mgmt -fields firewall-policy
vserver 1if firewall-policy

clusterl cluster mgmt mgmt

b. S2{AE 2| LIFSt HZE wstH MM HTTPS AMAS 5{t=X| SQIEILICE + " * A| A MH|A
9ot HAH show-policy mgmt * "

clusterl::> system services firewall policy show -policy mgmt

Policy Service Action IP-List

mgmt
dns allow 0.0.0.0/0, ::/0
http allow 0.0.0.0/0, ::/0
https allow 0.0.0.0/0, ::/0
ndmp allow 0.0.0.0/0, ::/0
ntp allow 0.0.0.0/0, ::/0
rsh deny 0.0.0.0/0, ::/0
snmp allow 0.0.0.0/0, ::/0
ssh allow 0.0.0.0/0, ::/0
telnet deny 0.0.0.0/0, ::/0

9 entries were displayed.

QRS

Hets flet 70| & HEE &= SYLIC

SAE AFESHA| b= MeE AIESHY| Mol 7-Mode ZIEE2{2| O{HE, ZE, C|A3 #lx 5l
AEZ|X| HZEO| tiet WEE =TT LIS 7-Mode C|AT I E EZI S2{AE 20
HZSt= WS Al=loHOoF 2hLCt,

SALS AFSOHR] i FE AH0I2Y ATAES I4fsHof BhLITt

2 gl A3 AH0|2 YIANE

—_

- Config Advisorg AtE0t0] 7-Mode 2E2|X| 8! 0|2 HZ HE| HAS st #H0|=T HIOIHE
AXISIAAIR
T d =] .

"Data ONTAP 7, 8(7-Mode)" &l TE2T}U0||A '7-Mode HX| HA' FM S ArEsHOf LTt

2. C}2 HHS M85 2} 7-Mode ZHEE2{0] CHEH 4 HEE SESLICH

O] | ZHS AFESI0| C|A3 X AF0| MEY ZEES AlEY + AFLICH
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hostl> sysconfig 3

slot 3: SAS Host Adapter 3a
24 Disks: 13440.0GB
1 shelf with IOM3

slot 3: SAS Host Adapter 3Db
24 Disks: 13440.0GB
1 shelf with IOM3

slot 3: SAS Host Adapter 3c
24 Disks: 13440.0GB
1 shelf with IOM3

slot 3: SAS Host Adapter 3d
24 Disks: 13440.0GB
1 shelf with IOM3

O] | ZHE AEI0] AL 75t ZE 8l &F 7t= X0 st HEE ¢2 + ASLIT

a. A8 7HsH(YR) ZES AEBLIC
b. 215 = 2R S AEHLICL
c. B FHE 7Y ALBLC
E20 SAE 5! ONTAP BHOIME 213 7127} X 2IE|= B2 7-Mode AIAHOIN 28 =S 0|58 4
I

AELICH LRt 2L PAM FIEE A Y 45 USL|CH
"NetApp Hardware UniverseS & ZE8HAA|Q"
d ClA3 dm #0| S0 AHSY tHY ZEE A FLICL

CHe ZE MEi2 OhE 24 § 250 w2t F2pELC

» HEO| [|AT I ABHEE J|E C|AT 4l

1>

T AEH
= ==

Ml

- @HC TE £l 8E 7lE0| I8y

=]

5. H|0|E| MIE{2 0| S35t #|0|& HE HIAEO 7-Mode HEE2] % E}Z 22{AE LEQ| ZE HES
=¢|HeZ 7| =L ct.

a. 0|5 HZ }IAE0| 7-Mode ZHEER2| AHEE ZEE J7|ELLICL
b. CHA SHAE O] AIBE XEES 70|22 YIAE0] 7|SELICH

C. EtAO|M AI=E 2 7-Mode C|A3 2 AZ0| AL S Bt ZEE 7|FEILICH
STEP_DOCFE719A0384F7FASD9E73C8EABC2ET.
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d. C|A3 4o s HAZst= o Mgt #Ao|20| Ye=X| &eletL|Ct,
MZ2 C|AT HlT AEH QIX|E 7|FECZ A 0|8 HZ 1t HHE EXNE D5 AlHOF gL C},
e. 2iC] 2 Z2F = HI0|E ME| 27 AFEC=E Qlsl 7|0|8 Z0|E A= AlES +EeLct
f. ZtC|A3 dlx AEWT} 0| 20]| 7-Mode ZAEZ2{0] 20|22 EAtgtL|Ct.
DO Alg|= M3S EU510] C|AT I E 7-Mode ZAE Z2{0|| CIA| HZS{O} &
AEHO| YO[B S X|™St= ZQLILCE
R S

"DS4243, DS2246, DS4486 3! DS4246& SAS C|A3 &lx MAX| 3! MH|A 70|E"

A

"SIEIO| AMH| M2| Disk&2 I 14mk2"

"DS14mk2 FC 3 DS14mk4 FC StE2{|0] A{H|A 710|E"

=AE [X| 5= Tt AO|=3 FAIAEES M3 #H 0|23 A= ME +
Mode ZAEEa] 8 ERZ S2{AH LEOf| HZEl ZE Sl C|A3 dioof chist Y2

BILICE. T8 7-Mode ClAS HIE EFZI 22| AF Lo SiZots o ALSY &
=0{of BLICt,

T-Mode Cabling (source) Chestered Data ON TAF Cabiing [destination)
Controlier A& (hostname): Controller & (hostname]:
Locatian: Floor Rach: Lecation: Flaer R
Moduls & Ports | Module B Ports | Shelf Type [ Assst Tag She¥ IDs: Moduds A Pons Hﬂdl.lll_‘_'l;i_ﬂ Shell Typa | Assst Tag Shell IDs.
Contraller B (hostnama): Contrallar B hoatnama):
Lecatiom: Floor: Rachc Location: Floor; Rach:
Modules A Ports | Moduls B Pors MWIMT" Shell D Module & Ports | Module B Ports. Shell Type | Asset Tag Shell IDs
*2EABIZE:ZEABE ZE HZ
* AT QUM EfD: ClAT 4T R
«flm p:CjA3 ¥ D
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Z0l1E HZE IAE of
7-Mode #|0|E HZ&
ZHEEZ A(ZAE 0|E): 7hostA

i SEet: 20 HHm: 8

Clustered Data ONTAP #|0|& HZ
L E A(RAE 0|E): cluster1-01
A 22t E20{; 58H 2 3

DEAZE LDEBIE 4HIQy dm S DEBIXE 4O QY dm
/RHAHERD IDYLICE /RHAHERD IDYLICE
1a 0A DS4243/150 10-13 0A DS4243/174 10-11
254-7 243-2
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205-2 o|sgfL|ct 254-7
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AE T
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Heh =of ofolf MeHELICE =2 & StLete thE|7(| BOH =77t 4
ELCt.

* J}>I
-|o
2
g
N
=
(@]
o
D

7-Mode AtH Q ALSH
* NFS 2t0|MIA T} QL0{OF BhL|Ct.
* MultiStore 2t0|MIA T} Q= AR B E vFiler S 0IA NFSE &M 3tsliof sfL|Ct.
A=
=

* Het B0l= 7-Mode A|ARIOA NFS MH|AE AAsHOF SfL|C,

S2t0[AE HMATHFI|0 HEUT| HAS AEE ZH|7L &l 20| = 7-Mode A|AE0AM MH|A7} A1
9l0{OF SHL|C}
A = -

* H|22] L L7 | 7RIS of st B Feret7] Hoj szt 7AIS Yeto/exports’ THAOH Z74s0f S|t

7-Mode Transition Tool2 '/etc/exports' TFH0]| M|l H3t LHELH7| 21T MetotL|Ct,

SAH AR 27 Akt

NFS 2t0| Ml A 7H AO0{OF L,

"NetApp MEHA: ONTAP 9"

NFS Hzh: X|/x[= 240 X @EX| b= 7, B2t 3 T

UE NFS 7182 ONTAPO|AM XK X| o8 Z ONTAPE e X| HLE, 7-Mode2}
7|2 XtO|7t UALE, =522 &8l 0f 5= %407} U[ELICE o|z2{gt fLM0o| Metof O|X|=
IS WItsH| o 2E AP Hd 2F 3 210 H|A|X[E 2felsHof gL|Ct.

Hgto| X @Es TALct

29| 2o M T2 NFS 7182 7-Mode Tt E2 Sl T2t
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* NFS &M:
° nfs.udp.xfersizeS MEHEIL|C}
° NFS.v4.id =H|¢!

o NFS.v4.acl.max.aces

° nfs.tcp.xfersizeS MEAEHL|CH

o NFS.RPCSEC.CTX.HIGH
o nfs.rpcsec.ctx.idle
> nfs.response.trigger
o "wafl.default_nt _user
o 'nfs.mount_rootonly'
o nfs.tcp.enable
> nfs.udp.enable
o NFS.response.trace
o NFS.v4.read_delegation
o nfs.v4.write_delegation
o nfs.v4.acl.enable
> NFS.vStorage.enable®!L|Ct
> nfs.v3.enable
> nfs.v4.enable
* NFS AAZE FA:

LHELHZ| 7210 -actual VL2 FEE B2 UHEH Z2(BH F2)7t FAIEL LHELHI| #£|0] X Z22
T ELCt

* Kerberos E0t krb5pE AHESH F&I2 LHEHL|C}

O[2{et NFS T-doi| CHet ZtMieh L2 AP EE 208 FZSHYAI2.

ONTAPO| M X=X b= T LICH
CtE NFS 742 ONTAPOI|IA X|2IEX| & LCt.

* Qtree 8|8 NFS AAZE 0|2|2| 619 28 NFS AATE
* 2INFS

« PC-NFS

« NFSv2

* St} O &o| I A[AR] HE0|A NFS S2t0|HE HI

0z

* YE NFS 4

KEEX| gbs M TH SE]E2 A HY 1 HAIXIE XA



+E0F Metsof st 7
ONTAPOIAM X|E|l= NFS 782 LR AUX|2 7-Mode T2t E2 Solf MEE|X| EELICT
CHS NFS F&2 AP Hd XM 22 HAXIE Mt SVMOl| 184S =522 X E3l{of LIt

* NFS ZAL 74
* NFS 24:
o RPC.NSM.tcp.port
o RPC.NSM.udp.port
o RPC.MOUNTD.tcp.port

° RPC.MOUNTD.UDP.PORTE MEHSIL|Ct
° nfs.export.ng.timeout2 MESIL|C}
° nfs.export.pos.timeoutS MEHEHL|C}

° NFS.export.StH| A E timeout 'vserver nfs modify' B&E S AHE5I0{ NFS K| AEZ|X| 7t A|AEI(SVM)Q|
THE F-ELCE

T od

* Kerberos 7+

ONTAPOM 7| 5HOZ CIE 74
CHS NFS 42 ONTAPOUIA 7| sX Q2 CHELILCH

* NFS HAZE 7%
* NFS AAZE BN A FHA|
* NFS ZIEH E™

o

* 'howmount' H&H0{| X|&
* NFS Kerberos ¢z 3}
* NLM HZH X[

o Bt M+

7-Mode 742 Tt ArEX} X[H

“NFS _Tllll.alll

A2 3 SUMOI A NFS JATZES Aot WS 2T 210{0f BHLICH ONTAPOIA 7-Mode
SAEE 20| KEEIX S5 A & 1 A5 CAS A0} E 4 ASLIL

NFS LHEL{7| Tetol| Chet Chg 112 Afgofl {lsiof L C.

* SVM & % LHELHO 2= NFS S20[HE| 87| HE °—*.'H|*§ 5| 85IX| 2™ 7-Mode H&t E2 Soll
M “'*EE M2 MMSIDR2, IE NFS Sato|of 01I CHoll 817] & MMAE 5185t SVMe| RE =ES

MZ2 ﬂﬁg HMoZ AATES & QIEL|CH
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* ONTAPOIM X|RE|X]| ¢t= LHELHZ| F42| 7-Mode 2E0| H&E|H 0[2{3t 2ES WELO| 2= NFS
S20o[AEO]| TSt MM AE KHHRILICE.

vt HMA ASHS HSotAHE HEt = o[2{et 20| tist EUWY| HME +52= Fsl{of eL|C.

r

* ONTAPO|A X YE|X| gt= AAZE 40| U= 7-Mode qtree7t HEHE|H A9 EEQ| AAXE Mg
AFASHL|C
=

—_

1
Fo
rot

* ONTAPOIIA NFS Z2I0|¢ET} gtreeE DR ESIE™ SVML| RE 28 e 3E(F, /)| 2= &9 e

Z20f 87| M& #HTto] NFS S2t0|H E0]| A0{0F BL|Ct.

NFS 22I0|HE T} gtreeE OH2ESIZ{™ Qtree?t 247
Q7| Mg Hsto| lo™ NFS 22t0|HE T} gtreeS O

Ella —_—
Im
ot
4>
£
o>
il
ul

& AETLQI7| M, A7|/MmT

oll: qtree0f| Ciot WMA S S{ESIEE =&

I}
|>
H
Im

bl

2
mo
4>
ox
ot
r
n

E E8 = qtreeE OIRET 4= YT E SYMQ FE E80M 2= NFS 2210|HE| CHal 47|

UM A ASHE M SEteAH T = 0[2{eh gtreedf st AATE HMS 2502 F1gsH{of L|C}

SY = By : U FE AMA S FTFQ| Zetof| X[FE FR HE = HetE LT
TAS Yoot S AEOf Cfeh X Zot MM~ Fots ZFoH0F BiLIC

2
S

NFS 22I0|HE 192.168.10.1001| CHSH 25 volstd10 U qtree qtree1 Of T3t A 7|/M 7| HHAE 5| E8t= 7-Mode
C

AEZ|X| A|ARI(192.168.26.18)0 LA E CHS1t 22 AAXE HAZ NS L.

/vol/volstdl0/gtreel -sec=sys,rw=192.168.10.10,nosuid
/vol/volstdl0 -sec=sys,rw=192.168.11.11,nosuid

Tt = ONTAPOIM 2 & volsdt102] LHELHZ| MM 2 CtZa Z&LCt.
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cluster-01::> export-policy rule show -vserver std 22 -

-instance

(vserver export-policy rule show)

Vserver:

Policy Name:
Rule Index:
Access Protocol:

Client Match Hostname, IP Address, Netgroup,

RO Access Rule:
RW Access Rule:

User ID To Which Anonymous Users Are Mapped

Superuser Security Types:
Honor SetUID Bits in SETATTR:
Allow Creation of Devices:

cluster-01::>

~

M2t = ONTAPOIA gtree qtree1 2] AAZE MM CtSap ZH5L|CH

cluster-01::> export-policy rule show -vserver std 22
std 2225 -instance
(vserver export-policy rule show)

Vserver: std 22
Policy Name: std 2225
Rule Index: 1
Access Protocol: any

Client Match Hostname, IP Address, Netgroup, or Domain
RO Access Rule: sys
RW Access Rule: sys
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false
Allow Creation of Devices: true

cluster-01::>

NFS 2210|E 192.168.10.100|A{ gtreedl] HM[ASIZH™ NFS 22t0|HE 192.168.10.1001| A gtree2] 42| EF0|

X2 of

CHet 17| & M2 #SHo| RUO{0F SFLICH.

LIS £20|M = gtreeS O ESH= SOt

42

or Domain:

std 22
std 2226
1

any
192.168.11.11
SyS

SyS
:65534
none
false
true

-policyname

: 192.168.10.10

NFS 2et0|AETF M AT HARES 20 FLICE

policyname std 2226



[root@192.168.10.10 ]# mount 192.168.35.223:/vol/volstdl0/gtreel
transition volume gtreemount:192.168.35.223:/vol/volstdl0/gtreel failed,
reason

given by server: Permission denied [root@192.168.10.10 1#

NFS 22}0|21E 192.168.10.1001| CH3t 47| ML MM A
grL|C.

mufn

Al

Ok

siaie 280l L=LY| Mg $502 +Huo}

cluster-01::> export-policy rule create -vserver std 22 -policyname

std 2226 -clientmatch

192.168.10.10 -rorule sys -rwrule never -allow-suid false -allow-dev true
—-superuser none -protocol nfs

(vserver export-policy rule create)

cluster-01::> export-policy rule show -vserver std 22 -policyname std 2226
-instance

(vserver export-policy rule show)

Vserver: std 22
Policy Name: std 2226
Rule Index: 1
Access Protocol: any
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.11.11
RO Access Rule: sys
RW Access Rule: sys
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false
Allow Creation of Devices: true

Bt Vserver: std 22
Policy Name: std 2226
Rule Index: 2
Access Protocol: nfs
Client Match Hostname, IP Address, Netgroup, or Domain: 192.168.10.10
RO Access Rule: sys
RW Access Rule: never
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: none
Honor SetUID Bits in SETATTR: false
Allow Creation of Devices: true**

cluster-01::>
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0ll: 7-Mode2t ONTAPO|A| gtree AT E FXI0| {EH CHEX| HH

7-Mode A EE|X| A|AEIO|A NFS 22I0|HET} A2 2&2| OIRE X|H 2 Sl gtreelfl UMAZ [ff gtree AAZE
TXI0| 2AIE| D A9 289 AAZE FXl0| MEE/LICH O2{LI ONTAPYH A= NFS 22t0|A E 7} gtreedf XIH
OIRESHE, 22 E89| OIRE K™ S Edlf qtreed]| HUMASHE gtree AAXE A0 TA HEEILICE 0] o=
NFSv40f £3| ME&LILCt.

[}S2 7-Mode AEE|X| A|AHI(192.168.26.18)2] AATE F*|o| O L|C}.

/vol/volstdl0/gtreel -sec=sys,ro=192.168.10.10,nosuid
/vol/volstdlO -sec=sys,rw=192.168.10.10,nosuid

7-Mode AE2|X| A|AEIO|M NFS 22H0|HE 192.168.10.102 gtreeOl| CHSt 247| ME HMALH 7EX| D AELICE
J2{L SE0|AHETL &9l 282 O2E X[FE Sl gtreedll BMA Y [ FEI0[AE= SFOI| CHSH 2171/447
ANATEUA7| W20 gtreedl] & 5= ASLICE.

[root@192.168.10.10]# mount 192.168.26.18:/vol/volstdl0 transition volume
[root@192.168.10.10]# cd transition volume/gtreel

[root@192.168.10.10]# 1ls transition volume/gtreel

[root@192.168.10.10]#
[root@192.168.10.101#
new folder

[root@192.168.10.10]1#

mkdir new folder
1s

ONTAPO|A NFS 22I0[YE 192.168.10.102 2EI0[AET} gtree?| &% E&°| OH2
HUMAE M gtree gtreet Off CHEE 17| TE MM AR IHEL|CE

Im
Pal
ial
mjo
otm
el
il
gl
el
®

()

=2

A3 S0l NFS AL E HH KBo| Hate

| Sy

o o
MER Yrloz TZNAS +HH{OoF SLCt.

05

7teta, st AR ONTAPOIA NFS AATE HAS XM5H=

-

r
il

HEE

"NFS 22"

SMBJ/CIFS T2t ZH|

SMBJ/CIFS 20| IA 7} I SMB/CIFS MH|ATZL7-Mode A|ARIOA Al Z01 AL, Etz
S AE{0|M SMB/CIFS 2t0|MIA S 22715111 SMB/CIFS MH A4 SMB/CIFS M S

Hetot7| ?let SVM So| ¢8R S 52 = S OF LILCE

EESH Ot 70| HEtE|0] Q=X | LOL0F LTt 7-Modell| M 2F &= LF SMB/CIFS 7142 ONTAPO| A
X HEX fELICh 28 72 7-Mode T2t E2 Sl =X $2E = SVMOf| 5= X E3H{0f L|C.

LS ——

CIFS T4 TEs17| QI3 A 27 Abet
CIFS 782 7-Mode A[2H] Bl S2{AHIM S AFH 2FAML0| SFHE = 2002 7-
Mode M2t E5 Sof MetelL|th. =4 & ottt SFEX BoH =717t 2¥ S 0[HolA|
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ELCt.

7-Mode AFH @7LAFS

* CIFS 2tO|IAE =TIl oF gfL|Ct.

* MultiStore 20| 4l
Z=7tsHoF gLt

g B0l CIFSE

S2t0[AE MM A

_— "

S0[0{oF RfLICt.
* CIFSOj et 215

SAE AR 27 At

A7t gdetE E

4o

gotn AAsiof BfLICt.

7t B710 LHELT| THAIE AR &

S50 Chol 5i8El= TREES S50 CIFSE

S| = 7-Mode A|AHIO|AM CIFS MH|A T} AlSH

R d2 AD(Active Directory) & /3 350|0{0f BfL|CE.

* CIFS 2t0o[IA S =Tt OF BfL|Ct.

* CHefet ONTAP HZEO|M X[ El= CIFS Q15 d#2 th3at

° Clustered Dat
> ONTAP 9.0 0|

=
* LIS HOll= EF2 SVMOIIM AFE3l{0F = 21T - O|

7-Mode Q1% it

i)
e 1%
* AD Q10|

7-Mo
ONTAPZ ZFatst

Ol == AD Eﬂﬂ?_ 0|§ SYX[7} ZX|=|H ignorable blocking 2

QEE sto|Tt &

= T M

* CIFS M= 74 ME(AMHE A2H) HA Tol| =522 F-d8loF gLct.

a ONTAP 8.2.x ¥ 8.3.x= AD 21&52 X|gfL|Ct.

A2 AD 915 Y YIIEQ

Clustered Data ONTAP 8.2.x 5!

8.3.x QI

de CIFS AMH{Q} EFZl SVM CIFS AMH ZHol| Lk|6HX] &2 &
2 QU&LICE.

ALt

HHHO = SVMOI|A] CIFS MHE MM

ONTAP 9.5 &= 0|H QIF i

i}
xtel 28 EE AD

2 CIFS 48 7-Moded| A

FE E2[HYLIC HetS AS5t2{H X
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You have the following two
options to create the CIFS

server.:
. BE onTap HHEOY HE Jts:

+* SVM Z2H|X'd HHAE £335t7| Hof| 2AA| CIFS
IDE AF230] 7-Mode A|AE! A|AEINA CIFS MHE
CEAl TtAd5Hof SfL|Ct.

+ 0| {2 M-S Sl SYMOlIA {2l CIFS A IDE
THT £ JAELICHL MES YA IDE 2= "VM
provision" & "Export & Halt" SHA|0| A CIFS A7}
7-Mode A|AEIO|A A& FOIX| 2*°|3H0F grLict. o
xiS SVM Z2H| X U "LhL7| L SX]" £
=0l 7-Mode|A CIFS M2 9l o 2BtL|Ct.

* 212 7-Mode CIFS IDZ EtZll SVMO|A CIFS
MHE Fgsliof gLICt.

* 0|2{gt Z710| ZFEH "VM Z2H|H" &HS
23St CHS "LHELY 7| 9 BR|" ZH S S3st0]
ONTAP =&0f| CHer 22t0|HE BHAES Edotet
= UASLICE

a. ONTAP ZZ|A 9.0 ~ 9.50]| HE:

* CIFS A{H{ O|Z2(CIFS At NetBIOS 0|2)2
HHZASIZ{H 'vserver cifs modify' HH S
AESHA L.

0 7|5& AEdHH YAl IDE AFESHH E2
SVMO|| CIFS MHE ‘et CfZ "VM Z2H|X'd"
rrA 2 Aalislof ghL|Ct.

* "import™ A7t ZLtH EfZ Z2{AE A
'vserver cifs modify' HE 2 A0 Ef2 SVM
CIFS IDE 7-Mode CIFS IDZ CHHIE £ QU&LICE.



Hote &Y ChE2S AL

M IDE AESHUAIL * "VM EZH|XE" A= CIFS MHE Et2Y
SVMO{|A A CIFS IDEZ FAdsHoF gL Ct.

* "VM provision(VM ZZH|X )" 3! "Export &
Halt(LHELHZ| 3! ZX[)" A M CIFS M7} 7-
Mode A|AEIOM Al SIX| Zhelsof gfL|Ct.

0| 2 "VM provision(VM Z2H|X'd)" A
"Export & Halt(LHELH7| B! SX|)" S0 7-
ModeOllM CIFS #+8& ¢i= ol 2Lt

ZAZ golst VM T2H|H Mg
+eg 4 gLt

O3 CHS SVM A2 HIAESH T AEZ|X|
ZHRHE Al=le £ ASLICH

ONTAPZ9| Hgt2 9[3 X|®! 4 X5 X| e4= CIFS 74
QU CIFS 2A S ONTAPYHIM X E|X| 7Lt 2= 02 MES||of 37| 20| ONTAPZ
[=)

A

T
HEe|X] pEELICt. ol2{eh 10| et DIX|= Fet= FoIohr| #ldl 2= A HE @F 8
B3 HAIX|E &Hlsl{OF BfL|Ct.

Heto] X pEl= FEYLIcH
7-Mode T2t £2 &%l 220[M LIS CIFS #&= HetEL(th

* CIFS 7|2 DC #4iL|Ct
* AFEXFOHE FE:
o 'letc/usermap.cfg’
o '"WAFL.NT _admin_priv_map_to_roof'
* CIFS ZZ MEX S OF
* symlink % widelink 7+ ("/etc/symlink.translations")
* CIFS ZAt 4
* CIFS 3+
* CIFS 3/ ACL
* CIFS S LiEE2 714
* CIFS M
> cifs.gpGPO.enable®!L|Ct
o 'cifs.sB2.enable’

° "cifs.smb2®L|C}. signing.required"
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° cifs.sWINS_serversE MEHSL|C}
"cifs.grant_implicit_exe_perms’
° cifs.restrict_anonymousZS MEHS}L|C}
* EHQl ZHEEE(t 22 28 MHo|| CHet SMB2 HZAQLICH CH2 B™HE S AdstH o] X| 20| #EE LT
° "™ CIFS E¢t % - SVM SVM1-SMB2-enabled-for-DC-connections *'
* FPolicy 7|& M kP&t 74

0[21¢t CIFS F-oi CHet XM|SE L2 AP 2ol ZatE FxSHAIL.

ONTAPO|| A X|RIE|X]| ¢b= T LICH

ONTAPO| M= L}Z 7-Mode 40| X2 =X gd5LICt. [MEtA of2{et 742 FO[|E = SlELIL]

° Windows NT 0| 9| Z20[AE0] Lt S LIt
* 2 AREXH S O F0] chieh AIE 22| O E ZHAL

* 1P Fh, SAE 0|2, HEI 0|2 i MEUWO| HHOR X|ME UEYI 0|S2 7l UserMap &2

L& CIFS 742 ONTAPOIM X| ¥ =0 7-Mode Xt S Sl Tt & GELIC
CHE CIFS #82 AP A 310 HIAIXK|E YL SVMOj| of2{et 78S S22 HEdljof LIt

* FPolicy 7td

7-Mode FPolicy 9! HEO[2{A Al Mt ONTAPOIA EHS3HX| QLICH 0f2{3t MHE @i Tao|= st M
ZIYHo| 2olsfof FLICH. T2{Lt RBHS Halet mtK| 7-Mode FPolicy % HIO[2{A Bl AEHE sHR[sHo}
SHLICH Of2{3t HBte Mg EUE Ao WSk |C

Lo =2 =212 O

* BranchCache #+4

* =Xt 0 78 (charmap)

" NHE UNIX 188 AR IBOZ AFG3t0] YIS YYo= CIFS 3R Forcegroup 4 2LICt

* maxusers attribute of CIFS share0i|A 7-Mode CIFS 3 /0| S185|= 2|t SA| 2 +E KT = ASLICH
* AEE|X] 2 HMA THE(SE D)
* UNIX 2Bt AL HEH0| 9l= 3] +F ACL

* UNIX AFEXL 8L O F0f tigt ACLE SRELIL
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* LAN Manager 215 2j|!
* NetBIOS €3

* CIFS M ool iL|Ct
- Y CIFS B4

of2{st Z40] thet XMt 82 A A 20t HXSHHAIL.

—_

*

[

b2

—_

0
HL

r

7-Mode 72| Mgt ALEX} X[ H
CIFS 2Z ALEXI 8! O3 HMetstr| @It 2 Argt

CIFS 24 AIEXt & OF2 ofo|agjjo|de uff Met A S A
OI-—| olo.|o|; o|-|__||_'_|-

Mot

« 24 AIEX}H 4 "—EOI UILTIN CIFS 2Z At2Xt 8! J20| ol SYM2Z CIFS H|0|E{ AH|A 288 7-Mode

ZHEE2 = vFiler RS0 A H2to| X2 E[X| Q&L T,
SVME Fzt2 2|8 BUILTIN CIFS 2Z AI2XF & 220 eksfjof gtL|Ct,

* 7-Mode®| 2Z AEXt 3! IF 47t ONTAPL| 22 ALEXt & O F H|etE X2t5tX| g5 ofjof fL|Ct.

7-Mode2| 2Z AtEXt 3! IF 7 ONTAPO| Ho|El XMets £1i5t= R 7|5 Al FM0i S2/sliof ghLCt.

* 7-Mode A|AHIO| A 14X} O] AtO] X

T SHE|
45 " * cifsUser@1 * "& ALE3510{ ON

o
TAP AT ES|0{2 MEHE/L|C},

Heto] 2tz E|H H|ZHD " * cifsUser@1 * "E AHE3I0] Windows A|AEI0A O[2{et ALEXt0]| UM AT 2
UAELICH O O3 CHS CH2 BE S AF23H0 SVMOIIM i CIFS 2Z AFEXe] 22 E +52 2 HFHof
SHL|C}

[=] .

*1

" cifs users-and-groups local-user set-password-vserver_svm_name_-user-name_user_name_

* EfZU ONTAP 2ZE9|0{0{M 7-Mode T2t & IP F40| HELY = Q= ER 7-Mode et E2 ALESHH AMX
g A S0l CIFS 24 AEX U JF0| ONTAP AZEQ| 2 HMeteh &~ SiEL|CH AP HY tHA| F0f| 0

LRIt LIEILIEA & AFERILICE

*1

" network ping-node local-destination_ip_address_

EtZI ONTAP AT E2||0{0f|A 7-Mode T &t £ IP FTA0| HEE £ Q=X| &Qlst= HAHRQLICE 7-Mode
Transition Tool2} EHH| A X| =l "\etc\confitransition-tool.conf ItE MEISt0 7-Mode Transition Tool IP £
SN ALESHE M M2 2™ £ JELICH

* 24 A8 S OF0| MetEl SVMOI| HO[E] LIFZF QLo{0F ghL|Ct,
. Ea* JE0 7-Mode A|AEIS| THY EH|Q1 AFEX} 2= OF0]| 0HEE o2 AR SID(A|AR AEXHIt U=
7 C |-

2 7-Mode et =7 = AN MA tHA o =& Arﬂxrm:em ONTAPZ FetE|= 242 AHEhetL|Ct,

AP H2 Bl B0l 0] 2871 EAIEl= A2 7-Mode AIAHIS| B Ol AFBRE i 0] thEE 7}
SIDE +502 HAS0F HLICH 1B 12 E0el AL A 2 50 oHEE Erel SIDSF AFR 10T AH 2Al
X{QIS CHA| AlsfoF BrLIt.

20t A= 22 MEXAE = B P27t A= 22 MEXHAE2

Hif nefoljoF & AFetof| Csh

A=
[=)

49



"ZH 32 AIEZZ2: CIFS: A|A-0| AZEl C|HIO| AT} ZHSSHA| GbsL Tt

"SMB/CIFS Zz|"

SAN T2t ZH| &

SAN &2 Tetdt7| Tofl SAN H2tol| X == 74 S metstal, SVMO|| SAN LIFE
MM SAN SAEQ| XM$tS ZH|s{OF HL|C}

X3t X0j| SAN LIFE A M shL|Ct

= e Hat E= Sl TeEX| ez Hat Hof| sSVvMof| of2{et LIFE
MAMBoF SILICEH LUNS 2 Q6= = E9F 29| HA ]I|-E 4 Z=0||A SAN LIFE F1AdsH{O}

_n
@)
%)
9]
2
—
B
\l
<
o

o

Z 2%t SAN(FC &= iSCSI) 20| IA S S| AE{0]| =7}3H{0F gHL|Ct.

0| Z3HE ?ISM= LUNS 2ARISH=E L E9t 3llE HAIHEL] 250 SAN LIFE M-d8lof SL|Ct.

1. AF2E|= ZZEZ0| 2 LUNO| Mehe! EtZll =0 FC = iSCSI LIFS MA gL Ct
* | EQA QIE{m|O|A AHM

iSCSI LIFO]| 7-Mode IP 248 MALEst{H 22| T2 e M LIFS d-dotiof LIt Het 2ty = LIFE 22|
HEiZ Hete + ASLIC

=2 T AM-d

2. LEO HATEL0f| LIFE M4gtL|ct.
3. LIFE SHIZ| 2FYU=X] el

*HEQIZ QAUEHO|A £ *

S FeHol| Mol FC = B2LAS ALBHO] OILIAJOI0|E| SAES} EAS
S Jysfof BLC

O 5%}oto]
* FC Z Z2fiuli= 7-Mode MeH £2 £7 o HM|A 7|5 S AHGSt] M 4stof FLict
* FC Z A3E THU0| AN A 4 Q10{0f BT}

7-Mode Tt 0| A|AES FIHot0] I EUM Al

50


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Troubleshooting_Workflow%3A_CIFS%3A_Device_attached_to_the_system_is_not_functioning
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.cdot-famg-cifs/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.cdot-famg-cifs/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.cdot-famg-cifs/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-sanag/home.html

b. AQX|Q| CLIO| 22QIEtL|C}.
C. Lot HH HAHS ot HO| St SAFSHo] AsHStL|Ct,

CHS ool M= A91X|0IM S ES ALt

switchl:admin>config terminal

# Enable NPIV feature

feature npiv

zone name auto transition igroup d31 194bf3 vsan 10
member pwwn 21:00:00:c0:dd:19:4b:£3

member pwwn 20:07:00:a0:98:32:99:07

member pwwn 20:09:00:20:98:32:99:07

copy running-config startup-config

a. H|AE O[LIA|Of|O]E] S AES ALESHO S AE{Q| H|O|E AMAE HQIRLICY.

=

b. 2ol0| b E|H LIS CHAIE 2dlSIAA 2.

i. EIAE O[L|A[0f|O|H SAEQ| HAAS sl{H[RLICt.

i. o FES MALICH

QMIER| 2T =R E A0 SAN ZAEOQ Lot QIMIER] S8t M E Mddlof ehLct.

"SAE 9 AEX WY HE 4T

[

1. ZAE0|M HEH0| X[ ==X =HQlStLCt,

SAN T2t X|§El= 4 X=X b= 74 9 Hest ¢

ofn

THA|

21 QUofof BHLICH 3t H3t Mo WS TX|S

7-Mode Het E2 E6ff M2tEl SAN 74
Ot= 7-Mode SAN 7|S0f EHoHM 20 QUo{oF gL},

Z|gh & IEE ONTAPHIA X|RIE| X &

rIr HJIO

51


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-ict-icg/home.html
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
https://mysupport.netapp.com/matrix
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-7mtt-sanspl/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-7mtt-sanspl/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-7mtt-sanspl/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-7mtt-sanspl/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-7mtt-sanspl/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-7mtt-sanspl/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-7mtt-sanspl/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-7mtt-sanspl/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-7mtt-sanspl/home.html

Ol2{gt - do| Hato| Dx|= Fets Gotsto| 2ol 2= AFH Hd 2F 3! 31 HAIXIE 2HeldHof LTt

Ct22] SAN 7tAE 7-Mode H2t £

o
ofm
jels
&
riok
"
$Q
o>
i
ul

* FC 3! iSCSI MH[A

* igroup 3 LUNZ OfZEIL|Ct

° LUNO|| DHEE|X| 22 7-Mode igroup2 EtZll SYMOZ F2te|X| Q&L Ct.

° Clustered Data ONTAP 8.3.0 & 8.3.12| 2 AFH Z2H = Z0i igroup % LUN OHE
0| XY E[X| F&LICE

ChAl OB el S0 TR igroupS MATLICH 2 221 =g Aus 220 Ho
©) S QH) el = LUNO| igroupOll BIEIEILICE T2{L} 25 280
groupdl IHTE & QISLICH 20 22 MeiS imst 5 X
'6'|'|__|E|-
= .

I.

° ONTAP 8.3.2 0| 42| Z2|=E X|@dt= B2 A A2 ¢ S0 igroup 3! LUN OHE
40| HEELICt.

ONTAPOl| A X|2IE|X] o= AL Ct
ONTAPOlIM X| =X ot + M2 O3 Z5L T
* 7-Mode ARAF SALE X3 LUN 22
AHAF A0 QU= AMAF SALE X2 LUN 222 S¥ Mo X2l = X| g4&LICt. o]
X

U= = ot
ONTAPOlI A HM[AS o= GELICEH HEH5H7| 0l 7-Mode AHAF SAME X[ LUN 222 ¢

bl =2—=
gt

LU
Elf f71|—f APH|3HOF

>

* OSType OH7{ #4= Zf0] VLD, O|0|X| EE= AFE Xt MO 2X}E Q! LUN

Ol2{st LUNO| CHe OSType OH7H BH4-0f 242 HASEALE LUNS AtH|h = H2tsfoF L Ct.
*LUN 22 2%

LUN

M
rhu
M
ot

Aol = E 7K Z|Ct2|HLE LUN 28 222 STt LUNS AfH|SH = T etsl{ofF ghL|Ct.

CHS 7-Mode 7|52 AFESHH et T2 M|AE AEE £ QX2 ONTAPO|A = X[ E[X| Qt&LICH
* LUN share H™
NAS ZZEZZ2 Sl LUN 28

* SnapValidator

52



2
>
Z
=
e

* iSCSI KN A& SE HE
* iSNS 74
* iSCSI CHAP % RADIUS +4
e s
"NFS _TILI.E_lu

"HEQA 9 LIF 2"

Mot Zo| 250N 2 S22 MY = U=X| =elsHof ghL|Ct HIO|E 5! ARAF
SAES NSt O] 2Rt 37t 20z Met TENAO = EF OHY A|AE HEHHO|EHE
0| Esty| 218t LUNY 1MBL| 37t TRt
7-Mode EE0|A df -h %%Z A3t 250|M LUNY 1MB2| At 7ttt 37t0] S’ifxl ol 4 JUELICE =Bt
SAEE FX|E7| Hoj| 280 £ A= 0| &=|= H|0|E 2t SUTH R Z2H0| EE0|| U0{0F FYLICH EF0|| AHE
Its%t 37t0] ZE6HK| 90’8 A2 7-Mode 2E0| L%t S7HS F7}sHOF BLICH.
22 2710| XS0 717 THA| 301| Meto| MijstH 'E& vol_name®| LUNO|| CHst
LUN.vol.proc.fail.no.space: 2|7} 37t REE2E HIfMEL|CEEH= EMS HIAIX| 7t M EL|Ct
S7tollef LUNO| IEtEl £E50| Y= 22 LUNY 1MBM E8S S711l= 37H0| Z26HX| 2 = &Lt o] &
F7tsf{oF st 327tel 37| S EO thEt A% ofjH] S7te] I7|ULICt 2 &0 S240] FIHEl = 'lun transition
start' BHZ ALE30 LUNS Hetet £ ELCt

= e s
Zho{ 7} grAHSH LUN Mgt 83
"NetApp HA: ONTAP 9"
Hets 2et HojH 2= 7|5 FH|
7-Mode SnapMirror A E Mets f | o R 7tX| =& THAE Ao ghct Met X A
X=X @b= HIO|H Hz A= A0{OF SLILCE.

=& SnapMirror A E Met5t7| st S AFH EH|

7-Mode =& SnapMirror 27|E Fetstz{™ A A 5l EfZl 22{AE0| SnapMirror 2t0| A E
Z7toHof gL Tt EESt SnapMirror 2HA|2] 7|2 2&3 EX SEO| MetE S2{AH ZHo


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.cdot-famg-nfs/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.cdot-famg-nfs/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.cdot-famg-nfs/home.html
https://docs.netapp.com/us-en/ontap/networking/index.html
https://docs.netapp.com/us-en/ontap/networking/index.html
https://docs.netapp.com/us-en/ontap/networking/index.html
https://docs.netapp.com/us-en/ontap/networking/index.html
https://docs.netapp.com/us-en/ontap/networking/index.html
https://docs.netapp.com/us-en/ontap/networking/index.html
https://docs.netapp.com/us-en/ontap/networking/index.html
http://docs.netapp.com/ontap-9/index.jsp
http://docs.netapp.com/ontap-9/index.jsp
http://docs.netapp.com/ontap-9/index.jsp

S8 AH O 2HA4E M5t SnapMirror Q&S AM8}{of BfL|Ct.
7-Mode 2X} A|AEI9| ‘/etc/SnapMirror.conf' IOl 2| El SnapMirror Y-S 7|5 8H0f SfLICE.

THA|

1. AA gl Ak 22{AE 220 SnapMirror 2t0|MIA S F7}8tL|CL,
* A AH ALEH add_license _code ™

2. Z} 22{AE0|M 22{AH D0 2AHE MMet|Ct
"22{AH 3 SVM |2 Express 7"

3. 7-Mode 2k} A|AEIO] AH|Z= D} UX|SH= 2K SVMO|| LA S MMM SHL|C}

%

kel

Fd X cron A *!

o
i
0

E *
"ONTAP 9 HH"

_._

Hio|E o Hah X3 714 A XHE[X| g 74

| T =7

SnapMirror 2t7|2| 250l =FS Tt &= JSLICE d2{Lt YR HlojE Bz 8
| ¢ 2tob7| flo R 7HX| & EHAE Aot of

T2 H&0| XX
gfLct.

Io
|0
HU
o
i
9'_|-
4
0x
mjo
r

XEEE= 74

=+ AGLICL 2F HA Y Bl 2% HA 42| SAIS
'athr ad Ek% T2t = =& SnapMirror 27| E 522 HE0HOF LTt

SnapMirror 2tA| Mgt

XY= X| = YL

[y

* SnapVault 27|

SnapVault 2tAH2| AAQI ZE2 Ofo|2f|o|Me £~ UX|T SnapVault 2A|= HetE[X| ELICE SnapVault
A 2| CHAQl 282 SnapVault 0| ZX|El 202t Ofo|Jzfo|Me 4 UELICH

"NetApp 7|= E11M 4052: clustered Data ONTAPLE HEHO = M2k (Data ONTAP 8.2.x %! 8.3)"
* Qtree SnapMirror 27|
Qtree SnapMirror ZtA|2| 2AQ1 gtree”t A= EE2 MetE 4 UX[T gtree SnapMirror J—WIE HMete|X|
o =Y

%ELICE Qtree SnapMirror 2HA|2| EFZIQI gtree?t U= &2 qtree SnapMirror 2tAH|7F T = 0f| Tt
oto|azfojdE £ AUSLICE

—= T M-

* Mol =5 vFiler

Mol =+ vFiler RO £2A00 =FS 00| 22{|0| 8" = AKX ZH3H =57 vFiler 7R 2 TRt X| QS LT Mo

LS

54


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf
http://www.netapp.com/us/media/tr-4052.pdf

S 2ATL AHIE =0l 7B S+ vFiler RR Q| CHARI EF 2 0to|az|o|ME o~ USLICE
* NDMP 714
Meto| et =|H ONTAPO|A FetEl S E0i| Ciot B HME 50 = MHS|{of gHL|Ct.
"H|O| I uiQi S AHE St HO|H "
* =7| SnapMirror 2t|

O 7152 ONTAPOIM X AZ|X| §EX|2, 2tA o] L 2EES TeE &= AFLICH

7-Mode 7A10| Fig AHSR} K|
%*f A= MetE AH2310 7-Mode 02| AHO|EE Mt
(@)

EEA Met YIER R0 = T2HE A|Z, SVMO| 7-Mode 718 M&, 7-Mode A|AH HE
LHELHZ], 7-Mode A|AR ST, CIAT HEE S2AH 20| =522 0|2 HZ, 7-Mode
HIOJE 3 7 7k R7|7F ZobE Lt

55


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-ptbrg/home.html

; Export and halt Cable the disk Import the 7-
Flan t!"e £Ey — Apply S\{M Lhask madineas —p the 7-Mode P shelves 3 Mode data and
project. configurations. for cutover. :
system. {manual). configurations.
: T Change 5
Add controllers Apply SVM Check readiness D:\::;nu:el:ct dupl]categshel £ h;rsgzg;t:e;d
and clusters. configurations. for cutover, it aiis. \Ds, i any, and configurations
*’ + + power cycle the to clustered
Select the 7- Manual: Verify Manual: Eix ::pé’rt the 7- ik slchies Data ONTAP.
y 3 - ode system
Mode HA pair, the SVM issues, if any. B e Power off the 7-
configurations :
v andmake information and Mode disk
Select the changes, if halt the 7-Mode shelves.
target cluster. required. systems.
Disconnect the
* disk shelves
Map the SVMs from the 7-
and volumes. ® Mode
c controllers.
v 2
select the LIFs -;onnect the
P disk shelves to
to transition.
the target
+ cluster nodes in
MPHA.
Run prechecks.
+ Power on the
Optienal: disk shelves.
Exclude 7-Mode L7
configurations Use Config
from transition. Advisor to verify
the cabling.
Verify the
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* Mgt ™ 7-Mode X ONTAPS| NFS AARE FA| *
* 7-Mode HAZE A *

/vol/voll -sec=sys, rw,nosuid
/vol/vol2 -sec=sys, rw,nosuid
/vol/vol3 -sec=sys, rw,nosuid

* ONTAP * off ZXfist= HMS L2 LTt

cluster-2::> vserver export-policy show -vserver vsl

Vserver Policy Name
vsl default
vsl export policy 1
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AAZLE FXI0| QYELICE

cluster-2::> vserver export-policy rule show -vserver vsl -policyname
export policy 1

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
vsl export policy 1 1 nfs 0.0.0.0/0 Sys
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cluster-2::> vserver export-policy show -vserver vsl

Vserver Policy Name

vsl default

vsl export policy 1

vsl transition export policy 1

3 entries were displayed.

cluster-2::> vserver export-policy rule show -vserver vsl -policyname
transition export policy 1

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
vsl transition export policy 1
1 nfs 0.0.0.0/0 Sys

cluster-2::> volume show -vserver vsl -volume voll,vol2,vol3 -fields
policy
vserver volume policy

vsl voll transition export policy 1
vsl vol2 transition export policy 1
vsl vol3 transition export policy 1

3 entries were displayed.
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cluster-2::> vserver export-policy show -vserver vsl

Vserver Policy Name
vsl default
vsl export policy 1

2 entries were displayed.

cluster-2::> vserver export-policy rule show -vserver vsl -policyname
export policy 1

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
vsl export policy 1 1 nfs 0.0.0.0/0 SyS

cluster-2::> volume show -vserver vsl -volume voll,vol2,vol3 -fields
policy
vserver volume policy

vsl voll export policy 1
vsl vol2 export policy 1
vsl vol3 export policy 1

3 entries were displayed.
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