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"yuid": "d877f5bb-3aa7-11e9-b6c6-005056a78c89",

"description": "PATCH /api/cluster",
"state": "success",
"message": "success",
"code": 0,
" links": {
"self": {

"href": "/api/cluster/jobs/d877f5bb-3aa7-11e9-b6c6-005056a78c89"
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'get/protocols/file-security/Effective- 'vserver security file-directory show-Effective-permissions'S
permissions/' MEHSEL|C}
'POST/PROTOCOLS/FILE- 1. 'vserver security file-directory NTFS create'
SECURITY/permissions/ 2. 'wserver security file-directory NTFS DACL add'
3. 'vserver security file-directory NTFS SACL add'
4. 'vserver security file-directory policy create’S & XA
5. 'vserver security file-directory policy task add'
6. 'vserver security file-directory apply'
THK|/E 2 EZ/OHY-H ot/ St 'vserver security file-directory NTFS modify' & & XA
AMH|/ T 2 E /0 -H oSt 1. 'vserver security file-directory NTFS DACL remove'
2. 'vserver security file-directory NTFS SACL remove'
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Zol of

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-security/effective-
permissions/$SVM ID/SFILE PATH" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"svm": {
"uuid": "cf5f27la-1lbeb-11lea-8fad-005056bb645e",
"name": "vsl1"

b

"user": "administrator",

"type": "windows",

ToaEla®y ©/%,

"share": {
"path": "/"

}I

"file permission": |
"read",
"write",
"append",
"read ea",
"write ea",
"execute",
"delete child",
"read attributes",
"write attributes",
"delete",
"read control",
"write dac",
"write owner",
"synchronize",
"system security"

1,

"share permission": [
"read",
"read ea",
"execute",
"read attributes",
"read control",

"synchronize"
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Zol of

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH" \
--include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON = 0o

"svm": {
"uuid": "9479099d-5b9f-11eb-9c4e-0050568e8682",
"name": "vsl"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true

by

"advanced rights": {



"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access_control": "file directory"
by
{
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,
"write data": true,
"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true

by

"access_control": "file directory"
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"inode": 64,

"security style": "mixed",
"effective style": "ntfs",
"dos attributes": "10",
"text dos attr": "----D---",
"user id": "0",

"g—roup_id": "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"
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Zol of

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,
\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":
true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-
21-2233347455-2266964949-1780268902-69700\", \"ignore paths\": [
\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

JSON £ 0o

"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {
"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"
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curl --request POST --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\"}'

JSON =& 0f
{
"job": {
"uuid": "6£f89e612-5bbd-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/6£89e612-5bbd-11eb-9c4e-0050568e8682"

HIEZRE fAYLICH A Y QAAHAS VPMFLICH E 2QURILILE state @42 YLIL success.

HA T

EZ o _EE E00M 7|Z ACE(HMA X &=)E XY & ASLICH HE LHEO| Xt
0| of bl LT



1CHA|: ACES AMK|EHL|CH

HTTP MM = S EFYLICH
O| RESTAPI 2 £2 Ct21H 242 HAES} AEXQIES ALSELICE

HTTP HAE Z=2

AR /api/protocols/file-security/permissions/{svm.uuid}/{path}
Xel 93

H|S 7|4

22 Oof|Fofl THt =7t &= oi7H Ea

S E RESTAPI 2 =0 SSE|= 07 B4 2fof THZ o7 47} 0] BHAIS] cURL G0l = A ElLICE.

Of7H = 4 T My

QAL

Ct
$SVM_IDIL|C} a4z o mrlo| EEHE SVYMe| UUIDRIL|CE.
$FILE_PATHQILIC} 3= of o = E0e 2= YLICEH

#ol of

curl --request DELETE --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"access\": \"access allow\", \"apply to\": { \"files\": true,

\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

JSON &3 0f
{
"job": {
"uuid": "3015c294-5bbc-11eb-9¢c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

YIAZZRE FAHYLICH "2 QAHAS IIHZLICH B HAYLICE state 22 YLICH success.
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curl --request GET \

--location "https://$FQDN IP/api/network/ip/interfaces" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

o
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]

curl 0f: 47tX| £EF 74 & ghetetL|Cf

curl --request GET \
--location

"https://$FQDN IP/api/network/ip/interfaces?fields=name, scope, svm.name, ip.

address" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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"records": [

{
"yuid": "5ded9%9e38-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 mgmtl",
"ip": {

"address": "172.29.151.116"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/5ded9e38-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "bb03cl62-999%e-1lee-acad-005056ae6bd8",

"name": "cluster mgmt",
"ip": {

"address": "172.29.186.156"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/bb03cl162-999%e-1lee-acad-
005056ae6bd8"

"uuid": "c5ffbd03-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o datal",
"ip": {

"address": "172.29.186.150"
b
"scope": "svm",
"svm": {

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c5ffbd03-999%e-1lee-acad-
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005056ae6bd8"

"yuid": "co66l2abe-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 dataz",
"ip": |

"address": "172.29.186.151"
b
"scope": "svm",
"svm": {

"name": "vsO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6612abe-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c6b21b94-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data3",
"ip": |

"address": "172.29.186.152"
b
"scope": "svm",
"svm": {

"name": "vs0O"
o
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6b21b9%94-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c7025322-999%e-11lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data4d",
"ip": |
"address": "172.29.186.153"
by
"scope": "svm",

"svm": {



"name": "vsO"

by

" links": {
"self": {
"href": "/api/network/ip/interfaces/c7025322-999%e-11lee-acad-
005056ae6bd8™"

"yuid": "c752cc66-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 databd",
"ip": |

"address": "172.29.186.154"
b
"scope": "svm",
"svm": |

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c752cc66-999%e-1lee-acad-
005056ae6bdg8"

"uuid": "c7a03719-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data6",
"ip": |

"address": "172.29.186.155"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/c7a03719-999%e-1lee-acad-
005056ae6bd8"

}
}
by
{
"yuid": "ccd4c59c-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data4 ineto",



"ip": {

"address": "fd20:8ble:b255:300f::ach"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/ccd4c59c-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d9144c30-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data6_ ineto6",
"ip": |

"address": "fd20:8ble:b255:300f::ac7"
b
"scope": "svm",
"svm": {

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/d9144c30-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d961cl3b-999%e-1llee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 datal ineteoe",
"ip": |

"address": "fd20:8ble:b255:300f::ac2"
b
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/d961cl3b-999%e-1lee-acad-

005056ae6bd8"
}
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"yuid":

"d9ac8d6a-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data5 inetoe",
"ip": |
"address": "fd20:8ble:b255:300f::aco6"
by
"scope": "svm",
"svm": |
"name": "vsQO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d%ac8d6a-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"yuid": "d9fcela3-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 dataZ inetoe",
"ip": {
"address": "fd20:8ble:b255:300f::ac3"
b
"scope": "svm",
"svm": |
"name": "vsO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d9%fcela3-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"uuid": "dad4995a0-99%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 data3 ineto",
"ip": |
"address": "fd20:8ble:b255:300f::ac4"
by
"scope": "svm",
"svm": {
"name": "vsO"

by



" links": {
"self": {
"href": "/api/network/ip/interfaces/dad4995a0-999%e-1lee-acad-
005056ae6bd8"

"yuid": "da9e7afd-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 cluster mgmt ineté6",
"ip": |

"address": "fd20:8ble:b255:300f::ac8"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/da%9e7afd-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "eo6db58b4-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 mgmtl ineto",
"ip": {
"address": "fd20:8ble:b255:3008::1a0"
by
"scope": "cluster",
" links": {
"self": {
"href": "/api/network/ip/interfaces/e6db58b4-999%e-1lee-acad-
005056ae6bd8"

}

}
1,
"num records": 16,
" links": {
"self": {
"href":
"/api/network/ip/interfaces?fields=name, scope, svm.name, ip.address"

}
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HTTP HAE a2

TIH 7| /api/security/accounts
Xzl ;9

S7|4o|Ct

Zol of

curl --request GET \

--location "https://$FQDN IP/api/security/accounts” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"records": [
{
"owner": {
"uuid": "642573a8-9d14-11ee-9330-005056aed3de",
"name": "vsO",
" links": {
"self": {
"href": "/api/svm/svms/642573a8-9d14-11ee-9330-
005056aed3de"
}
}
b
"name": "vsadmin",
" links": {
"self": {
"href": "/api/security/accounts/642573a8-9d14-11lee-9330-
005056aed3de/vsadmin"
}
}
b
{
"owner": {
"yuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "sti2l4nscluster-1"
b
"name": "admin",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-
005056aed3de/admin"
}
}
b
{
"owner": {
"uuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "stiZ2l4nscluster-1"
bo
"name": "autosupport",
" links": {
"self": {

"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-



005056aed3de/autosupport"
}

}
I

"num records": 3,
" links": {
"self": {
"href": "/api/security/accounts"

@)
4
>
)
i
il
| >
m
T
nx
>+
rn
ro
0l
—x
(!
-
ne
ot
4>
4]
o>
-
o
o
orY
X
Ot
rg
lm
ox
o
)P
>
M
Rl
0o
ot
4>

HTTP OiAE X B-QiLICt

Eod
O| RESTAPI 2 £2 Lt 22 HAES} AEXQIES AL LT

HTTP HAE 4=

77| /api/security/certificates & HZSHIA|L

22 of|Fofl THt =7+ 4= ool Ha

=
S E RESTAPI 2£0| SSE|= 07 4= 2fofl THZ o7 H=7} 0] BHAIS] cURL G0l = A LT

OH7H A= 74 R a9
Q4L
Ct
Max_records(Z|CH 2| 2= 22| oL  Heted 33 +Z X[FELC).

curl off: IZ M 374E HheketL|Tt

curl --request GET \

--location "https://$SFQDN IP/api/security/certificates?max records=3" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"records": [

{
"yuid": "dad822c2-573c-11ee-a310-005056aecc29",

"name": "vs0 17866DB5C933E2EA",
" links": {
"self": {
"href": "/api/security/certificates/dad822c2-573c-1lee-a310-
005056aecc29"

}
}
by
{
"uuid": "7d8e5570-573c-11lee-a310-005056aecc29",

"name": "BuypassClass3RootCA",
" links": {
"self": {
"href": "/api/security/certificates/7d8e5570-573c-11lee-a310-
005056aecc29"

}
}
b
{
"yuid": "7dbb2191-573c-11ee-a310-005056aecc29",

"name": "EntrustRootCertificationAuthority",
" links": {
"self": {
"href": "/api/security/certificates/7dbb2191-573c-11lee-a310-
005056aecc29"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?max records=3"
by
"next": {
"href": "/api/security/certificates?start.svm id=sti2l4nscluster-

l&start.uuid=7dbb2191-573c-11lee-a310-005056aecc29&max records=3"
}
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Al=rst7| FHof

M8 Q1Z M7t QUOJOF BLICH E3H T QOj| What F7F QIS M7 MX|E/0f QLEX| SISO BT

@ of2fiofl ZetEl JSON & oM E AESH7| Tof| £ UHIO|EBHOF &LICt public certificate
20l chist QISME A3 ¢S &= ASLICH

HTTP HME 5L 2-aL
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O| RESTAPI 2£2 Lt30t Z2 HAEet AEZQIES ALERILICY.

[n
ISl

HTTP 0| A= a2

Al lapi/security/certificates S XA

curl --request POST \

--location "https://$FQDN IP/api/security/certificates"” \
--include \

--header "Content-Type: application/json" \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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JSON 213 o

"type": "server ca"

"public certificate":

MIIDOTCCArkCFGYdznvIVvaY1lVZPNfy4yCCyPphoMAOGCSgGSIb3DOEBCWUAMIGK
MQOswCQYDVQQGEwWJVUzZELMAKGA1UECAWCTkMxDDAKBgNVBACMA1 JUUDEWMBQGA1UE
CgwNTO5UQVAgRXhhbXBsZTETMBEGA1IUECWWKTO05UQVAgOS4xNDECMBOGA1UEAWWT
Ki5vbnRhcC1l1eGFtcGx1LmNvbTEVMCOGCSGSIb3DOEJARYGZGEF2aWQucGV0ZXJz
b25Ab250YXAt ZXhhbXBsZS59b20wHhcNMiMxMDA1IMTUYOTE 4WhcNMj QxMDAOMT Uy
OTE4WjCBpDELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAkS5DMOwwCgYDVQQHDANSVEAX
FjJAUBgNVBAOMDUYOVEFQIEV4YW1lwbGUxEZARBgNVBAsSMCkOOVEFQIDkuMTQxHDAa
BgNVBAMMEyoub250YXAtZXhhbXBsZS5)b20xLzAtBgkghkiGOwOBCOEWIGRhdml k
LnB1dGVyc29uQGOudGEFwLWVAYW1lwbGUuY29tMIIBIjANBgkghkiGIwOBAQEFAAOC
AQ8AMI IBCgKCAQEAXQgy8mhblJhkf0D/MBodpzgW0aSp2jGbWI+Zv2G8BXkpl762
dPHRkv1hnx9JvwkK4Dba05GiCiD5t3gjH/jUQMSFb+VwDbVmubVEnXjkm/4Q7sea
tMtA/ZpQdZbQFZ5RKtdWz7dzzPYE12x8Q1 Jc8Kh7NXERNMtgupGWZZn7mfXKYr40
N/+vgahIhDibS8YK5rflwobfmrik9E2D+PEab9DX/1DL5RX4tZ21H20kyN2Ux0OBR6
Fg716n1H1/5yR0011xStN6sO7EPoGak+KS1K41g+EcIKRoObPAMEQP8WM)JuiTkb
5MmeYoIpWEUgJK7S0M6Tp/3bTh2CST3AWXiNxQIDAQABMAOGCSgGSTIb3DQERCWUA
A4TBAQABEfBgOUROMYxdfrj930yIiRoDcoMzvo8cHGNUsuhnl1BDNnL203ghWEs97s0
mIy6zFMGnyNYa0t4ilcFsGDKP/JuljmYHjvv+21HWNnxH])To7A0QCNXmQH5swoDbf
01Vjqgz80xz+PRJ+PA3dF5/8zqaAR6QreAN/iFR++6nUglsbbM7w03tthBVMgo/hl
E9I23V0OZsgMFujm2CYfMs4XkZtrYmN6nZA8JcUpD]IWCcAVbQYurMnna9r420S3GB
WB/FEOn+P+FfJyHJI93KGcCXbHS5RF2pi3wL1Hi1bvVuCjLRrhJ8U20I5mZoiXvABC
IpYuBcuKXLwAarhDEacXttVjC+Bg
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#ol o

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSON /2 of

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{ "path": "volume create", "access": "all" },
{ "path": "volume delete", "access": "all" }
]
}
2CHA|: A2 GO EfLICE

HTTP HIME & EF™QIL|C

f
O| RESTAPI 2£2 Ct21H 242 HAES} AEXQIES ALSELIC

HTTP HAE Z2
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#ol o

curl --request POST \

--location

"https://$SFQDN IP/api/security/roles/$SVM ID/S$SROLE NAME/priveleges" \
--include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON &= of

"path": "volume clone",
"access": "all"

HiolH 23 22| g4dst

AEXOA MietEl HolH B2 7|sE Mg &= ASLIC

O| 3 EZ HE
MYE HEXNel A2 Ctaat 22 §E4E 7HX| 1 HolEL|ct
* SnapMirror ZHA|E C|O|EY =0t OfL|2} AMARZ MM 3 MRS &~ JSLICE

HTTP MM E S EFYLICH

O| RESTAPI SEL2 CIS1t Z2 HAEQ ACEHOIEE AFREIL|CE
HTTP HAE Z2

AHlAl JAP|/E Ot/ st

Zo| of

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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JSON /2 of

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "volume snapshot create", "access": "all"},
{"path": "volume snapshot delete", "access": "all"},
{"path": "volume show", "access": "readonly"},
{"path": "vserver show", "access": "readonly"},
{"path": "snapmirror show", "access": "readonly"},
{"path": "snapmirror update", "access": "all"}
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HTTP A E Z=2
HlA JAPI/E ot/ st
Zo| o

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput
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JSON 213 o

"name": "rest rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api/storage/volumes", "access": "readonly"},
{"path": "/api/storage/gtrees", "access": "readonly"},
{"path": "/api/storage/luns", "access": "readonly"},
{"path": "/api/storage/aggregates", "access": "readonly"},
{"path": "/api/cluster/nodes", "access": "readonly"},
{"path": "/api/snapmirror/relationships", "access": "readonly"},
{"path": "/api/svm/svms", "access": "readonly"}
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HTTP H[AE a2
T 7| /api/svm/sSVM
Zol of

curl --request GET \

--location "https://$FQDN IP/api/svm/svms?order by=name" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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HTTP HAE a2
TIH 7| /api/security/accounts
Zol of

curl --request GET \

--location "https://SFQDN IP/api/security/accounts?owner.name=dmp" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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Zo| o

curl --request GET \

--location "https://$SFQDN IP/api/security/roles?owner.name=dmp" \
--include \

-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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SVMoj| o|of ol El Agtof| w2t A HEof| S 1/ 0|52 MESHHAI2.

ATHA|: A2 X} X|H REST €922 ohEL|Ct

SVMO| A St=4 REST APIE MASHY LIS RESTAPI 22 $3gtL|Ct 0] d&ofl= XS0 2= HMAT}
HEE|EE 7|2 HMA HBS * QS * OF MASt= otLte| Hstat JAELICE

HTTP HAME 8l ZHUL|Ct

O| RESTAPI SZ2 C}21t Z2 HAEQ AEXQIEE AR TILICE

HTTP HAE z=2

AlAl JAP|/E /st

Zo| of

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSON /21 of

"name": "dprolel",
"owner": {
"name "w . " dmp " ,

"uuid": "752d96be-£f17c-11ec-9d19-005056bbad9l"
I

"privileges": [
{"path": "/api", "access": "none"},
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Zol of

curl --request POST \
--location

"https://$FQDN IP/api/security/roles/$SVM ID/$ROLE NAME/privileges" \
-—include \

--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSON /21 of

"path": "/api/storage/volumes",
"access": "readonly"
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HTTP HAE 4=

HA| /api/security/accounts
Zolof

curl --request POST \

--location "https://$SFQDN IP/api/security/accounts" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON /2 of

"owner": {"uuid":"daf84055-248f-1led-a23d-005056ac4feb"},

"name": "david",

"applications": |
{"application":"ssh",
"authentication methods": ["password"],

"second authentication method":"none"}

1,

"role":"dprolel",
"password":"netappl23"
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Curl ClA2] %7} 212} ojH=
BE REST AP SZ0) A LUHEOR AZEIS 07 4 20| 0] 72| curl HIFOIE CH o7 1147}
AP ELICE,
of7H 814 gy | |um
249l
cf
node.name M2l ofR 2 ofI2A0|ET HFE RES AHsts o A8 4
RUBLIC

curl Of: 7|2 3+ 2= 2= O 2[AH[0|EE HiatetL|rt

curl --request GET \

--location "https://$FQDN IP/api/storage/aggregates" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curl of: £ 718 L2 2= Oi2[H0|EE ghetetL|Ct

curl --request GET \

--location "https://SFQDN IP/api/storage/aggregates?fields=node.name"” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON &3 0f

"records": [

{
"uuid": "760d8137-£fc59-47da-906a-cc28dbl0alclb",

"name": "sti2l4 vsim sr027o0 aggrl",
"node": {
"name": "sti2l4-vsim-sr0270"
by
" links": {
"self": {
"href": "/api/storage/aggregates/760d8137-fc59-47da-906a-
cc28dblalclb"
}
}
}
1,
"num records": 1,
" links": {
"self": {
"href": "/api/storage/aggregates?fields=node.name"
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ALY = AELIC
curl 0: S C|A3E gtsrstL|Ct

curl --request GET \

--location "https://SFQDN IP/api/storage/disks" \
-—include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curl 0|: AH|0] C|AIE BtatetL|Ct

curl --request GET \

--location "https://$FQDN IP/api/storage/disks?state=spare" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"records": [
{
"name": "NET-1.20",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.20"
}
}
by
{
"name": "NET-1.12",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.12"
}
}
by
{
"name": "NET-1.7",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.7"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/storage/disks?state=spare"
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Max_records(2i 3| 2=  #z] Ol EH RN HStEs A 22 HSHste Of AL &
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curl Of: Z[&] HIA|X|2} O|F 242 gretetLict

curl --request GET \

--location

"https://S$SFQDN IP/api/support/ems/events?fields=message.name&max records=1
"\

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curl of: S HIAEQ} MZtEJF otz HIAX|S gheteti|Ct

curl --request GET \

--location

"https://$FQDN IP/api/support/ems/events?log message=*disk*&message.severi
ty=alert" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"records": [
{
"node": {
"name": "malha-vsiml",
"uuid": "dad4f9%e62-9de3-11ec-976a-005056b369de",
" links": {
"self": {
"href": "/api/cluster/nodes/dad4f9%e62-9de3-11lec-976a-
005056b369de"

}
}

b
"index": 4602,
"time": "2022-03-18T06:37:46-04:00",

"message": {
"severity": "alert",
"name": "raid.autoPart.disabled"
b
"log message": "raid.autoPart.disabled: Disk auto-partitioning is

disabled on this system: the system needs a minimum of 4 usable internal

hard disks.",
" links": {
"self": {
"href": "/api/support/ems/events/malha-vsiml/4602"

}
1,

"num records": 1,
" links": {
"self": {
"href":
"/api/support/ems/events?log message=*disk*&message.severity=alerté&max rec
ords=1"

by

"next": {
"href": "/api/support/ems/events?start.keytime=2022-03-

18T06%3A37%3A46-04%3A00&start.node.name=malha-
vsimlé&start.index=4602&log message=*disk*&message.severity=alert"

}
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Zol of

curl --request GET \

--location "https://SFQDN IP/api/support/ems" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON Z& 0f
{

"proxy url": "https://proxyserver.mycompany.com",
"proxy user": "proxy user",
"mail server": "mail@mycompany.com",
" links": {

"self": {

"href": "/api/resourcelink"

}
I
"pubsub enabled": "1",

"mail from": "administrator@mycompany.com"
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curl —--request PATCH \

--location

"https://SFQDN IP/api/support/ems?mail from=administrator@mycompany.comé&ma
il server=mail@mycompany.com" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

2EHA|: HIAIX] 2E F2
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Zol of

curl --request POST \

--location "https://$FQDN IP/api/support/ems/filters" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON /21 of

"name": "test-filter",
"rules.type": ["include"],
"rules.message criteria.severities": ["emergency"]

HTTP HIAME 5! ZX™QIL|C
O| RESTAPI &=

HTTP A E a4z
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Ha| 9
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#ol o

curl --request POST \

--location "https://$FQDN IP/api/support/ems/destinations" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON /2 of

"name": "test-destination",

"type": "email",

"destination": "administrator@mycompany.com",
"filters.name": ["important-events"]

SVM

SVMS Lt&gL|tt

ONTAP SHAH Lo FolEl SVM(AEE|X| 7te Hi)S EAE & JASLICE O Y2 EF
SVME| AEXIE AL MZ22 SVMS dd5t7| FHof| 0| 50| D7etX| etele m s3e +~

OIJ\LJEf

HTTP HAME 8l ZHIL|Ct
O| RESTAPI S £2 LISt 22 HAELQ} JAIEXIEE ALETIL|CE.

HTTP HAE a2
TIH 7| /api/svm/sSVM
Zo| of

curl --request GET \

--location "https://$FQDN IP/api/svm/svms" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"records": [

{
"uuid": "71bd74£8-40dc-1llee-b51a-005056ace9fa",

"name": "vsQ0",
" links": {
"self": {
"href": "/api/svm/svms/71bd74f8-40dc-11lee-b51a-005056aee9fa"

}
1,

"num records": 1,
" links": {
"self": {
"href": "/api/svm/svms"

102



ATEQ0 =+
Python S20[2E 2[0| 2=

Python 22t0|HE 20|E2{2| 7R

NetApp ONTAP Python 220|H E 2}0|E2{2|&= ONTAP REST API0|| | ASH=
ASYEE FMSID ABSH= O] AA8E & = 7[XIQJLICH HE 22|, H|S7| X2, o<
Xz2| & 2F HAIXIE HIZS o] 7|2 MH|A0 CHSE X[ S HSELICt Python 2210|HE
2t0|H2{2|E ALESIH ONTAP HiZEL| XIS XY ot= 2ot TEE HEA 7HYe &
OIAL_||_'_|._

Py —]

@ NetApp2 ZE MZ % 7|Et ¢t YEII ZotEl GitHub MEAE |RXIELICL Python 22I0|¢E
2t0|E2{2|E Ar23I0] HE0f| HMADSIEZ{H _examples_folderZ O|Fe = UAELICE

rH

S]]
* "ONTAP REST Python GitHub 2| ZX|E2|"
* "ONTAP REST Python £2}0|HE 2}o|E2{2] of|"

Python 220|YE 2t0|H2{2|E ArE" Z=H|Z FLICE
Python 22t0|AE 2}0|E2{2[E AIE0t7| Hol| 2Z EIY 2tFS FHIolof §LCt.

I§7|X| 0|5 & HH

Python 220|A E 2t0|E2{2| I{7|X|2| 0|2 * NetApp-ONTAP * L|Ct. {7 |X|of] HZEEl HF S ONTAP Z2|A
LHe| Szto|HEo| chet & 1t & 2toj=222|7t M=l ONTAP & HHM Mot £ M HSo| ZEQILICE o2
E0 Sast HM HS0|l=96.1,9.6.2 % 9.7.10] ZEHEIL|C}

MK

PiPE AE3610{ Python Package Index(PyPi) &l AtO|E0|A| NetApp ONTAP I{7|X|E M X|sHO} BfL|CE.

ONTAP 2| =2 I{7|X| & &M

9.65E AIXE|= ZF ONTAP EE2[20= PyPI I{7|X|of 2t EM7F Zotk[0] JASLICH S FZOHY AL "TH7|X| &
HEAM" E XA %] 27 A2 Z m7|X|eF el Tk CtEat 22 Chefet TS ZetelL|C).

ot

 moju

. Rxo-l

cey. g7 e

* Of22
o7 | x| &l EHA

Python 22}0|HE 2t0|H2{2|= 9.6 E| 2 ONTAP ZZ| A0 AFEE 4= JSLICL AHE F¢
ONTAP 2|20 w2t PyPI O{ 7| X| 2+ ZA{0f| HA|A8HOF Lt

103


https://github.com/NetApp/ontap-rest-python
https://github.com/NetApp/ontap-rest-python
https://github.com/NetApp/ontap-rest-python
https://github.com/NetApp/ontap-rest-python/tree/master/examples/python_client_library
https://github.com/NetApp/ontap-rest-python/tree/master/examples/python_client_library
https://github.com/NetApp/ontap-rest-python/tree/master/examples/python_client_library
https://github.com/NetApp/ontap-rest-python/tree/master/examples/python_client_library
https://github.com/NetApp/ontap-rest-python/tree/master/examples/python_client_library
https://github.com/NetApp/ontap-rest-python/tree/master/examples/python_client_library
https://github.com/NetApp/ontap-rest-python/tree/master/examples/python_client_library

ONTAP 9.15.1
« "PyPI:NetApp ONTAP 9.15.1"

* "9.15.12 NetApp PCL 2A{"
ONTAP 9.14.1

« "PyPl:NetApp ONTAP 9.14.1"

* "9.14.18 NetApp PCL MdHA"
ONTAP 9.13.1

* "PyPI: NetApp ONTAP 9.13.1"

* "9.13.1 £ NetApp PCL AEHA"
ONTAP 9.12.1

« "PyPl:NetApp ONTAP 9.12.1"

* "9.12.18 NetApp PCL EAI"
ONTAP 9.11.1
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Description: Python script to retrieve the cluster configuration.

Usage example:

python3 get cluster.py

(C) Copyright 2024 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability
or fitness of any kind, expressed or implied. Permission to use,
reproduce, modify and create derivatives of the sample code is granted
solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms
no less restrictive than those set forth herein.

H H= FH H H FH H H FH H H H H H H = H H = H H

# For reading the password from the commandline
from getpass import getpass
# Global configuration for the library
from netapp ontap import config
# Support for the connection to ONTAP
from netapp ontap import HostConnection
# Specific API needed for this script
from netapp ontap.resources import Cluster
# Create connection to the ONTAP management LIF
# (add verify=False if the certificate your cluster is serving is not
trusted)
conn = HostConnection (
"<mgmt ip>", username="admin", password=getpass ("ONTAP admin password:
")
)
# Set connection as the default for all API calls

config.CONNECTION = conn

# Create new cluster object

clus = Cluster ()

# Issue REST API call

clus.get ()

# Display the cluster configuration
print(clus)
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JSON =3 o

"records": [
{
"name": "copy manager",
" links": {
"self": {
"href": "/api/cluster/counter/tables/copy manager"
}
}
by
{
"name": "copy manager:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/copy manager%3Aconstituent”

"name": "disk",
" links": {
"self": {
"href": "/api/cluster/counter/tables/disk"
}
}
b
{
"name": "disk:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/disk%3Aconstituent"
}
}
by
{
"name": "disk:raid group",
" links": {
"self": {

"href": "/api/cluster/counter/tables/disk%3Araid group"

by
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"name": "external cache",

" links": {
"self": {
"href": "/api/cluster/counter/tables/external cache"
}
}
"name": "fcp",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp"
}
}
"name": "fcp:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp%$3Anode"
}
}
"name": "fcp 1if",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp 1if"
1
}
"name": "fcp lif:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp 1if%3Anode"
}
}
"name": "fcp lif:port",
" links": {
"self": {

"href": "/api/cluster/counter/tables/fcp lif%3Aport"



"name": "fcp lif:svm",

" links": {
"self": {
"href": "/api/cluster/counter/tables/fcp 1if%3Asvm"
}
}
"name": "fcvi",
" links": {
"self": {
"href": "/api/cluster/counter/tables/fcvi"
}
}
"name": "headroom aggregate",
" links": {
"self": {
"href": "/api/cluster/counter/tables/headroom aggregate"
}
}
"name": "headroom cpu",
" links": {
"self": {
"href": "/api/cluster/counter/tables/headroom cpu"
}
}
"name": "host adapter",
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter"
}
}
"name": "iscsi 1if",
" links": {

"self": {
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"href": "/api/cluster/counter/tables/iscsi 1if"

"name": "iscsi lif:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/iscsi 1if%3Anode"
}
}
"name": "iscsi lif:svm",
" links": {
"self": {
"href": "/api/cluster/counter/tables/iscsi 1if%3Asvm"
}
}
"name": "1if",
" links": {
"self": {
"href": "/api/cluster/counter/tables/1if"
}
}
"name": "lif:svm",
" links": {
"self": {
"href": "/api/cluster/counter/tables/lif%$3Asvm"
}
}
"name": "lun",
" links": {
"self": {
"href": "/api/cluster/counter/tables/lun"

"name": "lun:constituent",



by

" links": {

"self": {
"href": "/api/cluster/counter/tables/lun%$3Aconstituent"
}
}
"name": "lun:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/lun%3Anode"
}
}
"name": "namespace",
" links": {
"self": {
"href": "/api/cluster/counter/tables/namespace"
}
}
"name": "namespace:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/namespace%3Aconstituent”
}
}
"name": "nfs v4 diag",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nfs v4 diag"
}
}
"name": "nic common",
" links": {
"self": {

"href": "/api/cluster/counter/tables/nic common"
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"name": "nvmf 1if",

" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if"
}
}
"name": "nvmf lif:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if%$3Aconstituent"
}
}
"name": "nvmf lif:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if%3Anode"
}
}
"name": "nvmf lif:port",
" links": {
"self": {
"href": "/api/cluster/counter/tables/nvmf 1if%3Aport"
}
}
"name": "object store client op",
" links": {
"self": {
"href": "/api/cluster/counter/tables/object store client op"
}
}
"name": "path",
" links": {
"self": {

"href": "/api/cluster/counter/tables/path"



"name": "processor",

" links": {
"self": {
"href": "/api/cluster/counter/tables/processor"
}
}
"name": "processor:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/processor%$3Anode"
}
}
"name": "gos",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gos"
}
}
"name": "gos:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gos%$3Aconstituent"
}
}
"name": "gos:policy group",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gos%$3Apolicy group"
}
}
"name": "qos detail",
" links": {

"self": {
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"href": "/api/cluster/counter/tables/qgos detail"

"name": "qos detail volume",
" links": {
"self": {
"href": "/api/cluster/counter/tables/qgos detail volume"
}
}
I
{
"name": "gos volume",
" links": {
"self": {
"href": "/api/cluster/counter/tables/qgos volume"
}
}
by
{
"name": "gos volume:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/gos volume%3Aconstituent”

"name": "gtree",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gtree"
}
}
by
{
"name": "gtree:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/gtree%3Aconstituent"
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"name": "svm cifs",

" links": {
"self": {
"href": "/api/cluster/counter/tables/svm cifs"
}
}
I
{
"name": "svm cifs:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm cifs%$3Aconstituent"
}
}
I
{
"name": "svm cifs:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm cifs%3Anode"
}
}
by
{
"name": "svm nfs v3",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v3"
}
}
I
{
"name": "svm nfs v3:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/svm nfs v3%3Aconstituent”

}

I
{

"name": "svm nfs v3:node",
" links": {
"self": {

"href": "/api/cluster/counter/tables/svm nfs v3%3Anode"
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"name": "svm nfs v4",

" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v4"
}
}
"name": "svm nfs v41l",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v41"
}
}
"name": "svm nfs v4l:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/svm nfs v41%3Aconstituent"

"name": "svm nfs v4l:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v41%3Anode"
}
}
"name": "svm nfs v42",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v42"
}
}
"name": "svm nfs v42:constituent",
" links": {



"self": {
"href":
"/api/cluster/counter/tables/svm nfs v42%3Aconstituent"

"name": "svm nfs v42Z2:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v42%3Anode"
}
}
b
{
"name": "svm nfs v4:constituent",
" links": {
"self": {
"href":

"/api/cluster/counter/tables/svm nfs v4%3Aconstituent”

"name": "svm nfs v4:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/svm nfs v4%3Anode"
}
1
by
{
"name": "system",
" links": {
"self": {
"href": "/api/cluster/counter/tables/system"
}
}
by
{
"name": "system:constituent",
" links": {
"self": {
"href": "/api/cluster/counter/tables/system%3Aconstituent"
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"name": "system:node",

" links": {
"self": {
"href": "/api/cluster/counter/tables/system%3Anode"
}
}
"name": "token manager",
" links": {
"self": {
"href": "/api/cluster/counter/tables/token manager"
}
}
"name": "volume",
" links": {
"self": {
"href": "/api/cluster/counter/tables/volume"
}
}
"name": "volume:node",
" links": {
"self": {
"href": "/api/cluster/counter/tables/volume%3Anode"
}
}
"name": "volume:svm",
" links": {
"self": {
"href": "/api/cluster/counter/tables/volume%3Asvm"
}
}
"name": "wafl",
" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl"



"name": "wafl comp aggr vol bin",

" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl comp aggr vol bin"
}
}
by
{
"name": "wafl hya per aggregate",
" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl hya per aggregate"
}
}
I
{
"name": "wafl hya sizer",
" links": {
"self": {
"href": "/api/cluster/counter/tables/wafl hya sizer"
}
}
}
1,
"num records": 71,
" links": {
"self": {
"href": "/api/cluster/counter/tables"

of 2: EF H|o|=0i| thiet 1g &

O| RESTAPI 2 &2 AtE3t0{ £ H|O|S0f CHet 21t HIEIHO|H S EAIZ 4= JAELICH 0] £20]= H|0|=2)
=M 2} 45 FH2E0f ZetE Hlo[E R0l ZEELICE 0] oo M= * host_adapter * E|0| S8 At RILICEH
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Zol of

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP IP ADDRESS>/api/cluster/counter/tables/host adapter’
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JSON =3 o

"name" :
"description":

Channel,

"host adapter",
"The host adapter table reports activity on the Fibre
Serial Attached SCSI,

and parallel SCSI host adapters the

storage system uses to connect to disks and tape drives.",

"counter schemas":

{

[

"name": "bytes read",
"description": "Bytes read through a host adapter",
"type": "rate",
"unit": "per sec"
by
{
"name": "bytes written",
"description": "Bytes written through a host adapter",
"type": "rate",
"unit": "per sec"
by
{
"name": "max link data rate",
"description": "Max link data rate in Kilobytes per second for

host adapter",

"type": "raw",
"unit": "kb per sec"
by
{
"name": "node.name",
"description": "System node name",
"type": "string",
"unit": "none"
by
{
"name": "rscn count",
"description": "Number of RSCN(s) received by the FC HBA",
"type": "raw",
"unit": "none"
by
{
"name": "total read ops",
"description": "Total number of reads on a host adapter",
"type": "rate",
"unit": "per sec"

by
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"name": "total write ops",

"description": "Total number of writes on a host adapter",
"type": "rate",
"unit": "per sec"
}
1,
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter"

of 3: EF HIO|=2 2= ¢

&LICt. Counter Manager 7HM|2| QIAEIAS LIEFHL|CEH

$0

0| RESTAPI SZ2 AI23}0] H|0|E2| ZE S = 4

Zol o

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP IP ADDRESS>/api/cluster/counter/tables/host adapter/row

Sl
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JSON &3 0f

"records": [

{
"id": "dmp-adapter-01",

" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows/dmp-
adapter-01"

}
}
by
{
"id": "dmp-adapter-02",

" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows/dmp-
adapter-02"
}
}
}
I
"num records": 2,
" links": {
"self": {
"href": "/api/cluster/counter/tables/host adapter/rows"

OIxl 4: EF HO|E2| T A

O| RESTAPI &

ER
HoflME =2 AE O{EE

23510 EH|0|22| £H Counter Manager QIAE A Lot M5 FH2EH 22 2 = USLICE 0]
& StLtof| ciot M s Cl|OofE{ 7t R**EILIEL

#ol o

curl --request GET --user admin:<PASSWORD>
'https://<ONTAP IP ADDRESS>/api/cluster/counter/tables/host adapter/row
s/dmp-adapter-01"
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"counter table": {

"name": "host adapter"

b

"id": "dmp-adapter-01",

"properties": [

{
"name" .

"value

1,

"counters":

{

"name" :

"value":

"name" :

"value

"name" :

"value

"name" :

"value":

"name" :

"value

"name" :

"value":

I
" links": {
"self": {
"href":
adapter-01"
}

"node.name",

"dmp-node-01"

"total read ops",

25098

"total write ops",
48925

"bytes read",
1003799680

"bytes written",
6900961600

"max link data rate",
0

"rscn count",
0

"/api/cluster/counter/tables/host adapter/rows/dmp-
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