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curl --request GET \

--location "https://SFQDN IP/api/cluster?fields=contact" \
--include \

--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"
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"contact": "support@company-demo.com"
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--location "https://SFQDN IP/api/cluster" \
--include \

--header "Content-Type: application/json" \
—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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"contact": "support@company-demo.com"
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"self": {
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"yuid": "d877f5bb-3aa7-11e9-b6c6-005056a78c89",

"description": "PATCH /api/cluster",
"state": "success",
"message": "success",
"code": 0,
" links": {
"self": {

"href": "/api/cluster/jobs/d877f5bb-3aa7-11e9-b6c6-005056a78c89"
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Zol of

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-security/effective-
permissions/$SVM ID/SFILE PATH" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

10



JSON =& of

"svm": |
"uuid": "cf5f27la-1lbeb-11lea-8fad-005056bb645e",
"name": "vsl1"
by
"user": "administrator",
"type": "windows",
ToaEla®y ©/%,
"share": {
"path": "/"
by
"file permission": |
"read",
"write",
"append",

"read ea",
"write ea",
"execute",
"delete child",
"read attributes",
"write attributes",
"delete",
"read control",
"write dac",
"write owner",
"synchronize",
"system security"
1,
"share permission": [
"read",
"read ea",
"execute",
"read attributes",
"read control",

"synchronize"
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HTTP 0[AE a2
I 27| [api/protocols/file-security/permissions/{svm.uuid}/{path}

el |3
S7|4j0]ct
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Zol of

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH" \
--include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON = 0of

"svm": {
"uuid": "9479099d-5b9f-11eb-9c4e-0050568e8682",
"name": "vsl"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true

by

"advanced rights": {

12



"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access_control": "file directory"
by
{
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,
"write data": true,
"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true

by

"access_control": "file directory"

13



"inode": 64,

"security style": "mixed",
"effective style": "ntfs",
"dos attributes": "10",
"text dos attr": "----D---",
"user id": "0",

"g—roup_id" . "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"
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Zol of

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,
\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":
true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-
21-2233347455-2266964949-1780268902-69700\", \"ignore paths\": [
\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

JSON &8 0f
{
"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

HIASZRE FAHYLICH "2 QAHAZ IS LICH B SAYLICE state 242 YLICH success.
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HTTP HAE 4=

ifiby| /api/protocols/file-security/permissions/{svm.uuid}/{path}

<|E| 004
H|S 7|2
Z2 of|d[ofl et =7t = ool M

S E RESTAPI 2 =0 SSE|= 017 B4 2fofl THZ o7 M7} 0] BHAIS] cURL G0l = A ElLICE.

OH7H 4 /Y s MY

QAL

Ct
$SVM_IDRIL|Ct A= o nro| TsteEl SVMQ| UUIDRILICE
$FILE_PATHQILICH a3z o] o = EG ZEYLICH

Zol o

curl --request POST --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\"}'

JSON =& 0f
{
"job": {
"uuid": "6£f89e612-5bbd-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/6£89e612-5bbd-11eb-9c4e-0050568e8682"

HIEZRE sAYLICH A Y QAAHAS VPMFLIL E 2QURLILE state @42 YLIL success.
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HTTP HAE Z=2

AR /api/protocols/file-security/permissions/{svm.uuid}/{path}
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#ol of

curl --request DELETE --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"access\": \"access allow\", \"apply to\": { \"files\": true,

\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

JSON &3 0f
{
"job": {
"uuid": "3015c294-5bbc-11eb-9¢c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

YIEZRE FAYLICH "2 QAHAS JIHZLICH S HAYLICE state 242 YLICH success.
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curl 0: 7|2 M ZIO2 DE LIFE BtetstL|C

—_—

curl --request GET \

--location "https://$FQDN IP/api/network/ip/interfaces" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curl 0l: 47tX| EH 71 2t

o

71X 2 E LIF

]

ukStStL|CH

curl --request GET \

--location

"https://$FQDN IP/api/network/ip/interfaces?fields=name, scope, svm.name, ip.
address" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"records": [

{
"yuid": "5ded9%9e38-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 mgmtl",
"ip": {

"address": "172.29.151.116"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/5ded9e38-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "bb03cl62-999%e-1lee-acad-005056ae6bd8",

"name": "cluster mgmt",
"ip": {

"address": "172.29.186.156"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/bb03cl162-999%e-1lee-acad-
005056ae6bd8"

"uuid": "c5ffbd03-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o datal",
"ip": {
"address": "172.29.186.150"
b
"scope": "svm",
"svm": {
"name": "vsQO"
b
" links": {
"self": {

"href": "/api/network/ip/interfaces/c5ffbd03-999%e-1lee-acad-



005056ae6bd8"

"yuid": "co66l2abe-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 dataz",
"ip": |

"address": "172.29.186.151"
b
"scope": "svm",
"svm": {

"name": "vsO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6612abe-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c6b21b94-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data3",
"ip": |

"address": "172.29.186.152"
b
"scope": "svm",
"svm": {

"name": "vs0O"
o
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6b21b9%94-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c7025322-999%e-11lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data4d",
"ip": |
"address": "172.29.186.153"
by
"scope": "svm",

"svm": {



"name": "vsO"

by

" links": {
"self": {
"href": "/api/network/ip/interfaces/c7025322-999%e-11lee-acad-
005056ae6bd8™"

"yuid": "c752cc66-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 databd",
"ip": |

"address": "172.29.186.154"
b
"scope": "svm",
"svm": |

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c752cc66-999%e-1lee-acad-
005056ae6bdg8"

"uuid": "c7a03719-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data6",
"ip": |

"address": "172.29.186.155"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/c7a03719-999%e-1lee-acad-
005056ae6bd8"

}
}
by
{
"yuid": "ccd4c59c-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data4 ineto",



"ip": {

"address": "fd20:8ble:b255:300f::ach"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/ccd4c59c-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d9144c30-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data6_ ineto6",
"ip": |

"address": "fd20:8ble:b255:300f::ac7"
b
"scope": "svm",
"svm": {

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/d9144c30-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d961cl3b-999%e-1llee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 datal ineteoe",
"ip": |

"address": "fd20:8ble:b255:300f::ac2"
b
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/d961cl3b-999%e-1lee-acad-

005056ae6bd8"
}



"yuid":

"d9ac8d6a-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data5 inetoe",
"ip": |
"address": "fd20:8ble:b255:300f::aco6"
by
"scope": "svm",
"svm": |
"name": "vsQO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d%ac8d6a-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"yuid": "d9fcela3-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 dataZ inetoe",
"ip": {
"address": "fd20:8ble:b255:300f::ac3"
b
"scope": "svm",
"svm": |
"name": "vsO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d9%fcela3-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"uuid": "dad4995a0-99%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 data3 ineto",
"ip": |
"address": "fd20:8ble:b255:300f::ac4"
by
"scope": "svm",
"svm": {
"name": "vsO"

by

23



" links": {
"self": {
"href": "/api/network/ip/interfaces/dad4995a0-999%e-1lee-acad-
005056ae6bd8"

"yuid": "da9e7afd-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 cluster mgmt ineté6",
"ip": |

"address": "fd20:8ble:b255:300f::ac8"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/da%9e7afd-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "eo6db58b4-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 mgmtl ineto",
"ip": {
"address": "fd20:8ble:b255:3008::1a0"
by
"scope": "cluster",
" links": {
"self": {
"href": "/api/network/ip/interfaces/e6db58b4-999%e-1lee-acad-
005056ae6bd8"

}

}
1,
"num records": 16,
" links": {
"self": {
"href":
"/api/network/ip/interfaces?fields=name, scope, svm.name, ip.address"

}
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curl --request GET \

--location "https://$FQDN IP/api/security/accounts” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"records": [
{
"owner": {
"uuid": "642573a8-9d14-11ee-9330-005056aed3de",
"name": "vsO",
" links": {
"self": {
"href": "/api/svm/svms/642573a8-9d14-11ee-9330-
005056aed3de"
}
}
b
"name": "vsadmin",
" links": {
"self": {
"href": "/api/security/accounts/642573a8-9d14-11lee-9330-
005056aed3de/vsadmin"
}
}
b
{
"owner": {
"yuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "sti2l4nscluster-1"
b
"name": "admin",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-
005056aed3de/admin"
}
}
b
{
"owner": {
"uuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "stiZ2l4nscluster-1"
bo
"name": "autosupport",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-

26



005056aed3de/autosupport"
}

}
I

"num records": 3,
" links": {
"self": {
"href": "/api/security/accounts"
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HTTP Ol AE X B-QILICt

EoOd
O| RESTAPI 2 £2 L2 22 HAES AEXQIES ALSHLICE

HTTP HAE 4=

7tH 7| /api/security/certificates & ZSHAMA|2

22 of|Fofl THE =7+ 4= ool Ha

=
S E RESTAPI 2£0| SSE|= 07 2= 2fofl THZ o7 H=7} o] BHAIS] cURL G0l = A ElLIC.

Oi7H A= 74 = 23
Q4L
Ct
Max_records(Z|CH 2| 2= 22| ofL|e  Heted 3EE +& X[FELC).

curl off: IZ M 374E HheketL|Tt

curl --request GET \

--location "https://$SFQDN IP/api/security/certificates?max records=3" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"records": [

{
"yuid": "dad822c2-573c-11ee-a310-005056aecc29",

"name": "vs0 17866DB5C933E2EA",
" links": {
"self": {
"href": "/api/security/certificates/dad822c2-573c-1lee-a310-
005056aecc29"

}
}
by
{
"uuid": "7d8e5570-573c-11lee-a310-005056aecc29",

"name": "BuypassClass3RootCA",
" links": {
"self": {
"href": "/api/security/certificates/7d8e5570-573c-11lee-a310-
005056aecc29"

}
}
b
{
"yuid": "7dbb2191-573c-11ee-a310-005056aecc29",

"name": "EntrustRootCertificationAuthority",
" links": {
"self": {
"href": "/api/security/certificates/7dbb2191-573c-11lee-a310-
005056aecc29"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?max records=3"
by
"next": {
"href": "/api/security/certificates?start.svm id=sti2l4nscluster-

l&start.uuid=7dbb2191-573c-11lee-a310-005056aecc29&max records=3"
}
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@ of2fiofl ZetEl JSON & OIS AESH7| To| £ MO EBHOF RLICt public certificate
20l chist QISME A3 ¢S &= ASLICH

HTTP 0| A= a2

Al lapi/security/certificates S XA

curl --request POST \

--location "https://$FQDN IP/api/security/certificates"” \
--include \

--header "Content-Type: application/json" \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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"type": "server ca"
"public certificate":

MIIDOTCCArkCFGYdznvIVvaY1lVZPNfy4yCCyPphoMAOGCSgGSIb3DOEBCWUAMIGK
MQOswCQYDVQQGEwWJVUzZELMAKGA1UECAWCTkMxDDAKBgNVBACMA1 JUUDEWMBQGA1UE
CgwNTO5UQVAgRXhhbXBsZTETMBEGA1IUECWWKTO05UQVAgOS4xNDECMBOGA1UEAWWT
Ki5vbnRhcC1l1eGFtcGx1LmNvbTEVMCOGCSGSIb3DOEJARYGZGEF2aWQucGV0ZXJz
b25Ab250YXAt ZXhhbXBsZS59b20wHhcNMiMxMDA1IMTUYOTE 4WhcNMj QxMDAOMT Uy
OTE4WjCBpDELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAkS5DMOwwCgYDVQQHDANSVEAX
FjJAUBgNVBAOMDUYOVEFQIEV4YW1lwbGUxEZARBgNVBAsSMCkOOVEFQIDkuMTQxHDAa
BgNVBAMMEyoub250YXAtZXhhbXBsZS5)b20xLzAtBgkghkiGOwOBCOEWIGRhdml k
LnB1dGVyc29uQGOudGEFwLWVAYW1lwbGUuY29tMIIBIjANBgkghkiGIwOBAQEFAAOC
AQ8AMI IBCgKCAQEAXQgy8mhblJhkf0D/MBodpzgW0aSp2jGbWI+Zv2G8BXkpl762
dPHRkv1hnx9JvwkK4Dba05GiCiD5t3gjH/jUQMSFb+VwDbVmubVEnXjkm/4Q7sea
tMtA/ZpQdZbQFZ5RKtdWz7dzzPYE12x8Q1 Jc8Kh7NXERNMtgupGWZZn7mfXKYr40
N/+vgahIhDibS8YK5rflwobfmrik9E2D+PEab9DX/1DL5RX4tZ21H20kyN2Ux0OBR6
Fg716n1H1/5yR0011xStN6sO7EPoGak+KS1K41g+EcIKRoObPAMEQP8WM)JuiTkb
5MmeYoIpWEUgJK7S0M6Tp/3bTh2CST3AWXiNxQIDAQABMAOGCSgGSTIb3DQERCWUA
A4TBAQABEfBgOUROMYxdfrj930yIiRoDcoMzvo8cHGNUsuhnl1BDNnL203ghWEs97s0
mIy6zFMGnyNYa0t4ilcFsGDKP/JuljmYHjvv+21HWNnxH])To7A0QCNXmQH5swoDbf
01Vjqgz80xz+PRJ+PA3dF5/8zqaAR6QreAN/iFR++6nUglsbbM7w03tthBVMgo/hl
E9I23V0OZsgMFujm2CYfMs4XkZtrYmN6nZA8JcUpD]IWCcAVbQYurMnna9r420S3GB
WB/FEOn+P+FfJyHJI93KGcCXbHS5RF2pi3wL1Hi1bvVuCjLRrhJ8U20I5mZoiXvABC
IpYuBcuKXLwAarhDEacXttVjC+Bg
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7tX] LEHOI ALIZ|RE Y AEZZE MHTIL|Ct 2t2to| 2L EX Hot gl 22| S5 SH™S
SLICt.

ol&tS A4S ONTAP AL XL A Mo SiEre stotsty| Foi| ofzHol| MAIEl 22 HOF @7 AtSH 8l @ MS HES}0]
ZH|SHoF BHLICH 3t OfjA] YuHEQI YIZZ JHES AESOF BLICH'YUIZZ 2 AL2 S ZH|SHAUA|Q",
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#ol o

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSON /2 of

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{ "path": "volume create", "access": "all" },
{ "path": "volume delete", "access": "all" }
]
}
2CHA|: A2 G0 EfLICE

HTTP HIME & EF™QIL|C

f
O| RESTAPI 2 £2 Ct31H 242 HAES} AEXQIES AL LT

HTTP HAE Z2
AHlAl IAPI/E Ot/ st

OflM[of| cHet =7t 4= oHoH tH=

2 3k
RE RESTAPI 20| B/ 07 #14 2ol CH2 0i7H #47} 0] £l cURL Oiloll = AL EILICH,

Oi7H H2 4 Ea 443
2L
Ct
$SVM_IDYLCt a4z o g
$ROLE_NAMEIL|C} 8= o e
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#ol o

curl --request POST \

--location

"https://$SFQDN IP/api/security/roles/$SVM ID/S$SROLE NAME/privileges" \
--include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON &= of

"path": "volume clone",
"access": "all"

Ol I3 E2 ME
MME MEXMOl A2 O3t 22 EMS 7HX| 10 Mol ElL|Ct
* SnapMirror ZtA4|E YH|0|ES 20t OfL |2t AHARZS MM 51 AF|E 4 ASL|CE

HTTP HIME & EF™QIL|C}

O| RESTAPI SE2 [I31t Z2 HAEQ AEHOIEE AFREIL|C.

HTTP HAE Z2
AHlAl JAP|/E Ot/ st
Zo| of

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "volume snapshot create", "access": "all"},
{"path": "volume snapshot delete", "access": "all"},
{"path": "volume show", "access": "readonly"},
{"path": "vserver show", "access": "readonly"},
{"path": "snapmirror show", "access": "readonly"},
{"path": "snapmirror update", "access": "all"}

ONTAP REST APIZ AI23l0]{ ONTAP 210X MM S 5| 2¢tL|C}

REST &2 MAMSHe A2 XI0|AH| ONTAP EOME MM £ Ql
U&L|Ct.

rir

7|

olr
fjo

o
MHE oiste Teu 22 S40= Folgt,

(ofl: 28, gtree, LUN, O 12| A|0|E, ' E, SnapMirror 27| Z£g)

=
o
£ QEHME(0: 2§ L= SVM)E ddot7 Lt 7 = 83

HTTP MM E S EFYLICH

O| RESTAPI S Z2 C}21 Z2 HAEQ AEZXQIEE ALETLILC.
HTTP HAE Z2

AHlAl JAP|/E ot/ st

Zo| of

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput
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JSON 213 o

"name": "rest rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api/storage/volumes", "access": "readonly"},
{"path": "/api/storage/gtrees", "access": "readonly"},
{"path": "/api/storage/luns", "access": "readonly"},
{"path": "/api/storage/aggregates", "access": "readonly"},
{"path": "/api/cluster/nodes", "access": "readonly"},
{"path": "/api/snapmirror/relationships", "access": "readonly"},
{"path": "/api/svm/svms", "access": "readonly"}

ONTAP REST APIZ AIE510
O] YIZEZEE AIE2510] HZEEl REST &2 7%l AF2XIE BtE 4= JYELICY.

Ol I3 E2 HME

O FZS20l= ALEA X|E REST A S 2h=10 M AFEXt A|F ot AZSH= o] 2ot LutXQl BHA| 7 ZetE[of
USLILE ArEAIet HE B E SVM He|E 7HX| 1 A2H £F HI0|H svMmzt AZHEL|CH 28 EhAl= M=
AFEO[AHLE 2tF ol [Efﬂf Zoliop & = ASLICE,

— —

15HA: 22| AE{Q| C|0|E| SVMES LIZgtL|Ct
CI2 REST APl S £8 3610 22{AEHO0| SVME BA|EL|Ct 2 SYMQ| UUID &l 0|22 ==0f M| ZELICt.

HTTP HAME 8l ZHUL|Ct
O| RESTAPI SE2 [I31t Z2 HAEQ AEHOIEE AFREIL|C.

HTTP H[AE a2
T 7| /api/svm/sSVM
Zol of

curl --request GET \

--location "https://$FQDN IP/api/svm/svms?order by=name" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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2EHA|: sSVMO|| Ol El AFEAHE LIERILIT

CI2 RESTAPI &8 ¢
SVMS AlHSH 4 QIELICEH

o

Stof MESE SVMOY| HlEl AFZ RIS Lige 4= JAELICH 27/ X OH7H H-E Sl

HTTP HIAM = Sl Z2X™iL|Ct
O| RESTAPI SE2 CIS1 22 HA=Q AEXIEE AFETIL|C.

rn
2
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=
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HTTP HAE a2
TIH 7| /api/security/accounts
Zol of

curl --request GET \

--location "https://SFQDN IP/api/security/accounts?owner.name=dmp" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

xk (o k=% Dfxl
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SVMOf| o|0] Ho|El ALEXLE 7|ECE M AHEXIS| 0|ES MEHSIL|CE,

3CH7: sSVMO|| Ho|=l REST &g LI

st SMO| HOlEl 22 Ligsta P T} REST API SES SWLICH 29} 7} H4+5 S8 SVME Al

HTTP HIME & EF™QIL|C}

O| RESTAPI S £2 31t Z2 0o FAEZQIES AFRILICH
HTTP HAE A=z

1M 7| JAP|/EQt/ st

Zo| o

curl --request GET \

--location "https://$SFQDN IP/api/security/roles?owner.name=dmp" \
--include \

-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput
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SVMoj| o|of ol El Agtof| w2t A HEof| = 17/ 0|52 MESHHAIR.

ATHA|: A2 XL X|H REST €922 ohEL|Ct

SVMO| A St=4 REST APIE MASHY LIS RESTAPI 2 $3gtL|Ct 0] d&of= XS0 2= HMAT}
HEEEE 7|2 HMA MBS * QS * OF MASt= otLte| Hstat JAELICE
HTTP HAME 5! ZX™QIL|C

A E
O| RESTAPI =&

HTTP HAE z=2
AlAl JAP|/E /st
Zo| of

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSON /2 of

"name": "dprolel",
"owner": {
"name "w . " dmp " ,

"uuid": "752d96be-£f17c-11ec-9d19-005056bbad9l"
I

"privileges": [
{"path": "/api", "access": "none"},
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Zol of

curl --request POST \

--location

"https://$FQDN IP/api/security/roles/$SVM ID/$ROLE NAME/privileges" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON /21 of

"path": "/api/storage/volumes",
"access": "readonly"
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HTTP HAE 4=

HA| /api/security/accounts
Zolof

curl --request POST \

--location "https://$SFQDN IP/api/security/accounts" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON /21 of

"owner": {"uuid":"daf84055-248f-1led-a23d-005056ac4feb"},

"name": "david",

"applications": |
{"application":"ssh",
"authentication methods": ["password"],

"second authentication method":"none"}

I
"role":"dprolel",
"password" :"<password>"
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Curl ClA2] %7} 212} ojH=
BE REST AP SZ0| A LUHEOR AZEIS 07 4 20| 0] 72| curl HIFOIE CH oo 1147}
AP ELICE,
of7H 814 gy | |um
249l
cf
node.name M2l ofLR 2 ojI2iA0|ET HEE RES AHsts o A8 4
RUBLIC

curl Of: 7|2 34 2= 2= O 2[AH[0|EE HiatetL|Tt

curl --request GET \

--location "https://$FQDN IP/api/storage/aggregates" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curl of: £ 718 L2 2= Oi2[H0|EE ghetetL|Ct

curl --request GET \

--location "https://SFQDN IP/api/storage/aggregates?fields=node.name"” \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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"records": [

{
"uuid": "760d8137-£fc59-47da-906a-cc28dbl0alclb",

"name": "sti2l4 vsim sr027o0 aggrl",
"node": {
"name": "sti2l4-vsim-sr0270"
by
" links": {
"self": {
"href": "/api/storage/aggregates/760d8137-fc59-47da-906a-
cc28dblalclb"
}
}
}
1,
"num records": 1,
" links": {
"self": {
"href": "/api/storage/aggregates?fields=node.name"

ONTAP REST APIE AtE6t= C|ATE LIETLICH
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ALY = AELIC
curl 0: S C|ASE gtsrstL|Ct

curl --request GET \

--location "https://SFQDN IP/api/storage/disks" \
-—include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curl 0|: AH|0] C|AIE BtatetL|Ct

curl --request GET \

--location "https://$FQDN IP/api/storage/disks?state=spare" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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"records": [
{
"name": "NET-1.20",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.20"
}
}
by
{
"name": "NET-1.12",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.12"
}
}
by
{
"name": "NET-1.7",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.7"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/storage/disks?state=spare"
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curl Of: Z[&] HIA|X|2} O|F 242 gretetLict

curl --request GET \

--location

"https://S$SFQDN IP/api/support/ems/events?fields=message.name&max records=1
"\

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curl Of: S HIAEQ} MZt 7 ZotE HIAX|S gheteti|Ct

curl --request GET \

--location

"https://$FQDN IP/api/support/ems/events?log message=*disk*&message.severi
ty=alert" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"



JSON =& of

"records": [
{
"node": {
"name": "malha-vsiml",
"uuid": "dad4f9%e62-9de3-11ec-976a-005056b369de",
" links": {
"self": {
"href": "/api/cluster/nodes/dad4f9%e62-9de3-11lec-976a-
005056b369de"

}
}

b
"index": 4602,
"time": "2022-03-18T06:37:46-04:00",

"message": {
"severity": "alert",
"name": "raid.autoPart.disabled"
b
"log message": "raid.autoPart.disabled: Disk auto-partitioning is

disabled on this system: the system needs a minimum of 4 usable internal

hard disks.",
" links": {
"self": {
"href": "/api/support/ems/events/malha-vsiml/4602"

}
1,

"num records": 1,
" links": {
"self": {
"href":
"/api/support/ems/events?log message=*disk*&message.severity=alerté&max rec
ords=1"

by

"next": {
"href": "/api/support/ems/events?start.keytime=2022-03-

18T06%3A37%3A46-04%3A00&start.node.name=malha-
vsimlé&start.index=4602&log message=*disk*&message.severity=alert"

}
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Zol of

curl --request GET \

--location "https://SFQDN IP/api/support/ems" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON £& 0f
{

"proxy url": "https://proxyserver.mycompany.com",
"proxy user": "proxy user",
"mail server": "mail@mycompany.com",
" links": {

"self": {

"href": "/api/resourcelink"

}
I
"pubsub enabled": "1",

"mail from": "administrator@mycompany.com"

L
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HTTP HAME 2 ZXeQIL|C
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curl —--request PATCH \

--location

"https://SFQDN IP/api/support/ems?mail from=administrator@mycompany.comé&ma
il server=mail@mycompany.com" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

2EHA|: HIAIX] 2E F2
APl 2 ES AASI0] HIA[X[2F 2X[oHe B AAlS FoE &= ASLICH

HTTP HME 2 ZFeL|C

=YLt
O| RESTAPI 2 £2 Ct21H 242 HAES} AEXQIES ALSELICE

HTTP H|AE 4=

Al /api/support/emsf/filters & XA
SIS

s7|Ao|ct

Curl of||Q] =71 = of7lH
H

S E RESTAPI 2 20| M LHHO 2 AFE|= D7 4= 2|0l Of THA|Q| curl GIX[0 = = OH7H tH =7t
A ELICE
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Zol of

curl --request POST \

--location "https://$FQDN IP/api/support/ems/filters" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON /2 of

"name": "test-filter",
"rules.type": ["include"],
"rules.message criteria.severities": ["emergency"]

HTTP HIAME 5! ZX™QIL|C
O| RESTAPI &=

HTTP A E a4z
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#ol o

curl --request POST \

--location "https://$FQDN IP/api/support/ems/destinations" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON /2 of

"name": "test-destination",

"type": "email",

"destination": "administrator@mycompany.com",
"filters.name": ["important-events"]

SVM

ONTAP REST APIE AIE6t= SVMS LIETL|Ct

-

ONTAP Z22{AE L0 Mo|El SVM(AEZ|X| 7t HANE HAIY £~ JSL
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HTTP HAE a2
TIH 7| /api/svm/sSVM
Zo| of

curl --request GET \

--location "https://$FQDN IP/api/svm/svms" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON =& of

"records": [
{
"uuid": "71bd74f8-40dc-11ee-b51a-005056aece9fa",
"name": "vs0",
" links": {
"self": {
"href": "/api/svm/svms/71bd74f8-40dc-11lee-b51a-005056aee9fa"

}
1y
"num records": 1,
" links": {
"self": {
"href": "/api/svm/svms"
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