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[root@mediator host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API

(mediatoradmin) .

Using default account names: netapp + mediatoradmin



Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:03:56 ago on Mon 20 Apr 2026
02:49:08 PM EDT.

Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el19 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package kernel-modules-core-5.14.0-611.45.1.e19 7.x86 64 is already
installed.

Package gcc-11.5.0-11.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package which-2.21-30.el9 6.x86 64 is already installed.

Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.

Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.

Package efibootmgr-16-12.e19.x86 64 is already installed.

Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.

Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.

Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.

Dependencies resolved.

Nothing to do.

Complete!



OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.uigddi/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260420145003.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260420145003.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to '0O', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

ONTAP Mediator can be installed with iSCSI and HTTPS support, or
support for HTTPS only.

Do you wish to install ONTAP Mediator with iSCSI and HTTPS support?
Y(es)/n(o): yes

ONTAP Mediator will be installed with mode: ISCSI HTTPS

+ Selected install package mode: ISCSI HTTPS

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.



Do you wish to continue? Y(es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...

Creating tar archive...

Support bundle has been generated at

/opt/netapp/data/support bundles/scs001097036-1 1776711598 BASIC.tgz
Testing the DB can be upgraded

Cloning database...

Cloning successful.

Verifying database is up-to-date...

Database out-of-date.Migrations are necessary:

Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...

Migrations successful.

Database upgrade operation complete.

+ Adding python312 specific packages

+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.gwaGmU/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260420145942.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~1#

o
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[root@mediator host~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0



ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API

(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:33:41 ago on Tue 21 Apr 2026
10:48:35 AM EDT.

Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el9 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package kernel-modules-core-5.14.0-611.45.1.e19 7.x86 64 is already
installed.

Package gcc-11.5.0-11.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package which-2.21-30.el9 6.x86 64 is already installed.

Package libselinux-utils-3.6-3.el19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.

Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.

Package efibootmgr-16-12.e19.x86 64 is already installed.



Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.
Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.
Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.JclgnS/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260421112205.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260421112205.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause

service interruption.

For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host~]#
[root@mediator host~]# tar -zxvf ontap-mediator-1.12.1.tgz
ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator-production.pub
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig



ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr

[root@mediator host~]#

[root@mediator host~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1
--https-only

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to 'l', args are: "'

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

+ Selected install package mode: HTTPS ONLY

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y(es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.

Mediator API User Name: mediatoradmin

Password: Running plugins, please wait...

Creating tar archive...
Support bundle has been generated at
/opt/netapp/data/support bundles/scs001097036-1 1776785423 BASIC.tgz
Testing the DB can be upgraded
Cloning database...
Cloning successful.
Verifying database is up-to-date...
Database out-of-date.Migrations are necessary:
Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...
Migrations successful.
Database upgrade operation complete.
+ Adding python312 specific packages
+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.cRyOmN/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260421113003.109)
fapolicyd not installed or no rules.d directory found, skipping
fapolicyd configuration
ONTAP Mediator rsyslog and logging rotation enabled
+ Upgrade successful. (Moving log to



/opt/netapp/lib/ontap mediator/log/upgrade 20260421113003.1og) \n

+ Note: ONTAP Mediator generated a self-signed server certificate for

temporary use on
this host. If the DNS name or IP address for the host is changed,

the certificate
will no longer be valid. The default certificates should be

replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for

the current
0S. Using 'yum update' to upgrade the kernel might cause

service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README

[root@mediator host ~]#
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[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz



./log/

./log/ontap mediator.log

./log/scstadmin.log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml

[rootmediator-host ~]#

2. leapp-upgrade €2 ¢13|0|= &3:

[rootmediator-host ~]# leapp preupgrade --target 9.8
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 9.8
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. ONTAP MediatorE CHA| AX|SIMA|L:

@ 21 o 2AMS HIX|517| 23] ONTAP MediatorE MAX|$t XIS =A| LIHX| CHAS
A SH
T o

[rootmediator-host ~]# ontap-mediator-1.12.1/ontap-mediator-1.12.
ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. ontap_mediator ZX|:

[rootmediator-host ~]# systemctl stop ontap mediator

[rootmediator-host ~]#

5 271 o

fjo

WHBHYA|L:
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[rootmediator-host ~]# tar -xf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. ontap_mediator A|%}:

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. ¢ 72{|0| == ONTAP Mediatordll @= ONTAP 2Z{AEZE CIA| HASIMAI2:

IP 7|2t MetroCluster

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
-address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show

11



Mediator IP Port Node Configuration

Connection
Status Status
172.31.40.122
31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>

SnapMirror 2E|E 7|3t

SnapMirror 24 S7|3tE AIst= AL /opt/netapp 2/ 50| MZEHE TLS QIS ME CHA| MX|E ZRT}
ASLICE. /opt/netapplil K& El QIS M E BASH D SSHUAL.

—

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA
Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-—
ca

Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *



1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future

reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135ERA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

-cluster peer?2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued
peerl::> job show -id 43

Owning
Job ID Name Vserver Node State

13



43 mediator add peerl peerl-node2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer?2 connected true
peerl::>

ZHH He

* "security certificate delete"

* "security certificate install"

* "security certificate show"

* "snapmirror mediator add"

* "snapmirror mediator remove"

+ "storage iscsi-initiator show"

ONTAP Mediator £ 1A

B M 2t AW A M 12| S ONTAP Mediator A E & 48 14 = JSLICE

ONTAP Mediator /14 7t 474

ONTAP Mediator= {2 7+ 7ts$t 4™ 2 X|HLLICE O|2{gt Ao 7|22 “low_space_threshold_mib:
817| Mg mdol| MSELICH siE ﬂf°'9| | Xl= CHE 2 Z&LICh

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml

‘ontap mediator.user config. vaml O] HE 2E 2 7|242 MEeSIH EE onTap
Mediator |0|E0AN SX|EL|Ct.

2(8)

=

0z
rot

‘ontap mediator.user config.yaml 2 ONTAP MediatorE CHA|

AESHHAIL

systemctl restart ontap mediator

O] MMO|A MEHS= ONTAP Mediator 42 Q0| Mz} 8 4 USLICE.
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https://docs.netapp.com/us-en/ontap-cli/security-certificate-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-add.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/storage-iscsi-initiator-show.html

(D ONTAP Mediator @ 12|0|= Z0fl= =™ &l Z+0| RX|E|X| 222 Z “ontap_mediator.config.yaml 2|

CHE 7|27t HASIX| 2 oror ShL|C}.

L—_HAL—- - O

ONTAP Mediatore| £

= +Ho5IH 2ot
7|2 AEE MElotH E

rE

L|Ct.

EtAt SSL QIS M E EX[SHHAIL

ONTAP Mediator 7+ O} S £=H3I0] 7|2 XK ME QB ME EfALF SSL QIS M E WA

712 MSEl= XA ME

QB ME EFAL SSL QIS ME wH[stHH CHS THAof|A EX

ox

+E ontap mediator.user config.yaml IO SASHO]

° /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con

fig.yaml

° /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

0| m}AE 9| H4-= ONTAP MediatorOl| A At23H=

ONTAP Mediator 1.9 0| At HHH
CtS HO| LIEE 7|2 HaS0|

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con

fig.yaml ItOf| =0 USL|CH

i
cert path
key path

ca cert path

ca key path

ca_ serial path

cert valid days

x509 passin pwd

4=

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s

erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s

erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

1095

pass:ontap

ASM IS Mot o ALEELICE

* “cert_valid_days'2(=) S2I0|YUE 2AE A2l =S HFHSt= O ASELICE Z|TZt2 3H(10952

)Lt

* 'x509_passin_pwd = MEE S20|AHE QIF A 9| = IL|LCE.

Ch2 ®Hol LHEE 7=

mhofl ZeEof ASLICH.

tH~Z0| /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini
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LS 3=

mediator cert /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

ONTAP Mediator 1.8 0|5} {7
CHE B0 LIZEl 7|2 H450|

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml IO Lot RUESLICE.

2 32

cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

ca key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

cert valid days 1095
x509 passin pwd pass:ontap
* “cert_valid_days'2(=) 22I0|HE 21F A Q| Bt U S M™St= O AF2E/LICt X|Chgt2 3E (1095
YRILICE
* 'x509_passin_pwd' = MEE SEI0|AHE QS M| iz iL|Ct.
Ct2 Bo| LIEEl 7|2 H450| /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini
oo Zetz|of USLICE
tH a2

mediator cert /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt



LES 3=

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

0|2{¢t £H S +HSt= 32 HE AFLE HESI2{H ONTAP MediatorE CHA| A|ZSHYA|2. 7|2 QIS ME EtAL
ASMZ wHsts SHOf TS XMIEE K- 2 "AHH| ME AASME LZE 4 Q= B ISME WAHSHYAIR"E
SEA

0| 7|52 &Mal5tH™ window seconds X “retry limit'0ff 22 AH™SIMAIL
off:

authentication lock window seconds: 300
* XIFE AlZt Lol 52| 27 ZdotHE A™S FELCh
authentication retry limit: 5

* 4 ANEE AHRSH| Tol| dot= X[ AlZtE 2EsH0
ks FOIMAL.

OH

-
A

I

TE LZ0RM DA CfY 9B £ 2|

authentication failure delay seconds: 5

authentication failure delay seconds: 0 # seconds (float) to delay
failed auth attempts prior to response, 0 = no delay
authentication lock window seconds: null # seconds (int) since the
oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to allow
before locking API access, null

unlimited

password min length: 8

password max length: 64
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password uppercase chars: O # min. uppercase characters

password lowercase chars: 1 # min. lowercase character
password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

o7 32t UAIZLA of[eFEl 2 Z7HS ONTAP Mediator C|A3 8! 271 Z7F 4- S FAELICH

—_

e 32 Az 4

‘/opt/netapp/lib/ontap mediator® C|AZ0| ERSt ofF 37S HOst= HHO|
ol&L|CH
A H .

0| BEE UAIUEL HOoH ME|AE= F1 O[HIES LHA|ZL|CE,

—_

low space threshold mib: 10

offeFEl 21

Ok

7k AN

— o

"RESERVE_LOG SPACE® 7|52 &% HF2=E FNOELCt. 7|2XH2Z ONTAP Mediator AX|
Al 235 9ot HEo| C|A3 Z7Zto] MMELICH., dX| T2IMES ONTAP Mediator =24
MEOZ ARE £ jooMB [|AA 27t MEL IA 37| OIAUS MMSH|C}H,

o —

0| 7|52 HIgHest 7|2 AT Z7tE AF8SIH Ch3 BHAIE AN 2!
1. Ct2 mAU0| A RESERVE_LOG_SPACE 72 10X 092 HASIMA|2:
/opt/netapp/lib/ontap mediator/tools/mediator env

a. C}

dlo
0B

S AAYLICH

cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE LOG_ SPACE"

RESERVE_LOG_SPACE=0

b. ONTAP MediatorES XA|ZHSHAA| 2

18



systemctl restart ontap mediator

e 7I5S ChAl 2-dstste{™ 2tS 00|l M 12 HESHL MediatorS CHA| A|ZRISHYA|L.
@ Cj23 SZhs Fel e 7|1& 2= M=K $SLITH OfHel BE 20& MYdEl =, [|A3 IS
2t Mediators MAIZSHH oAXH C|A3 SZEQ = O|SELIC.

ONTAP Mediator AF2X} O| St HZHHS E HASIM R

ONTAP MediatorZ} X =l Linux SAE0|A ONTAP Mediator AF2X} 0|2 E= U5 &
HASIMAIR.

AHEX} O|FS HESHYA

Q
CtZ ZXtof w2t ALEX} 0| S HEY &= ASFLICH
ol &Y FE

ONTAP MediatorE AX|$t Linux SAEO|A O] ZHAHS 2SHSHAA|

Q
2, L3 GllAlet 20| HA| Z2E A8t BBS HAsHOF & 4~ ASLIC:

i )

JEECE-EERS

A [
= T HAT

/usr/local/bin/mediator username

CtE &M & otLIE MEISHo] ALE X} 0|2 HESHIA

fo

mo

M (a): mediator change user BHNE HAHTI 1 C}Z 0| 20| ZEZEQ SEIMUAIRL.

[root@mediator-host ~]1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]#

* &4 (b): oS BB S 2YSHHAR.

MEDIATOR USERNAME=mediator MEDIATOR PASSWORD=mediator2
MEDIATOR NEW USERNAME=mediatoradmin mediator change user

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
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The account username has been modified successfully.

[root@mediator-host ~]1#

H[ZHS H Al

i
(o]

HE
Che EAtoll et H|YHS S HAY £ AL

of & &

ONTAP MediatorE AX|$t Linux SAEO||A O ZAHS 2BHSHAA|

Q
O FHO| MY =+ Sl= B2, LIS OllA|2 20| TA| Z=E A3t BHS Hsl{of &t = ASLICE

’

/usr/local/bin/mediator change password

ZA

M (a): mediator change password B

S 25t O3 ol 20| ZEZE| SESHYAIL:

—_—a ==

[root@mediator-host ~]# mediator change password

Change the Mediator API password by entering the following values:

Mediator API User Name: mediatoradmin

0ld Password:
New Password:
Confirm Password:

The password has been updated successfully.

[root@mediator-host ~]#

* Z4 (b): TS BHS 2SR

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2Z mediator change password

GlAlO| A= H|ZLHS It "mediator1"0| A "mediator2"2 HAE|= 7212 E0{FLICH

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediatorl MEDIATOR_NEW_PASSWORD=mediator2

mediator change password

The password has been updated successfully.

[root@mediator-host ~]#

o

N
AES || ZE|StHLE MH[AS CHA

ot

st
=

NTAP Mediator A|Z & SX|

M3}sljof & 1 ONTAP Mediator & SCSTE



SKISHALE CHA] A EFOHE A L.

ONTAP O|C|0f|O|H SX|

=

ONTAP MediatorE SX|6l2{H CHS HHAIE S 2!

A
1. ONTAP Mediator ZX|:

systemctl stop ontap mediator

2. SCST &X:
systemctl stop mediator-scst

3. ONTAP Mediator 3! SCSTE H|&d3tatL|CH

=

systemctl disable ontap mediator mediator-scst

ONTAP Mediator A|Zt5}7]

ONTAP MediatorE CHA| 436t ™ CHS A E S A| 2!

CHA|
1. ONTAP Mediator & SCSTE &M3tetL|Ct:

=

systemctl enable ontap mediator mediator-scst

2. SCST At

systemctl start mediator-scst
3. ONTAP Mediator A|EtSt7|:

systemctl start ontap mediator

ONTAP Mediator AEE ZOISHAA| Q.

o
ONTAP Mediator/t HAXO = Ad FZOIX| 2QISHHA L.
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MH| A& HEHE 2RI AL

|

EHA|
1. ONTAP Mediator2| MEHE 2HOISIHMA|L:

systemctl status ontap mediator

[root@mediator host ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@mediator host ~]#

b. SCST MH|A HEHE 2ol

=

2

@ HTTPSZ X|2l5= ONTAP Mediator 1.12 O] A2 MX|$t AL SCST 7 |X|7} MK|E|X]
o2 0| RS AU E £ JSLILCL.

systemctl status mediator-scst

[root@mediator host ~]# systemctl status mediator-scst
Loaded: loaded (/etc/systemd/system/mediator-scst.service; enabled;
vendor preset: disabled)
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Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1 weeks O
days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L_286662 /usr/local/sbin/iscsi-scstd

[root@mediator host ~]#

24 ZEE SHOIGHIAIR

-

1. ONTAP Mediator0l Al At25t= ZEE QIS A|2:

netstat -anlt | grep -E '3260|31784"

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"

tcp 0 0 0.0.0.0:31784 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:* LISTEN
tcp6 O 0 :::3260 388w LISTEN

IS A el

ONTAP Mediator @ AE& AA| AtH| ME ASME ChA| dg Lt

SAE O|FO|LtIP 42 HECE J7|E ASM7I RretE 2 A S AE0 theh AA| XHA|
ME ASME ChA| gL Ct.

(i) ol == ONTAP Mediator 1.7 014 {0] Altizl= AlABol A2t KIZiELICH

o 2t¢d &

* ONTAP MediatorE AX|3t Linux SAEN A 0] ZH S 2AHEHAA L

* ONTAP MediatorE AX|st & SAEQ| SAE O|Z20|Lt IP FA7F HAE|0] MAME X4 M QIS A7} 0fA
FROHX| A Bl A0 0] RS ™S £ JASLICE

o QUAl RpH| MH QAUBSANE ME[E = U= EMAF IS AN ZE WH|SH 20f|= 0] ZUS AFESI QIS A S CHA|
MM M= oF EILICH RpA| ME QAUS A7t QO™ O HAEIF ATHSIL|CE,
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chA|
M S AEOf CHet AH YAl XM ME QIS ME CHA| H-dsta{H Ch2 HAIS At AL:

1. ONTAP MediatorE XHA|ZSHAA|2:

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

writing new private key to 'ontap mediator server.key'

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
supportl@netapp.com

Getting CA Private Key

ONTAP Mediator AHH| A|E QSN E M| £ QU= EIAF QIS ME WH[SHIAIL
AHE St HOIM X|SHE B, XA ME IS ME 215 7|2H0A 23
OIZME WA|SIAA|L.

* EtA} Q1B A= ONTAP 9.16.1 HEEE], J2|10 L& 0| ONTAP IHX| Z2| A0 AT X| &I ElL|CE.
"NetApp Bugs Online H{ 1 ID CONTAP- 243278"°(§) ISESCIESPN N

* EFAF Q1S A= ONTAP Mediator 1.7 0|4} 0| AlBE|= A Astiof 4Bt X|SIEIL|C}.

O

of 2ty H&

* ONTAP MediatorE M X|3t Linux SAEN|A 0] ZHHE 2HlSHAA| 2.
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https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278

* WHE XK M QISME MRB 4 e o19l 21F JIBHCAIM UL ASHE TAIsHOF H B2 o
RIS 23 4 UBLICE 0| Skl M2t 4 U= 2o 7| QlmakPKi) 7|20l st B2 Hsto| glofor

SfL|Ct,

* O Ol0IXl=

Zt ONTAP Mediator 213 A

| =8 EFLICE

ONTAP Mediator Certificate Purposes

Root CA

* PKl used to secure
the private
Certificate
Authority's key

* Only need the
public cert after
signing the
Intermediate CA

ceart.

* OZ Ol0[Xl= & MH EF 5

Intermediate

* Used as a signing
authority

* Creates the server
cert + signs all
client certs

* Needs a key + srl
file to perform
signing

Server Chain

* Used for SSL
mutual
authentication /
encryption

3! ONTAP Mediator M&of| CHst

Server Cert

*Used for HTTPS

* Need the private
key for encryption
ops

48 BOIFLIC

ONTAP Mediator Certificates

intermadiate Cart

Client Certs

= Used by ONTAP for
mutual
authentication

= Unique per cluster

pair

* Generated
automnatically
when adding a
mediatorto a

cluster.

Y
sontap_mediator_server.crt
sontap_maediator_server key

sroot_ca.crt sintermadiate.crt

sintarmediate. key
*Intarmediate.srl

ontap_mediator_servercrt 4
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgilontap_mediator.ini

WebServer Setup

* set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.crt
+ set-placeholder = mediator_key=/opt/netapp/lib/ontap_s p_mediato _configlontap_mediator_server key
* g5at-pl holder = ca_i ifi fopt/netapp/lib/ontap_mediatorfontap_mediator/server_configiroot ca.crt

"

ontap_mediator.user_config.yaml
(ONTAP Mediator Server Setup
+ cert_path: "Yopt/netapp/lib/ontap_mediator/ontap_mediator/server_configlontap mediator servercrt'
+ key_path: Jopt/netapp/libfontap_mediatorfontap_mediator/server_configfontap mediator_serverkey
+ ca_cert_path: Yopt/netapp/lib/fontap_mediatorfontap_mediator/server_config/intermediate.ort!
= ca_key_path: 'fopt/netapp/lib/fontap_mediator/ontap_mediator/server_configfintermediate. kay'
+ ca_serial_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_configfintermeadiate sl
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1Et7: CA B ME L= M3t 72422
CHS ZXHo]| met PKI 7|22 RE SME LERs = ASLICH

CtS ofl= XtH| ME QIE A HE{E “/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ 0| 2| X| st EFAL
AAEM HEZ WKSH= YHE HFL|Ct

@ 0| Bl Ali== ONTAP Mediator0il 227t IE M| B4 @5 AHLLIC PKI 7|22 22 E QISME
s YY2 0] EXtet CHE &= ASLIC. HIILIA T Aol SHA BAE ZFSHHAIL.

Hi

ONTAP Mediator 1.9 0|4 {7
1. PKI 7| 20N QIS ME MMSt= O AFEE 7HQ! 7] intermediate.key X 74 I} “openssl_ca.cnf 2
AHA-|'6'|-|__| |:|.
ocood .

a. 72l 7| € MMBILICt intermediate. key:

o

openssl genrsa -aes256 -out intermediate.key 4096

b. 718 I} openssl ca.cnf(
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_ca.cnf Off $/X[)2 MM =l
AS M7t HEEA| 7kX0} St= &85 HelgdLct.

2. 7l 7|oF 7 mUS A8 2IEM ME S WHBILIL intermediate. csr:

ol:

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server configl]# cat intermediate.csr

3. 215 M ME QA “intermediate.csr 2 PKI 7|&0] ELf HHE BIOAMA|L.

PKI 7|22 @8 S 215110 .csrOff MBI QIFM “intermediate.crt & dMeL|CH. ET
PKI 7|2t0M “intermediate.crt QEMO| MBS root ca.crt AEME LOLOF SFLICE

HTTPSZ 74 E ONTAP Mediatorg At23H= SnapMirror &4 7|3} 331*51 el
MetroCluster IP 1A 2| AL, ONTAP 22{AHO0| intermediate.crt ¥

@ root ca.crt QYBME FII50F SLICE. "SnapMirror 214 S7[2H= 2|81 ONTAP
Mediator & S2{AEE ZAEHL|Ct" & "ONTAP MediatorS MetroCluster IP T1AI0f| 2HA|
THESLICME(E) BZSHHAIL.
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ONTAP Mediator 1.8 0|5}
1. PKI 7| 20N QIS ME %“g t= ol AFE2E 70l 7| ca.key W 74 I “openssl_ca.cnf' 2 MM erL|C.

a. 2l 7|1E MEYLICt ca. key:

ol:

openssl genrsa -aes256 -out ca.key 4096

b. 714 I openssl ca.cnf(
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openssl_ca.cnf O ¢/ X[)2 M=l
AZ M7 BIEA| 7kXOF 8= &4 S FolgLILt.

2. 70l 7|ot Y WA S AFES10] BN ME RE S YHHLIC ca.csr

oll:

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server configl# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl# cat ca.csr

3. 2I=EM ME QA “ca.csr'2 PKI 7|20 ELH AEHE 2to |2,

PKI 7|22 @ES =I5t csr 0l MBS QIBM ca.crt* & MEHLICE. ESH pKI
|M2ERE “ca.crt ABMO| MBS root ca.crt ABEME t:':*OfOF 2rLfct.

SnapMirror &4 7|2t 22{AEHS| 22 ONTAP El‘E‘|*E‘|0" ca.crt ¥ root ca.crt
@ QIZME Z=7tdlioF gL|Ct. "SnapMirror EE“}J =7\ 2I8H ONTAP Mediator & 2HAEHE
TABILICL S(B) HESHIAIL.

2EHA|: MI3XE CA IS ME AMESIH ML ZM MH ASME YHLIC.

ONTAP Mediator 1.9 O|A {7

MH QBN = 742l 7| intermediate.key X MI3Xt 21BN “intermediate.crt’ & A|HE|0{0F SFL|C}, EEBF
T4 oY " /opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/openssl_server.cnf 0=
OpenSSLOIA 250t MH QIS Mol Bt £45 X|-sh= S £40] ZHE|0] JASLICEH

CHS HEE MESIH AH SME dde 5= ASLIL.

|

1. M 1B M MY 2H(CSR)2 MAst2{H
/opt/netapp/lib/ontap mediator/ontap mediator/server config ZL0AM LIS E

Hoi=2
o=
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HAHSHA|2:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shab5l2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSROIM MH QIZME MMsta{H
/opt/netapp/lib/ontap mediator/ontap mediator/server config =0 LIS BAHES
AIBHSIAIA| Q-

@ O| U S2 PKI 7| 20N 7182 AULICL CHE 2B AM 0| AME5t= 82,
intermediate.crt % ‘intermediate.key’ E S{{T I O|EC = HITHA|L.

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l12 -days 1095
-req -in ontap mediator server.csr -out ontap mediator server.crt

° _CAcreateserial M2 intermediate.srl O 2 MMSH= O AFREILICEH

ONTAP Mediator 1.8 0|5} A

MH QIZM= 712l 7| ca.key & M3Xt QIF A “ca.crt' = MEE|0{OF BfL|Ct EEDH 14 M
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf 0| = OpenSSLOf|A{
2ot MH QIZ Mo Rt £M2 X|Fots EF 40| TR0 JAELCE

CtS BB E MESIH AH QSME dde 5= ASLIL.

|

1. MH 2IEM ME QE(CSR)S MAstz{™
/opt/netapp/lib/ontap mediator/ontap mediator/server config ZL0AM CtE BES
HASHYA2:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSROIM MH{ QIS ME H-d5t2{H
/opt/netapp/lib/ontap mediator/ontap mediator/server config & Z00M Ot BES
AN 2:

(D O] MAS2 PKI 7|20l M 72 AYLICE THE 1B XM OIF S AME3t= 82, ca.crt &
‘ca.key' & ST IIY O|EQ 2 HI YA,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shab5l2 -days 1095 -reg -in
ontap mediator server.csr -out ontap mediator server.crt

° _CAcreateserial M2 ca.srl OIY2 MMSH= O] AFEILICEH



3CHA|: ONTAP Mediator A 0|AM {22 ELAL CA Q1B A B! A QB A WAl

ONTAP Mediator 1.10 O| & HH

AABM HdE2
“Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ o] 2|X[gt 71 A
ool A ONTAP Mediator0i| M[SEL|Ct. O] mt0l|= CtSat 22 £40] ZetE|of JASL|CH

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path 3! ‘key_path’ = A 1Z XA HaQIL|CH

* ca_cert path,ca key path %! ‘ca_serial_path'= CA 215X HQiL|CH
THA|

1. BE intermediate.* I'US EMAL QIS A2 WASHYAIL.

2. intermediate.crt ¥ ontap mediator server.crt QUBME MBS0 QS M KIS
MATBILICE

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. /opt/netapp/lib/ontap mediator/uvicorn/config.json I'YS AHO|ESHHAL.

‘ssl keyfile', “ssl certfile® B ‘“ssl ca certs 9 U2 HUHIO|ESIMAIR:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt
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ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° oY ss1 keyfile a2 ontap _mediator server.crt It L{Q| 7| Z=0|H, O|=
‘ontap_mediator_server.key IL|C}.

o

3 ss1l certfile 42 ontap mediator server chain.crt IS Z=YLICE
° OllE ss1 ca certs U2 root ca.crt OIS Z2RILILCE.

4. M2 S BMo| CHg £40| SHIEH BYE A=K SATHIAI2:
° Linux 28 28Xk netapp:netapp
° Linux &gt 600

5. ONTAP MediatorS TA|ZFSHYA|2:
systemctl restart ontap mediator

ONTAP Mediator 1.9.1 5! 1.9

AIEM fdE2

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap _mediator.config.yaml’ o] 2|X[gt 1A
It oA ONTAP Mediator0f| ®|ZE/L|Ct. O] ItAU0ll= CtSat 22 40| ZEEof JASLICE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path 3! ‘key_path'= At 1Z A HaQIL|CH

* ca_cert path,ca key path ¥ ‘ca_serial_path'= CA QI A HQLICE
CHA|

1. BE intermediate.* LY EfAL QIBME WH[SHUA|L.

2. intermediate.crt ¥ ontap mediator server.crt ABSAE AFEGI0] QISA H[QlIS
AdgfL|ct:

cat ontap mediator server.crt intermediate.crt >



ontap mediator server chain.crt

3. /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini O S AH|O|ESHY A 2.

‘mediator cert’, ‘'mediator key' H “ca certificate 9| S
HHO|ESHHA|2

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° 8T mediator cert &2 ontap mediator server chain.crt OIS Z2RILICE

mediator key value & (£) ‘ontap mediator server.crt It 7| ZZ0|H, O|=
‘ontap_mediator_server.key &L|C}.
° T ca certificate U2 root ca.crt IS F=LICE.

4. MZ MYE B MO O £40| SHIEA| BHEJU=X] el A 2:

° Linux & 27Xt netapp:netapp
° Linux #gt: 600

5. ONTAP MediatorE TAIZI3I A 2:
systemctl restart ontap mediator

ONTAP Mediator 1.8 0|5} ™

ABM FH2
*/opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml 0f| | X|st 714
I}Iofl A ONTAP Mediator0i| ®|ZELICE O] mtAol= ChS2at 22 £40] ZeE|0] USLICEH

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca serial path:
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'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

* cert path 3! ‘key_path’ = A IZ A HQIL|CH

* ca_cert path,ca key path ¥ ‘ca_serial_path = CA QI A HQLICE
CHA|

1. 25 ca.* IYUS EHAL QIBSME WH|SHYA|2.

2. ca.crt Y ontap mediator server.crt QBAME ALESH0 QIS M H|QlS HdefL|ch:
cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

3. /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini It'UE AUHO|ESIHAIL.

‘mediator cert’, ‘'mediator key ' ! “ca certificate 9| U2

HC|O| ESHAIL

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

o

e mediator cert U2 ontap mediator server chain.crt IS Z=QIL|CH

° mediator key value £ (&) ‘ontap mediator server.crt ItQ| 7| Z20|H, O|=
‘ontap_mediator_server.key IL|C}.

° 8iF ca certificate W2 root ca.crt IIYS| HZYLILCE
4. M2 MYE B MO O £40| SHIEAH| BHEJU=X] ZHelotHA2:

Rt netapp:netapp

.
>0
C
X
[
i
k>

5. ONTAP MediatorS ZHA|EHSIAIA| 2

systemctl restart ontap mediator

ATHA|: 20 [2f EtAF QIS MO THE 2 = 0|F

o

A8 4= AFLIL
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ONTAP Mediator 1.10 O|Af H{ A

‘intermediate.*" 0|2|9| THE O|FLZ EMA ABME AESHAL LHE fIXof M =
UASLICE.

|

1. /opt/netapp/lib/ontap  mediator/ontap mediator/server config/ontap mediator.

user config.yaml ItYE 7450 ontap mediator.config.yaml OtYC| 7|2 Ha S

MEolgtLct.

PKI 7|21 Q22 E] intermediate.crt 2 () a1 J4Q 7| “intermediate.key 2 (8)
*/opt/netapp/lib/ontap mediator/ontap mediator/server conf1g14XWﬂ}HIH+E
A%, ontap mediator.user config.yaml IS LIS 0f|Qt Z0tOF gHL|Ct:

intermediate.crt & (E) AME%}0 ‘ontap mediator server.crt QIEA0]

(D) ME# 32 internediate. srl TFUO| MHEILITE RIS LIBE 2517 H3%} CA
CIEME AR3I0] NBORM AHi DIBHE MARLICHE(E) HESHINL.

[root@mediator host server configl# cat

ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme

diate.crt'
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ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. root ca.crt 218X 7t ontap mediator server.crt 2AUSMO| HESH=

intermediate.crt QBN E MSSt= QABAM FEE MESH= R, intermediate.crt &
ontap mediator server.crt AZEMOM QUSM XIS MESHUA2.

(D HHXL| O™ HHA A PKI 7|42 22 EH intermediate.crt 9
ontap mediator server.crt QIZAE YZHUA00OF SLILCE.

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

. /opt/netapp/lib/ontap mediator/uvicorn/config.json IS UO|O|ESHYAIR.

‘ssl keyfile®, ‘ssl certfile' B “ssl ca certs 9| #US
OO ESHIA 2

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* oY ss1 keyfile 22 ontap mediator server.crt IM L2 7| ZE0|H, O|=
‘ontap_mediator_server.key IL|C}.

oY ss1l certfile 42 ontap mediator server chain.crt IS Z=YLICE

" OllY ssl ca certs U2 root ca.crt OIS Z2RILILCL

HTTPSZ 4%l ONTAP MediatorE AFE5t= SnapMirror 24 S7|3t 22{AH
5! MetroCluster IP 42| 2L, ONTAP 22 AE0| intermediate.crt &

(D root_ca.crt 91EAE TR} BLICE "SnapMiror 24 57|81 2|
ONTAP Mediator 3! 2 AEHE FAELICE" & "ONTAP MediatorE
MetroCluster IP 7LA0| A R MEIL|ICHE(E) A ZSIYAIL.

c. Mz Y& ASMO| LfZ £40| SHIZH 2EEU[=R| 2QlotHA2:

=

o
* Linux 28 2 R®Xk netapp:netapp
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2. 79 T IS M7t AT|O|EE|H ONTAP MediatorE CHAl A|ZfeiLICE:
systemctl restart ontap mediator

ONTAP Mediator 1.9.1 % 1.9

‘intermediate.*" 0|2|9| THE O|FLZ EMA ABME AESHAHL LHE 2K HEE =
ASLIC.

|

1. /opt/netapp/lib/ontap  mediator/ontap mediator/server config/ontap mediator.

user config.yaml II¥ES #4500 ontap mediator.config.yaml ItUS| 7|2 H gfS
HI-IOloI-[__I[_I-

rulm

PKI 7|2t 22 H intermediate.crt 2 (§) Ha%D 742l 7| “intermediate.key & (
"/opt/netapp/lib/ontap mediator/ontap medlator/server _config ?IX[0| &=
42, ontap mediator.user config.yaml IS CHZ 0|2t ZOtOf SfL|CH:

)

intermediate.crt 2 (8) A8l ‘ontap mediator server.crt 2SO

(D A2# 32 incernediate. sl 0| YHELITL AHE LIBE 2601 X CA
QIEME AR3I0] HBOZM AHi DISHE MALICHE(E) HESHINL.

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
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ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. root ca.crt 213M7t ontap mediator server.crt QEAMO| MESH=
intermediate.crt ABME HB6t= QBN 2T E MESH= E2, intermediate.crt %
ontap mediator server.crt 2AZAUAM QUBZM HQIS HHSIUAIL.

@ HXtel o|™ HHAI0M PKI 7| Q2R E] intermediate.crt W
ontap mediator server.crt ASANE LZEUAO{OF BfL|CH

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini ItUE
YOI ESIH A2,

‘mediator cert’, ‘'mediator key' ¥ “ca certificate9| U2

A0 ESHAL

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

e mediator cert 42 ontap mediator server chain.crt It Z=QJL|C

e mediator key 242 ontap mediator server.crt OIS 7| Z20|H, O|=
‘ontap_mediator_server.key & L|C}t.

" e ca certificate U2 root ca.crt IS ZZYL|LCE.

SnapMirror Business Continuity(SM-BC) 22{AE 2| 22 ONTAP 22{AH|
@ intermediate.crt ¥ root ca.crt QEME F7I6HOF &LICE "SnapMirror
& 57125 2I5i ONTAP Mediator X S2{AHE T HYLICL"E(E)
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* Linux #2600

2. 748 oM IE M7t LH|0|ES|H ONTAP MediatorS CHAl AIZFEILICE:
systemctl restart ontap mediator

ONTAP Mediator 1.8 0|5} H{Z

F

ot

H

o[e[e] CHE O|F2Z EfAl ABME AESHAHLE EtAL ASAME CHE ?IX|0] XMNF

0
n

1. /opt/netapp/lib/ontap  mediator/ontap mediator/server config/ontap mediator.

user config.yaml IIYES #4580 ontap mediator.config.yaml ItUS| 7|2 W giS
W™ e gLt

PKI 7|#OZ2EE ca.crt 2 (E) YUIHOl e 742 7| “ca.key E DI
*/opt/netapp/lib/ontap mediator/ontap mediator/server config’ of M&S 32,
‘ontap mediator.user config.yaml IFE C}3 0|2t ZOtOF SL|CH

ca.crt 2 (8) A8%I0 ‘ontap mediator server.crt 2ASA0 MET L
() ca.sr1mlo] MAEILICE XpAIS LIRS 2617 TI3At CA 215 M E AR50
MELCZI M QIS ME UHLLICEE(E) HESHAIR.

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6

#



cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. root ca.crt 215X 7t ontap mediator server.crt AZMO| HESH= ca.crt ABME
M35tz 2BM FEE MEBH= 89, ca.crt H ontap mediator server.crt 2ASA0[A
ASM Mels ddsttAL.

@ ZAte| o™ THAOM PKI 7|22 22 E ca.crt A ontap mediator server.crt
ASME LS HUAO{OF BLICE

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

b. /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini IS
HUHO|ESHY A 2.

N . N N . N N . . ~ o
mediator cert , mediator key' % ca certificate 9 #US

OO ESHYA L2

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
Y mediator cert @2 ontap mediator server chain.crt It ZZYLICL

" Y mediator key @f2 ontap mediator server.crt ItQ| 7| Z20|H, O|=
‘ontap_mediator_server.key IL|LC}.

" Y ca certificate U2 root ca.crt US| ZZYLILCE.

SnapMirror Business Continuity(SM-BC) 22{AE 2| AL ONTAP 22{AE0f
@ ca.crt H root ca.crt ABME F718H0F ELICL "SnapMirror 24 S7[5t=


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html

2|3 ONTAP Mediator & S2{AEE FHTYLICH"S(E) HZSHUAIL.

C. MZ Y& 2AFAM2 ttZ £40| SHIZH AHEIUA=A] &Ity
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2. 78 TrAof|lM QI E M7} H|0| EE|H ONTAP MediatorS CHA| AIZFRfLICE:

systemctl restart ontap mediator

ONTAP Mediator 1.9 0| A A

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 0|5} H&

[root@mediator host server config]# openssl x509 -in ca.crt -text
—noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

A 2150 M X509v3 & 7|52 SRlELCt.

CA 215 X2] X509v3 2t& 7|52 2felste{H thg BB E AFSSHHAIL.


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html

ONTAP Mediator 1.9 0| A A

‘openssl ca.cnf’ LS| **v3 ca* 0| HOEl £42 ‘intermediate.crt OlN
'X509v3 extensions 2E HA|ELICE.

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 0|5} HZ

‘openssl ca.cnf' LHO “*v3 cax O|M HOE £42 ‘ca.crt’ LHOIM “x509v3
extensions 2 HEA|ELICE.

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf
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w0l Hefe 2t HEYS

[ v3 ca ]
subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer

basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text

-noout
Certificate:
Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:

X509v3 Basic Constraints: critical

CA:TRUE
X509v3 Key Usage: critical

Digital Signature, Certificate Sign,

MH Q1B A 31 =H| ChH| 0| S0lA X509v3 & 7|55 HQISHIAR

‘openssl server.cnf' T IO FOE “v3 req’

extensions @F HA|EL|Ct.

Ct2 0f|ofl A= ONTAP Mediator7t A X|El Linux VMO|M hostname -A % hostname -1 H

=
alt _names M9 HEE 714 E £ JAGLICH

Kl

F2| XL AH| 22l5H A2,

O™ = HA

r

ONTAP Mediator 1.9 O| A HHZ

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl server.cnf

[ v3 req ]
basicConstraints = CA:false

2 oIz

Sign

g

"X509v3

fjo

DB:FC:27

Al
=

Astod
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extendedKeyUsage serverAuth

keyUsage
subjectAltName

keyEncipherment, dataEncipherment

@alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-vb6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

[root@mediator host server configl# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abcecd:abed

ONTAP Mediator 1.8 0|5} {7

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@mediator host server configl# cat openssl server.cnf

[ v3 _req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 abcd:abcd:abcd:abcd:abcd:abcd



[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abced:abed

Wl 717t AZ M et LXISH=A]

Lot

2USHIAIL

E3 el 7|7t AS Mt LX[SH=X] 2ol = ASLIC.

=

CHZ OpenSSL BB E 7|9 QIS M| 22 HESHHA|IL.

ONTAP Mediator 1.9 0|4} HHF

[root@mediator host server configl]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 0|5} &

[root@mediator host server configl]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc
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AR9| -modulus £0| EX[SHH IRl 7|2t QIE M E0| 22t=|0] MZ &7H 2F5E + AUZS LIEFHLICE
M QISM7t EF CA ASMZRE HHE[U=X] 2l A|2
Ct2 BHOE AFE3I0] M QISMIF EF CAUSMZRE YHEU=X] 2 = JAFLIC

ONTAP Mediator 1.9 0| A} A

[root@mediator host server config]# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK

[root@mediator host server config]#

ONTAP Mediator 1.8 0|5}

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt
ontap mediator server.crt: OK
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AL "openssl-verify" BHOE ALESHUAIL.

ONTAP Mediator? SAE 24 H|X| SX| &t2|

£|x{o] M52 A8t T ONTAP Mediator®] SAE OSE H7|HO= SX| 2H2|sfo} et

S AT Y HEiY Wt SAEE IR ESHIA| 2. ONTAP MediatorZt @ Z2tQ1 2EfQl Sotoll= 22 AE 7t
ool thSE & lELICE MEESH| Hof| /X 22| AlZhe 2F5HHA|IL.

ONTAP Mediator= M2 E 0| Xt 2 M7 =0 O[T 0f 7 E ONTAP 22{AE{tO| 2HA| S CHA| 2F L Ct

=od
SAE I§7|X| EH|0|E

HEE HMelgt 2= 2t0|22{2| = yum IH7|X| S YHO|ESHUAR. HE M-S HESHY| floll 2% 32
SAEE MEESHAL. SAES MEESH| Hof| MH|A 7|22 oSt A| 2.

‘yum-utils® IfF|XIE HX|St= B “needs-restarting’ HHZ AIESI{ I{7|X| H
Atgte 2 olgl| THEE0| ELPHX| SOISHHAIR .

-

ONTAP Mediator Z£4 YH|0|E = HE AFZ0] A HEE|X| f2E= MHELSIYAL.
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* 0S 7{E % X2 HEHZ R X|BHOF BLICt "ONTAP Mediator Iﬂ'l"1 OfE=|Am0f| LIEE X °JE|E HMOE
T E H220|=SHA L. A|ARIS TR0 StEZ 2F STl ChH|ote] RAIE4 FE2E ARSHIA|IL.
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XA L. (SCSTE ¢I20|= HIFHLIZEE HMSHX|
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ONTAP Mediator 1.12.1 scst-3.10.tar.gz
ONTAP Mediator 1.12 scst-3.10.tar.gz
ONTAP Mediator 1.11 scst-3.9.tar.gz
ONTAP Mediator 1.10 scst-3.9.tar.gz
ONTAP Mediator 1.9.1 scst-3.8.0.tar.bz2
ONTAP Mediator 1.9 scst-3.8.0.tar.bz2
ONTAP Mediator 1.8 scst-3.8.0.tar.bz2
ONTAP Mediator 1.7 scst-3.7.0.tar.bz2
ONTAP Mediator 1.6 scst-3.7.0.tar.bz2
ONTAP Mediator 1.5 scst-3.6.0.tar.bz2
ONTAP Mediator 1.4 scst-3.6.0.tar.bz2
ONTAP Mediator 1.3 scst-3.5.0.tar.bz2
ONTAP Mediator 1.1 scst-3.4.0.tar.bz2
ONTAP Mediator 1.0 scst-3.3.0.tar.bz2

a. "SCST sourceforge CH22E"0|M @E AA THF| X0 HMASHIA L.
b. *ZEA| H{H CH22E*E MEISHYAIR.
c. MSS VMO &= SliRISHE AL
2. scst CIEEZ[O|M TS RMAH HES HSHAIL:
a. systemctl stop mediator-scst
b. make scstadm uninstall
C. make iscsi uninstall
d. make usr uninstall
€. make scst uninstall

f. depmod

2CHA: sCST &%

SCSTE +E0& M8t ® MX|E| ONTAP Mediator {0l AL2E|= SCST tar HS0| BREHLICHSCST H|0|2
SES)

-

of & &

* ONTAP MediatorE & X|[St7| H0f| O] THAIE USHUAL. A2
]I

2 £9| SCST HF 0| ONTAP Mediator A X|
OTZOM| TEE HEECH XA AL MX| T2 M2 0| THAIE

[ =
© 220 w2t YI|0|=E 2F A SCSTE 7[= dX[ots MM Ha2ol=E 2S Mo 2Lt mX|
2ol X7t Mg & AELICE

ONTAP Mediator 1.12.18E MX|7t Aijst= AL, “Jusr/local/bin/mediator_repair_scst 0| Y= SCST &+
=2 A8t HX[E 57Y + USLICH
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https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html
https://scst.sourceforge.net/downloads.html

|
1.

2.

20| = 2F MHol X7t Zet B2, diE =70= ONTAP Mediator I 7| X|0f Z&tEl SCST H{F0f|
S= X7 S0 AELICE O] "mediator_repair_scst' == HIQ! BX| T2 8= Eio| ST AAHH S0|0
ONTAP Mediator "tgz I L{0i| Z&H=|0] AELICH. ONTAP Mediator®| &X| EE= Y 120|E H20= SEE
OX|X| gs&LICt.

scst CIAEZ|0A TS 2% BHES dASHHAL:
d. make 2release

b. make scst _install

C. make usr install

d. make iscsi install

€. make scstadm install

f. depmod
X2 AX[ot= 22 ONTAP MediatorE A AX[t2{H CH3 THA| 2 TSty | Moj| T2
WS AWSHYAIL,
mkdir -p

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

g. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

h. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch

i

(D Z| 2= BX] Al ONTAP Mediator=2Ct HA SCSTE AHM AX|ot A2 0| HHAIE AT MM L.

MX| Z2=40| £t SCST WX E HE L.

MERROZ KOt HEIQ|

=T, —

e

getEl 22 M| H

a. scst_vdisk, scst ¥ iscsi scst ZE0]| Ciet 2t 1Y 0|2 ZHSHYAIL:

[root@localhost ~]1# modinfo -n scst vdisk
[root@localhost ~]# modinfo -n scst
[root@localhost ~1# modinfo -n iscsi scst

b. 7{'d Y2AS SHOISHIAIL:

[root@localhost ~]1# uname -r

c. HERE Z 2= oo MESHYAIL:

[root@localhost ~1# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
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file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

_module-filename

d. Hellojet &7 UEFI 7| € HX|SHIAI2.
UEFI 7| 2X| X|&2 Ct= fIX[ofl AELICH

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

HHEl UEFI 7| ChS #IX|0of| JISLICE:

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de

|3t Linux SAEO|A 0] XS ASHSIAIA|Q.

AX
* ONTAP MediatorS A% AE O|E0|LE IP AT HZE|O| Xt MHE QISA 7t O| 4 RESHK| 42
SsHo

A220)9t 0] ZHES

* YA XA MY

1= IAF QIS M mASH S0l 0f SIS ALBBHO] QIBME Chal A45HR|
SALIEr K 1 el 8 | HAS A2 E c

|

-
ol

1.
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I SAEO CHet AA| XHH| ME QIS M S MMetL|Ct:
ONTAP MediatorE XjA|ZHSHMA|2:

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates



Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

writing new private key to 'ontap mediator server.key'

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator

ONTAP Mediator |7

2ot 22 ONTAPOA HZS 3liHS = ONTAP MediatorS M5 A2

A|Zfst7| Hof|

ONTAP MediatorE H|[7{5}7| H0fl ONTAPO| Al HZA S SHix|sHOfF ErL|LCt.
o el e

ONTAP MediatorE AX|$t Linux SAEO|A O] ZHHS LS A|

Q
of B M2 =+ 8l= B2, LI3 tlA|2 20| TH| B=E ArESIH FHS HAsHOF S = ASLICE

= HA T
/usr/local/bin/uninstall ontap mediator

cHA|
1. ONTAP MediatorE M3 A|2:

uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator

ONTAP Mediator: Self Extracting Uninstaller
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+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)
+ Remove successful.

[root@mediator-host ~1#
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