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1. ONTAP MediatorE KHA|ZtSHAA|2:

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

writing new private key to 'ontap mediator server.key'



Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
supportl@netapp.com

Getting CA Private Key
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* CI2 0|0|X|= ZH ONTAP Mediator 215 M2 L& H{FL|C}.

ONTAP Mediator Certificate Purposes

Client Certs

* Used by ONTAP for
mutual
authentication

*Unique per cluster

Root CA Intermediate Server Chain Server Cert

* PKl used to secure * Used as a signing * Used for SSL *Used for HTTPS
the private authority mutual * Need the private
Certificate = Creates the server authentication / key for encryption
Authority’s key cert + signs all encryption ops

*Only need the client certs
public cert after * Needs a key + srl
signing the file to perform
Intermediate CA signing
cert.

pair
*Generated

automatically
when adding a
mediatorto a
cluster.

* C}2 o|0|X|= ¢l MH M 5l ONTAP Mediator 2&0| Chgt M S HoELICE.
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ONTAP Mediator Certificates
v -» C= \

sintermediate.crt sontap_mediater server.crt
sintermediate. key sontap_mediator_server key
*Intermediate.srl

sroot_ca.crt

ontap_mediator_servercrt
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini

WebServer Setup

* set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.crt
* set-placeholder = mediator_key=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_configlontap mediator serverkey

* set-placeholder = ca_certificate=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root_ca.crt

ontap_meadiator.user_config.yaml

ONTAP Mediator Server Setup
» cert_path: Yopt/netapp/liblontap_mediatorfontap_mediator/server_configlontep medistor servercr’
* key_path: '/opt/netapp/libfontap_mediatorfontap_mediator/server_configfontap mediator_serverkey
* ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate. ot
» ca_key_path: 'fopt/netapp/lib/fontap_mediator/ontap_mediator/server_config/intermediate. kay'
+ ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediatorfserver_configfintermeadiate. sel'

1°HA|: CA RIS M S HEdtes M3k 7|22 RE QSME HaHodA L.
CHE EAtol 2t PKI 7| 2O ZHE QISME S 4 AUBLICH

CHS ofl= XAl ME QIS M HE{Z “/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ 0| 2| X|St EFAL
QBN HE{Z WH|St= WHSE HO{FLICE

@ O| Ol Al= ONTAP Mediator0f] 229t 21F M2 T4 @AUS BHBIL|CL PKI 7|22 RE ASME
s YH2 o BXjet LHE + ASLICH HIILl* 7 Arof| SHAH EXHE ZFSHHAIL.

AA

ONTAP Mediator 1.9 0|4} T

1. PKI 7|20 N QIS ME MMSH= O Ar2E 712l 7| intermediate.key W 74 It “openss|_ca.cnf 2
AHA‘l'c')'l‘L_lEI-
ocood -

=

a. el 7|2 MMSILICt intermediate. key:

of

openssl genrsa -aes256 -out intermediate.key 4096

b. 714 It openssl ca.cnf(
/opt/netapp/l|b/ontap_med|ator/ontap_mediator/server_config/openssl_ca.cnf‘01| X2 HdE
AB M7t BtEA| 7EXOF St &8 S HolgfL|ct.

o

2. 7101 7|12t 7 MU S ARG Q1B M MY @HS YHYLICH intermediate.csr:

ofl:

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf



[root@mediator host server configl# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server configl# cat intermediate.csr

3. 2IZM MEH QA “intermediate.csr 2 PKI 7| 20| ELf MHE BIOAMA|Q.

.

PKI 7|22 @HS 215t .csr Off MBI QIFM “intermediate.crt & ddeL|Ct. £t
PKI 7|20M “intermediate.crt ABMO| MBSt root ca.crt QIEME LOtOF BfL|CE.

HTTPSE T4 E ONTAP Mediatorg AF238H= SnapMirror &4 57|35} 3E1*E1 EY
MetroCluster IP 7+49| AL, ONTAP 22{AHON| intermediate.crt ¥

@ root ca.crt ABME FII6H0f ©LICt. "SnapMirror 24 S7|2HE 2[5 ONTAP
Mediator % S2{AEE A EL|Ct" U "ONTAP MediatorE MetroCluster IP T1A10f| 2HA|
_—I.LM oH__l |:|."°( ) XI‘IOI.AIAlg

ONTAP Mediator 1.8 0|5} &
1. PKI 7|20 QIS ME MMSt= Of| AFEE 7HQ! 7] ca.key X 714 It “openss|_ca.cnf 2 MM BfL|CT,

a. el 7|8 MEELICE ca. key:

oll:

openssl genrsa -aes256 -out ca.key 4096

b. 714 I openssl ca.cnf(

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_ca.cnf 0ff 2{X|)2 MM =
AB M7t HEEA| 71X0F ot= &8 FogtL(Ct

2. 71Ql 7|12t Y mAS AL B M ME RFE WHELICt ca.csr

oll:

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl# cat ca.csr

3. QIEM M 28 “ca.csrg PKI 7|20 HU MBS HOMAIQ.


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html

PKI 7|22 @™ 2elstn . csr0fl )\1m3|'0:| CIZM ‘ca.crt & MMTLICH. KB pKI
7| Mo 28E “ca.crt QBN MBS root ca.crt QUBME I:”0|'0|: gL},

SnapMirror 24 S7|2t 22{AE 2| 22 ONTAP 5‘31*510" ca.crt ¥ root ca.crt
@ OIZ ME £7tsf{0f BHLICE. "SnapMirror 24 S7|3t2 2/8 ONTAP Mediator & 22{AEZ
__I.l.ki o|-|__| |:|. "O( ) xrxo}éwg_

2EHA: MI3X CA ABME ALESHH MR ZM AMH ASME HHRfLIC

ONTAP Mediator 1.9 0|4} HHF

MH QBN = 742l 7| intermediate.key X MKt Q1S A “intermediate.crt’ 2 A/HE|0{0F SFL|C}. EEBH
TA I /opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/openssl_server.cnf 0| =
OpenSSLO|A ZE$t M QIS M| ettt £4E X|™Hot= EX 40| ZE|0 JSLIC

Chs HEE AMESIH MH QISME dde 5= ASLIL.

1. MH 21ZM M QF(CSR)2 MAMstz{H

/opt/netapp/lib/ontap mediator/ontap mediator/server config =C{0AN LIS BHE
ABHSIAIA| Q-

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSROM MH 2AZME MMSH2{H

/opt/netapp/lib/ontap mediator/ontap mediator/server config =0 LIS BAHES
AlIBHSIAIA| Q-

22 Argels 22,

@ O| U S22 PKI 7|20l M 7182 AJLICH CHE 213 M
intermediate.crt ¥ ‘intermediate.key’ & i

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l12 -days 1095
-req —-in ontap mediator server.csr -out ontap mediator server.crt

° _CAcreateserial M2 intermediate.srl O 2 MMS= O AR EILICEH

ONTAP Mediator 1.8 0|5} A

MH ASM= 712! 7| ca. key X HI3AE 1B A “ca.crt’ 2 MEE|0{0F L CH FESH 7 M
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf 0| = OpenSSLO{|A{
It M I Mol B3 248 XIFsts S 440 TE0f YBLICH

CtE BB E MESIH AH QSME dde = ASLIL.

THA|
1. MH QIZM M QK (CSR)2 MAMsl2{H
/opt/netapp/lib/ontap mediator/ontap mediator/server config E00N CHs H™ES
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HAHSHA|2:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shab5l2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSROIM MH QIZME MMsta{H
/opt/netapp/lib/ontap mediator/ontap mediator/server config ZLC{0IA Lt EH
AL

242
o=

@ 0| MAS2 PKI 7|20l M 72 AYULICE CHE Q1B M 0|82 AM83%h= B2, ca.crt ¥
‘ca.key & lilE I O|EQZ HIR AL,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shabl2 -days 1095 -reg -in
ontap mediator server.csr -out ontap mediator server.crt

° —CAcreateserial M2 ca.srl OIY2 MMsI= O] AFEILICEH

3CH7|: ONTAP Mediator A 0|A| MZ2 EfAL CA QB A & MH QIS A WAl

ONTAP Mediator 1.10 O| & T

IEM fdE2

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml'0f| 9| X|$t 714
Itofl A ONTAP Mediator0l| M[SEL|Ct O] It0l|= CiSat 22 £40] ZetE|of JASL|CH

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl’

* cert path 3! ‘key_path' = At 1Z A HQIL|CH

* ca_cert path,ca key path % ‘ca_serial_path'= CA 215X HQiL|CH



EHA|
1. BE intermediate.* IYUS EtAI QIS MZ WHSHMAIL.

2. intermediate.crt ¥ ontap mediator server.crt QUBME MBI QS AM HQIS
deLc

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. /opt/netapp/lib/ontap mediator/uvicorn/config.json IYS AHO|ESHHAIL.
‘ssl keyfile', “ssl certfile® B ‘“ssl ca certs 9 U2 YUHIO|ESIMAIR:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

ssl ca certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° 8T ss1 keyfile @42 ontap mediator server.crt It LS| 7| ZE0|H, O|=
‘ontap_mediator_server.key 2{L|C}.

o

e ss1 certfile 242 ontap mediator server chain.crt IIUS[ ZERILILCE.
i ss1 ca certs U2 root ca.crt US| Z=QLICE.

4. M2 HYE B MO ChZ £40| SHIEAH| BHEIJU=X] ISt A2:

-
=)
C
X
[
i
k>

FAk: netapp:netapp

5. ONTAP MediatorS THA| IS Al 2:
systemctl restart ontap mediator

ONTAP Mediator 1.9.1 2 1.9

AABM FdE2
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml 0f| £|X|3t 314
It A0l ONTAP Mediator0f| ®|Z-EL|Ct O] mtol|= Ct2at 22 £40| |0 UASLICEH

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'



ca cert path:

'

/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia

te.crt'

ca key path:

1

t
©

'

t

A
1.

2.

4.

/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
e.key'

a serial path:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
e.srl’

cert path % ‘key_path'= A Q1Z XA HQIL|CH

ca cert path, ca key path 3! ‘ca_serial_path'= CA 213X HQiL|CH

2 E intermediate.* I'YS EtAL QIS ME WH|SHYA|L.
intermediate.crt ¥ ontap mediator server.crt AUSME ALESI0] QIS M H|QlS

At

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini OIS YUO|O[ESIHA|IL.

‘mediator cert’, ‘'mediator key' H “ca certificate'9| WUS

HHO|ESHHAI2 :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° Y mediator cert @2 ontap mediator server chain.crt OIS ZELILCE

mediator key value 2 (&) ‘ontap mediator server.crt It¥e| 7| ZZ0|H, 0=
‘ontap_mediator_server.key & L|C}.

° T ca certificate &2 root ca.crt IS F=LICL.
MZ YHE ASM| Lt £40| SHIZA| BFYEU=KX] A AL:

° Linux 2§ 27X} netapp:netapp

° Linux &gt 600



5. ONTAP MediatorE TA|ESHYA|2:
systemctl restart ontap mediator

ONTAP Mediator 1.8 0|5} &

IEM FHE2
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml 0f| | X|st 1M
It oA ONTAP Mediator0f| ®|ZEL|Ct O] mtAUoll= Ct3at 22 40| T UASLICE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

* cert _path % ‘key_path = A Q1Z A HQIL|CH

* ca_cert path,ca key path 3! ‘ca_serial_path'= CA 215X HQiL|CH
CHA|

1. BE ca.* IIYUZ EMAL IS M Z WA|SHIAL.

2. ca.crt W ontap mediator server.crt QUBSME ALESIO] QS A H|Qls MMBL|C:

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

3. /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini I'UE AHO|ESHHAL.

‘mediator cert’, ‘mediator key' R ‘ca certificate 9| #US

ACIO|ESHYAIL

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server.key

set-placeholder = ca certificate =



/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° 8T mediator cert &2 ontap mediator server chain.crt OIS ZELILCE

° mediator key value 2 (&) ‘ontap mediator server.crt ItQ| 7| Z20|H, O|=
‘ontap_mediator_server.key & L|C}.

° oY ca certificate &2 root ca.crt IS F=LILCL.
4. MZ MMEI AZ MO CHS £40| SHIZHA| MHEE|A =X SQISHIAL:
° Linux 28 & 9Xl netapp:netapp

° Linux &gt 600

5. ONTAP MediatorE ZHA|ZHSHAA|2:

systemctl restart ontap mediator

4T R0 et EfAL B MO CHE B2 = 0|2 AF8E &= ASLICh

ONTAP Mediator 1.10 O] A HA

‘intermediate.* 0|29 CIE O|EQZE EIAl ABME ALESIHZHLE CIE X0 MES £
UELICE.

£

1. Jopt/netapp/lib/ontap _mediator/ontap mediator/server config/ontap mediator.

user config.yaml IIYE P45t ontap mediator.config.yaml ItUS| 7|2 LIPS

& olgtLct,

rulru

PKI 7|29 22 H intermediate.crt 2 (8) g/ 72! 7| “intermediate.key 2 (
*/opt/netapp/lib/ontap mediator/ontap mediator/server config ?|X[0| X{&St=
A2, ontap mediator.user config.yaml IS CHS 0|2t ZOtOf BfL|CH

)

intermediate crt 2 (8) MESIH ‘ontap mediator server.crt S A0

(D M8t AL intermediate.srl IFU0| MAEIL|C XM|3H LA S 2CHA|: ®|3X} CA
QAUBME A5 MO ZMN MH QAUBSANE MHBILICHLS(E) BESHAL.

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in

10



ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
id

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme

diate.srl'

a. root ca.crt 215X 7t ontap mediator server.crt 2AUSAMO| HESH=

intermediate.crt QBN E MBSt= QABAM FEE MESH= ER, intermediate.crt &
ontap mediator server.crt YUBAUAM ASM H|QIS WS,

@ HXtol o|™ A0 M PKI 7| #2282 Ef intermediate.crt W
ontap mediator server.crt AZANE LZEUAOIOF SfL|CH

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. /opt/netapp/lib/ontap mediator/uvicorn/config.json IIYUS YH|O|ESHYAIL.

‘ssl keyfile®, ‘ssl certfile' B “ssl ca certs 9| #US

HHO|ESHHAI2 :

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

11
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ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

" OiY ss1 keyfile 22 ontap _mediator server.crt It L{Q| 7| Z=0|H, O|=
‘ontap_mediator_server.key IL|C}.

* 0T ssl certfile &2 ontap mediator server chain.crt OISl Z=QILICE.

" lY ssl ca certs U2 root ca.crt OIS Z2ILILCE

HTTPSE & %E ONTAP MediatorE AH&3H= SnapMirror 24 7|2t 22{AH
5! MetroCluster IP 22| 2L, ONTAP 22 AE0| intermediate.crt &
(D) root_ca.crt QIEME Zp8fof BHLITE. "SnapMirror 24 £7/2H2 9l¢
ONTAP Mediator ¥ 22{AEE ZLMSHL|CL" Y "ONTAP MediatorS
MetroCluster IP 7LA0| A R MEIL|ICHE(E) R ZSIYAIL.
SMO| CHS £40| SHIZA MHEE[A=X] HQISHIA 2:

=} o 1o
* Linux 28 &2 94} netapp:netapp
* Linux ¢t 600

2. 74 THof|lM 2lE M7t AH|O|EE|H ONTAP MediatorS CHA AIZEILIC
systemctl restart ontap mediator
ONTAP Mediator 1.9.1 % 1.9

‘intermediate.*" 0|2|9| THE O|FLZ EHA ABME AESHAHL LHE fIXof HEE =
UASLICE.

THA|
1. /opt/netapp/lib/ontap  mediator/ontap mediator/server config/ontap mediator.

user config.yaml ItYE 7450 ontap mediator.config.yaml ItYC| 7|2 Ha S

& olgtLct.

PKI 7|21 Q22 E intermediate.crt 2 () a8 J4Q 7| “intermediate.key 2 (8)
*/opt/netapp/lib/ontap mediator/ontap mediator/server config X0 MESH=
A%, ontap mediator.user config.yaml IS LIS 0f|Qt Z0tOF gHL|Ct:

intermediate.crt & (8) AH8%I0 ‘ontap mediator server.crt 2IEA0]
@ MEet ER intermediate.srl TrHO| W EL|CE XpM|TE LHE2 2EH7|: H|3XF CA
ASME AHE8I0 MEL 22 MH QISME HEYLICLE(E )ﬂx°|'*'*|9

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml
# To override a setting, copy the property key from
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ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme

diate.srl'

a. root ca.crt 21&3M7t ontap mediator server.crt QUEAMO| MESH=
intermediate.crt ABME HB6t= QBA 2T E MESH= B2, intermediate.crt &
ontap mediator server.crt QUEAUAM QUSM HQIS HEStHAL.

@ HHXt o HHAMA PKI 7|2 22 E intermediate.crt U
ontap mediator server.crt QIENE LFEURUA0{0F BILICE

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini OIS
HUHO|ESHY A 2.

‘mediator cert’, ‘'mediator key' % “ca certificate

OO ESHYA 2

o U=
= =

set-placeholder = mediator cert =

13
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/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

" Y mediator cert 22 ontap mediator server chain.crt ISl ZZL|C}

* i mediator key W2 ontap _mediator server.crt OIS 7| Z20|H, O|=
‘ontap_mediator_server.key 2{L|C}.

" T ca certificate U2 root ca.crt IS ZZRILICE

SnapMirror Business Continuity(SM BC) 22{AE2| Z2 ONTAP Z{AE0f

(D intermediate.crt % root ca.crt 2IBME —’F—7|'0|'|0|E gfLICt. "SnapMirror
A 57|32 2|3 ONTAP Mediator X 22{AEE TATLICL "S(E)
RSN L.

C. MZ HYE 2AFAM2 2 £40| SHIEH BHEIUE=X] AT L:

* Linux 38 29Xk netapp:netapp

2. 74 ool IZ M7t UT|O| EE|H ONTAP MediatorS CHAl A[ZfetL|CH:
systemctl restart ontap mediator

ONTAP Mediator 1.8 0|3} {7

F

oF

)l

o[e[e] CHE O|F2Z EfAl ABME AESHAHLE EHAL ASAME CHE ?IX|0 XMF

0
1l

1. /opt/netapp/lib/ontap  mediator/ontap mediator/server config/ontap mediator.

user config.yaml IS P45t ontap mediator.config.yaml ItUS| 7|2 H g2
™ elgfL|ct.

PKI 7| HORRE] ca.cre 2 (2) 2ot g Mol 7| “ca.key E 9|
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config O X&ot B2,
‘ontap mediator.user config.yaml IS C}3 0|2t ZOtOF SfL|CH

ca.crt 2 (8) A%l ‘ontap mediator server.crt 2AEA0 MET &
(D ca.sr1 ol MAELICE XIS A2 2507 F3T CA QIS HE AE5HoS
MESOZM AH QB AME H-detL|Ct, E( ) BERSHY A,

[root@mediator host server config]# cat
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ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

a. root ca.crt 218X 7t ontap mediator server.crt ASMO| HESH= ca.crt ABME
M35tz 2BM FEE ME8t= 89, ca.crt Y ontap mediator server.crt 2ASA0[A
ASM Mol ddstAL.

@ HXtel o| ™ HHA[O|M PKI 7| 21228 E ca.crt ¥ ontap mediator server.crt
ASME LA OF L Lt

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

. /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini OIS
HUHO|ESHY A 2.

‘mediator cert’, ‘'mediator key' ¥ “ca certificate’ 9| U2

O[O ESIHAL

15



set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat

or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat

or_ server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
e mediator cert U2 ontap mediator server chain.crt IS Z=QIL|CH

e mediator key 242 ontap mediator server.crt IIQ| 7| ZE0|H, O|=
‘ontap_mediator_server.key IL|C}.

Y ca certificate U2 root ca.crt IS ZZYLICL

SnapMirror Business Continuity(SM-BC) 22{AE 2| Z2 ONTAP Z22{AH0|
ca.crt ¥ root_ca.crt YEME FIIH0F BLICE "SnapMirror &4 S7[HE

©

= O O

2|3 ONTAP Mediator ! 2 AEE TASILICE"S(E) HESHMAIR.

c. M2 HHE IBZMQ L2 £40| SHIEH HHEE|U}=X| 2SI A|2:
* Linux 2§ 27X netapp:netapp
* Linux 22t 600

2. M oA M Q1Z M7} 0| EE|H ONTAP MediatorS CHA| A|ZHStLICE:

=~

systemctl restart ontap mediator

@)
-
>
U
=
®
o
2
o
=
ro
Ol
R
il
13
[HO
=
OF
|Ih

CHE HHE ALESIH QB A |7 7|72 &RISHIA2.
ONTAP Mediator 1.9 0|A} HHF

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout

Certificate:
Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT

16
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Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 0|5} {7

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

CA 2/Z50||M X509v3 2% 7|52 =telstL|Ct,

CAQIZ A2l X500v3 213 7|52 Solseis T2 HHOIS ABSHIAIL.

ONTAP Mediator 1.9 O|AF H{Z

‘openssl ca.cnf’® LH 2 ‘*v3_ca*‘0ﬂ HolEl £M42 “intermediate.crt OlA

*X509v3 extensions QF HA|EL|CH.

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

17
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keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 0|5} {7

‘openssl ca.cnf' LHO| “*v3 ca* O|M HOE £42 ‘ca.crt’ LHOIM “x509v3
extensions 2 HA|ELICE.

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server configl# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign



M QIS A 5! F=H| CHA| O Z 0| M X509v3 =2t 7|55 &ISH AL

ro
re

‘openssl server.cnf® & TN HOE ‘v3 req’ &Y SMol ~x509v3

extensions @2 HA|EILICE,

CtZ 0|0l A= ONTAP MediatorZt AX| &l Linux VMAHIA hostname -A % hostname -1 EH
alt names MM HE JIHE 4 USLICH

o

Azstof
40| HED 22 UEYT BH2IXI0IA| ROISHAIL.

ONTAP Mediator 1.9 O|AH {7

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@mediator host server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abcd

[root@mediator host server configl]# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

19



Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abecd:abced

ONTAP Mediator 1.8 0|5} {7

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl server.cnf

[ v3 _req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abed

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcd:abcd:abecd

Nl 7|17}k IS M et EX[SH=X] & RISt AL

=

EZ Nl 717} B Mot LR|SH=X] 2HlE 4= ASLICE

=

CHS OpenSSL BHOIE 712t IS M| 242t HEBHAAIL.
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ONTAP Mediator 1.9 O| A} HHZ

[root@mediator host server config]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:
(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc
[root@mediator host server config]# openssl
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeecd4a9dbc

x509 -noout -modulus -in

ONTAP Mediator 1.8 0|5} H{Z

[root@mediator host server config]# openssl
ca.key | openssl mdb

Enter pass phrase for ca.key:
(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7¢c59012blde89%eeed4a9dbc

rsa —-noout -modulus -in

x509 -noout -modulus -in

YRl -modulus 0| LX[SHH IRl 7|2 QIS M Y0| 2 2t=|0] MZ &7 2F5Y + USS LIEFLICE

ONTAP Mediator 1.9 O|AF H{Z

[root@mediator host server config]# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt
ontap mediator server.crt: OK

[root@mediator host server configl#

ONTAP Mediator 1.8 0|5} HZ

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt

ontap mediator server.crt: OK

2221 QIEN ME| TEEZ(OCSP) 2 BAIE AF25t= E 2 "openssl-verify" @EHOE AF2SHUAIL.


https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
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