Cisco IP A2X|E 2 MTtL|Ct
ONTAP MetroCluster

NetApp
February 13, 2026

This PDF was generated from https://docs.netapp.com/ko-kr/ontap-metrocluster/install-
ip/task_switch_config_cisco.html on February 13, 2026. Always check docs.netapp.com for the latest.



=0

Cisco IP AQX|E et
m]]|

L[Ct

Bl = MetroCluster IP HZ 2 2|3l Cisco IP A9|X| 74
Cisco IP AR|X|E £5t Al 7|22AUCE AL Ct

Cisco 22|X| NX-OS AZEQ|0 CIRZE G MX|

Cisco IP RCF I} CI2EE U MX|

25Gbps HZEZ Ar&35t= A|ARI0| CHEt Forward Error Correction 88
AIRE|X| = |SL X E 5l IE x{dS H|Z A S}t C}

MetroCluster IP A}O|E 2| Cisco 9336C A 2| X|0|A] MACsec =3t A

Cisco 9336C AQ|X[0|M MACsec ¥z 3tE A etL|Ct

-_ =

11
15
15
16
16



Cisco IP A%|X|E FFAeL|Ct
S| AE A HZA gl B E MetroCluster IP HZ2E 9|8l Cisco
IP AQX| ?“é;

Z2{AH QB4 E 5l HAl= MetroCluster IP HZ0|| AF2E Cisco IP AL|X|E FM5lof
SHL|C}
= .

FRA0l| CHH
4o

| it & R= =2 2Xo|H, MEXZL EF WAL

_|> _]H

1A
I
i}
e
r
rm
[}
>t

m]
n=
0%t
OF
==
o
o
-
i)

Cisco IP AQX|Z £6} A| 7| 2202 YA AL C}

RCF It S AX|5t7] Hof| Cisco 29|X| ES X221 7|2 F4S Aotof LICt. o] EX[7t Aulist = St
RCF LS CHA| X|5tALE M TS| RCF IhE S XSt = 2 0| EXtt 2t Tt

o Zkdofl Chal
* MetroCluster IP £49| Zt |P AQ|X|0| M O] THA|E HH=23s[of BHL|LCt

12 Z2&S AHE0H0] A9 X|of| HZdHof hLCt.
x 2

bal

d

A

* 0
x|

o

| HEXIS| FES tHAFELIC

|
1. ARIX|E &t Al 7| 2222 MAFELICHL

a. 7|= 142 XgLich.
M7 X127

b. A9/X| 2ZLEYOIE ChA| ZESCY

A ARIO| SRR 1 OFEARZE A|ZHEILICE S8 S0l "Ats Z2H|N'd SE0[2t= HAIX| 7L EA|=H
2t HHOZ A& TIASIAIZIS LI (Cl/OtLIR) [n]", Al&5H2{H "oi"2t 2 EoHOoF gLt

* tigel #E 7y
* 7| A0 ES0]

* SSH AMH|A(RSA)
T OPHALE 2t=stH A X7 iR =L CH

d. HIAIK|Zt EA|E[H ALZ X} O| S0t Y= E 2I5t0] AQX[0f 2algtL|Ct.



CHS Oll0lM = AQIKIE TS I TEZE 51 A[AHE
HEHE Ust= X[E EAIRLICE

0[0

HE 20 FLICH A H3(<<<<)= AFAIT}

-—-——- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]:y
**<<<*~k
Enter the password for "admin": password

Confirm the password for "admin": password

--—- Basic System Configuration Dialog VDC: 1 ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive
entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

AQIX| 0|2, 22| T4 Sl HO|EY0|E et 2 TETE NEO| 7|2 HEE 245t SSH with
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Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0O) management configuration?
(yes/no) [yl:
MgmtO IPv4 address : management-IP-address **<I<*x*
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]l: y **<<<**
IPv4 address of the default gateway : gateway-IP-address F**<<<**
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]: y F**<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsal: rsa
**<<<~k*

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

OpX|2t TEZE MEJL #4S Lt

—



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#

IP switch-A-1# copy running-config startup-config
- 22K E MRS D AQ{X|7t CHA| 2EE Wi7tX] 7|CHE Lt
IP switch-A-1# reload
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IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/n%000-
epld.9.3.5.img bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.img

Fetching /tftpboot/n9000-epld.9.3.5.img to /bootflash/n9000-
epld.9.3.5.1img

/tftpboot/n9000-epld.9.3.5.img 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

3. 2 AQIX[O|AM ARIX| NX-OS It0| ZH AQ|X[2Q| bootflash CIZIE2|0| QL=X] &tQlgtL|Ct,
'dir bootflash:'

CtS of|Ml= ool IP_SWITCH_A_10] /28 B FL|Ct,



IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

- AQAX| AT EQUE MX|EL|Ct.
nxos bootflash: nxos.version-number.bing 25 MX|&L|C}
AQIX| ALES0{7} MX|E|B AQIX= NS OE ChA| 2E(RRE)ELCE
CtS ool M= IP_SWITCH_A_10f| HX|El ATEQE Eof FL|C}
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[###fdfHAHH#HHE#E#H#H] 1005 —— SUCCESS

Verifying image type.
[###fdfHH#H#HHE#4#H#H] 1008 —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
[H#HfHEHE#FHFH4#4##4#] 100% —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

[#Af#HHH#SHHH A F#4#E##] 100% —— SUCCESS [###H44 444444444444 ] 100
—-— SUCCESS
Performing module support checks. [##H4H44 444444444444 ] 100

-— SUCCESS



Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[###H#HHHHH#E##E##E###] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

5. A9|X|7} CtAl ZEE m7HX| 7|Ckal ChS AIX|ofl @301



ALX7 MEREH 200 TEIETL HA[ELIC.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. AQX| 2L EQ0{7t HX|=|0f UA=X| let|ct
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IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)

Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

7. EPLD O|0|X|E ¢ 12)|0| =8} A2|X|E rebootdtC},
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IP switch A 1# install epld bootflash:n9000-epld.9.3.5.img module 1
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SUP MI FPGA2 0x02 0x02 No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] vy

Proceeding to upgrade Modules.
Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 64 sectors)
Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success
EPLDs upgraded.

Module 1 EPLD upgrade is successful.

8. ARIX| HEE = CHA| 2301610 Af M| EPLD7} 83 XMO R EEE|J =X HIFL|Ct
show version module 1 epld
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o|2{2t A= MetroCluster IP 12| 2t IP A X|0f| A HE=3H{OF SfL|CE.

X §UE| = AKX AZEY 0| HHE S ALESHOF SfLICE

i

"NetApp Hardware UniverseS &I ZotA A"

QSFP-SFP+ O{H{E|E AF83t= 2R ISL ZES H2f|0|30tR £ RE Y 7|2 £ DEZ JHsfjop &
UELICH ISLEE £ ZES 20 ra#ﬂ 290X S2EH Sl HEME BESIHAIL.

RCF L2 MetroCluster IP 742| 471 AQ{X|E S 4719| mhd 2 G ELICE A Sl A9|X| 2= Xgtet
RCF IS AtEdfiof ehLCt.

A QK] RCF It

IP_SWITCH_A 1 NX3232_v1.80_Switch-A1.txt
IP_SWITCH_A_2 NX3232_v1.80_Switch-A2.txt
IP_SWITCH_B_1 NX3232_v1.80_Switch-B1.txt
IP_SWITCH_B_2 NX3232_v1.80_Switch-B2.txt
THA|

1. MetroCluster IPO]| CH$t Cisco RCF It g MAstL|Ct,
a. § CH2E2ESHY AR "MetroCluster IPE RcfFileGeneratordL|CH"
b. MetroCluster IPE RcfFileGeneratorE AtE&3st0{ 40f| Cist RCF Dt S MHEL|Ct,
() cezc s RreFmYs +EY 4 oL,
2. RCF It g ALQ|X|0f| SAgfL|C.
a. RCF It g A Hm| AQ|X|0l| SALICE
S A} sftp://root@ftp-server-ip-address/tftpboot/switch-specific-bootRCF flash:vrf management

0] oflofl A NX3232_v1.80_Switch-A1.txt RCF I} SFTP A{H{(10.10.99.99)0ll A 22 bootflashZ
SAHEILICH TFTP/SFTP M2l IP F=A2F AX|60f = RCF mte| m 0|52 AtEsHOF gLICE.
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IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

a. YX[5h= RCF MY S 3liE A2/ X|0f| SAISHE== LIHX| M| A9{X] 2f2fof| T3l O|F ste| HHAIS BE=SfL(Ct.

3. 2 AQ|X|0|M RCF 0| ZH AQ|X|2Q| bootflash CIZIE2|0f =X &lstL|Ct,
'dir bootflash:’

CHe Oflxl= mHAO| IP_SWITCH_A_10] YSE E{FLIC}

IP switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. Cisco 3132Q-V % Cisco 3232C AL/ X|0f|A TCAM EHE AdshL|CY,

]

(i) Cisco 31320-V = Cisco 3232C A9IXI7} gt F2 0] EAIS ALHHAIL.

a. Cisco 3132Q-V A2[X[0|A C}S TCAM S S M eL|Ct.

13



conf t

hardware access-list tcam region span O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region qos 256

b. Cisco 3232C AL|X|0||A CHS TCAM E<ig MAEELIC}

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl-lite 0
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region gos 256

C. TCAM S d¥et = 92 Mot A(X|E CHA| 2ERLICH

copy running-config startup-config
reload

- 2% bootflash0i| A 2t A2[X|2| A L2 LKX|SH= RCF IHUS AL,
bootflash: switch-specific-RCF.txt running-config= = AFgtL|Ct

- RCF IS A& Fol H0lM ZH AR(X|Q] AZF L2 ZARLICE

'copy running-config startup-config's MEHSHL|Ct

CtZ 2t fAret £30] EA|ELICH

—

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch-A-1# copy running-config startup-config

. AQIX|E CHA| EESHMA|.

CiA| 2E

IP switch A 1# reload
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"Cisco 3232C EE&= Cisco 9336C AL X|0f| CHSH ZHE T E Sk
O| 22 25Gbps HES AESt= ZSE0]|2 HEEILICE

« AFF A300

« FAS 8200

» FAS 500f
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0| A2 MetroCluster IP 142 47 AQIX| RF0f|A LEtsHOF S|},

|

1. HAEER 50| AAE 2t 25Gbps ZEO|M FEC Oi/i#H~5 OFFZ HHT C12 4 2 7S AlF
THOZ SARRILIC

J

a. M3 2L 'config t 2 TISHC}

b. AT 25Gbps interfaceS X| ™SI} 'interface-id'
FECE OFF: FEC OFFZ M&3%tCt

d. AQIX|Q| 2t 25Gbps L EO|| CH3l O| X tHA|E vH=SHL|CT,

e. M RE E2:.'S=

3]

CtS oflofl M= ARIX| IP._SWITCH_A_ 12| 2IE{H|0]A Ethernet1/25/10] Ciet HHS HE0o{ FLICI.

IP switch A 1# conf t

IP switch A 1(config)# interface Ethernetl/25/1
IP switch A 1(config-if)# fec off

IP_switch A 1(config-if)# exit

IP switch A 1(config-if)# end

IP switch A 1# copy running-config startup-config

2. MetroCluster IP 7149| CH2 37§ AQ|X|0f| CHaH O THAIE BH=EL|Ct,

EUQT MEi ZDE WX|ot7| 2loh AFESHR| @b= ISL ZE 8 IE RS H|ZH3tsH= 20| Z25LICH NetApp.

1. AI2E|X| = ISLEZE 9 XE %

k.
=
nE
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QUE{H|O] & Q9F
2. M 8E[X| @b= ISL ZE 3! ZE M2 H|gdstetL|Ct

MEE DAME ZE = ZE AEoj Chioh LS FES &&sHof ghL|ct.

SwitchA 1# config t

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14

SwitchA 1 (config-if)# shutdown

SwitchA 12 (config-if)# exit

SwitchA 1(config-if)# copy running-config startup-config
BEFEEEETEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SN

Copy complete, now saving to disk (please wait)...

Copy complete.

MetroCluster IP AfO|E Q| Cisco 9336C A 2| X|0{|A<] MACsec
Aol 1M

(i)  MACsec 2=t WAN ISL EEOEt HEE 4 Lt

AIO|E ZHoj| Al3E|= WAN ISL ZEO| M2 MACsec 232 AsH0F SHL|Ct SHIE RCF MYS Mot =
MACsec2 TAdljof grL|C}.

MACsecOf| {2 20| M A 271 Aret

>
L
In
#a

MACsecOl|= £t 20| MIAT} TR $tLICE Cisco NX-OS 20| MlA K| A|of] CHS MA| A gl 2o| Ml
HHH2 S ARSI A|R "Cisco NX-OS 20| MlA J10|E £ (X r A"

MetroCluster IP 0]l M Cisco MACsec 253t WAN ISLES &AM stetL|Ct
MetroCluster IP 72410l A WAN ISL2| Cisco 9336C A2|X|0]| LS MACsec L S3tE MASH & QISLICE

|
1. 224 74 2E AZh

'Bolg 742 dEfgLCt

IP switch A 1# configure terminal
IP switch A 1(config)#

2. Z|0f| M MACsec X MKA EA%t:
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html

I|X MACsec
IP switch A 1(config)# feature macsec

3. MY E0l 242 AR RHOR BABLICH

'copy running-config startup-config’s ME{SIL|C}

IP switch A 1(config)# copy running-config startup-config

MACsec 7| H[Ql & 7|E RATtL|Ct
740 MACsec 7| H|Ql EE= 7|8 2HE £ &LIC
* 7| £ gl Hitless 7| 22 *

MACsec 7| M|2l2 02| S/E o= 7|(PSK)E 7HE = %1051 2} 7|= 71 ID2t —.—E‘é‘(%ﬁ)oﬁ TG ELCt 7|

2}
TE2 717t 2ot 1 HREE=E AZIS XYL =8 F40| glE 3R 7|2 =82 FAStLCt +=FOo]
THEHE MKAE +=80| =& = |4l FdE TS MH 37 7|2 %QH'I?JLIEL 719 BE MU= 22 E=

UTCYILICE 7|= BZE AlZItH= UTC°'LIEP Hm 77| Me)E FEstn A H 7|2 +HS FHsHH St 7|
Hel Lol & #m 7|2 7|12 EQHE £ ASLICH R Y 7|9 +Fo| U=EH FFEO| L3 7|2 A5 EQHELICH
Z2 717t 239 LRUM SAlo| FEE BR 7| EQH = RHRU(F, 7171 E2HE ST 8l0| EQH E)YLICH

[

£
1. 224 74 REZ So{YLICt

‘B0 2 7S MEdgiLCt

g

IP switch A 1# configure terminal
IP switch A 1(config)#

2. A53tEl 7| ZEI 2XMEE £7]2{H 'show running-config' & 'show startup-config' @& 2| Z210f|A EXtE S
Y EIE EXIZ H|'3v1L| C}.

IP switch A 1(config)# key-chain macsec-psk no-show

72HOZ PSK 7|= Aot HACZ HARH A =S + ASLICE 0] B2 MACsec 7| AH2l0j 2t

gL T
3. MACsec 7| NE 25t MACsec 7| M@l 8 REZ H2t5t7| 2/si MACsec 7| M2 M-ABtL|Ct.

7| H|2! O|Z MACsec

17



IP switch A 1(config)# key chain 1 macsec
IP switch A 1(config-macseckeychain)#

4. MACsec 7|2 BHE 11 MACsec 7| 7+ D EE QladshL|C},

18

7| 1D

Hel= 1~ 32xt2] 1674 7| ZXIE0|H 2T 37| = 64XFLICE.

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey) #

7101 ciet SE 2XE S FASLICHL
'key-octet-string octet-string 2=t 2 112|F AES_128 CMAC|AES _256_CMAC'
IP switch A 1(config-macseckeychain-macseckey)# key-octet-string

abcdef0123456789%abcdef0123456789%abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

Q== Z[CH 64Xt2] 16714 2XHE XSS o JSLICH SEIF|= HEHCR
w running-config MACsec' E&2| £&0f= Yt BIAEQ| 7|7} LIEILIX]|

(04

IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

7|2HOZ A= AlF AZHS UTCE M2|BHLIC} start-time Q1= 7|7 A= DMt A ZHIL|CE
duration Q1= & THe|o £ ZO|QLIC} £|CH Z10|&= 21474836462 (2 68H)L|CE.
A Fol TS AE L= ZARLIC
'copy running-config startup-config's MEHHL|Ct
IP switch A 1(config)# copy running-config startup-config
7| MQl 7 E S FAIL|C

R



IP switch A 1 (config-macseckeychain-macseckey)# show key chain 1

'B0|2 7S MEfgiLCt

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. MACsec ™% 0t=7]:

R S

'macsec policy name’L|C}

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

3. GCM-AES-128, GCM-AES-256, GCM-AES-XPN-128 &= GCM-AES-XPN-256 & otLIE 14 EL|Ct,

s A|E Of

ol

IP switch A 1(config-macsec-policy)# cipher-suite GCM-AES-256

4. 7| me

—

of
=]
2
N

off |

O| HES BEE 7| MH 24 &9 FIELICE

7|- M-S M 29

rE

=

switch (config-macsec-policy)# key-server-priority 0

£ TESHK| gf= T2 AW ELCH
C

=2
N
°
el
ol
il

ILICHZ|=2)).

IP switch A 1(config-macsec-policy)# security-policy should-secure

19



6. HOtE QIEIo| AT MFE I 37|20t 22 IS S12GHK| RE MY B2 =S AFoliCt

@ H‘LH 235 & 37|= MACsecO| =215t T|7|SHX| §b= X A3 A &1 2| Y S LIEFL|CE
= 001|*1 596000000 AFO|RJL|Ct.

IP switch A 1(config-macsec-policy)# window-size 512

7. SAK 7|12 ZH 2 CHA| 5Tt
'AK-expiry-time’ & L|C}

O] HHE ALESI MM 7|E 0Of|F 7tstt A2t ZHH o2 HAT & JELICL 72242 0-LIC
IP switch A 1 (config-macsec-policy)# sak-expiry-time 100

8. AT AFE= A 2 T QUM CHS 7|L TM F otLtE Bt Ct
'conf-offset?| LA @ITAl

Ct

gl

S8 SO|M MERfL|CY,

g

o conf-offset-0.
o conf-offset-30

o conf-offset-50.

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

@ O] HHL2 MPLS Efj 12t Z+2 {3l 8|5 (dmac, smac, etype)S ALE3St7| 2[sll S2F AL X|0f|
e > ASFLICH

9. A ZQI 7

HJIO

|II- __I.I.A‘I oz EAI-OI-L_l |_'_|-

'copy running-config startup-config’S MEHSL|C}

IP switch A 1(config)# copy running-config startup-config

10. MACsec M 1M S HA|ELIC.

Ofx A

o

IP switch A 1(config-macsec-policy)# show macsec policy

20



OIE{H|O| A0 M Cisco MACsec &3S M sIstL|Ct

1. 22 78 B Az

'B{0|g 7S dEigLCt

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACsec 2= 2t 2 71443t QIE{H|0| AS MEHSIL|CE
EH 0|2 R Sl IDE XHY & ASLICL O|H ZEO| L O|EH SR/EZES MERLICE

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

3. QIE{H[O| A0 M 7T 7| M@l A HMS =T8I0 MACsec 74 & F7HLCH.

macsec keychain-name policy-name’&L|C}

IP switch A 1(config-if)# macsec keychain 1 policy abc

Mot B E QIE{H|O| AN 1THA|2 2EHA|E BELICH
5. Al

=

0%

'copy running-config startup-config’S ME{SIL|C}

IP switch A 1(config)# copy running-config startup-config

MetroCluster IP 71410l A Cisco MACsec 23t WAN ISLS H|ZtAslgtL|Ct

MetroCluster IP 724 0{| A1 WAN ISL2| Cisco 9336C A 2| X|0]f| CH$t MACsec =t
CHA|
1. 22E 7N 2 AE:
'HolE A4

&' MEtgtL|Ct

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. & X|0|A MACsec A1 H|ZHAMd 35}



'A|AE

d S&

IP switch A 1(config)# macsec shutdown

() motier g4g MeisE MACsec 7150] S

gL,
3. MACsecZ 0|0] 7143t QIE{H|0|AS MEHSHLCE,
QIE{HO|A 7Y S IDE X Fe 4 ASLICE O|EHU ZES| F2 O|HU SX/EES AFERILICHL
IP_switch A 1(config)# interface ethernet 1/15
switch (config-if) #
4.

MACsec &2 H73t7| 2loh QB Ho[20 4zl 7| Al

A HMES H AL
MACsec keychain keychain-name policy-name BiS

IP switch A 1(config-if)# no macsec keychain 1 policy abc

MACsecO| 7418l ZE QIE{H|0| A0 A 3Et7|2t 4EHH S
6. MY F0I 7Y A

HHESH |}
|5 PO SEARILICH

copy running-config startup-config’s MEHSHL|Ct

IP switch A 1(config)# copy running-config startup-config

|

. MACsec Hl412 Msteil 24 U & AR AL S
2 o123 Hys

& dHEEfLICt.
HAHSIO] & AQK|7F2E

o
. 'How MACsec MKA summary’'S &aistL|C}
'How MACsec MKA SESSION'S AslistAA|
. 'How MACsec MKA statistics' £

b.

CHE B2 Ar8%tH MACsec 78S

3



'How MACsec MKA session interface typeslot/port
number'

7| W2l ol &

"SHM|ZE MKA 29 M H

DI-_DF_ PS PN PSP

-1 o 1

o

ol

E73 QE{m0|A = B E QIE{H[0] A0 CHEF MACsec

MKA M|

7| Hie! 4

MACsec MKA 7+M

EX™ MACsec ™#H

= D= MACsec BAo| 1A
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