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Platform Network Speed (Gbps) Switch port mode

b MGbpSIEriii:ipjpgrade

i;iﬁ; PCM from FAS9000 / AFF trunk mode
AT00D

AFF CB00

i?? ::33 40Gbps or 100Gbps access mode

ASA ABDO

;iigfg g{} 40Gbps access mode

FASE300

AFF C400

ASA C400 40Gbps or 100Gbps trunk mode

AFF A400

ASA A400

AFF A320 40Gbps or 100Gbps access mode

;AFIS:B:??{?-D 25Gbps access mode

FASS00f

AFF C250

ASA C250 -

AFF A250

ASA A250

FAS2750

AFF A220 ]

AFF A150

ASA A150 )

AFF A20 25Gbps trunk mode

AFF A30 25Gbps or 100Gbps trunk mode

AFF C30 25Gbps or 100Gbps trunk mode

AFF Ce0 25Gbps or 100Gbps trunk mode

FASS50 25Gbps or 100Gbps trunk mode

AFF AS0 100Gbps trunk mode

AFF A70 100Gbps trunk mode

AFF A90 100Gbps trunk mode

AFF A1K 100Gbps trunk mode

AFF C80 100Gbps trunk mode

FAS70 100Gbps trunk mode

FAS90 100Gbps trunk mode
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# vlan 10

The load balancing policy should be set so that order is preserved.
* off:

# port-channel load-balance src-dst ip-l4port-vlan
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* Off: *

ip access-list storage
10 permit tcp any eq 65200 any
20 permit tcp any any eq 65200
ip access-1list rdma
10 permit tcp any eq 10006 any
20 permit tcp any any eq 10006

class-map type gos match-all storage
match access—-group name storage
class-map type gos match-all rdma

match access—-group name rdma
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policy-map type gos MetroClusterIP Node Ingress
class rdma

set dscp 40

set cos 5

set gos—-group 5
class storage

set dscp 32

set cos 4

set gos—-group 4
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policy-map type queuing MetroClusterIP Node Egress
class type queuing c-out-8g-g7
priority level 1
class type queuing c-out-8g-gb6
priority level 2
class type queuing c-out-8g-gb
priority level 3
shape min 0 gbps max 20 gbps
class type queuing c-out-8g-g4
priority level 4
class type queuing c-out-8g-g3
priority level 5
class type queuing c-out-8g-g2
priority level 6
class type queuing c-out-8g-qgl
priority level 7
class type queuing c-out-8g-g-default
bandwidth remaining percent 100
random-detect threshold burst-optimized ecn
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interface breakout module 1 port 25-26 map 25g-4x
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speed auto

speed 40000
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interface ethl/9

description MetroCluster-IP Node Port

speed auto

switchport access vlan 10

spanning-tree port type edge

spanning-tree bpduguard enable

mtu 9216

flowcontrol receive on

flowcontrol send on

service-policy type gos input MetroClusterIP Node Ingress
service-policy type queuing output MetroClusterIP Node Egress
no shutdown
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FAS2750 EE= AFF A220 A|AEIS Cisco 3132Q-V AQX|0| AHO|E22 HZESHY| ¢st ZEHE T E stctg
HAESIL|CY,

: FAS2750
Switch
Port use AFF A220
Port
IP_Switch_x 1 IP_Switch x 2
1-8 Unused disabled
7 ISL, Local Cluster ISL, Local Cluster
8 native speed / 40G / 100G
9/1 e0a | e0b
9/2-4 MetroCluster 1, disabled
10/1 Shared Cluster and MetroCluster interface ela | elb
10/2-4 disabled
11/1 e0a | e0b
11/2-4 MetroCluster 2, disabled
12/1 Shared Cluster and MetroCluster interface ela | elb
12/2-4 disabled
13/1 e0a | e0b
13/2-4 MetroCluster 3, disabled
14/1 Shared Cluster and MetroCluster interface ela | elb
14/2-4 disabled
15
16
17 I5L, MetroCluster
) I5L, MetroCluster
18 native speed 40G
15
20
21/1-4
22/1-4 ISL, MetroCluster
/ I5L, MetroCluster
23/1-4 breakout mode 10G
24/1-4
25-32 Unused disabled

Cisco 3132Q-V E3Z ZE (I E 2)

FAS9000 EE= AFF A700 A|AEIS Cisco 3132Q-V AQX|0| AHO|E2 HZESHY| ¢$t ZEHE T E sictg
HAETIL|CY,
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i FASS000
Switch
Port use AFF AT700
Port
IP_Switch_x_1 IP_Switch_x_2
1 MetroCluster 1,
eda ede [ e8a
2 Local Cluster interface
3 MetroCluster 2,
eda ede [ e8a
a4 Local Cluster interface
5 MetroCluster 3,
eda ede [ e8a
5] Local Cluster interface
7 ISL, L | Clust
oralLiuster I5L, Local Cluster
8 native speed 40G
9 MetroCluster 1,
e5a esb
10 MetroCluster interface
11 MetroCluster 2,
e5a esb
12 MetroCluster interface
13 MetroCluster 3,
e5a esb
14 MetroCluster interface
15
16
17 I15L, MetroCluster
) I5L, MetroCluster
18 native speed 40G
19
20
21/1-4
22/1-4 I5L, MetroCluster
/ I5L, MetroCluster
23/1-4 breakout mode 10G
24/1-4
25-32 Unused disabled

Cisco 3132Q-V =
AFF A800 == ASA A800 A|AEIS Cisco 3132Q-V A X0 HESI| 9

ZE seha
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i AFF ABDOD
Switch
Port use ASA ABOO
Port
IP_Switch_x_1 IP_Switch_x_2
1 MetroCluster 1,
ela ela
2 Local Cluster interface
3 MetroCluster 2,
ela ela
4 Local Cluster interface
5 MetroCluster 3,
ela ela
& Local Cluster interface
7 ISL, L I Clust
otatLiuster ISL, Local Cluster
8 native speed 40G
9 Met '
etroCluster 1 c0b c1b
10 MetroCluster interface
11 MetroCl .
etroCluster 2, c0b o1b
12 MetroCluster interface
13 MetroCl .
etroCluster 3 c0b o1b
14 MetroCluster interface
15
16
17 ISL, MetroCluster
) I5L, MetroCluster
18 native speed 40G
19
20
21/1-4
22/1-4 I5L, MetroCluster
/ I5L, MetroCluster
23/1-4 breakout mode 10G
24/1-4
25-32 Unused disabled
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A|AEIO| CHS 2}
A2...

FAS70, AFF A70 AFF C80 Cisco 3232C EE&= Cisco 9336C-FX2

2t
Ei

A0|= AE E ALE...

FAS90, AFF A90 AFF

IT o

E

A1K
Cisco 3232C EE= Cisco 9336C-FX2 S21E X E SIS 1)
AFF A150, ASA A150, FAS2750, AFF A220, FAS500f, AFF C250 ASA C250, AFF A250 EE= ASA A250
A| A0 A Cisco 3232C EE= 9336C-FX2 AKX 2 HZsH= &
AFF A150 FAint
) ASA A150 AFR e
S\:::;h Port use FAS2750 :22:;553
AFF A220
ASA AZ50
IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2
1-6 Unused disabled disabled
L sl iacal Chistey I15L, Local Cluster I5L, Local Cluster
a native speed / 100G
9/1 ela | elb elc | e0d
9/2-4 MetroCluster 1, disabled disabled
10/1 Shared Cluster and MetroCluster interface ela | elb elc | eld
10/2-4 disabled disabled
11/1 ela | e0b elc | e0d
11/2-4 MetroCluster 2, disabled disabled
12/1 Shared Cluster and MetroCluster interface ela | elb elc | eld
12/2-4 disabled disabled
13/1 e0a | e0b e0c | e0d
13/2-4 MetroCluster 3, disabled disabled
14/1 Shared Cluster and MetroCluster interface ela | elb elc | e0d
14/2-4 disabled disabled
15
16
17 I15L, MetroCluster
. ISL, MetroCluster ISL, MetroCluster
18 native speed 40G [ 100G
19
20
21/1-4
2214 5L Metiocinster ISL, MetroCluster ISL, MetroCluster
23/1-4 breakout mode 106G / 25G
24/1-4
25/1 e0a | e0b elc | e0d
25/2-4 MetroCluster 1, disabled disabled
26/1 Shared Cluster and MetroCluster interface ela | elb elc | eld
26/2-4 disabled disabled
27-32 Unused disabled disabled
33-36 Unused [Cisco 3336C-FX2 only) disabled disabled
Cisco 3232C £= Cisco 9336C-FX2 E2E L E S (IE 2)
AFF A20 A ABRIS Cisco 3232C HEi= 9336C-FX2 29(X[0f #|0|2 2 HESH| ?lot EAHE ZE LS HEHLIC

64




Switch AFF A20
Port use
Port IP_Switch_x 1 | IP_Switch_x 2
111 e2a eda
1/2-4 MetroCluster 1, disabled
2/1 Local Cluster interface e2a | ada
2/2-4 disabled
31 eZa | eda
3/2-4 MetroCluster 2, disabled
af1 Local Cluster interface e2a | eda
4/2-4 disabled
5/1 e2a | eda
5/2-4 MetraCluster 3, disabled
6/1 Local Cluster interface e2a | eda
6/2-4 disabled
7 I5L, Local Cluster
2 ISL, Local Cluster
B native speed [/ 100G
5/1 e2b | edb
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface e2b | edb
10/2-4 disabled
11/1 e2b | e4b
11/2-4 MetroCluster 2, disabled
12/1 MetroCluster interface e2b | edb
12/2-4 disabled
13/1 e2b | edb
13/2-4 MetroCluster 3, disabled
141 MetroCluster interface e2b | edh
14/2-4 disabled
15
16
17 ISL, MetroCluster
; ISL, MetroCluster
18 native speed 40G / 100G
19
20
21/1-4
22f1-4 I5L, MetroCluster O —
23/1-4 breakout mode 10G / 25G
24/1-4
25/1 e2h | a4b
25/2-4 MetroCluster 4, disabled
26/1 MetroCluster interface e2b | edb
26/2-4 disabled
27-28 Unused disabled
29/1 623 | e4a
29/2-4 MetroCluster 4, disabled
30/1 Local Cluster interface e2a | eda
30/2-4 disabled
25-32 Unused disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled
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Cisco 3232C = Cisco 9336C-FX2 E3E ZE &1 E 3a)

43LE 25G 0|4l FIES AFE310 AFF A30, AFF C30, AFF C60 = FAS50 A|AES Cisco 3232C = 9336C-
FX2 A2{X|0f H|O|== AZo}7| flct EAHE ZE 2SS AELICL

@ o #YollM= 22 S AE 2t HA QIEI0[AE HZSH| 2loll &% 40| 42LE 25G 0|4l FF=7¢
RPfL|C.

Switch BEFCUIZEG ClostaniAg FAS50 (25G Cluster/HA) AFF C60 (25G Cluster/HA)
o Port use AFF A30 (256 Cluster/HA)
IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2
1/1 eda edb eda edb eda edb
1/2-4 MetroCluster 1, disabled disabled disabled
2/1 Local Cluster interface eda | edb eda ‘ edb eda | edb
2/2-4 disabled disabled disabled
3/1 eda | edb eda ‘ edb eda | edb
3/2-4 MetroCluster 2, disabled disabled disabled
4/1 Local Cluster interface eda | edb eda ‘ edb eda | edb
4/2-4 disabled disabled disabled
5/1 eda | edb eda ‘ edb eda | edb
5/2-4 MetroCluster 3, disabled disabled disabled
6/1 Local Cluster interface eda | edb eda ‘ edb eda | edb
6/2-4 disabled disabled disabled
? IS_L’ Laga) Eluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, ea ezb ea e2b e2a e2b
10 MetroCluster interface e2a e2b ela e2b e2a e2b
11 MetroCluster 2, eZa e2b ela e2b e2a e2b
12 MetroCluster interface e2a e2b ela e2b e2a e2b
13 MetroCluster 3, e2a ezb e2a e2b e2a e?2b
14 MetroCluster interface e2a e2b e2a ez2b e2a e2b
15
16
= e ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
18 native speed 40G / 100G d d 4
19
20
21/1-4
B2y 14 I3 Vistec Clister ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
23/1-4 breakout mode 10G / 25G
24/1-4
25 MetroCluster 4, e2a e2b ela e2b eZa e2b
26 MetroCluster interface e2a ezb e2a e2b e2a e?b
27 -28 Unused disabled disabled disabled
29/1 eda | edb eda ‘ edb eda | edb
29/2-4 MetroCluster 4, disabled disabled disabled
30/1 Local Cluster interface eda | edb eda ‘ edb eda | edb
30/2-4 disabled disabled disabled
25-32 Unused disabled disabled disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled disabled disabled

Cisco 3232C £= Cisco 9336C-FX2 S21E ILE SN E 3b)

2IE 100G 0|4l FtEE A28} AFF A30, AFF C30, AFF C60 EE= FAS50 A|AEIS Cisco 3232C EE&=
9336C-FX2 A|X|0of| HO|E2 HASHY| [Tt EHE ZE oet3 AESILICE

@ O] 1Y0M= =22 Se{AE2 HA QIEH[0|AF AHZADH| ?[dH £X 40 22 E 100G O|HH Ft=5t
2R,
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Switch SR SRR FAS50 (100G Cluster/HA) AFF C60 (100G Cluster/HA)
Polt Port use AFF A30 (100G Cluster/HA)
IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2
il MetroCluster 1, eda edb eda edb eda edb
2 Local Cluster interface eda edb eda edb eda edb
3 MetroCluster 2, eda edb eda edb eda edb
4 Local Cluster interface eda edb eda edb eda edb
5 MetroCluster 3, eda edb eda edb eda edb
6 Local Cluster interface eda edb eda edb eda edb
/ ISF’ Laesl Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b e2a e2b ela e2b
10 MetroCluster interface ea e2b ela e2b ea e2b
il MetroCluster 2, e2a e2b ela e2b ela e2b
12 MetroCluster interface ea e2b e2a e2b ea e2b
13 MetroCluster 3, e2a e2b e2a e2b e2a e2b
14 MetroCluster interface ea e2b e2a e2b ea e2b
15
16
1 I3y Mstrakister ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
18 native speed 40G / 100G ' ' '
19
20
21/1-4
e e A TS ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
23/1-4 breakout mode 10G / 25G
24/1-4
25 MetroCluster 4, ea e2b ea e2b ea e2b
26 MetroCluster interface e2a e2b ea e2b ea e2b
27-28 Unused disabled disabled disabled
29 MetroCluster 4, eda edb eda edb eda edb
30 Local Cluster interface eda edb eda edb eda edb
25-32 Unused disabled disabled disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled disabled disabled

Cisco 3232C = Cisco 9336C-FX2 Z2HE T E SHIE 4)
FAS8200 EE= AFF A300 A|AEIS Cisco 32C EE= 9336C-FX2 AQX|0f| AHO|E2 HZSHY| Qe ZHE TE

ggs dELICL
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Switch

FA58200

Port Port use AFF A300
IP Switch x 1 | IP Switch x 2
1/1 ela eDb
1/2-4 MetroCluster 1, disabled
2/1 Local Cluster interface ela ‘ elb
2/2-4 disabled
3/1 ela ‘ elb
3/2-4 MetroCluster 2, disabled
4/1 Local Cluster interface ela ‘ elb
4/2-4 disabled
5/1 ela ‘ elb
5/2-4 MetroCluster 3, disabled
6/1 Local Cluster interface ela ‘ e0b
6/2-4 disabled
7 ISL, Local Cluster
8 native speed / 100G IS, Hoeat Clustes
9/1 ela | elb
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface ela | elb
10/2-4 disabled
11/1 ela \ elb
11/2-4 MetroCluster 2, disabled
12/1 MetroCluster interface ela ‘ elb
12/;—4 disabled
13/1 ela | elb
13/2-4 MetroCluster 3, disabled
14/1 MetroCluster interface ela | elb
14/2-4 disabled
15
16
17 ISL, MetroCluster
18 native speed 40G / 100G 15K Metraliustes
19
20
21/1-4
22/1-4 ISL, MetroCluster ISL. MetroCluster
23/1-4 breakout mode 10G / 25G
24/1-4
25/1 ela | elb
25/2-4 MetroCluster 4, disabled
26/1 MetraCluster interface ela ‘ elb
26/2-4 disabled
27-28 Unused disabled
291 €0a | e0b
29;"”2-1-1— MetroCluster 4,  disabled
30/1 Local Cluster interface e0a | e0b
30/2-4 disabled
25-132 Unused disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled
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0|™ RCF ItUof| A &aaj0|=8t= AR Hl0|2 HZ TA0||A "MetroCluster 4" IE(XE 25/26 U 29/30)2] ZEZS
A5t e = USLICL
Cisco 3232C &= Cisco 9336C-FX2 E2HE L E S E 5)
AFF A320, FAS8300, AFF C400, ASA C400, FAS8700, AFF A400, B== ASA A400 A|AEINM Cisco 3232C
EE= 9336C-FX2 ARIX|2:
FASB300
. AFF C400 AFF A400
5‘;’"}:" Port use AFFAS20 ASA C400 ASA A400
FAS8700
IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2
1 MetroCluster 1
! 0 od O 0d 3 3b
2 Local Cluster interface A € eve € &2 €
3 MetroCluster 2
! 0 od O 0d 3 3b
4 Local Cluster interface e € eve € e €
5 MetroCluster 3
! 0 od 0 0d 3 3b
6 Local Cluster interface Fua i ee § Fea i
7 ISL, Local Clust
s nati\.:e s::ed ;51556 ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
9 MetroCluster 1,
10 MetroCluster interface e08 eoh ela e1b ela elb
11 MetroCluster 2, el eOh ela elb ela elb
12 MetroCluster interface &
13 MetroCluster 3, el eOh ela elb ela elb
14 MetroCluster interface &
15
16
17 ISL, MetroClust
15 native ;peZc;iO(l;S/eerOG ISL, MetroCluster 151, MetroCluster ISL, MetroCluster
19
20
21/1-4
22/1-4 ISL, MetroClust
2;1_4 breakot;t r:o:joe 1UOSGE/r2SG ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
24/1-4
25 MetroCluster 4, el e0h ela elb ela elb
26 MetroCluster interface &
27 -28 Unused disabled disabled disabled
29 MetroCluster 4,
30 Local Cluster interface e0a e0d e0c e0d eda e3b
31-32 Unused disabled disabled disabled
33-34 Unused (Cisco 9336C-FX2 only) disabled disabled disabled
() "MetroCluster 4" 10| EEE AS012{2 ONTAP 9.13.1 0| 4}0| HRLICk,
Cisco 3232C &= Cisco 9336C-FX2 S2HE L E ST E 6)
AFF A50 A| A S Cisco 3232C SE= 9336C-FX2 29I X|0f A0S 2 HESHY| 2|et EAHEF XE L= HAELIC
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Switch AFF AS0
Port use
Port IP Switch x 1 [ IP Switch x 2
1 MetroCluster 1, eda edb
3 Local Cluster interface eds edb
3 MetroCluster 2, eda edb
4 Local Cluster interface eda edb
5 MetroCluster 3, eda edb
6 Local Cluster interface eda edb
7 I5L, Local Cluster
: ISL, Local Cluster
8 native speed / 100G
g9 MetroCluster 1, e2a ez2b
10 MetroCluster interface ela e2b
11 MetroCluster 2, e2a ez2hb
12 MetroCluster interface ela e2b
13 MetroCluster 3, e2a e2h
14 MetroCluster interface ela e2b
15
i6
17 ISL, MetroCluster
¥ I5L, MetroCluster
18 native speed 40G / 100G
19
20
21/1-4
2214 I, Melotheler ISL, MetroCluster
23/1-4 breakout mode 10G [/ 25G
24/1-4
25 MetroCluster 4, ea e2b
26 MetroCluster interface ela e2b
27- 28 Unused disabled
29 MetroCluster 4, eda edh
30 Local Cluster interface eda edb
25-32 Unused disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled

Cisco 3232C £= Cisco 9336C-FX2 E21Z X E SH(IE 7)

FAS9000, AFF A700, AFF C800, ASA C800, AFF A800, ASA A800, FAS9500, AFF A900 EE= ASA A900
A AEIO| A Cisco 3232C EE= 9336C-FX2 ALK 2 0| SdH= HhH:
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AFF C800
FAS9500
Ko FASS000 ASA C800 g —
Port Port use AFF A700 AFF AB0O ASA AGDO
ASA AB00
IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2
1 MetroCluster 1, edb(e) / e8a
4, 4 8 0 1 4
2 Local Cluster interface eea ede/ e8a ea e i Note 1
3 MetroCluster 2, edble) / eBa
4 Local Cluster interface eda ede/esa eba ela eda Note 1
5 MetroCluster 3, edb(e) / e8a
6 Local Cluster interface eda ede/ e8a e0a ela eda Note 1
; ne:fil\::eL:E::egl;‘jsltg[r)G ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
& MetroCIus.ter L e5a e5b eOb elb e5b e7b
10 MetroCluster interface
11
MetroCIus-ter 2 e5a e5b eOb elb e5hb e7b
12 MetroCluster interface
13
MetroCIus.ter 3 e5a e5b eOb elb e5b e7b
14 MetroCluster interface
15
16
17 ISL, MetroCluster
13 native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
19
20
21/1-4
22/1-4 ISL, MetroCluster
ISL, MetroClust ISL, MetroClust ISL, MetroClust
23/1-4 breakout mode 10G / 25G etrotluster etrotuster strotluster
24/1-4
2 MetroCIus-ter 4 e5a e5b e0b elb e5b e7b
26 MetroCluster interface
27-28 Unused disabled disabled disabled
29 MetroCluster 4, edb(e) / eBa
4 4e /e 0 1 4
30 Local Cluster interface eea ede / esa eta ela esa Note 1
31-32 Unused disabled disabled disabled
33-34 Unused (Cisco 9336C-FX2 only) disabled disabled disabled
£t11 1: X91440A 01‘”E1(4OGbps) A= AL eda U ede EE= eda U e8aS AFRELICE X91153A
OIYEI(100Gbps)E AH8SH= HR ZE eda X edb = eda X e8aS AISLICEH

JE9 ZEE ME

"MetroCluster 4" 1

®

Cisco 3232C £= Cisco 9336C-FX2 =yl

AFF A70, FAS70, AFF C80, FAS90, AFF A90 &= AFF
Ao|22 HASI| 9ot Z2HE R E Stohe HESH|C)

(=1 4 =

ZEiI Ir StCl

=5 ZE

£ 8)

F A1K A AEIZ Cisco 3232C E£=

5t2{H ONTAP 9.13.1 O|At0| T RSHL|C}

9336C-FX2 A2 X[0f|
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Switch FASTO AFF C80 FASS0 AFF ALK
:" :t Port use AFF A70 AFF A90
0
IP_Switch_x_1 | IP_Switch_x 2 | IP_Switch x 1 | IP_Switch x 2 | IP_Switch x 1 | IP_Switch x 2 | IP_Switch x 1 | IP_Switch x 2
1 MetroCIus-ter L ela e7a ela e7a ela e7a ela e7a
2 Local Cluster interface
3 MetroCIus_ter 2 ela e7a ela e7a ela e7a ela e/a
4 Local Cluster interface
J MetroCIus-ter 3 ela e7a ela e7a ela e7a ela e’a
6 Local Cluster interface
/ IS‘L' LocalCluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 1006
9 MetroCluster 1
- us. S e2a e2b e2a e2b e2b e3b e2b e3b
10 MetroCluster interface
N MetroCIus_ter 2 e2a e2b e2a e2b e2b e3b e2b e3b
12 MetroCluster interface
13 MetroCluster 3
etro us- e e2a e2b e2a e2b e2b e3b e2b e3b
14 MetroCluster interface
15
16
£7 _ISL' MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
18 native speed 40G / 100G
19
20
21/1-4
- ISL, MetroClustt
22/1:4 el ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
23/1-4 breakout mode 10G / 25G
24/1-4
25 MetroCluster 4,
etro us_ e e2a e2b e2a e2b e2b e3b e2b e3b
26 MetroCluster interface
27-28 Unused disabled disabled disabled disabled
2 MetroCIus_ter 4 ela e7a ela e7a ela e7a ela e7a
30 Local Cluster interface
31-32 Unused disabled disabled disabled disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled disabled disabled disabled

MetroCluster IP 22| 12X E Cisco 9336C-FX2 A2Q|X|0f| Cist Z2HZE T E SHet
MetroCluster IP UM ZE A2 AQ(X| 2E Bl ZEHE 40| w2t CHELIC
HO|E2 AF25t7| Mol CFS 2] AFE S HESHMUAIL.

* 0| MMo| E= 121 E Cisco 9336C-FX2 AQ|X|2QILIC},

NS224 MITE HZASIX| %= 36 E Cisco 9336C-FX2 A7} Q= AR LIS EE A3, "Cisco
3232C EE&= 36X E Cisco 9336C-FX2 AQ|X|0f CHet ZHE T E Shebr

36 E Cisco 9336C- FX2 AQIX|7F 4T %|A SFL}O| MetroCluster T1A! EE= DR —E | NS224 Mm=
MetroCluster 22| X[ HZst= HL cr% HE ME3IAA L. "NS224 AER|X|E HASH= 36 LE Cisco
9336C-FX2 AQ|X|2| E%ﬂ% TE gok

@ 12 E Cisco 9336C-FX2 AQ|X|= NS224 M I E MetroCluster A2/ X|0f| HESH= HS XK
F&LICE

* LIS HO|= AIO|E AQ| ZE AFEE0| LIt UESLICH ALO|E BOf| St #[0| 0] AFEELICE
* M2 CI2 452 TE(G: 100Gbps EELQ} 40Gbps EE EEHZ AQIX|E AT 4 QIALICH
E

* AQIX|E AtE10] tHY MetroClusterS F+ASt= A2 * MetroCluster 1 * &

MetroCluster ZE 1Z(MetroCluster 1, MetroCluster 2)& £XstM|Q. 0] 14 EXto| SIREN M HdHSH=
RcfFileGenerator =71E AFES f ZHLefL|Ct

* MetroCluster IPE RcfFileGenerator= 2t A2|X[0f| CHet ZEH H|0|2 HE IR L HMSTL|C}.
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TY0l| St SHEE 70|12 HE BE MEPILICH

Ct2 EE A8t m2top & #[o]2 A& H|o|22 ZE LIt

AAEo| ChEat 22 A0S HE E AME...
740---
AFF A150, ASAA150 Cisco 9336C-FX2 12X E E31E XE HHF 1)

FAS500f AFF C250, ASA
C250 AFF A250, ASA
A250

AFF A20 & EZSHUA|IR  Cisco 9336C-FX2 12ZE Z3E IE SHIE 2)
AFF A30, AFF C30 FASS0 [MZ2& HiE= 25G(1E 3a) = 100G(2E 3b) 0|4l FIEE AFESH=X| O 2of| 2t
AFF C60 CH2L|C},

* Cisco 9336C-FX2 12X E Z2HE R E Stk E 3a - 25G)

T
* Cisco 9336C-FX2 12ZE ZAHE ZE LI(IE 3b - 100G)

FAS8300, AFF C400, ASA Cisco 9336C-FX2 12X E ZHZE ZE SICh(IE 4)
C400, FAS8700 AFF
A400, ASA A400

AFF A50 £ £t ESHMA|IQ  Cisco 9336C-FX2 12EE

AFF C800, ASAC800,  Cisco 9336C-FX2 122 E
AFF A800, ASA A800

FAS9500, AFF A900, ASA

A900

=
= A
=
= A

FAS70, AFF A70 AFF C80 Cisco 9336C-FX2 12ZE ZEHE I E Sl OE 7)
FAS90, AFF A90 AFF
A1K

Cisco 9336C-FX2 12EE ZHE TE Sh(IE 1)

AFF A150, ASA A150, FAS500f, AFF C250, ASA C250, AFF A250 EE= ASAA250 A|ABIZ 121LE Cisco
9336C-FX2 22| X|0f| #[O|2 2 HESIV| ?let EHEZ ZE LS AES K.
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E1: ZE 1991 20 = 2120 2200 ™Y o QJUELICH ZE 1929 202 HA ALESIH ZE 213t 227t KHHEIL|CE,

HE 211t 228 WX AFESHH ZE 192 200] AFEHELICY.

i

Cisco 9336C-FX2 12X E E3HE T E SHE 2)

AFF A20 A|AEIS 12 E Cisco 9336C-FX2 AQ|X|0f| #HO|2E2
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HZot7| et

Ml

FASS00f
; AFF A150 MRS
Switch Port use ASA A150 ASA €250
Port AFF A250
ASA A250 |
IP_Switch_x_1 | IP_Switch_x 2 | IP_Switch_x_1 | IP_Switch_x 2
1-4 Unused disabled disabled
5-6 Ports disallowed to use blocked blocked
; nalfiL:eL:;:Lcdl;S:;l;G ISL, Local Cluster ISL, Local Cluster
9/1 I elDa | elb | eld
o/2-4 MetroCluster 1, disabled disabled
10/1 Shared Cluster and MetroCluster interface e0a | elb | eld
10/2-4 disabled disabled
11/1 e0a | e0b | e0d
11/2-4 MetroCluster 2, disabled disabled
12/1 Shared Cluster and MetroCluster interface ela | elb | e0d
12/2-4 disabled disabled
13-18 Ports disallowed to use blocked blocked
;g — s::é:ﬂiie;;u,fli.:;ézr{note 1) ISL, MetroCluster ISL, MetroCluster
2414 i Ml ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blocked

= HdESHNIR.



Switch AFF A20
Port use
Port IP_ Switch x 1 | IP Switch x 2
1/1 e2a eda
1/2-4 MetroCluster 1, disabled
2/1 Local Cluster interface ela | eda
2/2-4 disabled
3/1 ela | eda
3/2-4 MetroCluster 2, disabled
4/1 Local Cluster interface ela | eda
4/2-4 disabled
5-6 Ports disallowed to use blocked
7 ISL, Local Cluster
8 native speed / 100G 51, LocarCluster
9/1 e2b | edb
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface e?b | edb
10/2-4 disabled
11/1 e2b | edb
11/2-4 MetroCluster 2, disabled
12/1 MetroCluster interface e2b | edb
12/2-4 disabled
13-18 Ports disallowed to use blocked
19 _ ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
21/1-4 ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked

1 1: ZE 199 20 £= 211 220t A& 4~ USLICHL ZE 192 202

ZE 211 225 HX ALE5IH ZE 199|' 200| XHEHEL|CE,

Cisco 9336C-FX2 121 E
4EE 25G o|Cull 7t=

AQ|K|0f| Aol22 A 7é°f7l ksl

@ o] YoM =
zagct.

A =
f%ﬁoﬁl AFF A30, AFF

2Z SHAES HA QIEHO|AE A

ﬂJH

oto| flsh &%

40| 4 E 25G 0|l FtE7}

HX| AM2SHH T E 213t 227t AFCHEIL|CE
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Switch MR S FASS0 (25G Cluster/HA) AFF C60 (25G Cluster/HA)
Port Port use AFF A30 (25G Cluster/HA)
IP_ Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2
1/1 eda edb eda edb eda edb
1/2-4 MetroCluster 1, disabled disabled disabled
2/1 Local Cluster interface eda ‘ edb eda | edb eda ‘ edb
2/2-4 disabled disabled disabled
3/1 eda ‘ edb eda | edb eda ‘ edb
3/2-4 MetroCluster 2, disabled disabled disabled
4/1 Local Cluster interface eda ‘ edb eda edb eda ‘ edb
4/2-4 disabled disabled disabled
5-6 Ports disallowed to use blocked blocked blocked
g IS_L’ e ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, eZa e2b ela e2b ela e2b
10 MetroCluster interface e2a e2b eZa e2b e2a e2b
11 MetroCluster 2, e2a e2b ela e2b e2a e2b
12 MetroCluster interface e2a e2b ela e2b e2a e2b
13-18 Ports disallowed to use blocked blocked blocked
1B ) 5L, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
LA i ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blocked blocked

SnEE IE 1953|. 20 EE I:Eh 21j_||. 22n|- A-II-IE':‘I-
EE 211} 225 HK Arﬂorm IZE 199} 200I N LuE=

Cisco 9336C-FX2 12ZE E3HE &

2XE 100G O|HY 7}EE AH85H0] AFF A30, AFF C30, AFF C60 HE= FAS50 A|AEIS
FX2 A2{X|0f H|O|== AHZo}7| flct EAE ZE 2ds AEYLICL

®

o] YoM =
Zegct

.

= e

S?M:. LICt ZLE 1929} 202
IL|Ct.

1Z 3b)

2 28 AEQ} HA QIE{Io|A

E dAs| flsll &%

HX| AM2SHH T E 213t 227F AFCHEIL|CE

12X E Cisco 9336C-

40 2 E 100G 0|4l FtE7}

Switch AFFCI0 (100G Cluster/HA) FAS50 (100G Cluster/HA) AFF C60 (100G Cluster/HA)
e Port use AFF A30 (100G Cluster/HA)
IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x 1 | IP_Switch_x 2
1 MetroCluster 1, eda edb eda edb eda edb
2 Local Cluster interface eda edb eda edb eda edb
3 MetroCluster 2, eda edb eda edb eda edb
4 Local Cluster interface eda edb eda edb eda edb
5-6 Ports disallowed to use blocked blocked blocked
2 lS_L’ o ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b e2a e2b e2a e2b
10 MetroCluster interface ela e2b e2a e2b ea e2b
11 MetroCluster 2, ela e2b e2a e2b ea e2b
12 MetroCluster interface ela e2b e2a e2b e2a e2b
13-18 Ports disallowed to use blocked blocked blocked
3 . 3L Mebeotluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
e 151, MetriCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blocked blocked

I 1: TE 192+ 20 = 211} 220 MATH 4

EE 211t 228 HAN AHESHH ZE 192+ 200 X} HE

USLICH ZE 192} 208 HA AISIH ZE

L|C}.

Cisco 9336C-FX2 12X E Z2HE ZE SHIE 4)
FAS8300, AFF C400, ASA C400, FAS8700, AFF A400 HE= ASAA400 A|AE1S 12X E Cisco 9336C-FX2
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2(X|0f A O[22 HESI| Pl SEHUE ZE SIS HESM K.

FASB8300
5 AFF C400 AFF A400
Switch
S Port use ASA C400 ASA A400
FAS8700
IP_Switch_x 1 | IP_Switch_x 2 | IP Switch_x 1 | IP_Switch x 2
1 Metroclus‘ter 1, obic e0d o e3b
b Local Cluster interface
3 MetroClus_ter 2 0c e0d o3a e3b
4 Local Cluster interface ) . _ _
5-6 Ports disallowed to use blocked blocked
7 ISL, Local Clust
i A ISL, Local Cluster ISL, Local Cluster
] native speed / 100G
g MetroCluster 1,
ela elb ela elb
10 MetroCluster interface
11 MetroCluster 2,
12 MetroCluster interface 543 #1b L et
13-18 Ports disallowed to use blocked blocked
ISL, MetroClust
i+ . S ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
21/1-4 ISL, MetroCluster
' ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blacked

£ 1: ZE 1994 20 = 2120 220 AFE = JSLICE ZE 192 202 TA AFESIH ZE 211 227t KTHEIL|CE

o= AN

IE 213t 225 HX| A2otH ZE 192} 200| XFHEIL|CE.

mo}

Cisco 9336C-FX2 12EE ZZ ZE S2H(OF 5)
AFF A50 A|2RIS 12ZLE Cisco 9336C-FX2 29{X|0f 0|22 HEGHY| flet 2AUE ZE 2 S HESMR.



Switch Portise AFF AS0
Port IP_Switch_x_1 | IP_Switch_x 2
MetroCluster 1, eda edb
Local Cluster interface eda edb
MetroCluster 2, eda edb
Local Cluster interface eda edb
5-6 Ports disallowed to use blocked
7 ISL, Local Cluster
native speed / 100G ISL, Local Cluster
9 MetroCluster 1, eZa ezb
10 MetroCluster interface e2a e2b
11 MetroCluster 2, e2a e2b
12 MetroCluster interface e2a e2b
13-18 | Ports disallowed to use | ~ blocked
19 ISL, MetroCluster
20 native speed 40G / 100G (note 1) . e
21/1-4 ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked

B 1: ZE 1994 20 = 210 220F ™Y o JUELICH ZE 199 202 HA ALESIH ZLE 213t 227t KHHEIL|CE,
EE 211t 2258 WX AFE3IH X E 192} 200| XHEHEL|CE.

il

o [

Cisco 9336C-FX2 12XE ZHE I E AHIE 6

AFF C800, ASA C800, AFF A800, ASA A800, FAS9500, AFF A900 EE= ASA A900 A|AEIZ 12 E Cisco
9336C-FX2 22| X|0f| #[0|]2 = HASIV| ?let SHE ZE LS HESHA K.

~
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AFF CBOO
ASA €800 FASS500
Switch e AFF AS0O AFF AS00
Port ortuse ASA AS00
ASA AS00
IP_Switch_x 1 | IP_Switch_x 2 | IP_Switch_x_1 | IP_Switch x 2
1 MetroCluster 1, edble) / e8a
) ela ela eda
2 Local Cluster interface (note 2)
3 MetroCluster 2, edble) / e8a
ela ela eda
4 Local Cluster interface (note 2)
5-6 Ports disallowed to use blocked blocked
7 lS_L' Loca} casie ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G i _
9 MetroCIusrter 1. - ‘ - st —
10 MetroCluster interface
MetroClust
o R e0b elb eSb e7b
12 Melrocluster mterface L
13-18 Ports disallowed to use blocked blocked
19 I1SL, MetroClust
. e ol ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
B3/TA 151, Wsiratlister ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blocked
AT 1: EE 199 20 S 217 228 SFE & ASLICL TE 199 208 HH ALSOIR EE 217} 2271 KHEFEILIC,
IE 211t 228 HX ALESIH ZLE 192t 200| AHEHEILICE.

£ 2: X91440A O{H{E{(40Gbps)E AI25t=

A2 eda®t ede LE L= e4a%t e8a ZEE AFESHM|2. X91153A

a
O{HE{(100Gbps)E At2dt= AR XE eda U edb FE= eda U e8a2S Ar%g.*l-l Ct.
Cisco 9336C-FX2 12X E ZEE ZE SN OE 7)
AFF A70, FAS70, AFF C80, FAS90, AFF A90 EE= AFF ATK A|[ABRIZ 12X E Cisco 9336C-FX2 A2/ X|of|
0|22 HZsY| ?let EHE ZE LYS HEDS WIR
) FASTO0 FASQ0
S:’::th Port use AFF A70 sl AFF A9O At
IP_Switch x 1 | IP Switch x_2 | IP_Switch x 1 | IP_Switch_x 2 | IP_Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP_Switch x 2
i Mermcms_ter % ela e7a ela ela ela efa ela e7a
2 Local Cluster interface
4 MetroC[uslter Z ela e7a ela e7a ela e7a ela e7a
4 Local Cluster interface
5-6 Ports disallowed to use blocked blocked blocked blocked
7 kS_I., Local Clustsr ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
& Melrotiusterd, e2a e2b e2a e2b e2b e3b e2b e3b
10 MetroCluster interface
L MefroCiuster2; e2a e2b e2a e2b e2b e3b e2b e3b
12 MetroCluster interface |
1318 | Ports disallowed to use blocked blocked blocked blocked
;z Gistie sLiLer:(;:Sof:Josﬂtgtnute 1 ISL, MetraCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
21/1-4 ISL, MetroCluster
22/14 breakout mode 106 / 25G (note 1) ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
23-36 Ports disallowed to use blocked blocked blocked blocked
A4 ZE 192|' 20 EE= 213 220 H-e = USLICH ZE 192 202 HA ALESHH ZE 211 227 XPTHEILICE
ZE 211t 228 HKA Af93f'1| IE 192} 200| XpEHEIL|CE,
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Controllers connecting switch-attached shelves
AFF C30 (25G Cluster/HA)
Switch AFF C60 (25G Cluster/HA
“:"J:t Port Use AFF A30 (25G Cluster/HA) ( il
IP Switch x 1 IP Switch x 2 IP Switch x 1 IP Switch x 2
1/1 eda edb eda edb
1/2-4 MetroCluster 1, disabled disabled
2/1 Local Cluster interface eda | edb eda | edb
2/2-4 disabled disabled
3/1 eda | edb eda | edb
3/2-4 MetroCluster 2, disabled disabled
4/1 Local Cluster interface eda | edb eda | edb
4/2-4 disabled disabled
5 NSM-1, eDa NSM-1, eOb NSM-1, e0a NSM-1, eOb
6 NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb
7 ISL, Local Cluster
— J ISL, Local Clust: ISL, Local Clust
8 native speed / 100G e y IEL IR
9 MetroCluster 1, ela e2b eZa e2b
10 MetroCluster interface ela eZb ela e2b
11 MetroCluster 2, ela e2b eZa e2b
12 MetroCluster interface ela e2b e2a elb
ﬁ ISL MetreCluster,
3 native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster
6 breakout mode 10G / 25G
17 MetroCluster 1, e e3b i e3b
18 Ethernet Storage Interface
19 MetroCluster 2
! 3 3b 3 3b
20 | Ethernet Storage Interface | gea i i i
21 NSM-1, eDa NSM-1, eOb NSM-1, e0a NSM-1, eOb
Storage shelf 2 (8)
22 NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb
23
Storage shelf 3 (7
24 g (7)
25
St f4
26 orage shelf 4 (6)
27
-8 Storage shelf 5 (5)
29
Storage shelf 6 (4
20 g (4)
e Storage shelf 7 (3)
32
33 Storage shelf 8 (2) NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
34 B NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb
35 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
Storage shelf 9 (1)
36 NSM-2, e0a NSM-2, eOb N5M-2, e0a NSM-2, e0b
NS224 AE2|X| ZAHE ZE S HES}= Cisco 9336C-FX2 A9(X|(2& 1b)
PO AQIX| HE NSS24 €l % Cisco 9336C-FX2 A 2| X|0f| HZ5H= AFF A30,

21LE 100G O|C{Ll FIEE AHES
AFF C30 K= AFF C60 A|AEI0] A|0| =2 HZ38H7| 2l8t S

®

o] Lg0oM=
zagct
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82

Z o E st AESHC

HESH| ?l5 =&

40{| 2ZLE 100G O|HHll FHET}




Controllers connecting switch-attached shelves
AFF €30 (100G Cluster/HA)
Switch AFF C60 (100G Cluster/HA
:;n Port Use AFF A30 (100G Cluster/HA) { uster/HA)
IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2

1. MetroCluster 1, eda edb eda edb
2 Local Cluster interface eda edb eda edb
3 MetroCluster 2, eda edb eda edb
4 Local Cluster interface eda edb eda edh
5 NSM-1, e0a NSM-1, eOb NSM-1, e0Oa NSM-1, e0b

Storage shelf 1 (9)
6 NSM-2, e0a NSM-2, e0Ob NSM-2, e0a NSM-2, e0b
4 15, Lol Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, ela e2b ela e2b
10 MetroCluster interface ela e2b ela e2b
1% MetroCluster 2, eZa e2b ela e2h
12 MetroCluster interface ela e2b ela e2b
iz ISL MetroCluster,
15 native speed 40G / 100G ISL, MetroCluster ISL, MetraCluster
e breakout mode 10G / 25G
17 MetroCluster 1, e 5T iia i
18 Ethernet Storage Interface
19 MetraCluster 2

; eda e3b e3a e3b

20 Ethernet Storage Interface
21 Storage shelf 2 (8) NSM-1, e0a NSM-1, eOb MNSM-1, e0a MNSM-1, eOb
22 8 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
;i Storage shelf 3 (7)
25
6 Storage shelf 4 (6)
27

Storage shelf 5 (5
28 g (5)
28

St helf & (4
20 orage shelf 6 (4)
g; Storage shelf 7 (3)
33 g NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, eOb
34 e NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
35 R — NSM-1, e0Da NSM-1, eOb NSM-1, e0a NSM-1, eOb
36 B NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b

NS224 AEZ|X| ZHE ZE 2 HZASH= Cisco 9336C-FX2 AR X|(OE 2)

ALQX| HZ NSS24 2 I E Cisco 9336C-FX2 A2|X[0f| 2Z3H= AFF A320, AFF C400, ASA C400, AFF A400
EE= ASA A400 A[AE ﬂIOIE% HEol7| 2let 2UE ZE 2= HELICH



Controllers connecting switch-attached shelves

. AFF C400 AFF A400
S Port Use AFFA320 ASA C400 ASA A400
Port
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2

1 Metroclus.ter L e0a e0d eOc e0d e3a e3b

2 Local Cluster interface

3 MetroCIuslter 2 ela e0d eOc e0d e3a e3b

4 Local Cluster interface

5 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, e0b
Storage shelf 1 (9)

6 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

/ IS_L' Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster

8 native speed / 100G

9 MetroCIuslter L e0g e0h ela elb ela elb

10 MetroCluster interface

11 MetroCIus.ter 2 elg e0h ela elb ela elb

12 MetroCluster interface

13. ISL MetroCluster,

Py native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster 1SL, MetroCluster

P breakout mode 10G / 25G

17 MetroCluster 1

’ 0 of 4, 4b / e5b O 0d / e5b

18 Ethernet Storage Interface eve € esa edb/e ese e0d/e

19 MetroCluster 2,

20 Ethernet Storage Interface e0c eof eda e4b / e5b elc e0d / e5b

21 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, e0b
Storage shelf 2 (8)

22 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

23 NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 2 (7)

24 NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b

25 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, e0b
Storage shelf 4 (6)

26 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

27 Storage shelf 5 (5) NSM-1, e0a NSM-1, eOb

28 NSM-2, e0a NSM-2, e0b

29 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, e0b
Storage shelf 6 (4)

30 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

31 NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 7 (3)

32 NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b

33 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, e0b
Storage shelf 8 (2)

34 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

35 NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 9 (1)

36 NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b

NS224 AE2|X| ZHE RE gt

AQ|X| HZ NSS24 &I E Cisco 9336C-FX2 £2[X[0f| HZdt= AFF A50 A|2E0f| #[0]=S HESH| 2l
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Controllers connecting switch-attached shelves

Switch Port U AFF A50
ort Use
Port
IP Switch x 1 | IP Switch x 2
1 MetroCluster 1, eda edb
2 Local Cluster interface eda edb
3 MetroCluster 2, eda edb
- Local Cluster interface eda edb
5 Storage shelf 1 (9) NSM-1, e0a NSM-1, eOb
6 NSM-2, e0a NSM-2, e0b
7 iS_L, Local Cluster ISL Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b
10 MetroCluster interface ela e2b
11 MetroCluster 2, e2a e2b
12 MetroCluster interface e2a e2b
13
TA ISL MetroCluster,
e native speed 40G / 100G ISL, MetroCluster
s breakout mode 10G / 25G
17 MetroCluster 1, o e3b
18 Ethernet Storage Interface
19 troClust
MetroCluster 2, e3a e3b
20 Ethernet Storage Interface
2% Storage shelf 2 (8) NSM-1, e0a NSM-1, e0b
22 NSM-2, e0a NSM-2, eOb
23 Storage shelf 3 (7) NSM-1, e0a NSM-1, eOb
24 NSM-2, e0a NSM-2, eOb
25 NSM-1, e0a NSM-1, eOb
St helf 4 (6 : :
26 orags e 40 NSM-2, e0a NSM-2, e0b
27
Storage shelf 5 (5)
28
29 NSM-1, e0a NSM-1, eOb
Storage shelf 6 (4 3 >
30 ¢ @ NSM-2, e0a NSM-2, e0b
31 NSM-1, e0a NSM-1, eOb
32 Formgenetty &) NSM-2, e0a NSM-2, e0b
33 NSM-1, e0 NSM-1, eOb
Storage shelf 8 (2) e €
34 NSM-2, eDa NSM-2, eOb
35 NSM-1, e NSM- Ob
Storage shelf 9 (1) A 28
36 NSM-2, e0a NSM-2, eOb
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NS224 AEZ|X| ZHE ZE 2 HZESH= Cisco 9336C-FX2 A X|(OE 4)

A QX HE NSS24 €I E Cisco 9336C-FX2 A 2| X|0f| HZ&SH= AFF A700, AFF C800, ASA C800, AFF A800,
AFF A900 £= ASAA900 AAHIO| A O|22 HESHY| It EE1E T E oS HERIL|CH

Controllers connecting switch-attached shelves
AFF C800
X AFF AS00
Switch Port Use AFF A700 ASA C800 ASA ASDO
Port AFF ABOD
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x 2 IP_Switch_x_1 IP_Switch_x_2
1 MetroCIus.ter 1, eda ede / e8a e0a ela eda edble) / e8a
2 Local Cluster interface Note 1
3 MetroCIus.ter 2, ca ede / e8a c0a ela c4a edb(e) / e8a
4 Local Cluster interface Note 1
5 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eDb NSM-1, eDa NSM-1, eDb
Storage shelf 1 (9)
6 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eDb NSM-2, eDa NSM-2, eDb
/ IS_L’ Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
El MetroCIus_ter L e5a e5b e0b elb e5b e7b
10 MetroCluster interface
11 MetroCIus_ter Z e5a e5b e0b elb e5b e7b
12 MetroCluster interface
ii ISL MetroCluster,
s native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
6 breakout mode 10G / 25G
17 i i
MetroCluster 1, e3a e3b/e7b 54 eSb / e3b e3a (opt!on 1) e3b l[optlf:m 1)
18 Ethernet Storage Interface e2a [option 2) | el10b (option 2)
10 - -
MetroCluster 2, e3a e3b/e7b e5a eSb / e3b e3a (opt!on 1) e3b {optl.on 1)
20 Ethernet Storage Interface e2a (option 2) | el10b (option 2)
21 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eDb
Storage shelf 2 (8)
22 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eDb NSM-2, eDa NSM-2, eDb
23 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eDb NSM-1, eDa NSM-1, eDb
Storage shelf 3 (7)
24 NSM-2, eDa NSM-2, eOb NSM-2, eOa NSM-2, eOb NSM-2, eDa NSM-2, eOb
25 NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 4 (6)
26 NSM-2, eDa NSM-2, eOb NSM-2, eOa NSM-2, eOb NSM-2, eDa NSM-2, eOb
27 NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 5 (5)
28 NSM-2, eDa NSM-2, eOb NSM-2, eDa NSM-2, eOb NSM-2, eDa NSM-2, eOb
29 NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb NSM-1, eDa NSM-1, eOb
Storage shelf 6 (4)
30 NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb NSM-2, eDa NSM-2, eOb
31 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb
Storage shelf 7 (3)
32 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb
33 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb
Storage shelf 8 (2)
34 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb
35 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
Storage shelf 9 (1)
36 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb
EH11 1: X91440A O{HE{(40Gbps)E AHESH= B2 4a % ede EE= eda U e8aE AFEELICE X91153A
O{HE{(100Gbps)ZE Al2St= 2R ZE ed4a Y edb = eda Y eSaE AtggfLCt.

NS224 AEZ|X| ZHE ZE 2 HZS= Cisco 9336C-FX2 A2 X|(OE 5)

AQ|K| HZA NSS24 2T E Cisco 9336C-FX2 A 2| X|0f| HZSH= AFF A70, AFF C80, AFF A90 EE&= AFF A1K
AIJ\E-II()-" ;1|o|'='° °=|7E:’o|-7| _|_|'ﬂ- %E IE oHZ.I-o 7-|Eo|'|__||_'_|-
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Controllers connecting switch-attached shelves
Switch AFF A70 AFF C80 AFF A90 AFF A1K
P Port Use
IP_Switch_x_1 IP_Switch_x 2 IP_Switch x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch x 2 IP_Switch x_1 IP_Switch_x_2
= MetroCIus‘tter L ela e7a ela e7a ela e7a ela e7a
2 Local Cluster interface
8 MetroCIus_ter % ela e7a ela e7a ela e7a ela e’/a
4 Local Cluster interface
5 Sisrage ke i NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
6 g NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb
7 ISL, Local Clust
L OeatEL el ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
2 MetroCIus.ter 1, e2a e2b e2a e2b e2b e3b e2b e3b
10 MetroCluster interface
1 MetroCIus_ter 2 e2a e2b e2a e2b e2b e3b e2b e3b
12 MetroCluster interface
13
i ISL MetroCluster,
15 native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
i breakout mode 10G / 25G
e8a (option 1) e8b (option 1)
7} i i
MetroCluster 1 e8a (option 1) e8b (option 1) e8a (option 1) e8b (option 1) e8a (option 1) e8b (option 1) elgoa (lopt::.on 2;) elibb((opt;.on Z;)
it ella (option 2) | ellb (option2) | ella(option2) | ellb (option2) | ella (option2) | ellb (option 2) £alop !on € op !on
Ethernet Storage Interface . ) . . . X ella (option4) | ellb (option 4)
e8b (option 3) ella (option 3) e8b (option 3) ella (option 3) €8b (option 3) ella (option 3) . 2
18 e8b (option 5) e9a (option 5)
e10b (option 6) ella (option 6)
e8a (option 1) e8h (option 1)
19 9 tion 2 9b tion 2
e8a (option 1) e8b (option 1) e8a (option 1) e8b (option 1) eB8a (option 1) e8b (option 1) =95 (op I,Dn ) e9b (op |.on )
MetroCluster 2, . . . . . ) el10a (option 3) | el0b (option 3)
ella (option 2) | ellb (option2) | ella(option2) | ellb (option2) | ella (option2) | ellb (option 2) . "
Ethernet Storage Interface . . ) . . X ella (option4) | ellb (option 4)
e8b (option 3) ella (option 3) e8b (option 3) ella (option 3) e8b (option 3) ella (option 3) ” 5
20 e8b (option 5) e9a (option 5)
e10b (option 6) ella (option 6)
21 storage shelf 2 (8] NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, e0b
22 B NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb
23 R —— NSM-1, eDa NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, ea NSM-1, eOb NSM-1, e0a NSM-1, eOb
24 8 NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
25 T —— NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
26 a NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb
27 Storage shelf 5 (5) NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb
28 g NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
29 Sisrage bl () NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
30 g NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb
31 S NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
32 8 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
33 — NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
34 - NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb
35 —— NSM-1, eDa NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
36 E NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
= (o] A £ =2 AS (o] X=2
AEE2{Jt AQIX| HZ NS224 HITE HAZAGHK| A3

I oIt
= A0

AFF A150, ASAA150
FAS2750, AFF A220

AFF A20

FAS500f AFF C250, ASA

E HZOHHAIR

C250 AFF A250, ASA

A250

X| ¢ NS224 &m0 HAZEX|

AOIE HE B ALE

Cisco 9336C-FX2 A|X|7F NS224 AE2|X]

6)

Cisco 9336C-FX2 A9|X|7} NS224 AEE|X|

7)

Cisco 9336C-FX2 AQ|X|7} NS224 AEE|X|
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SUS A0lE HE & ALE...
F

C30, AFF A30 FAS50 2= B 25G(1E 9a) 2= 100G(2E 9b) 0|l FIEE ArRSH=X| of 2oj| w2}

AF
AFF C60 CHELICE

* Cisco 9336C-FX2 AQ|X|7t NS224 AEE|X| EEE T E TS HAGHK| &2

(1= 9a)
* Cisco 9336C-FX2 AQ|X|7} NS224 AEE|X| EHE T E Sctg HASHK| 2
(3 9b)
FAS8200, AFF A300 Cisco 9336C-FX2 AQ|X|7F NS224 AE2|X| ZSHE ZE TS AZSHK| AS(AE

10)

AFF A320 FAS8300, AFF  Cisco 9336C-FX2 A9|X[7F NS224 AER|X| 2HE ZE L2 HESH| tS(OE
C400, ASA C400, 11)

FAS8700 AFF A400, ASA

A400

AFF A50 & & X8I A|2  Cisco 9336C-FX2 ARIX|7F NS224 AE2[X| ESE ZE o2 HESH| A2 (A&
12)

FAS9000, AFF A700 AFF  Cisco 9336C-FX2 AQIX|7t NS224 AE2|X| EE T E gets HZSHK| 23 E
C800, ASA C800, AFF 13)

A800, ASA A800

FAS9500, AFF A900, ASA

A900 EHXf

FAS70, AFF A70 AFF C80 Cisco 9336C-FX2 AQ|X|7F NS224 AEZ|X|
FAS90, AFF A90 AFF 14)
A1K

mln
Hi
Im
9'1-
n
o
re
MY
Ot
Ral
52
0jo
|
e[

Cisco 9336C-FX2 2%[X|7t NS224 AEE|X| EE ZE LS HESHX| %Z(2E 6)

AQIK| HZE NSS24 HILE Cisco 9336C-FX2 AL/ X|0| HZASHX| k= AFF A150, ASAA150, FAS2750 EE= AFF
A220 A|AHI AO|E2 HESH | fItt FHE ZE 22 4
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Controllers not connecting switch-attached shelves
AFF A150
ASA A150
Switch
Port Use FAS2750
Port
AFF A220
IF Switch x 1 IP_Switch x 2
1-6 Unused disabled
7 ISL, L | Clust
otalLiuster I5L, Local Cluster
8 native speed / 100G
9?’;14 MetroCluster 1, e03 diEELlEd 20b
_ Shared Cluster and MetroCluster
10/1 e e0a | e0b
10/2-4 disabled
11;’;14 MetroCluster 2, e0a diEELlEd e0b
_ Shared Cluster and MetroCluster
12/1 e e0a | e0b
12/2-4 disabled
ii ISL MetraCluster,
e native speed 40G / 100G I5L, MetroCluster
" breakout mode 10G [ 255
17-36 Unused disabled

Cisco 9336C-FX2 A2|X|7} NS224 AE2|X| EHE LE oS HESHK EZ(AET7)
of oAS

AQ|X| HZE NSS24 &L E Cisco 9336C-FX2 22| X[0f] HZBHX| 2= AFF A20 A|AR0| #[0] =S HED
SUZ ZE LS @E%*LIEL

o

—Ho



Controllers not connecting switch-attached shelves

Switch AFF A20
Poit Port Use
IP_Switch x 1 IP_Switch_x 2
11 e2a eda
i/2-a MetroCluster 1, disabled
2/1 Local Cluster interface ela | eda
2/2-4 disabled
3/1 e2a | eda
3f2-a MetroCluster 2, disabled
4/1 Local Cluster interface ela | eda
a/2-4 disabled
5-6 Unused disabled
7 I5L, Local Cluster ISL, Local Cluster
8 native speed / 100G
9/1 e2b | edh
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface e2h | edb
10/2-4 disabled
11/1 e2h | e4h
11/2-4 MetroCluster 2, disabled
i2/1 MetroCluster interface e2b | edb
12/2-4 disabled
1 ISL MetroCluster,
s native speed 40G / 100G ISL, MetroCluster
:Z breakout mode 106G / 25G
17-36 Unused disabled
Cisco 9336C-FX2 A9|X|7I NS224 AEZ|X| SHZ XE LS HESHX| 42(2E 8)

AQ|KX| HZ NSS24 I E Cisco 9336C-FX2 A2|X|0f| HZSIX| 4= FAS500f, AFF C250, ASA C250, AFF A250
CE= ASAA250 A|AEIOf 91|0|E S HZSt7| 93t SME ZE Sets HESILCL
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Controllers not connecting switch-attached shelves
FASS00f
AFF C250
Switch
Port Use ASA €250
Port AFF A250
ASA A250
IP_Switch x 1 IP_ Switch x 2
1-6 Unused disabled
7 ISL, L | Clust
» Local Liuster ISL, Local Cluster
8 native speed / 100G
9?’;14 MetroCluster 1, eoc i |b| r e0d
- isable
Shared Cluster and MetroCluster
10/1 e e0c | 20d
10/2-4 disabled
11;’;14 MetroCluster 2, eoc i |b| r e0d
- isable
Shared Cluster and MetroCluster
12/1 e e0c | 20d
12/2-4 disabled
E I5L MetroCluster,
1 native speed 40G / 100G I5L, MetroCluster
5 breakout mode 106G / 256G
17-36 Unused disabled

Cisco 9336C-FX2 A2[X|7} NS224 AEZ|X|

AXE 25G O|C{ull FIEE AFESHH AKX HE NSS24
AFF C30, AFF C60 EE= FAS50 A|AEI0| AHo|E2 A

®

Iz

=2 ADO

O] 1Y0M= =22 Se{AE{ HA QIE{H[0] A

LRl

ZE

2
=

stCH
=

25| HZ(2E 9a)

isco 9336C-FX2 AL X|of| HASIX]|
BHE ZE oeh2 AESL|CH

HE

(o) 3=

LS 11—

AFF A30,

S5H7| QI8 &2 40| 4ZE 25G o|Hull 7} =7}
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Controllers not connecting switch-attached shelves
Switch AEFCH0/1256 Clusar/BA) FAS50 (256 Cluster/HA) AFF C60 (25G Cluster/HA)
e Port use AFF A30 (25G Cluster/HA)
IP_Switch x 1 IP_Switch x 2 IP Switch x 1 IP_Switch x 2 IP_Switch x 1 IP_Switch x 2
/1 eda edb eda edb eda edb
1/2-4 MetroCluster 1, disabled disabled disabled
2/1 Local Cluster interface eda ‘ edb eda | edb eda | edb
2/2-4 disabled disabled disabled
3/1 eda ‘ edb eda | edb eda | edb
3/2-4 MetroCluster 2, disabled disabled disabled
4/1 Local Cluster interface eda ‘ edb eda | edb eda | edb
4/2-4 disabled disabled disabled
5-6 Unused disabled disabled disabled
z IS_L’ Lol Clustas ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b e2a e2b e2a e2b
10 MetroCluster interface e2a e2b e2a e2b ela e2b
11, MetroCluster 2, ea e2b ea e2b ela e2b
12 MetroCluster interface e2a ezb e2a e2b e2a e2b
= ISL MetroCluster,
i: native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
6 breakout mode 10G / 25G
17-36 Unused disabled disabled disabled
Cisco 9336C-FX2 A2|X|7} NS224 AEZ|X]| ZE SIS AZHSHK| $EZS(3E 9b)

23X E 100G 0|4l 7t=
A30, AFF C30, AFF C60 EE= FAS50 A|AEd0]

£ Argstol

=
29K HE
I

=
NSS24 &
0

==

£ Cisco 9336C-FX2 A
Alo|E22 HASHY| 2Iot EHE ZE o3 AESLICE

SIX|0f| HZ

251K 24 AFF

O] 1Y0M= =22 S2{AE2F HA QIEH[0|AF HZADH| ?[dH £X 40 22 E 100G O|HH Ft=7t

®

zagct

Controllers not connecting switch-attached shelves
Switch Sl FAS50 (100G Cluster/HA) AFF C60 (100G Cluster/HA)
o Port use AFF A30 (100G Cluster/HA)
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
1 MetroCluster 1, eda edb eda edb eda edb
2 Local Cluster interface eda edb eda edb eda edb
3 MetroCluster 2, eda edb eda edb eda edb
4 Local Cluster interface eda edb eda edb eda edb
5-6 Unused disabled disabled disabled
z IS_L’ g ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, ela e2b ela e2b ela e2b
10 MetroCluster interface e2a ezb e2a e2b e2a e2b
11 MetroCluster 2, eZa ezb e2a e2b eZa e2b
12 MetroCluster interface e2a e2b e2a e2b e2a e2b
= ISL MetroCluster,
1: native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
7 breakout mode 10G / 25G
17-36 Unused disabled disabled disabled

Cisco 9336C-FX2 A%|X|7f NS224 AEZ|X| SHE

A QK| HE NSS24 2O E Cisco 9336C-FX2 A%
AHASH| 2ot E2AHE EE ggs dESLICL
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Controllers not connecting switch-attached shelves
Switch FAS8200
Port Port Use AFF A300
IP_Switch x 1 IP_Switch x 2
1/1 ela alb
1/2-4 MetroCluster 1, disabled
2{1 Local Cluster interface ela | elb
2/2-4 disabled
3/1 e0a | e0b
3/2-4 MetroCluster 2, disabled
a1 Local Cluster interface ela | elb
a/2-4 disabled
5-6 Unused disabled
7 I5L, Lacal Cluster ISL, Local Cluster
8 native speed / 100G
9/1 ela | elb
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface ela | elb
10/2-4 disabled
11/1 ela | elb
11/2-4 MetroCluster 2, disabled
12/1 MetroCluster interface ela | elb
12/2-4 disabled
13 ISL MetroCluster,
14 native speed 40G / 100G I5L, MetroCluster
E breakout mode 106G / 256G
17-36 Unused disabled

Cisco 9336C-FX2 A2|X|7} NS224 AEZ|X| EE XE &eh2 HASIX| AZ(AE 1)

A QK| HZE NSS24 €l E FAS8300 Cisco 9336C-FX2 A 2| X|0f| HZSIX| 2= AFF A320 ASA A400, FAS8700,
AFF C400 AFF A400, ASA C400 A|AHEIO| #[O|E2 HZSt7| It SEiE ZE g2 AETILICE
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Controllers not connecting switch-attached shelves
FAS8300
Switch AFF C400 AFF A400
oot Port Use GFFREAY ASA C400 ASA A40D
FAS8700
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
MetroCluster 1,
L etro us. er ela e0d elc e0d e3a e3b
2 Local Cluster interface
MetroCluster 2,
El etro us. er ela e0d elc e0d e3a e3b
4 Local Cluster interface
5-6 Unused disabled disabled disabled
! IS_L' Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
] native speed / 100G
9 MetroCIus.ter L elg eOh ela elb ela elb
10 MetroCluster interface
11 MEthIUS_ter 2 elg eOh ela elb ela elb
12 MetroCluster interface
ii ISL MetroCluster,
s native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
16 breakout mode 10G / 25G
17-36 Unused disabled disabled disabled
Cisco 9336C-FX2 A9|X|7 NS224 AE2|X| ZSHE TE LS HHsIX| AS(IE 12)
A = -‘- =H o k| =
AQIX| HZ NSS24 &I E Cisco 9336C-FX2 AQ|X|0f| HZESIK| %= AFF A50 A|AEIO| H0| 22 HASHY| Lot

SAZ ZE LTS EE%*LIEL

Controllers not connecting switch-attached shelves
Switch AFF AS0
Port Port use
IP_Switch x 1 IP_Switch x 2
1 MetroCluster 1, eda edb
2 Local Cluster interface eda edb
3 MetroCluster 2, eda edb
4 Local Cluster interface eda edb
3-6 Unused disabled
7 I5SL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b
10 MetroCluster interface e2a e2b
11 MetroCluster 2, e2a e2b
12 MetroCluster interface e2a e2b
13 I5L MetroCluster,
14 native speed 40G / 100G I5L, MetroCluster
1’2 breakout mode 10G f 256G
17-36 Unused disabled

Cisco 9336C-FX2 A 2| X|7I NS224 A E2|X|
AQ|X| HZA NSS24 €l TS ASA C800 Cisco 9336C-FX2

SUHE ZE TEts HE

25X
A 2/X[of A&

%2(2E 13)

LS 0a

ol
[

2ot

AB0, AFF A700, AFF C800, FAS9500, AFF A900 &= ASAA900 AlAEI0] H[0|22 A1 st7| 9t
s dEFLM
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Controllers not connecting switch-attached shelves
AFF C800 FASA500
Sk FAS9000 ASA C800 g —
Port Port Use AFF A700 AFF AB0O ASA A900
ASA AB00
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
1 Metm(_‘lus.ter 1, c4a ede / e8a c0a cla cla edble) / eBa
2 Local Cluster interface Note 1
3 MetroCIus:ter 2, c4a ede ] e8a <0a cla cla edble) / eBa
4 Local Cluster interface Note 1
5-6 Unused disabled disabled disabled
l IS_L' Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
] native speed / 100G
El MetroCIus-ter L e5a e5b e0b elb e5b e7b
10 MetroCluster interface
11 MetroCIus-ter 2 e5a e5b e0b elb e5b e7b
12 MetroCluster interface
ii ISL MetroCluster,
s native speed 40G / 100G ISL, MetroCluster I1SL, MetroCluster ISL, MetroCluster
16 breakout mode 10G / 25G
17-36 Unused disabled disabled disabled

10 1: X91440A O{HE{(40Gbps)E AtE25t= AR eda U

% ede EE=ed4a U

5! e8as AFETLICE X91153A

o1£HE1(100Gbps) A838t= AR IE eda U edb £= eda U e8as AF2ELICE.
Cisco 9336C-FX2 AQ|X|7I NS224 AE2|X| ZHE T E siets HASHK| US(IE 14)
A9|X| HZ NSS24 HI S Cisco 9336C-FX2 22| X|0f H&SHX| ¢hi= AFF A70, FAS70, AFF C80, FAS90, AFF
A90 K= AFF ATK A|AHIOf| AH|0|= 2 H &S| flct EHE ZE 2= AEFLICE
Controllers not connecting switch-attached shelves
Switch ) AFF C80 A0 AFF ALK
Port Port Use AFF A70 AFF A90
IP_Switch_x_1 IP_Switch_x 2 IP_Switch x 1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x 1 IP_Switch_x_2
1 MetroCIus-ter L ela e7a ela e7a ela e7a ela e7a
2 Local Cluster interface
3 MetroCIus_ter % ela e7a ela e7a ela e7a ela e7a
4 Local Cluster interface
5-6 Unused disabled disabled disabled disabled
7 IS_L' local Cllister ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
2 Metroclus.ter L e2a e2b e2a e2b e2b e3b e2b e3b
10 MetroCluster interface
o MetroCIus.ter 2 e2a e2b e2a e2b e2b e3db e2b e3b
12 MetroCluster interface
ii ISL MetroCluster,
5 native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
i breakout mode 10G / 25G
17-36 Unused disabled disabled disabled disabled
MetroCluster IP 1 40{A] Broadcom X|2 BES-53248 IP A2|X|0j| Ci?t EHE ZE otet
o o ol O] == =
MetroCluster IP 7 &0|M ZE A2 ALK 2 & EHZE R0 w2t CHEL|CE

74 HIO|S=S AHEdt7| Fof 2 1

* ZETHCHE AA ISL ZE(0: 10Gbps ISL ZEO| HZE

etS 2l A9AKIE

* MetroCluster FCOl|A| IP22| F
A EIL|CE

2 A E AESHYAIL.

25Gbps ZE)0M= ALK E AL & ASLICH
MElsH= EtZ ZHE0f| M2} CHS ZETL




Ty ZHE wE

FAS500f, AFF C250, ASA C250, AFF A250, ASAA250, FAS8300, AFF C400, I E 1.6, 10Gbps
ASA C400, AFF A400, ASA A400, EE= FAS8700 Z31Z S X|lgtL|Ct

FAS8200 5= AFF A300 23 ZE ZE 3-4 5! 9-12, 10Gbps
* Broadcom BES-53248 AQ|X|2 LM El AFF A320 A|AEIS QlH 7|58 X|U8HK| o2 4 Q&L|C}.

=Z 22 AH HZ0| 29|X|0f| HEZ|0{0F 5= P = 7|52 KX $ELILE oS S0 LS 719 &
Bxts X EX] &Lt

° 8- = MetroCluster T+
° MetroCluster FCH|IAM MetroCluster IP 7+ Q2 Fet
° 4 & MetroCluster IP 7t H|0|E(ONTAP 9.8 0|4

Ct2 EE A8t m2tof & #[0]2 HZ H|o|S22 ZF LIt

A A”IO| CHE3t 22 70|18 HZE HE ALE...

Z2...

AFF A150, ASAA150 Broadcom BES-53248 EHE ZE SH(IE 1)
FAS2750

AFF A220

FAS500f AFF C250, ASA  Broadcom BES-53248 Z2HZ T E stch1E 2)
C250 AFF A250, ASA

A250

AFF A20 £ & =35I8 A|2  Broadcom BES-53248 Z2HE ZE SO E 3)
AFF C30, AFF A30 FAS50 Broadcom BES-53248 Z21E ZE Sh(IE 4)
AFF C60

FAS8200, AFF A300 Broadcom BES-53248 Z21E T E SIth(IF 5)
AFF A320 Broadcom BES-53248 ZHE ZE (I E 6)
FAS8300 AFF C400, ASA Broadcom BES-53248 Z2HZ T E stch1E 7)

C400 AFF A400, ASA
A400 FAS8700

Broadcom BES-53248 Z21E ZE ¢2H(OE 1)

AFF A150, ASA A150, FAS2750 EE= AFF A220 A|AE!IS Broadcom BES-53248 A 2| X|0f| #|0|E22 HAS}Y|
ot ZESE XE oEh2 AESL|CH
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AFF A130
i ASA ALS0
Physical
Port use FAS2750
Port
AFF A220
IP_Switch x 1 IP_Switch x 2
1 MetroCluster 1, Shared Cluster and MetroCluster
ela elb
2 interface
3 MetroCluster 2, Shared Cluster and MetroCluster
ela elb
4 interface
5-3 Unused disabled
9 MetroCluster 3, Shared Cluster and MetroCluster
ela elb
10 interface
11 MetroCluster 4, Shared Cluster and MetroCluster
ela elb
12 interface
13
2 I5L, MetroCluster
e native speed ISL, MetroCluster
10G [/ 25G
16
.- Ports not licensed (17 - 54)
53 I15L, MetroCluster, native speed
P I5L, MetroCluster
54 40G [ 100G (Note 1)
55 ISL, Local Cluster
) I5L, Local Cluster
56 native speed / 100G

* H11: 0] ZES AEStHH 7t 2t0| M AT LT},

* & MetroCluster 7140| 523t S ES Ar25t= 2R NetAppe otLte] 140 tisi IF "MetroCluster 3"
MEHSID CHE A0 CHs 32 "MetroCluster 4"2 ’.‘_—.Of" 20| Z&LICH ESEO| LHE 2 A H 42
"MetroCluster 3" EE= "MetroCluster 4"E, & HIf 142 "MetroCluster 1" EE= "MetroCluster 2"E MEHSHOf

L.

SF

Broadcom BES-53248 S E X E SH(OE 2)

FAS500f, AFF C250, ASA C250, AFF A250 EE= ASAA250 A|AEIS

HZSH| 9l BME ZE S22 HESLICL

Broadcom BES-53248 Ag|X|0f| #o|E2=2
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FASS00f
AFF C250
Physical ASA C250
Port use
Port AFF A250
ASA A250
IP_Switch x 1 IP_Switch x 2
1-4 Unused disabled
5 MetroCluster 1, Shared Cluster and MetroCluster
i elc eld
6 interface
7 MetroCluster 2, Shared Cluster and MetroCluster
i elc e0d
a interface
g MetroCluster 3, Shared Cluster and MetroCluster
i elc eld
10 interface
11 MetroCluster 4, Shared Cluster and MetroCluster
i elc eld
12 interface
fl I15L, MetroCluster
e native speed I5L, MetroCluster
105 /256G
16
. Ports not licensed (17 - 54)
53 ISL, MetroCluster, native speed ISL, MetroCluster
54 40G / 100G (Note 1)
55 ISL, Local Cluster ISL, Local Cluster
56 native speed / 100G

* H111: 0| ZES AEStAH 7t 2t0| M AT LT},

* & MetroCluster 7140 St ZSES ALE8t= 22 NetAppe StLEe| 7240 Cisi & "MetroCluster 3"
MElstT CHE 40 CHsl & "MetroCluster 4"E ME{SH= Z10| ZE&LICH SHEO| CHE E2 A HI 142
"MetroCluster 3" EE= "MetroCluster 4"E, & HI 142 "MetroCluster 1" EE= "MetroCluster 2"E MEHSHOf
sHL|Ct
= .

Broadcom BES-53248 ZE ZE €(1F 3)

AFF A20 A|AHIZ Broadcom BES-53248 A2|X[0f| AO|2 2 HZsI7| flet SE X E oS HETL|CH
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Physical AFF A20
Pﬁrt Port use
s)
IP_Switch x 1 IP_Switch x 2
; MetroCluster 1, Local Cluster interface e2a eda
3 ;
a MetroCluster 2, Local Cluster interface ela eda
5 .
5 MetraCluster 1, MetroCluster interface e2b edb
7 ’
8 MetraCluster 2, MetroCluster interface e?b edb
9-12 Unused disabled
13
14 ISL, MetroCluster
15 native speed I1SL, MetroCluster
10G / 25G
16 B :
17 MetroCluster 3, Local Cluster interface
ela eda
18 (note 1)
19 MetroCluster 3, MetroCluster interface
elb edb
20 {note 1)
21 MetroCluster 4, Local Cluster interface
ela eda
22 (note 1)
23 MetroCluster 4, MetroCluster interface s b
24 (note 1)
- Ports not licensed (25 - 54}
53 ISL, MetroCluster, native speed
p ' ; ISL, MetroCluster
54 40G / 100G (note 1) '
55 ISL, L | Clust
il S ISL, Local Cluster
56 native speed / 100G

* H11: 0] ZEE AEotE 7t 2fo| M AT HEfL| T},

e

I_I

Broadcom BES-53248 ZHE T E

4EE 25G 0| Ft=EE AHESHO] AF
AQX|of| AIO|E2 HESH= EHE X

(

F A30,
E 3t

.h
~

AFF C30, AFF C60 == FAS50 A|AEIZS Broadcom BES-53248
£ dEgurct

* O] FH0M= 2Z S2{AE 2 HA QIE|HO|A S AEDE| 2ol &F 40| 4XE 25G 0|l

@ |.|:7|. J:Ll_g_ol-[_||j_|.
* O] M0l M= 25Gbps UEXZ £ E X[AstHH ZHEER{2| 7t=0l QSFP-SFP+ O{RIE{7}
HgtL|C]
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AFF C30 (25G Cluster/HA
Physical ( sterfiin) FASS0 (25G Cluster/HA) AFF C60 (256G Cluster/HA)
it Port use AFF A30 (25G Cluster/HA)
o
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
; MetroCluster 1, Local Cluster interface eda edb eda edb eda edb
i MetroCluster 2, Local Cluster interface eda e4b eda edb eda edb
5 F
E MetroCluster 1, MetroCluster interface e2a e2b e2a e2b e2a e2b
Z} MetroCluster 2, MetroCluster interface e2a e2b e2a e2b e2a e2b
9-12 Unused disabled disabled disabled
13
7 ISL, MetroCluster
= native speed ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
10G / 25G

16
17 MetroCluster 3, Local Cluster interf;

etroCluster 3, Local Cluster interface el edb o ok e odif
18 (note 1)
19 MetroCluster 3, MetroCluster interf:

etroCluster 3, MetroCluster interface Fa e2b . e2b o e2b
20 (note 1)
21 MetroCluster 4, Local Cluster interf;

etroCluster 4, Local Cluster interface e elb . i elia 2
22 (note 1)
23 MetroCluster 4, MetroCluster interf:

etroCluster 4, MetroCluster interface s &7h _— — o7 ok
24 (note 1)
" Ports not licensed (25 - 54)
= ISiIdetoClister; native spéed ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
54 40G / 100G (note 1)
55 ISL, Local Clust

- aalCster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster

56 native speed / 100G

* H11: 0| ZES AEStAH 7t 2to| AT BT},

Broadcom BES-53248 Z2E X E (O E 5)
FAS8200 EE= AFF A300 A|AE!IS Broadcom BES-53248 AQ|X|0]| 0|22 HZSIY| Qo ZHE X E &Etg
AELICE
FASE200
Physical
Port use AFF A300
Port
IP_Switch x 1 IF Switch x 2
1
5 MetroCluster 1, Local Cluster interface ela elb
3
2 MetroCluster 2, Local Cluster interface ela elb
5 MetroCluster 1,
etroCluster elg c1b
6 MetroCluster interface
7 MetroCluster 2,
etroCluster elg c1b
a3 MetroCluster interface
9-12 Unused disabled
13
2 I5L, MetroCluster
e native speed I5L, MetroCluster
106G [/ 25G
16
Ports not licensed (17 - 54)
53 ISL, MetroCluster, nati d
etroLluster, native spee ISL, MetroCluster
54 40G / 100G (note 1)
55 ISL, L | Clust
) otaliiuster I5L, Local Cluster
56 native speed / 100G
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* H11: 0] ZEE AEOtE 7t 2fo| M AT HREfL| T,

Broadcom BES-53248 Z21E X E (& 6)

AFF A320 A|ABRIS Broadcom BES-53248 A 2| X|0f| 70|22 HZASIY| flot EHE ZE &2 AESLICL
Physi
ysical Port use AFF A320
Fort IP_Switch x 1 IP_Switch x 2
1-12 Ports not used (Note 2) disabled
13
2 I5L, MetroCluster
e native speed ISL, MetroCluster
106G/ 256G
16
“ Ports not licensed (17 - 54)
53 I5L, MetroCluster, native speed
P ISL, MetroCluster
54 40G / 100G (see Note 1)
55 MetroCluster 1, MetroCluster interface
elg elh
56 (Note 2)
* 1 1: 0| ZEE AESIHHTE F7} 2to| AT HestL|Ct,
* &1 2: AFF A320 A|ARIE AtESHE THY 4-1E MetroClustert A2 X|0f] HZE 4= UELICE.

AQQK| EHAEII LT 7|52 O] RAO|A K| K| K| 2ELICE MetroCluster FCO|A| IP22| FHet 8l 7|&
A|O|E HEAFIF EHEIL|CE.

Broadcom BES-53248 Z2E X E 2N F 7)

FAS8300, AFF C400, ASA C400, AFF A400, ASAA400, H|0|= HZS et EHE L E et HE E= FAS8700
A AEI0| A Broadcom BES-53248 A Q| X| 2 00| 1gj|o|MgtL|C}.

FASE300
_ AFF C400 AFF A400
Physical
port Port use ASA CADD ASA A400
fol
FASET00
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x 1 IP_Switch_x 2
1-12 Ports not used (see Note 2} disabled disabled
13
” ISL, MetroCluster
s native speed ISL, MetroCluster IS5L, MetroCluster
10G [ 25G
16
. Ports not licensed (17 - 48)
49 MetroCluster 5, Local Cluster interface
elc edd e3a e3b
50 (Note 1)
51 MetroCluster 5, MetroCluster interface ola 1b 12 c1b
52 (Note 1)
33 ISL, MetroCluster, native speed ISL, MetroCluster ISL, MetroCluster
54 40G / 100G (Note 1)
== ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
56 native speed / 100G

* H11: 0| ZES AEStAH 7t 2to| AT LT},

i
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* X1 2: AFF A320 A|AEIS AMESHE THY 4-'-E MetroCluster2t AQ|X|0f] HZAE 4= Q&L|C.
AQIK| 22{AETF HRSH 7|52 0| LAl XIYE|X| 4&LICH MetroCluster FCOIM IP22] FgH 8! 7|=
RIG(O|E ®APIt BtEILICE.

MetroCluster IP T1A30{ A{ NVIDIA X2l SN2100 IP A 9| X|0l| T3t ZHE T E Stet
MetroCluster IP M0|M ZE AFE2 AQ(X| 2& 5l ZSHE QA w2t CHSLICEH
T HO|22 AFESH| FO| CHS 112 AFE S HESHUA|L.

* 8..E = 2719 4. E MetroCluster 7t8S HZSI2{™ ONTAP 9.14.1 0|4+ 8! RCF I} HHF 2.00 0| AH0]
LQBtL|Ct.

@ RCF It M e mtel S MMst= o AF2E|= RCFfilegenerator =72 X1t CHEL|CH o2
=0 RCFfilegenerator v1.6cE At&350{ RCF It KT 2.002 Mg 4 USLICH

* 042 MetroCluster 40| 0|22 HZSt= B2 Y HE MEHYUA L. E SH CISt Z&LICH

° AFF A700 R82| 4. E MetroCluster 7+ 270 E #H|0|2 2 HZTH AR A HI MetroClusters
"MetroCluster 1"2 HZ38t1 & HM| MetroClusterS AFF A700 E0| A "MetroCluster 2"2 HZSIL|CT,

ZE 13 % 14 40Gbps X 100GbpsE X|@lot= 7|2 £ 2E £ 4 x 25Gbps &£ 4 x 10Gbps

@ XS I3t Hej|0|30t2 REO|M AEY 4 JUSLICL 7|2 £ ZEE AI8%t= %49 IE 133
142 HEA|E/L|C} 230|302 2 E(4x25Gbps EE= 4x10Gbps)E AE5t= 2R ZE 13s0-3 &
14s0-32 2 HA|ElL|C}

ChE MdoM= 22[H A0l= HZ 70

CHol dHotL|Ct & XS = QEL|CH "RefFileGenerator £
HZESHUAIR" AH|o|2 HZ0| CHSt XtM|TH LHE2 S % Al

TH0l| St SHHE 70|12 A2 BE MEPILICH

Ct2 EE A8t m2tof & #[0]2 HZ H|o|22 ZFEHLIC

A AHIO| CH23t 2 70|= HZ H ALE...

Ho

OTT sns

AFF A150, ASA A150 NVIDIA SN2100 ZHE ZE Seh(aE 1)

500f= MAEeL|Ct
AFF C250, ASA C250

AFF A250, ASA A250

AFF A20 & &Z8HMAI2  NVIDIASN2100 ZZE T E SEHIE 2)
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A AHEIO| ChE 2t 2
7;ic>---

AFF C30, AFF A30 FASS50 [MZ& HE= 25G(1

AFF C60

2o

—

A0|= AE E ALE...

3a

i

CHELICE

* NVIDIA SN2100 =3t
* NVIDIA SN2100 =3H

FAS8300 AFF C400, ASA NVIDIA SN2100 ZaHZ
C400 AFF A400, ASA

A400 FAS8700 FAS9000,

AFF A700

AFF A50 £ £tESHMAI2  NVIDIA SN2100 Z2HE
AFF C800, ASA C800 NVIDIA SN2100 Z&H
AFF A800, ASA A800

FAS9500 AFF A900, ASA

A900

FAS70, AFF A70 AFF C80 NVIDIA SN2100 ZEiZE

FAS90, AFF A90 AFF

A1K

NVIDIA SN2100

ZZojI
= A0

ZE SHAE1)

2
-

=

a) = 100G(2

HE ZE

il
=XE

IE ‘<'>‘H:|'(_l

TE

£ 3a-25G)
EHE 3b-100G)

3b) O|H A Ft=

£ AHEdt=X] 620 2t

AFF A150, ASA A150, FAS500f, AFF C250, ASA C250, AFF A250 SE= ASA A250 A|AEI0f| Al NVIDIA SN2100

A9X2 HE:

FASS00F
) AFF A150 AFF €250
Switch Port use ASA A150 ASAC250
Port AFF A250
ASA A2S0
IP_Switch x 1 | IP_Switch x 2 | IP_Switch x 1 | IP_Switch_x 2
1-6 Unused disabled disabled
7s0 elc | el0d elc | edd
751-3 MetroCluster 1, disabled disabled
8s0 Shared Cluster and MetroCluster interface elc | e0d elc | edd
8s51-3 disabled disabled
9s0 elc | eld elc | eld
951-3 MetroCluster 2, disabled disabled
10s0 Shared Cluster and MetroCluster interface alc | eld e0c | end
1051-3 disabled disabled
11s0 elc | eld elc | edd
11s1-3 MetroCluster 3, disabled disabled
12s0 Shared Cluster and MetroCluster interface elc | eld elc | edd
1251-3 disabled disabled
13/1350-3 MetroCluster ISL I15L, MetroCluster I5L, MetroCluster
14/ 14s0-3 40/100G or 4%x25G or 4x10G
S ISL, Local Cluster ISL, Local Cluster I5L, Local Cluster
16 100G
NVIDIA SN2100 S E ZE &l ( £2)

AFF A20 A|ABIS NVIDIA SN210

A2|X|0f A0l ==

o
rot
MlH

17

HZsH|

ot
il
o
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Switch AFF A20
Port use -
Port IP_Switch _x_1 IP_Switch _x_2
1s0 ela eda
51s1-3 MetroCluster 1, disabled
2s0 Local Cluster interface ela | eda
251-3 disabled
3s0 ela | eda
3s1-3 MetroCluster 2, disabled
4s0 Local Cluster interface ela | eda
4s1-3 disabled
5s0 ela | eda
Es1-3 MetroCluster 3, disabled
650 Local Cluster interface e2a | eda
Bs1-3 disabled
7 MetroCluster 1,
8 MetroCluster interface e2b ¢Ab
g9 MetrnCIus_ter 2 a7b silF
10 MetroeCluster interface
11 MetroCIus_ter 3, e3b edb
12 MetroCluster interface
13/ 13s50-3 MetroCluster ISL
14/ 1450-3 40/100G or 4x25G or 4x10G ', Metrotieer
12 13 LB:;;SUSEF I5L, Local Cluster

0 >

30, AFF C30, AFF C60 = FAS50 A|AEIS NVIDIA SN2100 29/ X[0f

=
4ZE 25G 0|C{Hl FH=2 ASBHo] AFF
1 ZE He AEgL,

Aol==2 AHZ5HY| -rIP_f Ei

@ o YoMz 22 S AE 2t HA QIE{TH|0[AE HZSHY| floll &F 401 42LE 25G O|H{4ll FH=7F
zagct.
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Switch BFE 30256 Cluster/HA) FAS50 (256G Cluster/HA) AFE C60 (25G Cluster/HA)
et Port use AFF A30 (25G Cluster/HA)
IP_Switch x_1 IP_Switch_x 2 IP_Switch x 1 IP_Switch x 2 IP_Switch x 1 IP_Switch x 2
1s0 eda edb eda edb eda edb
s1s1-3 MetroCluster 1, disabled disabled disabled
250 Local Cluster interface eda ‘ edb eda | edh eda | edb
2s51-3 disabled disabled disabled
3s0 eda ‘ edb eda | edb eda | edb
3s1-3 MetroCluster 2, disabled disabled disabled
4s0 Local Cluster interface eda ‘ edb eda | edb eda | edb
4s1-3 disabled disabled disabled
5s0 eda ‘ edb eda | edb eda | edb
5s1-3 MetroCluster 3, disabled disabled disabled
6s0 Local Cluster interface eda ‘ edb eda | edb eda | edb
651-3 disabled disabled disabled
! MetroCIus-ter . e2a e2b e2a e2b e2a e2b
8 MetroCluster interface
2 MetroCIus.ter 2 e2a e2b e2a e2b e2a e2b
10 MetroCluster interface
12 MetroCIusFer 3 e2a e2b e2a e2b e2a e2b
12 MetroCluster interface
/B0 MEEGARELERISt ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
14 / 14s0-3 40/100G or 4x25G or 4x10G
15 [ELglnes) Ciger ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
16 100G

NVIDIA SN2100 =24

2ZE 100G 0|{ul r =
ALK AHO|l2E2 A

®

JERLRE
masHct,

ZEE YOS
CE A

2Z SHAEQ HA QIEHO|AE HE

2ot floll 2%

AtE2310{ AFF A30, AFF C30, AFF C60 EE= FAS50 A|AEIS NVIDIA SN2100
Zol7| ?lot S E ZE g2 AESL| O

2 40{| 2Z£E 100G O|HH! 7tET}

Switch ik o e e FAS50 (100G Cluster/HA) AFF C60 (100G Cluster/HA)
ot Port use AFF A30 (100G Cluster/HA)
IP_Switch x 1 IP_Switch_x 2 IP_Switch x 1 IP_Switch_x 2 IP_Switch_x 1 IP_Switch x 2
1 MetroCluster 1, eda edh eda edb eda edb
2 Local Cluster interface eda edb eda edb eda edb
3 MetroCluster 2, eda edh eda edb eda edb
4 Local Cluster interface eda edb eda edb eda edb
5 MetroCluster 3, eda edb eda edb eda edb
6 Local Cluster interface eda edb eda edb eda edb
7 MetroCluster 1
SHO us‘er i e2a e2b ea e2b e2a e2b
8 MetroCluster interface
9 MetroCluster 2
i us-er L e2a e2b ea e2b e2a e2b
10 MetroCluster interface
11 MetroCluster 3
erre us.er / e2a e2b ea e2b e2a e2b
12 MetroCluster interface
13 / 13s0-3 MetroCluster ISL
i 5 SO ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
14 / 14s0-3 40/100G or 4x25G or 4x10G
ISL, Local Clust:
15 QAL AUTEET ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
16 100G
S =
NVIDIA SN2100 S E ZE (& 4)

FAS8300, AFF C400, ASA C400, AFF A400, ASA A400, #|0|2 HZ

FAS9000 EE= AFF A700 A|AEI0|A NVIDIA SN2100

AQKZ HE

SME TE g ZE FAS8700,
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FAS8300
STeh AFF C400 AFF A400 FASS000
Vol Port use ASA C400 ASA A4LDD AFF ATO0
o
FASB700
IP_Switch x 1 IP_Switch x 2 1P Switch x 1 IP_Switch x 2 IP_Switch x 1 IP_Switch x 2

1 MetroCluster 1, o0 — s 36 - ede [ e8a
2 Local Cluster interface Note 1
3 MetroCluster 2, s0c — i 16 _ ede [ e8a
4 Local Cluster interface Note 1
5 MetroCluster 3, soc . . 36 - ede [ e8a
6 Local Cluster interface Note 1
z Metoglustend, ela elb ela elb e5a esh
8 MetroCluster interface
9 MetroCluster 2,

ey ela elb ela elb e5a e5h
10 MetroCluster interface
1n MEtoCusterd, ela elb ela elb e5a e5h
12 MetroCluster interface

13/ 13s0-3 MetroCluster ISL
/ I5L, MetroCluster I5L, MetroCluster I5L, MetroCluster
14/ 14s0-3 40/100G or 4x25G or 4x10G
15 ISL, Local Cluster
ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster

16 100G

E11 1: X91440A O{HE{(40Gbps)E r% t= 2% eda i e4e = eda U e8aE AFEELICE X91153A
O{HHE{(100Gbps)E AtE8t= 22 ZE eda U e4b L= ed4a U e8as A2 EILICE

NVIDIA SN2100 SSHE ZE SHIE 5)
AFF A50 A|AEIS NVIDIA SN2100 A Q| X|ofl Hlo|l22 A

HZAst| 2%t EUE ZE gt S HEYLICL

Switch AFF AS0
Port use
Port
IP_Switch x 1 IP_Switch x 2

1 Met ’

etroCluster 1 da cab
2 Local Cluster interface
3 Met .

etroCluster 2 da cab
4 Local Cluster interface
5 Met .

etroCluster 3 da cab
7} Local Cluster interface
7 Met .

etroCluster 1 02z e2b
8 MetroCluster interface
9 Met ’

etroCluster 2 02z e2b
10 MetroCluster interface
11 Met .

etroCluster 3 02z e2b
12 MetroCluster interface

13/ 13s0-3 MetroCluster ISL ISL, MetroCluster
14 f 1450-3 40/100G or 4x25G or 4x10G
15 I5L, Local Cluster ISL, Local Cluster
16 100G
NVIDIA SN2100 E3Z ZE (& 6)

AFF C800, ASA C800, AFF A800, ASA A800, FAS9500, AFF A900 t£= ASA A900 A|AE0f|Af NVIDIA SN2100
2AX2 AZ:
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AFF CB00
FAS9500
. ASA CE00
Switch AFF AS00
Port use AFF AS00
Port ASA AS00
ASA ABOO
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
1 MetroCluster 1, 0a ol s edb(e) [ e8a
2 Local Cluster interface Note 1
3 MetroCluster 2, 02 ola oda edb(e) /[ e8a
4 Local Cluster interface Note 1
5 MetroCluster 3, 0a ol s edb(e) / eda
& Local Cluster interface MNote 1
7 MetroCluster 1
i elb elb e5h e7b
8 MetroCluster interface
9 MetroCluster 2, a0b e1b asb a7b
10 MetroCluster interface
11 MetroCluster 3
i elb elb e5h e7b
12 MetroCluster interface
13/ 13s0-3 MetroCluster ISL
/135 etratiuster ISL, MetroCluster ISL, MetroCluster
14 / 14s0-3 40,/100G or 4x25G or 4x10G
15 ISL, Local Cluster
I5L, Local Cluster I5L, Local Cluster
16 100G

&1 1: X91440A 01‘:”'51(4OGbps) AE38HE AR eda Ul ede = eda U e8aS AFEEILICH X91153A
O-IE|:|HE-|(1OOGbpS) Al--g- = %:l_C')_ IE 43 Eé edb £ |:|:|_ eda gl a| eSaE AI‘RE}'L“:I-
NVIDIA SN2100 ZHE ZE Szh1E 7)

FAS70, AFF A70, AFF C80, FAS90, AFF A90 = AFF A1K A|AEIZ NVIDIA SN2100 A X|of #Ho|E=2

Zo7| 2ot SAHE ZE AP S dEHLICL

Switch A0 AFF C80 EASS0 AFF A1K
witc
n Port use AFFA70 AFF A90
o
IP_Switch_x_1 IP_Switch_x 2 IP_Switch _x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x 2
MetroCIus‘ter L ela e7a ela e7a ela e7a ela e7a
2 Local Cluster interface
3
MetroCluster 2,
== us‘ er s, ela e7a ela e7a ela e7a ela e7a
2 Local Cluster interface
5 MetroCluster 3,
=Rl us‘ 2, ela e7a ela e7a ela e7a ela e7a
6 Local Cluster interface
7 MetroCluster 1,
o us.er ! e2a e2b e2a e3b e2b e3b e2b e3b
8 MetroCluster interface
g MetroCluster 2,
£90 us.er L e2a e2b e2a e3b e2b e3b e2b e3b
10 MetroCluster interface
11 MetroCluster 3,
el us-er ’ e2a e2b e2a e3b e2b e3b e2b e3b
12 MetroCluster interface
13/ 13s0-3 MetroCluster ISL
f 135 i e ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
14 / 14s0-3 40/100G or 4x25G or 4x10G
ISL, Local Clusts
12 ’ OICSOG uster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster

MetroCluster IP 1 A0{|AX]| ONTAP ZHEEZ 2=

S AH D03, 2z, HIo[H

efLct.

o

| &=

22 MetroCluster +4

EEZ 2E0| Q= ZE 27 O|A

|F9

=l

=

HEN AEE= A

E2] ZS0f| M sAsHof LT,

E2{2H T|o{Fof| A+E3HOF LTt

HZE S HERI HZ0| HEE= &2 tHHZ2 1GbEYLICE.

1. 22{AE I|0{2

EREEPS

2719]

UAEX| elBfL(Ct.

=
TEE 4

Hoto] A 0|22 HEdt

DIE 22 AEC} 1|

ZE0 Aol AE

E=c] 2E ZE0 AH0|=S HZ0H0f

Ef{37 HZ=




SAH I0E2 ZEL

HE = HIO[Ef ZEO|M S + JASLICH HE ZES AFE0HHE S5{2H m|0{E
Ecfi=of| chol o =2 HEI% g

|E]
HEg 4= ASLICE

HJ|0 kR

"Z2{AH 5 SVM I|{& Express 74
2. EE2{Q| 2| Y O|o|Ef ZEE 24 At0|EQ| 22| B! O|o|E| WERI30]| #Ho|EE HZELICL

of ZAUZ0f| chet EX| X|[HS AHERLICH 'ONTAP =90 AIAE 2 A"

MetroCluster IP A|ABIOE M T7H2M(HA) ZEJ} i&LICt E21E0] 2t MetroCluster,

@ 2 Z22{AH F= 38 28 AH/MetroCluster QIE{H[0| A S A0 HA E=fT S XN 2|EhL|Ch.
ONTAP SIER|0] A| AR HEHAN _ E ARSI M ES HK|St=s 22 22{2AH % HA ZEO|
AO|2E AZSY| fle XIS WEX| OHYAIL.

MetroCluster IP A X|E 2 AEIL|C}
2HIZ MetroCluster IP A2 X| 14 HALE MEHSHM| R

HHOl = MetroCluster IP HZE H|
A QK| 22 YA|off 2 CHSL|CE.

Okl

SI== IP 29X S F145HOF BfL|Ct. matof g BXt=

* "Broadcom IP AQ|X|S MEtL|Ct
* "Cisco IP A2|X[E M etL|C}

* "NVIDIA IP AQ|X|E FAEtL|C}

S| AE A HZA gl tiollE MetroCluster IP ¥ Z 2 2|3 Broadcom IP AQX| 1A

Se{AH MS HZ 8l A= MetroCluster IP HZ0| AL2E Broadcom IP AL X|E M 8lof

(D) cemze 32 240 27t 20lMAG x 100-Gb EE 2f0|MA)7t BBtLIC

* ILE 531} 545 40Gbps = 100Gbps MetroCluster ISLZ AF2EFL|CH.

* 2Z Z2{AE2 MetroCluster AE{H[O|AE ZE 49-520 HAS= EHZS ALSESLICH

Broadcom IP A2|X|E £ A| 7|22 2 THEFELIC

M 22[X] 2ZES)|0] HE D RCFsE &X|517| F0f| Broadcom £2(X| 4F S X1 7|2 F

0z
mjo
1
OOI'
2
°
11
=
_|T|_

* MetroCluster IP 7142| 2} IP AQ|X|0f|A] O] EHAIE Bt=6ljof StL|CY.
* XA FES A0 A X0 HZBHOF BfL|Ct.
X o

HE| HEXIS FES tHAFRLIC

=2=od
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(IP_switch A 1)> enable
(IP switch A 1) #

= 'erase startup-config' *
(IP_switch A 1) #erase startup-config
Are you sure you want to clear the configuration? (y/n) y

(IP_switch A 1) #

+ 0| BH2 B E XIRX| S45LITt.
b. HHjL | H:

"HIE Tl g

(IP_switch A 1) #configure
(IP_switch A 1) (Config) # no set clibanner
(IP_switch A 1) (Config) #

AQIXIE HEEIBILICE * *(ip_switch_a_1) #reload *'

Are you sure you would like to reset the system? (y/n) vy

@ AQIX[E CHA| 2E387| Hof| M= K| g2 FHOILt HEE S MEEX 2= HAIXI 7t
LIEtLEEH * No * & MEBIL|CE

=

AQX|Zt CHAl 2EE W7EX] Z|Ch2l CHE AQIX[off 20Ut

7|2 MEXHE "admin™0| 1 227t MHE[O UqX| RSLICH ChE2 fAret ZEZEJF EA|ELICH

(Routing) >
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Routing)> enable
(Routing) #

O =

6. service port protocol2 noneL 2 M SICt

HUdozE

11

o
HA

gjo

(Routing) #serviceport protocol none

Changing protocol mode will reset ip configuration.

Are you sure you want to continue? (y/n) vy

(Routing) #

7. 1P FAE MH|A ZEO| 2EELCH

= O

‘erviceport IP_IP-addressnetmaskgateway '

Ct2 ool M= MELl 255 255.255.0" 2 A0 EY|0] "10.10.10.1"0] Y= MH|A ZEO|
"10.10.10.10"S E0f EL|C}.

SerEl Ip 34

(Routing) #serviceport ip 10.10.10.10 255.255.255.0 10.10.10.1

8. MH|A XETJI SHIZA| L&A= =HelgtL|ct.

MH| A AMH|A

CHS Olol M= ZEJ} RS JHs3HH 2HIE AT}
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(Routing) #show serviceport

Interface Status........i i, Up

TP AdArE S S et ittt ittt eeeeeeeeeeeeeeeeeaneeens 10.10.10.10
Subnet MasK. . ...ttt ittt tteeeeeneeeeonaenns 255.255.255.0
Defaull Gateway. ... ettt ittt ittt ennennenns 10.10.10.1
IPv6 Administrative Mode........iiiieeeennnn.. Enabled

IPVO Prefix 1S vttt ittt ettt ettt e ee e
fe80::dacd4:97ff:fe56:87d7/64

IPv6 Default RoUtEr. ... it iien et ieeeeeennnnns fe80::222:bdff:fef8:19ff
Configured IPv4 ProtoCOl.....iiiiineeeennennnn. None

Configured IPv6 Protocol........cuuiuiiiinnnnn.. None

IPv6 AutoConfig Mode. ...t iin et iteeeeennnnnn Disabled

Burned In MAC AddreSS ...ttt eeennneeennns D8:C4:97:56:87:D7

(Routing) #

9. SSH MH{E TAISHLICH,

° RCF I}Ue Wyl IRE2S b|ZMSIBILICE SSH AHIS TASHT OH X2 EE 6
® SofAfBt B2|R|0| HAAE 4 UELICE

o 21 4F gl 7|Et QI EE A2 SSH MHE Ads|{of $tL|Ct,

o

a. RSA 7|2 gLt

(Routing) #configure
(Routing) (Config) #crypto key generate rsa

b. DSA 7| W (MEH AL

(Routing) #configure
(Routing) (Config) #crypto key generate dsa

C. FIPS %t H{ZF Q| EFOSS AE5t= 22 ECDSA 7|E MdetL|Ct CHS oMol M= Z0[7} 52121 7| &
DELICEH RE3t 32 256, 384 TE= 521]L|Ct.

(Routing) #configure
(Routing) (Config)#crypto key generate ecdsa 521

d. SSH MHE g4etgfLCt.
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(Routing) (Config)#end
(Routing) #ip ssh server enable

() 717t olol o Hojx| 2 HAIKIT} LiEKE 4 LC

10. WQ3

CI2 o|o| M= IP domain2} IP name server 33 & H0o{ FL|C}

(Routing) # configure

(Routing) (Config)#ip domain name lab.netapp.com
(Routing) (Config)#ip name server 10.99.99.1 10.99.99.2
(Routing) (Config) #exit

(Routing) (Config)#

M. st AL AlZi] & A|ZH S7|SHSNTP)E A BtL|C.

CHS Ol M= SNTP A2l IP =42 MT A[ZtCH S2 X[Edts 'sNTP' @E0{E 20 ELL.

(Routing) #

(Routing) (Config) #sntp client mode unicast
(Routing) (Config) #sntp server 10.99.99.5
(Routing) (Config)#clock timezone -7
(Routing) (Config)#exit

(Routing) (Config)#

EFOS H¥ 3.10.0.3 0| &0l M= & AFERILICE ntp S Y=L
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12.

13.

> (Config)# ntp ?

authenticate
authentication-key
broadcast
broadcastdelay
server
source-interface

trusted-key

trusted time source.

vrf

> (Config)# ntp server ?

Enables NTP authentication.

Configure NTP authentication key.
Enables NTP broadcast mode.

Configure
Configure
Configure
Configure

Configure

ip-address|ipv6-address|hostname

hostname.

>(Config)# ntp server 10.99.99.5

A9 0|2 7A:

SAE 0|2 |P_SWITCH_A 1

AQX| ZEZEO= M O|F0| EAIELICY.

(Routing)

(IP switch A 1) #

M7 H2E

# hostname IP switch A 1

CHS oot RAFSH ZEZE Sl Z20] EA|ELIL]

r

NTP
NTP
the
NTP

the

broadcast delay in microseconds.
server.

NTP source-interface.
authentication key number for

NTP VREF'.

Enter a valid IPv4/IPv6 address or
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(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!

(IP_switch A 1) #

14. MetroCluster IP 19| CtE 374 AQ|X|0f| CHal O|F THA|E gH=EHL|CL.

Broadcom A2Q|X| EFOS AT E¢|0] CIR2ZE 5l MX|

09 -1 —T —T o = % = ES 3.:. .
MetroCluster IP 724 2| Zt AQ[X|0f| AR[X| 2F M|A| It RCF Lt S CHRZ =6l 0F gLt

Il

O Zh4ofl CHaH

| =
0| A2 MetroCluster IP T1A2| 2t AQ|X|0f| A BH=3HOF BHL|C}.

* OHS Aol FQBHAIR. *

EFOS 3.4.x.x0lX EFOS 3.7.x.x 0|22 & 10|=x H A2|X|0| M EFOS 3.4.4.6(*E= 0| 3.4.x.x
2| X)0| MAE| D AojoF SL|CE O Hoj| E2|AE M F2l A2 HXY AQK|E EFOS 3.44.6(E= 1
0|4 3.4.xx HE|A)E 20| =3t CHS AQX|E EFOS 3.7.x.x O| 42 =E 20| =8I A 2.

* EFOS 3.4.x.x & 3.7.x.x O|&to| LM CIEL|C EFOS HEE 3.4.x.x0|A 3.7.x.x O|AOZ HASIHLL O
HICHE HASIZH AQX|E 210 A| 7|22 2 AN stD sffe EFOS M| RCF IS (CHA|) M E3H{0F
SLICE O] XIS s8istz{™ XA 24 TEE Eoff AN A0 Lt

* EFOS H7T 3.7.x.x O|4RE{= FIPSE Z435tX| 8= HT D FIPS =&t HTUS AIEE 4= ASLICE FIPSE
ZEO1X| o= HTO0|M 2 0| S35t Lt FIPSE &45t= T Q= Tehet uf THE tHA|7
FIPSE &£+0tX| gi= HEO|M FIPSE E4-ot= HTEQZE L= 1O Y= EFOSE HED
E5t Al 7| 2222 HEFYELILE of HXIE +sI2{H X2 2& ZEES Soli UM A0l of LICt.

Il
oo &
ot O
~
il

£
1. Ol A2|X| HYO1E "Broadcom X[ AtO|E'CHREZERILICE

2. 'show FIPS status' HHS AI2310] AF2XIC| EFOS HZEO| FIPS =8t HTQIX| EE= H| FIPS 2 T QIX]
goIBtL|CE CF2 ool M= IP_SWITCH_A_10| FIPS ©% EFOSE A28t OO IP. SWITCH_A 2= FIPS
H|Z 2 EFOSE A5t JUELICE

° 0of 1+
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IP switch A 1 #show fips status

System running in FIPS mode

IP switch A 1 #

oo 2*

IP switch A 2 #show fips status

Q.

IP switch A 2 #

3. Ltg EE AM83Ho] ofH

*xE-le_*

FIPSS Z40tX| o= &
M7 70| EFOSS
24 73[0| =5k £

3.4.46(E= 104
3.4.x.X)

34.46(E= 204
3.4.x.x)

2 12 AHESHH M
EFOS O|O|X|E
AX[gLct 24 2
2lo|MlA HE T}
SX|ELCt

% Invalid input detected at

A

NN

=

* X} EFOS 7 *
3.4.x.x

3.7.x.x 0|2 H| FIPS 4

uH 12 AFRSH0]
EFOSE
Cteasjlo|=gt|ct,
AQIX|Z 7 A
J|27t0 2 ANt
EFOS 3.4.x.x°| RCF
otle M|

3.7.x.x 0|4 FIPS 4

marker.

HE [MEfoF Sh=X] 2RlstHAIR.

* ME22 EFOS HZ *
3.4.x.x

Y 12 ALE5H0]
EFOSE
Y22 0| =gHL|C}.
A9KIE EL A
71202 xfMHEst
EFOS 3.7.x.x O] &0f|
RCF ot S M EgfL(Ct

3.7.x.x 0| &} H| FIPS 714

3.7.x.x O|& FIPS #4

* 13

rn

A

S 12 AL Af
EFOS O|O|X| &X]) 7+
S 2o MdIA HETt
HEEL|CH

3.7.x.x 0|4 H| FIPS 74

2 12 AFESHH M
EFOS O|O|X|E
MK ct 24 2
20| MA HE T}
SX[ELct
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FIPS S2t EFOS FIPS H| &3t FIPS 72 e 22 AFRSI] EFOS

HHMOE 20| = THA| o|OfX] X[ ALK 74 5!
2fo|dIA HE T}
£MELt,

o B 1. Q) HE OE| M0 AZES)|0] O[0[X|E CH2Z L5810 EFOSE Y130 =5t= HA LT
° 4 2: ONIE OS #X|E M8t EFOSE ¥ 120 =E5t= B

i S & MIE[Mof| AXEQ|0] O|0|X|E CHREESHN EFOSE 2|0 =5H= THAIILICE
& EFOS H{ZTO| FIPSE E451X| 247{Lt & EFOS H{TO0| B F FIPSE E4:5h= ZR0TH L3 HAS 3 +
AL,

@ of 0| FIPSE &4=5t1l CHE H{T0| FIPSE £4-5HX| fd= E2 0| THAIE AFE3HX| DAL,
EHA|

1. AQIX| AZEQHE AQ|X|0f| SAFELIC. (+ copy sftp://user@50.50.50.50 /switchsoftware/efos-3.4.4.6.stk
backup+)

Of O4|0i| M efos-3.4.4.6.stk 2F MK IU2 SFTP MH{0|A 50.50.502 = WY ME|MQ = SAHELICE.
TFTP/SFTP Mt 2| IP 42 HX|3}{0F oti= RCF It 2| It 0| ES ArEdl{OfF &L|Ct.

(IP_switch A 1) #copy sftp://user@50.50.50.50/switchsoftware/efos-
3.4.4.6.stk backup

Remote Password:***x**xxxkxihkx

£ SETP

Sel SerVET TP . it ittt it ittt eeeeeeenaaeeanaenns 50.50.50.50

=Yl o /switchsoftware/
Filename. @ v vttt it ittt ettt eee et eeeeesoeeaasens efos-3.4.4.6.stk
DAta T P e v e et e et e et et e ee e aeeeeeeseeeeeneneeans Code

Destination Filename. .......ououeitteeeeenneeeann backup

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...
SFTP Code transfer starting...

File transfer operation completed successfully.

(IP_switch A 1) #
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2. OHZ AQIX| TR EQ| W] THE| MOl REISIZE AKX S AFRLICE

= H
CEPECT

182

(IP_switch A 1) #boot system backup
Activating image backup

(IP_switch A 1) #

3. Ml 28 o[0|X|7t CHg 28 Al g4t =X| =elsfLCt.

'How bootvar'&L|Ct

(IP_switch A 1) #show bootvar
Image Descriptions

active
backup

Images currently available on Flash

unit active backup current-active next-active

1 3.4.4.2 3.4.4.6 3.4.4.2 3.4.4.6

(IP_switch A 1) #

4. 742 MBI

M7| o2E
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(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP switch A 1) #

(IP switch A 1) #reload

Are you sure you would like to reset the system? (y/n) y

6. AQIX|7} XHEEE wi7kx| 7|CHELICE

@ EE 32X 29X|7F RYE|X] g2 4= AFLIC & MELICE ONIE OS ZX[E AFESH0
EFOSE ¢12(0|=5}= £ A O|0|XIS MXI2fLICE

7. AQ|X|E EFOS 3.4.x.x0M EFOS 3.7.x.x2 HASHLL D HIi2 HAY FR Ch3 & EXAHE M2t SHE
_T.LA-I(RCF)O HQ‘°H§M|9.

a. Broadcom IP AQ|X|E &6 A| 7|22 RHEHBIL|CH
b. Broadcom RCF I} CtR2Z = 5! AX|
8. MetroCluster IP 22| LIHX| 37 IP AQ|X|0i| CHaH O] THA|Z 2t=stL|Ct,

ONIE OS €X|E AE5I0{ EFOSE ¥ 12(|0|=5t= B

CHS EAIE 283 4 JBLICE

OS 3.7.x.x O|0|X|E A X|st= O

¢t EFOS HXO| FIPSE £45t11 CI2 EFOS HZFO0| FIPSE £46}X| gf=
Ol2{et ttAl= A X7t BEIE[X| b= HS2 ONIEX|AM H| FIPS EE= FIPS =

AMEE o= ASFLICE

32
= EF

e
1. AQ|X|Z ONIE M*| ZEZ HElSh|C}

S8 S0i| Ok <HHO0| LIEHLHH ONIES MEiRfL(Ct.
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| EFOS
| *ONIE

| *ONIE: Install OS
| ONIE: Rescue

| ONIE: Uninstall OS

| ONIE: Update ONIE

| ONIE: Embed ONIE

| DIAG: Diagnostic Mode
| DIAG: Burn-In Mode
|

|

|

|

|

OfX| A9|X|7} ONIE &% =2 REIFLIC,
2. ONIE A2 FX|5t 1 0|4l QUEI0|AS P4 etL|Ct

Ct2 O|A|X| 7} LIEILIH <ENTER> 7| € =21 ONIE

Tk

£2 2EELUCHL

Please press Enter to activate this console. Info: ethO: Checking
link... up.
ONIE:/ #

(D) ONIE Z40] 7% Zisslof HIAIXI7} 250 A ELICE,
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Stop the ONIE discovery

ONIE:/ # onie-discovery-stop
discover: installer mode detected.
Stopping: discover... done.

ONIE:/ #

3. 0|4l QIE{H|O|A S M S} 'ifconfig ethO <IPAddress> netmask <netmask> up' 2 'route add default GW
<gatewayAddress>'E AFE5t0] 2tREE F7tgfL|Ct

ONIE:/ # ifconfig eth0 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

4. ONIE #%| IS S AEISH= MB{0l| H2Y = A=X| gelet|Ct.

ONIE:/ # ping 50.50.50.50

PING 50.50.50.50 (50.50.50.50): 56 data bytes

64 bytes from 50.50.50.50: seg=0 ttl=255 time=0.429 ms

64 bytes from 50.50.50.50: seg=1 ttl=255 time=0.595 ms

64 bytes from 50.50.50.50: seg=2 ttl=255 time=0.369 ms

~C

-—-- 50.50.50.50 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.369/0.464/0.595 ms

ONIE:/ #

S. M ARX| ATXESQO{E AX[EL|Ct

ONIE:/ # onie-nos-install http:// 50.50.50.50/Software/onie-installer-
x86 64

discover: installer mode detected.

Stopping: discover... done.

Info: Fetching http:// 50.50.50.50/Software/onie-installer-3.7.0.4
Connecting to 50.50.50.50 (50.50.50.50:80)

installer 100% |*******************************| 48841k
0:00:00 ETA

ONIE: Executing installer: http:// 50.50.50.50/Software/onie-installer-—
3.7.0.4

Verifying image checksum ... OK.

Preparing image archive ... OK.

ATEQ07F BX|E[2 AQXIE MEESLICH A9|X|7F A EFOS HT Q2 X O 2 MR E| =5 §hL|C}
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6. M A9IK| AZE0{7F DR =|A=X] lgfL|ct

'How bootvar' *

(Routing) #show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-active next-active
1 3.7.0.4 3.7.0.4 3.7.0.4 3.7.0.4
(Routing) #

7. BXE =Lt

X7t MEEED =5t Al 7| 2222 AT ELIL g & 2Ajof| wap 29(X] 7=

FH0| HBE(X o1 A
12 = Al A2El Hl= ROF TS HSHLIC

MES M

a. AQX| 7|2 MH™ES FTMEILICE 45HA| 0|F CHA|S WELICE Broadcom IP AQ[X|E =5} A| 7|20 2
IHMJHQH_| |:|-

b. off MHEl CHZ RCF IIYUS MMt MEEL|Ct Broadcom RCF It L2 2= 81 A X
Broadcom RCF It C2EE 5l HX|
AQ|X| RCF O} E MMst0 MetroCluster IP T+ 9| 2t AQ|X|of| AX|8HOF &FL|C}.

A f | o
O Z0il= FTP, TFTP, SFTP = SCP2 Z2 LMY & AT EQ| 07t E BTt AL|X|0f IUS SAFLICE.

0| =pHof CHaf
0|2{3t ChA|= MetroCluster IP 1A9| 2} [P AQ|X| 0| A] HH=8HOF EHL|C},

F}

bl
oF

RCF It2 2 MetroCluster IP 72| 470 AL|K|S SILIM 4719 DU 2 FHELICE A8 T 29X 220 A

RCF It S AREdtof LI,

J
I
I

221K RCF Ij

IP_SWITCH_A 1 v1.32_Switch-A1.txt
IP_SWITCH_A 2 v1.32_Switch-A2.txt
IP_SWITCH_B_1 v1.32_Switch-B1.txt

IP_SWITCH_B_2 v1.32_Switch-B2.txt
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@ EFOS H7 3.4.4.6 0|4 3.4.x.x.x& RCF It EH2|= K™t EFOS HH 3.7.0.4= CHELICE
AQIK|7F A Sl EFOS HT0l| 5= RCF MY S UMM =X| &lstof L|Ct.

EFOS HH™L|C} RCF It HH
3.4.x.x v1.3x, v1.4x
3.7.x.X V2.x

CHA|

1. MetroCluster IPE Broadcom RCF IS MMSHL|C},
a. E CI2ZLC3IM A "MetroCluster IPE RcfFileGenerator® L|C}"
b. MetroCluster IP€ RcfFileGeneratorS AtEst0{ T2 A0]| CH$ RCF Ot S MM TtL|Ct.

() ue=c3RreFuias 48 4 gL,

2. RCF IS AQ{X|0]| SAFELICE

a. RCF IS A Hm| AQ|X|0of| EALEILICE. 'copy sftp://user@ftp-server-ip-address/rcfFiles/switch-specific-

A

RCF/BES-53248 v1.32_Switch-A1.txt NVRAM: script BES-53248 v1.32_Switch-A1.scr'

0| of|oil A "BES-53248_v1.32_Switch-A1.txt" RCF It2 SFTP A0l A "50. 50.50"9| 22 bootflash2
SAHEILICE TFTP/SFTP AH Q| IP S22 @ X|3l0f St= RCF Th Q| Ot O|FS AtESHOF LY.
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(IP_switch A 1) #copy sftp://user@50.50.50.50/RcfFiles/BES-
53248 v1.32 Switch-Al.txt nvram:script BES-53248 v1.32 Switch-Al.scr

Remote Password:***x**xxkxkxihkx

Lo L SFTP

SeL SerVEer TP . . ittt ittt ettt oeenesonanesannanens 50.50.50.50
= ol o /RcfFiles/
Filename. @ vv ettt i ittt t et e teeeeeneeeeeneenenns BES-

53248 v1.32 Switch-Al.txt

L= it T 7 1 Config Script
Destination Filename. ... ..ot eeeeeeeeeneeenns BES-

53248 v1.32 Switch-Al.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...

File transfer operation completed successfully.

Validating configuration script...

config

set clibanner

LRI S b b b S b b b b A b S b 2R b b b I I 2 b b db b b db b SR dh b S b b db b AR b db b R Ib b b Sb b 2b S Ih b db b 2R S b db b db b i

* kkkk kK

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248

The downloaded RCF is validated. Some output is being logged here.

Configuration script validated.
File transfer operation completed successfully.

(IP_switch A 1) #
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(IP_switch A 1) #script list

Configuration Script Name Size (Bytes) Date of Modification

BES-53248 v1.32 Switch-Al.scr 852 2019 01 29 18:41:25

1 configuration script(s) found.
2046 Kbytes free.
(IP switch A 1) #

C. RCF A3ZE NE:

'cript apply BES-53248 v1.32_Switch-A1.SCR'

d 3

(IP_switch A 1) #script apply BES-53248 v1.32 Switch-Al.scr

Are you sure you want to apply the configuration script? (y/n) vy

config

set clibanner
LU b b e b i 2 b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b B b b 2 b b b b b b b b b b b b b b b 2 (b b b b b b (4

R b b b b b b b b b 4

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248
The downloaded RCFEF is validated. Some output is being logged here.

Configuration script 'BES-53248 v1.32 Switch-Al.scr' applied.

(IP_switch A 1) #

M = X-I Il-'c;l-L_| |:|-_

o o



M7| H2E

(IP_switch A 1) #write memory

This operation may take a few minutes.

Management interfaces will not be available during this time

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP_switch A 1) #

(IP switch A 1) #reload

Are you sure you would like to reset the system? (y/n) vy

a. XStz RCF LA S olfet 22| X|0fl SASHEZ LIHX| M| A9(X] 2t2bof CHalf | ThHA|E Hr=gtL |t

[ ]

3. AQIX|E CHA| ZESHYAIR.

CIA| 2E

IP switch A 1# reload

AREX| = ISL ZE 9 ZE A H|ZASHEL|C}

EUQT MEi ZDE YX|ot7| 2loh AFSHR| @b= ISL ZE 8l IE RS H|ZH3tsH= 20| Z5LICH NetApp.

[

1. RCF I} HHL{E A2310] AFRE|X| 2= |ISL ZE 9 TE x9S AlEEL| L]

@ TEJIH0|F0tR REQI AR HH
== AFLICHL RCF #A0lE HZ TS

4o
© 0@
v
-

&5t ZE O|EE &2 =& JUSLIL

| X| ™= ZE 0|F2 RCF iL{of| X[HE o] St CHE
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ISLZE M2 MEE &HZsHAIR
HHS HHYLICI show port all
ZE MG MR 2= S BXSHAIR
HHZ HMBILICE show port-channel all

2. AFE|X| = ISLZE U ZE IS vt}

AMEE DM ZE = H'=oll el CHS ™S MAsof LIt

(SwtichA 1)> enable
(SwtichA 1)# configure
(SwtichA 1) (Config)# <port name>
(SwtichA 1) (Interface 0/15)# shutdown
(SwtichA 1) (Interface 0/15)# end
(SwtichA 1)# write memory

Cisco IP AQ|X|E 2 ATfL|Ct

S AE A% HZ 9l HHllE MetroCluster IP 22 2[8l| Cisco IP A2 X| 1AM

S AH QE{FHIE gl HollE MetroCluster IP HZ0]| A2 Cisco IP A9|X|E 78O}
efL|Ch

O| ZHofl CHg

O| MIMo| X & Y= ST EXIO|H, AF2Xt7F &N LHUAHLE 2 0p 2hEEl "XHEH AgHsiof LTt

Cisco IP AQ|X|E £5t A| 7|22 2 IHA™EIL|Ct

-

RCF It S MX[st7]| M| Cisco AKX AHE X1 7|2 LMHS SaHof SL|Ct o™ AX|7t Aot = St
RCF It S CHA| AX|SHAHLE A HM S| RCF IS MX|St2{s= 2L O] Expot HestL|Ct
o] ZrAHof| cHaH

* MetroCluster IP 72A2| 2} |P AQ|X|0f|A] O] EHA|E BtSsHof BFL|Ct.

* X|H FLE 32 ALESI0] A X0 HZBHOF BfL|CL.

* 0| B2 | HEYZS S M H™BiLCE.
CHA|

1. AQIX|E &6t A| 7|E23tC =2 RfMFEHL|C},

a. 7|& F48 X|3Lc.
MI| X127
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b. ALIX| AL EOIE ChA| ZERILICH
CHA 2E

AEI0| MEEED 1 OFEAZE AZHELICH 28 S0l "Ats Z2H|X'd SEP0[2tE HAIX| 7L A= H
ot DO = A& TIMSAIZSLIT? (Ol/0tLIR) [n]", Al&38H2{H "of"2t 1 EaloF efLCt.

LEECECER:
= 7|2 AO|ESI0]
" SSH AH|A(RSA)
T OPHALE 2t=5tH A X7t RS E L T
d. HIAIXI7t EAIE|H ALEX} O| S ASE =St AQX|0f| 23 QIgfL|Ct.

CHS oo M e ARXIE Y I TEDE QI AAR SEHE Ho FL|CH Ha| 23 (<<<<)= ALt
MHE Q2s= Q|2 HA|SH|C}.

-—-—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
**<<<*~k

Enter the password for "admin": password
Confirm the password for "admin": password
-—-——- Basic System Configuration Dialog VDC: 1 —----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

AQIK| O], 2] 4 3l AH|O|EQI0|E E&fS0 Chg TEIE MEO| 7|2 FEE Y51 SSH with
RSAE MEHSILIC

127



128

0l ool A= RCFE 7443t o TRt 5|4 HES Hof 50, RCFS M8 & 571 848
() 742+ BLICE oI8 Sof RCFE X183 = SNMPV3, NTP S SCP/SFTPE 74 4

ALt

Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0) management configuration?
(yes/no) [y]:
MgmtO IPv4 address : management-IP-address **<<<**
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]: y **<<<**
IPv4 address of the default gateway : gateway-IP-address **<<<*x*

Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]: y F*<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsa]: rsa
**<<<**

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

OpX|2t TEZE MEJL F4S =yLICh



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#

IP switch-A-1# reload
. MetroCluster IP 42| C}2 37§ AQ|X|of| CHaH O™ THAIE vt=EstL|C},
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Cisco A2|X| NX-OS AT EQ|0{ CIREE gl AX|
MetroCluster IP 42| 2t A|X|0| A|X| 2 M[A| ItY 1t RCF OHY 2 CHRE E6H{0F BfL|CY.

Of Zteioi| Chat

| =t
O| Zt0ll= FTP, TFTP, SFTP EE= SCP2t 242 It M& AT EQ0{7F ZRtL|Ch A(X|0 IS
0|2{3t CtA|= MetroCluster IP LA ZH [P AQ|X|0f| A HH=S{OF tL|C},
X YUE = AKX AZEQ0| HHES AHESHOF BfLICH.
"NetApp Hardware UniverseS XX A"

EHA|
1. X|9E|= NX-0S ATEQ|0] I} S CR2ESHL|Ct

"Cisco 2 EQ| CIRELE"
2. AQIX| ALEQIOIZ AQIXI0 SARSLIC

'copy sftp:/root@server-ip-address/tftpboot/nx-os-file-name bootflash:vrf management'

Sttt

0| 0f|0f| A nx0s.7.0.3.14.6.bin It EPLD O|0|X|= SFTP At 10.10.99.990| A 2Z EEZ2{A=Z

SAELICE
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IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/n%000-
epld.9.3.5.img bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.img

Fetching /tftpboot/n9000-epld.9.3.5.img to /bootflash/n9000-
epld.9.3.5.1img

/tftpboot/n9000-epld.9.3.5.img 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

3. 2 AQIX[O|AM ARIX| NX-OS It0| ZH AQ|X[2Q| bootflash CIZIE2|0]| Q=X] &tlgtL|Ct,
'dir bootflash:'

CtS of|dl= mhol IP_SWITCH_A_10] /28 B FL|Ct,
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IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. AQIX| AZEY0IS MRIFLICE
nxos bootflash: nxos.version-number.bing 25 MX|&L|C}
AKX AT EQO{7} HX[=[H AKX = XS 2 CHA| EE(RHEE)EILICE
CtS ool M= IP_SWITCH_A_10f| HX|El ATEQE Eof FL|C
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[###fdfHAHH#HHE#E#H#H] 1005 —— SUCCESS

Verifying image type.
[###fdfHH#H#HHE#4#H#H] 1008 —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
[H#HfHEHE#FHFH4#4##4#] 100% —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

[#Af#HHH#SHHH A F#4#E##] 100% —— SUCCESS [###H44 444444444444 ] 100
—-— SUCCESS
Performing module support checks. [##H4H44 444444444444 ] 100
—-— SUCCESS
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Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy
Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.
(A H#HH##4#H#H] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

5. A9|X|7} CtAl 2EE m7HX| 7|Ckal ChS AIX|ofl 2301
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ALX7 MEREH 200 TEXETL HA[ELIC.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. AQX| 2ZEQ0{7t HX|=|0f UA=X] let|ct

CHE ol= &3S EHELCL
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IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)
Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

7. EPLD O|0|X|E ¢ 72)|0| =8} AQ|X|E rebootdtC},
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IP switch A 1# install epld bootflash:n9000-epld.9.3.5.img module 1

Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SUP MI FPGA2 0x02 0x02 No
The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] vy
Proceeding to upgrade Modules.
Starting Module 1 EPLD Upgrade
Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 64 sectors)
Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result
1 SUP Success
EPLDs upgraded.
Module 1 EPLD upgrade is successful.
8.  AQIX| XHEE = ChA| 23QI6t0] M BT | EPLD7t ME MO 2 REE|JE=X| 2elgtL|Ct.
show version module 1 epld
9. MetroCluster IP A2 LIHX| 371 IP AL X|of| CHel O] THAIE HH= LT}
Cisco IP RCF I} CH2E2E 3! MX|
MetroCluster IP 714 2| 2t AQ|X|0f| RCF It 2 MMt X8O ghL|Ct.
O Zh4ofl CHaH
O Zt¢joll= FTP, TFTP, SFTP L= SCPeF 22 MY ME AZEY 0|7} ERetL|Ch A9 X0 IHUS ZAFeL|CE.
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o|2{2t A= MetroCluster IP 12| 2t IP A X|0f| A HE=3H{OF SfL|CE.

X UE| = AKX AZEY 0| HHES ALESHOF SfLIC}

i

"NetApp Hardware UniverseS &I ZotA A"

QSFP-SFP+ O{H{E|E At3h= 2R ISLZES H2f|0|30t2 £ RE Y 7|2 £ ZDEZ JHsfjop &
UELICH ISLEE £ ZES 20 ra#ﬂ 290X SSEH S| HEME XA,

RCF L2 MetroCluster IP 742| 471 AQ{X|E S 4719| mhd 2 G ELICE AL Sl A9|X| 2= Xgtet
RCF IS AtEdfiof hLCt.

A QK] RCF It

IP_SWITCH_A 1 NX3232_v1.80_Switch-A1.txt
IP_SWITCH_A_2 NX3232_v1.80_Switch-A2.txt
IP_SWITCH_B_1 NX3232_v1.80_Switch-B1.txt
IP_SWITCH_B_2 NX3232_v1.80_Switch-B2.txt
THA|

1. MetroCluster IPO]| CH$t Cisco RCF It g MAstL|Ct,
a. § CH2E2ESHY AR "MetroCluster IPE RcfFileGeneratordL|CH"
b. MetroCluster IPE RcfFileGeneratorE AtE&3st0{ 40f| Cist RCF Dt S MHEL|Ct,
() cezc s RreFmYs +EY 4 oL,
2. RCF It g ALQ|X|0f| SAgfL|C.
a. RCF It g A Hm| AQ|X|0l| SALICE
S A} sftp://root@ftp-server-ip-address/tftpboot/switch-specific-bootRCF flash:vrf management

0] oflofl A NX3232_v1.80_Switch-A1.txt RCF I} SFTP A{H{(10.10.99.99)0ll A 22 bootflashZ
SAHELICH TFTP/SFTP M2l IP F=A2F AX|60f = RCF mHe| mt 0|52 Aok gLICE.
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IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

a. YX[5h= RCF MY S 3liE A2/ X|0f| SASHE== LI K| M| A9/X] 2f2fofl T3l O|F 3te| HHAIS BE=SfL(Ct.

3. 2 AQ|X|0|M RCF IR0 ZH A2|X| Q| bootflash C|ZIE2|0f| =X ZlstL|Ct,
'dir bootflash:’

CHe Oflxl= mHAO| IP_SWITCH_A_10l YSE EH{FLICE

IP switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. Cisco 3132Q-V % Cisco 3232C AL/ X|0f|A TCAM EHE AdshL|CY,

]

(i) Cisco 31320-V = Cisco 3232C A9IXI7} gt F2 0] EAIS ALHHAIL.

a. Cisco 3132Q-V A2[X[0|A C}S TCAM S S M eL|Ct.

138



conf t

hardware access-list
hardware access-1list
hardware access-1list
hardware access-list

b. Cisco 3232C A2[X|0f|A CHS TCAM

conf t

hardware access-1list
hardware access-1list
hardware access-1list
hardware access-list
hardware access-1list

C. TCAM 8¥S 88t = 1942 X

tcam
tcam
tcam
tcam

tcam
tcam
tcam
tcam
tcam

[ezLe]

o

region
region
region

region

region
region
region
region

region

span 0
racl 256

e-racl 256
gos 256

S ddguct

span 0

racl-lite 0
racl 256

e-racl 256
gos 256

X5l AQ|X|E CHA| 2EESL|C}.

copy running-config startup-config

reload

- 2% bootflash0l| M 2t 22{X|2] HH FH2 2 AKX|SH= RCF THAS FA

bootflash: switch-specific-RCF.txt running-config= = AFgtL|Ct

- RCF Ot S & Sl FH0M ZF AQUX[O] AEf TGO = FAFRILICY.

'copy running-config startup-config's

CtZat fAFet £20] EA|ELICH

—

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config

MENSHL|C}

g

IP switch-A-1# copy running-config startup-config

. AO|X|Z CHA| ZESHAIAIL,

CIA| 2=

IP switch A 1# reload

. MetroCluster IP 42| C}Z 374 AQ|X|0f| CHal O|™ HHAIE
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25Gbps HZS AE5t= A|AHEI0]| CHot Forward Error Correction 87

A|AHIO| 2SGbp 22 M85 7 El 82 RCF f%‘% X 23t = FEC(Forward Error Correction) O{ 7HtH
£ZOF OFFZ MMdlof 2fL|Ct, RCF It 2 o] M gS

oH
mjo

Aof chf
1x12 £8517] Hol| 25Gbps EES # 0|22 HZsfof BHLICY

ru>I J>'

0l
o
"Cisco 3232C EE= Cisco 9336C AQX|0f| CHSH ZHE T E Shek
O| U2 25Gbps HES AtESt= ZEE0]|2F HEEILICT

« AFF A300
» FAS 8200
» FAS 500f
* AFF A250

0| X2 MetroCluster IP TLA2| 47 AQ|X| RO A $3H8HOF SHL|C}.

|
1. AEER &0 AAE 2t 25Gbps ZEO|M FEC Oi7i#H+~5 OFFE HHT C12 A 2 742 AlF
THOZ SAMRLIC

a. M D 'config t 2 TIsHCt

b. A& 25Gbps interfaceS X| ™ $ICt'interface-id'
FECE OFF: FEC OFFZ dH™3tC}

d. AQ|X|9| 2t 25Gbps EEO]| C#l 0| THAE HHEstLCt,
e. MM QE =52:'52

9]

CHS o= AL/ IP_SWITCH_A 12| QIEJH|O|A Ethernet1/25/10]| CHS HE S Ho FLCL.

IP switch A 1# conf t

IP switch A 1(config)# interface Ethernetl/25/1
IP switch A 1(config-if)# fec off

IP switch A 1(config-if)# exit

IP switch A 1(config-if)# end

IP switch A 1# copy running-config startup-config

2. MetroCluster IP 42| CtZ 374 A | X|0f| CHsH O|F THAIE gh= S| Ct.

AMEE|X| b= ISL ZE 9 IE HE S H|ZEMeeiL|Ct

=SUQTH AE] ANE YX|St7| QI8 AF2SHX| b= ISL ZE % TE MUS H|ZAMSI6H=E Z10] ZELICH NetApp.

1. AFRE|X| t= |SL XE 2 T E kg Ald.
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QUE{H|0] & Q9F
2. M 8E[X| @b= ISL ZE 3! ZE M2 H|gdstetL|Ct

MEE DAME ZE = ZE Ao ol T FES &&sHof ghL|Ct.

SwitchA 1# config t

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14

SwitchA 1 (config-if)# shutdown

SwitchA 12 (config-if)# exit

SwitchA 1(config-if)# copy running-config startup-config
BEFEEEETEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SN

Copy complete, now saving to disk (please wait)...

Copy complete.

MetroCluster IP AO|E Q| Cisco 9336C A 2| X0 A MACsec &3}t 714

(i)  MACsec 2=t WAN ISL EEOEt g8 4 gLt

Cisco 9336C A2|X|0]| Al MACsec Y T3tE T Ct

ot

ALO|E ZHof| A8 E|= WAN ISL ZEO|M Tt MACsec &= 3tE 1 A8l0fF EfL|CH SHIE RCF IS Mot
MACsec2 & 8Hof gfL|Ct.

MACsecOf| i3 20| Ml A 271 Aret

MACsecOl|= £t 20| AT} ZQBLICEH Cisco NX-OS 2HO|MIA A|A|of| CHE FA| A 5 2to|MIA
HHHS S AFBHIAIR "Cisco NX-OS 2F0|MIA 7H0|= Z A ESHAIA| Q"

4t
an
ple}
ikl
oo

MetroCluster IP 714 0{| A Cisco MACsec 2<% WAN ISLS &M 51gtL|Ct
MetroCluster IP A 0|A] WAN ISL2| Cisco 9336C A 2| X|0f| CHdH MACsec &=31E2 MATH & Q&L|CE

|
1. 224 74 2E AZh

'BHolg &S dEfgLCt

IP switch A 1# configure terminal
IP switch A 1(config)#

2. FX|0f| MACsec & MKA A5}

I| X MACsec
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html

IP switch A 1(config)# feature macsec

3. Al Zol M AR AMOZ EAFSHL|C},

Nm

'copy running-config startup-config'S MEHSHL|Ct

IP switch A 1(config)# copy running-config startup-config

MACsec 7| M|l & 7|= M|t
P40l MACsec 7| Hlgl &= 718 9H5 4 &Lt
* 7| +9 g Hitless 7| E2H *

MACsec 7| 212 0|2| 3/E 0= 7|(PSK)E 7HE = %1951, Z4Il= 7| Dt +FH(E M) = FHELItt 7|
FH2 77t 28ste| 1 URE= AZS XFHLLE £ 70| glE 32 7= 82 FHeLICh +F0
THEH MKA=E 80| = = J|H[Qlo Y& oS M._ SR 712 EQHYLICE 7|9l EE AMXUE 22 E=
UTCRILICE. 7|2 E&E AlZt= UTC%I'—IEL T 7|(7] MehE st W M 7|9 £FS FY5IH St 7
Ml Lol & #m 7|2 7|5 EQHY £ AFLICH R #Hu 79| +Fo| U=EH FEO| L3 7|2 XS EQHELICL

o o e
22 7|7t Y29 YFOIM SA0| THE FS 7| B E RERI(F, 717t 2T Bt glo] SR E)YLIC,

|
1. 22¢ 34 REz SH{ULCE

o =

EOlg B4PS MegLct

IP switch A 1# configure terminal
IP switch A 1(config)#

sl

7|
=1

ne fot
r'||:| J}O
ne

Bl 2XIEE &7]2{H 'show running-config' % 'show startup-config' E212| Z2{0f| A 2Xt
X2 diELct.

IP switch A 1(config)# key-chain macsec-psk no-show

7EHOR PSK7|= Aot HAICZ HAL|H A i5Y = ASLICE 0] BH2 MACsec 7| A[210] 2t

gL} T )
3. MACsec 7| NE 25t MACsec 7| M@l 74 REZ F2tst7| 2/si MACsec 7| M[Q1S A-MBtL|Ct.

7| A2l 0| F MACsec
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IP switch A 1(config)# key chain 1 macsec
IP switch A 1(config-macseckeychain)#

4. MACsec 7|2 BHE 11 MACsec 7| 7+ D EZE QladshL|C},
711D
HR|= 1~ 32Xt2] 16%14- 7| 2XIE0|H | 3 7|= 64XHIL|Ct.

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey) #

- 7|0 CHet SE EXtE s et
'key-octet-string octet-string 2=t 2 112|F AES_128 CMAC|AES _256_CMAC'
IP switch A 1(config-macseckeychain-macseckey)# key-octet-string

abcdef0123456789%abcdef0123456789%abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

Q== Z[CH 64Xt2] 16714 2XHE XSS o JSLICH SEIF|= HEHCR
w running-config MACsec' E&2| £&0fl= Yt HIAEQ| 7|7} LIEILIX]|

(04

IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

712802 FXl= AMZ AIZHE UTCZ M2|gL|Ct. start-time 2l 7(7F E4StE|= ML AlZFYLCE.
o

= =
& Helel =8 ZOo[YL|Ct Z[ci Z0|= 21474836462 (2f 681 )R LICH.

rr >

o
duration Q4=

'copy running-config startup-config's MEHSHL|Ct
IP switch A 1(config)# copy running-config startup-config

-7 MRl FEE EAIRLICE

R
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IP switch A 1 (config-macseckeychain-macseckey)# show key chain 1

'B0|2 7S MEfgiLCt

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. MACsec ™% 0t=7]:

R S

'macsec policy name’L|C}

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

3. GCM-AES-128, GCM-AES-256, GCM-AES-XPN-128 &= GCM-AES-XPN-256 & otLIE 14 EL|Ct,

s A|E Of

ol

IP switch A 1(config-macsec-policy)# cipher-suite GCM-AES-256

4. 7| me

—

of
=]
2
N

off |

O HES BEE 7| MH 24 &9 FIRLICE

7|- M-S M 29

rE

=

switch (config-macsec-policy)# key-server-priority 0

£ TESHK| gf= T2 AW ELCH
C

=2
N
°
el
ol
sl

ILICHZ|=2)).

IP switch A 1(config-macsec-policy)# security-policy should-secure
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6. HOtE QIEIo|ATF MFE I 37|20t 22 IS $12GHK| A= MY B2 =S AFoiCt

@ H‘LH 235 & 37|= MACsecO| 215110 I|7|SHX| §b= X[ A3 A £ 22| Y S LIEFHL|CE
= 001|*1 596000000 AFO|RJL|Ct.

IP switch A 1(config-macsec-policy)# window-size 512

7. SAK 7|12 ZH 2 CHA| =5ICt
'AK-expiry-time’ & L|C}

O] HHZ ALESI MM 7|E Of|F 7ttt A2t ZHH o2 HAT & JELICL 72242 0-LIC
IP switch A 1 (config-macsec-policy)# sak-expiry-time 100

8. AT AFE|= AZ 2 T QUM CHS 7|L TM F otLtE et Ct
'conf-offset?| LA @ITAl

Ct

gl

S8 SOl|lM MERfL|CY,

g

o conf-offset-0.
o conf-offset-30

o conf-offset-50.

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

@ O] HHL2 MPLS Efj 12t Z+2 {3l &|C{(dmac, smac, etype)S ALE3t7| I8l S2F AL X|0f|
e > ASFLICH

9. A ZQI 7

HJIO

|II- __I.I.A‘I oz EAI-OI-L_l |_'_|-

'copy running-config startup-config’S MEHSL|C}

IP switch A 1(config)# copy running-config startup-config

10. MACsec M 1M S HA|ELCE.

Ofx A

o

IP switch A 1(config-macsec-policy)# show macsec policy
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OIE{H|O| A0 M Cisco MACsec &3S M sstL|Ct

1. 22 M8 B A[Zh

'Bf0|g 7S dEigLCt

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACsec 2=t 2 71443t QIE{H|0|AS MEHSIL|CE
EH 0|2 R Sl IDE XHY & JASLICL O|H ZEO| L O|EH £R/ZES MERLIC

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

3. QlE{H[O| A0 M AT 7| M@l A HMS =T8I0 MACsec 74 & F7HLCH.

macsec keychain-name policy-name’&L|C}

IP switch A 1(config-if)# macsec keychain 1 policy abc

Mot B E QIE{I|O| AN 1THA|2 2EHA|E BELICH
5. Al

=

0%

'copy running-config startup-config’S ME{SIL|C}

IP switch A 1(config)# copy running-config startup-config

MetroCluster IP 71A410{| A Cisco MACsec 23t WAN ISLS H| 2t slgtL|Ct

MetroCluster IP 724 0{| A1 WAN ISL2| Cisco 9336C A 2| X|0f| CH$t MACsec =t
CHA|

1. 22 14 2E A

'E{0|g 7S MEigLCt

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. & X|0|M MACsec 71 H|ZtAMd 3}
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'A|AE

d S&

IP switch A 1(config)# macsec shutdown

() motier gag MeEsE MACsec 7150] S

gL,
3. MACsecZ 0|0] 7143t QIE{H|0|AS MEHSHLICE,
QIE{HOo|A 7Y S IDE X Fe 4 USLICE O[Sl ZES| F2 O|HU SR/EES AFERILICHL
IP_switch A 1(config)# interface ethernet 1/15
switch (config-if) #
4.

MACsec &2 R73t7| 2loh QB Ho[20 4zl 7| Al

N HMES H ALt
MACsec keychain keychain-name policy-name BiS

IP switch A 1(config-if)# no macsec keychain 1 policy abc

MACsecO| 7418l ZE QIE{H|0| 0|4 3Et7|2t 4EHH S
6. MY FOl 7Y A

HHESH |}
|5 PO SEARILICH

copy running-config startup-config/s MEHSHL|Ct

IP switch A 1(config)# copy running-config startup-config

|

. MACsec Hl412 Msteil 24 U & AR AL
2 ot yys

Sl dHEgfLICt.
HAHSIO] & AQK|7F 2F

o
. 'How MACsec MKA summary’'S &alistL|C}
'How MACsec MKA SESSION'S AslistAA|
. 'How MACsec MKA statistics’ £

b.

CHE B2 Ar8%tH MACsec 78S

3
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'How MACsec MKA session interface typeslot/port EX QIE{H|0|A = HE QIE M 0| A0 CHSE MACsec

number' MKA MM

7| M2l ol 7| HjQl

SEHIE MKA Q9F K& MACsec MKA 714

Of% M MxH 0|2 EX MACsec M* L= 2 E MACsec HA9| 1M

NVIDIA IP AQ[X|E - ATfL|Ct
S{AE AT HZ 3 Hioll= MetroCluster IP HZ2 2[5l NVIDIA IP SN2100 A2[X| 24

S{AE QIE{F{UE 5l BHAllE= MetroCluster IP HZ0|| A2 NVIDIA SN2100 IP AQIX|E
T-Asf{of gtL|Ct.

NVIDIA IP SN2100 2 9|X|E &3} A| 7|28t = AF™ LT
CHS Y S SILIE MESIH A9XE 3T £t 7|2 BHo=z MA™HY + ASLIC

* RCF It SMS ALE5I0] 29|X|E THETYRILICE

Irn

* Cumulus 2ZEQ|HE CIREEs0 AX|ehL|Ct

RCF It SMS A5t A9|KIE HMAFRLIC

M RCF 1M g MX|8t7| ol NVIDIA A9 X| MMS =|=2{of gL|C}.

of felol| cish
ASIA|8 712 HHOR SelstefBl RestoreDefauits S48 ABol0f RCF THeE HHBLICE o] SHie 212 el
IS 22l XIS SAS LS AQIXIS MELSLICE WL 3, A9IXE ROF IUS HS MHOI0) A9IXIS
T2 e 2 P S 2atol AlefZ M ELICH

ChE 74 MR 2= MEFEX SSLIT.

()  RCF IS Mgsie Sot wuele Cf2 R 714 WAL He 2402 = saFLU

A|Zfoto] FHof

* off w2t AKX S Y80k BLICE NVIDIA RCF TS CH2 2 =6t00 ZX[SILICE o] $Ho 2 £ FYStX|
UL RCF DA S A | Hof| 71 7|52 Fdet 22 0| EAIE AL += lELIL

* MetroCluster IP 42| Zt [P AL X|0|A O] THAIE Bt=238{Of BfL|Ct.

* XY 2 AAS ALBSI0] A9IX|0f HHBHOF BHLICY,
+ o Tl Be| U EYIS| Y HABLIC
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THA|
1. RCF 40| SY5I7{LI =2tE|= RCF Y HEHO R MZXMOZ ML

() E0l=wuny exe e et ol = g
Tjlo| Z{oll EAISIX| 0% 0 B
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2. RCF I}l 8 Mllsto] 7|22t 2¢l: RestoreDefaults SMS A

150

cumulus@IP switch A l:mgmt:~$ sudo python3
SN2100 v2.0.0 IP switch A 1.py

[sudo]

password for cumulus:

>>> Opened RcfApplylLog
A RCF configuration has been successfully applied.

Backup files exist.

Preserved files exist.

Listing completion of the steps:

Success: Step: 1l: Performing Ba
Success: Step: 2: updating MOTD
Success: Step: 3: Disabling apt
Success: Step: 4: Disabling cdp
Success: Step: 5: Adding 1lldp c
Success: Step: 6: Creating inte
Success: Step: 7: Configuring s
SNMP
Success: Step: 8: Configuring s
allocation
Success: Step: 9: Configuring s
Success: Step: 10: Configuring
dscp remark
Success: Step: 11: Configuring
egress cos mappings
Success: Step: 12: Configuring
classification
Success: Step: 13: Configuring
Success: Step: 14: Configuring
Success: Step: 15: Configuring
Success: Step: 16: Configuring
Success: Step: 17: Configuring
cluster and MetroCluster interfaces
Success: Step: 18: Configuring
cluster and MetroCluster interfaces
Success: Step: 19: Configuring
cluster and MetroCluster interfaces
Success: Step: 20: Configuring
Success: Step: 21: Configuring
Success: Step: 22: Final commit
Success: Step: 23: Final reboot
Exiting

<<< Closing RcfApplyLog

cumulus@IP switch A 1:mgmt:

~$

ckup and Restore

file
-get
onfig
rfaces
witch basic settings: Hostname,
witch basic settings: bandwidth
witch basic settings: ecn
switch basic settings: cos and
switch basic settings: generic
switch basic settings: traffic

LAG load balancing policies
the VLAN bridge

local cluster ISL ports
MetroCluster ISL ports

ports for MetroCluster-1, local

ports for MetroCluster-2, local
ports for MetroCluster-3, local

L2FC for MetroCluster interfaces
the interface to UP

of the switch

gLt



cumulus@IP switch A l:mgmt:~$ sudo python3
SN2100 v2.0.0 IP switch A 2.py restoreDefaults
[sudo] password for cumulus:

>>> Opened RcfApplyLog

Can restore from backup directory. Continuing.
This will reboot the switch !!!

Enter yes or no: yes

‘o2 SEEYLICH AX7F Hell Y2 E[S0vtn R EL|C]

X
O
M
=]
ne
o
i)l
o
el
N
ra
°=2
ot |>
do
>+

g |7t YD 22| HESD 4 8 ol X1 ¥ 22 £7| 740| a2
FXIELICH MR = S = CHE HTO| RCF MYUS A5 M 28 S HEY = JELICL

Cumulus 2ZES|H{E L2250 AX[gL(Ct

Of ZfHofl 3

Cumulus O|0|X|E X E3I0] 2|X|E 25| MEFsI2{H Ch2 HAE MESHIAL.

© 2E 2& HES AT 29(X|of| AZBHOF BLC.

* Cumulus 29|X| 2ZE2|0f 0|0|X|= HTTPE S3ll HAMAY & UASFLICE.

@ Cumulus Linux 2 X[0]| CHSE XtA|BH LHE 2 £ TESHYA|L "NVIDIA SN2100 22| X[e] A X| &l
TH "

* BHof tigt 'SuDOOf gt RE 7t AL0{0F BiLICE.

=

1. Cumulus 220 M AQX| AZTEQ|0| MX|Z "onie-install-a-i" B 1} SHH| AQX| ATEQ0Q I} AEE
CIRZC38ED CH7|SHAA| L.

0| oo M= E0] MULRILICH cumulus-1linux-4.4.3-mlx-amdé64.bin HTTP AH '50.50.50.50.50° 0| A{
EZ ARX|Z2 SAHELICH

cumulus@IP switch A l:mgmt:~$ sudo onie-install -a -i
http://50.50.50.50/switchsoftware/cumulus-1linux-4.4.3-mlx-amd64.bin
Fetching installer: http://50.50.50.50/switchsoftware/cumulus-linux-
4.4.3-mlx-amd64.bin

Downloading URL: http://50.50.50.50/switchsoftware/cumulus-linux-4.4.3-
mlx-amd64.bin

FHAFH A S
# 100.0%

Success: HTTP download complete.

tar: ./sysroot.tar: time stamp 2021-01-30 17:00:58 is 53895092.604407122
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https://docs.netapp.com/us-en/ontap-systems-switches/switch-nvidia-sn2100/configure-overview-sn2100-cluster.html#initial-configuration-overview
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https://docs.netapp.com/us-en/ontap-systems-switches/switch-nvidia-sn2100/configure-overview-sn2100-cluster.html#initial-configuration-overview
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s in the future

tar: ./kernel: time stamp 2021-01-30 17:00:58 is 53895092.582826352 s in
the future

tar: ./initrd: time stamp 2021-01-30 17:00:58 is 53895092.509682557 s in
the future

tar: ./embedded-installer/bootloader/grub: time stamp 2020-12-10
15:25:16 is 49482950.509433937 s in the future

tar: ./embedded-installer/bootloader/init: time stamp 2020-12-10
15:25:16 is 49482950.509336507 s in the future

tar: ./embedded-installer/bootloader/uboot: time stamp 2020-12-10
15:25:16 is 49482950.509213637 s in the future

tar: ./embedded-installer/bootloader: time stamp 2020-12-10 15:25:16 is
49482950.509153787 s in the future

tar: ./embedded-installer/lib/init: time stamp 2020-12-10 15:25:16 is
49482950.509064547 s in the future

tar: ./embedded-installer/lib/logging: time stamp 2020-12-10 15:25:16 is
49482950.508997777 s in the future

tar: ./embedded-installer/lib/platform: time stamp 2020-12-10 15:25:16
is 49482950.508913317 s in the future

tar: ./embedded-installer/lib/utility: time stamp 2020-12-10 15:25:16 is
49482950.508847367 s in the future

tar: ./embedded-installer/lib/check-onie: time stamp 2020-12-10 15:25:16
is 49482950.508761477 s in the future

tar: ./embedded-installer/lib: time stamp 2020-12-10 15:25:47 is
49482981.508710647 s in the future

tar: ./embedded-installer/storage/blk: time stamp 2020-12-10 15:25:16 is
49482950.508631277 s in the future

tar: ./embedded-installer/storage/gpt: time stamp 2020-12-10 15:25:16 is
49482950.508523097 s in the future

tar: ./embedded-installer/storage/init: time stamp 2020-12-10 15:25:16
is 49482950.508437507 s in the future

tar: ./embedded-installer/storage/mbr: time stamp 2020-12-10 15:25:16 is
49482950.508371177 s in the future

tar: ./embedded-installer/storage/mtd: time stamp 2020-12-10 15:25:16 is
49482950.508293856 s in the future

tar: ./embedded-installer/storage: time stamp 2020-12-10 15:25:16 is
49482950.508243666 s in the future

tar: ./embedded-installer/platforms.db: time stamp 2020-12-10 15:25:16
is 49482950.508179456 s in the future

tar: ./embedded-installer/install: time stamp 2020-12-10 15:25:47 is
49482981.508094606 s in the future

tar: ./embedded-installer: time stamp 2020-12-10 15:25:47 is
49482981.508044066 s in the future

tar: ./control: time stamp 2021-01-30 17:00:58 is 53895092.507984316 s
in the future

tar: .: time stamp 2021-01-30 17:00:58 is 53895092.507920196 s in the



future

Staging installer image...done.

WARNING:

WARNING: Activating staged installer requested.
WARNING: This action will wipe out all system data.
WARNING: Make sure to back up your data.
WARNING:

Are you sure (y/N)? y

Activating staged installer...done.

Reboot required to take effect.
cumulus@IP switch A l:mgmt:~$

o]

=/ -

Al AKX
BI5t0] Mf A ES|0] 'SUDO M E'E AX[efL|Ct

tot

2. O|O|X| CtRERE Y 10l
[=]
=

3. AQX|IE XY

cumulus@IP switch A l:mgmt:~$ sudo reboot

(D AQX[ZF MERIE[ D AQX] AT ER 0] HX| AE{= TEt=|TH, Of B0 A AlZHO| T4
2 QELCH X7 &2 E|H AKX 7F HREYE| U 20" HIA[X[ZF EAIELICH

— —T = od
a. AQIX|7t REE|D ROl TETEA 2I0I5t0 2SS HARLC
@ AL Xt 0|2 'cumulus’o| 1! 7| 2Z &= 'cumulus’LICE.
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5.
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-

Debian GNU/Linux 10 cumulus ttySO

cumulus login: cumulus

Password:

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password:

New password:

Retype new password:

Linux cumulus 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+cl4.4.3ul
(2021-12-18) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

For support and online technical documentation, visit

http://www.cumulusnetworks.com/support

The registered trademark Linux (R) is used pursuant to a sublicense from
LMI,

the exclusive licensee of Linus Torvalds, owner of the mark on a world-
wide

basis.

cumulus@cumulus:mgmt:~$

2| HEH A QE{Ho[AS FHELICE

—

t&st= g

o
ro

Al S ALK Hellof Moyl et THELICEH

rr

@ CHS of|x| HHO|M= SAE 0|28 IP_SWITCH_A 12, IP £4= 10.10.10.10.102%,
HI0tA 3 255.255.255.0(24), HIO|E90] 4= 10.10.10.10.10.10.12 FALICE



Cumulus 4.4.xL|C}

CHS B2 Cumulus 4.4 x5 HAS= A9X[0|M 2AE O|F, IP F&, U023 S AO|EY0]S

Tt

cumulus@cumulus :mgmt

cumulus@cumulus:mgmt:

10.0.10.10/24

cumulus@cumulus :mgmt:

cumulus@cumulus:mgmt

cumulus@cumulus :mgmt

:~$ net
~$ net

~$ net
:~$ net

:~$ net

add hostname IP switch A 1
add interface ethO ip address

add interface ethO0 ip gateway 10.10.10.

pending

commit

net add/del commands since the last "net commit"

User Timestamp Comma

nd

cumulus 2021-05-17 22:21:57.437099 net add hostname Switch-A-1

cumulus 2021-05-17 22:21:57.538639 net add interface eth0O ip address

10.10.10.10/24

cumulus 2021-05-17 22:21:57.635729 net add interface ethO ip gateway

10.10.10.1

cumulus@cumulus :mgmt

Cumulus 5.4.x 0| A

Ct2 HHE Cumulus 5.4.xE A
TABLICH O] A

:~5

#ots AQIK|OIM SAE 0|, IP F4, U0IAS 3 H0|E2I0|S
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cumulus@cumulus:mgmt:~$ nv set system hostname IP switch A 1

cumulus@cumulus:mgmt:~$ nv set interface ethO ip address
10.0.10.10/24

cumulus@cumulus:mgmt:~$ nv set interface ethO ip gateway 10.10.10.1
cumulus@cumulus:mgmt:~$ nv config apply

cumulus@cumulus:mgmt:~$ nv config save

6. 'SUDO reboot' BHO{E A3t AL|X|E reboot Bt}
cumulus@cumulus:~$ sudo reboot

ALXTt HERE|H of THAIE ALESH M 282 HEY & JUELICHNVIDIARCF MY S CH2EESHD
AX|gfLIC,
[[CIHREE 5! AX|]] NVIDIA RCF It 2 CH2Z =38t0] MX|ghL|Ch
AQIX| RCF It S MAMSt MetroCluster IP 7144 9| ZH AQ|X|0f| AX|8H{Of EHL|Ct
A|Zkst7| Hof
* FHof cist 'supooll it 2
ALK AZEQ 0|7} X =0 22| HEYITH Y ELICE

[=]
© YY1 E= LY 28 MESIH A9{X[E ME EXISts THAHIE WRSLIT.

0

@ ARIXIE MY T RCF IHUE XM ESH7| Mo =7t S ¥ Z2 o] HXAE MEY &
Lot
|=| .

Of ZfHofl CHaf
MetroCluster IP T&(M 2X) EE= WA AX|(ALIK] 2A[)2| 2 1P ALX|0f CHH 0|28 THAIS HF= 30k SHL|Ct.

QSFP-SFP+ O{HE{Z AIB3H= 22 ISL EES H20|30t2 45 2 Al 7|2 45 BE2 Ao 8 4
BT ISL EE A5 DEE solstein A91X| 23UMS] MHAS HXSHINS.
oA

1. MetroCluster IP2 NVIDIA RCF It MMetL|Ct.
£ |22 E3tL|C} "MetroCluster IPE RcfFileGenerator®! L|C}".

b. MetroCluster IP€ RcfFileGeneratorE A25t0] M0 AF2E RCF It S MMehL|Ct,
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C. Z LHMEZZ O|SYLILE "X oz J|ZE|H IMY F 2= home/cumulus' 4 LICt.

cumulus@IP switch A l:mgmt:~$ cd ~
cumulus@IP switch A 1:mgmt:~$ pwd
/home/cumulus
cumulus@IP switch A l:mgmt:~$

d. RCF It 2 o] C|AE2|| CHRZEBILICE CHS G0l M= SCPE AFE5H0] OIS CIREEsHE WS Ho
ELICHsN2100 v2.0.0 IP switch A 1.txt AlH '50.50.50.50'0A = CIHEZ|ZE 0| = 2
MERILICHsN2100 v2.0.0 IP switch A 1.py:

cumulus@Switch-A-1:mgmt:~$ scp
username@50.50.50.50:/RcfFiles/SN2100 v2.0.0 IP switch A 1.txt
./SN2100 v2.0.0 IP switch-Al.py

The authenticity of host '50.50.50.50 (50.50.50.50)"' can't be
established.

RSA key fingerprint is
SHA256:B5gBtOmNZvdKiY+dPhh8=72K9DaKG7g6sv+2gF1GVFS8E.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '50.50.50.50' (RSA) to the list of known
hosts.

P A b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b 4
* %

Banner of the SCP server

P b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b

* %

username@50.50.50.50's password:
SN2100 v2.0.0 IP switch Al.txt 100% 55KB 1.4MB/s 00:00
cumulus@IP switch A 1:mgmt:~$

2. RCF oS Mg IEf RCF ool = StLt ol &te THAIE X Edt= 40| ERELCE 7= XY M2 X[A|7
2= o RCF ItY S HHE M 81 HHSLICEH RCF mpQ| Chker thA 2tz MENE efQlote{™ 1" =
'BE FUE AL EE HA(RR 5)E HEYLICL
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cumulus@IP switch A l:mgmt:~$ sudo python3

SN2100 v2.0.0 IP switch A 1.py

all

[sudo] password for cumulus:

The switch will be rebooted after the step(s) have been run.
Enter yes or no: yes

the steps will apply - this is generating a lot of output

Running Step 24: Final reboot of the switch

The switch will reboot if all steps applied successfully
3. 70iM DAC #HO|EE A83t= E2 22X ZEO|M DAC SH S &dotedLC,

cumulus@IP switch A l:mgmt:~$ sudo python3 SN2100 v2.0.0-X10 Switch-
Al.py runCmd <switchport> DacOption [enable | disable]

CHE ool A= ZE0|| Cioll DAC M43 E8etetLICt swp7:

cumulus@IP switch A l:mgmt:~$ sudo python3 SN2100 v2.00 Switch-Al.py
runCmd swp?7 DacOption enable
Running cumulus version : 5.4.0
Running RCF file version : v2.00
Running command: Enabling the DacOption for port swp7
runCmd: 'nv set interface swp7 link fast-linkup on', ret: O
runCmd: committed, ret: O
Completion: SUCCESS
cumulus@IP switch A l:mgmt:~$

4. AQ|IX| ZEO|M DAC S8 2 g4stet 3 AQIX|E HELFLIC

sudo reboot

() ofel A91x ZEof thell DAC S48 MHH A9IXS ¢ gt ek ELic
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25Gbps HZS AH25t= A|ARI0| CHS Forward Error Correction(HE 27

* O] %Y2 25Gbps HES AHESH= SAZ0H2U HEEHLICE = "NVIDIA X[& SN2100 IP £2|X[ = 2|
ZE dEEzshAIL

* 0] XU MetroCluster IP 7142| 47 AR X| 2 5=0f| A =3HsHOF BFL|C}.

e ZF A

1. 25Gbps HEE A3tz A HW| AQ(X| ZEO]| CHsl D7 HASE off2

sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport> fec off

Qx| ZEE JHHMOZ AL|0|EsHof 8tH HEHO|A 02| ZE = Ik

ALESI A|AHRIZ M5t AL RCFE X 8% = FEC(Forward Error Correction) DH7H#H4+E
MATLICH RCFE O ™2 MESHX| gt&L|Ct.

2. AEEZ D0 HZE 2 25Gbps 22|k EO| CHeH O] THAIE gHERLICE

MetroCluster IP QIE{H|O|AQ| AQIX| ZE £ 5 MHTIL|CH
of ZpHofl CHal
* LIS A|ARIO| AQIX| ZE £ 5 100GE Motz H CHS EXtE
° AFF A70, AFF A90, AFF A1K, AFF C809| 2f0{lL|Ct
> AFF A30, AFF C30, AFF A50, AFF C602| 2f0{lL|Ct
> FAS50, FAS70, FAS90

* 2t A9IX| EES HEHOR AL|0|EsH0F 50 UM ofzf ZE T TE ¥

|

1. £ E Aot SM0 84 RCF MY S runcmd AFSRILICH O A| 5t HFo| HE

MEELC

C22 MetroCluster QIE{H[O|A B! O] &=

i

sudo python3 SN2100 v2.20 Switch-Al.py runCmd swp7 speed 100

sudo python3 SN2100 v2.20 Switch-Al.py runCmd swp8 speed 100

- of

A
T

HNot= HYULICEH swp7 swps

~
(=]

M

i

K

-
0%

HE
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cumulus@Switch-A-1l:mgmt:~$ sudo python3 SN2100 v2.20 Switch-Al.py runCmd
swp7 speed 100
[sudo] password for cumulus: <password>
Running cumulus version : 5.4.0
Running RCF file version : v2.20
Running command: Setting switchport swp7 to 100G speed
runCmd: 'nv set interface swp7 link auto-negotiate off', ret: 0
runCmd: 'nv set interface swp7 link speed 100G', ret: 0
runCmd: committed, ret: O
Completion: SUCCESS
cumulus@Switch-A-1:mgmt:~$

AMEEX| A= ISLEZE S T

[m

MES Hldstetict

ST MEf ZDE WX|St7| 2l AHESHXA| b= ISLEZE U X E xHE S H|&d35H= 20| ZELICH NetApp. &
HE E=ZE MHES NEXHQZ MESH| & HF0N0f ot HM o8] ZE = ZE HRIE XYY +
wu:.'—l':f
T

1. RCF It HHLA S AFE30] AL2E|X| b= ISL ZE 3 ZE M3 AlEetL|Ct

@ ZEJHE0[30tR BREQl 2 FH|M X|FYdt= ZE 0|F2 RCF Hi0l| X[ &l O|F2t LHE
= ASLICE RCF 0|2 HZ IS A ZE 0|5 s =& ASFLICHL

net show interface

2. RCF IS AFBSI0] ALE|X| §b= ISL ZE 9 ZE MDS H|ghystetLct
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cumulus@mccl-integrity-al:mgmt:~$ sudo python3 SN2100 v2.0 IP Switch-
Al.py runCmd
[sudo] password for cumulus:
Running cumulus version : 5.4.0
Running RCF file version : v2.0
Help for runCmd:
To run a command execute the RCF script as follows:
sudo python3 <script> runCmd <option-1> <option-2> <option-x>
Depending on the command more or less options are required. Example
to 'up' port 'swpl'
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd swpl up
Available commands:
UP / DOWN the switchport
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd <switchport>
state <up | down>
Set the switch port speed
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
speed <10 | 25 | 40 | 100 | AN>
Set the fec mode on the switch port
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
fec <default | auto | rs | baser | off>
Set the [localISL | remoteISL] to 'UP' or 'DOWN' state
sudo python3 SN2100 v2.0 Switch-Al.py runCmd [localISL |
remoteISL] state [up | down]
Set the option on the port to support DAC cables. This option
does not support port ranges.
You must reload the switch after changing this option for
the required ports. This will disrupt traffic.
This setting requires Cumulus 5.4 or a later 5.x release.
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
DacOption [enable | disable]
cumulus@mccl-integrity-al :mgmt:~$

Ot EE ool M= "swp14" ZEE H|gMalefL|Ct

sudo python3 SN2100 v2.0 Switch-Al.py runCmd swpl4 state down

AMHE 2F AL E|X| 942 ZE = X E riof Cislf o] THA|E gLt

NVIDIA SN2100 MetroCluster IP A2|X|& O|C{Lll AQ|X| MEf DL|E AN DA S MX|BfL|CE.
NVIDIA O| Ul AQ|X|K|A| O|C{ull AKX ME RLIEHZ S 7452 ™ CIZ EXIE [MEM K.
NVIDIA X190006-PE % X190006-P1 A|X|7} MCHE Z X=X %2 H2 MEE|H 22 A6t

o
gholgt £~ QELICH system switch ethernet show 2R *OTHER*7t EA|E|=X| 2ISHM| Q. NVIDIA
= AlHSIEH O HES AFE6IH 2 HSE #ONM Q. nv show platform hardware NVIDIA

d
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CL5.8 % 0| HME EE= nv show platform 0| HEE,

CtS ONTAP E2|20M NVIDIACL 5.11.xE A8 mf JElf ZL[EfR 8l 23 H0| o|=3t L=
ZSSH=E st 0] HHAIE W= 0| ZELICE O] EHAIS WEX| ot MEj 2LEZ J 23
() +=Eol xS 4 URBH, BE 20| MK ZHSsH=X| Helsta o] BAlS H2AIR.
* 9.10.1P20, 9.11.1P18, 9.12.1P16, 9.13.1P8, 9.14.1, 9.15.1 & O|= mjX| &2|A

AlZtst7| o

* ONTAP Z2{AE{7} &5 Z0|1 A% Folx| elstct,
* CSHMOIIA RIBots BE 7152 ABs2I21 A9I%014 SSHE SABHSHHL.

* 2= LM O E2|E X[ELICH /mroot/etc/cshm nod/nod sign/.
a. = H2 l2ighct,
system node run -node <name>

b. 1

oy

Astoz HA:

—_——

priv set advanced

c. ClAEZ|e 18 MYUS /etc/cshm nod/nod sign LIEELICE CIHERF QT T4 MAUO| ZtE|0f
ASH I 0|F0| LIFE LT,

ls /etc/cshm nod/nod sign

d. AZE ALK -0 siEst= ZE 7 THUS AFELICH

i

SHASHA| gf2 E2 ¢l LI E X3 22 et 2= 7 IS Mt LhS siE Z2oj chet 2[4 1
oS Ef%i_om AX[gct.

rm /etc/cshm nod/nod sign/<filename>
a. AH|El 719 opol O oY CI=E{Z|of Sl=X[ efelgt|Ct.

ls /etc/cshm nod/nod _sign

|

1. SHE ONTAP Z2|A HES 7|8tOZ Ol AQ|X| Ae| 2LIE| Y zip TIYUS CHR2EE=ELICE O] IHUL
H|O| X| 0| A AF2EH 4~ "NVIDIA 0|l AQ|X|" Q&LICE.
a. NVIDIA SN2100 2ZE 9|0 C}2ZE H|O|X|0f| A * Nvidia CSHM File * 2 ME4SL|CT.
b. Z=0|/2]0{0F &t H|O|X|0[A So|g &tlztS MEHBILCE,

C. X|E ALEX AFEH A 2 H|O|X|of| M SoF 2tel2tS MEISHL * Accept & Continue * & S RfLICE.

d. Nvidia CSHM It - CHR 2= H[O|X|0f| A o 74 TS MEASHL|CE OHE Mt S A8 Y & ASLICH
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ONTAP 9.15.1 O| &
+ MSN2100-CB2FC-v1.4.zip

* MSN2100-CB2RC-v1.4.zip
+ X190006-PE-v1.4.zip
« X190006-PI-v1.4.zip

ONTAP 9.11.1 ~ 9.14.1
*+ MSN2100-CB2FC_PRIOR_R9.15.1-v1.4.zip

« MSN2100-CB2RC_PRIOR_R9.15.1-v1.4.zip
« X190006-PE_PRIOR_9.15.1-v1.4.zip
« X190006-P|_PRIOR_9.15.1-v1.4.zip

1. i zip MHUS WS & MHof| FZ2ESL T,

2. 22AE{| ONTAP A|AR F SHLIOIM g ZE MFo| AMASLICH
ME Z2|L2|X| D5

3. switch 4tEH monitor configure EZS AlsHstL|Ct.

clusterl::> system switch ethernet configure-health-monitor

4. HE £30| ONTAP HTOf| st O3 A EZ ELh=X] golet|ct.

ONTAP 9.15.1 O] A}
o|EHull AQX| MEf ELIEZO| 2 IS AX|MSLICT

ONTAP 9.11.1 ~ 9.14.1

shmO| 7+ S HXYSLICt

ONTAP 9.10.1
CSHM LI22E W7 | X7} d8H2 = HMe|=ASLICH

QET} YHAHSIH NetApp X2 El0] 2o|SHAAI2.

1. O3 HHAE tEst| Holl & AAsto] 22 o|Hul AQIX| Mef ZL|E Z 7t4 S X 2617kX| 7|CHiL|ct
system switch ethernet polling-interval show.
2. HHZ MMM R system switch ethernet configure-health-monitor show ONTAP

AARIOAM SHAH A|X|7F ZLIEE 2EITrue 2 AFE0 A LH Hz BE0] *Unknown* O] HA|E[X]
Q=X =elgtLct,

clusterl::> system switch ethernet configure-health-monitor show

163



() 7yms Hgs 3oz DHo| * 7IEk 7} Al EAIS|H NetApp XI#H0| 2OISHIAIS.

S FZSHAL "A|AF AKX O|HUl F8-LE-ZLIE" XtMISt LIE2 BES FZSHMIR.

"AQAK| HEf ZLIHZ S FERLICH.

MetroCluster IP A Q| X| AEj 2 L|E{Z
MetroCluster IP 710 A AQ|X| AEf ZL[E{ZI0f| CHSH YOtEMR
O|Hul AQ|X| AEf EL|E{(CSHM)= EHAH YU AEE[X]| HER T AKX 2t5 MEFE
etolstn CIHZA S et AKX 2O E £EoH= g2 YL Tt
MetroCluster IP 20X CSHMS A5t QIst 52 £ Atst

O] M-MoflA& Cisco, Broadcom 2 NVIDIA SN2100 A 2| X|0flAf SNMPV3E ?“ﬁﬂ Z2OE +Hots gl
CHAE HHTILICE MetroCluster IP A0 X|HE|= A X L0 HHO| CHSE A E w2toF BfL|Ct . "Hardware
Universe" X|21E|= T2 HES 2QIsHM| Q.
MetroCluster F&0M= 22 SHAEH A X0 MEf 2LIEZE S FABILICE
Broadcom % Cisco 22| X|0f|X| 2O E £2stH™ 23 70| 2 MotEl 2 S2{AEO| CHoll A2(X[0| M| AFRXIE
MM Bl OF BHL|C} MetroCluster A 0{| A= MetroCluster 1, MetroCluster 2, MetroCluster 3, MetroCluster 4 2%
ALK[0f| E=o| AFEXIE FAM6H{0fF BLICE 0|23t AQX|= STt ALEXI0)| CHal 02| SSH 7| & K| &;SHA| ¥&LICt.
SHE =720 T MY AHEXtS| 7|& SSH 7| E HO{&L|CH
CSHMEZ #45t7| Mol 22t ISL 210 E WX|SH)| I AHESHA| &= ISLS H|2H M St6{oF gfL|Ct.
MetroCluster IP A2[X[2] MEHE ZL|E{ESII| 2|5 SNMPv3 714
MetroCluster IP T2 H0f|A] IP AR X[2] MEHE ZL|E{ZISIEE SNMPv3E2 AT 4 USLICE.

o

O| EXtof| A= ALX|0A SNMPV3E PE UEHN QI CHA|E EO{EL|CH LIZE L2 AQX] T
MetroCluster IP T2 A 0j| A X[ & | X]| %*E UELICY.

MetroCluster IP T2 M0j|A X[ E|= AQIA| =IO HHEoO]| CHSE THA|E wh2tof &L} . "Hardware Universe"
X2 El= AU HE S =lsHM[ Q.
* SNMPv3= ONTAP 9.12.1 O|Atol| A2t X| @I ElL|Ct.
* ONTAP 9.13.1P12, 9.14.1P9, 9.15.1P5, 9.16.1 & 0| HME C}2 £ 7}X| 2H|E siZEL|Ct.

@ ° "Cisco 22|X|2] ONTAP MEi 2L|EZ S AR DL|IHZ S 2o SNMPV3LE HMetst 20|
SNMPv2 E2{ZiO0| A& EAIE £ /JE&LICE"

° "SNMP ZHo & Al AHZ 24 ALK T 5 HE F1

AH
HZ L2 * Broadcom *, * Cisco * X * NVIDIA * AQ|X|0| ] SNMPv3 AI2X} 0|22 RMStE O AFREIL|CE
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Broadcom A2|%|
Broadcom BES-53248 A 2| X|0| A SNMPv3 AL XL 0|2 HERA 2IEXIE L AEL|CH

AH

° OI HA

—

0l

o] B

gjo

snmp-server user SNMPv3UserNoAuth NETWORK-OPERATOR noauth

* MD5/SHA QIZ * o H=2:

snmp-server user SNMPv3UserAuth NETWORK-OPERATOR [auth-md5|auth-sha]

* AES/DES Y&3E Ar23Hs * MD5/SHA 215 *:

snmp-server user SNMPv3UserAuthEncrypt NETWORK-OPERATOR [auth-
md5 |auth-sha] [priv-aesl28|priv-des]

Ct

gjo

o

fjo

As5ie ONTAP %0l SNMPv3 ALR X} 0| 50| FAELICH

security login create -user-or-group-name SNMPv3 USER -application snmp
-—authentication-method usm -remote-switch-ipaddress ADDRESS

H &

CHe HHE S AASHH CSHMOIA SNMPv3 AHEXL 0| 0] HFELICE

glo

clusterl::*> system switch ethernet modify -device DEVICE -snmp-version
SNMPv3 -community-or-username SNMPv3 USER

1. 215 8l 23S MESEE ALK SNMPV3 AHEAHE EFBfLICY.

show snmp status
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(swl) (Config) # snmp-server user <username> network-admin auth-md5
<password> priv-aesl28 <password>

(csl) (Config) # show snmp user snmp

Name Group Name Auth Priv
Meth Meth Remote Engine ID
<username> network-admin MD5 AES128

8000113d03d8c497710bee

2. ONTAP Z0{|A SNMPv3 AF2XIE MAStL|CT.

security login create -user-or-group-name <username> -—-application
snmp -authentication-method usm -remote-switch-ipaddress
10.231.80.212

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. {22 SNMPv3 AL2XIe} SHH| ZLIEZISIEE CSHME A stLCT,

system switch ethernet show-all -device "swl" -instance
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clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7c:22)" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:

Model Number:

Switch Network:

Software Version:

Reason For Not Monitoring:

display this if SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

swl
10.228.136.24
SNMPv2c

true

cshml!
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for

clusterl::*> system switch ethernet modify -device "swl" -snmp

-version SNMPv3 -community-or-username <username>

4. CSHM B 71242 7|CH2l 3 O|Ciul A9IX|9| Ut HS 7} MHER eolsthg.

=

system switch ethernet polling-interval show
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
Reason For Not Monitoring:
display this if SNMP settings are valid

Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
RCF Version:
Cluster/HA/RDMA
Cisco 2%/X|

Cisco 9336C-FX2 A2|X|0f| A SNMPv3 A2 Xt 0|2 SNMPv3_user T+43:

[e2]

ozl

—

0l
gjo

Yol F2:

snmp-server user SNMPv3 USER NoAuth

* MD5/SHA QI * o AL

snmp-server user SNMPv3 USER auth [md5]|sha]

* AES/DES 23 3tE AI25t= * MD5/SHA Q13 *:

snmp-server user SNMPv3 USER AuthEncrypt auth

PASSWORD priv aes-128 PRIV-PASSWORD

o

Ct

mjo

As5ie ONTAP Z0il 4 SNMPv3 ALR X} 0| 50| FAELICH

gl
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[md5 | sha]

swl
10.228.136.24
SNMPv 3

true

<username>
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for

AUTH-PASSWORD

AUTH-



security login create -user-or-group-name SNMPv3 USER -application snmp

—authentication-method usm -remote-switch-ipaddress ADDRESS

gl

Ct

BHS AAHSHH CSHMO|AM SNMPV3 AtEX} 0| E0| HF- ELICE

system switch ethernet modify -device DEVICE -snmp-version SNMPv3

-community-or-username SNMPv3 USER

1. 2l

—

ol

show snmp user

U ADoE MESIER

ALX[0 M SNMPv3 AFEXHE AEEfL|CE

(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

User

admin

Auth Priv (enforce) Groups
T i
md5 aes-128 (no) network-operator
Auth Priv
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2. ONTAP Z0| M SNMPv3 A XIS M SHL|CE

security login create -user-or-group-name <username> -application
snmp -authentication-method usm -remote-switch-ipaddress
10.231.80.212

clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none] : aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. MZ2 SNMPv3 AF2XIe} 7| ELIE{ZISIEE CSHME AL LT,

system switch ethernet show-all -device "swl" -instance



clusterl::*> system switch ethernet show-all -device "swl" -instance

Operating System

when SNMP settings are valid

Device Name:
IP Address:
SNMP Version:
Is Discovered:

SNMPv2c Community String or SNMPv3 Username:

(NX-08S)

Software,

Model Number:

Switch Network:
Software Version:
Version 9.3 (7)

Reason For Not Monitoring:

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:

Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device

RCF Version:

swl
10.231.80.212
SNMPv2c

true

cshml!
NO9K-C9336C-FX2
cluster—-network
Cisco Nexus
None <---- displays
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for

"swl" -snmp

-version SNMPv3 -community-or-username <username>
clusterl::*>

Zl SNMPV3 AF2XI2 2|8 22

Ho ot SUTHK| 2felgtL|Ct,

system switch ethernet polling-interval show

It CSHM E3 7(2t0| 2tZE = 0| EHA|0| M XiA[S]
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

(NX-0S)
Reason For Not Monitoring:

Operating System Software,
when SNMP settings are valid
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
RCF Version:
Cluster/HA/RDMA

clusterl::*>

QlH|C|Of - CL 5.4.0

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
NO9K-C9336C-FX2
cluster—-network

Cisco Nexus

Version 9.3 (7)

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for

CLI 5.4.08 A&St= NVIDIA SN2100 22| X[0f| A SNMPv3 A2 X} 0|2 SNMPv3_USERE FAEHL|CE

o]

° OI HA

—

(P
gjo

* 9| 3%

nv set service snmp—-—server username

* MD5/SHA Q15 * 9| AL

nv set service snmp-server username
AUTH-PASSWORD

* AES/DES 23 2tE AI25t= * MD5/SHA 215 *:

nv set service Snmp—-server username

AUTH-PASSWORD [encrypt-aes|encrypt-des]
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SNMPv3 USER auth-none

SNMPv3 USER [auth-md5]|auth-sha]

SNMPv3 USER [auth-md5]|auth-sha]
PRIV-PASSWORD



Ct HASIH ONTAP Z0| M SNMPv3 AFEX} 0| 50| T ElLCt.

glo

0o &
oo

fjo

security login create -user-or-group-name SNMPv3 USER -application snmp
—authentication-method usm -remote-switch-ipaddress ADDRESS

gl

CHe HHE S AASHH CSHMOIA SNMPv3 AHEXt 0| 0] HFELICE

system switch ethernet modify -device DEVICE -snmp-version SNMPv3

-community-or-username SNMPv3 USER

S A L2 E ArESIEE A 2|X|0| A SNMPv3 AFEXAIE AF LI

net show snmp status

cumulus@swl:~$ net show snmp status
Simple Network Management Protocol (SNMP) Daemon.

Current Status active (running)
Reload Status enabled
Listening IP Addresses all vrf mgmt
Main snmpd PID 4318

Version 1 and 2c¢ Community String Configured
Version 3 Usernames Not Configured

cumulus@swl:~$
cumulus@swl:~$ net add snmp-server username SNMPv3User auth-md5
<password> encrypt-aes <password>
cumulus@swl:~$ net commit
-—— /etc/snmp/snmpd.conf 2020-08-02 21:09:34.686949282 +0000
+++ /run/nclu/snmp/snmpd.conf 2020-08-11 00:13:51.826126655 +0000
@@ -1,26 +1,28 Q@@

# Auto-generated config file: do not edit. #

agentaddress udp:@mgmt:161

agentxperms 777 777 snmp snmp

agentxsocket /var/agentx/master

createuser snmptrapusernameX
+createuser SNMPv3User MD5 <password> AES <password>

ifmib max num ifaces 500

iquerysecname _snmptrapusernameX

master agentx

monitor -r 60 -o laNames -o laErrMessage "laTable" laErrorFlag != 0
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pass -p 10 1.3.6.1.2.1.1.1 /usr/share/snmp/sysDescr pass.py
pass persist 1.2.840.10006.300.43
/usr/share/snmp/ieee8023 lag pp.py

pass persist 1.3.6.1.2.1.17 /usr/share/snmp/bridge pp.py
pass persist 1.3.6.1.2.1.31.1.1.1.18
/usr/share/snmp/snmpifAlias pp.py

pass persist 1.3.6.1.2.1.47 /usr/share/snmp/entity pp.py
pass persist 1.3.6.1.2.1.99 /usr/share/snmp/entity sensor pp.py
pass persist 1.3.6.1.4.1.40310.1 /usr/share/snmp/resq pp.py
pass persist 1.3.6.1.4.1.40310.2

/usr/share/snmp/cl drop cntrs pp.py

pass persist 1.3.6.1.4.1.40310.3 /usr/share/snmp/cl poe pp.py
pass_persist 1.3.6.1.4.1.40310.4 /usr/share/snmp/bgpun_pp.py

pass persist 1.3.6.1.4.1.40310.5 /usr/share/snmp/cumulus-status.py
pass persist 1.3.6.1.4.1.40310.6 /usr/share/snmp/cumulus-sensor.py
pass persist 1.3.6.1.4.1.40310.7 /usr/share/snmp/vrf bgpun pp.py

+rocommunity cshml! default
rouser _snmptrapusernameX

+rouser SNMPv3User priv
sysobjectid 1.3.6.1.4.1.40310
sysservices 72

—rocommunity cshml! default

net add/del commands since the last "net commit"

User Timestamp Command

SNMPv3User 2020-08-11 00:13:51.826987 net add snmp-server username
SNMPv3User auth-md5 <password> encrypt-aes <password>

cumulus@swl:~$
cumulus@swl:~$ net show snmp status
Simple Network Management Protocol (SNMP) Daemon.

Current Status active (running)

Reload Status enabled

Listening IP Addresses all vrf mgmt

Main snmpd PID 24253

Version 1 and 2c¢ Community String Configured

Version 3 Usernames Configured <---- Configured
here

cumulus@swl:~$
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2. ONTAP Z0| M SNMPv3 A XIS M SHL|CE

security login create -user-or-group-name SNMPv3User -application
snmp -authentication-method usm -remote-switch-ipaddress
10.231.80.212

clusterl::*> security login create -user-or-group-name SNMPv3User
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. Ml22 SNMPv3 AL2XIe} eHH| ZLIEZISIEE CSHME A stLCt.

system switch ethernet show-all -device "swl (b8:59:9f:09:7c:22)"
—-instance
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clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7c:22)" -instance
Device Name:
(b8:59:9f:09:7c:22)
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
version 5.4.0 running on Mellanox Technologies
Reason For Not Monitoring:
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
serial number to check
RCF Version:
Cluster-LLDP Aug-18-2022

clusterl::*>

swl

10.231.80.212
SNMPv2c

true

cshml!
MSN2100-CB2FC
cluster—-network

Cumulus Linux

Ltd. MSN2100

None
LLDP
true
MT2110X06399 <----

MSN2100-RCF-v1.9X6-

clusterl::*> system switch ethernet modify -device "swl

(b8:59:9£:09:7c:22)" -snmp-version SNMPv3 -community-or-username

SNMPv3User

of A Hoof SUTIX| =HelgtL|Cf.

system switch ethernet polling-interval show

4. M2 HHE SNMPV3 ALEXIZ 2| ! H 7t CSHM & 7|2H0] 2=l = O|X THA|0f| M XEA|3|
o



clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7¢c:22)" -instance
Device Name:
(b8:59:9f:09:7c:22)
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
version 5.4.0 running on Mellanox Technologies
Reason For Not Monitoring:
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
serial number to check
RCF Version:
Cluster-LLDP Aug-18-2022

AlH|C|Of - CL 5.11.0
CLI 5.11.02 A&5t= NVIDIA SN2100 A2 X[0{| Al SNMPV3 AF2X} 0|5 SNMPv3_USERE A gtL|C.

o2}
HA

ol

* ol B2

i[[o

nv set system snmp-server username

* MD5/SHA QIS * o AL

nv set system snmp-server username
AUTH-PASSWORD

* AES/DES 23 2tE AI25t= * MD5/SHA 213 *:

swl

10.231.80.212
SNMPv 3

true

SNMPv3User
MSN2100-CB2FC
cluster-network

Cumulus Linux

Ltd. MSN2100

None
LLDP
true
MT2110X06399 <----

MSN2100-RCF-v1.9X6-

SNMPv3 USER auth-none

SNMPv3 USER [auth-md5|auth-sha]

nv set system snmp-server username SNMPv3 USER [auth-md5]|auth-sha]

AUTH-PASSWORD [encrypt-aes|encrypt-des]

PRIV-PASSWORD
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Ct

glo

0o &
oo

fjo

Assie ONTAP %0l SNMPv3 ALE X} 0| 50| FAELICH

security login create -user-or-group-name SNMPv3 USER -application snmp
—authentication-method usm -remote-switch-ipaddress ADDRESS

Ct

gl

HHS HASIH CSHMOIM SNMPv3 AFEX} 0| 50| EFELIC

system switch ethernet modify -device DEVICE -snmp-version SNMPv3
-community-or-username SNMPv3 USER

S A L2 E ArESIEE A 2|X|0| A SNMPv3 AFEXAIE AF LI

nv show system snmp-server

cumulus@swl:~$ nv show system snmp-server

applied

[username] SNMPv3 USER
[username] limiteduserl
[username] testuserauth
[username] testuserauthaes
[username] testusernoauth
trap-link-up

check-frequency 60
trap-link-down

check-frequency 60
[listening-address] all
[readonly-community] $nvsec$94d69b56e921aecl790844eb53e772bf
state enabled

cumulus@swl:~$

2. ONTAP Z0{| A SNMPv3 AF2XIE MAStL|C

security login create -user-or-group-name SNMPv3User -application
snmp -authentication-method usm -remote-switch-ipaddress
10.231.80.212
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clusterl::*> security login create -user-or-group-name SNMPv3User
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):

Enter privacy protocol password again:

3. 22 SNMPv3 AHEXte} 8HH LSS CSHME ALt

system switch ethernet show-all -device "swl (b8:59:9f:09:7c:22)"
-instance
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clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7c:22)" -instance
Device Name:
(b8:59:9f:09:7c:22)
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
version 5.11.0 running on Mellanox Technologies
Reason For Not Monitoring:
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
serial number to check
RCF Version:
Cluster-LLDP Aug-18-2022

clusterl::*>

swl

10.231.80.212
SNMPv2c

true

cshml!
MSN2100-CB2FC
cluster—-network
Cumulus Linux
Ltd. MSN2100
None

LLDP

true
MT2110X06399 <----

MSN2100-RCF-v1.9X6-

clusterl::*> system switch ethernet modify -device "swl

(b8:59:9£:09:7c:22)" -snmp-version SNMPv3 -community-or-username

SNMPv3User

4. M2 HHE SNMPV3 ALEXIZ 2| ! H 7t CSHM & 7|2H0] 2=l = O|X THA|0f| M XEA|3|
o

doh 22 Ho ot SAUBHK| 2Rt

system switch ethernet polling-interval show



clusterl::*> system switch ethernet polling-interval show
Polling Interval (in minutes): 5
clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7¢c:22)" -instance
Device Name:
(b8:59:9f:09:7c:22)
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
version 5.11.0 running on Mellanox Technologies
Reason For Not Monitoring:
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
serial number to check
RCF Version:
Cluster-LLDP Aug-18-2022

swl

10.231.80.212
SNMPv 3

true

SNMPv3User
MSN2100-CB2FC
cluster-network
Cumulus Linux
Ltd. MSN2100
None

LLDP

true
MT2110X06399 <----

MSN2100-RCF-v1.9X6-

MetroCluster IP AQ[X[M 20 £F 1A

MetroCluster IP 7 M0|M= C|HZ SHO 2 AQIX| EOE SIEE 21 £32 MY

OI/\LJEF

Broadcom %! Cisco 22|X|0f|M= 23 &2 2IsH 2t S AE| Tl ME2 AHEXF 2L gtL|C
0| =01, MetroCluster 1, MetroCluster 2, MetroCluster 3, MetroCluster 4= 25 A Q| X|0f| Hx 9|
AMEXIE AM6{of gL Ct. %OEIP_I- AHEXtof| CHSH o424 7He| SSH 7| & AtESt= A2 X[ X
oF&L|CY.

Lo d

O

Of ZfHofl CHaf
O|HHl AR[X| &Elf EL|E{(CSHM)=

A9/%| 2OE SESHE 4TS YYHLICE 0| WA= 272 4

AutoSupportdi| M =E35t= * F7|H * HIO|E 2| AIZHE +E S &dotdts 2ty S QtiglLC).

E

. I-

_

*FIPS EREE gdslot Z2 L3S A= 3HOF SLICt.

A
L

S2AH 8 AESX| HERIZ 29|X|2| 23 LEHE &Helstn CHZ S 2ot
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1. SSYH 2 Ko w2t A9X|0lM SSH 7|1S THA| ‘g gfLct.
= A

2. 235t ONTAPO|A SSH 7|1E MMMBL|CH debug system regenerate-
@ systemshell-key-pair
3. “system switch ethernet log setup-password B S AF25I0] 20 £=7 MH FEIS CHA|
AISHBIAIA| @

AlZs5E7| Hof|

. AI-Q.Il-jl- A0|)t| III=|E=|0-|| OHA-" St

Agh 4= 0{0F show ELICE O|2{3H MEXIE ALY = Gl=E 32 M AIBXIE
ST ALEXIA 2Rt Hots

AN

ofgfL|ct.

© AQ|X[off CHEl AQIX| MEf RLIEZ S 2dstsiof gfL|Ct. O|E 2elsta{™H L2 2
ZE= 30| *true*E MHELICE system switch ethernet show @&.

A
T
=

-

SHOISIM|R. Is Monitored:

* Broadcom % Cisco A2|X|E AtESH 20 £Z:
o 2 AEXtE HIEY 3 2| Xt HBHo] JL0{0F LTt
o 270 0| gdotEl AEfol| A 2t 22 AE HHo| CHolf AIX|0f Af AFE2XLE M AMsHof gFL|Ct o|2{st

E
29X SLe AL TH3ll 0f2] SSH 7S XIESHA| gigLItt. +-8E 7t 20 =8 AF2 AEXte
7|& SSH 7|1E HOo{&LILt.

Rl

mo

AlsHSH
=

* NVIDIA 29|X|E A%t X|¥ 20 £T9| B cl-support A= E MBoHX| gt BHE AL & U= user
L

tex
21 £T0| 5{=[0{0f EL|Ct. O] AHES 5|26t H OIS BHS AAeLICt

=

echo '<user> ALL = NOPASSWD: /usr/cumulus/bin/cl-support' | sudo EDITOR='tee
-a' visudo -f /etc/sudoers.d/cumulus

£t
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- 23 S 25 2 29| X|0f chel Ctg FES 2Lt 23 =S flo 29K 0|5, AHEX
0|5 3 =& YHSIEH= HAIXIZF EA[ELIC.

AL MEA XIE ZEIE *y*2 SEHS=E 2 ALEXI0A ChS0l EF &l iz RSt Meto] A=K
FRISHY A, A[ZfSH| o |

I_
Ot *

system switch ethernet log setup-password

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: ecsl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2

Would you like to specify a user other than admin for log
collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

@ CL5.11.19 A2, AF2X} cumulus*S MMSH1 CE TETEQ| *y*Z SESILICHL 23 £=Tof|
admin 0|2|29| A2 XIS X|™SHA|ZIELI? {y|n}: *y

system switch ethernet log modify -device <switch-name> -periodic
—enabled true
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clusterl::*> system switch ethernet log modify -device csl -periodic
-enabled true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

csl: Periodic log collection has been scheduled to run every hour.

clusterl::*> system switch ethernet log modify -device cs2 -periodic
-enabled true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

cs2: Periodic log collection has been scheduled to run every hour.

clusterl::*> system switch ethernet log show

Periodic Periodic
Support
Switch Log Enabled Log State
Log State
csl true scheduled
never-run
cs?2 true scheduled

never-run
2 entries were displayed.

system switch ethernet log collect-support-log -device <switch-name>



clusterl::*> system switch ethernet log collect-support-log -device

csl

csl: Waiting for the next Ethernet switch polling cycle to begin

support collection.

clusterl::*> system switch ethernet log collect-support-log -device

cs2

cs2: Waiting for the next Ethernet switch polling cycle to begin

support collection.

clusterl::*> *system switch ethernet log show

Periodic Periodic
Support
Switch Log Enabled Log State
Log State
csl false halted
initiated
cs2 true scheduled
initiated
2 entries were displayed.
s, el I)\III | H Hol o|™ ErYARMI 3l mY O F, 27 AEl, &Ef HAIX], X3 +=&2| o|H
FYAEHT Sl Iy OI S2 Xt 20 2 BE MR FEE He{H O3 2 ARE gLt

system switch ethernet log show —-instance
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clusterl:

Switch Name:
Periodic Log Enabled:
Periodic Log Status:

scheduled to run every hour.

Last Periodic Log Timestamp:
Periodic Log Filename:

cluster-info.tgz

Support Log Requested:
Support Log Status:

:*> system switch ethernet log show -instance

csl
true

Periodic log collection has been

3/11/2024 11:02:59
clusterl:/mroot/etc/log/shm-

false

Successfully gathered support logs

- see filename for their location.

Last Support Log Timestamp:
Support Log Filename:

cluster-log.tgz

Switch Name:
Periodic Log Enabled:
Periodic Log Status:

halted.

Last Periodic Log Timestamp:
Periodic Log Filename:

cluster-info.tgz

Support Log Requested:
Support Log Status:

3/11/2024 11:14:20
clusterl:/mroot/etc/log/shm-

cs?2
false
Periodic collection has been

3/11/2024 11:05:18
clusterl:/mroot/etc/log/shm-

false

Successfully gathered support logs

- see filename for their location.

Last Support Log Timestamp:
Support Log Filename:

cluster-log.tgz
2 entries were displayed.

ONTAP 9.14.1 0[5}
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3/11/2024 11:18:54
clusterl:/mroot/etc/log/shm-

Sl A21X] 0]

2Rt Hets ZHK| Al S|

system switch ethernet log setup-password
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1.

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: esl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password

Enter the switch name: cs2

Would you like to specify a user other than admin for log
collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

@ CL5.11.19| A2, AI2Xt cumulus*E MMstD CS TETEQ| *y*2 SEELICHL 23 &

admin 0[2[2| MEXLE X|FSHARSLII? {y|n}: *y

A X|

X3 23 +EE Q¥s0 7|18 =3

system switch ethernet log modify -device <switch-name> -log-request

true

M S gYototeH LS YES LS K. oA otH &M 2124
AlZHE H|O]E Mc'OIEfE T 7HX fel 23 FOo| A|FELIL. support Periodic
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clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection

configuration? {yln}: [n] y
Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log

-request true

Do you want to modify the cluster switch log collection

configuration? {yln}: [n] y

Enabling cluster switch log collection.

1022t 7|Ctel

ot

23 H0| AZE|A=K] 2t

system switch ethernet log show

@ 23 2% 7|50 2H

LE MEfI HIE|= HR(2l £30f| EAIE system switch ethernet
log show) AtA|TH LHE2

—
o |E
= HXSHHAMR. "2 =7 EHE siZ LT

MetroCluster IP T&0{| A O|{ull AQ|X| 2L|EZ 22|

CHEES| 22 o|H4l AQ|X|= ONTAPO| 2JsH Xts 22 HAME|T1 CSHMA| 2|t

DL EZIEL|CEH AQ|X|0| ML=l RCF(Reference Configuration File)= CDP(Cisco
Discovery Protocol) 3/5£ = LLDP(Link Layer Discovery Protocol)E &M 3}etL|Ct, a2{Lt
AME|X| b2 AQIK|IE +S2E FIISH7LE [ 0|4 AFESHK| 2= ARIK|E H|AHsH{oF & =
AGLICt Eot RX| Ha Z0F 20| 40| AL(X|E RSt ¢ 2 ZLIHAS BX[E +
A&LICE.

>
Ql
il
o
a

ONTAPO|AM ZLIEHEE & QEE AR SLct

S,
HHZ AE6H0{ system switch ethernet create X|[™E O[FHul AX[0f LSt ZLIEZEEZE 592
TSt ALESHEE AHTILICE 0] 7|52 ONTAPZH ARX|E XSO 2 FIISHA| Q7L O|FOf| ARX[E

HMAMCLIL CHA| =715t = 20 K E-LIC

system switch ethernet create -device DeviceName -address 1.2.3.4 -snmp
-version SNMPv2c -community-or-username cshml! -model NX3132V -type

cluster—-network
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UHIEQI Ofl = [P AT} 1.2.3.40| 11 SNMPv2c A+Z ZH0| * cshm1! * 2 MXEl [DeviceName]0|2H= AQIX|Z
FIt6t= AYL|CE AEE|X| AQKE M= B A -type cluster-network & -type storage-
network AHEEL|C.

AQIX|E AMN|SHR| 9411 HLIE{™ S H|gMStatL|Ct

E- AQX(of cHet LIS YA| BX[SFAHLE ZX[SHX|CH FE ZLIEE
monitoring-enabled-admim Of7H #H~E AH|SH= CHA Of7) HAEE

_|>. fjo
o
L4
Il

of

Il
muin

™ Ch3 o 25U

system switch ethernet modify -device DeviceName -is-monitoring-enabled
-admin false

O|Z Sl Ml B1E HG5I7{L} CHA| ZHABIX| i AQ(X| ME HELt ES |AIE = ASLICH

Ll 0| & EROIX| 942 2K HAELICH

i

‘system switch ethernet delete HZO0| BAMLI O 0|4 EQSIX| 42 ALK
MHSh= ol AFSELICE.

system switch ethernet delete -device DeviceName

J|2HOZ 0 HYS ONTAPY} #13f CDP S LLDPE Sof A9IXIS UXISHK| Rots ZL02t HBHLICH HAE
ASIXIZ MBI - force MIH 42 AHELICH

system switch ethernet delete -device DeviceName -force

£ ME3t= R -force ONTAPO|A ARIKIE CHA| ZX|SHH A|X|7F XIS 22 CHA| FIHE 4= AS LT

MetroCluster IP A0 A O|C{ull AQ|X| BL|E{2! &l

CSHM(OICIL! A9IX| MEf DLIE)S 2Ast A9IK|S AFSOR DUIE{Sk2 T 5FXIg,
AQIX|7H 2HEEH| PHEIX 942 FL DLEYO| SO 23| X| %S 4 ABLICE
A9IX1Z DUIE|USHEE Al DLIE|7E SHFZA| 24 E0f Q=X EolsHof BLICH

HEE ol A9|X[2] RLIE{RE =felgtL|Ct

Of Zte0i| CHH

x|
HZE O|E Ul AAX[7t ELEEE D JA=X| 2elsta{H thgS gLt

system switch ethernet show
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Z0fl * 7[Et* It EA|E[AHLt 1S Monitored BEO * A * O] HAZ|H Model ONTAPOA A2[X|E EL[E{RE
T IGLICE Z|Et* of 2 HEH o= ONTAPZL MEf 2LIEZ S 2[8H i AKX X|2oHX| 43S LtEFHLICE

“IS Monitored HEQ XME O|fZ TEJ} * FALSE * 2 “Reason’ AMXNEL|CE,

A91%|7} 27 0] LIZE|X| QOB ONTAP 82t A9IX|S LASHN| RS 7H5H0| &Lt
() 290% Aol 20| Sut=A| AZEIH=X| Holsti|R. Bt 2o ATINE SEO2 AT o

UASLICE "O|HS 22X ZLEE S 22| LIC XtAISE LIE2

H20] 3! RCF 10| Z| &l HTQIX| 2l

ot

fLICk

ﬁ‘?’lxlo‘”kl Il‘o."_-]E|E }_M_' E%lﬂ% Jél-cg"'é' i 9)1_?_ §§'E|E Dl‘}_ :I'l'g ]II.OEI(RCF)Ol I—-llg'El‘):dfxl 3-_1' IE’.;,L-'EI‘ II‘A‘”OI‘
LIRS £ "NetApp A2 CH2EE H0|X|"& XA

712X0 = e 2L|E= ZLEES {8 HFLIE| 2XFE * cshm1! * 2} 27 SNMPv2cE AHE5HX| 2 SNMPV3E
A

7|2 SNMPv2c HFLIE| 2XtE S HAGOf 5H= B2 AL|X[0| AN ¥5H= SNMPv2c {7 LIE| 2XtE0| 74 &[0
UEX] A L.

system switch ethernet modify -device SwitchA -snmp-version SNMPv2c

—-community-or-username newCommunity!

@ SNMPV3E MEStEE Fgots Lol et XHM(SH LHE2 & "= Atk SNMPV3E T ELIC
ESESIESINL=]

22| HER D HAS gelgfLict

AQX|ef Ze| ZET} 22| HES A0 HEE[0] JA=X| SletL(ct.

ONTAPO|M SNMP 2| &l 23 =H S st H SHIE 22| ZE HZ0| ERYLICH
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MetroCluster IP 71A0|A ONTAP C 5! E3{AF MF

o= e U = -_rl”% 3.:.*&01 ONTAPS| MetroCluster 2M0M 2t EE £
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7 5 UEED 20| Zof7t dstH S HESHIAR "MetroCluster 24| & ZHEZE2] 25 ZOH A[LIZ[2",
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Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

1
2
3
4
5
6
7
8
9) Configure Advanced Drive Partitioning.
1

)
)
)
)
)
) Update flash from backup config.
)
)
)
0

(
(
(
(
(
(
(
(
(
(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 9a

#4444 4444#4 WARNING: AGGREGATES WILL BE DESTROYED #########4
This is a disruptive operation that applies to all the disks
that are attached and visible to this node.

Before proceeding further, make sure that:

The aggregates visible from this node do not contain
data that needs to be preserved.

This option (9a) has been executed or will be executed
on the HA partner node (and DR/DR-AUX partner nodes if
applicable), prior to reinitializing any system in the
HA-pair or MetroCluster configuration.

The HA partner node (and DR/DR-AUX partner nodes if
applicable) is currently waiting at the boot menu.

Do you want to abort this operation (yes/no)? no
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Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

—_— — — — — — ~— ~—

Reboot node.

© 0O J o U b w N

~

Configure Advanced Drive Partitioning.

Selection (1-9)? wipeconfig
This option deletes critical system configuration, including cluster
membership.
Warning: do not run this option on a HA node that has been taken over.
Are you sure you want to continue?: yes

Rebooting to finish wipeconfig request.
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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 9a

##4#4###4## WARNING: AGGREGATES WILL BE DESTROYED #########4#
This is a disruptive operation that applies to all the disks
that are attached and visible to this node.

Before proceeding further, make sure that:

The aggregates visible from this node do not contain
data that needs to be preserved.

This option (9a) has been executed or will be executed
on the HA partner node (and DR/DR-AUX partner nodes 1if
applicable), prior to reinitializing any system in the
HA-pair or MetroCluster configuration.

The HA partner node (and DR/DR-AUX partner nodes if
applicable) is currently waiting at the boot menu.

Do you want to abort this operation (yes/no)? no
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Welcome to the cluster setup wizard.

You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the cluster setup wizard.

Any changes you made before quitting will be saved.

You can return to cluster setup at any time by typing "cluster
setup".
To accept a default or omit a question, do not enter a wvalue.

This system will send event messages and periodic reports to
NetApp Technical

Support. To disable this feature, enter

autosupport modify -support disable

within 24 hours.

Enabling AutoSupport can significantly speed problem
determination and

resolution should a problem occur on your system.

For further information on AutoSupport, see:

http://support.netapp.com/autosupport/

Type yes to confirm and continue {yes}: yes

b. IETE0| SN L 22| AEHO|AS FHetLCt.

Enter the node management interface port [eOM]:

Enter the node management interface IP address: 172.17.8.229

Enter the node management interface netmask: 255.255.254.0

Enter the node management interface default gateway: 172.17.8.1

A node management interface on port eOM with IP address 172.17.8.229
has been created.
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Do you want to create a new cluster or join an existing cluster?
{create, join}:
Create

Do you intend for this node to be used as a single node cluster?
{yes, no} [no]:
no

Existing cluster interface configuration found:

Port MTU IP Netmask

ela 1500 169.254.18.124 255.255.0.0

ela 1500 169.254.184.44 255.255.0.0

Do you want to use this configuration? {yes, no} [yes]: no
System Defaults:

Private cluster network ports [eOa,elal.

Cluster port MTU values will be set to 9000.

Cluster interface IP addresses will be automatically generated.
Do you want to use these defaults? {yes, no} [yes]: no

Enter the cluster administrator's (username "admin") password:
Retype the password:

Step 1 of 5: Create a Cluster

You can type "back", "exit", or "help" at any question.

List the private cluster network ports [ela,ela]l:

Enter the cluster ports' MTU size [9000]:
Enter the cluster network netmask [255.255.0.0]: 255.255.254.0

Enter the cluster interface IP address for port ela: 172.17.10.228
Enter the cluster interface IP address for port ela: 172.17.10.229

Enter the cluster name: cluster A
Creating cluster cluster A
Starting cluster support services

Cluster cluster A has been created.
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Step 2 of 5: Add Feature License Keys
You can type "back", "exit", or "help" at any question.

Enter an additional license key []:

Step 3 of 5: Set Up a Vserver for Cluster Administration
You can type "back", "exit", or "help" at any question.

Enter the cluster management interface port [e3a]:

Enter the cluster management interface IP address: 172.17.12.153
Enter the cluster management interface netmask: 255.255.252.0

Enter the cluster management interface default gateway: 172.17.12.1

A cluster management interface on port e3a with IP address
172.17.12.153 has been created. You can use this address to connect
to and manage the cluster.

Enter the DNS domain names: lab.netapp.com

Enter the name server IP addresses: 172.19.2.30

DNS lookup for the admin Vserver will use the lab.netapp.com domain.
Step 4 of 5: Configure Storage Failover (SFO)

You can type "back", "exit", or "help" at any question.

SFO will be enabled when the partner joins the cluster.

Step 5 of 5: Set Up the Node

You can type "back", "exit", or "help" at any question.

Where 1s the controller located []: svl

- DEIEO SESIH AELX| HYLKE dFstn =5 AL



Step 4 of 5: Configure Storage Failover (SFO)

You can type "back", "exit", or "help" at any question.

SFO will be enabled when the partner joins the cluster.

Step 5 of 5: Set Up the Node

You can type "back", "exit", or "help" at any question.

Where is the controller located []: site A

f = FY2 =SIX|2 O0|E 0f22|AH|0|E= MK gt&LICH.

ONTAP System ManagerE At&5t0{ @l HEIX{0| M SHAE 22| IP T2 (https://172.17.12.153).

"System Manager(ONTAP 9.7 O|ShHE A235t0] E2{AH 22|
"ONTAP A|AR 22| XHH 7 9.7 O A4h)"
g. MH|A T2MAM(SP)E FAELICE.
"SP/BMC U ERIE FLHTLICH
"A| AR EH2|Xt - ONTAP 9.7 O|5t7F MX[El MH|A T2MME AHSRILICH

RSN S A JZgLCH

'AERX| HYELH HA HE RE
X 42 32 4 LE0M HAREES F 4ot LS = =5 TR sHof gL|Cf.

'Storage failover modify-mode ha-node localhost'

() HAY AsEX HUSH e oy 7Y MeEls Crant 2Lt

° HAZEYL FHEJAX T AEL[X] HYH 7 MEEIEE SFE[X] EASLICE

o

HAE|0|22H 7|50| H[&-detEL|C.

o

HA QIE{H|O| A7} 24Ol AFEfIL|CE.

HARE AEZ|X| HYH 5! CIEI|0|A= T2 M[AL| SIER0A LM EILICEH

o

- 22 AH QAHHUE 4712 ZEIF =0 Q=X oIt

HE{I ZE &
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MetroCluster IP 2/E{I|0| A= oIX FEE|X| RO FE EH0f| HA|Z[X]

CtS Oflofl M= node A 10l A= F 7He| E{AH ZEE Ho| FLICI

cluster A::*> network port show -role cluster

Node: node A 1

Ignore

Health

Port
Status

eda

false

ede
false

IPspace

Cluster

Cluster

Node: node A 2

Ignore

Health

Port
Status

IPspace

Cluster

gLt

Speed (Mbps) Health

Broadcast Domain Link MTU Admin/Oper Status

Cluster

Cluster

up

up

9000

9000

auto/40000 healthy

auto/40000 healthy

Speed (Mbps) Health

Broadcast Domain Link MTU Admin/Oper Status

Cluster

up

9000

auto/40000 healthy



ede Cluster Cluster up 9000 auto/40000 healthy
false

4 entries were displayed.

6. MEL 22AE{0l|A O] HHAIE Hh=gtL|Ct.

ChE Bl
ONTAP BEE QE{H|0|AZ SOI7HM CtZ ZH S +ABt0] MetroCluster 1S 2tZ8lLIC}.

MetroCluster IP -40{|A{ ONTAP 22{AFH 74

=2{LES IO E AF8otal, £E O 12[A|0|ES D|2{Zotl, D|2{ e H|o|& 0f12[A|0ES

MA3HCH2, BE 2 MBI0] MetroCluster X212 T&18HOF 2L},
ol ol che

S,
22 A|&SH | M| metrocluster configure HA BE 9 pr 0O[2{20| §E MIIE|0] UX| Aol 0]
oA S2n #HE 27 HAX|ZF EAE £ JASLICH. LB HHES AT f ypa 2E 9 pr OHS
MESIEE MAEY £+ UELICE ‘metrocluster configure 7#+HE -_rl°._4%H—||-_—|'.

t

OF
rir

XS S2t0|E ST HZAISHONTAP 9.401M +5 Seg 4dsts 22

ONTAP 9.40{|A] MetroCluster IP 42| AIO|ET 2|2 AEZ|X| &I 7} 47 0|20l AR B E LENM XIS

E2to|E &S sliFste EE0|HE #5202 ¢ st fotiof fLICt.

Of ZfHofl 3
ONTAP 9.5 0| &0j[ M= O] 2t¥0| ZRSX| f&LILt.

o] %%

ro

L Mt o)

r_>.'.

50| 1= AFF A800 A|AHEI0= MEE|X| &L|CH
"ONTAP 9.4 O| A9 Xt& E2}0|E2 &t 5l ADP A|AHI| CHSE 2] AFEt”

CHA|
1. Xt= Sajo|g

I:o Eé)il-:

[|_|0I'

=
fo

storage disk option modify -node <node name> -autoassign off
2. MetroCluster IP 72| R E - E0j|A O] BEHS MHSHOF RLICH
E 0 =2fo[H9o| EEt0|E S &felsh= ZYLIC

o s

7 E2to|27t 2o EAIE|D

o
M
-l
ot
o
n
$Q
rr
A
fot
ro
el4
o
ot
i
ful

S g2 2EE X AL EMF ZE 8 E2f0|E AT v et CHELICEH

"ONTAP 9.4 0| &}2| Xt& E2t0|2 & 5L ADP A|ARIOf TSt 2] Aret
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1. 20 Eato|=7t 50 BEE|AU=X]
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'T|AT &'

CHE ol=

157|(87H E210|2)7} "node_A_1"0fl AH5 O 2 SEtE|T1 127|7} "node A_2"0fl AF5 O 2 St

sto
=)

$FL|[r

Qe HmI} gl= AFF A800 A|AE0)| Tt "cluster_a" £H 2 EHEFLICL.

E2t0|EE= "node_B_1" %! "node_B_2"0f| CHSt | AH(E 1) E2I0|EIL|C}.

cluster A:

:*> disk show

Usable

Size

Container

Type

Type

gL(Ct LMK

Container

Name

:0n.12

A 1:0n.13
node A 1
node A 1:
node A 1
node A 1:
node A 1
node A 1:
node A 1
node A 1:
node A 1
node A 1:
node A 1
node A 1:
node A 1
node A 2:0n.0

aggr0 node A 2 0
node A 2:0n.1

aggr0 node A 2 0
node A 2:0n.2

aggr0 node A 2 O
node A 2:0n.3

aggr0 node A 2 0
node A 2:0n.4

aggr0 node A 2 0
node A 2:0n.5

aggr0 node A 2 O
node A 2:0n.6

aggr0 node A 2 0
node A 2:0n.7

On.14

On.15

On.

16

On.17

On.18

On.19

1.75TB

1.75TB

1.75TB

1.75TB

1.75TB

1.75TB

1.75TB

1.75TB

1.75TB
node A 2
1.75TB
node A 2
1.75TB
node A 2
1.75TB
node A 2
1.75TB
node A 2
1.75TB
node A 2
1.75TB
node A 2
1.75TB

Disk
Shelf Bay
0 12
0 13
0 14
0 15
0 16
0 17
0 18
0 19
0 0
0 1
0 2
0 3
0 4
0 5
0 6
0 7

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

shared

shared

shared

shared

shared

shared

shared

shared

shared

shared

shared

shared

shared

shared

shared

shared

aggr0

aggr0

aggzr0

aggr0

aggr0

aggzr0

aggr0



node A 2

node A 2:0n.24 =
node A 2:0n.25 =
node A 2:0n.26 -
node A 2:0n.27 -
node A 2:0n.28 =
node A 2:0n.29 -
node A 2:0n.30 =
node A 2:0n.31 =
node A 2:0n.36 -
node A 2:0n.37 =
node A 2:0n.38 =
node A 2:0n.39 -
node A 2:0n.40 =
node A 2:0n.41 -
node A 2:0n.42 -
node A 2:0n.43 =
32 entries were displayed.

O O O O O O O O O O o o o o o o

CtE oflof| M= "cluster B" &3S H0{ FLICI.

cluster B::> disk show
Usable Disk

Disk Size

Info: This cluster has partitioned disks.

spare disk

24
25
26
27
28
29
30
31
36
37
38
39
40
41
42
43

SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM

Shelf Bay Type

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

Container

Type

capacity use "storage aggregate show-spare-disks".

node B 1:0n.12 1.75TB 0
node B 1
node B 1:0n.13 1.75TB 0
node B 1
node B 1:0n.14 1.75TB 0
node B 1
node B 1:0n.15 1.75TB 0
node B 1
node B 1:0n.16 1.75TB 0
node B 1
node B 1:0n.17 1.75TB 0
node B 1
node B 1:0n.18 1.75TB 0
node B 1

12

13

14

15

16

17

18

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

shared

shared

shared

shared

shared

shared

shared

Container

Name

To get a complete list of

aggr0

aggr0

aggr0

aggr0

aggzr0

aggr0

aggr0
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node B 1:0n.19

node B 1

node B 2:0n.0

aggr0 node B 1 O

node B 2:0n.1

aggr0 node B 1 O

node B 2:0n.2

aggr0 node B 1 O

node B 2:0n.3

aggr0 node B 1 O

node B 2:0n.4

aggr0 node B 1 O

node B 2:0n.5

aggr0 node B 1 O

node B 2:0n.6

aggr0 node B 1 O

node B 2:0n.7

node B 2
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
32 entries were displayed.

cluster B::>

S22 1jod

MetroCluster +A429| 22{AE = MZE EAI5t11 MetroCluster X8l S50 ZR$t O|0|E 0|24

On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.

24
25
26
27
28
29
30
31
36
37
38
39
40
41
42
43

| 0of 2EA|0f| LO{OF BHL|CE.
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1.75TB

1.75TB
node B 2
1.75TB
node B 2
1.75TB
node B 2
1.75TB
node B 2
1.75TB
node B 2
1.75TB
node B 2
1.75TB
node B 2
1.75TB

"2 AE 9 SVM I|0{Z! Express T+AI"

O O O O O O O O O O O o o o o o

19

24
25
26
27
28
29
30
31
36
37
38
39
40
41
42
43

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM

SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM

shared

shared

shared

shared

shared

shared

shared

shared

shared

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned

=
o

(=1
=

A
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"HE ZEES AEE o] e At

"OIO|E] ZE S&/ Al 1] At

S2{2H D0 S 28 AIEHSE2{2AH LIF 18

MetroCluster ItE L] 22{AE 7t EA0| A E[= ZEO| CHSt QIE{E2HAE LIFE £
A= M IE T FTEE AR

& 4 BLC

HE ZEO| thigh QIE{Z2{AH LIF 714

HE ZEO gt QIE{22{AE LIFE 7

CHHZO| S7teLCf.

A
1. 22{AH XE LHE:

HEQ3A ZE &

g4

= UZLICH oA 5FH 2

HH| BE FE2 man H|O|X|E FZHIAL.

CHS WlU[A = "cluster01"S| LIERI3 ZEE E0| FLIC}

cluster(0l::> network port show

(Mbps)
Node Port

cluster01-01
ela
eOb
elc
eld
ele
e0f

cluster01-02
ela
e0b
elc
eld
ele
e0f

2. QIE|Z2IAE SN M2

— =

HESRZ QEHO|A HT|

b

Cluster
Cluster
Default
Default
Default
Default

Cluster
Cluster
Default
Default
Default
Default

Broadcast Domain Link

Cluster
Cluster
Default
Default
Default
Default

Cluster
Cluster
Default
Default
Default
Default

up
up
up
up
up
up

up
up
up
up
up
up

Eaimol MEY = U=

1500
1500
1500
1500
1500
1500

1500
1500
1500
1500
1500
1500

Speed

Admin/Oper

auto/1000
auto/1000
auto/1000
auto/1000
auto/1000
auto/1000

auto/1000
auto/1000
auto/1000
auto/1000
auto/1000
auto/1000

e-doloF 2fLICt. C|OJE| ERiT =
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3.

210

A HH L2 man H|0|X|E EXsIHMAIL.

CHe ool M= ZE "e0e" 3! "eOf"ofl LIF7 SEE|X| 242 AE 0 FLICL

cluster0l::> network interface show -fields home-port,curr-port

vserver 1if home-port curr-port
Cluster cluster01-01 clusl ela ela
Cluster cluster01-01 clus2 e0b e0b
Cluster cluster01-02 clusl ela ela
Cluster cluster01-02 clus2 elb elb
cluster0O1l

cluster mgmt elc elc
clusterO1l

cluster01-01 mgmtl elc elc
cluster(O1l

cluster01-02 mgmtl elc elc

HE ZEO gt HUH OFS HyelL|c).

network interface failover-groups create -vserver <system svm> -failover-group
<failover group> -targets <physical or logical ports>

CHS Olloi A= "SVMcluster01" A|ARIS| Y & “intercluster01"0ll ZZE "eQe" X "e0f'E 2 fLICE
cluster0l::> network interface failover-groups create -vserver cluster(Ol
-failover-group

intercluster0l -targets
cluster01-01:e0e,cluster01-01:e0f,cluster01-02:e0e,cluster01-02:e0f

HH| B FE2 man HO|X|E FZSHIAL.



cluster0l::> network interface failover-groups show
Failover

Vserver Group Targets

Cluster
Cluster
cluster01-01:e0a, cluster01-01:e0b,
cluster01-02:e0a, cluster01-02:e0b
cluster(O1l
Default
cluster01-01:e0c, cluster01-01:e0d,
cluster01-02:e0c, cluster01-02:e0d,
cluster01-01:e0e, cluster01-01:e0f
cluster01-02:e0e, cluster01-02:e0f
intercluster01

cluster01-01:e0e, cluster01-01:e0f
cluster01-02:e0e, cluster01-02:e0f

. A|AH SVMO| Chet QIE{ S AE LIFE 4t O3 0|2 HY 2 I 0] gLt

ONTAP 9.6 O| &0 M CtS S AEptL|Ct,

network interface create -vserver <system svm> -1if <lif name> -service
-policy default-intercluster -home-node <node name> -home-port <port name>
-address <port ip address> -netmask <netmask address> -failover-group
<failover group>

ONTAP 9.5 0|5} HEO|AM= CHS2 AleL|Ct,

network interface create -vserver <system svm> -1if <1lif name> -role
intercluster -home-node <node name> -home-port <port name> -address
<port ip address> -netmask <netmask address> -failover-group
<failover group>

HH BE =2 man HO|X|E XA,

LIS ool M = HY 2 & “intercluster01"0fl IE{Z2{ AF] LIF "cluster01_icl01" X! "cluster01_icl02"E
M-dgiLlCt.
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cluster(0l::> network interface create -vserver cluster01 -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster01-01 -home-port eOe
-—address 192.168.1.201

-netmask 255.255.255.0 -failover—-group intercluster0l

cluster0l::> network interface create -vserver cluster0l -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port ele
-—address 192.168.1.202

-netmask 255.255.255.0 -failover-group intercluster0l

6. QIE{22{AE LIF7t MHEUA=X] lefL|ct.

=

ONTAP 9.6 O| &0f|A CtS S AMATILICE

HES 3 QIE M 0]|A show-service-policy default-21E{ 2 2{ A H

ONTAP 9.5 O[5 H{T0| M= LSS AAfL(Ct.

HEY 3 QAIEH0]|A show-role RIE{ 22| AE{(network interface show-role 2IE{ 22| AH])

MM BH 22 man HO|X|E HZSHIAIL.

cluster(0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster(O1l
cluster0l icl0l1
up/up 192.168.1.201/24 cluster01-01 eOQe
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOf
true

7. QIE{ 2B AE LIF7H 25/ =X| golgtct,
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ONTAP 9.6 O| &0f|A CtS S AMATILICE

HIE® 3 QIE{H|0]A show-service-policy default-21E{ 22 AE{-failoverS MEHEIL|C}

ONTAP 9.5 0[5t H{TOf| M= CIS 2 AARLICE

HER 3 2E{H|0| A show-role QIE{22{ AE{-failovers &ZT5HUA|L

HH B FE2 man H|O|X|E FZHUAL.

CHS Ollof| M= "SVMeOe" ZEQ| QIE{22{AE] LIF "cluster01_icl01" 3! "cluster01_icl02"7} "e0f" ZEZ

HYLHEICH= AE EH FLIC.

cluster(0l::> network interface show -service-policy default-intercluster

—failover
Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
cluster0l
cluster0l icl0l cluster01-01:e0e local-only
intercluster(1
Failover Targets: cluster01-01:e0e,
cluster01-01:e0f
cluster0l icl02 cluster01-02:e0e local-only
intercluster01
Failover Targets: cluster01-02:e0e,
cluster01-02:e0f
2 "My
g ZEE MEY Mo 113 Ak
37 OI0|E ZE0] CHet QIE 22 AE LIF 714
CIOIE HIERIAQt 3RdH= ZEO| et QIEZHAE LIFE 728Y & JASLICH 0| | 5tH QI S AH

HERZo 2ot ZE 7t SO{FLILC}.

. 28 AEQ ZE L}HE:
HEQ3 ZE &
MH FH LE2 man HO|X[E HESHAL.

CHS WM = "cluster01"2| HIERIZ ZEE E0 FL|CL.
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cluster0l::> network port show

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
cluster01-01
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
cluster01-02
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000

2. N\|AHI SVMO| CHeE QIE{SE{AE] LIF MA:

ONTAP 9.6 O| &0f|A CtS S AMAHTILICE

network interface create -vserver <system svm> -1if <lif name> -service
-policy default-intercluster -home-node <node name> -home-port <port name>
—address <port ip address> -netmask <netmask>

ONTAP 9.5 O[S} HHO||A = CHS2 AL},

network interface create -vserver <system svm> -1if <lif name> -role
intercluster -home-node <node name> -home-port <port name> -address
<port ip address> -netmask <netmask>

HH BE =2 man HO|X|S FZSHAIL.

CtS ool M= AE{Z2{AF LIF "cluster01_icl01" 3! "cluster01_icl02"E ‘M efL|C}.
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3.9

4

cluster(0l::> network interface create -vserver cluster01 -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster(01-01 -home-port eOc
-—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver cluster0l -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster01-02 -home-port eOc
-—address 192.168.1.202

-netmask 255.255.255.0

QIE{2 A LIF7t MY ERA=X] eFQlgfL|ct.

=

ONTAP 9.6 O| &0f|A CtS S AMATILICE

HES 3 QIE M 0]|A show-service-policy default-21E{ 2 2{ A H

ONTAP 9.5 O[5 H{T0| M= LSS AAfL(Ct.

HEY 3 QAIEH0]|A show-role RIE{ 22| AE{(network interface show-role 2IE{ 22| AH])

MM BH 22 man HO|X|E HZSHIAIL.

cluster(0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster(O1l
cluster0l icl0l1
up/up 192.168.1.201/24 cluster01-01 eOc
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOc
true

OIE{Z2|AE LIF7} S2E=X| SoIgtLICt
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ONTAP 9.6 O| &0f|A CtS S AMATILICE

'network interface show — service-policy default-21E{ 22 AE{-failover'

ONTAP 9.5 0[5} H{TOf| M= CIS 2 AARLICE
o

HER 3 2E{H|0| A show-role QIE|22{ AE{-failovers &ZT5HUA|L
MM HH T2 man H|0|X|E EHZSHAIL.
CHS Oll0ll M= "e0c” LE Q| QIE{ 22| AE] LIF "cluster0q_iclo1" 3! "cluster01_icl02"7} "e0d” ZEZ

HYLHE[= AE 20 FLIC}

cluster(0l::> network interface show -service-policy default-intercluster

—failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
cluster(O1l

cluster0l icl0l cluster01-01:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-01:e0c,
cluster01-01:e0d
cluster0l icl02 cluster01-02:e0c local-only
192.168.1.201/24

Failover Targets: cluster01-02:e0c,
cluster01-02:e0d

S AE 11|01 dd dES A PR*HII =Z 531“519} reks %EP\H Ztofl m|of 2AH|E Mde 4= ASLICH T|of A7t
ddE f

B{AEQ BE L Eof T QI 2 AH LIFS d4dlof Lt

ONTAP 9.3 0| &= &HaHOF BfLICt.

i<
2
o
utm
rir i

1. thed SHAEOM A4 SEAE QO] I|0] 2AIS M EfLICt

cluster peer create -generate-passphrase -offer-expiration <MM/DD/YYYY
HH:MM:SS|1..7days|1..168hours> -peer-addrs <peer 1lif ip addresses> -ipspace
<ipspace>
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2.

'-generate- passphraseﬂ '-peer-addrs’S 25 X|™stH -peer-addrs’0l| X|™HEl QIE{2HAH LIF7t =
Sa{AEO MME| QIS E ALREH & QIAL|C}

AL Xt X|H IPspaceS AF2SHX| b= AL -IPSpace' M2 PAIE £ UELICE M HH 222 man
H|O|X|E HESHYA|IL.

CH= ool M= XIFEX] g2 #A 22 AE0 22{AH T|of 2AIE HgRILIT

cluster02::> cluster peer create -generate-passphrase -offer-expiration

2days

Passphrase: UCa+61RVICXeL/gglWrK7ShR
Expiration Time: 6/7/2017 08:16:10 EST
Initial Allowed Vserver Peers: -
Intercluster LIF IP: 192.140.112.101
Peer Cluster Name: Clus 7ShR (temporary generated)

Warning: make a note of the passphrase - it cannot be displayed again.

A SEAEON A2 S2AES f4F S2{AE{0f ASBLICH
cluster peer create -peer-addrs <peer 1lif ip addresses> -ipspace <ipspace>
HH| B FE2 man H|O|X|E FZHIAIL.

C= olo[A = QI Z2{AE LIF IP 34 "192.140.112.101" 2 "192.140.112.102"0| A & & S={AE0f Cliot

2Z 2HAHE ASHLIC

cluster0l::> cluster peer create -peer-addrs
192.140.112.101,192.140.112.102

Notice: Use a generated passphrase or choose a passphrase of 8 or more
characters.
To ensure the authenticity of the peering relationship, use a

phrase or sequence of characters that would be hard to guess.

Enter the passphrase:
Confirm the passphrase:

Clusters cluster02 and cluster0l are peered.

HIAIX|ZF LIERLEEH [ of ZEA|Of T F =S RIELIC).

3. S22 IO 2A7F WH A=K 2L,

SHAH IO & QAARA
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cluster(0l::> cluster peer show -instance

Peer Cluster Name: cluster02
Cluster UUID: b07036f2-7dlc-11f0-bedb-
d039%ea48b059
Remote Intercluster Addresses: 192.140.112.101,
192.140.112.102
Availability of the Remote Cluster: Available
Remote Cluster Name: cluster02
Active IP Addresses: 192.140.112.101,
192.140.112.102
Cluster Serial Number: 1-80-123456
Remote Cluster Nodes: cluster02-01, cluster02-02,
Remote Cluster Health: true
Unreachable Local Nodes: -
Operation Timeout (seconds): 60
Address Family of Relationship: ipv4
Authentication Status Administrative: use-authentication
Authentication Status Operational: ok
Timeout for RPC Connect: 10
Timeout for Update Pings: 5
Last Update Time: 10/9/2025 10:15:29
IPspace for the Relationship: Default
Proposed Setting for Encryption of Inter-Cluster Communication: -
Encryption Protocol For Inter-Cluster Communication: tls-psk
Algorithm By Which the PSK Was Derived: jpake

4. mo] AN =Eo| H& MEfQL HEHE QIS Ct

=

SHAE T 2Ef &

218



cluster0l::> cluster peer health show
Node cluster-Name

Ping-Status

Node-Name
RDB-Health Cluster-Health

cluster01-01

cluster02

Data:
ICMP:

interface reachable
interface reachable

Data: interface reachable
ICMP: interface reachable
cluster01-02
cluster02
Data: interface reachable
ICMP: interface reachable
Data: interface reachable
ICMP: interface reachable

Of Zteioi Chat

MetroCluster 42| 22{AE & SILIOA O] BXIE S F

cluster02-01

true true
cluster02-02

true true

cluster02-01

true true
cluster02-02

true true

() DRIE2 443 o) DR 2 BT 4 el
clissber A cluster B
DR Group One
DR pair
node A 1 - = — — — — P — node B 1
Ha, pair HA pair
DR pair
node_f_2 b —t — — —— — bo— node B_2
|

tof DR 2 &S W&Y FH|7t EIRA=K] 2elgtL|ct.

Avail..

true

true

true

true
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'MetroCluster configuration-settings show-status’S ME{StL|C}

Y £H0| =0 ZH|EASS EAISHOF LT,

cluster A::> metrocluster configuration-settings show-status

Cluster Node Configuration Settings Status
cluster A node A 1 ready for DR group create
node A 2 ready for DR group create

2 entries were displayed.

cluster B::> metrocluster configuration-settings show-status

Cluster Node Configuration Settings Status
cluster B node B 1 ready for DR group create
node B 2 ready for DR group create

2 entries were displayed.

d4d:

2. DR

iz

metrocluster configuration-settings dr-group create -partner-cluster
<partner cluster name> -local-node <local node name> -remote-node
<remote node name>

O] FF2 of et AHELICE THEH SHAE0|M 0| XS HEE = YlSLIC BB0M 2H S2{AH2
o|Snt MEL] S2{AHS 3t 22 L= Y ¢ E 0|5 XIFELICH

KXot & === DR HEHZ YEH CHE & = E (-0 XFE[X| ¢48)= DR 2E0A & H| DR o=
THELIC o] BYE YT 20fl= of2fet HAIE HEY + YUSLICH

° NODE_A_1 %! NODE_B_1
° NODE_A_2 % NODE_B_2
Cluster A::> metrocluster configuration-settings dr-group create

-partner-cluster cluster B -local-node node A 1 -remote-node node B 1
[Job 27] Job succeeded: DR Group Create is successful.

MetroCluster IP QIE{H{[0|A 1A 5l HZH

2t L Eo| AEZ|X| 8! H|Z|HM A9 2H|0| AF2E[= MetroCluster IP QIE{H|O|A S MsHOf ShL|CH O3 C2
MetroCluster IP QIE{H|O| A S ALE5t0] HAS MATILICE O|HA| stH AEE|X| 2H|of CHEHiSCSI HZO|
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@ MetroCluster IP & HZAEl AQIX| ZE = MetroCluster IP QIE{H|O|A S MMt mi77}X| 2201 AEjZ
Hete|X| t&LICH

2} lLEof i3l 27H2] QIE{m|O|A S ‘H-ddlof eiL|Ct. QIE{H[0] A= MetroCluster RCF It 0f| 2| & VLAND}
HZE[0{0F BfLCt.

=25t VLANO|| 2= MetroCluster IP QIE{I[O|A "A" TEE MAMSI T CHE VLANO| 2= MetroCluster IP
QIE{H|O|A "B" ZE S MAM|{of HL|Ct. 2 ARSI AL "MetroCluster IP A S 9|8t T2 Afgt.

ONTAP 9.9.12E Layer 3 7S AE23t= H 2 MetroCluster IP QIE{H[0| A S MM Il '-gateway' Oi7HHSE
X|HsHof ELICt S BXSHIA|R "AH|E 3 2 L|E|Z0] CHot 2] Afg,

EX ZHE2 MetroCluster IP QIE{H0| A0 VLANS AMEEILICE 7|2MO=2 & TE 2t2t2 M2 C}2 VLANS
AFRHLICH10 U 20).

X El= 22 BHM oi7H HS-E AHESH 100 CH 2(10101A 4095 ALO[) CHE(7127240] OFLl) VLANS
XNHeY = JELICH -vlan-id metrocluster configuration-settings interface create.

CHE SAZ0M = o H-E XIASHK] * §ELICH -vian-id.

° FAS8200 3! AFF A300
o AFF A320

° FAS9000 % AFF A700
° AFF C800, ASA C800, AFF A800 % ASA A800

CE PE ZELS —vlan-id Of7 HLE XKL T},

712 3 K2 VLAN 222 SHZ0M 07 H-2 X[@5H=X| o 0] Wet -vian-id E2HELICH
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<code>-vlan-id </code>Z X|st= ZHZQ|L|Ct

7|2 VLAN:

° “-vlan-id'0H7H H5 X|FSHK| Q™ "A" ZE S| AL VLAN 102 "B" XES| AL VLAN 202
AESHO] QIE{H|0[ AT} Y- EElL|Ct.

° X|HE VLAN2 RCFOi|A| MEHSH VLANZ 2 X|SHOF BfLICE.
L&t VLAN He:

° 7|2 VLAN 10 % 20
° VLAN 101 O|&f(1012 4095 AtO[)

<code>-vlan-id </code>E X|SIX| = EHE

7|2 VLAN:

o 812, QIEIH|O|AE 2I8 MetroCluster QIEITIO| A0 VLANS |2t TRt giaLich A9/X]
[e]

° RCF2 MAsHm D= VLANO| HA|MOZ H|Q|E|X| YASLICH RCF= VLANO| S & 8HK| &
ALEXIOf|AH B gLt

o
ro
ox
4o

* MetroCluster IP QIE{H|0| A0 ArEE|= 22X ZE= ZHF A0 M2t CHELICEH A|A-S ZE AIBH2 2
I.

"MetroCluster IP 22| X|0f| #[0|=2 HZgIL|CH"

Ol oo = CHE 2t 22 IP AL AEUIO| AFREIL

L= QIE{m|O|A IP F=AQL|CH NED]

= A1 MetroCluster IP 10.1.1.1 10.1.1/24

T OlE{mM|O| A 1

MetroCluster IP 10.1.2.1 10.1.2/24 LE A2

QIE{m|O|A 2

MetroCluster IP 10.1.1.2 10.1.1/24 MetroCluster IP

OlE{TH|O| A 1 QIE{H|O|A 2

10.1.2.2 10.1.2/24 LE B 1 MetroCluster IP
- QIE{H[O]A 1

10.1.1.3 10.1.1/24 MetroCluster IP 10.1.2.3

QIE{m|o|A 2
10.1.2/24 LE B2 MetroCluster IP 10.1.1.4

2E{H|O| A 1



10.1.1/24 MetroCluster IP 10.1.2.4 10.1.2/24
QIE{T|O| A 2
* O] HXtoj M= CtS O|E AFE-ILICE
AFF A700 5= FAS9000 A|AHEI2 T E(e5a 2 e5b)RIL|C}

AFF A220 A|ARIS| ZE= X|/UE|= ZAHZOM Oi7) He-E AHE5= YHE BHELIC -vian-id.

MK

HE DO Mefet ZEO| QB HO0|AS FYRILIC

A
1.2t Eof CjA3 X3 20| Y= A=X| =l

Node BKg. FW. Upd. Auto Copy Auto Assign Auto Assign Policy
node A 1 on on on default
node A 2 on on on default

2 entries were displayed.

2. .E0f|A MetroCluster IP QIEJHO|A S MMTH & Q=X A

ol

'MetroCluster configuration-settings show-status’S AME{StL|C}

BE L1 FH|=|0f RLojoF -

Cluster Node Configuration Settings Status

cluster A

node A 1 ready for interface create

node A 2 ready for interface create
cluster B

node B 1 ready for interface create

node B 2 ready for interface create

4 entries were displayed.

3. node_a_10 IE{H|O|A S MMetL|Ct,

a. "node_a_1"2| LE "e5a"0f|A| QIE{H[O|A S FMBIL|CE,
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(D ST HR|o| A|AR XI5 WM QAE{HO|A IP FALL HE2 LS| 23l MetroCluster IP
QUEH|O|AE H "% I§ 169.254.17.x EE= 169.254.18.x IP A E AFESHX| O A2,
metrocluster configuration-settings interface create -cluster-name

<cluster name> -home-node <node name> -home-port eba -address <ip address>
-netmask <netmask>

CI2 ool M= IP A "10.1.1.1"0] = "node_a_1"0|A EE "e53"0f| QIE{H|O|A S MM S}= vitH
EL|C}.

o

2oy

cluster A::> metrocluster configuration-settings interface create
-cluster-name cluster A -home-node node A 1 -home-port eba -address
10.1.1.1 -netmask 255.255.255.0

[Job 28] Job succeeded: Interface Create is successful.

cluster A::>

MetroCluster IP interface0l| CHSt VLANS X|&St= S1E D2 OM 7|2 VLAN IDE AI25HA| o™ -
vlan-id' Oj7f H4E TEHE 4= QU&L|CE CHS o[0|A = AFF IDZF 1202 VLAN A220 A|AHIO]| EHE HHS
Hof FLCL

cluster A::> metrocluster configuration-settings interface create
—-cluster—-name cluster A -home-node node A 2 -home-port elOa -address
10.1.1.2 -netmask 255.255.255.0 -vlan-id 120

[Job 28] Job succeeded: Interface Create is successful.

cluster A::>

b. "node_a_1"2| LE "e5b"0{|A| QIE{H|O|AE FMBILICE.
metrocluster configuration-settings interface create -cluster-name

<cluster name> -home-node <node name> -home-port ebb -address <ip address>
-netmask <netmask>

CH2 Olol M= IP 24 "10.1.2.1"S AHE3IK "node_a_1"0|A ZE "e5b"0l| QE{H[O|AE MM5H= S
2o FLIC

o

cluster A::> metrocluster configuration-settings interface create
-cluster-name cluster A -home-node node A 1 -home-port e5b -address
10.1.2.1 -netmask 255.255.255.0

[Job 28] Job succeeded: Interface Create is successful.

cluster A::>

'MetroCluster configuration-settings interface show' @& S AF26}104 0[2{st QIE{H|0| AT}
U=X| 2ol o JASLCH

4. node_a_20i QIE{HO]A S MMt C}.
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a. "node_a_2"9| L E "e5a"0f|A] QIE{T{|O| A S LM TILILCE,

metrocluster configuration-settings interface create -cluster-name
<cluster name> -home-node <node name> -home-port eba -address <ip address>
-netmask <netmask>

CtS W= IP T4 "10.1.1.2"7} Y= "node_a_2"0f|A ILE "e53"0f| QIE{I|0| A S MM SH= HitH
EL|C}.

fjo

2o

cluster A::> metrocluster configuration-settings interface create
-cluster-name cluster A -home-node node A 2 -home-port eba -address
10.1.1.2 -netmask 255.255.255.0

[Job 28] Job succeeded: Interface Create is successful.

cluster A::>

b. "node_a_2"9| L E "e5b"0{|A| QUE{T|O|AE FHBILICE

metrocluster configuration-settings interface create -cluster-name
<cluster name> -home-node <node name> -home-port ebb -address <ip address>
-netmask <netmask>

Lt Olofl M= IP 34 "10.1.2.2"8 AFE3H0] "node_a_2"0I[M ZE "e5b"0f| QIE{H[O|AE H-E5t= UH
2o FLIC

o

cluster A::> metrocluster configuration-settings interface create
-cluster-name cluster A -home-node node A 2 -home-port e5b -address
10.1.2.2 -netmask 255.255.255.0

[Job 28] Job succeeded: Interface Create is successful.

cluster A::>

MetroCluster IP interface0i| CHSt VLANS X|&6t= S1ZE D2 OM 7|2 VLAN IDE AL25HA| O™ -
vlan-id' Oj7f H4E ZEHE 4= QUEL|CH CHS o[o| A= VLAN ID7t 220! AFF A220 A|AEIO]| EH BHS
2o FL|C}.

cluster A::> metrocluster configuration-settings interface create
-cluster—-name cluster A -home-node node A 2 -home-port eOb -address
10.1.2.2 -netmask 255.255.255.0 -vlan-id 220

[Job 28] Job succeeded: Interface Create is successful.

cluster A::>

S. "node_B_1"0f| QIE{H|O|A S M efL|Ct.
a. "node_B_1"2| ZLE "e5a"0f| A QIE{H[O|A S FMBIL|CE,

metrocluster configuration-settings interface create -cluster-name
<cluster name> -home-node <node name> -home-port eba -address <ip address>
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-netmask <netmask>

CHe oo M= IP 4 "10.1.1.3"0] U= "node_B_1"0lM ZE "e5a"0]| QEJ|0|AE HHdt= LHE 2N
FLILC}.

cluster A::> metrocluster configuration-settings interface create
-cluster-name cluster B -home-node node B 1 -home-port e5a -address
10.1.1.3 -netmask 255.255.255.0

[Job 28] Job succeeded: Interface Create is successful.cluster B::>

b. "node_B_1"9| ZE "e5b"0f| A QIE{T|O|AE A BfLICH

metrocluster configuration-settings interface create -cluster-name
<cluster name> -home-node <node name> -home-port ebb -address <ip address>
-netmask <netmask>

CIS ool M= IP T4 "10.1.2.3"S AF2310d "node_B_1"0|A T E "e5b"0f| QIE{H|O|A S MM s}H= vt
2o FLCL

fjo

cluster A::> metrocluster configuration-settings interface create
-cluster-name cluster B -home-node node B 1 -home-port e5b -address
10.1.2.3 -netmask 255.255.255.0

[Job 28] Job succeeded: Interface Create is successful.cluster B::>

6. "node_B_2"0fl QIE{H|0]AZ MABHL|CY,
a. node_B_2°| ZE e5a0{| A QIE{H|O|AE M TILILCE.

metrocluster configuration-settings interface create -cluster-name
<cluster name> -home-node <node name> -home-port eba -address <ip address>
-netmask <netmask>

CH2 OOl M= IP =4 "10.1.1.4"E AHE510{ "node_B_2"0I[A ZZE "e5a"0f| QIE{H|O[A S MMSH= WHE
2o FLIC.

cluster B::>metrocluster configuration-settings interface create
-cluster-name cluster B -home-node node B 2 -home-port eba -address
10.1.1.4 -netmask 255.255.255.0

[Job 28] Job succeeded: Interface Create is successful.cluster A::>

b. "node_B_2"9| LE "e5b"0{|A| QIE{H|O|AE FABLICE
metrocluster configuration-settings interface create -cluster-name

<cluster name> -home-node <node name> -home-port eb5b -address <ip address>
-netmask <netmask>
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CHS WO = IP A "10.1.2.4"7} Y= "node_ B 2"0| A ZE "e5b"0f| QIE{H|0|AS MMSH= YHHS HO
EL|C}.

cluster B::> metrocluster configuration-settings interface create
-cluster-name cluster B -home-node node B 2 -home-port e5b -address
10.1.2.4 -netmask 255.255.255.0

[Job 28] Job succeeded: Interface Create is successful.

cluster A::>

7. QIE{H|O| AT} A M E[U=K] 2helgfL|Ct,
'MetroCluster configuration-settings interface show'S MEfstL|Ct

CHS Oldl= 2t B H[0] A9 14 HEf7L A= E|ASS EHELIM.

cluster A::> metrocluster configuration-settings interface show

DR Config
Group Cluster Node Network Address Netmask Gateway State
1 cluster A node A 1
Home Port: eba
10.1.1.1 255.255.255.0 = completed
Home Port: ebb
10.1.2.1 255.255.255.0 = completed
node A 2
Home Port: eba
10.1.1.2 255.255.255.0 = completed
Home Port: ebb
10.1.2.2 255.255.255.0 = completed

cluster B node B 1
Home Port: eba

10.1.1.3 255.255.255.0 = completed
Home Port: ebb

10.1.2.3 255.255.255.0 = completed
node B 2
Home Port: eba

10.1.1.4 255.255.255.0 = completed
Home Port: ebb

10.1.2.4 255.255.255.0 = completed

8 entries were displayed.
cluster A::>

8. .= 7} MetroCluster QIE{IH|0|A S HASH Z=H|J} &Y =X| HolstL|C}.
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'MetroCluster configuration-settings show-status’S ME{StL|C}

CHe Olxoll M= "HZE &FH| 2ts" MEfo] BE LEE H0of FL|Ch

Cluster Node Configuration Settings Status

cluster A

node A 1 ready for connection connect

node A 2 ready for connection connect
cluster B

node B 1 ready for connection connect

node B 2 ready for connection connect

4 entries were displayed.

ONTAP 9.10.1 0| HTE M T2l A2 0| HHE At 20= IP FAE HEY + gl5LICL

CtZ Oflofl A= cluster_aZt ¥3XO 2 HALIYSE H0 FLIC
cluster A::> metrocluster configuration-settings connection connect
[Job 53] Job succeeded: Connect is successful.
cluster A::>

10. HAZAO| MFYE[U=X| elgt|ct.
'MetroCluster configuration-settings show-status’S MEigtL|Ct
PELE9 7Y A HEli= CH31F 20| 2tz E|0{O0F SfL|CE

Cluster Node Configuration Settings Status

cluster A

node A 1 completed

node A 2 completed
cluster B

node B 1 completed

node B 2 completed

4 entries were displayed.

1. isCsI HZ0| BF= A=A =St

=

a g o8z HE:

—

ME Z2|L2[X] g5
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g ZER A|S TAstEt=s HAX|ZE AR g BE TETEILIEHLEH y2 SEOHOF BILITH™>").

'Storage iSCSl-initiator show'S MEHEIL|C}

ONTAP 9.55 Adst= A ARINAME 2 S2{AE| £210f| EA|Z[0{0F S}= MetroCluster IP
O|L|A|O[O]E{7} 87H QU&LICE.

ONTAP 9.4 0|5} HEZ MAlsH= A|ARINME 28 22 AE| £20f| EA|L[0{0F St= MetroCluster IP
O[L|A|O{IO|E{7} 471 UELILCE.

.

Ct2 0fl= ONTAP 9.5 Aldlist= 22{AE{ 9| 87 MetroCluster IP O|L|A|H|O|E{ & EO{FL|C}.

cluster A::*> storage iscsi-initiator show
Node Type Label Target Portal Target Name
Admin/Op

cluster A-01
dr auxiliary

mccip-aux-a-initiator

10.227.16.113:65200 prod506.com.company:abab4d4
up/up
mccip-aux—a-initiator?2
10.227.16.113:65200 prod507.com.company:abab4d4
up/up
mccip-aux-b-initiator
10.227.95.166:65200 prod506.com.company:abab4d4
up/up
mccip-aux-b-initiator?2
10.227.95.166:65200 prod507.com.company:abab4d4
up/up

dr partner

mccip-pri-a-initiator

10.227.16.112:65200 prod506.com.company:cdcd88
up/up
mccip-pri-a-initiator2
10.227.16.112:65200 prod507.com.company:cdcd88
up/up
mccip-pri-b-initiator
10.227.95.165:65200 prod506.com.company:cdcd88
up/up
mccip-pri-b-initiator2
10.227.95.165:65200 prod507.com.company:cdcd88
up/up
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cluster A-02
dr auxiliary
mccip-aux-a-initiator
10.227.16.112:65200

up/up
mccip-aux—-a-initiator?2
10.227.16.112:65200
up/up
mccip-aux-b-initiator
10.227.95.165:65200
up/up
mccip-aux-b-initiator?2
10.227.95.165:65200
up/up

dr partner
mccip-pri-a-initiator
10.227.16.113:65200

up/up
mccip-pri-a-initiator2
10.227.16.113:65200
up/up
mccip-pri-b-initiator
10.227.95.166:65200
up/up
mccip-pri-b-initiator2
10.227.95.166:65200
up/up

16 entries were displayed.

a. | X} 2ot 2| #2 SorZiL(Ct.

—_

'Set-Privilege admin’&L|Ct

12. L =7} MetroCluster 82 X|Z e FH|7t E|RA =X =0l

'MetroCluster node show'
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prodb506.

prod507.

prod506.

prod507.

prod506.

prod507.

prod506.

prod507.

LIC.

com.

com

com.

com.

com.

com.

com.

com.

company:

.company:

company:

company:

company:

company:

company:

company:

cdcd88

cdcd88

cdcd88

cdcd88

abab44

abab44

abab44

abab44



cluster A::> metrocluster node show
DR Configuration DR
Group Cluster Node State Mirroring Mode

- cluster A
node A 1 ready to configure - =
node A 2 ready to configure - =
2 entries were displayed.
cluster A::>

cluster B::> metrocluster node show
DR Configuration DR
Group Cluster Node State Mirroring Mode

- cluster B
node B 1 ready to configure - =
node B 2 ready to configure - =
2 entries were displayed.
cluster B::>

E 1 Soto| Y2 HOISILL 502 2Lt

AEEX] Fdof w2t & 1 E210[E Y-S =l ALE MetroCluster IP #442| 2F L. E0f| CHS = 10| E2I0|EE
TSR Z gl of gL Ct AHE5t= ’“ﬂ" AHE 521 ONTAP H{ZFOf| 2t CHELIC.

74 9y RS HESHIAL
C

NAE2 X5 S20]2 e Q7 AS BEMIILL  E 1
ONTAP .38 Aot 22 SHUIM +4IE 2YLICH,

TM0fl= 37He] M7t TBHE|0f UFHLE 47H O] A9 E 10| E2t0|E 5 TZHONTAP 9.4 0|4
Aot TehEl AR 4709 A= (of: 77H2] )7t
27Ut HY4~0|1 ONTAP 9.57} Al ZQIL|C},

0| TM0= AO|EY 47149 AEE|X| #IJ} LEHE|X| £ 10 =202 &5 EZHONTAP 9.4 0| &)
ofOmM ONTAP 9.4 AlsH Z=QlL|Ct

Z5F A| A|AEIO| AT X| QT ZEO|A 22 ONTAP = 10f| Lo 522 C|A 3 SEHONTAP 9.3)
9.3A|AHIO| HEHEl E2IO|EE AP M E|0 MAZ|T

A LI

=1 C|A30] cet C|A3 gES 2elsh= SYLICH

A O AT E0f| BAE|YD SHIZA =A== 2Qlsl{of LT,
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AlZtsE7| o

'"MetroCluster configuration-settings connection connect' B2 AF25t0{ MetroCluster IP QIE{H| 0] A
MME| S C|AT XS SHeto| 2 = mi77HX| 105 O|Ab 7|Ch24{Of StL|C}.

HY £3H0| M= C|A3 0|2 node-name:0m.i1.0L1 EAloZ FEA|gL|Ct

"ONTAP 9.4 O|AQ| Xt5 =2}0|E &t 5l ADP A|AHIQ| CHEE 2] AFSt”

CHe 30z 2|F &IVt gl= AFF A8B00 A|AEIC| =20| FA|ELICH

E2l0|E XtE oA = "node_A_1"0ll FE{ 17H(=2}0|E 87H)E, "node_A 2"0ll 27| 17HE &&
L}HX| E2}0|E= "node_B_1" X "node_B_2"0i| LSt 212{(Z 1) C|A3QIL|Ct.

cluster B::> disk show -host-adapter Om -owner node B 2

Usable Disk Container Container
Disk Size Shelf Bay Type Type Name
Owner
node B 2:0m.i0.2L4 894.0GB 0 29 SSD-NVM shared =
node B 2
node B 2:0m.1i0.2L10 894.0GB 0 25 SSD-NVM shared =
node B 2
node B 2:0m.i0.3L3 894.0GB 0 28 SSD-NVM shared -
node B 2
node B 2:0m.i0.3L9 894.0GB 0 24 SSD-NVM shared =
node B 2
node B 2:0m.1i0.3L11 894.0GB 0 26 SSD-NVM shared =
node B 2
node B 2:0m.i0.3L12 894.0GB 0 27 SSD-NVM shared -
node B 2
node B 2:0m.i0.3L15 894.0GB 0 30 SSD-NVM shared =
node B 2
node B 2:0m.1i0.3L16 894.0GB 0 31 SSD-NVM shared =
node B 2

8 entries were displayed.

cluster B::> disk show -host-adapter Om -owner node B 1

Usable Disk Container Container
Disk Size Shelf Bay Type Type Name

Owner
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node B 1:0m.i2.3L19 1.75TB
node B 1

node B 1:0m.i2.3L20 1.75TB
node B 1

node B 1:0m.i2.3L23 1.75TB
node B 1

node B 1:0m.i2.3L24 1.75TB
node B 1

node B 1:0m.i2.3L29 1.75TB
node B 1

node B 1:0m.i2.3L30 1.75TB
node B 1

node B 1:0m.1i2.3L31 1.75TB
node B 1

node B 1:0m.i2.3L32 1.75TB
node B 1

8 entries were displayed.

cluster B::> disk show
Usable

Disk Size

node B 1:0m.il.0L6 1.75TB
node A 2
node B 1:0m.i1.0L8 1.75TB

node A 2

node B 1:0m.1i1.0L17 1.75TB
node A 1

node B 1:0m.il.0L22 1.75TB
node B 1:0m.il.0L25 1.75TB
node B 1:0m.1i1.2L2 1.75TB
node B 1:0m.il.2L7 1.75TB
node B 1:0m.il1.2L14 1.75TB
node B 1:0m.11.2L21 1.75TB
node B 1:0m.il.2L27 1.75TB
node B 1:0m.il1.2L28 1.75TB
node B 1:0m.1i2.1L1 1.75TB
node B 1:0m.i2.1L5 1.75TB
node B 1:0m.i2.1L13 1.75TB
node B 1:0m.12.1L18 1.75TB
node B 1:0m.i2.1L26 1.75TB
node B 1:0m.i2.3L19 1.75TB
node B 1:0m.1i2.3L20 1.75TB

0 42 SSD-NVM shared =

0 43 SSD-NVM spare Pooll
0 40 SSD-NVM shared =

0 41 SSD-NVM spare Pooll
0 36 SSD-NVM shared =

0 37 SSD-NVM shared -

0 38 SSD-NVM shared —

0 39 SSD-NVM shared =
Disk Container Container
Shelf Bay Type Type Name
0 1 SSD-NVM shared =

0 3 SSD-NVM shared =

0 18 SSD-NVM shared =

0 17 SSD-NVM shared - node A 1
0 12 SSD-NVM shared - node A 1
0 5 SSD-NVM shared - node A 2

0 2 SSD-NVM shared - node A 2

0 7 SSD-NVM shared - node A 2

0 16 SSD-NVM shared - node A 1
0 14 SSD-NVM shared - node A 1
0 15 SSD-NVM shared - node A 1
0 4 SSD-NVM shared - node A 2

0 0 SSD-NVM shared - node A 2

0 6 SSD-NVM shared - node A 2

0 19 SSD-NVM shared - node A 1
0 13 SSD-NVM shared - node A 1

0 42 SSD-NVM shared - node B 1
0 43 SSD-NVM shared - node B 1
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node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 1:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:
node B 2:

Om.
Om.
Om.
Om.
.i2.
Om.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
On.

On.
On.
On.
On.
On.
On.

i2.
i2.
i2.
i2.

i2.

12
13
14
15
16
17
18
19
24
25
26
27
28
29
30
31
36
37
38
39
40
41
42
43

i0.
i0.
i0.
i0.
i0.
i0.
i0.
i0.

o U1 b W DN

O = W = W SR SR

3L23
3L24
3L29
3L30
3L31
3L32

2L4
2L10
3L3
3L9
3L11
3L12
3L15
3L16

.75TB
.75TB
.75TB
.75TB
.75TB
. 75TB

1.75TB 0
1.75TB 0
1.75TB 0
1.75TB 0
1.75TB 0
1.75TB 0
1.75TB 0
1.75TB 0
1.75TB 0
1.75TB 0 15
1.75TB 0 16
1.75TB 0 17
1.75TB 0 18
1.75TB 0 19
894.0GB 0 24
894.0GB 0 25
894.0GB 0 26
894.0GB 0 27
894.0GB 0 28
894.0GB 0 29
894.0GB 0 30
894.0GB 0 31
1.75TB 0 36
1.75TB 0 37
1.75TB 0 38
1.75TB 0 39
1.75TB 0 40
1.75TB 0 41
1.75TB 0 42
1.75TB 0 43
894.0GB 0 29
894.0GB 0 25
894.0GB 0 28
894.0GB 0 24
894.0GB 0 26
894.0GB 0 27
894.0GB 0 30
894.0GB 0 31

40 SSD-NVM shared - node B 1
41 SSD-NVM shared - node B 1
36 SSD-NVM shared - node B 1
37 SSD-NVM shared - node B 1
38 SSD-NVM shared - node B 1
39 SSD-NVM shared - node B 1
12 SSD-NVM shared aggr0O node B 1
13 SSD-NVM shared aggrO node B 1
14 SSD-NVM shared aggr0O node B 1
SSD-NVM shared aggr0O node B 1
SSD-NVM shared aggr0O node B 1
SSD-NVM shared aggr0O node B 1
SSD-NVM shared aggr0O node B 1
SSD-NVM shared - node B 1
SSD-NVM shared - node A 2
SSD-NVM shared - node A 2
SSD-NVM shared - node A 2
SSD-NVM shared - node A 2
SSD-NVM shared - node A 2
SSD-NVM shared - node A 2
SSD-NVM shared - node A 2
SSD-NVM shared - node A 2
SSD-NVM shared - node A 1
SSD-NVM shared - node A 1
SSD-NVM shared - node A 1
SSD-NVM shared - node A 1
SSD-NVM shared - node A 1
SSD-NVM shared - node A 1
SSD-NVM shared - node A 1
SSD-NVM shared - node A 1
SSD-NVM shared - node B 2
SSD-NVM shared - node B 2
SSD-NVM shared - node B 2
SSD-NVM shared - node B 2
SSD-NVM shared - node B 2
SSD-NVM shared - node B 2
SSD-NVM shared - node B 2
SSD-NVM shared - node B 2

1.75TB 0 0 SSD-NVM shared aggr0O rhal2 bl cm 02 0

O O O O O O

o U1 W N

SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM
SSD-NVM

shared
shared
shared
shared
shared
shared

aggr0 _rhal2 bl cm 02 0
aggr0 rhal2 bl cm 02 0
aggr0 _rhal2 bl cm 02 0
aggr0 _rhal2 bl cm 02 0
aggr0 rhal2 bl cm 02 0
aggr0 _rhal2 bl cm 02 0

node B 2
node B 2
node B 2
node B 2
node B 2
node B 2



node B 2:0n.7 1.75TB 0 7 SSD-NVM shared - node B 2
64 entries were displayed.

cluster B::>

cluster A::> disk show
Usable Disk Container Container
Disk Size Shelf Bay Type Type Name Owner

node A 1:0m.il1.0L2 1.75TB 0 5 SSD-NVM shared - node B 2
node A 1:0m.i1.0L8 1.75TB 0 3 SSD-NVM shared - node B 2
node A 1:0m.il.0L18 1.75TB 0 19 SSD-NVM shared - node B 1
node A 1:0m.il.0L25 1.75TB 0 12 SSD-NVM shared - node B 1
node A 1:0m.i1.0L27 1.75TB 0 14 SSD-NVM shared - node B 1
node A 1:0m.il.2L1 1.75TB 0 4 SSD-NVM shared - node B 2
node A 1:0m.il.2L6 1.75TB 0 1 SSD-NVM shared - node B 2
node A 1:0m.i1.2L7 1.75TB 0 2 SSD-NVM shared - node B 2
node A 1:0m.il.2L14 1.75TB 0 7 SSD-NVM shared - node B 2
node A 1:0m.il1.2L17 1.75TB 0 18 SSD-NVM shared - node B 1
node A 1:0m.i1.2L22 1.75TB 0 17 SSD-NVM shared - node B 1
node A 1:0m.i2.1L5 1.75TB 0 0 SSD-NVM shared - node B 2

node A 1:0m.i2.1L13 1.75TB 0 6 SSD-NVM shared - node B 2
node A 1:0m.i2.1L21 1.75TB 0 16 SSD-NVM shared - node B 1
node A 1:0m.i2.1L26 1.75TB 0 13 SSD-NVM shared - node B 1
node A 1:0m.i2.1L28 1.75TB 0 15 SSD-NVM shared - node B 1
node A 1:0m.i2.3L19 1.75TB 0 42 SSD-NVM shared - node A 1
node A 1:0m.i2.3L20 1.75TB 0 43 SSD-NVM shared - node A 1
node A 1:0m.i2.3L23 1.75TB 0 40 SSD-NVM shared - node A 1
node A 1:0m.i2.3L24 1.75TB 0 41 SSD-NVM shared - node A 1
node A 1:0m.i2.3L29 1.75TB 0 36 SSD-NVM shared - node A 1
node A 1:0m.i2.3L30 1.75TB 0 37 SSD-NVM shared - node A 1
node A 1:0m.i2.3L31 1.75TB 0 38 SSD-NVM shared - node A 1
node A 1:0m.i2.3L32 1.75TB 0 39 SSD-NVM shared - node A 1

node A 1:0n.12 1.75TB 0 12 SSD-NVM shared aggr0O node A 1
node A 1:0n.13 1.75TB 0 13 SSD-NVM shared aggr0 node A 1
node A 1:0n.14 1.75TB 0 14 SSD-NVM shared aggr0O node A 1
node A 1:0n.15 1.75TB 0 15 SSD-NVM shared aggr0O node A 1
node A 1:0n.16 1.75TB 0 16 SSD-NVM shared aggr0 node A 1
node A 1:0n.17 1.75TB 0 17 SSD-NVM shared aggr(O node A 1
node A 1:0n.18 1.75TB 0 18 SSD-NVM shared aggrO node A 1
node A 1:0n.19 1.75TB 0 19 SSD-NVM shared - node A 1

node A 1:0n.24 894.0GB 0 24 SSD-NVM shared - node B 2
node A 1:0n.25 894.0GB 0 25 SSD-NVM shared - node B 2
node A 1:0n.26 894.0GB 0 26 SSD-NVM shared - node B 2
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Z 10| S2jo|d 45

A ARO] Z5F Al APH G E[0f UK

node A 1:
node A 1:
node A 1:
node A 1:
node A 1:
node A 1:
node A 1:
node A 1:
node A 1:
node A 1:
node A 1:
node A 1:
node A 1:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:

On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
On.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
On.
On.
On.
On.
On.
On.
On.
On.

64 entries were

cluster A::>

Bl

TS gEliof Lt

Of ZhHofl 3

O] k= ONTAP 9.4 O|AtES

A AHIY| 5 C|A3 StEto| &
C2io|E Eet Sl ADP A|AHIY|

7 894.0GB 0 27 SSD-NVM shared - node B 2
8 894.0GB 0 28 SSD-NVM shared - node B 2
9 894.0GB 0 29 SSD-NVM shared - node B 2
0 894.0GB 0 30 SSD-NVM shared - node B 2
1 894.0GB 0 31 SSD-NVM shared - node B 2
6 1.75TB 0 36 SSD-NVM shared - node B 1
7 1.75TB 0 37 SSD-NVM shared - node B 1
8 1.75TB 0 38 SSD-NVM shared - node B 1
9 1.75TB 0 39 SSD-NVM shared - node B 1
0 1.75TB 0 40 SSD-NVM shared - node B 1
1 1.75TB 0 41 SSD-NVM shared - node B 1
2 1.75TB 0 42 SSD-NVM shared - node B 1
3 1.75TB 0 43 SSD-NVM shared - node B 1
2.3L3 894.0GB 0 28 SSD-NVM shared - node A 2
2.3L4 894.0GB 0 29 SSD-NVM shared - node A 2
2.3L9 894.0GB 0 24 SSD-NVM shared - node A 2
2.3L10 894.0GB 0 25 SSD-NVM shared - node A 2
2.3L11 894.0GB 0 26 SSD-NVM shared - node A 2
2.3L12 894.0GB 0 27 SSD-NVM shared - node A 2
2.3L15 894.0GB 0 30 SSD-NVM shared - node A 2
2.3L16 894.0GB 0 31 SSD-NVM shared - node A 2
1.75TB 0 0 SSD-NVM shared aggrO node A 2 0 node A 2
1.75TB 0 1 SSD-NVM shared aggr0O node A 2 0 node A 2
1.75TB 0 2 SSD-NVM shared aggr0O node A 2 0 node A 2
1.75TB 0 3 SSD-NVM shared aggrO node A 2 0 node A 2
1.75TB 0 4 SSD-NVM shared aggr0O node A 2 0 node A 2
1.75TB 0 5 SSD-NVM shared aggr0 node A 2 0 node A 2
1.75TB 0 6 SSD-NVM shared aggrO node A 2 0 node A 2
1.75TB 0 7 SSD-NVM shared - node A 2
displayed.
(ONTAP 9.4 0| 4})
1 AE E2t0|E 2 @F MEE SEHK| b= 3% ¥ £ 1 E210|EE
A= ol HEELICH
QK| R E =QlSh= ME A2 off IEE|0 AELICH'ONTAP 9.4 0| 42| XtE
Chet naq Argt
OOh Xote| = R Ch2 of|of] EAIE CHE 2} ALO|ES| & 1 E2I0|EE ST &I0j| A

TE0 ALO|ET 2712 2 F
SHoliof L.
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|

rdo

* node_A 12 ALO|E_B-shelf 2(

Z)2| H|o| 0-110f ZEHE =E2to|E L |Ct.
* Node_A_2= AIO|E_B-EIX 2(;A

)2| H#[0] 12-2301| Sl =2t0|E LTt

CHA|
1. MetroCluster IP AQ| 2t LLE0f|A 1A E2}0|EE E 10 retstL|Ct.

a. gPEX| 42 EE0|E S5 HA|:
"C| A3 show-host-adapter Om-container-type unassigned"S MEHSIL|C}
cluster A::> disk show -host-adapter Om -container-type unassigned
Usable Disk Container Container

Disk Size Shelf Bay Type Type Name
Owner
6.23.0 = 23 0 SSD unassigned - =
6.23.1 = 23 1 SsSD unassigned - =
node A 2:0m.il.2L51 = 21 14 SSD unassigned - =
node A 2:0m.il.2L64 - 21 10 sSsSD unassigned - -
48 entries were displayed.
cluster A::>

b. 217 =ato|E(0m)el 2ARHE XM HIY =29 E 1(0f|: node_a_1)0| ZEL|C.

disk assign -disk <disk-id> -pool 1 -owner <owner node name>
disk-id o ¥Z 0| A= E2I0[EHE A/H0F HLIC} owner node name.
c. E2I0|E 7} Z 10| SEEA=X| elgfL|Ct.
"C| A3 show-host-adapter Om-container-type unassigned"S ME{BtL|C}
() 22 cetoj=of ANASH: o AFGElE iSCSI #Z0| Omz LiekeLICt,

Cts EH0|M = 2 239 E20[27h SEE|X| g2 E20|E S R0 H 0|4 EAIEX| B2 S E
WO 2 LtEHELICE
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= 101| CHaH

Zf L =of| ohs of23 ATt 374 o|Y A= F

cluster A::

Usable Disk
Disk Size Shelf Bay Type
Owner
node A 2:0m.il.2L51 = 21 14 SSD
node A 2:0m.il.2L64 - 21 10 ssSD
node A 2:0m.12.1L90 = 21 19 sSSD

24 entries were displayed.

cluster A::>

a. O THA|IE 25310 AIO|E

A
b. ALO|E BO{|A O] EHAIS HF=SfLICt

A£E0F C|A3 EHONTAP 9.3)

NESo= SERLIC

AlZtst7| o

MX &mo| CIAIE E 10] LEsHoF &L|Ct 2

SstChStH
=ZoHd

L|ct.

ErHofl Chat

O] ZX}= ONTAP 9.38 Hdst= 70| HEELICE

O] FAH= 2t =0 Tifof CAS AT} 27 014 U 20/ AL]
xS T 4 YL,

AT B4 XS HYS AISY 4 Bl P 2 Eof /1 [|AS
ol-|_||:|-

ONTAP XS CIAS 5 7|52 [|AIS UnH2 HUBHLICE o

* site_B-shelf 22| @& C|A3 = node_A 12| pool1d| X5
* site_B-shelf 42| 2E C|A3 = node A 29| pool1d| Xt52
* site_A-shelf 29| 2= C|A3 = node_ B 19| pool1di| A}52

* site_A-shelf 42| 2= C|A3 = node B 29| pool10l At52

2t
2]

Ml

238

o

thed C|A3E X|Fst0] XtE LY S "Ml ="3H{OF LT

2 ONTAPS| XI5 &t

=2 O

CHS ONTAPE #Zo

-

SE A
= T

Container

Type

unassigned

unassigned

unassigned

| LHHX| E|23

> disk show -host-adapter Om -container-type unassigned

Container

Name

22 (pool1) =
£ Yot 20| kS E
£ Sofl &= 2ol CIAZE
HA CIATE 522 LHdlof



|

1. MetroCluster IP 149 2t LE0M €12 CIATE E 10 EHEL|Ct.

a.

ot

SEIX| 8

rlo

ClA3 S22 BALCE

"C|A 3 show-host-adapter Om-container-type unassigned"S MEigtL|C}

cluster A::> disk show -host-adapter Om -container-type unassigned

Usable Disk Container Container
Disk Size Shelf Bay Type Type Name
Owner
6.23.0 = 23 0 SSD unassigned -
6.23.1 = 23 1 SsSD unassigned -
node A 2:0m.il.2L51 = 21 14 SSD unassigned -
node A 2:0m.il.2L64 - 21 10 ssD unassigned -

48 entries were displayed.

cluster A::>

0

HA C|23(0m)E MGt X M =0 2 10] LA 2 RFS LEELICHO: "node_a_1").

disk assign -disk <disk id> -pool 1 -owner <owner node name>

2 disk-id 9| ¥4 Hmof Q= C|AIE MHHOF "owner_node_name 2fL|Ct.
ONTAP C|A S X}I= Stet 7|52 K| MEl AT} LEtE| Q1A Mool DE C|AJE ShobstL| O}

ClA3 XIS 20| A= Ti7tX] 60 0| A 7|CH2l = Mmmo| 1A C|AIT E 10 Xt5 SHE[E=X|
stolgfL|Ct.
"C| A3 show-host-adapter Om-container-type unassigned"S MEHEIL|C}

@ 212 C|A50 AN|ASHE B AHBE|S iSCSI 90| Om FAIZ LiEtELIC

Ch2 0= eI 239| L|A37t O|X| €HEIRCH O 0]d EAIZ|X| @428 20 FLIC.
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ONTAP 9.40{| M Xt=

ONTAP 9.40{| A 0] Zxte| O X|A|of| 2t Xf=

CHAl ALt S EF5HOF S LICt.

cluster A:

node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:
node A 2:

Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.
Om.

il
il
il.
il 8
il.
il.
il.
il.
il.
il
il.
il.
il.
il.
i2.
i2.
i2.
i2
i2
i2.
i2.
i2.
i2.
i2.

.2L51
.2L64

2L72
2L74
2L83
2L90
3L52
3L59
3L66

.3L73

3L80
3L81
3L82
3L91
0L49
0L50
1L57

.1L58
.1L59

1L65
1172
1180
1188
1L.90

Us

able

Size Shelf Bay Type

= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21
= 21

24 entries were displayed.

cluster A::>

a. O| A E =

ErHofl Chat

cajo|

"ONTAP 9.4 O|AtS| Xt= Ez2fo|H

THA|

240

Sto4 AFO|E AQ| &=
b. AtO|E BOf|A{ Of

siCh O
= O

14
10
23

22

13

17

12

16

15

18

11

21
20

19

I =20 2102

=10

S ADP A|AHIOf CHet 11

=]

gYS sliA

SSD
SSD
SSD
SSD
SISD
SSD
SSD
SISID
SSD
SSD
SSD
SSD
SSD
SSD
SSD
SSD
SSD
SSD
SSD
SSD
SSD
SSD
SSD
SSD

==}
E

=1 =
=

:> disk show -host-adapter Om -container-type unassigned
Disk

Container

Type

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

SELICHO: "node_a_2").

Container

LCONM AFs E2LO|E

stCtH
= O

(=]
=



1. Xt= E2t0|E &gt &3}
storage disk option modify -node <node name> -autoassign on

MetroCluster IP 42| B E LC0j|A] O] HHZ AdHsHOf StL|Ct.

FE 0i22|A0|EE D2 &LICt
FE ofl12|A|0|ES D|2{&5t0q Cl|0|E{E 2= 8l{of LTt

of ZpHofl CHaH

7|2XMoZ RE 0j12|4|0|E= RAID-DP §8 AggregateZ MM EIL|ICt £ E 0f12|4|0|ES RAID-DPO| A
RAID4 /& O JZ|AO|EE HAY 4= JUSLICL Ot B S HASIH RAID4 R O I2|A0|ES RE
oi32|AH|0|EZ} =X EL|CE.

storage aggregate modify —-aggregate <aggr name> -raidtype raid4

@ ADPZ} Ol A| A0 M= aggregate?t 0|22 E|7| HO|LE 20i| 7|2 RAID-DPO{|A| RAID42
O 32[#[0|EQ| RAID R¥E +HE 4 JUELICL

£
1. RE oj22|#|0|E D]2{:

storage aggregate mirror <aggr name>

Ct

gl

H2 2 "controller_a_1"9| £E 0f12|A|0|EE O|2{2l$tL|LC.

controller A 1::> storage aggregate mirror aggr(O controller A 1

O 22 ofO2[AHI0|EE D|2ZSIEZ ¥ A MetroCluster AFO|EO|| Q= 22 SUAQL
TFMAELICE

rio

A
A

i

AR

2. MetroCluster 7149| 2} L. =0f CHal O THA|E BHEEHLCE.

I My

[y

o
=2 & AEEX| 2l

2t Lol D212 &l ClolE 02| AH|0[E 4

O

R OE9 2zt .==0f D|2{2 &l C|o[Ef o2 AH|0|EE RHS0{OF BfLICY.

O =te1oi| CHaH
M O 12| H|O|E0f| OftH E2}0|E T} AL E|:=X| LOtof BL T

+ AJAE0] 0f2] S2t0|2 RH(0|71F AEIX)0| U FP SHE S2fo|s KYE Meyz
ofHaoF BHLict.

+ Soto|oi £ woof o) ARE|H, fI2H0|ES MAT HL, ojI2IH0|E0 Y BE SatojHi SU
= =0j| oJ8) ARE|0{of t, 0] ' #figt ofaE]H0|E S| & =t ELick,
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ADPE AtE3%t= A|AHRIOIM = 2t E2IO|ETtP1, P2, P3 IIE|[HC 2 FYE|= MIE[M S ALZ5I0 0 22|AH0|EE
At

* Oi32|A|0|E O|E2 MetroCluster 7+ 2 Al=lg uff X|Hst HH F2l0f| j2fof ghL|C}.

"C|A3 3L OfI2|A[0|E 2"

O

* Ol 12| #|0| £ 0| &2 MetroCluster APOI HAol A DF8HOF SILICE &, AJO|E A2 ALO|E BO| 3¢
7HE = Hel MZ CHE Oi32[AH0|EE WdE & YlELIT.

o]

r
ojn
o

1. A8 7t5% ANO| R 52 HEAIRLICE
storage disk show -spare -owner <node name>
2. OHIZ2|AH0|E HH:
'AEEX| A Y - 002 true'
S AE 22| QIEH0| A0 M SHAE 2%t 22 SHAEQ 2= =0 Lol 0l 22|AH0|EE WHE £

UESLICH AggregateZt EH S0 M MME|E2 512{™H "-node’ TH7H HAE AFSH7LE Sl = ET7F ARSt=
Calo|HE X|ASH|C
C2to|EHE X|MELICE

° Aggregate?| = L E(F, P4 2F Al AggregateE 2/t LE)
° Aggregatedi| F7I2 EX E2t0|H SEQLICH
o Zolst £2tolE ~QiL|ct

@ XY= 5|4 THOMS S0 27} X$He|o| QOB &, C|A 3 RAID-DP Aggregate
37HE TS 4 UEE force-small-aggregate S S ALESHOF ErLICH.

° O] A0 Chigt AAet LIE2 AE2(X| 0 22| A0 E dd man H|O|X|E HZSHYAIL.

—

Ct

gjo

HH S MlstH 107429 C|AIZ 0|2{2!El AggregateZt A A ElL|C,
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cluster A::> storage aggregate create aggrl node A 1 -diskcount 10 -node
node A 1 -mirror true

[Job 15] Job is queued: Create aggrl node A 1.

[Job 15] The job is starting.

[Job 15] Job succeeded: DONE

3. M{ Oi22|AH[0]ES| RAID 12 Y E2I0|EE &QIstL|Ct,

storage aggregate show-status -aggregate <aggregate-name>

MetroCluster 74 713

MetroCluster L0l A C|O|E] 25 E A|ZSH2{H 'MetroCluster configure' HES AMatsljof gL|C}.

Of ZhHofl CHaH
* 2t 2 AH| RET} ofl 0|22 HI0|E| Aggregate?t 27H O &k QLO{OF BiLICE.

'storage aggregate show' &S AHE610{ 0| &ole &~ JUSLICL.
@ O/ El o H|o|E OHIZ|H[O|EE A5t H £ EXSHIYA|IR 15| E FXSHIAIR.

* ZIEE2 8 MA|Q| ha-config AEil= "mccip"0|0{OF BfL|LCE,

st BISICH ZF AFO|EL}

ot | ABHSH0] MetroCluster A&
| SHX| Q&L .

2E L E0|A 'MetroCluster configure' HE S =
oM BEES AT Rt gloH S A2 Mo ELL AIEE S

Ko
MetroCluster configure @E2 & S2{AE ZIZH0j|A 7HE &2 A|A” IDE #= 5 =52 DR(MEH 57) HEL 2
Xts Ho{>BtL|Ch 4= = MetroCluster T1A0ll= DR ItE L] W0| 274 UELICH F HI| DR W2 A|AH D7
o £ oA AAEIL|CH

ocood

e
i)
i

*

@ '"MetroCluster configure' BH 2 A&i5t7| M0l Onboard Key Manager(OKM) = 2| & 7
T-SHX| gtotof gfL|Ct.

EHA|
1. LC}2 YAIOZ MetroClusterE A EHLIC

MetroCluster A0 CtS 7|50| Y= EL IS8 £8SIAAIL.
GI0|E] 04 12| H0| E7F ofq 7H QUL S0 TETEM MetroClusterS FAISHLICH

metrocluster configure <node name>
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£t 0|2{2 Ci|o|Ef o2 2| A|0[E a LCOJIEDENAM g ot 2|8z HERLIC.
ME Z2|L2[X] D5

3 ZEZ A& slets HAIX| 7 BAIE D
13 BE ZETE(>)7t LERLLE "y'2 SEeof
gt

b. '-allow-with-one-aggregate TRUE' I2t0|E{E
AE30] MetroClusterS MA$ICT.

metrocluster configure -allow-with
-one-aggregate true <node name>

c. Rta|xt Mt HE SopziL|ct.

—_

'Set-Privilege admin’®L|Ct

S A2l = C|O|E O I2|AH[0|EE o] 7] AESH= ALICH X Hf DR 250

@ O 32|A[O|ETF U1 SIS OHOZ|HIO|EZ DR IES 2,57}0}3:104 HEtHO|H 2E2 tHY
HlO|E O 12| AIO|EZ O|SaH{of BrL|Ct. O] EXtof| CHSE XEM[SH LHE S 2 HZSHMAIRL
"MetroCluster +&0{|A] HIEIH[O|E| E& O|S".

Ch2 B2

o

AlstsHH "controller_a_1"0| Z&HEl DR 129 B E - E0f|A MetroCluster T1A0| ™ EIL|C}.

glo
o

cluster A::*> metrocluster configure -node-name controller A 1

[Job 121] Job succeeded: Configure is successful.

-

2. AIO|E A HIERZ MEHE &tolptL|Ct,
HEQA ZE &

CHZ Ol= 4= MetroCluster 42| HEY 3 ZE A2 H SLICH
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cluster A::> network port show
Speed (Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper

controller A 1

ela Cluster Cluster up 9000 auto/1000
e0lb Cluster Cluster up 9000 auto/1000
elc Default Default up 1500 auto/1000
eld Default Default up 1500 auto/1000
ele Default Default up 1500 auto/1000
e0f Default Default up 1500 auto/1000
elg Default Default up 1500 auto/1000
controller A 2
ela Cluster Cluster up 9000 auto/1000
eOb Cluster Cluster up 9000 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
ele Default Default up 1500 auto/1000
e0f Default Default up 1500 auto/1000
elg Default Default up 1500 auto/1000

14 entries were displayed.

3. MetroCluster 49| & ALO|EOf|A MetroCluster 42 2HQIgtL|C}.

a. AO[E AOIM 8= =helgtL|Ct.

=

MetroCluster &

cluster A::> metrocluster show

Configuration: IP fabric

Cluster Entry Name State
Local: cluster A Configuration state configured
Mode normal
Remote: cluster B Configuration state configured
Mode normal

b. AtO|E BO| & gfoletL|Ct.

=

MetroCluster £

245



cluster B::> metrocluster show

Configuration: IP fabric

Cluster Entry Name State

Local: cluster B Configuration state configured
Mode normal

Remote: cluster A Configuration state configured
Mode normal

C=

4. H|Z[2Y HZ2] 02 Y0l|M A 4 A= EHE LRSI 470 =EE 242 HELSHIAIL.
node reboot -node <node name> -inhibit-takeover true
5. & 22 A0 M 'MetroCluster show' B E M35t 742 ChA| ZelgtL|ct

8.E FMO|M &= MW DR I 4

O] &S gt=st0] & Hm| DR 2829 =5 F4ELCt.

0|2 = X 942 CIo|E oi22|AH|0|EE YA ElLICH

B

MEHO 2 MetroCluster TJ0|M HISE|= 0|F O|2{~0] ERSHA| 852 CIOIE{off TH3f 0|22 =X 42 HO|H
Oi2Z[AHO|EE Tt= == ASLICH.

of telol che
* ME2 EACIN of S2to|Hist ALSEX| HoIStAR.
* AIARI0] Of2f S2to|H RE(0|71F AE2IX)0| Y FP SHE SatolH H0| M| Holots WS

OfsHsHoF efLCt.

(D) MetroCluster IP 240IM= Zet 3 217 0j2{2=Ix) 22 a2\ S0 A 4 giLic

() oclzEx k2 ofaziHlol =L she ofa2iH0|ES ARSHs =0 220|0fof BLC

[

* E2tolE= EF = E0f Q3 AREH, OfI2[H0|ES Hde 22, o 22|AH0|E0 A= 2= EEI0|E= St

[ N e

LEo| o) ARE|0{of 8, O] E= ST O I2|H0|EQ| = _7f ElL|ct,
* Oi32|A|0|E O|E2 MetroCluster 82 Al=le mff X|™st HHE F2l0f| }2f0F gFL|C}.
* _ClAaz gl ojaz|A|I0|E 22| &= 0|2{&! AggregateOf| CHSE XtA|$F HEE EEHSrL|Ct

|
1. 0[2{YEX| 242 OH22|AHO|E 7= AHE:

MetroCluster modify-enable-0|2{ & = X| & 2-aggr-deployment true

2. C|A3 Xt 20| HIZ Mot A=X] let|ct.
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'TIA3 48 EAPYLICE

- D[22 =X 42 O|22|AHO|EE Zetet C|A3 A E HX[ 8 A 0|22 HELLICH

MK
pes

& S C|A3 dmoj| oist 2K 3 27 2YMO BAHE A8 + AL

"ONTAP StES0f A AR DB A"

- M EZO BECIATIE HES O 322 EEELICE

disk assign -disk <disk id> -owner <owner node name>

- Oj2E2|AH|0[E Hd:

'AE2[X] O 22[H[O|E '

Se{A2H 22| o] A0M S AE | 200t B2 S AEQ 2E 0| CHal 0f 2| AH0|EE ¥
USLICE. Aggregate’t S = E0f| EEU=X| =I5t H -node W7 Ha-E AHESHALE diE =Tt

A RotE E2t0|EE XIFstoF BfLICt.

oot DX 42 #zo| =2to| 22 o 22| AH[0] E0f| Zete|0] QL=X] 2eldof gfLCt.

ggregateE A/ LE)

0
n
it}
o
Ao
I >
o
I
iul

° Aggregate01| FIME E

H
ogt
|'|J°|'

I
L
o

|

>.
1)
T
o

° Aggregate2| RAID JE0f Mgst RAID RAYLICE
° RAID 250 ZE = U= 2|0 =20|E Lot

Ol21eh Mol Tt XtMet LHE2 AE2|X[ 0§22|AH|0|E 44 man H|O|X|E HZ=SHHA|L.

Ct2 S HAsHH 10712] ClA3 2 FHEl DIME[X] 352 Aggregate”/t ‘M-S ELICE

controller A 1::> storage aggregate create aggrl controller A 1
—diskcount 10 -node controller A 1

[Job 15] Job is queued: Create aggrl controller A 1.

[Job 15] The job is starting.

[Job 15] Job succeeded: DONE

Mt

o=

A
T
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6. M Oi32|H|0|ES| RAID 1§ X E2I0|EE =elgfLct.
storage aggregate show-status -aggregate <aggregate name>
7. D[2HYEX]| 42 Of22[AHO|E 75 AL ¢F g

'MetroCluster modify-enable-0|2{ & &|X| §42-aggr-deployment false'

8. C|A3 Xt& 0| HFYEUA=X] geletct.

|

"C|A3 9l o 22|H0|E e

MetroCluster 74 29l

MetroCluster 2732| 71 249 2HA|7t SHIEA| HSot=X] &Y = AELICE

x7| +4 = MetroCluster M HZATH = =HolsHof gL|Ct,

ESHAME(AHEE) AKX QH L= AQ XU =] Fof| ZHQlsof ShL|Ct
E Z 6L} E= = S AEO|AM B2 A|Zt LHOI| 'MetroCluster check run' HES &= tH AMsHstH 20| gHaistn
HH0| D= H|0|E{E £TSHK| 2 4= QUELICE 0]|F 'MetroCluster check show' HZ 00| A= Of|AF Z£210|

BEAE|X| 5L,

MIOERE RO 2 HAEH JA| 2ZE[X] FE =+ USLICE

cluster A::> metrocluster check run

The operation has been started and is running in the background. Wait
for

it to complete and run "metrocluster check show" to view the results. To
check the status of the running metrocluster check operation, use the
command,

"metrocluster operation history show -job-id 2245"
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cluster A::> metrocluster check show

Component Result
nodes ok
lifs ok
config-replication ok
aggregates ok
clusters ok
connections ok
volumes ok

7 entries were displayed.

2. 7t % Z29] MetroCluster check run BH & E6f| O At ZatE FA|SL|CE
'MetroCluster check aggregate show'
'MetroCluster check cluster show'S MEHEIL|C}

'"MetroCluster check config-replication show' S ME{EtL|CH
'MetroCluster check lif show'

MetroCluster check node show

MetroCluster check show H&H2 %2 MetroCluster check run 29| ZntE Ho| &L},
(D MetroCluster check show HZEEZ AF25t7| M0 &4 MetroCluster check run @2 st
HAE= HEJH XA HEJ} | == s{{ofF giL|C.
Lt oll= ¥= ot 4 = MetroCluster A4 ?/3t 'MetroCluster check aggregate show' B8 &2

0=|’.=.‘L|Ef.

cluster A::> metrocluster check aggregate show

Node Aggregate Check
Result
controller A 1 controller A 1 aggr0
mirroring-status
ok
disk-pool-allocation
ok
ownership-state
ok
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controller A 1 aggrl

ok

ok

ok
controller A 1 aggr2

ok

ok

ok

controller A 2 controller A 2 aggr0

ok

ok

ok
controller A 2 aggrl

ok

ok

ok
controller A 2 aggr2

ok

ok

ok

18 entries were displayed.

Ct2 oo M e Y53t 4= MetroCluster 282 28 'MetroCluster check cluster show' @& £
ELICH O|l= Zett AR SAETI HAE Met2 S FH| 7t E|

—_ =
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disk-pool-allocation

ownership-state

mirroring-status

disk-pool-allocation

ownership-state

mirroring-status

disk-pool-allocation

ownership-state

mirroring-status

disk-pool-allocation

ownership-state

mirroring-status

disk-pool-allocation

ownership-state
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cluster A::> metrocluster check cluster show

Cluster Check Result

mccint-fas9000-0102

negotiated-switchover-ready not-applicable
switchback-ready not-applicable
job-schedules ok
licenses ok
periodic-check-enabled ok
mccint-fas9000-0304
negotiated-switchover-ready not-applicable
switchback-ready not-applicable
job-schedules ok
licenses ok
periodic-check-enabled ok

10 entries were displayed.
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ONTAP 9.15.1 « AFF A400
» AFF C400
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St 7t Yoot S FYototE L3 HAIE +ASHHAI2.

O =

metrocluster check run

cluster A::*> metrocluster check run

1A

e W2t Eo| A MR EL|CE

b. & +EL|C} metrocluster check run 20| 2gZE|H LSS AMSMTHL|CE

metrocluster check show

of 5% = Ltz 27t EAIELICH
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cluster A:::*> metrocluster check show

Component Result
nodes ok
lifs ok
config-replication ok
aggregates ok
clusters ok
connections ok
volumes ok

7 entries were displayed.

a. M3t =9I MetroCluster B Zrd Q| AtEl

M

=St}

[ e i}

metrocluster operation history show -job-id <id>

system health alert show

2. 9|2 7| Za|7t F 2 AH DROM THEFE=X] 2Ol

= L.

security key-manager external show-status

3. 2t DR 1E0] thsh A= F AE Ao} 2dst:

metrocluster modify -is-encryption-enabled true -dr-group-id
<dr_group id>

° of ¥

cluster A::*> metrocluster modify -is-encryption-enabled true -dr-group
-id 1
Warning: Enabling encryption for a DR Group will secure NVLog and
Storage

replication data sent between MetroCluster nodes and have an
impact on

performance. Do you want to continue? {yln}: vy
[Job 244] Job succeeded: Modify is successful.
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metrocluster node show -fields is-encryption-enabled

° off *

cluster A::*> metrocluster node show -fields is-encryption-enabled

dr-group-id cluster node configuration-state is-encryption-
enabled

1 cluster A node A 1 configured true

1 cluster A node A 2 configured true

1 cluster B node B 1 configured true

1 cluster B node B 2 configured true

4 entries were displayed.
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metrocluster check run

cluster A::*> metrocluster check run

12

A
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rjo

MO0 M HHELICE

b. £ £EL|C} metrocluster check run Z¢0| IR E|™H CI2S AlSshL|C

metrocluster check show
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cluster A:::*> metrocluster check show

Component Result
nodes ok
lifs ok
config-replication ok
aggregates ok
clusters ok
connections ok
volumes ok

7 entries were displayed.

a. M3t =9I MetroCluster B Zrd Q| AtEl

M

=St}

[ e i}

metrocluster operation history show -job-id <id>

system health alert show

2. 9 7| gE7t & 2HAH ZROIM FHE A=K =l

security key-manager external show-status

3. 2t DR 1E0|M BEHZE &=st A oF &

metrocluster modify -is-encryption-enabled false -dr-group-id
<dr_group id>

° of ¥

cluster A::*> metrocluster modify -is-encryption-enabled false -dr-group
-id 1
[Job 244] Job succeeded: Modify is successful.

+
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0

49| Z} DR O F0| CHsl o] HHAIS H=gfL|ct.

4. AE & AC AT oL} HIE M= A=X| Eeleti|Ct.
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metrocluster node show -fields is-encryption-enabled

o off *

cluster A::*> metrocluster node show -fields is-encryption-enabled

dr-group-id cluster node configuration-state is-encryption-
enabled

1 cluster A node A 1 configured false

1 cluster A node A 2 configured false

1 cluster B node B 1 configured false

1 cluster B node B 2 configured false

4 entries were displayed.
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IPv4 AL
a. Ct2 HHS M3Std ONTAP MediatorE Z7&HL|C}.

metrocluster configuration-settings mediator add -mediator-address
<mediator host ip address>

(D) Mediator 2r2ixt 72 AI2X} 0| ST HIYHSE UoI2HE HAIKI 7 EAIELICH

IPv6 ALZ
a. £ S2HAEHNM OIS EH

mo

AAHTILICE
network options ipv6 modify -enabled true

b. 474 LE DEO|M IPv6 FAE AFE5I0 node-mgmt IP TAE LA HL|CH
C. ONTAP SXXIE F7tgL|ct,

metrocluster configuration-settings mediator add -mediator-address
<mediator host ipv6 ip address>

(D Mediator 22ixt 222 ALSX} OIS T} HILHSE Yfof2hs HIAIXI 7 EAIELICH
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cluster A::> storage disk show -container-type mediator

Usable

Container

NET-1.5 -
node A 2
NET-1.6 -
node B 1
NET-1.7 =
node B 2
NET-1.8 -
node A 1

cluster A::> set advanced

- BMXF 2t FAE O|LIA|M|O]HE HAIRLICE.

'AEE|X| iSCSI - O|L|A|0|O|E] HA| 2{|0|= SIHX}

Size Shelf Bay

Disk

Type

VMDISK

VMDISK

VMDISK

VMDISK

Container

Type

mediator

mediator

mediator

mediator

Name
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cluster A::*> storage iscsi-initiator show -label mediator

(storage iscsi-initiator show)

+
Status
Node Type Label Target Portal Target Name
Admin/Op
node A 1
mailbox
mediator 1.1.1.1 ign.2012-

05.local:mailbox.target.6616cd3f-9efl-11e9-aada-
00a098ccf5d8:a05el1ffb-9efl1-11e9-8f68- 00a098cbcad9e:1 up/up
node A 2
mailbox
mediator 1.1.1.1 ign.2012-
05.local:mailbox.target.66l16cd3f-9efl-11e9-aada-
00a098ccf5d8:a05elffb-9%9efl1-11e9-8f68-00a098cbca%e:1 up/up

d. AUSO(Automatic Unplanned Switchover) o =H[Q19| AtEHS &tolBtL|Ct

MetroCluster £

@ LS £ 0fl= ONTAP 9.13.1 0| &0fl M EEIL|Ct. ONTAP 9.12.1 0|5t T 2| 32 AUSO
Q= il MeEff= 0|0{OF &LICt auso-on-cluster-disaster.

cluster A::> metrocluster show

Cluster Entry Name State
Local: cluster A Configuration state configured
Mode normal

AUSO Failure Domain auso-on-dr-group-disaster
Remote: cluster B Configuration state configured

Mode normal

AUSO Failure Domain auso-on-dr-group-disaster

4. Q0| w2t MetroCluster AtE ZH| MetS dgtL|ct.

Ct

dlo

0H2d
[SX=)

ro

k=

&
rot
4>

FOME ALY = UASLIC

O BHE AHESH7| Mol & HESHYAIR "MetroCluster Ats ZH| & Al 22 2! Aot Argf,

©

metrocluster modify -allow-auto-forced-switchover true
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cluster A::*> metrocluster modify -allow-auto-forced-switchover true

MetroCluster IP £430{|X] ONTAP Mediator x|/
MetroCluster IP 0| X ONTAP Mediatore| 7+ sliH|g

1
30
>
r
il

AlZtsE7| o

MetroCluster AIO|E B0 H2Y = U= HIEY T /IX[0| ONTAP MediatorE 43X o= K|St M 0{0F
grLICk
1. OtS HH S AIE25I0] ONTAP Mediator A2 SHA|EtL|CH,
'MetroCluster configuration-settings & XXt X| 7

ONTAP St 22|XF AZQ| ArEXL 0| St 22 & YAst2t= HIAIX[ZF EAIELICE

ONTAP Mediator7t CH2E|™ metrocluster configuration-settings mediator
() remove S MM ONTAP Mediator 212 |X AZ0| CHet ALRX} 0|23t LSS
=stetE HAIXIZE EAZ[ D MetroCluster 710X ONTAP Mediator?} &|7{E/L|C}.

There are no entries matching your query.

2. o}

glo

HHZ2 F SHAHM AAHSI0] MetroCluster 40{ A ONTAP MediatorZt A=A} =X 2QI5HM 2.
a. metrocluster configuration-settings mediator show
= o ¥

This table is currently empty.

b. 'AE2|X| iSCSI - O|L|A|0][O|E] EA| 2]|0]5 XA}
» 01' *

There are no entries matching your query.
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'MetroCluster node show'

cluster A::> metrocluster node show

Cluster Configuration State Mode

Local: cluster A configured normal

Remote: cluster B configured normal
2. M3t xtelg AlRtetLICE
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MetroCluster Z |

cluster A::> metrocluster switchover

Warning: negotiated switchover is about to start. It will stop all the

data Vservers on cluster "cluster B" and

automatically re-start them on cluster "cluster A". It will finally

gracefully shutdown cluster "cluster B".

3. 2Z STAEI THE HEf X et D0 A=X| ZelgfLct.

[

'MetroCluster node show'

cluster A::> metrocluster node show

Cluster Configuration State

Local: cluster A configured

Remote: cluster B not-reachable
configured normal

4. XMz} =H{0| A

[y o

Ok
3ot
rir

x| ghelgfL|ct.

|

MetroCluster S&H 4

cluster A::> metrocluster operation show
Operation: switchover
State: successful
Start Time: 2/6/2016 13:28:50
End Time: 2/6/2016 13:29:41

Errors: -

switchover

3. SVM show?} network interface show BES ALE510{ DR SVM1} LIF7t 2221 AE{QIX| 2HRIsHM AL,

Y He = 22 S e Clo[E B2 ChA| Tt 7 3 =5 AKX &Y
t8Ao| Fakg 8| H=X|(SMB % Solaris FC 742 H|Q|) =olg 4~ USLIC
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ONTAP 9.6 0| &S AASH= A[ARO0M O[] 52 ARIKIQH Ol SRE AIS22 A EL|CE,

EHA|
1. A|AEIOA ONTAP 9.4 0|5HE AlgH 0l AL H|0|E 02| H|0|EE X|ZEL|LCE.

'MetroCluster 22l 0{0f I 2|A|0|E!
CHe Olx= BHO| 43X Z AREAZS B¢ FLICL
cluster A::> metrocluster heal aggregates
[Job 936] Job succeeded: Heal Aggregates is successful.
2. N\|ARI0M ONTAP 9.4 O|3IE A F2l 22 FE 0f12|AH0|EE L33 20| £FEL|Ct

'MetroCluster &l 2E Tl A

O EHAl= ThE 7 dollM 2 RfLCt.

° MetroCluster FC 71

° ONTAP 9.4 0|5} AHlSH= MetroCluster IP 1. L2 Of|¥|= HHO| §SH2 2 AZEASE 20
FLILC}.
cluster A::> metrocluster heal root-aggregates
[Job 937] Job succeeded: Heal Root Aggregates is successful.
3. 27t ARE|U=K| EolgtLC,
'MetroCluster node show'
CHE Oll= BHO| §SHQE AREJUSE B0 FLCL
cluster A::> metrocluster node show
DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
node A 1 configured enabled heal roots
completed
cluster B
node B 2 unreachable - switched over

42 entries were displayed.

O O|REE Xt S+ ZY0| AIHSHH ONTAP 9.5 0| 2| ONTAP HZHO| A H 2K Z 'MetroCluster 2H!'
HHS >S5 = MAMsHOF BLICL MetroCluster operation show2t MetroCluster operation history show-
instance S A0 S HEIE ZLIE S Fof QIS geld o~ &Lt
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4. 2= Of22|AH|0|ET} DY R=X] 22l

=

'AEEX| A &

Ct2 oflofl A= 2= o 12| A|0| £E0| RAID Status?t Mirrored2 EA|E|0] Q28 20 FL|CT.

cluster A::> storage aggregate show

cluster Aggregates:

Aggregate Size Available Used% State #Vols
Status

data cluster
4.19TB 4.13TB 2% online 8

root cluster
715.5GB 212.7GB 70% online 1

cluster B Switched Over Aggregates:
Aggregate Size Available Used$% State #Vols
Status

data cluster B
4.19TB 4.11TB 2% online 5

root cluster B - - - unknown

5. AQIX|uf =7 MEHS SrolgiL|ct,

= -

'MetroCluster node show'

Nodes

node A 1

node A 1

Nodes

node A 1

- node A 1

RAID

raid dp,
mirrored,

normal

raid4,
mirrored,

normal

RAID

raid dp,
mirrored,

normal
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6.

8.
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cluster A::> metrocluster node show

DR Configuration
Group Cluster Node State
1 cluster A

node A 1 configured
completed

cluster B
node B 2 configured
switchback

2 entries were displayed.

AQIK|H £3:

MetroCluster A | X|tH

cluster A::> metrocluster switchback

[Job 938] Job succeeded: Switchback is success

== AFER EHol-

= L—-

'MetroCluster node show'

cluster A::> metrocluster node show

DR Configuration
Group Cluster Node State
1 cluster A

node A 1 configured

cluster B
node B 2 configured

2 entries were displayed.

MetroCluster 21| AEHE 2tQIBtL|Ct,
MetroCluster S&t 4

EH0|| IS HEN7F EAIZ[0{OF LTt

DR

Mirroring Mode

enabled heal roots

enabled waiting for

recovery

ful.Verify switchback

DR
Mirroring Mode

enabled normal

enabled normal



cluster A::> metrocluster operation show
Operation: switchback
State: successful
Start Time: 2/6/2016 13:54:25
End Time: 2/6/2016 13:56:15
Errors: -

Of ZfHofl CHaf
A

B AR s 78 249 2 HEH S8 EX(PSU)E HE TE S8 X[of| d&dt= AYLILH & PSUZL 25 Set
PDU(Power Distribution Unit)0i] 2 ZE|0] Q1 7| SEHo| Zle 2 ALO|ET} Ef-i-5|71|-f HAM AZE M%“
2 2 & ASLICE o T 2telo] HOHE HIAESIH MH[A SEHE LOZ + A= A 0l2 SLX[7t =X

O| HIAEON= 2= 25 PDUS| MU S & Ct2 MetroCluster 74 QA7 etEl D= 2ol = BE 2ES

PDUE 7HO} gtL|Ct.

Of ZX}oll= Cr3at 22 of| & Zatut JASLIL

* PDU7} E2|=]0] L0f F7} Wle|ofof gL|ct
* EOH ZA| E AH|A AA0| LA4BEX| SOfOF BHL|C}

CHA|
1. MetroCluster 78 Q47 IotEl 29| 21Z0f U= PDUS| M2 HLILCE,

2. 2s0lM 212 BLEYLICL
AAE B HA MEf 2F

'Storage shelf show-errors'
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cluster A::> system environment sensors show -state fault

Node Sensor State Value/Units Crit-Low Warn-Low Warn-Hi
Crit-Hi
node A 1
PSU1 fault
PSU OFF
PSU1l Pwr In OK fault
FAULT
node A 2
PSU1 fault
PSU OFF
PSUl1 Pwr In OK fault
FAULT

4 entries were displayed.

cluster A::> storage shelf show -errors
Shelf Name: 1.1
Shelf UID: 50:0a:09:80:03:6c:44:d5
Serial Number: SHFHU1443000059

Error Type Description
Power Critical condition is detected in storage shelf
power supply unit "1". The unit might fail.Reconnect PSUl

3. 21Z pDUS| TS CHA| BTt

4. ONTAPOIIM 2F Z710| SHZ=|A=X| gfeletL|Ct.
o. REZX PDUE AtE3H0] O[T CHAIE Hh=gtL|Ct
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1. AE2|X| HULH HENS 2HelgfL|Ct.

'AEEX HYLH &

cluster A::> storage failover show

Node Partner Possible State Description
node A 1 node A 2 true Connected to node A 2
node A 2 node A 1 true Connected to node A 1

2 entries were displayed.
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2. HA ey

J

'AERX] HA &

279



3. = HofEf SVM % HI0|E| 2&0| 22t &E

280

cluster A::> storage aggregate show

cluster Aggregates:
Aggregate
Status

node A ldataOl mirrored
4.15TB 3.40TB
raid dp,

mirrored,

normal
node A lroot
707.7GB 34.29GB

raid dp,

mirrored,

normal

node A 2 data0l mirrored
4.15TB 4.12TB

raid dp,

mirrored,

normal

node A 2 data02 unmirrored

2.18TB 2.18TB
raid dp,
normal
node A 2 root

707 .7GB 34.27GB
raid dp,
mirrored,
normal

'vserver show-type data’

HEH3 AE{HO|A HA| EE= -5 AX LI

Size Available Used%

State

18% online

95% online

Q

% online

o)

% online

95% online

0|12 H[O|EE S5t

#Vols

kl

Nodes

3 node A 1

1 node A 1

2 node A 2

1 node A 2

1 node A 2

RAID



'S& 2!vol0,!MDV *

cluster A::> vserver show -type data

Admin Operational Root
Vserver Type Subtype State State Volume
Aggregate
SVM1 data sync-source running SVM1 root
node A 1 data0l mirrored
SVM2 data sync-source running SVM2 root

node A 2 data0l mirrored

cluster A::> network interface show -fields is-home false

There are no entries matching your query.

cluster A::> volume show !volO, !IMDV*
Vserver Volume Aggregate State Type Size
Available Used%

SVM1
SVM1 root
node A ldataOl mirrored
online RW 10GB
9.50GB 5%
SVM1
SVM1 data vol
node A ldataOl mirrored
online RW 10GB
9.49GB 5%
SVM2
SVM2 root
node A 2 data0l mirrored
online RW 10GB
9.49GB 5%
SVM2
SVM2 data vol
node A 2 data02 unmirrored
online RW 1GB
972 .6MB 5%
4. £ 10llM .= "node_a_2"9| MIE AlHSI0| ZEIAZ R SIEQ0] ZOHE AlZ2|0[MRLICE

'storage aggregate show -r-node_node -name_! * root S MEiEHL|C}
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AMeEtoh o= 0|2{2 & H|0|E o2 AH|0|ES Y& QI E2t0|HE Hatsljof LTt

Tl =

CHS oloiM= &2 ID "31"0] MI{St== IEHE[O] JSL|CE

cluster A::> storage aggregate show -r -node node A 2 !*root
Owner Node: node A 2
Aggregate: node A 2 data0l mirrored (online, raid dp, mirrored) (block
checksums)
Plex: /node A 2 dataOl mirrored/plex0 (online, normal, active, pool0)
RAID Group /node A 2 data0l mirrored/plex0/rg0 (normal, block

checksums)
Usable

Physical

Position Disk Pool Type RPM Size
Size Status

dparity 2.30.3 0 BSAS 7200 827.7GB
828.0GB (normal)

parity 2.30.4 0 BSAS 7200 827.7GB
828.0GB (normal)

data 2.30.6 0 BSAS 7200 827.7GB
828.0GB (normal)

data 2.30.8 0 BSAS 7200 827.7GB
828.0GB (normal)

data 2.30.5 0 BSAS 7200 827.7GB

828.0GB (normal)

Plex: /node A 2 data0l mirrored/plex4 (online, normal, active, pooll)
RAID Group /node A 2 data0l mirrored/plex4/rg0 (normal, block

checksums)
Usable

Physical

Position Disk Pool Type RPM Size
Size Status

dparity 1.31.7 1 BSAS 7200 827.7GB
828.0GB (normal)

parity 1.31.6 1 BSAS 7200 827.7GB
828.0GB (normal)

data 1.31.3 1 BSAS 7200 827.7GB
828.0GB (normal)

data 1.31.4 1 BSAS 7200 827.7GB
828.0GB (normal)

data 1.31.5 1 BSAS 7200 827.7GB
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828.0GB (normal)

Aggregate: node A 2 data02 unmirrored (online, raid dp) (block
checksums)
Plex: /node A 2 data02 unmirrored/plex(0 (online, normal, active,

poolQ)
RAID Group /node A 2 data02 unmirrored/plex0/rg0 (normal, block
checksums)
Usable

Physical

Position Disk Pool Type RPM Size
Size Status

dparity 2.30.12 0 BSAS 7200 827.7GB
828.0GB (normal)

parity 2.30.22 0 BSAS 7200 827.7GB
828.0GB (normal)

data 2.30.21 0 BSAS 7200 827.7GB
828.0GB (normal)

data 2.30.20 0 BSAS 7200 827.7GB
828.0GB (normal)

data 2.30.14 0 BSAS 7200 827.7GB

828.0GB (normal)

15 entries were displayed.

ot dlmol 2| MAS BLIC

'AER|X] EHA &
'Storage aggregate show -r-node_a_2! * root'S MEHEIL|C}

HEO| AT HEfe] E2to[27t A= OHA2[AH|0|Eofl= "d& X3}" RAID ¢E{7F QL Feks e S A0 A=
C2to|H = THS of|of| A2t Z0] "EoH" HENTt =|0foF BFLICt.

cluster A::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes RAID
Status

node A ldataOl mirrored
4.15TB 3.40TB 18% online 3 node A 1
raid dp,

mirrored,
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normal
node A lroot

707.7GB 34.29GB 95% online 1 node A 1
raid dp,

mirrored,

normal

node A 2 data0l mirrored

4.15TB 4.12TB 1% online 2 node A 2
raid dp,
mirror
degraded
node A 2 data02 unmirrored
2.18TB 2.18TB 0% online 1 node A 2
raid dp,
normal
node A 2 root
707.7GB 34.277GB 95% online 1 node A 2
raid dp,
mirror
degraded

cluster A::> storage aggregate show -r -node node A 2 !*root
Owner Node: node A 2
Aggregate: node A 2 data0l mirrored (online, raid dp, mirror degraded)
(block checksums)
Plex: /node A 2 data0Ol mirrored/plex0 (online, normal, active, pool0)
RAID Group /node A 2 data0l mirrored/plex0/rg0 (normal, block

checksums)
Usable

Physical

Position Disk Pool Type RPM Size
Size Status

dparity 2.30.3 0 BSAS 7200 827.7GB
828.0GB (normal)

parity 2.30.4 0 BSAS 7200 827.7GB
828.0GB (normal)

data 2.30.6 0 BSAS 7200 827.7GB
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828.0GB (normal)

data 2.30.8 0 BSAS 7200 827.7GB
828.0GB (normal)
data 2.30.5 0 BSAS 7200 827.7GB

828.0GB (normal)

Plex: /node A 2 data0l mirrored/plex4 (offline, failed, inactive,

pooll)
RAID Group /node A 2 data0l mirrored/plex4/rg0 (partial, none
checksums)
Usable

Physical

Position Disk Pool Type RPM Size
Size Status

dparity FAILED - - - 827.7GB
- (failed)

parity FAILED = = - 827.7GB
- (failed)

data FATLED - - - 827.7GB
- (failed)

data FATLED - - - 827.7GB
- (failed)

data FAILED = = - 827.7GB
- (failed)

Aggregate: node A 2 data02 unmirrored (online, raid dp) (block
checksums)
Plex: /node A 2 data02 unmirrored/plex0 (online, normal, active,

pool0)
RAID Group /node A 2 data02 unmirrored/plex0/rg0 (normal, block
checksums)
Usable

Physical

Position Disk Pool Type RPM Size
Size Status

dparity 2.30.12 0 BSAS 7200 827.7GB
828.0GB (normal)

parity 2.30.22 0 BSAS 7200 827.7GB
828.0GB (normal)

data 2.30.21 0 BSAS 7200 827.7GB
828.0GB (normal)

data 2.30.20 0 BSAS 7200 827.7GB
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828.0GB (normal)
data 2.30.14 0 BSAS 7200 827.7GB

828.0GB (normal)
15 entries were displayed.

7. HIO|HE M3stn ZE S&0| 22! HEjIX| gelgtL|ct.
'vserver show-type data’
HESR 3 QEHO|A HA| HE= -2 HAYLICH

‘=5 £Ivol0,IMDV *
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cluster A

cluster A

::> vserver show —-type data

::> vserver show -type data

Admin Operational Root
Vserver Type Subtype State State Volume
Aggregate
SVM1 data sync—-source running SVM1 root
node A 1 data0l mirrored
SVM2 data sync-source running SVM2 root

node A 1 data0l mirrored

cluster A
There are

cluster A
Vserver
Available

::> network interface show -fields is-home false

no entries matching your query.

::> volume show !volO, !MDV*

Volume Aggregate State Type Size
Used%

9.50GB
SVM1

9.49GB
SVM2

9.49GB
SVM2

SVM1 root
node A ldataOl mirrored
online RW 10GB

ul
o\

SVM1 data vol
node A ldataOl mirrored
online RW 10GB

ul
o\°

SVM2 root
node A ldataOl mirrored
online RW 10GB

ul
o°

SVM2 data vol
node A 2 data02 unmirrored
online RW 1GB
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9. MS7|2t7t AZ=| R =X| gfoletL|ct.

=

'AEEX] A &

ek Bh= Aggregate= CHS Ofl0f] EAIEl AMEH "I S 7|2t 5" RAID AEHE 7HXOF gtL|Ct.

cluster A::> storage aggregate show

cluster Aggregates:

Aggregate Size Available Used$% State #Vols Nodes RAID
Status

node A 1 data0l mirrored
4.15TB 3.40TB 18% online 3 node A 1
raid dp,

mirrored,
normal
node A 1 root
707 .7GB 34.29GB 95% online 1 node A 1
raid dp,

mirrored,

normal

node A 2 data0l mirrored

4.15TB 4.12TB 1% online 2 node A 2
raid dp,
resyncing
node A 2 data02 unmirrored

2.18TB 2.18TB 0% online 1 node A 2
raid dp,
normal

node A 2 root
707.7GB 34.27GB 95% online 1 node A 2
raid dp,

resyncing

10. AggregateS ZLIE{ZISH0] TS 7|27} g E| A=K ZHelSfLCt.

'AEEX] EA &
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CH2 oflofl EAIE AMEH kS 2= o 22|AH[0| E0i|= RAID &EH7} "normal"0|0{OF BfL|CY.

cluster A::> storage aggregate show

cluster Aggregates:

Aggregate Size Available Used$% State #Vols Nodes RAID
Status

node A ldataOl mirrored
4.15TB 3.40TB 18% online 3 node A 1
raid dp,

mirrored,

normal

node A lroot

707.7GB 34.29GB 95% online 1 node A 1
raid dp,
mirrored,
normal

node A 2 data0l mirrored
4.15TB 4.12TB 1% online 2 node A 2
raid dp,

normal
node A 2 data02 unmirrored

2.18TB 2.18TB 0% online 1 node A 2
raid dp,
normal
node A 2 root

707.7GB 34.27GB 95% online 1 node A 2
raid dp,

resyncing

MetroCluster 42 H|HgL|Ct
MetroCluster 7182 X 7{5l{OF St= B2 71 K& EA 0| 225 A2,

NetApp 7|& X E 0| 22[5t0] 7ol Hetet 710| =8 HZESHM|R. "MetroCluster 74 - 8l{Z 710|=0(M = ES
H7AsHs Ly
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IPspace: Default

Subnet Broadcast Avail/
Name Subnet Domain Gateway Total Ranges
subnetl 192.168.2.0/24 Default 192.168.2.1 10/10
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cluster B::> network subnet show
IPspace: Default

Subnet Broadcast Avail/
Name Subnet Domain Gateway Total Ranges
subnetl 192.168.2.0/24 Default 192.168.2.1 10/10

192.168.2.21-192.168.2.30
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