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1. M5E Ao BY TBIE(#)2 HABLIT

(IP switch A 1)> enable
(IP_switch A 1) #

= 'erase startup-config' *



(IP_switch A 1)

#erase startup-config

Are you sure you want to clear the configuration? (y/n) y

(IP switch A 1)
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b. HijL H|A:

"HIE T g

#
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L{Ct.

(IP_switch A 1) #configure
(IP switch A 1) (Config)
(IP_switch A 1) (Config)

# no set clibanner

#

3. AQX|E THEEIELICE * (ip_switch_a_1) #reload *°

Are you sure you would like to reset the system?

@ AQ|K|E CHAl
LHEFLEEH * No *

7|% Al__g_xI_E 'madmin""Ol_T'_

(Routing) >

Routing)> enable
(Routing) #
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(Routing) f#fserviceport protocol none
Changing protocol mode will reset ip configuration.

Are you sure you want to continue? (y/n) vy

(Routing) #

7. IP TAE MH|A ZEO| SEEHL|CE
'erviceport IP_|P-addressnetmaskgateway '
LIS ool M= A EU "255.255.255.0" X A|O|E0] "10.10.10.1"0] /= MH|A ZEO| LEE 1P 4
"10.10.10.10"2 £ 0f FLIC},

(Routing) #serviceport ip 10.10.10.10 255.255.255.0 10.10.10.1

8. MH|A ZEJH SHIEH| FHEIU=X] let|ct.
MH[AMH|A

CH2 ool M= ZEJ 2F 7155t SHIE FA71 2R /USS 20 FLICHL

(Routing) f#show serviceport

Interface StatusS......ii ittt teeenennns Up

TP AT eSS e i ittt ittt ettt ettt tesesonenesonaness 10.10.10.10
Subnet Mask. ....cii ittt ettt 255.255.255.0
Defaull Gateway. . oo ee e ittt ettt eeeeeeeeeeeeans 10.10.10.1
IPv6 Administrative Mode........ciiiiiinnn.. Enabled

IPVO Prefix 18 vttt it ittt et e teteeeeennn
fe80::dacd4:97ff:fe56:87d7/64

IPv6 Default Router.........iiiiiiiinenennnnn. fe80::222:bdff:fef8:19ff
Configured IPv4 Protocol........uuiiiinininnnn.. None

Configured IPv6 ProtocCol.....iiiiineeeennenenn. None

IPv6 AutoConfig Mode...... .t ennnnn. Disabled

Burned In MAC AddreSS . et eeeeeneeeeneeeeannnn D8:C4:97:56:87:D7

(Routing) #

9. SSH MHE F-ggLICt

* RCF I8 9yl 2 ESS HZNBHELICE SSH MBS TAoIX| o8 N2 BE 917
® SofA{nt =2 X|o] HMAT 4 AL,
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a. RSA 7|2 HdgLct.

(Routing) #configure
(Routing) (Config) #crypto key generate rsa

b. DSA 7| W (MEH AL

(Routing) #configure
(Routing) (Config) #crypto key generate dsa

C. FIPS =&t KT Q| EFOSE AEdte B2 ECDSA7|E YERLICE LS GIMoM = 20|71 52121 7|12
DFSLICH fE% 42 256, 384 L= 521QIL|Ct.

(Routing) #configure
(Routing) (Config) #crypto key generate ecdsa 521
L A T4 HHAES ZRBLICL

(Routing) (Config)#end
(Routing) #ip ssh server enable

() 17t olol o Hojax| 2 HAIKIT} LiEKE 4 LC

10. 2ot 2 0Ql 5l 0|F MHE F4etL|ct

CI2 0|0l M= IP domain2} IP name server 33 & H0{ FLI|C}

(Routing) # configure

(Routing) (Config)#ip domain name lab.netapp.com
(Routing) (Config)#ip name server 10.99.99.1 10.99.99.2
(Routing) (Config) #exit

(Routing) (Config)#

. 2ot A AIZitH L AlZE S7[2HSNTP)E - EfLICt

CHS OloiI M= SNTP A 2| IP 42 MT A[ZtCH S2 X[Edts 'sNTP' E0{E 20 ELL.



EFOS H7 3.10.0.3 O|&0f| A= E AEELICH ntp E

> (Config)# ntp ?

authenticate

authentication-key

broadcast
broadcastdelay
server
source-interface
trusted-key

trusted time source.

vrf

>(Config) # ntp server ?

(Routing)

(Routing)

(Routing)

(Routing) Config
(Routing) (Config) #exit
(Routing) (Config)#

#clock timezone -7

#

(Config) #sntp client mode unicast
(Config) #sntp server 10.99.99.5
(
(
(

Enables NTP authentication.

Configure NTP authentication key.
Enables NTP broadcast mode.

Configure
Configure
Configure
Configure

Configure

ip-address|ipv6-address|hostname

hostname.

> (Config)# ntp server 10.99.99.5

12. A9|X| 0|8 #4:

13.

SAE 0|2 |P_SWITCH_A 1

ALK ZEZEO= M 0| 0| EAIELICE

(Routing)

(IP_switch A 1) #

T84S MEYLICL

M7| o2e

# hostname IP switch A 1

CHS o2t RAFSt ZEXE 51 210 HA|ELICE

NTP
NTP
the
NTP

the

broadcast delay in microseconds.
server.

NTP source-interface.
authentication key number for

NTP VREF.

Enter a valid IPv4/IPv6 address or



(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully .

Configuration Saved!

(IP_switch A 1) #
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MetroCluster IP 72| Zt AQ|X[0| AQ|X| 2 M|H| It ot RCF OYUS CHR2Z=sHOf BFL|Ct.

Of ZhHofl 3

| =
0| X2 MetroCluster IP 42| 2k AQ|X|0f| A BH=8HOF EHL|C},

CHS Atoll RelstiAlL. *
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IP switch A 1 #show fips status

System running in FIPS mode

IP switch A 1 #

oo 2*

IP switch A 2 #show fips status

Q.

IP switch A 2 #

3. LtE EE AM83Ho] ofH

*xE-le_*
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FIPS S2t EFOS FIPS H| &3t FIPS 72 e 22 AFRSI] EFOS
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i S & MIE[M0f| AXEQ|0] O|0|X|E CHREESHN EFOSE ¥ 12l|0|=5H= THAILICE
& EFOS H{ZTO| FIPSE E451X| ¢47{Lt & EFOS H{TO0| 2 F FIPSE E4:5h= ZR02 L2 HAS 3 +
AL,

@ of 0| FIPSE &4=5t1l CHE H{TO| FIPSE £4-5HX| fd= E2 0| THAIE AFE3HX| DAL,
EHA|

1. AQIX| AZEQHE AQ|X|0f| SAFELIC. (+ copy sftp://user@50.50.50.50 /switchsoftware/efos-3.4.4.6.stk
backup+)

Of 04|l M efos-3.4.4.6.stk 2F MK IU2 SFTP MH{0|A 50.50.502 = WY ME|MQ = SAHELICE.
TFTP/SFTP Mt 2| IP 42 HX|3}{0F oti= RCF LI 2| It 0| ES ArEdl{OfF &L|Ct.

(IP_switch A 1) #copy sftp://user@50.50.50.50/switchsoftware/efos-
3.4.4.6.stk backup

Remote Password:***x**xxxkxihkx

£ SETP

Sel SerVET TP . it ittt it ittt eeeeeeenaaeeanaenns 50.50.50.50

=Yl o /switchsoftware/
Filename. @ v vttt it ittt ettt eee et eeeeesoeeaasens efos-3.4.4.6.stk
DAta T P e v e et e et e et et e ee e aeeeeeeseeeeeneneeans Code

Destination Filename. .......ououeitteeeeenneeeann backup

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...
SFTP Code transfer starting...

File transfer operation completed successfully.

(IP_switch A 1) #



2. OH3 AQIX| TR EQ| W THE| MOl REISIZE AKX S AFRLICE

= H
CEPECT

18"

(IP_switch A 1) #boot system backup
Activating image backup

(IP_switch A 1) #

3. Ml 28 o[0|X|7t Tt 28 Al g4t =X| =elsfLCt.

'How bootvar'&L|Ct

(IP_switch A 1) #show bootvar
Image Descriptions

active
backup

Images currently available on Flash

unit active backup current-active next-active

1 3.4.4.2 3.4.4.6 3.4.4.2 3.4.4.6

(IP_switch A 1) #

4. 742 MBI,

MI| o2E



(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP switch A 1) #

(IP switch A 1) #reload

Are you sure you would like to reset the system? (y/n) y

6. AQIX|7} XHEEE wi7kx] 7|CHELICE

@ EE 32X 29X|7F RYE|X] g2 4= AFLIC S MELICH ONIE OS ZX[E AFESHO
EFOSE ¢12(0|=5}= £ A 0|0|XIS MXI2fLICE

7. AQ|X|E EFOS 3.4.x.x0M EFOS 3.7.x.x2 HASHLL D HIi2 HAY FR Ch3 & EXAHE M2t SHE
_T.LA-I(RCF)O HQ‘°H§M|9.

a. Broadcom IP AQ|X|E &6 A| 7|22 Y HEHBIL|CH
b. Broadcom RCF I} CtR2Z = 5! AX|
8. MetroCluster IP 22| LIHX| 37 IP AQ|X|0i| CHaH O] THA|Z 2t=stL|Ct,

ONIE OS €X|E AE5I0{ EFOSE ¥ 12(|0|=5t= B

TS EAIE 283 4 YBLICE

OS 3.7.x.x O|0|X|E M X|5t= O

¢t EFOS HZXO0| FIPSE £45t11 Ct2 EFOS HZFO0| FIPSE £46}1X| gf=
Ol2{et ttAl= A X7t BEIE[X| b= HS2 ONIEX|AM H| FIPS EE= FIPS =

AMEEZ o= ASFLICE

32
= EF

e
1. AQ|X|Z ONIE M*| ZEZ HElSh|C}

S8 S0l Ch=Z <HHO0| LIEHLHH ONIES MEfRfL(Ct.
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| EFOS
| *ONIE

| *ONIE: Install OS
| ONIE: Rescue

| ONIE: Uninstall OS

| ONIE: Update ONIE

| ONIE: Embed ONIE

| DIAG: Diagnostic Mode
| DIAG: Burn-In Mode
|

|

|

|

|

OfX| A9|X|7} ONIE &% =2 REIFLIC,
2. ONIE A2 FX|5t 1 0|4l QIEI0|AS P4 etL|Ct

Ct2 O|A|X| 7} LIEILIH <ENTER> 7| € =2{ ONIE

Tk

£2 2EEUCHL

Please press Enter to activate this console. Info: ethO: Checking
link... up.
ONIE:/ #

(D) ONIE 20| 7% Zisslof HAIXI7F 250 eAFLICE,



Stop the ONIE discovery

ONIE:/ # onie-discovery-stop
discover: installer mode detected.
Stopping: discover... done.

ONIE:/ #

3. 0|4l QIE{H|O|A S M S} 'ifconfig ethO <IPAddress> netmask <netmask> up' 2 'route add default GW
<gatewayAddress>'E AFE5t0] 2tREE F7tgfL|Ct

ONIE:/ # ifconfig eth0 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

4. ONIE #%| IS S AEISH= MB{0l| H2Y = A=X| gelet|Ct.

ONIE:/ # ping 50.50.50.50

PING 50.50.50.50 (50.50.50.50): 56 data bytes

64 bytes from 50.50.50.50: seg=0 ttl=255 time=0.429 ms

64 bytes from 50.50.50.50: seg=1 ttl=255 time=0.595 ms

64 bytes from 50.50.50.50: seg=2 ttl=255 time=0.369 ms

~C

-—-- 50.50.50.50 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.369/0.464/0.595 ms

ONIE:/ #

S. M ARX| ATXESQO{E AX[EL|Ct

ONIE:/ # onie-nos-install http:// 50.50.50.50/Software/onie-installer-
x86 64

discover: installer mode detected.

Stopping: discover... done.

Info: Fetching http:// 50.50.50.50/Software/onie-installer-3.7.0.4
Connecting to 50.50.50.50 (50.50.50.50:80)

installer 100% |*******************************| 48841k
0:00:00 ETA

ONIE: Executing installer: http:// 50.50.50.50/Software/onie-installer-—
3.7.0.4

Verifying image checksum ... OK.

Preparing image archive ... OK.

ATEQ 07t BX|E[2 AQXIE MEESLICH A9|X|7F A EFOS HT Q2 X O 2 R E| =5 §hLC}
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6. M A9IK| AZE0{7F SR = A=K elgfL|ct

'How bootvar' *

(Routing) #show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-

active next-active

1 3.7.0.4 3.7.0.4 3.7.0.4
(Routing) #

7. BXE et

80| HEE| K| 811 AAX[Z PG E|D E3t A 7=k
Cts

MES M

A 2 AR EL|C} o}
T ZXM0| 8HE fE RCF MY S % %E. L[Ct.

oc ™
[= T ——

Xtoi| w2t AQX| 712

a. AQX| 7|2 MHEES T MTILICE 45HA| 0|F CHAIS WELICE Broadcom IP AQ[X|E =5} A| 7|20 2

IHJH ~ oH_l [_I-

b. off A= CHZ RCF OIYUS MMSt 0 MEPIL|C} Broadcom RCF It CI2E=

Broadcom RCF I CtRZ E 5l MX]|
AR|X| RCF oY 2 MAMst0 MetroCluster IP 42| 2f

I’E.ﬁf | o

O] Z0ll= FTP, TFTP, SFTP = SCPet Z2 M M& 4

Of ZfHofl 3

Efof7t 2%

o|2{et tHAl= MetroCluster IP #442] 2t IP A2|X|0l| A HE=38HOF Lt

RCF I 2 MetroCluster IP 82| 47 A K|S St 471Q] iU =2 A EILICH AR

RCF IS AtEdf{of ehLCt.

221K

IP_SWITCH_A 1

IP_SWITCH_A 2

IP_SWITCH_B_1

IP_SWITCH_B_2

RCF mte!
v1.32_Switch-A1.txt

v1.32_Switch-A2.txt

v1.32_Switch-B1.txt

v1.32_Switch-B2.txt

2[X|0f| & X|BHOF BfLICE.

LICt.

X EX]

S A9(%| 20| H

AQ/X[0f IHE S SALRLICE

sHst

=

—_
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@ EFOS H7 3.4.4.6 0|4 3.4.x.x.x& RCF It EH2|= KMt EFOS HH 3.7.0.4= CHELICE
AQIK|7F A Sl EFOS HT0l| 5= RCF MY S UMM =X| &lsof SL|Ct.

EFOS HH™L|C} RCF It HH
3.4.x.x v1.3x, v1.4x
3.7.x.X V2.x

CHA|

1. MetroCluster IPE Broadcom RCF IS MMSHL|C},
a. E CI2ZLC3IM A "MetroCluster IPE RcfFileGenerator® L|C}"
b. MetroCluster IP€ RcfFileGeneratorS AtEst0{ T2 A0]| CH$ RCF Ot S MM TtL|Ct.

() ue=c3RreFuias 48 4 gL,

2. RCF IS AQ{X|0]| SAFELICE

a. RCF IS A Hm| AQ|X|0of| EALEILICE. 'copy sftp://user@ftp-server-ip-address/rcfFiles/switch-specific-

A

RCF/BES-53248 v1.32_Switch-A1.txt NVRAM: script BES-53248 v1.32_Switch-A1.scr'

0| of|oil A "BES-53248_v1.32_Switch-A1.txt" RCF It2 SFTP A{H{0f|l A "50. 50.50"9| 22 bootflash2
SAHEILICE TFTP/SFTP AH 2| IP S0 @ X|3l0f St= RCF T Q| Ot O|FS AtESHOF LTt
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(IP_switch A 1) #copy sftp://user@50.50.50.50/RcfFiles/BES-
53248 v1.32 Switch-Al.txt nvram:script BES-53248 v1.32 Switch-Al.scr

Remote Password:***x**xxkxkxihkx

Lo L SFTP

SeL SerVEer TP . . ittt ittt ettt oeenesonanesannanens 50.50.50.50
= ol o /RcfFiles/
Filename. @ vv ettt i ittt t et e teeeeeneeeeeneenenns BES-

53248 v1.32 Switch-Al.txt

L= it T 7 1 Config Script
Destination Filename. ... ..ot eeeeeeeeeneeenns BES-

53248 v1.32 Switch-Al.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...

File transfer operation completed successfully.

Validating configuration script...

config

set clibanner

LRI S b b b S b b b b A b S b 2R b b b I I 2 b b db b b db b SR dh b S b b db b AR b db b R Ib b b Sb b 2b S Ih b db b 2R S b db b db b i

* kkkk kK

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248

The downloaded RCF is validated. Some output is being logged here.

Configuration script validated.
File transfer operation completed successfully.

(IP_switch A 1) #

15



16

(IP_switch A 1) #script list

Configuration Script Name Size (Bytes) Date of Modification

BES-53248 v1.32 Switch-Al.scr 852 2019 01 29 18:41:25

1 configuration script(s) found.
2046 Kbytes free.
(IP switch A 1) #

C. RCF A3ZE NE:

'cript apply BES-53248 v1.32_Switch-A1.SCR'

d 3

(IP_switch A 1) #script apply BES-53248 v1.32 Switch-Al.scr

Are you sure you want to apply the configuration script? (y/n) vy

config

set clibanner
LU b b e b i 2 b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b B b b 2 b b b b b b b b b b b b b b b 2 (b b b b b b (4

R b b b b b b b b b 4

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248
The downloaded RCFEF is validated. Some output is being logged here.

Configuration script 'BES-53248 v1.32 Switch-Al.scr' applied.

(IP_switch A 1) #

M = X-I Il-'c;l-L_| |:|-_

o o



M7| H2E

(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP_switch A 1) #

(IP switch A 1) #reload

Are you sure you would like to reset the system? (y/n) vy

a. XStz RCF DA S olfet 22| X|0fl SASHEZ LIHX| M| A9(X] 2t2bofl CHalf o| ThHA|E Hr=gtL|Ct

3. AQIX|E CHA| ZESHYAIR.

CIA| 2E
IP switch A 1# reload

4. MetroCluster IP 49| CtE 37§ AQ|X|0f| CHaH O|F THA|ZE HH=hL|C

SR ME] Z0E WX|SH7| 2lsh AFESHR| gb= ISL ZE B ZE A S H|&d3t5H= 20| ZELICH NetApp.

1. RCF It HHLHE AFE5I0 AFEE|X| @b= ISL XE S ZE x2S AHELC}

40
02
o
- 2

@ ZEJI EEo|20t2 ZEQI F
2 UELICL RCF #H|0|2 ¢Z MYUS AESIH ZE 0|E2 &2 & JSLILCL

|M X|™St= ZLE 0|F2 RCF 0] X[™E o] &1t CHE

17



ISL ZE M8 HEE HESHYAIR
HHS HHYLICt show port all
ZE M2 MR EEE=E S XA
HHZ HMBILICE show port-channel all
2. AFRE|X| §= ISLZE U ZE IS bt}
AlHE| O|ALR ZE L= TE X'Joj| 3l CHe WS Adsof

(SwtichA 1)> enable

(SwtichA 1)# configure
(SwtichA 1) (Config)# <port name>
(SwtichA 1) (Interface 0/15)# shutdown
(SwtichA 1) (Interface 0/15)# end
(SwtichA 1)# write memory

Cisco IP A% X|E L ATtL|Ct

S A M HZA gl siilE MetroCluster IP 222 2|8l Cisco IP A% x| A

Z2{AH QIE{FUE 3l A= MetroCluster IP HZO| AF2E Cisco IP A X|E 2AM6H0}
eiL|Ct.

0] Zfdof| CHaH

O MIMO| Xt & L2 = S8 HXIO|H, ALEXI7t &Y S ALE 2 o 2h &l H X0 AdHsHof StL|Ct.

Cisco IP AQ|X|E &5t A| 7|22 2 TAH™TL|Ct

RCF It 2 AX|517| HOf| Cisco A2/X| 2 HE X[R1 7|2 S &6H0F SL|Ct. o|™ X[V} Auljst = St

RCF It S CHA| AXIStAHLE M H7T9| RCF IS dX[ola = B2

of %

Zoil Chok

O ZA7t EREfLICt

* MetroCluster IP 49| Zt |P AQ|X|0| M O] CtAE dHH=23s[of BHL|Ct,

* 23 2ES AIESHo| 291 X[0f] A ZHOF ghLCt.
* O] AY2 B2 HERZS 4S8 MEFELIL.
A
1. AQIX|E &t Al 7|22 =2 MUFEL|C
a. 7|1& Td& Xguch.

27| X127

18



b. ALIX| AL EOIE ChA| ZERILICH
CHA 2E

ARI0| HEEIE| T A OREALZE AISHEILICH S8 S0 "KHE TRH|HY SEHo|ats HAIX|7H EAIE®
bt MHOR 7|2 FYSHAIZIALIN? (Ol/OHLIR) [n]", Al%3ta{® o2t ghsfof shLict.

- thetel EE| 2y
= 7|2 AO|ESI0]
" SSH AH|A(RSA)
T OPHALE 2t=stH A X7t RS E L T
d. HIAIX|7t EAIE|H ALEX} O| S0 ASE =2t AQX|0fl 23 QIgfL|Ct.

CHS oo M e AXIE Y I TEZE S AAHR SEHE HO FL|CH Ha| 23 (<<<<)= AL
MHE Qs Q|2 HA|SH|C}.

-—-—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
**<<<*~k

Enter the password for "admin": password
Confirm the password for "admin": password
-—-——- Basic System Configuration Dialog VDC: 1 —----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

AQIK| O], 22| 4 3l AH|O|EQII0|E E&fSt0 Chg TEXE MEO| 7|2 FEE Y51 SSH with
RSAE MEHSILIC
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0l ool A= RCFE 7443t o TRt 5|4 HES Hof 50, RCFS M8 & 571 848
() 742+ UBLICE oI8 Sof RCFE X183 = SNMPV3, NTP & SCP/SFTPE 74 4

ALt

Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0) management configuration?
(yes/no) [y]:
MgmtO IPv4 address : management-IP-address **<<<**
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]: y **<<<**
IPv4 address of the default gateway : gateway-IP-address **<<<*x*

Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]: y F*<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsa]: rsa
**<<<**

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

OpX|2t TEZE MEJL F4S =yLICh



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#

IP switch-A-1# copy running-config startup-config
- 22K E MRS AQ{X|7t CHA| 2EE Wi7tX] 7|CHE Lt
IP switch-A-1# reload

. MetroCluster IP 42| C}2 37§ AQ|X|of| CHaH O™ THAIE vt=EstL|C},



Cisco A2|X| NX-OS AT EQ|0{ CIREE gl AX|
MetroCluster IP 42| 2t A|X|0| A|X| 2 M[A| ItY 1t RCF OHY 2 CHRE E6H{0F BfL|CY.

Of Zreiof| Chat

| =t
O| Zt0ll= FTP, TFTP, SFTP EE= SCP2t 22 It M& AT EQ0{7F ZRtL|Ch A(X|0 IS
0|2{3t CtA|= MetroCluster IP LA ZH [P AQ|X|0f| A HH=S{OF tL|C},
X YUE = AKX AZEQ0| HES AHESHOF BfLICH.
"NetApp Hardware UniverseS A Z5HA| 2"

EHA|
1. X|9E|= NX-0S ATEQ|0] I} S CR2ESHL|Ct

"Cisco 2 EQ| CIRELE"
2. AQIX| ALEQIOIZ AQIXI0 SARSLIC

'copy sftp:/root@server-ip-address/tftpboot/nx-os-file-name bootflash:vrf management'

Sttt

0| 0f|0f| A nx0s.7.0.3.14.6.bin It EPLD O|0|X|= SFTP At 10.10.99.990| A 2Z EEZ2{AI=Z

SAELICE
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3.

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/n%000-
epld.9.3.5.img bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.img

Fetching /tftpboot/n9000-epld.9.3.5.img to /bootflash/n9000-
epld.9.3.5.1img

/tftpboot/n9000-epld.9.3.5.img 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

ZF A K| ALIKX] NX-OS IHA0| ZH A X|Q| bootflash CIHEE|0| J=X| =HQletL|C}.
'dir bootflash:'

CtS of|Ml= mhol IP_SWITCH_A_10] /28 B FL|Ct,

23
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IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

AQK| AT EQ{E HK[EL|CL.
nxos bootflash: nxos.version-number.bing 25 MX|&L|C}
AQIX| ALES0{7} MX|E|B AQIX= NS OE ChA| 2E(RRE)ELCE
CtS ool M= IP_SWITCH_A_10f| HX|El ATEQE Eof FL|C}
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[###fdfHAHH#HHE#E#H#H] 1005 —— SUCCESS

Verifying image type.
[###fdfHH#H#HHE#4#H#H] 1008 —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
[H#HfHEHE#FHFH4#4##4#] 100% —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

[#Af#HHH#SHHH A F#4#E##] 100% —— SUCCESS [###H44 444444444444 ] 100
—-— SUCCESS
Performing module support checks. [##H4H44 444444444444 ] 100
—-— SUCCESS



Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[###H#HHHHH#E##E##E###] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

5. A9|X|7} CtAl ZEE m7HX| 7|Ckal ChS AIX|ofl @301



ALX7 MEREH 200 TEIETL HA[ELIC.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. AQX| 2L EQ0{7t HX|=|0f UA=X| let|ct

CHE ol= &3S EHELCL
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IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)
Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

7. EPLD O|0|X|E ¢ 12)|0| =8} A2|X|E rebootdtC},
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IP switch A 1# install epld bootflash:n9000-epld.9.3.5.img module 1

Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SUP MI FPGA2 0x02 0x02 No
The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] vy
Proceeding to upgrade Modules.
Starting Module 1 EPLD Upgrade
Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 64 sectors)
Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result
1 SUP Success
EPLDs upgraded.
Module 1 EPLD upgrade is successful.
8.  AQIX| XHEE = CHA| 23QI6t0] M BT EPLD7t ME MO 2 REE|JE=X| 2elgtL|Ct.
show version module 1 epld
9. MetroCluster IP A2 LIHX| 371 IP AL X|of| CHel O] THAIE HH= LT}
Cisco IP RCF I} CH2E2E 3! MX|
MetroCluster IP 714 2| 2t AQ|X|0f| RCF It 2 MMt X8O ghL|Ct.
O Zhofl CHaH
O Zt¢joll= FTP, TFTP, SFTP = SCPeF 22 MY M AZE0{7} ERetL|Ch A9 X0 IS ZAFeL|CE.
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o|2{2t A= MetroCluster IP 12| 2t IP A X|0f| A HE=3H{OF SfL|CE.

X §UE| = AKX AZEY 0| HHE S ALESHOF SfLICE

i

"NetApp Hardware UniverseS & ZotA A"

QSFP-SFP+ O{EHE{ 2 AI238t= AL ISL EEE HY|0|30IR 2 RE Al 7|2 20 D2 AME|oF & &

UALICH 15, BE A BLL Holeteiet AalH] 250HY HEHE BE5 NS

RCF I MetroCluster IP A 9| 47 AQ|X|2h SHLIA 4719 MU 2 LM EIL|ICEH AR
RCF o} 2 Argdljof gLt

A QK] RCF It

IP_SWITCH_A 1 NX3232_v1.80_Switch-A1.txt
IP_SWITCH_A_2 NX3232_v1.80_Switch-A2.txt
IP_SWITCH_B_1 NX3232_v1.80_Switch-B1.txt
IP_SWITCH_B_2 NX3232_v1.80_Switch-B2.txt
THA|

1. MetroCluster IPOi| CH$t Cisco RCF IHY 2 A MSHL|CE,

a. E CIR2ECESHMA| L "MetroCluster IPE RcfFileGenerator! L|CH"

S A9(X| 20| H

b. MetroCluster IP2 RcfFileGeneratorS At2st0{ A0 CH$ RCF Ot S MMetL|Ct.

() cezc s RreFmYs +EY 4 oL,
2. RCF IS (K0l ZAHLICE,

a. RCF It S X Huf 22| X|0f| SAFLCE

S A} sftp://root@ftp-server-ip-address/tftpboot/switch-specific-bootRCF flash:vrf management

0] oilofl Af NX3232_v1.80_Switch-A1.txt RCF It 2 SFTP A{t(10.10.99.99)0l Af 22 bootflashZ

SAHELICH TFTP/SFTP ME Q| IP 42 AX[6H0F ot= RCF IHQ| It 0| §2

ArZ3HOF BHL Lt

s
SEelgly
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3.

IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

a. YX[5h= RCF MY S 3liE A2/ X|0f| SAISHE== LIHX| M| A9/X] 2f2fofl T3l O|F Ste| HHAIS BE=SfL(Ct.

Zt AQIX[0|M RCF It0| 2t AQ|X|Q| bootflash CIZE2|0]| QL=X| SHlBtL|CE.
'dir bootflash:'

CHe oflxl= IO IP_SWITCH_A_10] YZSE EH{FLIC}

IP switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. Cisco 3132Q-V % Cisco 3232C AL/ X|0f|A TCAM S AdshL|CY,

30

]

(i) Cisco 31320-V = Cisco 3232C A9IXI7} gt F2 0] EAIS ALHHAIL.

a. Cisco 3132Q-V A2[X[0|A C}S TCAM S 2 M eL|Ct.



conf t

hardware access-list tcam region span O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region qos 256

b. Cisco 3232C AL|X|0||A CHS TCAM E<ig HMAEELIC}

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl-lite 0
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region gos 256

C. TCAM S dHct = 92 Mot A(X|E CHA| 2ERLICH

copy running-config startup-config
reload

- 2% bootflash0i| A 2t A2[X|2| A L2 LKX|SH= RCF IHUS AL,
bootflash: switch-specific-RCF.txt running-config= = AFgtL|Ct

- RCF IS A& Fol H0lM ZH AR(X|Q] AZF L2 ZARLICE

'copy running-config startup-config's MEHSHL|Ct

CtZ 2t fAret £30] EA|ELICH

—

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch-A-1# copy running-config startup-config

. AQIX|E CHA| EESHMA|.

CiA| 2E

IP switch A 1# reload

. MetroCluster IP 71A2| CtE 37 AQ|X[0]| CHaH O™ THAIE BESTILICE



25Gbps HZS AE5t= A|AEI0]| CHot Forward Error Correction 87

A|AHIO| 2SGbp 22 M85 #dEl 82 RCF f%‘% X 23t = FEC(Forward Error Correction) O{ 7HtH
£ZOF OFFZ AMdlof 2fL|Ct, RCF It 2 o] M ES

oH
mjo

Aol chf
1x12 £8517] Hol| 25Gbps EES # 0|22 HZsfof BHLICY

ru>I J>'

0l
0
"Cisco 3232C EE= Cisco 9336C AQX|0f| CHSH ZHE T E Shek
O| U2 25Gbps HES AE5t= ZEE0]|2F HEEILICE

« AFF A300
» FAS 8200
» FAS 500f
* AFF A250

0| X2 MetroCluster IP LA 47§ AQ|X| RO A $3H8HOF SHL|C}.

THA|
1. AEER &0 HAE 2t 25Gbps ZEO|M FEC Oi7i#H+5 OFFE M3 C12 A 2 78S AlF
THOZ SAFRILIC

a. ™ D 'config t 2 TIsHCt

b. A& 25Gbps interfaceS X| ™ $ICt'interface-id'
FECE OFF: FEC OFFZ AH™3tCt

d. AQ|X|9| 2} 25Gbps EEO]| C#l 0 THA S HHEstLCt,
e. MM QE =2:'582

9]

CHS o= AQIX IP_SWITCH_A 12| QIEJH|O|A Ethernet1/25/10]| CHSH HHE S Ho FLCL.

IP switch A 1# conf t

IP switch A 1(config)# interface Ethernetl/25/1
IP switch A 1(config-if)# fec off

IP switch A 1(config-if)# exit

IP switch A 1(config-if)# end

IP switch A 1# copy running-config startup-config

2. MetroCluster IP 42| CtZ 374 A | X|0f| CHsH O|F THAIE gh= S| Ct.

AP E|X| = ISL ZE 9l TE (DS H|Z ML C}
ELQTHAE] ZNE BEX|S17| Qo AFR6HX| b= ISL ZE 8l ZE M S H|2Mslst= 20| Z&LICH NetApp.

1. AFRE|X| t= |ISL ZE 2 T E kg Ald.
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QUE{H|0] & Q9F

2. M 8E[X| @b= ISL XE 3! ZE M2 H|gdstetL|Ct

LS 1=

AMEE DAME ZE = ZE AEoj ol LS FES &&slof ghL|ct.

SwitchA 1# config t

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14

SwitchA 1 (config-if)# shutdown

SwitchA 12 (config-if)# exit

SwitchA 1(config-if)# copy running-config startup-config
BEFEEEETEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SN

Copy complete, now saving to disk (please wait)...

Copy complete.

MetroCluster IP A}O|E 2| Cisco 9336C A 2| X|0|A MACsec ¥=3t A

@ MACsec 2S3H= WAN ISL ZEO||0F M2t & QIALIC}H

ALO|E ZHof| AldtiE|= WAN ISL ZEO|A 2 MACsec &S 3HE T AISHOF BFL|CH SHIE RCF OIY S MEst =
MACsecS FA6H{0} StL|C}.

MACsecOi CHet 2to[dIA 9 Atet

MACsecOl|= Eot 2lo|MIA T ZQSHL|Ct Cisco NX-OS 2t0|MIA M| Aol CHeE FA| A 5l 2lo|MA F| = 8l
HHHe 2 XXM AL "Cisco NX-OS 2l0|MIA J10|E E &= h:s*|9"

MetroCluster IP A0 Cisco MACsec 2 &%} WAN ISLS &3}t Ct

MetroCluster IP 72410l A WAN ISL2| Cisco 9336C A 2| k|0l CHd MACsec 2532 MASH & QESLICE

tHA|
1. 224 74 2E AZh

B0 d 719 S MEfgiLCt

IP switch A 1# configure terminal
IP switch A 1(config)#

2. ZX[of| M MACsec % MKA &M st:

I|X MACsec

il
0f0
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
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IP switch A 1(config)# feature macsec

3. M% EQI 7N

ﬂlIO

III- ?.kl oz EAI-OI-L_l [:l-

'copy running-config startup-config's MEHSHL|Ct

IP switch A 1(config)# copy running-config startup-config

MACsec 7| #|2l 5! 7|2 A& EL|Ct
40l MACsec 7| H|Ql == 7|2 S £ JSLICH
* 7| 2= 9l Hitless 7| 2QH *

MACsec 7| 212 0|2| 37/E 02 7|(PSK)E 7H2 —’.‘— ACH, 2} 7|= 7| ID2 +=F(FW)22Z FIELICE 7|

y 1
82 7|7t et HRE= AZHS XZELILE =8 F40| glE R 7|2 =82 FAYLICt +FO0]
THEH MKAE +=380| 2= = J|Helo & Efo M SR 712 EQHYLICL 7|19 BF AZtth=s 22 E=
UTCRILICE 7|2 BF AlZit= UTCYILICH & JU(H 7171 M)E FHstn A Hu 7|2 +HS FHsHH Lot 7|

Ml Lol & i 7|2 7|1 EQHY £ AFLICH K HI 7|9 +=Fo| U=EH FE2| Lt3 7|2 XS EQHELICL
orC

o - 1/
#2717t 39 R0M S0 FdE B 7| %QH'I FERI(F, 7171 E2f St glo] S22 E)YLIC

IP switch A 1# configure terminal
IP switch A 1(config)#

2. A3tEl 7| 2EI 2XIEE £7]2{H 'show running-config' & 'show startup-config' E219| Z2i0f|AM EXtES
QAU EIIE 2X}2 HiEL|CT

IP switch A 1(config)# key-chain macsec-psk no-show

712X0 2 PSK 7|= =otEl HAOZ HAIE|H A =L = ASLICE 0] BH2 MACsec 7| A 210f| 2
I-IQ_EI|_||:_|._

3. MACsec 7| M EE E &35} MACsec 7| M2l 28 ZEZ M2t5t7| 9|5 MACsec 7| H|Q12 MM EHL|CE.

7| M2l 0] F MACsec
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IP switch A 1(config)# key chain 1 macsec
IP switch A 1(config-macseckeychain)#

4. MACsec 7|2 BHE 11 MACsec 7| 8 D EE QladshL|C},
711D
HR|= 1~ 32Xt2] 16%14- 7| 2XME0|H | 37| = 64X HIL|Ct.

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey) #

- 7|0 CHet SE EXtE s FMEL
'key-octet-string octet-string 2=t 2 112|F AES_128 CMAC|AES 256_CMAC'
IP switch A 1(config-macseckeychain-macseckey)# key-octet-string

abcdef0123456789%abcdef0123456789%abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

Qla== Z[CH 64Xt2] 16714 2XHE XSS o~ JSLICH SEIF|= HEHCR
w running-config MACsec' E&2| £&0f= Yt HIAEQ| 7|7} LIEILIX]|

(04

IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

712802 FAXl= AMZ AIZHE UTCZ M2|gL|Ct. start-time 2l 7171 24StE|l= ML AlZFYL(CE.
[e)

= =
& Helel =8 ZOo[L|Ct Z[ci Z0|= 21474836462 (2f 681 )R LICY.

rr >

o
duration Q4=

'copy running-config startup-config's MEHSHL|C}
IP switch A 1(config)# copy running-config startup-config

-7 MRl FEE EAIRLICE

R
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IP switch A 1 (config-macseckeychain-macseckey)# show key chain 1

MACsec M2 1 MBtL|Ct

A
1. 224 74 2E AZh

E0d 78S MEEtLCt

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACsec ™*i 0t=7]:

'macsec policy name’L|C}

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

3. GCM-AES-128, GCM-AES-256, GCM-AES-XPN-128 S£& GCM-AES-XPN-256 & StLIE & L|Ct,

2-22|E 0f

ol

IP switch A 1(config-macsec-policy)# cipher-suite GCM-AES-256

4. 7| wet F0f m[of Zto| HES BRI E 7| M M =915 FERLICE

=
° Hot—MACsec 8|1 HEDBHA| gi= TZI0| SIEELICHI[=24)).

IP switch A 1(config-macsec-policy)# security-policy should-secure
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6. HOtE QIEIo| AT MFE I 37|20t 22 IS 312GHK| RE MY B2 =S AFoliCt

@ H‘LH 23z & 37|= MACsecO| 215110 T|7|SHX| §b= X[ A3 A &1 2| Y S LIEFHL|CE
= 001|*1 596000000 AFO|RJL|Ct.

IP switch A 1(config-macsec-policy)# window-size 512

7. SAK 7|12 ZH 2 CHA| =5HCt
'AK-expiry-time’ & L|C}

O] HHZ ALESI MM 7|E Of|F 7tstt A2t ZHH o2 HAT & JELICL 72242 0-LIC
IP switch A 1 (config-macsec-policy)# sak-expiry-time 100

8. AT AFE|= AZ 2 T UM CHS 7|L T M F otLtE Bt Ct
'conf-offset?| LA @ITAl

Ct

gl

S8 SO|M MERfL|CY,

g

o conf-offset-0.
o conf-offset-30

o conf-offset-50.

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

@ O] HHL2 MPLS Efj 12t Z+2 13l 8|5 (dmac, smac, etype)= ALE3t7| 2[sll S2F AL X|0f|
e > ASFLICH

9. A ZQI 7

HJIO

|II- __I.I.A‘I oz EAI-OI-L_l |_'_|-

'copy running-config startup-config’S MEHSL|C}

IP switch A 1(config)# copy running-config startup-config

10. MACsec M 1M S HA|ELIC.

Ofx A

o

IP switch A 1(config-macsec-policy)# show macsec policy



QIE{H|0| A0{| A Cisco MACsec 2= stS & MstetLCt

1. 3% 74 B A

'B0|2 7S MEdgiLCt

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACsec &=3t2 At ol

QIE{H[0| A R 3

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

3. QIE{m|o[ A0 M 7Y 7| MY X HME FII5I0] MACsec &S F7HEfLICEH

macsec keychain-name policy-name’&L|C}

IP switch A 1(config-if)# macsec keychain 1 policy abc

M3t BE QIEI0| A0 1EHH9t 26 S wrEBhL|Ct.
5. M3 F9I BHES A% PHOR

4. MACsec ¢=31E 3

SAFLICE

'copy running-config startup-config'S MEHSL|Ct

IP switch A 1(config)# copy running-config startup-config

MetroCluster IP T 410{| X Cisco MACsec 2= WAN ISLS H| 2t 3lgtL|Ct

MetroCluster IP 4 0{|A] WAN ISL2| Cisco 9336C A%/ X0l CHS MACsec

AootE HlZdetolor g = ASLICE
cHA|

1. 22 74 2E Azh

CHEEFE

0
ujo
F
|IOI-

FL|C

IP switch A 1# configure terminal
IP switch A 1(config)#

2. ZX|0lA MACsec 74 H|Z M3}
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'A|AE

d S&

IP switch A 1(config)# macsec shutdown

@ nuoI_ngu DN ;I% IA_'iEH_L

EHSHH MACsec 7| 50| S EIL|CE

3. MACsecZ 0|0] 7%t QIE{|0|AS MEHSHLICE,
QIE{HOo|A 7Y S IDE X Fe 4 ASLICE O|EHUl ZES| F2 O|HU SR/EES AFERILICHL
IP_switch A 1(config)# interface ethernet 1/15
switch (config-if) #
4.

MACsec &2 R73t7| 2loh QB Ho[20 4zl 7| Al

N HMES H ALt
MACsec keychain keychain-name policy-name BiS

IP switch A 1(config-if)# no macsec keychain 1 policy abc

MACsecOl TAE BE QIE{H|0| 014 3EHAQL 4B = BtLC
6. MY B0 THS AF THOR BABILICE

copy running-config startup-config/s MEHSHL|Ct

IP switch A 1(config)# copy running-config startup-config

|

1. MACsec MM MNstH LM LY & Iy
2. g ¥4

Y2 Y] £ A9IK7E BE 43

dXtel * ALL * 2 gLt

i)
|0
!l
Q

= AT
'How MACsec MKA SESSION'E A&sHM A2

. 'How MACsec MKA summary' £
b.

. '"How MACsec MKA statistics' &

CtE - S M85t MACsec 74

0%
o

Ch2oll et HEE EAIRLIC
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'How MACsec MKA session interface typeslot/port EX QIE{H|0|A = HE QIE M 0| A0 CHSE MACsec

number' MKA M|

7| ®|Ql o1& 7| Hel +d

SEHIE MKA Q9F X MACsec MKA 714

Dbk & X8 0|2 EX MACsec BM = TS MACsec HH0| 74

NVIDIA IP A2X|E 2 MgrL|Ct

S AE M5 HZ gl eHollE MetroCluster IP ¥ ZE 2|3l NVIDIA IP SN2100 A Q[ X| 1A

S AE QE{FUE gl A= MetroCluster IP HZ0| AFR2E NVIDIA SN2100 IP AQ| X2
T-AMdf{oF etL|Ct.
NVIDIA IP SN2100 AR X|E £t A| 7|22 2 RAHBIL|CH

Lt W & otLIE MESto] 2K E SE oA 7|2 2E 22 MAEE = ASHICH

* RCF It S S ArE50 A9|X|E MAFHELIC

* Cumulus 2ZEQ|0{E 22 =5t EX[gLfct

M RCF M & MX|817| Ho| NVIDIA AQX| MAE =|=2{0of gfL|Ct.

Of ZfHofl 3

AQIX|E 7|2 MAHOZ 235}8{H RestoreDefaults SMS AR50 RCF Efo'% AglistL|Ct o] M 3
oA S el /X2 SAte CHe AIXIE MELRLICH MR =, AQ|X|= RCF IIY 2 X3 A AKIE
T ol U e M1 e 22kl MEfE M3 ELICE.

ChE 78 ME 2= MEFHEX| &Lt

AlZtsE7| o

* o 2t AQIX|E FA6H0F L|CH NVIDIA RCF It 2 trgzzar
QIU7{Lt RCF OIU S AMdlisty| Fof| 7t 7|52 248 AR 0| &

* MetroCluster IP 42| Zt |P AQ|X|0|M O] THAE "HH=23s[of BtL|Ct.

© 2E 2E HES MOS0 A%|X|of| AZHOf gL Tt
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A

1. RCF #40| 33

®

|HE?Z9 82 Md

llf°'0| *340" E*IEIXI
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2. RCF I}l 8 Mllsto] 7|22t 2¢l: RestoreDefaults M2 A

42

cumulus@IP switch A l:mgmt:~$ sudo python3
SN2100 v2.0.0 IP switch A 1.py

[sudo]

password for cumulus:

>>> Opened RcfApplylLog
A RCF configuration has been successfully applied.

Backup files exist.

Preserved files exist.

Listing completion of the steps:

Success: Step: 1l: Performing Ba
Success: Step: 2: updating MOTD
Success: Step: 3: Disabling apt
Success: Step: 4: Disabling cdp
Success: Step: 5: Adding 1lldp c
Success: Step: 6: Creating inte
Success: Step: 7: Configuring s
SNMP
Success: Step: 8: Configuring s
allocation
Success: Step: 9: Configuring s
Success: Step: 10: Configuring
dscp remark
Success: Step: 11: Configuring
egress cos mappings
Success: Step: 12: Configuring
classification
Success: Step: 13: Configuring
Success: Step: 14: Configuring
Success: Step: 15: Configuring
Success: Step: 16: Configuring
Success: Step: 17: Configuring
cluster and MetroCluster interfaces
Success: Step: 18: Configuring
cluster and MetroCluster interfaces
Success: Step: 19: Configuring
cluster and MetroCluster interfaces
Success: Step: 20: Configuring
Success: Step: 21: Configuring
Success: Step: 22: Final commit
Success: Step: 23: Final reboot
Exiting

<<< Closing RcfApplyLog

cumulus@IP switch A l:mgmt:~$

ckup and Restore

file
-get
onfig
rfaces
witch basic settings: Hostname,
witch basic settings: bandwidth
witch basic settings: ecn
switch basic settings: cos and
switch basic settings: generic
switch basic settings: traffic

LAG load balancing policies
the VLAN bridge

local cluster ISL ports
MetroCluster ISL ports

ports for MetroCluster-1, local

ports for MetroCluster-2, local
ports for MetroCluster-3, local

L2FC for MetroCluster interfaces
the interface to UP

of the switch

gLt



cumulus@IP switch A l:mgmt:~$ sudo python3
SN2100 v2.0.0 IP switch A 2.py restoreDefaults
[sudo] password for cumulus:

>>> Opened RcfApplyLog

Can restore from backup directory. Continuing.
This will reboot the switch !!!

Enter yes or no: yes

RCF I} H237| Mol A9/X7} MAHE D Ha| YEYS 24 U 3% X2 S} 22 x| 240| Jh=
SX|EILICE THEl S s L CH2 B{Mo| ROF IS AFZS0] A 742 X8 & AUALICH

Cumulus 2T EQ0E CIRE ot MK|ehL|ct

O =te1oi| CHaH
Cumulus O|O0|X|E HESIH AL|X|E 2tT 3| HEFsIeH LhZ THAIS AESHHAIL.

* 2E 2& HES MET0o] 29| X|of| AZSHOF L L.

* Cumulus 29X AT E|0] 0|0|X|= HTTPE Edl| HM|AE 4= QJELICE.

@ Cumulus Linux & X[0]| CHSE XtA|St LHE 2 £ EESHYAIL "NVIDIA SN2100 A2[X[e] A X| &l
TN K"

* BHofl tigt 'SuDOO| Chigt RE =7t AUO{OF BTt

CHA|
1. Cumulus 2&0|M AQX| 2AZEQ|0| MX|Z "onie-install-a-i" HZ 1t &1 AQX| ATEY 0o Y HAZE
CtR2=8bT th7|SHAIAL Q.

O] oo M= o] ILRULICH cumulus-linux-4.4.3-mlx-amd64.bin HTTP A{H '50.50.50.50.50’ 0| A{
24 ARX|Z2 SAHELICH

cumulus@IP switch A 1l:mgmt:~$ sudo onie-install -a -1
http://50.50.50.50/switchsoftware/cumulus-1inux-4.4.3-mlx-amd64.bin
Fetching installer: http://50.50.50.50/switchsoftware/cumulus-linux-
4.4.3-mlx-amd64.bin

Downloading URL: http://50.50.50.50/switchsoftware/cumulus-linux-4.4.3-
mlx-amd64.bin

FHAHH A A R R
# 100.0%

Success: HTTP download complete.

tar: ./sysroot.tar: time stamp 2021-01-30 17:00:58 is 53895092.604407122
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s in the future

tar: ./kernel: time stamp 2021-01-30 17:00:58 is 53895092.582826352 s in
the future

tar: ./initrd: time stamp 2021-01-30 17:00:58 is 53895092.509682557 s in
the future

tar: ./embedded-installer/bootloader/grub: time stamp 2020-12-10
15:25:16 is 49482950.509433937 s in the future

tar: ./embedded-installer/bootloader/init: time stamp 2020-12-10
15:25:16 is 49482950.509336507 s in the future

tar: ./embedded-installer/bootloader/uboot: time stamp 2020-12-10
15:25:16 is 49482950.509213637 s in the future

tar: ./embedded-installer/bootloader: time stamp 2020-12-10 15:25:16 is
49482950.509153787 s in the future

tar: ./embedded-installer/lib/init: time stamp 2020-12-10 15:25:16 is
49482950.509064547 s in the future

tar: ./embedded-installer/lib/logging: time stamp 2020-12-10 15:25:16 is
49482950.508997777 s in the future

tar: ./embedded-installer/lib/platform: time stamp 2020-12-10 15:25:16
is 49482950.508913317 s in the future

tar: ./embedded-installer/lib/utility: time stamp 2020-12-10 15:25:16 is
49482950.508847367 s in the future

tar: ./embedded-installer/lib/check-onie: time stamp 2020-12-10 15:25:16
is 49482950.508761477 s in the future

tar: ./embedded-installer/lib: time stamp 2020-12-10 15:25:47 is
49482981.508710647 s in the future

tar: ./embedded-installer/storage/blk: time stamp 2020-12-10 15:25:16 is
49482950.508631277 s in the future

tar: ./embedded-installer/storage/gpt: time stamp 2020-12-10 15:25:16 is
49482950.508523097 s in the future

tar: ./embedded-installer/storage/init: time stamp 2020-12-10 15:25:16
is 49482950.508437507 s in the future

tar: ./embedded-installer/storage/mbr: time stamp 2020-12-10 15:25:16 is
49482950.508371177 s in the future

tar: ./embedded-installer/storage/mtd: time stamp 2020-12-10 15:25:16 is
49482950.508293856 s in the future

tar: ./embedded-installer/storage: time stamp 2020-12-10 15:25:16 is
49482950.508243666 s in the future

tar: ./embedded-installer/platforms.db: time stamp 2020-12-10 15:25:16
is 49482950.508179456 s in the future

tar: ./embedded-installer/install: time stamp 2020-12-10 15:25:47 is
49482981.508094606 s in the future

tar: ./embedded-installer: time stamp 2020-12-10 15:25:47 is
49482981.508044066 s in the future

tar: ./control: time stamp 2021-01-30 17:00:58 is 53895092.507984316 s
in the future

tar: .: time stamp 2021-01-30 17:00:58 is 53895092.507920196 s in the



future

Staging installer image...done.

WARNING:

WARNING: Activating staged installer requested.
WARNING: This action will wipe out all system data.
WARNING: Make sure to back up your data.
WARNING:

Are you sure (y/N)? y

Activating staged installer...done.

Reboot required to take effect.
cumulus@IP switch A l:mgmt:~$

o]

=/ -

Al AKX
BISt0] Mf A ES|0] 'SUDO HEE'E AX[efL|Ct

tot

2. O|O|X| CtRERE Y 10l
[=]
=

3. AQX|IE XY

cumulus@IP switch A l:mgmt:~$ sudo reboot

(D AQX[7F MERIE[ D AQX] AT ER 0] HX| AE{= TEt=|TH, Of B0l A AlZHO| Cha
2QELCH X7 &2 E|H AKX 7F HREYE| U 20" HIA[X[ZF EAIELICH

— —T = od
a. AQIX|7t REE|D RI0l TETEA 2I0I5t0 TS HARLC
@ AL Xt 0|2 'cumulus’o| 1 7| 2F &= 'cumulus’LICE.
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5.
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Debian GNU/Linux 10 cumulus ttySO

cumulus login: cumulus

Password:

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password:

New password:

Retype new password:

Linux cumulus 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+cl4.4.3ul
(2021-12-18) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

For support and online technical documentation, visit

http://www.cumulusnetworks.com/support

The registered trademark Linux (R) is used pursuant to a sublicense from
LMI,

the exclusive licensee of Linus Torvalds, owner of the mark on a world-
wide

basis.

cumulus@cumulus:mgmt:~$

2| HEH A QE{Ho[AS FHELICE

—

t&st= g

o
ro

Al S ALK Hellof Moyl et THELICEH

rr

@ CHS oA HHO|M= SAE 0|28 IP_SWITCH_A 12, IP £4= 10.10.10.10.102%,
HI0tA 3 255.255.255.0(24), HIO|E90] F4+= 10.10.10.10.10.10.12 FALICE



Cumulus 4.4.xL|C}

CHS B2 Cumulus 4.4 x5 HAS= A9X[0|M 2AE O|F, IP F&, HOtA3 S AO|EY0|S

Tt

cumulus@cumulus :mgmt

cumulus@cumulus:mgmt:

10.0.10.10/24

cumulus@cumulus :mgmt:

cumulus@cumulus:mgmt

cumulus@cumulus :mgmt

:~$ net
~$ net

~$ net
:~$ net

:~$ net

add hostname IP switch A 1
add interface ethO ip address

add interface ethO0 ip gateway 10.10.10.

pending

commit

net add/del commands since the last "net commit"

User Timestamp Comma

nd

cumulus 2021-05-17 22:21:57.437099 net add hostname Switch-A-1

cumulus 2021-05-17 22:21:57.538639 net add interface eth0O ip address

10.10.10.10/24

cumulus 2021-05-17 22:21:57.635729 net add interface ethO ip gateway

10.10.10.1

cumulus@cumulus :mgmt

Cumulus 5.4.x 0| A

Ct2 HHEE Cumulus 5.4.x2 A
TABLICH O] A

:~5

ot AQIK|OIM SAE 0|, IP F4, U0IAS 8 H0|E2I0|S
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cumulus@cumulus:mgmt:~$ nv set system hostname IP switch A 1

cumulus@cumulus:mgmt:~$ nv set interface ethO ip address
10.0.10.10/24

cumulus@cumulus:mgmt:~$ nv set interface ethO ip gateway 10.10.10.1
cumulus@cumulus:mgmt:~$ nv config apply

cumulus@cumulus:mgmt:~$ nv config save

6. 'SUDO reboot' BHO{E A8t AL|X|E reboot Bt}
cumulus@cumulus:~$ sudo reboot

ALXTt HERE|H of THAIE ALESH M 282 HEY & JUELICHNVIDIARCF MY S CH2EESHD
AX|gfLIC,
[[CIHREE 5! AX|]] NVIDIA RCF It 2 CH2Z =38t0] MX|ghL|Ch
AQIX| RCF It S MAMSt MetroCluster IP 7144 9| ZH AQ|X|0f| AX|8H{Of EHL|Ct
A|Zkst7| Hof
* FHof cist 'supooll it 2
ALK AZEQ0{7} X =0 22| HEYITH Y ELICE

[=]
© YY1 E= LY 28 MESIH A9{X[E ME EXISts THAIE WRSLIT.

0

@ ARIXIE MAEFES = RCF IHUE MBS Mo =7t LS Y Z2 o] HXAE MEY &
Lot
|=| .

Of ZfHofl 3
MetroCluster IP T+&(M 2X) EE= WA AX|(ALIK] 2A[)2| 2 1P ALX|0f CHEH 0|28 THAIS HF=3H{0F SHL|Ct.

QSFP-SFP+ O{HE{Z AI83H= 22 ISL EES H20]30t2 45 2E Al 7|2 45 BE2 Ao 8 4
BT ISL EE A5 DEE solstein A91X| 23UMS] MUAS HESHINS.
oA

1. MetroCluster IP2 NVIDIA RCF It MAMetL|Ct.
£ |22 E3tL|C} "MetroCluster IPE RcfFileGenerator®! L|C}".

b. MetroCluster IP€ RcfFileGeneratorE A25t0] M0 AF2E RCF It S MMehL|Ct,
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C. Z LMEZZ O|SELILE "X oz 7|BE|H IIY F 2= home/cumulus' 4 LICt.

cumulus@IP switch A l:mgmt:~$ cd ~
cumulus@IP switch A 1:mgmt:~$ pwd
/home/cumulus
cumulus@IP switch A l:mgmt:~$

d. RCF It 2 o] C|AE2|0f| CtRZEBILICE CHS G0l M= SCPE AFE%H0] OIS CIREEsHE WS Ho
ELICHsN2100 v2.0.0 IP switch A 1.txt AlH '50.50.50.50'0|A = CIHEZ|ZE 0| = 2
MERILICHsN2100 v2.0.0 IP switch A 1.py:

cumulus@Switch-A-1:mgmt:~$ scp
username@50.50.50.50:/RcfFiles/SN2100 v2.0.0 IP switch A 1.txt
./SN2100 v2.0.0 IP switch-Al.py

The authenticity of host '50.50.50.50 (50.50.50.50)"' can't be
established.

RSA key fingerprint is
SHA256:B5gBtOmNZvdKiY+dPhh8=72K9DaKG7g6sv+2gF1GVFS8E.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '50.50.50.50' (RSA) to the list of known
hosts.

P A b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b 4
* %

Banner of the SCP server

P b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b

* %

username@50.50.50.50's password:
SN2100 v2.0.0 IP switch Al.txt 100% 55KB 1.4MB/s 00:00
cumulus@IP switch A 1:mgmt:~$

2. RCF oS Alst IEf RCF ool = StLt Ol &te THAIE X Edt= 40| ERELCE 7= XY M2 X[A|7
2= o, RCF ItY S HHE M 81 HHSLICE RCF mh Q| Chfer thA| 2tz MENE efQlote{ ™ 1" =
'BE FUS A0 EE HA(RR 5)E HEYLICL
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cumulus@IP switch A l:mgmt:~$ sudo python3

SN2100 v2.0.0 IP switch A 1.py

all

[sudo] password for cumulus:

The switch will be rebooted after the step(s) have been run.
Enter yes or no: yes

the steps will apply - this is generating a lot of output

Running Step 24: Final reboot of the switch

The switch will reboot if all steps applied successfully
3. 70iM DAC #HO|EE A83t= B2 22X ZEO|M DAC SH S &dotedLC,

cumulus@IP switch A l:mgmt:~$ sudo python3 SN2100 v2.0.0-X10 Switch-
Al.py runCmd <switchport> DacOption [enable | disable]

CHE ool A= ZE0| Cioll DAC M43 E8etLICt swp7:

cumulus@IP switch A l:mgmt:~$ sudo python3 SN2100 v2.00 Switch-Al.py
runCmd swp?7 DacOption enable
Running cumulus version : 5.4.0
Running RCF file version : v2.00
Running command: Enabling the DacOption for port swp7
runCmd: 'nv set interface swp7 link fast-linkup on', ret: O
runCmd: committed, ret: O
Completion: SUCCESS
cumulus@IP switch A l:mgmt:~$

4. AQIX| ZEO|M DAC S42 g4stet 3 AQIXIE HRLFLIC

sudo reboot

() ofel A91x ZEof thell DAC S48 MHH A9IXS ¢ gt ek ELic
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25Gbps HZS AH25t= A|ARI0| CHSH Forward Error Correction(HE 27 &

* O] %Y2 25Gbps HES AtESH= SAZ0H2U HEEHLICE = "NVIDIA X[& SN2100 IP £2]K[ = 2|
ZE dEEzshAIL

* 0] XU MetroCluster IP 714 2| 47 AR X| 2 5=0f| A =3HsHOF BFL|C}.

e ZF A

1. 25Gbps HEE A3t A HM| AL(X| ZEO]| CH3H D7 HE off2

sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport> fec off

QX ZEE J|HHMOZ AL|0|EsHOf 8tH HEHO|A o2 ZE = Ik

A5 A|AHRIZ M5t AL RCFE X 8% = FEC(Forward Error Correction) DH7H#H4+E
MATILICH RCFE O ™2 MESHX| gt&L|Ct.

2. AEEZ D0 HZE Z 25Gbps 22|k LEO| CHeH O] THAIE gHERLICE

MetroCluster IP QIE{H|0| A9 AQIX| ZE £ 5 MHTIL|CH
0| ZpHofl CHal
* LIS A|ARIO| AQIX| ZE £ 5 100GE Motz H CHS EXtE
° AFF A70, AFF A90, AFF A1K, AFF C809| 2fo{lL|Ct
> AFF A30, AFF C30, AFF A50, AFF C602| 2f0{lL|Ct
> FAS50, FAS70, FAS90

* 2t A9IX| EES HEHOR AL|0|EsH0F 50 UM ofzf ZE T TE ¥

|

1. £ E Aot SM1 84 RCF MY S runcmd AFSRILICH O A| 5t HFo| HE

MEELCt

C22 MetroCluster QIE{H[O|A B! O] &=

i

sudo python3 SN2100 v2.20 Switch-Al.py runCmd swp7 speed 100

sudo python3 SN2100 v2.20 Switch-Al.py runCmd swp8 speed 100

- of

A
T

HNot= HYULICEH swp7 swps

x~
(=]

M

i

K

-
0%

HE
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cumulus@Switch-A-1l:mgmt:~$ sudo python3 SN2100 v2.20 Switch-Al.py runCmd
swp7 speed 100
[sudo] password for cumulus: <password>
Running cumulus version : 5.4.0
Running RCF file version : v2.20
Running command: Setting switchport swp7 to 100G speed
runCmd: 'nv set interface swp7 link auto-negotiate off', ret: 0
runCmd: 'nv set interface swp7 link speed 100G', ret: 0
runCmd: committed, ret: O
Completion: SUCCESS
cumulus@Switch-A-1:mgmt:~$

AMEEX| A= ISLEZE S T

[m

MES HlEdstetict

ST MEf ZDE WX|SI7| 2l AHESHXA| b= ISLEZE U X E xHE S H|&d35H= 20| ZELICH NetApp. &
HE O=ZE MHES NEXHQZ MESHA| & HFE0N0f ot HOM o8] ZE = ZE HRE XYY +
wu:.'—l':f
THA|

1. RCF It HHLA S AF230] AL2E|X| b= ISL ZE 3 ZE MES AlEeiL|Ct

@ ZEJHE0[30tR BREQl 32 FH|M X|FYdt= ZE 0|F2 RCF Hi0l| X[ &l O|F2t LHE
= ASLICE RCF 0|2 HZ IS A ZE 0|ES s =& UASLICHL

net show interface

2. RCF IIYS AFBSI0] ALE|X| §b= ISL ZE 9 ZE DS H|ghystetLct
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cumulus@mccl-integrity-al:mgmt:~$ sudo python3 SN2100 v2.0 IP Switch-
Al.py runCmd
[sudo] password for cumulus:
Running cumulus version : 5.4.0
Running RCF file version : v2.0
Help for runCmd:
To run a command execute the RCF script as follows:
sudo python3 <script> runCmd <option-1> <option-2> <option-x>
Depending on the command more or less options are required. Example
to 'up' port 'swpl'
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd swpl up
Available commands:
UP / DOWN the switchport
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd <switchport>
state <up | down>
Set the switch port speed
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
speed <10 | 25 | 40 | 100 | AN>
Set the fec mode on the switch port
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
fec <default | auto | rs | baser | off>
Set the [localISL | remoteISL] to 'UP' or 'DOWN' state
sudo python3 SN2100 v2.0 Switch-Al.py runCmd [localISL |
remoteISL] state [up | down]
Set the option on the port to support DAC cables. This option
does not support port ranges.
You must reload the switch after changing this option for
the required ports. This will disrupt traffic.
This setting requires Cumulus 5.4 or a later 5.x release.
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
DacOption [enable | disable]
cumulus@mccl-integrity-al :mgmt:~$

CHS @& ool M= "swp14" ZEE H|&M35tEtL|Ct,
sudo python3 SN2100 v2.0 Switch-Al.py runCmd swpl4 state down

AHE 2F AL E|X| 942 ZE = X E rfof Cislf o] THA|E gLt

NVIDIA SN2100 MetroCluster IP A9/ X| & O|C{ull AQ|X| AEf 2L|H 7+ OIS
AX|gL|Ct,

NVIDIA O[5l A2fX[0f| A O[S AR|X| HEff ELIHZS 7ot CHE EALE [MEM K.

Of X|&2 NVIDIA X190006-PE 3! X190006-PI 22| X|7} MtH2 ZX|=|X| 42 32 HEEH CI2S A5
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UELICE system switch ethernet show 20| *OTHER*7t EA|Z[=X| &QISHM| 2. NVIDIA
A S AHSIHH CHS HHS MBS 28 HSE HOMR. nv show platform hardware NVIDIA
L5.8 % 0| HME L= nv show platform 0|2 HEE,

CHS ONTAP Z2|A0A NVIDIACL 5.11.xE AtE2E mff e 2L|EZ 3 23 £Z0| 9|3t HE
5SS stefo 0] TS W2 00| FALICE O] 7S nf2X| ot Mef BUIEY Y 23
() +™olzse 4 Axigt, BE 20| HLh2 HSSH=A gelstas o] E7S maN .

* 9.10.1P20, 9.11.1P18, 9.12.1P16, 9.13.1P8, 9.14.1, 9.15.1 & 0|= m{X| A2|A
AlEtst7| Hof
* ONTAP S2{AE{7} 25 S0|1 2 SeUX| =elStL|ct

* CSHMOIM HS3t= ZE 7I5S AHEst{H AL(X|0A SSHE 2-d=l5tM| 2.

* BE LEo|M CAMER|E X[ELICH /mroot/etc/cshm nod/nod sign/.

priv set advanced

c. ClalEz[e 14 IYUE /etc/cshm nod/nod sign LIEELICH CIHMEE|TF Q0 74 THUO| Zete|0f
Qo™ 1l 0| F0| LI ElL|Ct.

ls /etc/cshm nod/nod _sign
d. AZE AQK| 20| siEdts BE T TS AREELIC

=l MSHA| 82 E2 ?lofl LEE X[ 22 et 2= 7 TS Mt ChS SiE Z=0) chet 2[4 F1d
IS CH2 2 =810 AX|RfLICt

rm /etc/cshm nod/nod sign/<filename>
a. MRE 78 ool o old ClE{2|of gl=X| =HQlgtL(Ct.

ls /etc/cshm nod/nod sign

A

1. ST ONTAP Z2|A HES J7[8tO R o|Hul AQIX| AEf 2L 74 zip Y S CHREERLICE O] A2
HO|X|0| A AFRE 4= "NVIDIA O|C{ull AQ|X|" UELICE.

a. NVIDIA SN2100 2T E |0 CHRZE H|O|X|0f|A| * Nvidia CSHM File * 2 ME4SIL|CL,

b. Z=2]/210{0F & H|O|X|0|A Solg &tolzts MEfstL|C

C. X|Z AFEXt A2 A Al HO| XA So|E =tol2ts MEHSET * Accept & Continue * & Z2I8tL|C
A

d. Nvidia CSHM It - C2 2 E HO|X[0| A 3T 7 mAS MERSL|CE CHS IjY S A8 Y 4= AELICH
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ONTAP 9.15.1 O| &
+ MSN2100-CB2FC-v1.4.zip

* MSN2100-CB2RC-v1.4.zip
+ X190006-PE-v1.4.zip
« X190006-PI-v1.4.zip

ONTAP 9.11.1 ~ 9.14.1
*+ MSN2100-CB2FC_PRIOR_R9.15.1-v1.4.zip

« MSN2100-CB2RC_PRIOR_R9.15.1-v1.4.zip
« X190006-PE_PRIOR_9.15.1-v1.4.zip
« X190006-P|_PRIOR_9.15.1-v1.4.zip

1. i zip MHUS LS & MHof| FZ2 =S T

2. 22AE{S| ONTAP A|AR F SHLIOIM g ZE MFof| AMASLICH
ME Z2|L2|X| D5

3. switch 4tEHf monitor configure H2S AlsHstL|Ct.

clusterl::> system switch ethernet configure-health-monitor

4. HE £30| ONTAP HTOf| Cist Ot A EZ ELh=X] golet|ct.

ONTAP 9.15.1 O] A}
o|Hull AQX| MEf EL|EZO| 2 IS AX|MSLICT

ONTAP 9.11.1 ~ 9.14.1

shmO| 7+ oA S AXIYSLICt

ONTAP 9.10.1
CSHM LI22E W7 |X[7} d8H2 = He|=ASLICH

QET} YHAHSHH NetApp X2 El0] 2o|SHAAI2.

1. O3 HHAE tEst7| Mol & AAsto] 22 o|Hul AQIX| Mef ZL|E Z 7t4 S X 2617EX| 7|CHiL|ct
system switch ethernet polling-interval show.
2. HHZ MMSGIM|R system switch ethernet configure-health-monitor show ONTAP

AARIOAM SHAH A|X|7F ZLIEE 2EITrue 2 AEE| A LH Hz BE0] *Unknown* O] HA|E[X]
Q=X =elgtLct,

clusterl::> system switch ethernet configure-health-monitor show
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