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1. MetroCluster Tiebreaker 1.7 AT EQ|0{E CIREZESIMA L.
"MetroCluster Tiebreaker (CH2ZE) - NetApp Support AO|E"

2. SAEQ| RE AFRXHE 2IQlIBHC}

3. AO0|EE TsH= F R, oidll A Sl Tiebreaker HTS 2QISHYAIR.

CHS Of|Al= Tiebreaker 1.6P12 E0{&FL|Ct.
[root@mcctb ~] # netapp-metrocluster-tiebreaker-software-cli
NetApp MetroCluster Tiebreaker :> version show

NetApp MetroCluster Tiebreaker 1.6P1l: Sun Mar 13 09:59:02 IST 2022
NetApp MetroCluster Tiebreaker :> exit
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Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbadminuser

Unix user account "mcctbadminuser" doesn't exist. Do you wish
to create "mcctbadminuser" user account? [Y/N]: y

useradd: warning: the home directory already exists.

Not copying any file from skel directory into it.

Creating mailbox file: File exists

Unix account "mcctbadminuser" created.

Changing password for user mcctbadminuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
MetroCluster Tiebreaker requires unix user account
"mcctbadminuser" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbadminuser" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")

13
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Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:237%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T15:14:28.532+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T15:14:28.577+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:14:38.552+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.552+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T715:14:38.554+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.555+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:14:38.556+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:38.577+0530 [INFO] core: loaded wrapping
token key

2023-11-23T715:14:38.577+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:14:38.577+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:38.578+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] rollback: starting
rollback manager

2023-11-23T715:14:38.581+0530 [INFO] core: restoring leases



2023-11-23T15:14:38.582+0530 [INFO] expiration: lease restore
complete

2023-11-23T715:14:38.582+0530 [INFO] identity: entities
restored

2023-11-23T15:14:38.582+0530 [INFO] identity: groups restored
2023-11-23T715:14:38.583+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
09:44:38.582881162 +0000 UTC" build date=2023-06-19T11:40:237
2023-11-23T15:14:38.583+0530 [INFO] core: usage gauge
collection is disabled

2023-11-23T715:14:38.998+0530 [INFO] core: post-unseal setup
complete

2023-11-23T15:14:38.999+0530 [INFO] core: root token
generated

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:14:38.999+0530 [INFO] <rollback: stopping
rollback manager

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T715:14:39.311+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:14:39.311+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-11-23T715:14:39.312+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:39.312+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:14:39.312+0530 [INFO] <core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:14:39.3134+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] <rollback: starting
rollback manager

2023-11-23T715:14:39.314+0530 [INFO] core: restoring leases
2023-11-23T15:14:39.314+0530 [INFO] identity: entities
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restored

2023-11-23T15:14:39.314+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:14:39.314+0530 [INFO] identity: groups restored
2023-11-23T15:14:39.315+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T715:14:39.316+0530 [INFO] core: post-unseal setup
complete

2023-11-23T715:14:39.316+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:14:39.795+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""

Success! Enabled approle auth method at: approle/
2023-11-23T15:14:39.885+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to: auth/approle/role/mcctb-app
Installing the NetApp-MetroCluster-Tiebreaker-Software-1.7-
1.x86 64.rpm

Preparing. .. #
FHAFHHEHHH A AR A H RS SE S HHES # [100%]

Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-So#
FHA#HHEHHH A AR A F RS H S HHESE # [100%]

Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/1lib/common/commons-codec.jar is Ok



opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
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opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-
software.service — /etc/systemd/system/netapp-metrocluster-
tiebreaker-software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software
version 1.7.

1.6P12 1.72 Y 1[0|ESIMR
Tiebreaker 1.6P1 AZE$||0| HHME Tiebreaker 1.72 1 12{|0|E35}2{H CI2 tHAIE MEMA|L.

|

a. oM CtE BES HYLYLLIT [root@mectb ~] # 2ZEYNHE Y2|0|=5t2H= HIAIX] EA:

M
(=]

sh MetroClusterTiebreakerInstall-1.7

prn
o

Mol Y20|=2 flol LSt 22 20| EAIELCE



of

Extracting the MetroCluster Tiebreaker installation/upgrade
archive
Install digest hash is Ok
Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok
NetApp-MetroCluster-Tiebreaker-Software-1.6P1-1.x86 64
Upgrading... to NetApp-MetroCluster-Tiebreaker-Software-1.7-
1.x86 64.rpm
Preparing...
FHAFHHEHHH A A A H S [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Soft###fH#H#HHHHHSHHHHHHRHHAHRHHEHAE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4dj.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/bcpkix-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.19.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/1lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
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opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.mail-2.0.1.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services



Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.7.
Cleaning up / removing...

2 :NetApp-MetroCluster-Tiebreaker-
Sof######H#HHHHHHHHHHHHHHHEHHHHEH#SE [100%]

(D) B0l Yol del 32 g ATAUNL HUBEN. ABHE
JIHL & ChAl 9I20|E2 A8 BMIS.

Tiebreaker 1.6 L= 1.6P12 A X|3IM|R.

SAE Linux 9 MIX|M|A Tiebreaker 1.6 tE= tiebreaker 1.6P12 MZ A X|StAHLt
12|0| =510 MetroCluster &2 2 L|E{ZeL|C,

o ZHe1of| CHaH
* AEE|X| A|AEIOA ONTAP 9.12.1 0| A2 Al OF SHL|C}.

* Tiebreaker MX|S £33t E|O|S1} AF2XIS BHE 1D, A}
H|ZE AF2X}IZ MetroCluster TiebreakerS MX|& 4= QI&L|CT.

Tiebreaker 1.6P12(E) HXI5t7Lt 2|0 =2L|Ct
Tiebreaker 1.6P182 A X|5t7{L} Tiebreaker 1.6, 1.5 EE= 1.40{| A Tiebreaker 1.6P12 & 12{|0| =& 4= Q&L|CH

CHA|
1. MetroCluster Tiebreaker 1.6P1 AT EQ|0{E CIR2ZEEIL|CY.

"MetroCluster Tiebreaker (CH2ZE) - NetApp Support AO[E"

3. HIY0|EE £HSE AR Ml =0l Tiebreaker HH S 2HQIBHL|C.

CtS ofloll M= Tiebreaker 1.5 20§ FL|C}.
[root@mcctb ~] # netapp-metrocluster-tiebreaker-software-cli
NetApp MetroCluster Tiebreaker :> version show

NetApp MetroCluster Tiebreaker 1.5: Sun Mar 13 09:59:02 IST 2022
NetApp MetroCluster Tiebreaker :> exit

4. EjO|EHZ|0|7 AZEYOHE MX|StAHLE HO2|0|=¢8tL|C},
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|
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Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbadminuser

Unix user account "mcctbadminuser" doesn't exist. Do you wish
to create "mcctbadminuser" user account? [Y/N]: y

useradd: warning: the home directory already exists.

Not copying any file from skel directory into it.

Creating mailbox file: File exists

Unix account "mcctbadminuser" created.

Changing password for user mcctbadminuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
MetroCluster Tiebreaker requires unix user account
"mcctbadminuser" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbadminuser" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
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Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:237%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T15:14:28.532+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T15:14:28.577+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:14:38.552+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.552+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T715:14:38.554+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.555+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:14:38.556+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:38.577+0530 [INFO] core: loaded wrapping
token key

2023-11-23T715:14:38.577+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:14:38.577+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:38.578+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] rollback: starting
rollback manager

2023-11-23T715:14:38.581+0530 [INFO] core: restoring leases



2023-11-23T15:14:38.582+0530 [INFO] expiration: lease restore
complete

2023-11-23T715:14:38.582+0530 [INFO] identity: entities
restored

2023-11-23T15:14:38.582+0530 [INFO] identity: groups restored
2023-11-23T715:14:38.583+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
09:44:38.582881162 +0000 UTC" build date=2023-06-19T11:40:237
2023-11-23T15:14:38.583+0530 [INFO] core: usage gauge
collection is disabled

2023-11-23T715:14:38.998+0530 [INFO] core: post-unseal setup
complete

2023-11-23T15:14:38.999+0530 [INFO] core: root token
generated

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:14:38.999+0530 [INFO] <rollback: stopping
rollback manager

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T715:14:39.311+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:14:39.311+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-11-23T715:14:39.312+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:39.312+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:14:39.312+0530 [INFO] <core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:14:39.3134+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] <rollback: starting
rollback manager

2023-11-23T715:14:39.314+0530 [INFO] core: restoring leases
2023-11-23T15:14:39.314+0530 [INFO] identity: entities
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restored

2023-11-23T15:14:39.314+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:14:39.314+0530 [INFO] identity: groups restored
2023-11-23T15:14:39.315+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T715:14:39.316+0530 [INFO] core: post-unseal setup
complete

2023-11-23T715:14:39.316+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:14:39.795+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""

Success! Enabled approle auth method at: approle/
2023-11-23T15:14:39.885+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to: auth/approle/role/mcctb-app
Installing the NetApp-MetroCluster-Tiebreaker-Software-1.6P1-
1.x86 64.rpm

Preparing. .. #
FHAFHHEHHH A AR A H RS SE S HHES # [100%]

Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-So#
FHA#HHEHHH A AR A F RS H S HHESE # [100%]

Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/1lib/common/commons-codec.jar is Ok



opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok



opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-
software.service — /etc/systemd/system/netapp-metrocluster-
tiebreaker-software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software
version 1.6P1.

1.62 1.6P12 Y 1g|0|=gtL|Ct
Ct= ThA|ofl 2t Tiebreaker 1.6 22X E9||0] A2 Tiebreaker 1.6P12 & 12|0| ESHYA2.

@ 1.60{| M Tiebreaker 1.6P1=2 ¥ 2{|0|=3t = 7|& ELIE{E HM|HstD ZLIE™S 2l
MetroCluster +A2 CHA| FItgL|Ct.

EHA|
a. M Ct2 HHS MMSILICE [root@mectb ~] # AZEQ|E Y8[0|ESIEH= HIA|X| EA:

sh MetroClusterTiebreakerInstall-1.6P1

H3He ¢ 0|=F 23l CHSat 22 EH0| EA|EL|CH
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Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok
NetApp-MetroCluster-Tiebreaker-Software-1.6P1-1.x86 64
Error making API request.

URL: GET
https://127.0.0.1:8200/v1/sys/internal/ui/mounts/mcctb/data/db
Code: 403. Errors:

* permission denied
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6P1-
1.x86 64.rpm
Preparing...
FHASHHEH A A A [100%]
Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHHHHAHHHHHHRHHSHRFHEHSE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker—-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/argsd4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.19.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/1lib/common/commons-collectionsd.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok

opt/netapp/mcctb/lib/common/commons-io.jar is Ok
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opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.mail-2.0.1.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slf4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok



Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6P1.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Soft###fH#HHHHFHHAHFHHHHRHHSHRHHEHAHE [100%]

b. o EHA0l| 2t MetroCluster TS MAHUCIZE CHA| Z=7FEfL|CH Tiebreaker 2L EQ0S P B LICH"

1.55 1.6P12 10| =tL|Ct
CHZ THAIOf| 2t Tiebreaker 1.5 2ZE Q||| HH S Tiebreaker 1.6P1=2 & 12|0| =5 A 2.

A

a. oM CI2 HHES MMHSILICE [root@mectb ~] # ATEQ|E Y80|ESIEH= HIA|X| EA:

sh MetroClusterTiebreakerInstall-1.6P1

|

Y0|=E flol CHSat 22 20| HAELIC
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Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter database user name : root

Please enter database password for root

Enter password:
Password updated successfully in the database.

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

==> Vault shutdown triggered

2023-07-21T00:30:22.335+0530 [INFO] core: marked as sealed
2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:22.335+0530 [INFO] <rollback: stopping
rollback manager

2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:22.335+0530 [INFO] <core: stopping cluster
listeners

2023-07-21T00:30:22.335+0530 [INFO] core.cluster-listener:
forwarding rpc listeners stopped
2023-07-21T00:30:22.375+0530 [INFO] core.cluster-listener:
rpc listeners successfully shut down
2023-07-21T00:30:22.375+0530 [INFO] core: cluster listeners
successfully shut down

2023-07-21T00:30:22.376+0530 [INFO] core: vault is sealed
Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,



SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T711:40:23%
Version Sha:
13a649f860186dffe3£f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-07-21T00:30:33.065+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-07-21T00:30:33.098+0530 [INFO] core: Initializing
version history cache for core

2023-07-21T00:30:43.092+0530 [INFO] core: security barrier
not initialized

2023-07-21T00:30:43.092+0530 [INFO] core: seal configuration
missing, not initialized

2023-07-21T00:30:43.094+0530 [INFO] core: security barrier
not initialized

2023-07-21T00:30:43.096+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-07-21T00:30:43.098+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.124+0530 [INFO] core: loaded wrapping
token key

2023-07-21T00:30:43.124+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-07-21T00:30:43.124+0530 [INFO] core: no mounts; adding
default mount table

2023-07-21T00:30:43.125+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-07-21T00:30:43.126+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.126+0530 [INFO] core: successfully

mounted: type=identity version="v1.14.0+builtin.vault"
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path=identity/ namespace="ID: root. Path: "
2023-07-21T00:30:43.129+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-07-21T00:30:43.130+0530 [INFO] <rollback: starting
rollback manager

2023-07-21T00:30:43.130+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.130+0530 [INFO] identity: entities
restored

2023-07-21T00:30:43.130+0530 [INFO] didentity: groups restored
2023-07-21T00:30:43.131+0530 [INFO] core: usage gauge
collection is disabled

2023-07-21T00:30:43.131+0530 [INFO] expiration: lease restore
complete

2023-07-21T00:30:43.131+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-07-20
19:00:43.131158543 +0000 UTC" build date=2023-06-19T11:40:23%
2023-07-21T00:30:43.371+0530 [INFO] core: post-unseal setup

complete

2023-07-21T00:30:43.371+0530 [INFO] core: root token
generated

2023-07-21T00:30:43.371+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:43.371+0530 [INFO] rollback: stopping
rollback manager

2023-07-21T00:30:43.372+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:43.694+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-07-21T00:30:43.695+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-07-21T00:30:43.695+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.696+0530 [INFO] <core: loaded wrapping
token key

2023-07-21T00:30:43.696+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-07-21T00:30:43.697+0530 [INFO] core: successfully
mounted: type=system version="vl1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.698+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-07-21T00:30:43.698+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "



2023-07-21T00:30:43.701+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-07-21T00:30:43.701+0530 [INFO] rollback: starting
rollback manager
2023-07-21T00:30:43.702+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.702+0530 [INFO] identity: entities
restored
2023-07-21T00:30:43.702+0530 [INFO] expiration: lease restore
complete
2023-07-21T00:30:43.702+0530 [INFO] identity: groups restored
2023-07-21T00:30:43.702+0530 [INFO] core: usage gauge
collection is disabled
2023-07-21T00:30:43.703+0530 [INFO] core: post-unseal setup
complete
2023-07-21T00:30:43.703+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-07-21T00:30:44.226+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-07-21T00:30:44.315+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6P1-
1.x86 64.rpm
Preparing...
FHA#HHEH AR [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHfHHHHHHHHHRHHSHHHHEH#E [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.Jjar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/1lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok
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opt/netapp/mcctb/lib/common/bectls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collectionsé4.jar is Ok
opt/netapp/mcctb/lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/1lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/1lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok



opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6P1.
Cleaning up / removing...

2 :NetApp-MetroCluster-Tiebreaker-
Sof###fH##HHHFHHAHHHHHHHHHSHHFHEH#HE [100%]

1.4E 1.6P12 Y 18|0|=3fL|Ct
CHS THAIO]| 2t Tiebreaker 1.4 2ZE Q|0 HE S Tiebreaker 1.6P12 & 18|0| =5HMA| 2.

a. oM Ct2 HHS MMSILICE [root@mectb ~] # AZEQ|E Y8|0|ESIEH= HIA|X| EA:

sh MetroClusterTiebreakerInstall-1.6P1

Hel ¢a20| =5 <3l CHSat Z2 £30| HA|EL|C
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Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbuseradminl

Unix user account "mcctbuseradminl" doesn't exist. Do you wish
to create "mcctbuseradminl" user account? [Y/N]: y

Unix account "mcctbuseradminl" created.

Changing password for user mcctbuseradminl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Enter database user name : root

Please enter database password for root
Enter password:

Password updated successfully in the database.

MetroCluster Tiebreaker requires unix user account
"mcctbuseradminl" to be added to the group "mcctbgrp" for
admin access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbuseradminl" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <apil addess>
Cgo: disabled
Cluster Address: <cluster address>

Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare



Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:23%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T715:58:10.400+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T715:58:10.432+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:58:20.422+0530 [INFO] core: security barrier
not initialized

2023-11-23T15:58:20.422+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T15:58:20.424+0530 [INFO] core: security barrier
not initialized

2023-11-23T15:58:20.425+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:58:20.427+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:58:20.448+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:58:20.448+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:58:20.448+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=system version="v1l.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T15:58:20.451+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
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path=token/ namespace="ID: root. Path: "
2023-11-23T15:58:20.452+0530 [INFO] rollback: starting
rollback manager

2023-11-23T15:58:20.452+0530 [INFO] core: restoring leases
2023-11-23T15:58:20.453+0530 [INFO] identity: entities
restored

2023-11-23T15:58:20.453+0530 [INFO] identity: groups restored
2023-11-23T15:58:20.453+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:58:20.453+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T15:58:20.453+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
10:28:20.453481904 +0000 UTC" build date=2023-06-19T11:40:23%
2023-11-23T15:58:20.818+0530 [INFO] core: post-unseal setup

complete

2023-11-23T15:58:20.819+0530 [INFO] core: root token
generated

2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:58:20.819+0530 [INFO] «rollback: stopping
rollback manager

2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T15:58:21.116+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:58:21.116+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-11-23T15:58:21.117+0530 [INFO] core: post-unseal setup
starting

2023-11-23T715:58:21.117+0530 [INFO] <core: loaded wrapping
token key

2023-11-23T715:58:21.117+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:58:21.119+0530 [INFO] core: successfully
mounted: type=system version="vl1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:21.120+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:58:21.120+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1l.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:58:21.123+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "



2023-11-23T15:58:21.123+0530 [INFO] rollback: starting
rollback manager
2023-11-23T15:58:21.124+0530 [INFO] core: restoring leases
2023-11-23T15:58:21.124+0530 [INFO] identity: entities
restored
2023-11-23T15:58:21.124+0530 [INFO] identity: groups restored
2023-11-23T15:58:21.124+0530 [INFO] expiration: lease restore
complete
2023-11-23T15:58:21.125+0530 [INFO] core: usage gauge
collection is disabled
2023-11-23T15:58:21.125+0530 [INFO] core: post-unseal setup
complete
2023-11-23T15:58:21.125+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:58:21.600+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-11-23T15:58:21.690+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6P1-
1.x86 64.rpm
Preparing...
FHA#HHEH AR H A H RS F A AE [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHHHHSHHHHHHRHHSHHFHEHAE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
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opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon. jar is Ok
opt/netapp/mcctb/lib/common/commons—-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/1lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmpd]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok



opt/netapp/mcctb/lib/common/vault-java-driver.jar is 0Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6P1.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH#HHHH#HHHHHHHHHRHHSHRHHEH#HE [100%]

Tiebreaker 1.6 A X[S}ALI ¥zl|0|=gfL|Ct

Tiebreaker 1.62 A X|St7L} Tiebreaker 1.5 EE= 1.40{| X Tiebreaker 1.622 & 12|0|EE 4= QU&L|CE

A
1.

MetroCluster Tiebreaker 1.6 2T EQ|0{E CI2ZEFL|C

"MetroCluster Tiebreaker (CH2ZE) - NetApp Support AFO|E"

SAEO| ZE ARXIE 2a0IBHLICH
i020| =2 48ste A A% X9 Tiebreaker HHS SolgtCt,

CI2 0|0l M= Tiebreaker 1.52 ©0{ FL|C}.

[root@mcctb ~] # netapp-metrocluster-tiebreaker-software-cli
NetApp MetroCluster Tiebreaker :> version show

NetApp MetroCluster Tiebreaker 1.5: Sun Mar 13 09:59:02 IST 2022
NetApp MetroCluster Tiebreaker :> exit
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Eto|=2)|0|7 1.6 A X|EtL|C}
Tiebreaker 1.62 MZ MX[Sl2H CtS HAHE MEMUA L.

|
a. 0™ Ct2 BE S HALLIC [root@mcctb ~] # HXIE AMESEH= HIAIX] HAl:

sh MetroClusterTiebreakerInstall-1.6

mx
OF

X[E floh LSt 22 0| EA|ELIC]
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Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbadminuser

Unix user account "mcctbadminuser" doesn't exist. Do you wish
to create "mcctbadminuser" user account? [Y/N]: y

useradd: warning: the home directory already exists.

Not copying any file from skel directory into it.

Creating mailbox file: File exists

Unix account "mcctbadminuser" created.

Changing password for user mcctbadminuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
MetroCluster Tiebreaker requires unix user account
"mcctbadminuser" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbadminuser" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")



Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:237%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T15:14:28.532+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T15:14:28.577+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:14:38.552+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.552+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T715:14:38.554+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.555+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:14:38.556+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:38.577+0530 [INFO] core: loaded wrapping
token key

2023-11-23T715:14:38.577+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:14:38.577+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:38.578+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] rollback: starting
rollback manager

2023-11-23T715:14:38.581+0530 [INFO] core: restoring leases
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2023-11-23T15:14:38.582+0530 [INFO] expiration: lease restore
complete

2023-11-23T715:14:38.582+0530 [INFO] identity: entities
restored

2023-11-23T15:14:38.582+0530 [INFO] identity: groups restored
2023-11-23T715:14:38.583+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
09:44:38.582881162 +0000 UTC" build date=2023-06-19T11:40:237
2023-11-23T15:14:38.583+0530 [INFO] core: usage gauge
collection is disabled

2023-11-23T715:14:38.998+0530 [INFO] core: post-unseal setup
complete

2023-11-23T15:14:38.999+0530 [INFO] core: root token
generated

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:14:38.999+0530 [INFO] <rollback: stopping
rollback manager

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T715:14:39.311+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:14:39.311+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-11-23T715:14:39.312+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:39.312+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:14:39.312+0530 [INFO] <core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:14:39.3134+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] <rollback: starting
rollback manager

2023-11-23T715:14:39.314+0530 [INFO] core: restoring leases
2023-11-23T15:14:39.314+0530 [INFO] identity: entities



restored

2023-11-23T15:14:39.314+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:14:39.314+0530 [INFO] identity: groups restored
2023-11-23T15:14:39.315+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T715:14:39.316+0530 [INFO] core: post-unseal setup
complete

2023-11-23T715:14:39.316+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:14:39.795+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""

Success! Enabled approle auth method at: approle/
2023-11-23T15:14:39.885+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to: auth/approle/role/mcctb-app
Installing the NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86 64.rpm

Preparing. .. #
FHAFHHEHHH A AR A H RS SE S HHES # [100%]

Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-So#
FHA#HHEHHH A AR A F RS H S HHESE # [100%]

Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/1lib/common/commons-codec.jar is Ok



opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok



opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-
software.service — /etc/systemd/system/netapp-metrocluster-
tiebreaker-software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software
version 1.6.

1.5 1.622 Y1 0|=FL|Ct

CHS A0 2t Tiebreaker 1.5 2 EQ0| HMZ Tiebreaker 1.62 =2 & 12{|0| =gfL|C}.

|

a. oM CtE BES HYLYLLIT [root@mectb ~] # 2ZEYNHE H2|0|=5t2H= HIAIX] EA:

sh MetroClusterTiebreakerInstall-1.6

d3Hel g 0|=F floh ChEat 22 0| HAELIC.
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Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter database user name : root

Please enter database password for root

Enter password:
Password updated successfully in the database.

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

==> Vault shutdown triggered

2023-07-21T00:30:22.335+0530 [INFO] core: marked as sealed
2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:22.335+0530 [INFO] <rollback: stopping
rollback manager

2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:22.335+0530 [INFO] <core: stopping cluster
listeners

2023-07-21T00:30:22.335+0530 [INFO] core.cluster-listener:
forwarding rpc listeners stopped
2023-07-21T00:30:22.375+0530 [INFO] core.cluster-listener:
rpc listeners successfully shut down
2023-07-21T00:30:22.375+0530 [INFO] core: cluster listeners
successfully shut down

2023-07-21T00:30:22.376+0530 [INFO] core: vault is sealed
Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,



SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T711:40:23%
Version Sha:
13a649f860186dffe3£f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-07-21T00:30:33.065+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-07-21T00:30:33.098+0530 [INFO] core: Initializing
version history cache for core

2023-07-21T00:30:43.092+0530 [INFO] core: security barrier
not initialized

2023-07-21T00:30:43.092+0530 [INFO] core: seal configuration
missing, not initialized

2023-07-21T00:30:43.094+0530 [INFO] core: security barrier
not initialized

2023-07-21T00:30:43.096+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-07-21T00:30:43.098+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.124+0530 [INFO] core: loaded wrapping
token key

2023-07-21T00:30:43.124+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-07-21T00:30:43.124+0530 [INFO] core: no mounts; adding
default mount table

2023-07-21T00:30:43.125+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-07-21T00:30:43.126+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.126+0530 [INFO] core: successfully

mounted: type=identity version="v1.14.0+builtin.vault"

53



54

path=identity/ namespace="ID: root. Path: "
2023-07-21T00:30:43.129+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-07-21T00:30:43.130+0530 [INFO] <rollback: starting
rollback manager

2023-07-21T00:30:43.130+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.130+0530 [INFO] identity: entities
restored

2023-07-21T00:30:43.130+0530 [INFO] didentity: groups restored
2023-07-21T00:30:43.131+0530 [INFO] core: usage gauge
collection is disabled

2023-07-21T00:30:43.131+0530 [INFO] expiration: lease restore
complete

2023-07-21T00:30:43.131+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-07-20
19:00:43.131158543 +0000 UTC" build date=2023-06-19T11:40:23%
2023-07-21T00:30:43.371+0530 [INFO] core: post-unseal setup

complete

2023-07-21T00:30:43.371+0530 [INFO] core: root token
generated

2023-07-21T00:30:43.371+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:43.371+0530 [INFO] rollback: stopping
rollback manager

2023-07-21T00:30:43.372+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:43.694+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-07-21T00:30:43.695+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-07-21T00:30:43.695+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.696+0530 [INFO] <core: loaded wrapping
token key

2023-07-21T00:30:43.696+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-07-21T00:30:43.697+0530 [INFO] core: successfully
mounted: type=system version="vl1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.698+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-07-21T00:30:43.698+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "



2023-07-21T00:30:43.701+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-07-21T00:30:43.701+0530 [INFO] rollback: starting
rollback manager
2023-07-21T00:30:43.702+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.702+0530 [INFO] identity: entities
restored
2023-07-21T00:30:43.702+0530 [INFO] expiration: lease restore
complete
2023-07-21T00:30:43.702+0530 [INFO] identity: groups restored
2023-07-21T00:30:43.702+0530 [INFO] core: usage gauge
collection is disabled
2023-07-21T00:30:43.703+0530 [INFO] core: post-unseal setup
complete
2023-07-21T00:30:43.703+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-07-21T00:30:44.226+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-07-21T00:30:44.315+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86 64.rpm
Preparing...
FHA#HHEH AR [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHfHHHHHHHHHRHHSHHHHEH#E [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.Jjar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/1lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok
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opt/netapp/mcctb/lib/common/bectls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collectionsé4.jar is Ok
opt/netapp/mcctb/lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/1lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/1lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok



opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6.
Cleaning up / removing...

2 :NetApp-MetroCluster-Tiebreaker-
Sof###fH##HHHFHHAHHHHHHHHHSHHFHEH#HE [100%]

1.4 1.622 Y1 0|=&L|Ct

CHS THAIO]| 2t tiebreaker 1.4 2 E Q0] {T 2 tiebreaker 1.62 2 ¥ 12{|0|=8tL|Ct.

a. oM Ct2 HHS MMSILICE [root@mectb ~] # AZEQ|E Y8|0|ESIEH= HIA|X| EA:

sh MetroClusterTiebreakerInstall-1.6

Hel ¢a20| =5 <3l CHSat Z2 £30| HA|EL|C
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of

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbuseradminl

Unix user account "mcctbuseradminl" doesn't exist. Do you wish
to create "mcctbuseradminl" user account? [Y/N]: y

Unix account "mcctbuseradminl" created.

Changing password for user mcctbuseradminl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Enter database user name : root

Please enter database password for root
Enter password:

Password updated successfully in the database.

MetroCluster Tiebreaker requires unix user account
"mcctbuseradminl" to be added to the group "mcctbgrp" for
admin access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbuseradminl" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <apil addess>
Cgo: disabled
Cluster Address: <cluster address>

Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare



Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:23%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T715:58:10.400+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T715:58:10.432+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:58:20.422+0530 [INFO] core: security barrier
not initialized

2023-11-23T15:58:20.422+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T15:58:20.424+0530 [INFO] core: security barrier
not initialized

2023-11-23T15:58:20.425+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:58:20.427+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:58:20.448+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:58:20.448+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:58:20.448+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=system version="v1l.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T15:58:20.451+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
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path=token/ namespace="ID: root. Path: "
2023-11-23T15:58:20.452+0530 [INFO] rollback: starting
rollback manager

2023-11-23T15:58:20.452+0530 [INFO] core: restoring leases
2023-11-23T15:58:20.453+0530 [INFO] identity: entities
restored

2023-11-23T15:58:20.453+0530 [INFO] identity: groups restored
2023-11-23T15:58:20.453+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:58:20.453+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T15:58:20.453+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
10:28:20.453481904 +0000 UTC" build date=2023-06-19T11:40:23%
2023-11-23T15:58:20.818+0530 [INFO] core: post-unseal setup

complete

2023-11-23T15:58:20.819+0530 [INFO] core: root token
generated

2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:58:20.819+0530 [INFO] «rollback: stopping
rollback manager

2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T15:58:21.116+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:58:21.116+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-11-23T15:58:21.117+0530 [INFO] core: post-unseal setup
starting

2023-11-23T715:58:21.117+0530 [INFO] <core: loaded wrapping
token key

2023-11-23T715:58:21.117+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:58:21.119+0530 [INFO] core: successfully
mounted: type=system version="vl1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:21.120+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:58:21.120+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1l.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:58:21.123+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "



2023-11-23T15:58:21.123+0530 [INFO] rollback: starting
rollback manager
2023-11-23T15:58:21.124+0530 [INFO] core: restoring leases
2023-11-23T15:58:21.124+0530 [INFO] identity: entities
restored
2023-11-23T15:58:21.124+0530 [INFO] identity: groups restored
2023-11-23T15:58:21.124+0530 [INFO] expiration: lease restore
complete
2023-11-23T15:58:21.125+0530 [INFO] core: usage gauge
collection is disabled
2023-11-23T15:58:21.125+0530 [INFO] core: post-unseal setup
complete
2023-11-23T15:58:21.125+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:58:21.600+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-11-23T15:58:21.690+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86 64.rpm
Preparing...
FHA#HHEH AR H A H RS F A AE [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHHHHSHHHHHHRHHSHHFHEHAE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
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opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon. jar is Ok
opt/netapp/mcctb/lib/common/commons—-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/1lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmpd]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok



opt/netapp/mcctb/lib/common/vault-java-driver.jar is 0Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH#HHHH#HHHHHHHHHRHHSHRHHEH#HE [100%]

Efo|=2{|0|# 1.58 M X|gfL|Ct
ONTAP API 2! SSHO{| CHSE 2H2[ Xt HMA 2 A

ONTAP API B! SSHO|| CHt 22| X} M| A

i

T8 5= ASLICE

|

1. ONTAP AP| &N A HBHO| QU= 2| X AF2AF MM: security login create -user-or-group-name
mccth -application ontapi -authentication-method password

2. SSH HMAE E3f admin AFEX}L MM: security login create -user-or-group-name mcctb
-application ssh —-authentication-method password

3. M |t ArE X7 MM E|REX] ZRIBILICEH security login show

4. THEL] 2 AE{0|M 0| EHAIS HHESfLCE

()  r#eixt oz 2 RBACT RHEIYALICE
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MetroCluster Tiebreaker 1.5 &4 AX|

SAE Linux Y N|A|o| 2} Tiebreaker AZEQ{E MX| EE= HO8|0|=E817| M|
MySQL EE= MariaDB AMHE A X|6{0fF 2hL|Ct,

£k

1. JDKE MX|gh|ct

2. Vault 2% & 74

3. MySQL S MariaDB At AxX|:

Linux SAEJL Q1 AL J2H. .
Red Hat Enterprise Linux Red Hat Enterprise Linux 7 EE= CentOS 70| MySQL Server 5.5.30 0|4}
7/CentOS 7 U 5.6.x HES HX|FL|C

Red Hat Enterprise Linux 8 Red Hat Enterprise Linux 80l MariaDB AMHE A& X|ghL|ct

JDKE AX[gfL|Ct

Tiebreaker 2T EQ01S x| FEE YI20|=517| Hof| SAE A|AH0| JDKS MX|3H0F LICH Tiebreaker 1.5
0| A2 OpenJDK 17, 18 = 192 K| BhL|C}.

e

1. D3 AN RER HAS £

"RE" AF2X} EEE sudo AFEAIZ 2QIHL|Ct

rir

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. A8 7tset JDK HH ol
yum search openjdk
3. JDK 17,18 EE= 198 MX|EfL|C.

CtE HE S AAstH JDK 170] AX|EL|CH

glo

yum install java-17-openjdk
4. MK Z ElstL|Ct,
java -version

X7t 2=E[H OHZ 20| EAIELIC
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openijdk version "17.0.2" 2022-01-18 LTS
OpenJDK Runtime Environment 21.9

(build 17.0.2+8-LTS)
OpenJdDK 64-Bit Server VM 21.9

(build 17.0.2+8-LTS, mixed mode, sharing)

Vault 8X| 3! 1M

22 2E MHE J}X| T UX| LAHL AFRSIDR} SHs L

= A2, VaultE MX[s{{of EL|C VaultE MX|St2{H o] BEZ
HXHE Hx6tALE CHE XA 2 Hashicorp AX| XA 2 HZTSHUAIL.

@ HEY 30 Vault JH7I Q= AL, MetroCluster Tiebreaker SAEJL EE MX|E AIESIEE
TAE > ASLICH O|HA| 5tH SAE VaultE EXIg 27t gi&Lct

|

1. 2 0|SELICt /bin Cl2E2):
[root@mcctb] cd /bin
2. 2E zip Y S CIRZEBLCH

[root@mcctb /bin]l# curl -sO

https://releases.hashicorp.com/vault/1.12.2/vault 1.12.2 linux amd64.zip

3. 2E 0ol

29| ef=3 ELICH

[root@mcctb /bin]# unzip vault 1.12.2 linux amd64.zip
Archive: wvault 1.12.2 linux amd64.zip

inflating: wvault

[root@mcctb /bin]# vault -version
Vault v1.12.2

(415elfe3118eebd5dfbcb60dl3defdc0laal7b03)
23T12:53:46%Z

built 2022-11-
5. 2 O|SYLICt /root CIAEZ:
[root@mcctb /bin]

cd /root

6. of2foll 2E 2H mUS PRI /root CIHMEE|.
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OlX [root@mecctb ~] HIAIXIE EA|SIL, SALSHD, C}

# cat > config.hcl << EOF

storage "file" {
address = "127.0.0.1:8500"
path = "/mcctb vdata/data"

}

listener "tcp" {
address = "127.0.0.1:8200"
tls disable =1

}
EOF

7. 2E M Az

[root@mcctb ~]

8. Vault FAE L EHL|C,

gl

OH &
o

AEst] E MMBILICt config.hel THY:

vault server -config config.hcl &

[root@mcctb ~]# export VAULT ADDR="http://127.0.0.1:8200"

9. 2E x7|3}

[root@mcctb ~]# vault operator init

2022-12-15T14:57:22.113+0530 [INFO]
initialized
2022-12-15T14:57:22.113+0530 [INFO]
not initialized
2022-12-15T14:57:22.114+0530 [INFO]
initialized
2022-12-15T14:57:22.116+0530 [INFO]
stored=1 shares=5 threshold=3
2022-12-15T14:57:22.118+0530 [INFO]
2022-12-15T14:57:22.137+0530 [INFO]
2022-12-15T14:57:22.137+0530 [INFO]

core:

core:

core:

core:

core:

core:

core:

version=1.12.2 upgrade time="2022-12-15 09:

build date=2022-11-23T12:53:46Z

2022-12-15T14:57:22.137+0530 [INFO] core:
catalog: plugin-directory=""
2022-12-15T14:57:22.137+0530 [INFO] core:
mount table

2022-12-15T714:57:22.143+0530 [INFO] core:
type=cubbyhole version="" path=cubbyhole/

66

security barrier not

seal configuration missing,
security barrier not

security barrier initialized:
post-unseal setup starting
loaded wrapping token key
Recorded wvault version: vault
27:22.137200412 +0000 UTC"
successfully setup plugin

no mounts;

adding default

successfully mounted backend:



2022-12-15T14:57:22.144+0530 [INFO] core: successfully mounted backend:
type=system version="" path=sys/
2022-12-15T714:57:22.144+0530 [INFO] core: successfully mounted backend:

type=identity version="" path=identity/
2022-12-15T714:57:22.148+0530 [INFO] core: successfully enabled
credential backend: type=token version="" path=token/ namespace="ID:
root. Path: "
2022-12-15T714:57:22.149+0530 [INFO] rollback: starting rollback manager
2022-12-15T714:57:22.149+0530 [INFO] core: restoring leases
2022-12-15T14:57:22.150+0530 [INFO] expiration: lease restore complete
2022-12-15T714:57:22.150+0530 [INFO] identity: entities restored
2022-12-15T14:57:22.150+0530 [INFO] identity: groups restored
2022-12-15T14:57:22.151+0530 [INFO] core: usage gauge collection is
disabled
2022-12-15T14:57:23.385+0530 [INFO] core: post-unseal setup complete
2022-12-15T14:57:23.387+0530 [INFO] core: root token generated
2022-12-15T714:57:23.387+0530 [INFO] core: pre-seal teardown starting
2022-12-15T14:57:23.387+0530 [INFO] rollback: stopping rollback manager
]

2022-12-15T14:57:23.387+0530 [INFO
Unseal Key 1: <unseal key 1 id>

core: pre-seal teardown complete

Unseal Key <unseal key 2 id>

Unseal Key

2

Unseal Key 3: <unseal key 3 id>
4: <unseal key 4 id>
5

Unseal Key <unseal key 5 id>

Initial Root Token: <initial root token id>

Vault initialized with 5 key shares and a key threshold of 3. Please
securely

distribute the key shares printed above. When the Vault is re-sealed,
restarted, or stopped, you must supply at least 3 of these keys to
unseal it

before it can start servicing requests.

Vault does not store the generated root key. Without at least 3 keys to
reconstruct the root key, Vault will remain permanently sealed!

It is possible to generate new unseal keys, provided you have a quorum
of
existing unseal keys shares. See "vault operator rekey" for more

information.

() O Eel SR E0I A8 + 2SR 7| D5t £7] 22 28 et Sl J1Ret2 Ko
'c'>'|-|__| |:|-
= .
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. 2EREEAZ =YL

[root@mcctb ~]# export VAULT TOKEN="<initial root token id>"

- HEE T 71 7| B Ml FHE AHE5HY Vaulte] S21S siAIRLICE.

]
=
00"

SlOF tLICE vault operator unseal M| 7| ZH2t0f| Cieh HH:

[root@mcctb ~]# vault operator unseal
Unseal Key (will be hidden) :

Key Value
Seal Type shamir
Initialized true
Sealed true
Total Shares 5
Threshold 3
Unseal Progress 1/3
Unseal Nonce <unseal key 1 id>
Version 1.12.2
Build Date 2022-11-23T12:53:467%
Storage Type file
HA Enabled false
b. & HIf 7|E AL EE SIS SHHLICE

[root@mcctb ~]# vault operator unseal
Unseal Key (will be hidden) :

Key Value

Seal Type shamir
Initialized true

Sealed true

Total Shares 5

Threshold 3

Unseal Progress 2/3

Unseal Nonce <unseal key 2 id>
Version 1.12.2

Build Date 2022-11-23T12:53:46%
Storage Type file

HA Enabled false



C. Nl M 7|2 AFESH 2E S¢S SHEIELIC.

[root@mcctb ~]# vault operator unseal

Unseal Key

(will be hidden) :
2022-12-15T15:15:00.980+0530

[INFO]

core.cluster-listener.tcp:

starting listener: listener address=127.0.0.1:8201

2022-12-15T15:
cluster requests:

15

:00.980+0530 [INFO]

core.cluster-listener:
cluster listen address=127.0.0.1:8201

serving

2022-12-15T15:15:00.981+0530 [INFO] core: post-unseal setup starting
2022-12-15T15:15:00.981+0530 [INFO] core: loaded wrapping token key
2022-12-15T715:15:00.982+0530 [INFO] core: successfully setup plugin
catalog: plugin-directory=""

2022-12-15T15:15:00.983+0530 [INFO] core: successfully mounted
backend: type=system version="" path=sys/
2022-12-15T715:15:00.984+0530 [INFO] core: successfully mounted
backend: type=identity version="" path=identity/
2022-12-15T15:15:00.984+0530 [INFO] core: successfully mounted
backend: type=cubbyhole version="" path=cubbyhole/
2022-12-15T15:15:00.986+0530 [INFO] core: successfully enabled
credential backend: type=token version="" path=token/ namespace="ID:
root. Path: "

2022-12-15T15:15:00.986+0530 [INFO] rollback: starting rollback
manager

2022-12-15T715:15:00.987+0530 [INFO] core: restoring leases
2022-12-15T15:15:00.987+0530 [INFO] expiration: lease restore
complete

2022-12-15T715:15:00.987+0530 [INFO] identity: entities restored
2022-12-15T15:15:00.987+0530 [INFO] identity: groups restored
2022-12-15T715:15:00.988+0530 [INFO] core: usage gauge collection is
disabled

2022-12-15T15:15:00.989+0530 [INFO] core: post-unseal setup complete
2022-12-15T715:15:00.989+0530 [INFO] core: vault is unsealed

Key Value

Seal Type shamir

Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:467Z

Storage Type file

Cluster Name
Cluster ID
HA Enabled

vault-cluster
<cluster id>
false
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12. 2E 3¢l Hei7t AXQAX| el

=

[root@mcctb ~]# vault status

Key Value

Seal Type shamir
Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:467%
Storage Type file

Cluster Name vault-cluster
Cluster ID <cluster id>
HA Enabled false

13. Vault MH|ATF 2EIE ) A ZE[ =5 FAEL|CE

a. OfS HES MAHSLICE cd /etc/systemd/system

[root@mcctb ~]# cd /etc/systemd/system

b. 0IM [root@mcctb system] ZEIZE SA} LS HHES MAHSIO Vault AH|A THUS

# cat > vault.service << EOF
[Unit]

Description=Vault Service
After=mariadb.service

[Service]

Type=forking

ExecStart=/usr/bin/vault server -config /root/config.hcl &
Restart=on-failure

[Install]

WantedBy=multi-user.target
EOF

c. C}

dlo

HHAS MAHMSILICL systemctl daemon-reload

[root@mcctb system]# systemctl daemon-reload
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d. c}

dlo

H
o

2 MAHDILICE systemctl enable vault.service

[root@mcctb system]# systemctl enable vault.service
Created symlink /etc/systemd/system/multi-

user.target.wants/vault.service — /etc/systemd/system/vault.service.

®

MetroCluster TiebreakerE A X[St= St 0] 7|52 AL25t2t= HIAIX| 7L EA|ELICH 2E
U= S S A|St= BHHS BHASHE™H MetroCluster Tiebreaker 2T E | 0{S M| 7{St1 CHA|
A X[sHoF gfL|Ct,

Red Hat Enterprise Linux 7 &= CentOS 70| MySQL Server 5.5.30 0|4} 8! 5.6.x H™ S M X|gtL|C}

Tiebreaker 2T E

AHE MX|SHAHLE FT[0|=38t7| Mol SAE A|AEIN| MySQL Server 5.5.30 0|4t 8! 5.6.x

K™ S MX|8HOF BfL|Ct. Red Hat Enterprise Linux 82| 2L MariaDB AMHZ A X[&HL|CL,

103 S BER WY £ 9

—

login as:

rr

ot = A= FE MEXL = sudo AFEXLZ 201t Lt

root

root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2016 from host.domain.com

2. IAE AAHI0| MysSQL 2| ZX|E2|

mufn

ZFIretLnt.

([root@mcctb~J#yum localinstall\https://dev.mysqgl.com/get/mysql57-community-release-el6-

11.noarch.rpm’)
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Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

Setting up Local Package Process

Examining /var/tmp/yum-root-LLUwOr/mysql-community-release-el6-
5.noarch.rpm: mysgl-community-release-el6-5.noarch

Marking /var/tmp/yum-root-LLUwOr/mysqgl-community-release-el6-
5.noarch.rpm to be installed

Resolving Dependencies

--> Running transaction check

-—--> Package mysgl-community-release.noarch 0:el6-5 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version
Repository

Installing:
mysgl-community-release
noarch el6-5 /mysgl-community-release-el6-
5.noarch 4.3 k
Transaction Summary

Install 1 Package (s)
Total size: 4.3 k
Installed size: 4.3 k

Is this ok [y/N]: y
Downloading Packages:
Running rpm check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : mysgl-community-release-el6-5.noarch
1/1

Verifying : mysqgl-community-release-el6-5.noarch
1/1
Installed:

mysgl-community-release.noarch 0:el6-5
Complete!

3. MySQL 57 2|ZX|E2|S H|ZdstetL|Ct,
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'[root@mctb~]#yum-config-manager—disable mysql57-community’
4. MySQL 56 2| EZX|E2| g3t

"[root@mctb~]#yum-config-manager—enable mysql56-community’
o. 2|EX|E2| 2yt

Fnnn

"[root@mcctb~]#yum repolist enabled|grep "mysql. * -community.

mysgl-connectors-community MySQL Connectors Community
21

mysgl-tools-community MySQL Tools Community

35

mysgl56-community MySQL 5.6 Community Server
231

6. MySQL HSLIE| Mt A%:

"Troot@mctb~J#yum install mysqgl-community-server'

Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

This system is not registered to Red Hat Subscription Management. You
can use subscription-manager

to register.

Setting up Install Process

Resolving Dependencies

--> Running transaction check

-—-> Package mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6 will be
obsoleting

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository
Size
Installing:
mysgl-community-client x86 64 5.6.29-2.el6 mysglS6-community
18 M
replacing mysgl.x86 64 5.1.71-1.el6
mysqgl-community-libs x86 64 5.6.29-2.el6 mysglS6-community
1.9 M

replacing mysqgl-libs.x86 64 5.1.71-1.el6
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mysgl-community-libs-compat x86 64 5.6.29-2.el6 mysglS6-community
1.6 M

replacing mysgl-libs.x86 64 5.1.71-1.el6
mysqgl-community-server x86 64 5.6.29-2.el6 mysglS6-community
53 M

replacing mysgl-server.x86 64 5.1.71-1.el6
Installing for dependencies:
mysgl-community-common x86 64 5.6.29-2.el6 mysglb6-community
308 k

Transaction Summary

Install 5 Package (s)
Total download size: 74 M
Is this ok [y/N]: y

Downloading Packages:

(1/5) : mysgl-community-client-5.6.29-2.e16.x86 64.rpm | 18 MB
00:28
(2/5) : mysgl-community-common-5.6.29-2.el16.x86 64.rpm | 308 kB
00:01
(3/5) : mysgl-community-1libs-5.6.29-2.el16.x86 64.rpm | 1.9 MB
00:05
(4/5) : mysgl-community-libs-compat-5.6.29-2.e16.x86 64.rpm | 1.6 MB
00:05
(5/5): mysgl-community-server-5.6.29-2.e16.x86 64.rpm | 53 MB
03:42
Total 289 kB/s | 74 MB
04:24

warning: rpmts HdrFromFdno: Header V3 DSA/SHAl Signature, key ID
<key id> NOKEY
Retrieving key from file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl
Importing GPG key O0x5072E1F5:

Userid : MySQL Release Engineering <mysgl-build@oss.oracle.com>
Package: mysgl-community-release-el6-5.noarch

(@/mysgl-community-release-el6-5.noarch)

From : file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl

Is this ok [y/N]: y
Running rpm check debug
Running Transaction Test

Transaction Test Succeeded
Running Transaction
Installing : mysgl-community-common-5.6.29-2.e16.x86 64

....0utput truncated....



1.e16.x86 64

7/8
Verifying : mysqgl-5.1.71-1.e16.x86 64

8/8

Installed:
mysgl-community-client.x86 64 0:5.6.29-2.el6
mysqgl-community-libs.x86 64 0:5.6.29-2.el6
mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6
mysgl-community-server.x86 64 0:5.6.29-2.el6

Dependency Installed:
mysqgl-community-common.x86 64 0:5.6.29-2.el6

Replaced:
mysqgl.x86 64 0:5.1.71-1.el6 mysgl-libs.x86 64 0:5.1.71-1.el6
mysgl-server.x86 64 0:5.1.71-1.el6

Complete!

7. MySQL MH AZt:

"[root@mcctb~J#service mysqld start'
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Initializing MySQL database: 2016-04-05 19:44:38 0 [Warning] TIMESTAMP
with implicit DEFAULT value is deprecated. Please use
-—explicit defaults for timestamp server option (see documentation
for more details).
2016-04-05 19:44:38 0 [Note] /usr/sbin/mysgld (mysgld 5.6.29)
starting as process 2487
2016-04-05 19:44:38 2487 [Note] InnoDB: Using atomics to ref count
buffer pool pages
2016-04-05 19:44:38 2487 [Note] InnoDB: The InnoDB memory heap is
disabled
....0utput truncated....
2016-04-05 19:44:42 2509 [Note] InnoDB: Shutdown completed; log sequence
number 1625987

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER!
To do so, start the server, then issue the following commands:

/usr/bin/mysgqladmin -u root password 'new-password'
/usr/bin/mysqladmin -u root -h mcctb password 'new-password'

Alternatively, you can run:
/usr/bin/mysql secure installation

which will also give you the option of removing the test
databases and anonymous user created by default. This is
strongly recommended for production servers.

..... Output truncated.....

WARNING: Default config file /etc/my.cnf exists on the system
This file will be read by default by the MySQL server

If you do not want to use this, either remove it, or use the
-—defaults-file argument to mysgld safe when starting the server

[ OK ]
Starting mysqgld: [ OK ]

- MySQL ME 7} Al SQIX| &FQlgfL|Cf.

'[root@mcctb~J#service mysqld status'

mysgld (pid 2739) is running...

"Troot@mctb~]#mysqgl_secure_installation’



NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none): <== on default
install
hit enter here

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorization.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y

Success!

Normally, root should only be allowed to connect from 'localhost'.
This
ensures that someone cannot guess at the root password from the

network.

Disallow root login remotely? [Y/n] y

Success!

By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n] y
- Dropping test database...
ERROR 1008 (HYO000) at line 1: Can't drop database 'test';



database doesn't exist
Failed! Not critical, keep moving...
- Removing privileges on test database...
Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] y
Success!

All done! If you've completed all of the above steps, your MySQL
installation should now be secure.

Thanks for using MySQL!

Cleaning up...

10. MySQL 23910| 58H=xX| gelstL|ct,

"[root@mctb~]#mysql-u root —p'

Enter password: <configured password>

Welcome to the MySQL monitor. Commands end with
Your MySQL connection id is 17

Server version: 5.6.29 MySQL Community Server (GPL)

; or \g.

Copyright (c) 2000, 2016, Oracle and/or its affiliates. All rights
reserved.

Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.

mysqgl>
MySQL 23010| 5 F0|H £30| mysql> ZEZEZ ZS=FL|C

MySQL A5 AlZt 28 S SdotgfLict

MySQL 20| Cisl Xts A% 7|50 B™H =0 JI=EX
Tiebreaker 2 E9J[0{7} AFH= A|AHIO| IHEEE
Az 1 QIX| O™ Tiebreaker iEE%IOW} A

| 2tolsof gtL|Ct MySQL HE22 H™ MetroCluster

gto
B2 MySQLO| AHS 22 LAl A|I+EI L|Ct. MySQL H20]
a— |I|D|‘ EI-A| A|x|‘°|‘*g'|0|]:| __rlklo I:|:|7:|OI-AO-IAL_|I:|_.

|_+_
hl =T LLO=2 T HAHA
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CHA|
1. 2EI5h 0 MySQLO| XHE A|ZHE| £ 2 MA Q=X EHoIgtL|C}

([root@mcctb~]#systemctl list-unit-files mysqld.service’)

UNIT FILE State

mysqgld.service enabled

S m MySQLO| XtE AREEE MHEX| 2 22 MySQL BB E Txsto] MX|of CHSt XHS A=
7|52 MR,
Red Hat Enterprise Linux 80| MariaDB A{HE A X|&fL|Ct

Tiebreaker 2T E S MX|St7 LI YO0 =317| M| SAE A|AHIN| MariaDB AMHE AX|s{0f THL|Ct. Red
Hat Enterprise Linux 7 &£ CentOS 72| 29 MySQL Servers & X|gfL[C},

Al=Hst7| Mol
SAE AAHI2 Red Hat Enterprise Linux(RHEL) 80{|A] &8 Z0|0{0F gfL|C}.

THA|

1. 2 29QIBtLICt root sudoE 115 et

-

Doz AEY + A= AFEA = AAEAHLCE

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. MariaDB A{H{ A%|:

'Troot@mctb~J#yum install MariaDB-server.x86_64'

[root@mcctb ~]# yum install mariadb-server.x86 64
Loaded plugins: fastestmirror, langpacks

Package Arch Version Repository
Size
Installing:
mariadb-server x86 64 18505:96=2,@l7 base
11 M

79



Installing for dependencies:

Transaction Summary

Install 1 Package (+8 Dependent packages)
Upgrade ( 1 Dependent package)

Total download size: 22 M
Is this ok [y/d/N]: y

Downloading packages:

No Presto metadata available for base warning:

/var/cache/yum/x86 64/7/base/packages/mariadb-1libs-5.5.56-

2.el17.x86 64.rpm:

Header V3 RSA/SHA256 Signature,

key ID f4a80eb5: NOKEY] 1.4 MB/s | 3.3 MB 00:00:13 ETA

Public key for mariadb-1ibs-5.5.56-2.el17.x86 64.rpm is not installed
(1/10) : mariadb-1libs-5.5.56-2.el17.x86 64.rpm | 757 kB 00:00:01

(10/10) : perl-Net-Daemon-0.48-5.el7.noarch.rpm| 51 kB 00:00:01

Installed:
mariadb-server.x86 64 1:5.5.56-2.el7

Dependency Installed:

mariadb.x86 64 1:5.5.56-2.el7
perl-Compress-Raw-Bzip2.x86 64 0:2.061-3.el7
perl-Compress-Raw-Z1ib.x86 64 1:2.061-4.el7
perl-DBD-MySQL.x86 64 0:4.023-5.el7
perl-DBI.x86 64 0:1.627-4.el7
perl-I0-Compress.noarch 0:2.061-2.el7
perl-Net-Daemon.noarch 0:0.48-5.el7
perl-P1RPC.noarch 0:0.2020-14.el17

Dependency Updated:
mariadb-libs.x86 64 1:5.5.56-2.el7
Complete!
3. MariaDB A{H{ A|Zt:
'[root@mcctb~J#systemctl start MariaDB'

4. MariaDB M7} A|ZH=|A=X] &foletL|Ct.
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'[root@mcctb~J#systemctl status MariaDB'

[root@mcctb ~]# systemctl status mariadb
mariadb.service - MariaDB database server

Nov 08 21:28:59 mcctb systemd[l]: Starting MariaDB database server...

Nov 08 21:29:01 mcctb systemd[l]: Started MariaDB database server.

- Hot 8l et ¥ S 4Lt

@ FE Yo E 2= HAX|7} BEAZH 2SS H[@| &1 Enter 7|12 =01 2t & ¥= 2FS A&
Tt

'[root@mctb~]#mysqgl_secure_installation'

root@localhost systemd]# mysqgl secure installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB

SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB

root user without the proper authorisation.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MariaDB installation has an anonymous user, allowing
anyone
to log into MariaDB without having to have a user account created for

them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a
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production environment.

Remove anonymous users? [Y/n] y
Success!

Normally, root should only be allowed to connect from 'localhost'. This

ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] y
Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y¥/n] y
- Dropping test database...
Success!
- Removing privileges on test database...
Success'!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n]
Success!
Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

MariaDB AMEHO|| CHSE XtS A|ZF M S 2Lt Ch

MariaDB A{H{Of| CH3H Xt& Al%f 7| 50| AHEEO J=X| 2elsljof ghL|Ct. XPE AE 7|52 gdatstx] ¢
MetroCluster Tiebreaker 2AZE|0{7} Y= A|AHS IHEESHOf St= B L Tiebreaker AT EQ|H= 74|-i‘-
AL X2 MariaDB AH|A S CHA| *l’%*%-* + gloH AHS HAY £ ELICE

ChA|
1. Zt&S AlZf MH|AS gttt

'[root@mcctb~J#systemctl enable mariadb.service’

2. 2EIg i MariaDB7} AtS AR E| =& M™EEU=X| gelgfi|ct.

=
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([root@mcctb~J#systemctl list-unit-files mariadb.service’)

UNIT FILE State

mariadb.service enabled

Tiebreaker 1.55 2X|5t7Lt Y120 =&fL|Ct

SAE Linux g HMA|0| A A2 MX|StAHLL tiebreaker 1.52 ¢ 128|0| E5H0] MetroCluster
T E DL gL},

E2|X| A|A”IOM X El= ONTAP HT S 450 QLO{OF HLIC & FZSHYAIR "2 T EL|0] 27 At

I
i

* 2 A5t OpenJDKE A X|SHOF BILICE yum install java-x.x.x-openjdk HH. Tiebreaker 1.5
I.

O|A2 OpendJDK 17, 18 EE= 195 X|&IBHL|CL.
* Tiebreaker HX|E +2&ot1, EH|O|S 3 ALBXIE TS, ALK A2 E AFY = = FE0 22| Heto| A=

= t
H|ZE AF2XIZ MetroCluster Tiebreakers Ax|g 4= Q&L|Ct.

cHA|
1. MetroCluster Tiebreaker 2ZE 9|0 5! MetroCluster_tiebreaker RPM_GPG 7|E CI2Z =g Lt

@ MetroCluster_tiebreaker RPM_GPG 7|= NetApp Support AtO| E Q| tiebreaker 1.58
AT EQ0] If7|X| £ CH2EESt H|0| X2 S Ho|X|0| M CIREEY £~ JASLICL

"MetroCluster Tiebreaker (CH2ZE) - NetApp Support AFO|E"

2. SAEQ| 2E AFXIE 2018t T}

3. REJ} ot AE8Xt 8l & WHBLICE mectbgrp 1

I_Hru

a. REJ} Ol AFXIE MHstn A5 E HFpLICt

Ch2 B oM E 2ls RE ALEXIZL ObE AFEAE WH™LC mectbuserl:

[root@mcctb ~]# useradd mcctbuserl

[root@mcctb ~]# passwd mcctbuserl

Changing password for user mcctbuserl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

b. EI_I_ olEOI == P%L_llil'mcctbgrp

[root@mcctb ~~1# groupadd mcctbgrp


https://mysupport.netapp.com/site/products/all/details/metrocluster-tiebreaker/downloads-tab
https://mysupport.netapp.com/site/products/all/details/metrocluster-tiebreaker/downloads-tab
https://mysupport.netapp.com/site/products/all/details/metrocluster-tiebreaker/downloads-tab
https://mysupport.netapp.com/site/products/all/details/metrocluster-tiebreaker/downloads-tab
https://mysupport.netapp.com/site/products/all/details/metrocluster-tiebreaker/downloads-tab

=

MBSt 2E7} Ol AFBAFE Of] ZIFEHLICH mectbgrp JE.

CHE HEHO| F=IHELICE mectbuserl 8 $&LICH mectbgrp 1&:

[root@mcctb ~]# usermod -a -G mcctbgrp mcctbuserl

4. RPM I} S =tolgfLCt,

RPM 7|7} etz CI2E{2|0f|M TS otel HAIE 2defLict.

5.
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a. RPM 7| Y S CH2ZESHD N gL Lt

[root@mcctb ~]# rpm --import MetroCluster Tiebreaker RPM GPG.key

b. X|2& &lste] SHIE 7|15 7tMt=X] 2QlgfLCt.

CHE o= SHHE 7| XIZ22 E0FELIC]

root@mcctb:~/signing/mcctb-rpms# gpg --show-keys --with-fingerprint
MetroCluster Tiebreaker RPM GPG.key
pub rsa3072 2022-11-17 [SCEA] [expires: 2025-11-16]

65AC 1562 E28A 1497 7BBD 7251 2855 EBO2 3E77 FAES

uid MCCTB-RPM (mcctb RPM production signing)

<mcctb-rpm@netapp.com>

a. M3 =ol: rpm --checksig NetApp-MetroCluster-Tiebreaker-Software-1.5-
1.x86 64.rpm

NetApp-MetroCluster-Tiebreaker-Software-1.5-1.x86 64.rpm: digests OK

ORRL

Tiebreaker 2L E 90 HX| L= ¥ 8|0|=

foloh <0i|2h AX|E TIHsHOF LTt

— -

mjo
1ot

@ Tiebreaker HZE 1.40| A € 32|0|EE U2t Tiebreaker HX 1.52 H8|0| =8 4= USLICH
O|F H{FO|| M Tiebreaker 1.529] .:._E1|0|_._ X[ A= X| k&Lt

M 2XE s&5t=X| OlL|H 7|Z EX[E 0| =ot=X|0f et SHHE ZAHE MEEL(C



M XIS 28It

= Tod

a. Java®l 2L ZZE HMotn 7| ZgL|Ct.

[root@mcctb ~]# readlink -f /usr/bin/java
/usr/1lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

AMoHBtLICE. rpm —-ivh NetApp-MetroCluster-Tiebreaker-Software-1.5-

H3Hl BXE Ql8ll Ci3 1t 242 £30] EAIELCH

(D MX| Sof| HIAIX|ZF EAIZ|H o| o]l 2HE0] off ot FETL Ol AL XHE HMlS-LICt
mcctbgrp 8.
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of

Verifying...
FHA#HHEHHH AR A F RS H RS FHEHAE [100%]
Preparing...

FHAFHHEHHH A [100%]

Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-

Soft###H#H#HHHHHSHFHFHHRHHEHSHHEHASE [100%]

Enter the absolute path for Java : /usr/lib/jvm/java-19-

openjdk-19.0.0.0.36-2.rolling.el8.x86 64/bin/java

Verifying if Java exists...

Found Java. Proceeding with the installation.

Enter host user account to use for the installation:

mcctbuserl

User account mcctbuserl found. Proceeding with the

installation

Enter database user name:

root

Please enter database password for root

Enter password:

Sealed false

Do you wish to auto unseal vault (y/n)?y

Enter the keyl:

Enter the key2:

Enter the key3:

Success! Uploaded policy: mcctb-policy

Error enabling approle auth: Error making API request.

URL: POST http://127.0.0.1:8200/v1/sys/auth/approle

Code: 400. Errors:

* path is already in use at approle/

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to: auth/approle/role/mcctb-app

Password updated successfully in the vault.

Synchronizing state of netapp-metrocluster-tiebreaker-

software.service with SysV service script with

/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable

netapp-metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-

user.target.wants/netapp-metrocluster-tiebreaker-

software.service — /etc/systemd/system/netapp-metrocluster-

tiebreaker-software.service.

Attempting to start NetApp MetroCluster Tiebreaker software

services



Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software

version 1.5.

7|1E 2% ¥asol=

a. X|E&[= M| OpendDK7F AX|E|0] Q1 ZAEQ U= £[A Java HEQIX| &eletL|Ct,

(i) Tiebreaker 1.52 ¥120|= 51242 OpenJDK B 17, 18 = 198 HXIsHoF BILICH.

[root@mcctb ~]# readlink -f /usr/bin/java
/usr/lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

b. 2E MH|AT} SQl=|X| 951 HH FIX| =eletL|Ct vault status

=

[root@mcctb ~]# vault status
Key Value

Seal Type shamir
Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:46%
Storage Type file

Cluster Name vault
Cluster 1ID <cluster id>
HA Enabled false

C. Tiebreaker AL EHE 80| =fL|LC}.

M
(=]

[root@mcctb ~]# rpm -Uvh NetApp-MetroCluster-Tiebreaker-Software-

1.5-1.x86 64.rpm

SHQ H20|=S flol LSt 22 £20] EAIEL|CEH

=
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of

Verifying...
FHA#HHEHHH AR A F RS H RS FHEHAE [100%]
Preparing...

FHAFHHEHHH A [100%]

Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-

Soft###HH###HHHHHEHFHFHHRHHEHSHHEHAE [ 50%]

Enter the absolute path for Java : /usr/lib/jvm/java-19-
openjdk-19.0.0.0.36-2.rolling.el8.x86 64/bin/java
Verifying if Java exists...

Found Java. Proceeding with the installation.

Enter host user account to use for the installation:
mcctbuserl

User account mcctbuserl found. Proceeding with the
installation

Sealed false

Do you wish to auto unseal vault (y/n)?y

Enter the keyl:

Enter the key2:

Enter the key3:

Success! Uploaded policy: mcctb-policy

Error enabling approle auth: Error making API request.
URL: POST http://127.0.0.1:8200/v1/sys/auth/approle
Code: 400. Errors:

* path is already in use at approle/

Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Enter database user name : root

Please enter database password for root

Enter password:

Password updated successfully in the database.
Password updated successfully in the vault.
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software

services
Started NetApp MetroCluster Tiebreaker software services

Successfully upgraded NetApp MetroCluster Tiebreaker software

to version 1.5.



Cleaning up / removing...
2:NetApp-MetroCluster-Tiebreaker-
So#t####H#fHfHAHAHFHFHA AR HHHHHFHEHES [1005%]

E2El MySQL root IIAEE U2SIH Tiebreaker 2ALEY 0= M3 HOZ MA|EASS
@ LIEILHX| 2t "Access denied" HIA|IXIE EAIELICE O] 2XIE s Zst2™ "rpm -e" HHES

AtE25t0] Tiebreaker 2 E|0{E ®|7{3t CHS SHIE MySQL root 2 S E AHE8H0]

AT EQI0E CHA| 2X|3HOF LT

6. Tiebreaker SAEO|M Zt L E 22| LIF Y 2 AH 22| LIF7IX] SSH 928 €0 MetroCluster 2T EQJ|0{0]|
CHS Tiebreaker HZ S =tQlgtL|Ct,

B My

- O

i

“NetApp xl_olr___lll

Tiebreaker 1.45 & X|gfL|Ct
MetroCluster Tiebreaker 1.4 &4 AX|

SAE Linux 29 H|A|0f 2} Tiebreaker AT EQ{E MK| EE= HO2|0|ESH7| Fo|
MySQL = MariaDB AMHE MX|SHAAIL.

EHA|

1. JDKE MX|gfL|Ct,

2. MySQL = MariaDB At A%

Linux SAEJI QI AL J2{H.
Red Hat Enterprise Linux Red Hat Enterprise Linux 7 == CentOS 70| MySQL Server 5.5.30 0|4t
7/CentOS 7 % 5.6.x HES HXIFLIC

Red Hat Enterprise Linux 8 Red Hat Enterprise Linux 80l MariaDB A{H{E M X|&fL|Ct

JDKE AX|gL|Ct

Tiebreaker 2T EQ0{E MX| EE= A 02|0|E617| Mo SAE A|AHEI0f| JDKE M X|8l|0F SL|C}. Tiebreaker 1.4 2
O] NS JDK 1.8.02 X[ HELICt. (JRE 8).

tHA|
1. "RE" AF2KIE2 23QI8HL|C},
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https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. JDK 1.8.0 &X|:

yum install java-1.8.0-openjdk.x86 64

[root@mcctb ~]1# yum install java-1.8.0-openjdk.x86 64

Loaded plugins: fastestmirror, langpacks

Loading mirror speeds from cached hostfile
shortened. ...

Dependencies Resolved

Package Arch Version Repository

Installing:

java-1.8.0-openjdk x86 64 1:1.8.0.144-0.b01.el7 4 updates

Transaction Summary

Install 1 Package (+ 4 Dependent packages)

Total download size: 34 M
Is this ok [y/d/N]: y

Installed:
java-1.8.0-openjdk.x86 64 1:1.8.0.144-0.b01.el7 4
Complete!

Red Hat Enterprise Linux 7 &= CentOS 70| MySQL Server 5.5.30 0|4} 8! 5.6.x H™ S M X|gtL|Ct

Tiebreaker 2ZE || E MX|St7 LI FO2[0]|=517| M| SAE A|AHEIN MySQL Server 5.5.30 0|4 5! 5.6.x

H™ S MX|8oF BfL|Ct. Red Hat Enterprise Linux 82 2L MariaDB AHZ A X[&HL|CL,

£
1. RE AF8XIE 2lgfLC}

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2016 from host.domain.com
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2. SAE ANAHIM MySQL 2|ZX|E2|E FItet|Ct.

([root@mcctb~J#yum localinstall\https://dev.mysql.com/get/mysql57-community-release-el6-
11.noarch.rpm’)
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Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

Setting up Local Package Process

Examining /var/tmp/yum-root-LLUwOr/mysql-community-release-el6-
5.noarch.rpm: mysgl-community-release-el6-5.noarch

Marking /var/tmp/yum-root-LLUwOr/mysqgl-community-release-el6-
5.noarch.rpm to be installed

Resolving Dependencies

--> Running transaction check

-—--> Package mysgl-community-release.noarch 0:el6-5 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version
Repository

Installing:
mysgl-community-release
noarch el6-5 /mysgl-community-release-el6-
5.noarch 4.3 k
Transaction Summary

Install 1 Package (s)
Total size: 4.3 k
Installed size: 4.3 k

Is this ok [y/N]: y
Downloading Packages:
Running rpm check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : mysgl-community-release-el6-5.noarch
1/1

Verifying : mysqgl-community-release-el6-5.noarch
1/1
Installed:

mysgl-community-release.noarch 0:el6-5
Complete!

3. MySQL 57 2|ZX|E2|S H|ZdstetL|Ct,
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'[root@mctb~]#yum-config-manager—disable mysql57-community’
4. MySQL 56 2| EZX|E2| g3t

"[root@mctb~]#yum-config-manager—enable mysql56-community’
o. 2|EX|E2| 2yt

Fnnn

"[root@mcctb~]#yum repolist enabled|grep "mysql. * -community.

mysgl-connectors-community MySQL Connectors Community
21

mysgl-tools-community MySQL Tools Community

35

mysgl56-community MySQL 5.6 Community Server
231

6. MySQL HSLIE| Mt A%:

"Troot@mctb~J#yum install mysqgl-community-server'

Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

This system is not registered to Red Hat Subscription Management. You
can use subscription-manager

to register.

Setting up Install Process

Resolving Dependencies

--> Running transaction check

-—-> Package mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6 will be
obsoleting

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository
Size
Installing:
mysgl-community-client x86 64 5.6.29-2.el6 mysglS6-community
18 M
replacing mysgl.x86 64 5.1.71-1.el6
mysqgl-community-libs x86 64 5.6.29-2.el6 mysglS6-community
1.9 M

replacing mysqgl-libs.x86 64 5.1.71-1.el6
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mysgl-community-libs-compat x86 64 5.6.29-2.el6 mysglS6-community
1.6 M

replacing mysgl-libs.x86 64 5.1.71-1.el6
mysqgl-community-server x86 64 5.6.29-2.el6 mysglS6-community
53 M

replacing mysgl-server.x86 64 5.1.71-1.el6
Installing for dependencies:
mysgl-community-common x86 64 5.6.29-2.el6 mysglb6-community
308 k

Transaction Summary

Install 5 Package (s)
Total download size: 74 M
Is this ok [y/N]: y

Downloading Packages:

(1/5) : mysgl-community-client-5.6.29-2.e16.x86 64.rpm | 18 MB
00:28
(2/5) : mysgl-community-common-5.6.29-2.el16.x86 64.rpm | 308 kB
00:01
(3/5) : mysgl-community-1libs-5.6.29-2.el16.x86 64.rpm | 1.9 MB
00:05
(4/5) : mysgl-community-libs-compat-5.6.29-2.e16.x86 64.rpm | 1.6 MB
00:05
(5/5): mysgl-community-server-5.6.29-2.e16.x86 64.rpm | 53 MB
03:42
Total 289 kB/s | 74 MB
04:24

warning: rpmts HdrFromFdno: Header V3 DSA/SHAl Signature, key ID
<key id> NOKEY
Retrieving key from file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl
Importing GPG key O0x5072E1F5:

Userid : MySQL Release Engineering <mysgl-build@oss.oracle.com>
Package: mysgl-community-release-el6-5.noarch

(@/mysgl-community-release-el6-5.noarch)

From : file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl

Is this ok [y/N]: y
Running rpm check debug
Running Transaction Test

Transaction Test Succeeded
Running Transaction
Installing : mysgl-community-common-5.6.29-2.e16.x86 64

....0utput truncated....



1.e16.x86 64

7/8
Verifying : mysqgl-5.1.71-1.e16.x86 64

8/8

Installed:
mysgl-community-client.x86 64 0:5.6.29-2.el6
mysqgl-community-libs.x86 64 0:5.6.29-2.el6
mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6
mysgl-community-server.x86 64 0:5.6.29-2.el6

Dependency Installed:
mysqgl-community-common.x86 64 0:5.6.29-2.el6

Replaced:
mysqgl.x86 64 0:5.1.71-1.el6 mysgl-libs.x86 64 0:5.1.71-1.el6
mysgl-server.x86 64 0:5.1.71-1.el6

Complete!

7. MySQL MH AZt:

"[root@mcctb~J#service mysqld start'
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Initializing MySQL database: 2016-04-05 19:44:38 0 [Warning] TIMESTAMP
with implicit DEFAULT value is deprecated. Please use
-—explicit defaults for timestamp server option (see documentation
for more details).
2016-04-05 19:44:38 0 [Note] /usr/sbin/mysgld (mysgld 5.6.29)
starting as process 2487
2016-04-05 19:44:38 2487 [Note] InnoDB: Using atomics to ref count
buffer pool pages
2016-04-05 19:44:38 2487 [Note] InnoDB: The InnoDB memory heap is
disabled
....0utput truncated....
2016-04-05 19:44:42 2509 [Note] InnoDB: Shutdown completed; log sequence
number 1625987

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER!
To do so, start the server, then issue the following commands:

/usr/bin/mysgqladmin -u root password 'new-password'
/usr/bin/mysqladmin -u root -h mcctb password 'new-password'

Alternatively, you can run:
/usr/bin/mysql secure installation

which will also give you the option of removing the test
databases and anonymous user created by default. This is
strongly recommended for production servers.

..... Output truncated.....

WARNING: Default config file /etc/my.cnf exists on the system
This file will be read by default by the MySQL server

If you do not want to use this, either remove it, or use the
-—defaults-file argument to mysgld safe when starting the server

[ OK ]
Starting mysqgld: [ OK ]

- MySQL ME 7} Al SQIX| &FQlgfL|Cf.

'[root@mcctb~J#service mysqld status'

mysgld (pid 2739) is running...

"Troot@mctb~]#mysqgl_secure_installation’



NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none): <== on default
install
hit enter here

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorization.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y

Success!

Normally, root should only be allowed to connect from 'localhost'.
This
ensures that someone cannot guess at the root password from the

network.

Disallow root login remotely? [Y/n] y

Success!

By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n] y
- Dropping test database...
ERROR 1008 (HYO000) at line 1: Can't drop database 'test';



database doesn't exist
Failed! Not critical, keep moving...
- Removing privileges on test database...
Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] y

Success!

All done! If you've completed all of the above steps, your MySQL
installation should now be secure.

Thanks for using MySQL!

Cleaning up...

10. MySQL 23910| 58H=xX| gelstL|ct,

"[root@mctb~]#mysql-u root —p'

Enter password: <configured password>

Welcome to the MySQL monitor. Commands end with
Your MySQL connection id is 17

Server version: 5.6.29 MySQL Community Server (GPL)

; or \g.

Copyright (c) 2000, 2016, Oracle and/or its affiliates. All rights
reserved.

Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.

mysqgl>

MySQL 23010| o2 ZSsHH £20]| of| M SZELIL mysql> HAIX| 7} EA|EL|CE

MySQL AtS A2 AHS 2dotafLitt

MySQL 20| CHel Xts A% 7|50 B™HE|of =X
Tiebreaker 2T EQ||0{7} A F5H= A|AHIO| RHEEIE
Al QK| 2O M Tiebreaker 2ZER| {7t A

| 2tolsof gtL|Ct MySQL HE22 H™ MetroCluster
MySQLOI XSO = CHA| Al’“E' L|Ct. MySQL H|20]

|x||:||‘ E_I-A' AlII-oI- A g—loD:I _—'_UHO H A A O'IALll:l'_

=T o2 T HAdH

ol- Oﬁ J|0|'

|_+_
=
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CHA|
1. 2EI5h 0 MySQLO| XHE A|ZHE| £ 2 MA Q=X EHoIgtL|C}

([root@mcctb~]#systemctl list-unit-files mysqld.service’)

UNIT FILE State

mysqgld.service enabled

S m MySQLO| XtE AREEE MHEX| 2 22 MySQL BB E Txsto] MX|of CHSt XHS A=
7|52 MR,
Red Hat Enterprise Linux 80| MariaDB A{HE A X|&fL|Ct

Tiebreaker 2T E S MX|St7 LI YO0 =317| M| SAE A|AHIN| MariaDB AMHE AX|s{0f THL|Ct. Red
Hat Enterprise Linux 7 &£ CentOS 72| 29 MySQL Servers & X|gfL[C},

Al=Hst7| Mol
SAE AAHI2 Red Hat Enterprise Linux(RHEL) 80{|A] &8 Z0|0{0F gfL|C}.

EHA|
1. 2 230I8L|C} root AFEXE.

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. MariaDB A{H{ A%|:

'Troot@mctb~J#yum install MariaDB-server.x86_64'

[root@mcctb ~]# yum install mariadb-server.x86 64
Loaded plugins: fastestmirror, langpacks

Package Arch Version Repository
Size
Installing:
mariadb-server x86 64 18505:96=2,@l7 base
11 M
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Installing for dependencies:

Transaction Summary

Install 1 Package (+8 Dependent packages)
Upgrade ( 1 Dependent package)

Total download size: 22 M
Is this ok [y/d/N]: y

Downloading packages:

No Presto metadata available for base warning:

/var/cache/yum/x86 64/7/base/packages/mariadb-1libs-5.5.56-

2.el17.x86 64.rpm:

Header V3 RSA/SHA256 Signature,

key ID f4a80eb5: NOKEY] 1.4 MB/s | 3.3 MB 00:00:13 ETA

Public key for mariadb-1ibs-5.5.56-2.el17.x86 64.rpm is not installed
(1/10) : mariadb-1libs-5.5.56-2.el17.x86 64.rpm | 757 kB 00:00:01

(10/10) : perl-Net-Daemon-0.48-5.el7.noarch.rpm| 51 kB 00:00:01

Installed:
mariadb-server.x86 64 1:5.5.56-2.el7

Dependency Installed:

mariadb.x86 64 1:5.5.56-2.el7
perl-Compress-Raw-Bzip2.x86 64 0:2.061-3.el7
perl-Compress-Raw-Z1ib.x86 64 1:2.061-4.el7
perl-DBD-MySQL.x86 64 0:4.023-5.el7
perl-DBI.x86 64 0:1.627-4.el7
perl-I0-Compress.noarch 0:2.061-2.el7
perl-Net-Daemon.noarch 0:0.48-5.el7
perl-P1RPC.noarch 0:0.2020-14.el17

Dependency Updated:
mariadb-libs.x86 64 1:5.5.56-2.el7
Complete!
3. MariaDB A{H{ A|Zt:
'[root@mcctb~J#systemctl start MariaDB'

4. MariaDB M7} A|ZH=|A=X] &foletL|Ct.
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'[root@mcctb~J#systemctl status MariaDB'

[root@mcctb ~]# systemctl status mariadb
mariadb.service - MariaDB database server

Nov 08 21:28:59 mcctb systemd[l]: Starting MariaDB database server...

Nov 08 21:29:01 mcctb systemd[l]: Started MariaDB database server.

- Hot 8l et ¥ S 4Lt

@ FE Yo E 2= HAX|7} BEAZH 2SS H[@| &1 Enter 7|12 =01 2t & ¥= 2FS A&
Tt

'[root@mctb~]#mysqgl_secure_installation'

root@localhost systemd]# mysqgl secure installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB

SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB

root user without the proper authorisation.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MariaDB installation has an anonymous user, allowing
anyone
to log into MariaDB without having to have a user account created for

them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a
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production environment.

Remove anonymous users? [Y/n] y
Success!

Normally, root should only be allowed to connect from 'localhost'. This

ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] y
Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y¥/n] y
- Dropping test database...
Success!
- Removing privileges on test database...
Success'!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n]
Success!
Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

MariaDB AMEHO|| CHSE XtS A|ZF M S 2Lt Ch

MariaDB A{H{Of| CH3H Xt& Al%f 7| 50| AHEEO J=X| 2elsljof ghL|Ct. XPE AE 7|52 gdatstx] ¢
MetroCluster Tiebreaker 2AZE|0{7} Y= A|AHS IHEESHOf St= B L Tiebreaker AT EQ|H= 74|-i‘-
AL X2 MariaDB AH|A S CHA| *l’%*%-* + gloH AHS HAY £ ELICE

ChA|
1. Zt&S AlZf MH|AS gttt

'[root@mcctb~J#systemctl enable mariadb.service’

2. 2EIg i MariaDB7} AtS AR E| =& M™EEU=X| gelgfi|ct.

=
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([root@mcctb~J#systemctl list-unit-files mariadb.service’)

UNIT FILE State

mariadb.service enabled

Tiebreaker 1.45 2X|5t7Lt 2|0 =&fL|Ct

DAE Linux 24 MIA[0|A A AX| EE= tiebreaker 1.42 1 12{|0| =810 MetroCluster
TS DL gL},

ol

A

. MetroCluster Tiebreaker 2ZEQ|0{E CIRZE$IL|CE

* AEZ|X| A|AHIOM X[ El= ONTAP HT S Alst D Qlojof gLt

ErHofl Chat

II

i

HESHIAQ "L T ER0] 27 Ate"

i)

H |

S HZSHHAIR.

Al‘-g'é'f(ﬂ OpenJDKE A X[6{OfF BILICE yum install java-x.x.x-openjdk HH. Tiebreaker 1.4 A
™ ™2 JDK 1.8.0(JRE 8)2 X[AEL|LCE,

2 fjo

"MetroCluster Tiebreaker (CFH2ZE) - NetApp Support AO|E"

SAEO| ZE ARXIE 2a0IBHLICH

Tiebreaker 2ZEQ|0{ MX| EE= A2 8[0|E

M 2R E &5t=X| OlL|H 7|Z EX[E Y20|=8k=X|0f et SHHE BAHE MEigL(Ct
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S

M EXIE gLt

o
a. Ct28 A3sIo Tiebreaker AL EY 0{S MK|EHL|Ct.

rpm -ivh NetApp-MetroCluster-Tiebreaker-Software-1.4-1.x86 64.rpm

B0l XIS 9l8 ChS 22 E20| BAIELICL
Verifying...
FHA#H S HHH A [100%]
Preparing...

FHAHHHEHHH A A H SRS HHEHASE [100%]

Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-

Sof###fH#HHHHFHHAHHHHHHRHHAHHHHEHAHE [100%]

Post installation start Fri Apr 5 02:28:09 EDT 2024

Enter MetroCluster Tiebreaker user password:

Please enter mysgl root password when prompted

Enter password:

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-software.service
— /etc/systemd/system/netapp-metrocluster-tiebreaker-
software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Enabled autostart of NetApp MetroCluster Tiebreaker software
daemon during boot

Created symbolic link for NetApp MetroCluster Tiebreaker software
CLI

Post installation end Fri Apr 5 02:28:22 EDT 2024

Successfully installed NetApp MetroCluster Tiebreaker software
version 1.4.

7|1E 2XE ¥azo| =gt

a. Tiebreaker 2T EQ|0{E & 23|0|=2tL|C}.



[root@mcctb ~]# rpm -Uvh NetApp-MetroCluster-Tiebreaker-Software-
1.4-1.x86_64.rpm

4352l YO0|=E flol LSt 22 0| EAIELICE

Verifying...
FHHHHHFHAHAHEHHHF R A A HHH S ES [1005%]
Preparing...

FHAHH S A H AR [100%]
Upgrading NetApp MetroCluster Tiebreaker software....
Stopping NetApp MetroCluster Tiebreaker software services before
upgrade.
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
So#t#####fHfHf#HH#HHHHHHEHFRHHHSHEHES [ 50%]
Post installation start Mon Apr 8 06:29:51 EDT 2024
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software
Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Enabled autostart of NetApp MetroCluster Tiebreaker software
daemon during boot
Created symbolic link for NetApp MetroCluster Tiebreaker software
CLI
Post upgrade end Mon Apr 8 06:29:51 EDT 2024
Successfully upgraded NetApp MetroCluster Tiebreaker software to
version 1.4.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHFHHAHHFHHHRHHSHRHHEH#HE [100%]

22l MySQL root A EE 245tH Tiebreaker AL EY M= MZHOZ MA|EJSS
@ LIEFLHX| 2 "Access denied" HIA|X|E EA|EL|CE O] 2XMIE sHZESHH "rpm -e" BHZ

AtE5t0] Tiebreaker 2 E9|0{E ®| 743t CHS SHHE MySQL root 2 S E AHE8H0]

AT EQ|O{E CHA| AX|sHOF gfLICE.

4. Tiebreaker SAENAM 2t & 22| LIF & Z2{AE 22| LIF7HX| SSH HZE €0 MetroCluster 2 E 2|00
=1Xo)

CHt Tiebreaker HZ S &tQlgtL|Ct,
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|

i H

"NetApp xl_?;_lll

r

Tiebreaker ZL|E{7} A& SOl SAEE A8 0|=EStL|C}
Tiebreaker EL|E{7} Al =0l SAEE A 8|0|E8[0} & & Q&L|LCt

£

1. Tiebreaker AL EQ|0{S M| AHEL|C}.
rpm -e NetApp-MetroCluster-Tiebreaker-Software

2. SAEE A0 0|ETL|CE XIM|TH LIS SAE 0S MEAME EXSHAA2.

3. Ef0|E2|0|7 AZEQ0{E CHA| AX|RfLICH

| ChA|of| h2t EFO|E[0|HE M2 EX|BLIC} "Tiebreaker 2L E0{S EX|IL|C}",

MetroCluster Tiebreaker 2T E g0 314

Tiebreaker 2 EQ|{E MX|¢t & MetroCluster TS &7} EE= $M 7L} Tiebreaker

AT ELO0M ®MAHE 5= ASLICE

Tiebreaker 2T E Q0] CLIE AAMTL|CT.

OF

Tiebreaker AZEQ|0{E MX|$t & ATEQOE R ASIHH CLIE A|ZSHOF BHL|CE.

r

1. ATEYHE MA|$t SAEQ TETEQ|M CLIE A|ZHSLILCE,

'NetApp-MetroCluster-Tiebreaker-software-CLI'

2. 28X 2 HZ MZESH= S CIO|E{H[0] A0 UM ASI2{H Tiebreaker AFEXS| A= S UBBILICt EX|SH= &

HIO|E{H[O] & AFE X0l CHEH X[F et 2f = fL|Ct.

MetroCluster 7+ &7}

NetApp MetroCluster Tiebreaker 2ZEQO{E MX|8t = St tHof| SILHY O 2 MetroCluster 1A X7

ALt

Of ZhHofl CHaH
* ONTAP 2tZ0f| MetroCluster 785 EX|5t11 AZE0{0l| M ™S Edatslof ghLct.

© BAIE Extet ofldEl= EE £22 A2 52 Tiebreaker H{T0f| 2} CHELCE
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SHEX A2 1.5 E= 0|
oHA|

1. MetroCluster A& Z£7}5l2{™ tiebreaker CLI(Command-line Interface) monitor add H&S
AHEELICE.

-

—

ol
o

SAE 0|52 ME3t= 22 FQDN(EatEl =02l 0|F)0|0{0F gLt

CHe ool M= cluster_a2| & 20 ELCt.

o

NetApp MetroCluster Tiebreaker :> monitor add wizard
Enter monitor Name: <monitor name>

Enter Cluster IP Address: <cluster ip value>

Enter Cluster Username: admin

Enter Cluster Password:

Enter Cluster IP Address: <peer cluster ip value>
Enter Peer Cluster Username: admin

Enter Peer Cluster Password:

Successfully added monitor to NetApp MetroCluster Tiebreaker
software.

2. tiebreaker CLI monitor show-status HZ S AF238t0{ MetroCluster 10| SHIZ2A| Z=7tE| Y =X
gtolgtLCt,

NetApp MetroCluster Tiebreaker :> monitor show -status

3. Tiebreaker 2T E[0{7} ALO|E HOHS 2X|SH S HEOR HBHS AIRSI2{H observer ZEES
S

monitor modify -monitor-name <monitor name> -observer-mode false

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name 8pack
-observer-mode false

Warning: If you are turning observer-mode to false, make sure to
review the 'risks and limitations'

as described in the MetroCluster Tiebreaker installation and
configuration.

Are you sure you want to enable automatic switchover capability for
monitor "8pack"? [Y/N]: y

Eto|=2|0|7 1.6 O| At
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|

1. MetroCluster 142 27t5t24H tiebreaker CLI(Command-line Interface) monitor add @S
AHEgfL|CE.

SAE Q|

o
mjo

At83ts 22 FQDN(YtetEl =@l 0| 5)0|0{0F L.

CtS WOA = cluster a2 82 20| FL|C}.
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of

NetApp MetroCluster Tiebreaker :> monitor add wizard
Enter Monitor Name: cluster A

Enter Cluster IP Address: <cluster ip value>

Enter Cluster Username: admin

Enter Cluster Password:

Enter Peer Cluster IP Address: <peer cluster ip value>
Enter Peer Cluster Username: admin

Enter Peer Cluster Password:

NOTE: Before enabling automatic switchover capability, make
sure to review the 'risks and limitations' as described in the
MetroCluster Tiebreaker Installation and Configuration Guide.

Do you want to enable automatic switchover capability for
monitor (Y/N): y
Successfully added monitor to NetApp MetroCluster Tiebreaker

software.

Verifying SSL certificate chain from cluster A...

Cluster: cluster A
IP Address: <cluster ip value>
Result:

The MetroCluster Tiebreaker is unable to verify the SSL
certificate chain.

Recommended Actions:
Run the following command to identify missing certificates:
monitor switchover-simulate

Import any missing certificates as indicated by the command
output.

For detailed instructions, please refer to the MetroCluster
Tiebreaker documentation, or contact NetApp Support for
assistance.
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Note:

Missing certificates will prevent the MetroCluster Tiebreaker
from issuing a switchover request in the event of a site
failure.

Verifying SSL certificate chain from cluster B.

SSL certificate chain is valid

2. tiebreaker CLI monitor show-status E@H2 AF235t0] MetroCluster 714 0| SHIEA| FItE|A=X]
=tolgtLCt,

NetApp MetroCluster Tiebreaker :> monitor show -status

3. Tiebreaker 0| 2= CHAIE ESH0] F2tE QISME 71N ST EA .

Tiebreaker 1.6 O|At0f| A SItst ELI E2l2 gM3t5l2{™H ONTAP Of|A] At SSL(Secure Sockets Layer) 21E A,
FH QS MU= ER), RE 2B ME Java Virtual Machine(JVM)2| 7| MEAZ 7t 2t0f EHL|Ct.

o

| Zteiol ch

* 0| ZIY2 Tiebreaker 1.6 O| &0l A EREIL|C}

[e]3
=

=
* Tiebreaker0ll MetroCluster 782 M3MO = FII5t = EE= ¢!

—_

M7
* Tiebreaker 1.7 O| & HEO|M = M & A|22|0| M2 £8SHH QBN E
a

= 7t
AELICH Mzt A|E2f|0]M0] AnfstH ONTAP OlAM Java 7t HAI(JVM)Sl 7| HEHA
SrL|Ct.
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SHX ME[1.7 0]
chA|
1. QB ME JtK2tof sh=X| gfolstz{H Tt A|E20]8 S HAHN L.

-

—

a. Elo|Eg|0|H ZL|EZ MEfE 2SN monitor show -status

o

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-91laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9fé6cecbf-b4ed4-11£0-9d0f-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996¢C-
00a09897caa3l)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node Bl (UUID:abfeab89-bd4ed-11£0-a077-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11£0-b£f99-
00a09897cb2f)
Reachable: true
Intersite Connectivity Available: true
State: normal



b. Mt AlZ2a0|HS AlXISIAIL:

[

monitor switchover-simulate -monitor-name <monitor name> -cluster

<cluster name>

-

rlo

=S gretel|ot.

Ctsah 2

ro

JVMO|| IS M E JtHMt0f 3t F 2 3lilE BE

Failed to trigger Switchover Simulation. Please check Metrocluster
Tiebreaker logs for further information or contact NetApp support.

2. 7t} etof Stz 2} QIZM(SSL MH, B2t IZ M EE= R E QIEM)0l| CH3l| CtS BHES AL,

112

/opt/netapp/Jjava/bin/keytool -import -trustcacerts -file
<certificate file name> -keystore "/opt/netapp/java/lib/security/cacerts"

-alias <certificate>

° 83 <certificate file name> value= 7tH 8= ¢l
° J8I2 -alias <certificate> values 2IBME JVMRE 7IH&2
CHE OA0IM = It O|ELZE RE BSME 7HM2= YWHE EHELCL root.crt 12|10 O

O|Z0| el SSL MH @15 M ss1_cert.crt:

/opt/netapp/java/bin/keytool -import -trustcacerts -file root.crt
-keystore "/opt/netapp/java/lib/security/cacerts" -alias root

/opt/netapp/java/bin/keytool -import -trustcacerts -file
ssl cert.crt -keystore "/opt/netapp/java/lib/security/cacerts”

—alias ssl cert
EtO|E2{|0|7H AT EQO{E CHA| A ZISHA|R:
systemctl restart netapp-metrocluster-tiebreaker-software

Het AlZ2)0]d HHS ChAl S35 AIL.



b.

of

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-91laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9f6cecbf-b4ed-11£0-9d0f-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996¢C-
00a09897caa3l)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node Bl (UUID:abfeab89-bd4ed4-11£0-a077-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11f0-b£f99-
00a09897cb2f)
Reachable: true
Intersite Connectivity Available: true

State: normal

et AZ20[FS AlZSHMIR:

i

monitor switchover-simulate -monitor-name <monitor name> -cluster

<cluster name>
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Successfully triggered Switchover Simulation. Please check the
status of the Switchover Simulation on the ONTAP cluster using
command "metrocluster operation history show"

SHEX M2 7% 1.6 £= 1.6P1
CHA|

1. ONTAP O|A 2
)oll CHall CHS &

i}

—

rir
Im
ro
Ol
x

= ASME JIMZLICE 718420k Sh= 2t QIBM(SSL MH, B2t IZ M I
Heg ALt

/opt/netapp/Jjava/bin/keytool -import -trustcacerts -file
<certificate file name> -keystore "/opt/netapp/java/lib/security/cacerts"
-alias <certificate>

o JRt3 <certificate file name> values= 7tM22{= 21E A9 ot 0|ES X|™eL|Ct

°o JBFE -alias <certificate> value= QIZME JVMRE 7INH2 = XZ&e 0|2 X|™eL|Ct

CHS GIAMGM = It 0| L2 RE QABME 7HN2= YHE EHELILL root.crt 22|10 Tt
0| 0| ZetEl SSL MH 215 M ss1_cert.crt:

/opt/netapp/java/bin/keytool -import -trustcacerts -file root.crt
-keystore "/opt/netapp/java/lib/security/cacerts" -alias root

/opt/netapp/java/bin/keytool -import -trustcacerts -file
ssl cert.crt -keystore "/opt/netapp/java/lib/security/cacerts"
—alias ssl cert

2. E}O|E2[0|H AZEQO|E CHA| A|ZSHM|R:

systemctl restart netapp-metrocluster-tiebreaker-software

MetroCluster Tiebreaker A4S $£Hd6t= HHQIL|C}
MA g HFSof & mioiCt MetroCluster +H 2 $XT & Q&L

Tiebreaker CLI monitor modify &2 Ct& M8 & SILIE AFEY = U} ELICE. MONITOR SHOW-STATUS

YPo= HE MFS =eld = ASLIT

SMS MEdShL|Ct MY
-monitor-name MetroCluster T+ 2| O|2QIL|C}

-enable-monitor MetroCluster 74 ZL|EH &S Mot 5! H|ZHdatetL|Ct
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232712t MetroCluster Tiebreaker AT E |07} ZtX| & ALO|E Ztof &0l CH7|8t=
AZH X)L Ct
LA ZE ZEX RE(EHE ZLIEY T M3SHH AO|E X{sl7t Wiet A Metg
E2|HSIX| SLICL 22121 2 E(false)= ALO|E XHH 7} ehAist A XS
Eg|A gLt
* "Tiebreaker 2 EQ||0{7} AO|E HOHE ZX|SH= LAl
* "=t D E A MetroCluster TiebreakerS A2 tfo| /& I H|SH ALE"

CHZ oiEIo M= ol Tt XkS 7|12tS HERLIC)

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name cluster A
-silent-period 15

Successfully modified monitor in NetApp MetroCluster Tiebreaker
software.

tiebreaker CLI debug BES A8 22 REE HAY &~ JUSLICEL

Hd oY

C|tH O &FER ClH REO| HEHE HAISLCH

|y B el 2Zg flet O ZEE gMotefL|ct

ClH O H|g-det 220 cet C|H O D EE HlgdstetL|ct

Tiebreaker 1.4 O|StE A 3lst= | 20| M= Tiebreaker CLIE AFERILICH update-mcctb-password BHS
ALE5I0] ALEAL Y= E YO0 EY M§L|E|' 0| BH2 Tiebreaker 1.5 O| 40| M & O|& AHEE|X| & LICH
HA A3

update-mctb- AKX et M2E O 2 AHH|0|EE Y SL|CH

password(&H[0| E-mctb-2=)

MetroCluster 42 X|HEL|C}

MetroCluster A& O O|A DL|E{&ISIHX| %O2{= AL Tiebreaker 2T E 00| A 2 L|E{ZI5t= MetroCluster
THE ALY £ JAELICE

1. MetroCluster 12 H|H5t2{™ tiebreaker CLI monitor remove BEHE A2 EtL|LC}.

CtS ool M = "cluster_a™7t 2T EQ0{0f| Al M| E/L|CE.
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NetApp MetroCluster Tiebreaker :> monitor remove -monitor-name cluster A
Successfully removed monitor from NetApp MetroCluster Tiebreaker
software.

2. tiebreaker CLI monitor show-status H& S AF238t0 MetroCluster 10| SHIZ2A| MAHEI A =X SQISHL|CE.

_l

NetApp MetroCluster Tiebreaker :> monitor show -status

Tiebreaker 2T E2||0{0f| C{St SNMP A™ 11 M
Tiebreaker 2 E9|0{2} 2I7H SNMPE AtESt2{H SNMP AX™ S A M6l{of gL Ct.

o] ZrAHof| CHaH
* Tiebreaker 1.62 SNMPv3Ct X| & EtL|C}.

* Tiebreaker 1.5 %! 1.47} SNMPv1 5! SNMPv3E X|&5IX| 2t NetAppU| M= £ HotZ 2[d SNMPV3E
THY A2 M2 HEEL|CE

=

1. Tiebreaker CLIE AFBILICH snmp config wizard BHS AMESH0] MetroCluster A2 F7tgtL|Ct.

@ SIXY stLte| SNMP E SAEDH X|IELICH

‘snmp config wizard HH SHES AW FQ Tiebreaker HHO| M2} CHELICH.
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EIO|E2{[0|7 1.6

CHS ool M= E3 HAIX|of CHEH IP 4 192.0.2.255 X IE HS 1625 AHE5H0] SNMPV3E X|Jst=
SNMP £=A17|9] 1M E H0| FLIC} Tiebreaker 2ZER|0{= XA st SNMP Al7|0j| EHE HH Z=H|7}
E|AELICE

@ Tiebreaker 1.62 SNMPv3Tt X|28tL|Ct

NetApp MetroCluster Tiebreaker :> snmp config wizard
Enter SNMP Host: 192.0.2.255

Enter SNMP Port: 162

Enter SNMP V3 Security Name: v3sec

Enter SNMP V3 Authentication password:

Elo|E2|0|71 1.5 &! 1.4

CHS ool M= ER DAIX|Of CHEH IP =4 192.0.2.255 U X E HS 1625 ARSI SNMPV3E X|95H=
SNMP $=417|9| M E Hof FLIC}. Tiebreaker 2T EL 0= X| &t SNMP 2AMT|0| EMS 2 Z=H|J}
E[AELCt.

NetApp MetroCluster Tiebreaker :> snmp config wizard

Enter SNMP Version[V1/V3]: v3

Enter SNMP Host: 192.0.2.255

Enter SNMP Port: 162

Enter SNMP V3 Security Name: v3sec

Enter SNMP V3 Authentication password:

Enter SNMP V3 Privacy password:

Engine ID : 8000031504932ef£f571825192a6£1193b265e24593

Successfully added SNMP properties to NetApp MetroCluster Tiebreaker
software.

(D SNMPv10| EXSIX| @B 2 SNMPv32 4d8lof giL|Ct. 7|2 HFLIE| 2XtE0|
public2Z * Not * *E*QEI(H UA=X| =elgtct.

2. SNMP 2H0| FHEA=X| IS Ct,

NMP 78 HAE

mw

1

1
30
tjo
mjo
HI
2

LIS Olloll A = tiebreaker 2 ER)0{7} O|HIE test_snmp_Config0il CHet SNMP ER
ELICh
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NetApp MetroCluster Tiebreaker :> snmp config test
Sending SNMP trap to localhost. Version : V3.
Successfully sent SNMP trap for event TEST SNMP CONFIG
NetApp MetroCluster Tiebreaker :>

MetroCluster 4 2 L|E{Z

MetroCluster Tiebreaker 2 E2||0{= MetroCluster 7+ &EiE ZL|E{Z I3, NetApp 1124
X0l MEE= SNMP O|HIEQL ERME HIIS D, HL|E{Z Xl MEfE 2ol = JU=H

StoZ2 I E7 T2 MAE XpsstetL|Ct.

AutoSupport 74

72X 02 AutoSupport HIA|X|= Tiebreaker AT E R MX| T 1FL Z0f| NetAppd| M&EILICEH AutoSupport
otzl2 E2|Hst= O|HIEO|= Tiebreaker 2T E9|0] IL! MetroCluster A0 A RS = Z =
MetroCluster 7+ AEf7} ILHEIL|CH

AlZst2| Hof|

AutoSupport HIA|X| S 2F5I2{H 2 HM| A 2= A0{OF LT}

=

1. Ct2 M Z SILIS A26}0] Tiebreaker CLI AutoSupport H&E S AF2SHL|CE.

SHS MEHSL|CE 243

E =gt 124 x|l Elof AutoSupport HIA|X|S EEHL|CH
OFHALE gLt DEAN MY xtH ZHS FdSt= OFHAFJLICH
TEE AfHEL OEAN MY XtH ZHS APHL(C

st AutoSupport 2 S gMetetLICHZ|27)).

£ dlgrdstetL|ct AutoSupport 22 S H|gdstetL|Ct

HA| AutoSupport AEE EA[ELIC}

CtS 0ll= AutoSupport?t 4%} = HI 23RO AutoSupport 2EIZT}E AA| & = CHAS B FLICE.
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NetApp MetroCluster Tiebreaker :> autosupport enable
AutoSupport already enabled.

NetApp MetroCluster Tiebreaker :> autosupport disable

AutoSupport status : disabled
Proxy Server IP Address : 10.234.168.79
Proxy Server Port Number : 8090

Proxy Server Username : admin

AutoSupport destination :
https://support.netapp.com/asupprod/post/1.0/postAsup

NetApp MetroCluster Tiebreaker :> autosupport enable

AutoSupport status : enabled

Proxy Server IP Address : 10.234.168.79
Proxy Server Port Number : 8090

Proxy Server Username : admin

AutoSupport destination
https://support.netapp. com/asupprod/post/l 0/postAsup

NetApp MetroCluster Tiebreaker :> autosupport invoke

AutoSupport transmission : success

Proxy Server IP Address : 10.234.168.79
Proxy Server Port Number : 8090

Proxy Server Username : admin

AutoSupport destination
https://support.netapp. com/asupprod/post/l 0/postAsup

CHZ ool M= IP Fa0t ZE HMS S ALESI0] S E TEA MHE S3ll 719 E AutoSupportE 20 FL|C.

NetApp MetroCluster Tiebreaker :> autosupport configure wizard

Enter Proxy Server IP address : 10.234.168.79
Enter Proxy Server port number : 8090

Enter Proxy Server Username : admin

Enter Proxy Server Password : 123abc

Autosupport configuration updated successfully.

CHS Ool= AutoSupport 182 AX|St= 2HE H0| FLICE

NetApp MetroCluster Tiebreaker :> autosupport delete configuration
Autosupport configuration deleted successfully.
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SNMP O[HIE 5! E34

NetApp MetroCluster Tiebreaker 2ZE2|0{= SNMP EZS AI23510] S23t O[HIES AEIL|C} O|2{st ER2
NetApp MIB It 2| YR ILICEH 2f ER0ll= ER 0|5, MUL, Jek &, EIQUARMI Sl HA[X|t 22 HET}
ESE|O] USLICE
O|HIE O|EIL|Ct O|HIE M HE EXHHS
MetroCluster Tie-BreakerZ} AT EY 07t MHE 2R +~ eSS 2l XH|A| 25000QIL|Ct
MetroCluster 40| =& 4 ZIOBILICE O OJHIEE & S AEO| HEY £ IS of
AELICH g StL|CL
MetroCluster Tie-BreakerZt LATEQ07} 22{AH F oLt HEAY £~ QI22 25001)2
S2{AHY HEL £ gi&LICt 22| XAl Z gL Ct EZSHIAIR
MetroCluster Tie-Breaker7} AT EL0{7t AO|E HOHE XSS 2| Xtof|A| 25002
S AEAM M E ZXIHSLICE AZILICH Y2lo] M&EIL|CE.
oEL 22{AH 2t 2E 237t ATEQNHE F 2AHN HEE = JASS ZXISHX|ZE 25005
22|k ASLICE. = 22 AH 22 RE HEST HZEJ}H CHRE|O]
SHAEII N2 EME 2+ AUSLICE
SNMP H|AE EH O|X| SNMP config test BE S At SNMP 182 25006)2
HAESH £ Q&L|CY, EZSIHMAIR

SLEE Ao JEfS EAIELICH

MetroCluster 710l CHet ELIE{>! ZtHOf HA| HEHE HAY 5= ASFLICH

£

1. Tiebreaker CLI monitor show &2 ALE5t0] Ct2 M & SILIE AF25H0] MetroCluster Xt Q| AEHE
HAIBILICE
SMS MeighL|Ct Ay
-monitor-name K™=l BL|E| 0|29 MENE HEA|BIL|CH
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-operation-history £ MEHSILICE  S2{AEO|M OfX|2fC 2 +HE DLIEE ZHHS Z|C] 10747k

HAIELCL
EA X HE SHAEQ 2HE EAE HEAIZLICH
2AHEH X HEl SHAEQ AEHE HAISILICE * £ 10: * MetroCluster Tiebreaker

AT EQ ol 2hel Of12|AH[0|E, Bhel 2E i AQX|u S| T 2R

—_ =

HEE st o 2|t 1020] 23 5 ASLICH

CtS ofloll M= cluster cluster A % cluster B7F HZE|0] Q10 HAF AtEljt= 248 o FLICH.



NetApp MetroCluster Tiebreaker:> monitor show -status
MetroCluster: cluster A
Disaster: false
Monitor State: Normal
Observer Mode: true
Silent Period: 15
Override Vetoes: false
Cluster: cluster Ba (UUID:4d9ccf24-080f-11e4-9df2-00a098168e7c)
Reachable: true
All-Links-Severed: FALSE
Node: mccb5-al (UUID:78b44707-0809-11e4-9bel-e50dab9%e83el)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-a2 (UUID:9%9a8b1059-0809-11e4-9f5e-8d97cdec7102)
Reachable: true
All-Links-Severed: FALSE
State: normal
Cluster: cluster B(UUID:70dacd3b-0823-11e4-a7b9-00a0981693c4)
Reachable: true
All-Links-Severed: FALSE
Node: mccb5-bl (UUID:961fce7d-081d-11e4-9ebf-2£295df8fcb3)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-b2 (UUID:9393262d-081d-11e4-80d5-6b30884058dc)
Reachable: true
All-Links-Severed: FALSE
State: normal

CHS OlOIM = cluster_BOi[ A Al E OFX|2F 77H2| 20| HA|EILICE
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NetApp MetroCluster Tiebreaker:> monitor show -operation-history
MetroCluster: cluster B

[ 2014-09-15 04:48:32.274 ] MetroCluster Monitor is initialized

[ 2014-09-15 04:48:32.278 ] Started Discovery and validation of
MetroCluster Setup

[ 2014-09-15 04:48:35.078 ] Discovery and validation of MetroCluster
Setup succeeded. Started monitoring.

[ 2014-09-15 04:48:35.246 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mccbha"

[ 2014-09-15 04:48:35.256 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mcc5b"

[ 2014-09-15 04:48:35.298 ] Link to remote DR cluster is up for cluster
"mcch5a"

[ 2014-09-15 04:48:35.308 ] Link to remote DR cluster is up for cluster
"mcc5b"

MetroCluster 1A M HA|

Tiebreaker 2ZEQ|0{0|M 2= MetroCluster T+ QIAEIAO| TL|E{ 0|2 Gl |P FTAE EAIE £ QEL|CE

|
1.

tiebreaker CLI configuration show B& & AF&3510{ MetroCluster 74 BHE HA|RLICE

Ct

2 0|0 M= cluster cluster A X cluster BO{| Cii$t MEE 20| FL|C}.

MetroCluster: North America
Monitor Enabled: true
ClusterA name: cluster A
ClusterA IpAddress: 10.222.196.130
ClusterB name: cluster B
ClusterB IpAddress: 10.222.196.140

HIO oS d4st= SLICH
ClHZ S o T AEiE HI mhdof M &gt Ct.
CHA|
1. Tiebreaker CLI monitor dump-status BH 2 A23t0] 2 E MetroCluster 71A42| HA| AFEfof| CH3H HI oA S
AHMSHL|C}.
CtS ofloll M= /var/log/netapp/mctb/metrocluster-tiebreaker-status.xml 2 ItU0| M2XOZ MMEIQUSS
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NetApp MetroCluster Tiebreaker :> monitor dump -status
MetroCluster Tiebreaker status successfully dumped in file
/var/log/netapp/mcctb/metrocluster-tiebreaker-status.xml

Eto|Haj|0|7{ 2t R H|Zds}

Tiebreaker 2 EQ||0{9 EX} REZE H|Z-Jo5IH ALO|E ZoH7t HX|E = XS = FEto| AIFE LT,

@ Tiebreaker 1.6 0|4 HHOM = ZLIHE F7Ie f Xt Met 7| s2 2Mstet 4 JELICE
monitor add wizard HE. EZXSICH'MetroCluster 7+4 =7} .

MONITOR MODIFY-MONITOR-NAME MONITOR_NAME - 2&X} - 2E AHA

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name 8pack
-observer-mode false

Warning: If you are turning observer-mode to false, make sure to review
the 'risks and limitations'

as described in the MetroCluster Tiebreaker installation and
configuration.

Are you sure you want to enable automatic switchover capability for
monitor "8pack"? [Y/N]: y

Y
ot
o

gt D E0|A MetroCluster TiebreakerS A2 Mo
M|t Atk

MetroCluster TiebreakerZ| 2 R0 U2 I AO|E R0l ZX| A| AtSLE H™BHEIL|CE O]
EE= ONTAP/FAS Xt& et 7|52 Etdth= O AHEE &~ QJELICH

2t D E0f|A MetroCluster Tiebreakerg #iet I CS1F 242 22T 2/ 2 QIsH G|O|E7t &4 £ ASLICH

* APO|E 2H 2 30)| LR 7L L HSHH 2t AO|EQ| AEEE{Jt A& M S2t0|AEE S LT d2{Lt HEER =
Ol E[X| A& LICH o MO|EM|M ZHESE Fof7t -dotH AIO|E "*OHE téEI_' MetroCluster
Tiebreaker?t TS A|ZIRILICE 212 AO|EQO| AO|E ZH &> Foif = O|HYEX| 42 HO|E = &&EL|C}

[ —

* #Z AIO|EQ| OiT2[A[O|ETt HE KMot HENY [ AKX 2Tt LHBILTE. O T2|AH|0|E RS 7|8t FHof|
AQIK| 7t 2dlist ZR01= CIOIE{ 7} SHI=X| &Lt

* EAIHEY Y o BH AE2|X] FHojoF TARLIC.

=
* AER[X| AEEE{O| H2 2y HZ2[(ZHF 220 T2t NVRAM = NVMEM)Zt IHE L AO|EQ| /1A
DR(XH3H =) TtELAO]| D] 2 =|X| Q4&LICt.
* S AH O[O HEIZI QE 7|2t SO STE[/ D HEIH|0|E =F&0| Tt = 22+l HEf7t of 32
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concept_configuring_the_tiebreaker_software.html#add-mcc-config-tb
concept_configuring_the_tiebreaker_software.html#add-mcc-config-tb
concept_configuring_the_tiebreaker_software.html#add-mcc-config-tb
concept_configuring_the_tiebreaker_software.html#add-mcc-config-tb
concept_configuring_the_tiebreaker_software.html#add-mcc-config-tb

HELCH| O E{ 7} &&ElLICt.

HZEIX| %2 AlLF2| 27} '% 2 USLICEH NetApp2 HE|E 2 E0|AM MetroCluster TiebreakerS
@ ALESHK| 2 22 2 = U= ot 240 MAS X|X| pFELICH 2/ X H$Ho| 5 EE|X|
k= AL MetroCluster Tlebreaker% StM DO AFRSHK| ORAAIL.

MetroCluster Tiebreaker2| Bttt @1 Alst
MetroCluster Tiebreaker= 02 ZEE At2510{ EX MU|AL EATIL|CE

CtZ BOll= SetHoM 5] &dlof ot ZETL Lot AIELIC

TE/MH[A =KX =ESW| XS

443/TCP Tiebreaker@L|C} QIE{ull NetAppdil AutoSupport
HAIX| M&

22/TCP 2| SAE Tiebreaker®L|C} Tiebreaker 22|

443/TCP Tiebreaker@L|C} S{AH 22| LIF HTTP(SSL)E E3t
S AE QO] HOt EA

22/TCP Tiebreaker® L|C} S AE #2| LIF SSHE Edli S2{AE 0|
CHet EAIS2 ESBtL|Ct

443/TCP Tiebreaker@IL|C} L 22| LIF HTTP(SSL)E §%t &
Hol EA|

22/TCP Tiebreaker2!L|C} = 22| LIF SSHE Sl =E2}9|
EME ETELCt

162/UDP Tiebreaker@L|Ct SNMP E3 SAERQILICH E SNMP EHME HLi=
Ol AF2EL|Ct

ICMP(ping) Tiebreaker®!L|C} S2{AH 22| LIF S2{AH PO HEE 4
U=X| EtlptL|Ct

ICMP(ping) Tiebreaker®IL|C} L C #a| LIF L C PO HAY & JEX|

stolstL|ct

MetroCluster TiebreakerE AIE510] Met2 A|=Z2i|0|MetL|Ct,

MetroCluster Tiebreaker 1.7 HHHEE = M2t A|E2|0| M2 S| Tiebreaker Mt 7|52
HAES £ QELILCY.

Of ZhHofl CHaH
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* 102 monitor switchover-simulate O @M= Tiebreaker 1.7 O| A HE | AM2F X[ & EIL|CE.

EHA|
1. E}0|E2||0|H 2LIE{R MEHE =QISIMR: monitor show -status

o

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-9laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9fé6cecbf-b4ed-11£0-9d0£f-00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996c-00a09897caa3)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node Bl (UUID:abfeab89-b4ed4-11£0-a077-00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11£0-b£f99-00a09897cb2f)
Reachable: true
Intersite Connectivity Available: true
State: normal

2. Mgk A 20| S ™AL,

—

monitor switchover-simulate -monitor-name <monitor name> -cluster
<cluster name>

-

0| §SHZ HAME|H L3t Z2 0| HAELIC.
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Successfully triggered Switchover Simulation. Please check the status of
the Switchover Simulation on the ONTAP cluster using command

"metrocluster operation history show"

MetroCluster Tiebreaker2 O|HIE 271 1!

O|HIE 21 A0 = MetroCluster Tiebreaker 2 E Q|| M $3lsH 2 E Redo| 27}
=0 USLLC}.

Tiebreaker 2ZE 0= CHS 21 S 3 etLICH

AtO|E THBHE ZRIZfLICH

CilO|E{H|O| A, 7|E} Tiebreaker 2 L|E| == MetroCluster Tiebreaker 2 E90{Q} BHHEl 1M HAZ
Zbx|stLCH
[ | =

* SSH H&E ZXIstn HEZ SHMELICH

* MetroCluster 12 ZAHSIL|Ct

2022-09-07 06:14:30,797 INFO [MCCTBCommandServer-16] [SslSupport]
Successfully initiated SSL context. Protocol used is TLSv1.3.
2022-09-07 06:14:34,137 INFO [MCCTBCommandServer-16] [DataBase]
Successfully read MCCTB database.

2022-09-07 06:14:34,137 INFO [MCCTBCommandServer-16]
[ConfigurationMonitor] Debug mode disabled.

FINHHE &2 = A= K
MetroCluster 7+ %! Zt=0]| CHaH XHA[S| Lot= 4~ U SL| Lt

MetroCluster %! 7|E} A&

= H=

"MetroCluster 2A{" * = MetroCluster B2

"NetApp 7|& E11M 4375: ONTAP 9.32 2|8t NetApp  * MetroCluster 74 2l 2= 0] CHSH 7|&X iR
MetroCluster" "
. * MetroCluster T1A40]| CH®H 2 Atz
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"A E 3| X| MetroCluster &

Z MetroCluster A
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"MetroCluster IP A X| 3 1A"

"MetroCluster 14 QA E QAELSHAA|L"

Active 1Q Unified Manager A3 A
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