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) FAS2750
Switch
Port use AFF A220
Port
IP_Switch x 1 IP_Switch x 2
1-86 Unused disabled
7 ISL, Local Cluster ISL, Local Cluster
8 native speed [/ 40G / 100G
9/1 e0a | elb
9/2-4 MetroCluster 1, disabled
10/1 Shared Cluster and MetroCluster interface ela | a0k
10/2-4 disabled
11/1 e0a | elb
11/2-4 MetroCluster 2, disabled
12/1 Shared Cluster and MetroCluster interface ela | a0k
12/2-4 disabled
13/1 e0a | elb
13/2-4 MetroCluster 3, disabled
14/1 Shared Cluster and MetroCluster interface ela | edb
14/2-4 disabled
15
16
17 ISL, MetroCluster
) I5L, MetroCluster
18 native speed 40G
15
20
21/1-4
- I5L, MetroCluster
22/1-4 I5L, MetroCluster
23/1-4 breakout mode 10G
24/1-4
25-32 Unused disabled

Cisco 3132Q-V ZAHE ZE (2 E 2)

FAS9000 EE= AFF A700 A|AEIS Cisco 3132Q-V A QX[ AO|EE HZSHY| Qe SHE TE T2
HAETIL|CE,
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i FASS000
Switch
Port use AFF AT700
Port
IP_Switch_x_1 IP_Switch_x_2
1 MetroCluster 1,
eda ede [ e8a
2 Local Cluster interface
3 MetroCluster 2,
eda ede [ e8a
a4 Local Cluster interface
5 MetroCluster 3,
eda ede [ e8a
5] Local Cluster interface
7 ISL, L | Clust
oralLiuster I5L, Local Cluster
8 native speed 40G
9 MetroCluster 1,
e5a esb
10 MetroCluster interface
11 MetroCluster 2,
e5a esb
12 MetroCluster interface
13 MetroCluster 3,
e5a esb
14 MetroCluster interface
15
16
17 I15L, MetroCluster
) I5L, MetroCluster
18 native speed 40G
19
20
21/1-4
22/1-4 I5L, MetroCluster
/ I5L, MetroCluster
23/1-4 breakout mode 10G
24/1-4
25-32 Unused disabled

Cisco 3132Q-V =
AFF A800 == ASA A800 A|AEIS Cisco 3132Q-V A X0 HESI7| 9

ZE seha

£ 3)
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i AFF ABDOD
Switch
Port use ASA ABOO
Port
IP_Switch_x_1 IP_Switch_x_2
1 MetroCluster 1,
ela ela
2 Local Cluster interface
3 MetroCluster 2,
ela ela
4 Local Cluster interface
5 MetroCluster 3,
ela ela
& Local Cluster interface
7 ISL, L I Clust
otatLiuster ISL, Local Cluster
8 native speed 40G
9 MetroCl .
etroCluster 1, c0b o1b
10 MetroCluster interface
11 Met .
etroCluster 2 c0b c1b
12 MetroCluster interface
13 MetroCl .
etroCluster 3 c0b o1b
14 MetroCluster interface
15
16
17 ISL, MetroCluster
) I5L, MetroCluster
18 native speed 40G
19
20
21/1-4
22/1-4 I5L, MetroCluster
/ I5L, MetroCluster
23/1-4 breakout mode 10G
24/1-4
25-32 Unused disabled
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= O
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AFF A320 FAS8300, AFF  Cisco 3232C = Cisco 9336C-FX2 ZEE ZE ST E 5)
C400, ASA C400,
FAS8700 AFF A400, ASA
A400
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A|AEIO| CHS 2}
A2...

FAS70, AFF A70 AFF C80 Cisco 3232C EE&= Cisco 9336C-FX2

2t
Ei

A0|= AE E ALE...

FAS90, AFF A90 AFF

IT o

E

A1K
Cisco 3232C EE= Cisco 9336C-FX2 S21E X E SIS 1)
AFF A150, ASA A150, FAS2750, AFF A220, FAS500f, AFF C250 ASA C250, AFF A250 EE= ASA A250
A| A0 A Cisco 3232C EE= 9336C-FX2 AKX 2 HZsH= &
AFF A150 FAint
) ASA A150 AFR e
S\:::;h Port use FAS2750 :22:;553
AFF A220
ASA AZ50
IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2
1-6 Unused disabled disabled
L sl iacal Chistey I15L, Local Cluster I5L, Local Cluster
a native speed / 100G
9/1 ela | elb elc | e0d
9/2-4 MetroCluster 1, disabled disabled
10/1 Shared Cluster and MetroCluster interface ela | elb elc | eld
10/2-4 disabled disabled
11/1 ela | e0b elc | e0d
11/2-4 MetroCluster 2, disabled disabled
12/1 Shared Cluster and MetroCluster interface ela | elb elc | eld
12/2-4 disabled disabled
13/1 e0a | e0b e0c | e0d
13/2-4 MetroCluster 3, disabled disabled
14/1 Shared Cluster and MetroCluster interface ela | elb elc | e0d
14/2-4 disabled disabled
15
16
17 I15L, MetroCluster
. ISL, MetroCluster ISL, MetroCluster
18 native speed 40G [ 100G
19
20
21/1-4
2214 5L Metiocinster ISL, MetroCluster ISL, MetroCluster
23/1-4 breakout mode 106G / 25G
24/1-4
25/1 e0a | e0b elc | e0d
25/2-4 MetroCluster 1, disabled disabled
26/1 Shared Cluster and MetroCluster interface ela | elb elc | eld
26/2-4 disabled disabled
27-32 Unused disabled disabled
33-36 Unused [Cisco 3336C-FX2 only) disabled disabled
Cisco 3232C £= Cisco 9336C-FX2 E21E L E S (IE 2)
AFF A20 A ABRIS Cisco 3232C HEi= 9336C-FX2 29/X[0f #|0|2 2 HESH| ?lot EAHE ZE LS HEHLIC
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Switch AFF A20
Port use
Port IP_Switch_x 1 | IP_Switch_x 2
111 e2a eda
1/2-4 MetroCluster 1, disabled
2/1 Local Cluster interface e2a | ada
2/2-4 disabled
31 eZa | eda
3/2-4 MetroCluster 2, disabled
af1 Local Cluster interface e2a | eda
4/2-4 disabled
5/1 e2a | eda
5/2-4 MetraCluster 3, disabled
6/1 Local Cluster interface e2a | eda
6/2-4 disabled
7 I5L, Local Cluster
2 ISL, Local Cluster
B native speed [/ 100G
5/1 e2b | edb
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface e2b | edb
10/2-4 disabled
11/1 e2b | e4b
11/2-4 MetroCluster 2, disabled
12/1 MetroCluster interface e2b | edb
12/2-4 disabled
13/1 e2b | edb
13/2-4 MetroCluster 3, disabled
141 MetroCluster interface e2b | edh
14/2-4 disabled
15
16
17 ISL, MetroCluster
; ISL, MetroCluster
18 native speed 40G / 100G
19
20
21/1-4
22f1-4 I5L, MetroCluster O —
23/1-4 breakout mode 10G / 25G
24/1-4
25/1 e2h | a4b
25/2-4 MetroCluster 4, disabled
26/1 MetroCluster interface e2b | edb
26/2-4 disabled
27-28 Unused disabled
29/1 623 | e4a
29/2-4 MetroCluster 4, disabled
30/1 Local Cluster interface e2a | eda
30/2-4 disabled
25-32 Unused disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled
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Cisco 3232C = Cisco 9336C-FX2 E3E ZE &1 & 3a)

43LE 25G 0|4l FIES AFE310 AFF A30, AFF C30, AFF C60 = FAS50 A|AES Cisco 3232C = 9336C-
FX2 A2{X|0f H|O|== AZo}7| flct EAE ZE eSS AELICL

@ o #YollM= 22 S AE 2t HA QIEI0[AE HZSH| 2loll &% 40| 42LE 25G 0|4l FF=7¢
RPfL|C.

Switch BEFCUIZEG ClostaniAg FAS50 (25G Cluster/HA) AFF C60 (25G Cluster/HA)
o Port use AFF A30 (256 Cluster/HA)
IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2
1/1 eda edb eda edb eda edb
1/2-4 MetroCluster 1, disabled disabled disabled
2/1 Local Cluster interface eda | edb eda ‘ edb eda | edb
2/2-4 disabled disabled disabled
3/1 eda | edb eda ‘ edb eda | edb
3/2-4 MetroCluster 2, disabled disabled disabled
4/1 Local Cluster interface eda | edb eda ‘ edb eda | edb
4/2-4 disabled disabled disabled
5/1 eda | edb eda ‘ edb eda | edb
5/2-4 MetroCluster 3, disabled disabled disabled
6/1 Local Cluster interface eda | edb eda ‘ edb eda | edb
6/2-4 disabled disabled disabled
? IS_L’ Laga) Eluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, ea ezb ea e2b e2a e2b
10 MetroCluster interface e2a e2b ela e2b e2a e2b
11 MetroCluster 2, eZa e2b ela e2b e2a e2b
12 MetroCluster interface e2a e2b ela e2b e2a e2b
13 MetroCluster 3, e2a ezb e2a e2b e2a e?2b
14 MetroCluster interface e2a e2b e2a ez2b e2a e2b
15
16
= e ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
18 native speed 40G / 100G d d 4
19
20
21/1-4
B2y 14 I3 Vistec Clister ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
23/1-4 breakout mode 10G / 25G
24/1-4
25 MetroCluster 4, e2a e2b ela e2b eZa e2b
26 MetroCluster interface e2a ezb e2a e2b e2a e?b
27 -28 Unused disabled disabled disabled
29/1 eda | edb eda ‘ edb eda | edb
29/2-4 MetroCluster 4, disabled disabled disabled
30/1 Local Cluster interface eda | edb eda ‘ edb eda | edb
30/2-4 disabled disabled disabled
25-32 Unused disabled disabled disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled disabled disabled

Cisco 3232C £= Cisco 9336C-FX2 S21E ILE SN E 3b)

2IE 100G 0|4l FtEE A28} AFF A30, AFF C30, AFF C60 EE= FAS50 A|AEIS Cisco 3232C EE&=
9336C-FX2 A|X|0of| HO|E2 HASHY| [Tt EHE ZE Set3 AERILICE

@ O] 1Y0M= =22 Se{AE2 HA QIEH[0|AF AHZADH| ?[dH £X 40 22 E 100G O|HH Ft=5t
2R,
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Switch SR SRR FAS50 (100G Cluster/HA) AFF C60 (100G Cluster/HA)
Polt Port use AFF A30 (100G Cluster/HA)
IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2
il MetroCluster 1, eda edb eda edb eda edb
2 Local Cluster interface eda edb eda edb eda edb
3 MetroCluster 2, eda edb eda edb eda edb
4 Local Cluster interface eda edb eda edb eda edb
5 MetroCluster 3, eda edb eda edb eda edb
6 Local Cluster interface eda edb eda edb eda edb
/ ISF’ Laesl Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b e2a e2b ela e2b
10 MetroCluster interface ea e2b ela e2b ea e2b
il MetroCluster 2, e2a e2b ela e2b ela e2b
12 MetroCluster interface ea e2b e2a e2b ea e2b
13 MetroCluster 3, e2a e2b e2a e2b e2a e2b
14 MetroCluster interface ea e2b e2a e2b ea e2b
15
16
1 I3y Mstrakister ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
18 native speed 40G / 100G ' ' '
19
20
21/1-4
e e A TS ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
23/1-4 breakout mode 10G / 25G
24/1-4
25 MetroCluster 4, ea e2b ea e2b ea e2b
26 MetroCluster interface e2a e2b ea e2b ea e2b
27-28 Unused disabled disabled disabled
29 MetroCluster 4, eda edb eda edb eda edb
30 Local Cluster interface eda edb eda edb eda edb
25-32 Unused disabled disabled disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled disabled disabled

Cisco 3232C = Cisco 9336C-FX2 Z2HE T E SHIE 4)
FAS8200 EE= AFF A300 A|AEIS Cisco 32C EE= 9336C-FX2 AQX|0f| AHO|E2 HZESHY| Qe ZEHE TE

ggs dELICL
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Switch

FA58200

Port Port use AFF A300
IP Switch x 1 | IP Switch x 2
1/1 ela eDb
1/2-4 MetroCluster 1, disabled
2/1 Local Cluster interface ela ‘ elb
2/2-4 disabled
3/1 ela ‘ elb
3/2-4 MetroCluster 2, disabled
4/1 Local Cluster interface ela ‘ elb
4/2-4 disabled
5/1 ela ‘ elb
5/2-4 MetroCluster 3, disabled
6/1 Local Cluster interface ela ‘ e0b
6/2-4 disabled
7 ISL, Local Cluster
8 native speed / 100G IS, Hoeat Clustes
9/1 ela | elb
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface ela | elb
10/2-4 disabled
11/1 ela \ elb
11/2-4 MetroCluster 2, disabled
12/1 MetroCluster interface ela ‘ elb
12/;—4 disabled
13/1 ela | elb
13/2-4 MetroCluster 3, disabled
14/1 MetroCluster interface ela | elb
14/2-4 disabled
15
16
17 ISL, MetroCluster
18 native speed 40G / 100G 15K Metraliustes
19
20
21/1-4
22/1-4 ISL, MetroCluster ISL. MetroCluster
23/1-4 breakout mode 10G / 25G
24/1-4
25/1 ela | elb
25/2-4 MetroCluster 4, disabled
26/1 MetraCluster interface ela ‘ elb
26/2-4 disabled
27-28 Unused disabled
291 €0a | e0b
29;"”2-1-1— MetroCluster 4,  disabled
30/1 Local Cluster interface e0a | e0b
30/2-4 disabled
25-132 Unused disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled
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0|™ RCF ItUof| A Iaj0|=8t= AR Hl0|2 $Z TA0||A "MetroCluster 4" IE(XE 25/26 U 29/30)2] ZEZ
A5t e = USLICL
Cisco 3232C &= Cisco 9336C-FX2 E2HE L E ST E 5)
AFF A320, FAS8300, AFF C400, ASA C400, FAS8700, AFF A400, B== ASA A400 A|AEIN M Cisco 3232C
EE= 9336C-FX2 ARIX|2:
FASB300
. AFF C400 AFF A400
5‘;’"}:" Port use AFFAS20 ASA C400 ASA A400
FAS8700
IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2
1 MetroCluster 1
! 0 od O 0d 3 3b
2 Local Cluster interface A € eve € &2 €
3 MetroCluster 2
! 0 od O 0d 3 3b
4 Local Cluster interface e € eve € e €
5 MetroCluster 3
! 0 od 0 0d 3 3b
6 Local Cluster interface Fua i ee § Fea i
7 ISL, Local Clust
s nati\.:e s::ed ;51556 ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
9 MetroCluster 1,
10 MetroCluster interface e08 eoh ela e1b ela elb
11 MetroCluster 2, el eOh ela elb ela elb
12 MetroCluster interface &
13 MetroCluster 3, el eOh ela elb ela elb
14 MetroCluster interface &
15
16
17 ISL, MetroClust
15 native ;peZc;iO(l;S/eerOG ISL, MetroCluster 151, MetroCluster ISL, MetroCluster
19
20
21/1-4
22/1-4 ISL, MetroClust
2;1_4 breakot;t r:o:joe 1UOSGE/r2SG ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
24/1-4
25 MetroCluster 4, el e0h ela elb ela elb
26 MetroCluster interface &
27 -28 Unused disabled disabled disabled
29 MetroCluster 4,
30 Local Cluster interface e0a e0d e0c e0d eda e3b
31-32 Unused disabled disabled disabled
33-34 Unused (Cisco 9336C-FX2 only) disabled disabled disabled
() "MetroCluster 4" 180 EEE AS012{2 ONTAP 9.13.1 0| 4}0| HRtLICk,
Cisco 3232C &= Cisco 9336C-FX2 S2HE L E ST E 6)
AFF A50 A| IS Cisco 3232C SE= 9336C-FX2 29I X|0f A0S 2 HESHY| 2|et EAHEF XE L= HAELIC
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Switch AFF AS0
Port use
Port IP Switch x 1 [ IP Switch x 2
1 MetroCluster 1, eda edb
3 Local Cluster interface eds edb
3 MetroCluster 2, eda edb
4 Local Cluster interface eda edb
5 MetroCluster 3, eda edb
6 Local Cluster interface eda edb
7 I5L, Local Cluster
: ISL, Local Cluster
8 native speed / 100G
g9 MetroCluster 1, e2a ez2b
10 MetroCluster interface ela e2b
11 MetroCluster 2, e2a ez2hb
12 MetroCluster interface ela e2b
13 MetroCluster 3, e2a e2h
14 MetroCluster interface ela e2b
15
i6
17 ISL, MetroCluster
¥ I5L, MetroCluster
18 native speed 40G / 100G
19
20
21/1-4
2214 I, Melotheler ISL, MetroCluster
23/1-4 breakout mode 10G [/ 25G
24/1-4
25 MetroCluster 4, ea e2b
26 MetroCluster interface ela e2b
27- 28 Unused disabled
29 MetroCluster 4, eda edh
30 Local Cluster interface eda edb
25-32 Unused disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled

Cisco 3232C £= Cisco 9336C-FX2 E21Z L E SH(IE 7)

FAS9000, AFF A700, AFF C800, ASA C800, AFF A800, ASA A800, FAS9500, AFF A900 EE= ASA A900
A AEI0| M Cisco 3232C EE= 9336C-FX2 ALK 2 0| S o= HhtH:
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AFF C800
FAS9500
Ko FASS000 ASA C800 g —
Port Port use AFF A700 AFF AB0O ASA AGDO
ASA AB00
IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2
1 MetroCluster 1, edb(e) / e8a
4, 4 8 0 1 4
2 Local Cluster interface eea ede/ e8a ea e i Note 1
3 MetroCluster 2, edble) / eBa
4 Local Cluster interface eda ede/esa eba ela eda Note 1
5 MetroCluster 3, edb(e) / e8a
6 Local Cluster interface eda ede/ e8a e0a ela eda Note 1
; ne:fil\::eL:E::egl;‘jsltg[r)G ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
& MetroCIus.ter L e5a e5b eOb elb e5b e7b
10 MetroCluster interface
11
MetroCIus-ter 2 e5a e5b eOb elb e5hb e7b
12 MetroCluster interface
13
MetroCIus.ter 3 e5a e5b eOb elb e5b e7b
14 MetroCluster interface
15
16
17 ISL, MetroCluster
13 native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
19
20
21/1-4
22/1-4 ISL, MetroCluster
ISL, MetroClust ISL, MetroClust ISL, MetroClust
23/1-4 breakout mode 10G / 25G etrotluster etrotuster strotluster
24/1-4
2 MetroCIus-ter 4 e5a e5b e0b elb e5b e7b
26 MetroCluster interface
27-28 Unused disabled disabled disabled
29 MetroCluster 4, edb(e) / eBa
4 4e /e 0 1 4
30 Local Cluster interface eea ede / esa eta ela esa Note 1
31-32 Unused disabled disabled disabled
33-34 Unused (Cisco 9336C-FX2 only) disabled disabled disabled
£t11 1: X91440A 01‘”E1(4OGbps) A2EHE AL eda U ede EE= eda U e8aS AFRELICE X91153A
OIYEI(100Gbps)E AH8SH= H? ZE eda X edb = eda X e8aS AISLICEH

JE9 ZEE ME

"MetroCluster 4" 1

®

Cisco 3232C £= Cisco 9336C-FX2 2

AFF A70, FAS70, AFF C80, FAS90, AFF A90 &= AFF
Ao|22 HASI| Qo Z2HE T E Stohe HESH|C)

(=1 4 =

ZEiI Ir StCl

=5 ZE

£ 8)

F A1K A AEIZ Cisco 3232C =

5t2{H ONTAP 9.13.1 O|At0| T RSHL|C}

9336C-FX2 A2 X[0f|
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Switch FASTO AFF C80 FASS0 AFF ALK
:":t Port use AFF A70 AFF A90
0
IP_Switch_x_1 | IP_Switch_x 2 | IP_Switch x 1 | IP_Switch x 2 | IP_Switch x 1 | IP_Switch x 2 | IP_Switch x 1 | IP_Switch x 2
1 MetroCIus-ter L ela e7a ela e7a ela e7a ela e7a
2 Local Cluster interface
3 MetroCluster 2
exo us_ S ela e7a ela e7a ela e7a ela e/a
4 Local Cluster interface
J MetroCIus-ter 3 ela e7a ela e7a ela e7a ela e’a
6 Local Cluster interface
/ IS‘L' LocalCluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 1006
9 MetroCluster 1
- us.er ! e2a e2b e2a e2b e2b e3b e2b e3b
10 MetroCluster interface
N MetroCIus_ter 2 e2a e2b e2a e2b e2b e3b e2b e3b
12 MetroCluster interface
13 MetroCluster 3
etro us-er ’ e2a e2b e2a e2b e2b e3b e2b e3b
14 MetroCluster interface
15
16
£7 _ISL' MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
18 native speed 40G / 100G
19
20
21/1-4
- ISL, MetroClustt
22/1:4 el ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
23/1-4 breakout mode 10G / 25G
24/1-4
25 MetroCluster 4,
etro us_er ! e2a e2b e2a e2b e2b e3b e2b e3b
26 MetroCluster interface
27-28 Unused disabled disabled disabled disabled
29 MetroCluster 4,
i us_ e ela e7a ela e7a ela e7a ela e7a
30 Local Cluster interface
31-32 Unused disabled disabled disabled disabled
33-36 Unused (Cisco 9336C-FX2 only) disabled disabled disabled disabled
A'IOl H Aol | | H"' E=l e StC}
MetroCluster IP 7142| 12X E Cisco 9336C-FX2 A2[X[0] Cljot SZHE ZE &

MetroCluster IP 2H0AM ZE AL

T4 Elol2g

AtESH| HOof| =2

U At S HESHY

S AglK| 2 5 BAE

* 0| MIMO| H= 12X E Cisco 9336C-FX2 AQX|2]L|C},

NS224 YOS HZSHX| b= 362 E Cisco 9336C-FX2 A%[X[7
3232C EE&= 36X E Cisco 9336C-FX2 AQ|X|of| CHst

36X E Cisco 9336C-FX2 ﬁ%lxlﬂ POSLEES ES
MetroCluster A 2| X|0f] &

®

- T Bolls
MR CIE %
+ A9IXIS AFZBHO] £

MetroCluster LE & (MetroCluster 1, MetroCluster 2)2 &

12X E Cisco 9336C-FX2 AQX|=

gELICh

Hol=

CHl MetroClusterS 46t

bl
AN
- M
SHEZE S

StLte| MetroCluster T

nrr

0L
.Y

M = DR

oot

gjo

QLIS EE ABSIUAIR. "NS224 AEE|X|E o
9336C.FX2 AO|%|0| ZAHE mE SHcp

ALO|E AQ| LE ALZEFO| LI USL|CH AO|E

RcfFileGenerator T E A2 o ZQetL|C}.

* MetroCluster IP€ RcfFileGeneratore= 2!
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|_7C>:|_|_

AQ|X[of st =

MetroCluster 1 *

NS224 M E MetroCluster 22| X[ H

HE AMESHAIR. "Cisco

—E— | N8224 SR
= 36X E Cisco

MM R. o] 7+ BAtel Sl
EZ A0l A2 MRk HSELCt




TH0 &= SHIE A0l HZ EE M=t

Ct2 EE A8t mztop & #[o]2 HZ H|o|22 ZE LI

A ARO| ChZat 22 70|12 HZ E ALE...
B2...
AFF A150, ASAA1350 Cisco 9336C-FX2 12X E ZHE ZE SHIE 1)

FAS500f AFF C250, ASA
C250 AFF A250, ASA
A250

AFF A20 & XA  Cisco 9336C-FX2 12X E Z&1E ZE Sf(OE 2)

AFF A30, AFF C30 FAS50 2= T 25G(1E 3a) L= 100G(1E 3b) O[Tl FFE2 AFRSH=X| Of5L0f ufzt

AFF C60 ChEL|C}

E o3& 3a-25G6)

* Cisco 9336C-FX2 12EE ESHE &
SHE ZE 2 3E 3b - 100G)

* Cisco 9336C-FX2 12X E

FAS8300, AFF C400, ASA Cisco 9336C-FX2 122 E ZHE ZE Sl 1F 4)
C400, FAS8700 AFF
A400, ASA A400

AFF A50 & XA  Cisco 9336C-FX2 12X E ZE T E TH(OE 5)
kg

AFF C800, ASA C800, Cisco 9336C-FX2 12X E ZZE
AFF A800, ASA A800

FAS9500, AFF A900, ASA

A900

FAS70, AFF A70 AFF C80 Cisco 9336C-FX2 12ZE ZHE ZE St F 7)
FAS90, AFF A90 AFF
A1K

Cisco 9336C-FX2 12X E Z3E ZE &HIE 1)

AFF A150, ASA A150, FAS500f, AFF C250, ASA C250, AFF A250 SE= ASAA250 A|AEIS 12EE Cisco
9336C-FX2 £2{X|0f #|0|=22 HZSt7| st 2HE ZE 2S5 AESAM K.

|J
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E1: ZE 1991 20 = 2120 2200 ™Y o QJUELICH ZE 1929 202 HA ALESIH ZLE 213t 227t KHHEIL|CE,

HE 212t 228 HX AFESHH ZE 192 200] AFEHELICY.

i

Cisco 9336C-FX2 12X E E3HE I E SHIE 2)

AFF A20 A|AEIS 12 E Cisco 9336C-FX2 AQ|X|0f| #HO|2E2
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HZot7| let

Ml

FASS00f
; AFF A150 MRS
Switch Port use ASA A150 ASA €250
Port AFF A250
ASA A250 |
IP_Switch_x_1 | IP_Switch_x 2 | IP_Switch_x_1 | IP_Switch_x 2
1-4 Unused disabled disabled
5-6 Ports disallowed to use blocked blocked
; nalfiL:eL:;:Lcdl;S:;l;G ISL, Local Cluster ISL, Local Cluster
9/1 I elDa | elb | eld
o/2-4 MetroCluster 1, disabled disabled
10/1 Shared Cluster and MetroCluster interface e0a | elb | eld
10/2-4 disabled disabled
11/1 e0a | e0b | e0d
11/2-4 MetroCluster 2, disabled disabled
12/1 Shared Cluster and MetroCluster interface ela | elb | e0d
12/2-4 disabled disabled
13-18 Ports disallowed to use blocked blocked
;g — s::é:ﬂiie;;u,fli.:;ézr{note 1) ISL, MetroCluster ISL, MetroCluster
2414 i Ml ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blocked

= HdESHNR.



Switch AFF A20
Port use
Port IP_ Switch x 1 | IP Switch x 2
1/1 e2a eda
1/2-4 MetroCluster 1, disabled
2/1 Local Cluster interface ela | eda
2/2-4 disabled
3/1 ela | eda
3/2-4 MetroCluster 2, disabled
4/1 Local Cluster interface ela | eda
4/2-4 disabled
5-6 Ports disallowed to use blocked
7 ISL, Local Cluster
8 native speed / 100G 51, LocarCluster
9/1 e2b | edb
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface e?b | edb
10/2-4 disabled
11/1 e2b | edb
11/2-4 MetroCluster 2, disabled
12/1 MetroCluster interface e2b | edb
12/2-4 disabled
13-18 Ports disallowed to use blocked
19 _ ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
21/1-4 ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked

1 1: ZE 199 20 £= 211 220t A& 4~ USLICHL ZE 192 202

ZE 211 225 HX ALE5IH ZE 199|' 200| XHEHEL|CE,

Cisco 9336C-FX2 12X E
4EE 25G O|Cull 7tE=

AQ|K|0f| Aol22 A 7é°f7l ksl

@ o] YoM =
zagct.

A =
f%ﬁoﬁl AFF A30, AFF

2Z SHAES HA QIEHO|AE A

ﬂJH

oto| flsh &%

40| 4 E 25G 0|l FtE7}

HX| AL2SHH T E 213t 227t AFCHEIL|CE
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Switch MR S FASS0 (25G Cluster/HA) AFF C60 (25G Cluster/HA)
Port Port use AFF A30 (25G Cluster/HA)
IP_ Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2
1/1 eda edb eda edb eda edb
1/2-4 MetroCluster 1, disabled disabled disabled
2/1 Local Cluster interface eda ‘ edb eda | edb eda ‘ edb
2/2-4 disabled disabled disabled
3/1 eda ‘ edb eda | edb eda ‘ edb
3/2-4 MetroCluster 2, disabled disabled disabled
4/1 Local Cluster interface eda ‘ edb eda edb eda ‘ edb
4/2-4 disabled disabled disabled
5-6 Ports disallowed to use blocked blocked blocked
g IS_L’ e ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, eZa e2b ela e2b ela e2b
10 MetroCluster interface e2a e2b eZa e2b e2a e2b
11 MetroCluster 2, e2a e2b ela e2b e2a e2b
12 MetroCluster interface e2a e2b ela e2b e2a e2b
13-18 Ports disallowed to use blocked blocked blocked
1B ) 5L, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
LA i ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blocked blocked

SnEE IE 1953|. 20 EE I:Eh 21j_||. 22n|- A-II-IE':‘I-
EE 211} 225 HK Arﬂorm IZE 199} 200I N LuE=

Cisco 9336C-FX2 12ZE E3HE &

2XE 100G O|HY 7}EE AH85H0] AFF A30, AFF C30, AFF C60 HE= FAS50 A|AEIS
FX2 22{X|0f H|O|== AHZo}7| flct EAHE ZE 2ds AEYLICL

®

o] YoM =
Zegct

.

= e

S?M:. LICt ZLE 1929} 202
IL|Ct.

1Z 3b)

2 28 AEQ} HA QIE{Io|A

E dAs| flsll &%

HX| AL2SHH T E 213t 227F AFCHEIL|C

12X E Cisco 9336C-

40 2 E 100G 0|4l FtE7}

Switch AFFCI0 (100G Cluster/HA) FAS50 (100G Cluster/HA) AFF C60 (100G Cluster/HA)
e Port use AFF A30 (100G Cluster/HA)
IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x_1 | IP_Switch_x_2 | IP_Switch_x 1 | IP_Switch_x 2
1 MetroCluster 1, eda edb eda edb eda edb
2 Local Cluster interface eda edb eda edb eda edb
3 MetroCluster 2, eda edb eda edb eda edb
4 Local Cluster interface eda edb eda edb eda edb
5-6 Ports disallowed to use blocked blocked blocked
2 lS_L’ o ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b e2a e2b e2a e2b
10 MetroCluster interface ela e2b e2a e2b ea e2b
11 MetroCluster 2, ela e2b e2a e2b ea e2b
12 MetroCluster interface ela e2b e2a e2b e2a e2b
13-18 Ports disallowed to use blocked blocked blocked
3 . 3L Mebeotluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
e 151, MetriCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blocked blocked

I 1: TE 192+ 20 = 211} 220 MATH 4

EE 211t 228 AN AHESHH ZE 192+ 200 X} HE

USLICH ZE 192} 208 HA AISIH ZE

L|C}.

Cisco 9336C-FX2 12X E Z2HE ZE SHIE 4)
FAS8300, AFF C400, ASA C400, FAS8700, AFF A400 HE= ASAA400 A|AE1S 12X E Cisco 9336C-FX2
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212} 227} KHEHEIL|CE,




2(X|0f A O[22 HESI| Pl SEHUE ZE SIS HESM K.

FASB8300
5 AFF C400 AFF A400
Switch
S Port use ASA C400 ASA A400
FAS8700
IP_Switch_x 1 | IP_Switch_x 2 | IP Switch_x 1 | IP_Switch x 2
1 Metroclus‘ter 1, obic e0d o e3b
b Local Cluster interface
3 MetroClus_ter 2 0c e0d o3a e3b
4 Local Cluster interface ) . _ _
5-6 Ports disallowed to use blocked blocked
7 ISL, Local Clust
i A ISL, Local Cluster ISL, Local Cluster
] native speed / 100G
g MetroCluster 1,
ela elb ela elb
10 MetroCluster interface
11 MetroCluster 2,
12 MetroCluster interface 543 #1b L et
13-18 Ports disallowed to use blocked blocked
ISL, MetroClust
i+ . S ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
21/1-4 ISL, MetroCluster
' ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blacked

£ 1: ZE 1994 20 = 2120 220 AFE = JSLICE ZE 192 202 TA AFESHH ZE 211 227t KTHEILICE

o= AN

IE 213t 228 HX| A2otH ZE 192} 200| XFHEIL|CE.

|'uol-

Cisco 9336C-FX2 12EE ZEZ ZE S2H(OF 5)
AFF A50 A|ARIS 12ZLE Cisco 9336C-FX2 29| X|0f 0|22 HEGHY| flet 2AUE ZE 2 S HESMR.



Switch Portise AFF AS0
Port IP_Switch_x_1 | IP_Switch_x 2
MetroCluster 1, eda edb
Local Cluster interface eda edb
MetroCluster 2, eda edb
Local Cluster interface eda edb
5-6 Ports disallowed to use blocked
7 ISL, Local Cluster
native speed / 100G ISL, Local Cluster
9 MetroCluster 1, eZa ezb
10 MetroCluster interface e2a e2b
11 MetroCluster 2, e2a e2b
12 MetroCluster interface e2a e2b
13-18 | Ports disallowed to use | ~ blocked
19 ISL, MetroCluster
20 native speed 40G / 100G (note 1) . e
21/1-4 ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked

E1: ZTE 1994 20 = 210 220 ™Y o JUELICH ZE 199 202 HA ALESIH ZLE 213t 227t KHEIL|CE,
EE 211t 225 WX AFE3IH X E 192} 200| XHEHEL|CE.

i

o [

Cisco 9336C-FX2 12XE ZHE I E AHIE 6

AFF C800, ASA C800, AFF A800, ASA A800, FAS9500, AFF A900 EE= ASA A900 A|AEIZ 12X E Cisco
9336C-FX2 22| X|0f #[0|2 = HASIV| ?lot SHEF ZE LS HAESHA K.

~

30



AFF CBOO
ASA €800 FASS500
Switch e AFF AS0O AFF AS00
Port ortuse ASA AS00
ASA AS00
IP_Switch_x 1 | IP_Switch_x 2 | IP_Switch_x_1 | IP_Switch x 2
1 MetroCluster 1, edble) / e8a
) ela ela eda
2 Local Cluster interface (note 2)
3 MetroCluster 2, edble) / e8a
ela ela eda
4 Local Cluster interface (note 2)
5-6 Ports disallowed to use blocked blocked
7 lS_L' Loca} casie ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G i _
9 MetroCIusrter 1. - ‘ - st —
10 MetroCluster interface
MetroClust
o R e0b elb eSb e7b
12 Melrocluster mterface L
13-18 Ports disallowed to use blocked blocked
19 I1SL, MetroClust
. e ol ISL, MetroCluster ISL, MetroCluster
20 native speed 40G / 100G (note 1)
B3/TA 151, Wsiratlister ISL, MetroCluster ISL, MetroCluster
22/1-4 breakout mode 10G / 25G (note 1)
23-36 Ports disallowed to use blocked blocked
AT 1: EE 199 20 S 217 228 SFE & ASLICL TE 199 208 HH ALSSIR EE 217} 2271 KEFEILIC,
IE 211t 228 HA ALESIH ILE 192t 200| AHEHEILICE

10 2: X91440A O{H{E{(40Gbps)E AI25t=

A2 eda®t ede LE L= e4a%t e8a ZEE AFESHM|2. X91153A

a
O{HE{(100Gbps)E At28t= AR XE eda U edb FE= eda U e8aS Ar%g.*l-l Ct.
Cisco 9336C-FX2 12X E ZE3E ZE SN OE7)
AFF A70, FAS70, AFF C80, FAS90, AFF A90 EE= AFF ATK A|[ABRIZ 12X E Cisco 9336C-FX2 A2/ X|of|
0|22 HZ5Y| ?let EHE ZE LYS HEDS WIR
) FASTO0 FASQ0
S:’::th Port use AFF A70 sl AFF A9O At
IP_Switch x 1 | IP Switch x_2 | IP_Switch x 1 | IP_Switch_x 2 | IP_Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP_Switch x 2
i Mermcms_ter % ela e7a ela ela ela efa ela e7a
2 Local Cluster interface
4 MetroC[uslter Z ela e7a ela e7a ela e7a ela e7a
4 Local Cluster interface
5-6 Ports disallowed to use blocked blocked blocked blocked
7 kS_I., Local Clustsr ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
& Melrotiusterd, e2a e2b e2a e2b e2b e3b e2b e3b
10 MetroCluster interface
L MefroCiuster2; e2a e2b e2a e2b e2b e3b e2b e3b
12 MetroCluster interface |
1318 | Ports disallowed to use blocked blocked blocked blocked
;z Gistie sLiLer:(;:Sof:Josﬂtgtnute 1 ISL, MetraCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
21/1-4 ISL, MetroCluster
22/14 breakout mode 106 / 25G (note 1) ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
23-36 Ports disallowed to use blocked blocked blocked blocked
A4 ZE 192|' 20 EE= 213 220 H-e = JUSLICH ZE 192 202 HA ALESHH ZE 211 227 XPTHEILICE
ZE 211t 228 HKX Af93f'1| IE 192} 200| XpEHEIL|CE,
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MetroCluster IP 1 A0{|A] NS224 AE2|X|E HZES= 36 E Cisco 9336C-FX2 A 2| X[0f|
CHet Z2AHE ZE &Y

A

MetroCluster IP M0|M EZE AFE2 AKX 2& 5l ZSHE QAo w2t CHSLICT
T HIO|22 AFESH| FO| CHS 112 AFE S HESHUA|L.

* O] MMo| H= %|A0t 5tLt2| MetroCluster 14 &

= DR 50| NS224 M T E MetroCluster A2|X[0f| HZAE
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Controllers connecting switch-attached shelves
AFF C30 (25G Cluster/HA)
Switch AFF C60 (25G Cluster/HA
“:"J:t Port Use AFF A30 (25G Cluster/HA) ( il
IP Switch x 1 IP Switch x 2 IP Switch x 1 IP Switch x 2
1/1 eda edb eda edb
1/2-4 MetroCluster 1, disabled disabled
2/1 Local Cluster interface eda | edb eda | edb
2/2-4 disabled disabled
3/1 eda | edb eda | edb
3/2-4 MetroCluster 2, disabled disabled
4/1 Local Cluster interface eda | edb eda | edb
4/2-4 disabled disabled
5 NSM-1, eDa NSM-1, eOb NSM-1, e0a NSM-1, eOb
6 NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb
7 ISL, Local Cluster
— J ISL, Local Clust: ISL, Local Clust
8 native speed / 100G e y IEL IR
9 MetroCluster 1, ela e2b eZa e2b
10 MetroCluster interface ela eZb ela e2b
11 MetroCluster 2, ela e2b eZa e2b
12 MetroCluster interface ela e2b e2a elb
ﬁ ISL MetreCluster,
3 native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster
6 breakout mode 10G / 25G
17 MetroCluster 1, e e3b i e3b
18 Ethernet Storage Interface
19 MetroCluster 2
! 3 3b 3 3b
20 | Ethernet Storage Interface | gea i i i
21 NSM-1, eDa NSM-1, eOb NSM-1, e0a NSM-1, eOb
Storage shelf 2 (8)
22 NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb
23
Storage shelf 3 (7
24 g (7)
25
St f4
26 orage shelf 4 (6)
27
-8 Storage shelf 5 (5)
29
Storage shelf 6 (4
20 g (4)
e Storage shelf 7 (3)
32
33 Storage shelf 8 (2) NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
34 B NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb
35 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
Storage shelf 9 (1)
36 NSM-2, e0a NSM-2, eOb N5M-2, e0a NSM-2, e0b
NS224 AE2|X| ZAHE ZE S HES}= Cisco 9336C-FX2 A9(X|(2& 1b)
PO AQIX| HE NSS24 €l % Cisco 9336C-FX2 A 2| X|0f| HZ5H= AFF A30,

21LE 100G O|C{Ll FIEE AHES
AFF C30 K= AFF C60 A|AEI0] A|0| =2 HZ38H7| 2l8t S
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o] Lg0oM=
zagct

2Z S2AE2 HA AEH0|AS
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Controllers connecting switch-attached shelves
AFF €30 (100G Cluster/HA)
Switch AFF C60 (100G Cluster/HA
:;n Port Use AFF A30 (100G Cluster/HA) { uster/HA)
IP Switch x 1 | IP Switch x 2 | IP Switch x 1 | IP Switch x 2

1. MetroCluster 1, eda edb eda edb
2 Local Cluster interface eda edb eda edb
3 MetroCluster 2, eda edb eda edb
4 Local Cluster interface eda edb eda edh
5 NSM-1, e0a NSM-1, eOb NSM-1, e0Oa NSM-1, e0b

Storage shelf 1 (9)
6 NSM-2, e0a NSM-2, e0Ob NSM-2, e0a NSM-2, e0b
4 15, Lol Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, ela e2b ela e2b
10 MetroCluster interface ela e2b ela e2b
1% MetroCluster 2, eZa e2b ela e2h
12 MetroCluster interface ela e2b ela e2b
iz ISL MetroCluster,
15 native speed 40G / 100G ISL, MetroCluster ISL, MetraCluster
e breakout mode 10G / 25G
17 MetroCluster 1, e 5T iia i
18 Ethernet Storage Interface
19 MetraCluster 2

; eda e3b e3a e3b

20 Ethernet Storage Interface
21 Storage shelf 2 (8) NSM-1, e0a NSM-1, eOb MNSM-1, e0a MNSM-1, eOb
22 8 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
;i Storage shelf 3 (7)
25
6 Storage shelf 4 (6)
27

Storage shelf 5 (5
28 g (5)
28

St helf & (4
20 orage shelf 6 (4)
g; Storage shelf 7 (3)
33 g NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, eOb
34 e NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
35 R — NSM-1, e0Da NSM-1, eOb NSM-1, e0a NSM-1, eOb
36 B NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b

NS224 AEZ|X| ZHE ZE S HZASH= Cisco 9336C-FX2 AR X|(OE 2)

ALQ|X| HZ NSS24 2 I E Cisco 9336C-FX2 A2|X[0f| Z3H= AFF A320, AFF C400, ASA C400, AFF A400
EE= ASA A400 A[AE ﬂIOIE% HEol7| 2let 2UE ZE 2= HELICH



Controllers connecting switch-attached shelves

. AFF C400 AFF A400
S Port Use AFFA320 ASA C400 ASA A400
Port
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2

1 Metroclus.ter L e0a e0d eOc e0d e3a e3b

2 Local Cluster interface

3 MetroCIuslter 2 ela e0d eOc e0d e3a e3b

4 Local Cluster interface

5 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, e0b
Storage shelf 1 (9)

6 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

/ IS_L' Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster

8 native speed / 100G

9 MetroCIuslter L e0g e0h ela elb ela elb

10 MetroCluster interface

11 MetroCIus.ter 2 elg e0h ela elb ela elb

12 MetroCluster interface

13. ISL MetroCluster,

Py native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster 1SL, MetroCluster

P breakout mode 10G / 25G

17 MetroCluster 1

’ 0 of 4, 4b / e5b O 0d / e5b

18 Ethernet Storage Interface eve € esa edb/e ese e0d/e

19 MetroCluster 2,

20 Ethernet Storage Interface e0c eof eda e4b / e5b elc e0d / e5b

21 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, e0b
Storage shelf 2 (8)

22 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

23 NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 2 (7)

24 NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b

25 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, e0b
Storage shelf 4 (6)

26 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

27 Storage shelf 5 (5) NSM-1, e0a NSM-1, eOb

28 NSM-2, e0a NSM-2, e0b

29 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, e0b
Storage shelf 6 (4)

30 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

31 NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 7 (3)

32 NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b

33 NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, eOa NSM-1, e0b
Storage shelf 8 (2)

34 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb

35 NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 9 (1)

36 NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b

NS224 AE2|X| ZHE RE gt

A9|X| HZ NSS24 &I E Cisco 9336C-FX2 £2[X[0f| HZdt= AFF A50 A|2EI0f| #[0]=S HESH| ¢l
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Controllers connecting switch-attached shelves

Switch Port U AFF A50
ort Use
Port
IP Switch x 1 | IP Switch x 2
1 MetroCluster 1, eda edb
2 Local Cluster interface eda edb
3 MetroCluster 2, eda edb
- Local Cluster interface eda edb
5 Storage shelf 1 (9) NSM-1, e0a NSM-1, eOb
6 NSM-2, e0a NSM-2, e0b
7 iS_L, Local Cluster ISL Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b
10 MetroCluster interface ela e2b
11 MetroCluster 2, e2a e2b
12 MetroCluster interface e2a e2b
13
TA ISL MetroCluster,
e native speed 40G / 100G ISL, MetroCluster
s breakout mode 10G / 25G
17 MetroCluster 1, o e3b
18 Ethernet Storage Interface
19 troClust
MetroCluster 2, e3a e3b
20 Ethernet Storage Interface
2% Storage shelf 2 (8) NSM-1, e0a NSM-1, e0b
22 NSM-2, e0a NSM-2, eOb
23 Storage shelf 3 (7) NSM-1, e0a NSM-1, eOb
24 NSM-2, e0a NSM-2, eOb
25 NSM-1, e0a NSM-1, eOb
St helf 4 (6 : :
26 orags e 40 NSM-2, e0a NSM-2, e0b
27
Storage shelf 5 (5)
28
29 NSM-1, e0a NSM-1, eOb
Storage shelf 6 (4 3 >
30 ¢ @ NSM-2, e0a NSM-2, e0b
31 NSM-1, e0a NSM-1, eOb
32 Formgenetty &) NSM-2, e0a NSM-2, e0b
33 NSM-1, e0 NSM-1, eOb
Storage shelf 8 (2) e €
34 NSM-2, eDa NSM-2, eOb
35 NSM-1, e NSM- Ob
Storage shelf 9 (1) A 28
36 NSM-2, e0a NSM-2, eOb

37



NS224 AEZ|X| ZHE ZE 2 HZESH= Cisco 9336C-FX2 A X|(OE 4)

A QX HE NSS24 €I E Cisco 9336C-FX2 A 2| X|0f| HZ&SH= AFF A700, AFF C800, ASA C800, AFF A800,
AFF A900 £= ASAA900 AAHIO| A O|22 HESHY| It EE1E T E oS HERIL|CH

Controllers connecting switch-attached shelves
AFF C800
X AFF AS00
Switch Port Use AFF A700 ASA C800 ASA ASDO
Port AFF ABOD
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x 2 IP_Switch_x_1 IP_Switch_x_2
1 MetroCIus.ter 1, eda ede / e8a e0a ela eda edble) / e8a
2 Local Cluster interface Note 1
3 MetroCIus.ter 2, ca ede / e8a c0a ela c4a edb(e) / e8a
4 Local Cluster interface Note 1
5 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eDb NSM-1, eDa NSM-1, eDb
Storage shelf 1 (9)
6 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eDb NSM-2, eDa NSM-2, eDb
/ IS_L’ Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
El MetroCIus_ter L e5a e5b e0b elb e5b e7b
10 MetroCluster interface
11 MetroCIus_ter Z e5a e5b e0b elb e5b e7b
12 MetroCluster interface
ii ISL MetroCluster,
s native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
6 breakout mode 10G / 25G
17 i i
MetroCluster 1, e3a e3b/e7b 54 eSb / e3b e3a (opt!on 1) e3b l[optlf:m 1)
18 Ethernet Storage Interface e2a [option 2) | el10b (option 2)
10 - -
MetroCluster 2, e3a e3b/e7b e5a eSb / e3b e3a (opt!on 1) e3b {optl.on 1)
20 Ethernet Storage Interface e2a (option 2) | el10b (option 2)
21 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eDb
Storage shelf 2 (8)
22 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eDb NSM-2, eDa NSM-2, eDb
23 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eDb NSM-1, eDa NSM-1, eDb
Storage shelf 3 (7)
24 NSM-2, eDa NSM-2, eOb NSM-2, eOa NSM-2, eOb NSM-2, eDa NSM-2, eOb
25 NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 4 (6)
26 NSM-2, eDa NSM-2, eOb NSM-2, eOa NSM-2, eOb NSM-2, eDa NSM-2, eOb
27 NSM-1, eDa NSM-1, eOb NSM-1, eOa NSM-1, eOb NSM-1, eOa NSM-1, eOb
Storage shelf 5 (5)
28 NSM-2, eDa NSM-2, eOb NSM-2, eDa NSM-2, eOb NSM-2, eDa NSM-2, eOb
29 NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb NSM-1, eDa NSM-1, eOb
Storage shelf 6 (4)
30 NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb NSM-2, eDa NSM-2, eOb
31 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb
Storage shelf 7 (3)
32 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb
33 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, eDa NSM-1, eOb
Storage shelf 8 (2)
34 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb
35 NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
Storage shelf 9 (1)
36 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb
EH11 1: X91440A O{HE{(40Gbps)E AHE5H= 32 4a % ede EE= eda U e8aE AFEELICE X91153A
O{HE{(100Gbps)ZE AlRSt= 2R ZE ed4a L edb = ed4a Y eSaE ArggfLCt.

NS224 AEZ|X| ZHE ZE 2 HZSH= Cisco 9336C-FX2 A2 X|(OE 5)

AQ|K| HEA NSS24 2T E Cisco 9336C-FX2 A 2| X|0f| HZSH= AFF A70, AFF C80, AFF A90 EE&= AFF A1K
AIJ\E-II()-" ;1|o|'='° °=|7E:’o|-7| _|_|'ﬂ- %E IE oHZ.I-o 7-|Eo|'|__||_'_|-
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Controllers connecting switch-attached shelves
Switch PortUse AFF A70 AFF C80 AFF A90 AFF A1K
Port
IP_Switch_x_1 IP_Switch_x 2 IP_Switch x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch x 2 IP_Switch x_1 IP_Switch_x_2
i ¢ Nllectlro(élusttetr lf' ela e7a ela e7a ela e7a ela e7a
ocal Cluster interface
3 MetroCluster 2,
2 L IeCImt us_ etr f‘ ela e7a ela e7a ela ela ela e/a
ocal Cluster interface
5 Sisrage ke i NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
6 g NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb
7 ISL, Local Clust
s - 05008 d jSISCrJG ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
native spee
9 MetroCluster 1,
0 NIGE eCImt us. etr ]: e2a e2b e2a e2b e2b e3b e2b e3b
etroCluster interface
11 MetroCluster 2,
o Metroeclr:st:rsi::er;ace e2a e2b e2a e2b e2b e3b e2b e3b
13
i ISL MetroCluster,
15 native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
i breakout mode 10G / 25G
e8a (option 1) e8b (option 1)
7} i i
MetroCluster 1 e8a (option 1) e8b (option 1) e8a (option 1) e8b (option 1) e8a (option 1) e8b (option 1) elgoa (lopt::.on 2;) elibb((opt;.on Z;)
it ella (option 2) | ellb (option2) | ella(option2) | ellb (option2) | ella (option2) | ellb (option 2) £alop !on € op !on
Ethernet Storage Interface . ) . . . X ella (option4) | ellb (option 4)
e8b (option 3) ella (option 3) e8b (option 3) ella (option 3) €8b (option 3) ella (option 3) . 2
18 e8b (option 5) e9a (option 5)
e10b (option 6) ella (option 6)
e8a (option 1) e8h (option 1)
19 9 tion 2 9b tion 2
e8a (option 1) e8b (option 1) e8a (option 1) e8b (option 1) eB8a (option 1) e8b (option 1) =95 (op I,Dn ) e9b (op |.on )
MetroCluster 2, . . . . . ) el10a (option 3) | el0b (option 3)
ella (option 2) | ellb (option2) | ella(option2) | ellb (option2) | ella (option2) | ellb (option 2) . "
Ethernet Storage Interface . . ) . . X ella (option4) | ellb (option 4)
e8b (option 3) ella (option 3) e8b (option 3) ella (option 3) e8b (option 3) ella (option 3) ” 5
20 e8b (option 5) e9a (option 5)
e10b (option 6) ella (option 6)
21 storage shelf 2 (8] NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, e0b
22 B NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb
23 R —— NSM-1, eDa NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, ea NSM-1, eOb NSM-1, e0a NSM-1, eOb
24 8 NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
25 T —— NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
26 a NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb
27 Storage shelf 5 (5) NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, e0b NSM-1, e0a NSM-1, eOb
28 g NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
29 Sisrage bl () NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
30 g NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, e0b NSM-2, e0a NSM-2, eOb
31 S NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
32 8 NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
33 — NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
34 - NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, eDa NSM-2, eOb NSM-2, e0a NSM-2, eOb
35 —— NSM-1, eDa NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb NSM-1, e0a NSM-1, eOb
36 E NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb NSM-2, e0a NSM-2, eOb
o & = ol [el X=X
HEES2{7t AQIK| HE NS224 AT E HESHK| 243

29K HZE NS224 Hzof AZEX| 22 HEES0] Choll hetof ot ZE
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= AT

AFF A150, ASAA150
FAS2750, AFF A220

AFF A20

FAS500f AFF C250, ASA
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= FZoHHAIR
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AOIE HE B ALE

Cisco 9336C-FX2 A2|X|7} NS224 AEE|X|

6)

Cisco 9336C-FX2 A2|X|7F NS224 AE2|X]

7)

Cisco 9336C-FX2 A9|X|7} NS224 AEE|X|
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SUS A0lE HE & ALE...
F

C30, AFF A30 FAS50 2= HE= 25G(1E 9a) 2= 100G(E 9b) 0|l FIEE ArRSH=X| of 2oj| w2}

AF
AFF C60 CHELICE

* Cisco 9336C-FX2 AQ|X|7t NS224 AEE|X| EEE T E TS HAGHK| &2

(1= 9a)
* Cisco 9336C-FX2 AQ|X|7} NS224 AEE|X| EHE T E Sctg HASHK| 2
(3 9b)
FAS8200, AFF A300 Cisco 9336C-FX2 AQ|X|7F NS224 AE2|X| ZSHE ZE TS AZSHK| AS(AE

10)

AFF A320 FAS8300, AFF  Cisco 9336C-FX2 A9|X[7F NS224 AER|X| 2HE ZE L2 HESH| tS(OE
C400, ASA C400, 11)

FAS8700 AFF A400, ASA

A400

AFF A50 & & X8I A|2  Cisco 9336C-FX2 ARIX|7F NS224 AE2[X| ESE ZE o2 HESH| A2 (A&
12)

FAS9000, AFF A700 AFF  Cisco 9336C-FX2 AQIX|7t NS224 AE2|X| EE T E gets HZSHK| 23 E
C800, ASA C800, AFF 13)

A800, ASA A800

FAS9500, AFF A900, ASA

A900 EHXf

FAS70, AFF A70 AFF C80 Cisco 9336C-FX2 AQ|X|7F NS224 AEZ|X|
FAS90, AFF A90 AFF 14)
A1K

mln
Hi
Im
9'1-
n
o
re
MY
Ot
Ral
52
0jo
|
e[

Cisco 9336C-FX2 2%[X|7t NS224 AEE|X| EHE ZE LS HESHX| %4Z(2E 6)

AQIK| HZE NSS24 HILE Cisco 9336C-FX2 AL|X|0| HZASHX| k= AFF A150, ASAA150, FAS2750 EE= AFF
A220 A|AHI AO|E2 HESH | fItt FHE ZE 22 4
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Controllers not connecting switch-attached shelves
AFF A150
ASA A150
Switch
Port Use FAS2750
Port
AFF A220
IF Switch x 1 IP_Switch x 2
1-6 Unused disabled
7 ISL, L | Clust
otalLiuster I5L, Local Cluster
8 native speed / 100G
9?’;14 MetroCluster 1, e03 diEELlEd 20b
_ Shared Cluster and MetroCluster
10/1 e e0a | e0b
10/2-4 disabled
11;’;14 MetroCluster 2, e0a diEELlEd e0b
_ Shared Cluster and MetroCluster
12/1 e e0a | e0b
12/2-4 disabled
ii ISL MetraCluster,
e native speed 40G / 100G I5L, MetroCluster
" breakout mode 10G [ 255
17-36 Unused disabled

Cisco 9336C-FX2 A2|X|7} NS224 AE2|X| EHE LE oS HESHK EZ(AET7)
of oAS

AQ|X| HZE NSS24 & ILE Cisco 9336C-FX2 22| X[0f] HZSHX| 2= AFF A20 A|AR0| #[0| =S HED
SUZ ZE LS @E%*LIEL

o

—Ho



Controllers not connecting switch-attached shelves

Switch AFF A20
Poit Port Use
IP_Switch x 1 IP_Switch_x 2
11 e2a eda
i/2-a MetroCluster 1, disabled
2/1 Local Cluster interface ela | eda
2/2-4 disabled
3/1 e2a | eda
3f2-a MetroCluster 2, disabled
4/1 Local Cluster interface ela | eda
a/2-4 disabled
5-6 Unused disabled
7 I5L, Local Cluster ISL, Local Cluster
8 native speed / 100G
9/1 e2b | edh
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface e2h | edb
10/2-4 disabled
11/1 e2h | e4h
11/2-4 MetroCluster 2, disabled
i2/1 MetroCluster interface e2b | edb
12/2-4 disabled
1 ISL MetroCluster,
s native speed 40G / 100G ISL, MetroCluster
:Z breakout mode 106G / 25G
17-36 Unused disabled
Cisco 9336C-FX2 A9|X|7I NS224 AEZ|X| SHZ XE LS HAESHX| 42(2E 8)

AQ|KX| HZ NSS24 I E Cisco 9336C-FX2 A2|X|0f| HZSIX| 4= FAS500f, AFF C250, ASA C250, AFF A250
CE= ASAA250 A|AEIOf 91|0|E S HZSt7| 93t SME ZE Sets HESILCL
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Controllers not connecting switch-attached shelves
FASS00f
AFF C250
Switch
Port Use ASA €250
Port AFF A250
ASA A250
IP_Switch x 1 IP_ Switch x 2
1-6 Unused disabled
7 ISL, L | Clust
» Local Liuster ISL, Local Cluster
8 native speed / 100G
9?’;14 MetroCluster 1, eoc i |b| r e0d
- isable
Shared Cluster and MetroCluster
10/1 e e0c | 20d
10/2-4 disabled
11;’;14 MetroCluster 2, eoc i |b| r e0d
- isable
Shared Cluster and MetroCluster
12/1 e e0c | 20d
12/2-4 disabled
E I5L MetroCluster,
1 native speed 40G / 100G I5L, MetroCluster
5 breakout mode 106G / 256G
17-36 Unused disabled

Cisco 9336C-FX2 A2[X|7} NS224 AEZ|X|

AXE 25G 0|4l FIEE AFESHH ARX| HE NSS24
AFF C30, AFF C60 EE= FAS50 A|AEI0| AHo|E2 A

®

Iz

=2 ADO

O] 1Y0M= =22 Se{AE{ HA QIE{H[0] A

LRl

ZE

2
=

stCH
=

25| HZ(2E 9a)

isco 9336C-FX2 AL X|of| HASIX]|
BHE ZE oeh2 AESL|CH

HE

[o) 3=

LS 11—

AFF A30,

S5H7| QI8 &2 40| 4ZE 25G o|Hull 7} =7}
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Controllers not connecting switch-attached shelves
Switch AEFCH0/1256 Clusar/BA) FAS50 (256 Cluster/HA) AFF C60 (25G Cluster/HA)
e Port use AFF A30 (25G Cluster/HA)
IP_Switch x 1 IP_Switch x 2 IP Switch x 1 IP_Switch x 2 IP_Switch x 1 IP_Switch x 2
/1 eda edb eda edb eda edb
1/2-4 MetroCluster 1, disabled disabled disabled
2/1 Local Cluster interface eda ‘ edb eda | edb eda | edb
2/2-4 disabled disabled disabled
3/1 eda ‘ edb eda | edb eda | edb
3/2-4 MetroCluster 2, disabled disabled disabled
4/1 Local Cluster interface eda ‘ edb eda | edb eda | edb
4/2-4 disabled disabled disabled
5-6 Unused disabled disabled disabled
z IS_L’ Lol Clustas ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b e2a e2b e2a e2b
10 MetroCluster interface e2a e2b e2a e2b ela e2b
11, MetroCluster 2, ea e2b ea e2b ela e2b
12 MetroCluster interface e2a ezb e2a e2b e2a e2b
= ISL MetroCluster,
i: native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
6 breakout mode 10G / 25G
17-36 Unused disabled disabled disabled
Cisco 9336C-FX2 A2|X|7} NS224 AEZ|X]| ZE IS AZHSHK| $EZS(3E 9b)

23X E 100G 0|4l 7t=
A30, AFF C30, AFF C60 EE= FAS50 A|AEd0f

£ Argstol

=
291K HE
I

=
NSS24 &
0

==

£ Cisco 9336C-FX2 A
Alo|E22 HASHY| 2Iot EHE ZE o3 AESLICE

SIX0f| HZ

251K 24 AFF

O] 1Y0M= =22 S2{AE2F HA QIEH[0|AF HZADH| ?[dH £X 40 22 E 100G O|HH Ft=7t

®

zagct

Controllers not connecting switch-attached shelves
Switch Sl FAS50 (100G Cluster/HA) AFF C60 (100G Cluster/HA)
o Port use AFF A30 (100G Cluster/HA)
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
1 MetroCluster 1, eda edb eda edb eda edb
2 Local Cluster interface eda edb eda edb eda edb
3 MetroCluster 2, eda edb eda edb eda edb
4 Local Cluster interface eda edb eda edb eda edb
5-6 Unused disabled disabled disabled
z IS_L’ g ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, ela e2b ela e2b ela e2b
10 MetroCluster interface e2a ezb e2a e2b e2a e2b
11 MetroCluster 2, eZa ezb e2a e2b eZa e2b
12 MetroCluster interface e2a e2b e2a e2b e2a e2b
= ISL MetroCluster,
1: native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
7 breakout mode 10G / 25G
17-36 Unused disabled disabled disabled

Cisco 9336C-FX2 A%|X|7f NS224 AEZ|X| SHE

ALK HE NSS24 #IE Cisco 9336C-FX2 A%
AHASH| 2ot E2AHE EE ggs dESLICL
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Controllers not connecting switch-attached shelves
Switch FAS8200
Port Port Use AFF A300
IP_Switch x 1 IP_Switch x 2
1/1 ela alb
1/2-4 MetroCluster 1, disabled
2{1 Local Cluster interface ela | elb
2/2-4 disabled
3/1 e0a | e0b
3/2-4 MetroCluster 2, disabled
a1 Local Cluster interface ela | elb
a/2-4 disabled
5-6 Unused disabled
7 I5L, Lacal Cluster ISL, Local Cluster
8 native speed / 100G
9/1 ela | elb
9/2-4 MetroCluster 1, disabled
10/1 MetroCluster interface ela | elb
10/2-4 disabled
11/1 ela | elb
11/2-4 MetroCluster 2, disabled
12/1 MetroCluster interface ela | elb
12/2-4 disabled
13 ISL MetroCluster,
14 native speed 40G / 100G I5L, MetroCluster
E breakout mode 106G / 256G
17-36 Unused disabled

Cisco 9336C-FX2 A2|X|7} NS224 AEZ|X| EE XE &eh2 HASIX| AZ(AE 1)

AQX| HZE NSS24 €l E FAS8300 Cisco 9336C-FX2 A Q| X|0f| HZSHX| 2= AFF A320 ASA A400, FAS8700,
AFF C400 AFF A400, ASA C400 A|AHEIO| #[O|E2 HZSt7| It SEiE ZE g2 AETILICE
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Controllers not connecting switch-attached shelves
FAS8300
Switch AFF C400 AFF A400
oot Port Use GFFREAY ASA C400 ASA A40D
FAS8700
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
MetroCluster 1,
L etro us. er ela e0d elc e0d e3a e3b
2 Local Cluster interface
MetroCluster 2,
El etro us. er ela e0d elc e0d e3a e3b
4 Local Cluster interface
5-6 Unused disabled disabled disabled
! IS_L' Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
] native speed / 100G
9 MetroCIus.ter L elg eOh ela elb ela elb
10 MetroCluster interface
11 MEthIUS_ter 2 elg eOh ela elb ela elb
12 MetroCluster interface
ii ISL MetroCluster,
s native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
16 breakout mode 10G / 25G
17-36 Unused disabled disabled disabled
Cisco 9336C-FX2 A9|X|7 NS224 AE2|X| ZSHE TE LS HHsIX| S (IE 12)
A = -‘- =H o k| =
AQX| ¥ NSS24 &I E Cisco 9336C-FX2 AQ|X|0f| HZESIK| %= AFF A50 A|AEIO| H0| 22 HASHY| Lt

SAZ ZE LTS EE%*LIEL

Controllers not connecting switch-attached shelves
Switch AFF AS0
Port Port use
IP_Switch x 1 IP_Switch x 2
1 MetroCluster 1, eda edb
2 Local Cluster interface eda edb
3 MetroCluster 2, eda edb
4 Local Cluster interface eda edb
3-6 Unused disabled
7 I5SL, Local Cluster ISL, Local Cluster
8 native speed / 100G
9 MetroCluster 1, e2a e2b
10 MetroCluster interface e2a e2b
11 MetroCluster 2, e2a e2b
12 MetroCluster interface e2a e2b
13 I5L MetroCluster,
14 native speed 40G / 100G I5L, MetroCluster
1’2 breakout mode 10G f 256G
17-36 Unused disabled

Cisco 9336C-FX2 A 2| X|7I NS224 A E2|X|
AQ|X| HZA NSS24 €l TS ASA C800 Cisco 9336C-FX2

SUHE ZE TEts HE

25X
AL/X[of A&

AZ2(2E 13)

LS 0a

ol
[

2ot

AB0, AFF A700, AFF C800, FAS9500, AFF A900 &= ASAA900 AlAEI0] AH[0|22 AiZst7| 2t
a2eds dEFLM
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Controllers not connecting switch-attached shelves
AFF C800 FASA500
Sk FAS9000 ASA C800 g —
Port Port Use AFF A700 AFF AB0O ASA A900
ASA AB00
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
1 Metm(_‘lus.ter 1, c4a ede / e8a c0a cla cla edble) / eBa
2 Local Cluster interface Note 1
3 MetroCIus:ter 2, c4a ede ] e8a <0a cla cla edble) / eBa
4 Local Cluster interface Note 1
5-6 Unused disabled disabled disabled
l IS_L' Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
] native speed / 100G
El MetroCIus-ter L e5a e5b e0b elb e5b e7b
10 MetroCluster interface
11 MetroCIus-ter 2 e5a e5b e0b elb e5b e7b
12 MetroCluster interface
ii ISL MetroCluster,
s native speed 40G / 100G ISL, MetroCluster I1SL, MetroCluster ISL, MetroCluster
16 breakout mode 10G / 25G
17-36 Unused disabled disabled disabled

11 1: X91440A O{HE{(40Gbps)E
01 TE{(100Gbps)S

83t B2 eda B

Cisco 9336C-FX2 AQ|X|7} NS224 AEZ|X| ZHE T E sit
ALQ|X| HZ NSS24 &I E Cisco 9336C-FX2 A0 HZA

Hed4e L=ed4a
A83t= HR ZE eda U edb = eda U eBasS AHE2EILICE

22 AR 222

=
Z5tX| 4= AF
SiCES 7

£ 14)

gl e8a% A|'<3

eiL|Ct. X91153A

F A70, FAS70, AFF C80, FAS90, AFF

[ =Ho IT
A90 HE= AFF ATK A|2HI0f F[0|S2 S HEY| 9i8t EE ZE 2E= AELIC
Controllers not connecting switch-attached shelves
Switch ) AFF C80 A0 AFF ALK
Port Use AFF A70 AFF A90
Port
IP_Switch_x_1 IP_Switch_x 2 IP_Switch x 1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x 1 IP_Switch_x_2
1 MetroCluster 1
etro us- ey ela e7a ela e7a ela e7a ela e7a
2 Local Cluster interface
3 MetroCluster 2
SHo us_ er e, ela e7a ela e7a ela e7a ela e7a
4 Local Cluster interface
5-6 Unused disabled disabled disabled disabled
7 ISL, Local Clust
- OcaLxLster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
8 native speed / 100G
L Metroclus.ter L ea e2b ea e2b e2b e3b e2b e3b
10 MetroCluster interface
11 MetroCluster 2
ey us.er ‘ e2a e2b e2a e2b e2b e3b e2b e3b
12 MetroCluster interface
ii ISL MetroCluster,
5 native speed 40G / 100G ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
i breakout mode 10G / 25G
17-36 Unused disabled disabled disabled disabled
ol M |2 FIx[of| chet SHE e
MetroCluster IP 140{X| Broadcom x| BES-53248 IP A2|X|0f| Cliot E3E ZE &

MetroCluster IP 72 80|A ILE AL
M HOIZE2 ALE

* ZLTHCHE
* MetroCluster FCOH|AM IPE22| M2t2

AEE ULt

ot7| Hof tiE 2

A ISL ZE(0f]: 10Gbps ISL ZLEO| HAE 2

flol 220X[E FG5t= B2 H=ot= Bt EHF

8ﬁ |x| EE‘Il

IEEE
= [=]

o At e HESAL.

Fof w2t ChHEL

E)llME 22(X[E AHEE 5= YlELICEH

of 2k g ZEIL




Ty ZHE wE

FAS500f, AFF C250, ASA C250, AFF A250, ASAA250, FAS8300, AFF C400, I E 1.6, 10Gbps
ASA C400, AFF A400, ASA A400, EE= FAS8700 Z31Z S X|lgtL|Ct

FAS8200 EE= AFF A300 E3H & IE 3-4 9 9-12, 10Gbps

* Broadcom BES-53248 AQ|X|2 LM El AFF A320 A|AEIS QlH 7|58 X|U8HK| o2 4 Q&L|C}.

=Z 22 AH HZ0| 29|X|0f| HEZ|0{0F 5= P = 7|52 KX $ELILE oS S0 LS 719 &
Exts X EX] gf&Lot

° 8- = MetroCluster T+

° MetroCluster FCH|IAM MetroCluster IP 3+ Q2 Fet

° 4 & MetroCluster IP 71 H|0|E(ONTAP 9.8 0|4
Td0| St= SHEE #|0|8 HE EE MEighL|Ct

Ct2 EE A8t m2top & #[0]2 A& H|o|23 ZE LIt

A|ARHO| CH3 3t 22 Al0|g HE & ALE...

B2

AFF A150, ASAA150 Broadcom BES-53248 ZHE LE HHIE 1)
FAS2750

AFF A220

FAS500f AFF C250, ASA  Broadcom BES-53248 Z2Z T E Stch(1E 2)
C250 AFF A250, ASA

A250

AFF A20 € &X6H4A|R  Broadcom BES-53248 ZE ZE 2 E 3)
AFF C30, AFF A30 FAS50 Broadcom BES-53248 Z21Z ZE SIZh(OE 4)
AFF C60

FAS8200, AFF A300 Broadcom BES-53248 ZZ T E &h(E 5)
AFF A320 Broadcom BES-53248 ZHE X E &H(IE 6)
FAS8300 AFF C400, ASA Broadcom BES-53248 ZHE ZE SEHIE 7)

C400 AFF A400, ASA
A400 FAS8700

Broadcom BES-53248 Z21Z ZE 22H(OE 1)

AFF A150, ASA A150, FAS2750 SE= AFF A220 A|ABIE Broadcom BES-53248 A 2| X|0]| #[0|E2 HZS}Y|
fSt EAHE ZE SYS dEHLICL
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AFF A130
i ASA ALS0
Physical
Port use FAS2750
Port
AFF A220
IP_Switch x 1 IP_Switch x 2
1 MetroCluster 1, Shared Cluster and MetroCluster
ela elb
2 interface
3 MetroCluster 2, Shared Cluster and MetroCluster
ela elb
4 interface
5-3 Unused disabled
9 MetroCluster 3, Shared Cluster and MetroCluster
ela elb
10 interface
11 MetroCluster 4, Shared Cluster and MetroCluster
ela elb
12 interface
13
2 I5L, MetroCluster
e native speed ISL, MetroCluster
10G [/ 25G
16
.- Ports not licensed (17 - 54)
53 I15L, MetroCluster, native speed
P I5L, MetroCluster
54 40G [ 100G (Note 1)
55 ISL, Local Cluster
) I5L, Local Cluster
56 native speed / 100G

* H11: 0] ZES AEStHH 7t 2t0| M AT LT},

* & MetroCluster 7140| 523t S ES Ar25t= 2R NetAppe otLte] 140 tisi IF "MetroCluster 3"
MEHSID CHE A0 L8 32 "MetroCluster 4"2 ’.‘_—.Of" 20| Z&LICH ESEO| LHE 2 A H 42
"MetroCluster 3" EE= "MetroCluster 4"E, & HIf 142 "MetroCluster 1" EE= "MetroCluster 2"E MEHSHOf

gLt

SF

Broadcom BES-53248 S E X E TH(OE 2)

FAS500f, AFF C250, ASA C250, AFF A250 EE= ASAA250 A|AEIS

HZESH| 9l BME ZE S S HESLICL

Broadcom BES-53248 Ag|X|0f| #o|E2=2
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FASS00f
AFF C250
Physical ASA C250
Port use
Port AFF A250
ASA A250
IP_Switch x 1 IP_Switch x 2
1-4 Unused disabled
5 MetroCluster 1, Shared Cluster and MetroCluster
i elc eld
6 interface
7 MetroCluster 2, Shared Cluster and MetroCluster
i elc e0d
a interface
g MetroCluster 3, Shared Cluster and MetroCluster
i elc eld
10 interface
11 MetroCluster 4, Shared Cluster and MetroCluster
i elc eld
12 interface
fl I15L, MetroCluster
e native speed I5L, MetroCluster
105 /256G
16
. Ports not licensed (17 - 54)
53 ISL, MetroCluster, native speed ISL, MetroCluster
54 40G / 100G (Note 1)
55 ISL, Local Cluster ISL, Local Cluster
56 native speed / 100G

* H111: 0| ZES AEStAH 7t 2t0| M AT LT},

* & MetroCluster 7140 St ZSES ALE8t= 22 NetAppe StLEe| 7240 Cisi & "MetroCluster 3"
MElstD CHE 40 CHsl & "MetroCluster 4"E MEfSH= 10| ZE&LICH SHEO| CHE E2 A HI 242
"MetroCluster 3" EE= "MetroCluster 4"E, & HIf 142 "MetroCluster 1" EE= "MetroCluster 2"E MEHSHOf
sL|Ct
= .

Broadcom BES-53248 ZE ZE €(1F 3)

AFF A20 A|AHIZ Broadcom BES-53248 A2|X[0f| AO|2 2 HZst7| flet SE X E oS HETL|CE
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Physical AFF A20
Pﬁrt Port use
s)
IP_Switch x 1 IP_Switch x 2
; MetroCluster 1, Local Cluster interface e2a eda
3 ;
a MetroCluster 2, Local Cluster interface ela eda
5 .
5 MetraCluster 1, MetroCluster interface e2b edb
7 ’
8 MetraCluster 2, MetroCluster interface e?b edb
9-12 Unused disabled
13
14 ISL, MetroCluster
15 native speed I1SL, MetroCluster
10G / 25G
16 B :
17 MetroCluster 3, Local Cluster interface
ela eda
18 (note 1)
19 MetroCluster 3, MetroCluster interface
elb edb
20 {note 1)
21 MetroCluster 4, Local Cluster interface
ela eda
22 (note 1)
23 MetroCluster 4, MetroCluster interface s b
24 (note 1)
- Ports not licensed (25 - 54}
53 ISL, MetroCluster, native speed
p ' ; ISL, MetroCluster
54 40G / 100G (note 1) '
55 ISL, L | Clust
il S ISL, Local Cluster
56 native speed / 100G

* H11: 0] ZEE AEotE 7t 2fo| M AT HEfL| T},

e

I_I

Broadcom BES-53248 ZHE T E

4EE 25G O|EH FtEE AHESHO] AF
AQX|of| AlO|E2 HESH= EAHE X

(

F A30,
E gt

.h
~

AFF C30, AFF C60 == FAS50 A|AEIS Broadcom BES-53248
£ dEgurct

* O] FH0M= 2Z S2{AE 2 HA QIE|HO|A S AEDE| 2ol &F 40| 4XE 25G 0|l

@ |.|:7|. J:Ll_g_ol-[_||j_|.
* O] M0l M= 25Gbps UERXZ £ & X[AstHH ZHEER{2| 7t=0l QSFP-SFP+ O{RiE{7}
HtL|C]
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AFF C30 (25G Cluster/HA
Physical ( sterfiin) FASS0 (25G Cluster/HA) AFF C60 (256G Cluster/HA)
it Port use AFF A30 (25G Cluster/HA)
o
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
; MetroCluster 1, Local Cluster interface eda edb eda edb eda edb
i MetroCluster 2, Local Cluster interface eda e4b eda edb eda edb
5 F
E MetroCluster 1, MetroCluster interface e2a e2b e2a e2b e2a e2b
Z} MetroCluster 2, MetroCluster interface e2a e2b e2a e2b e2a e2b
9-12 Unused disabled disabled disabled
13
7 ISL, MetroCluster
= native speed ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
10G / 25G

16
17 MetroCluster 3, Local Cluster interf;

etroCluster 3, Local Cluster interface el edb o ok e odif
18 (note 1)
19 MetroCluster 3, MetroCluster interf:

etroCluster 3, MetroCluster interface Fa e2b . e2b o e2b
20 (note 1)
21 MetroCluster 4, Local Cluster interf;

etroCluster 4, Local Cluster interface e elb . i elia 2
22 (note 1)
23 MetroCluster 4, MetroCluster interf:

etroCluster 4, MetroCluster interface s &7h _— — o7 ok
24 (note 1)
" Ports not licensed (25 - 54)
= ISiIdetoClister; native spéed ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
54 40G / 100G (note 1)
55 ISL, Local Clust

- aalCster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster

56 native speed / 100G

* H11: 0| ZES AEStAH 7t 2to| AT BT},

Broadcom BES-53248 Z2E X E (O E 5)
FAS8200 EE= AFF A300 A|AE!IS Broadcom BES-53248 AQ|X|0]| 0|22 HZSHY| Qo ZHE X E &Etg
AELICE
FASE200
Physical
Port use AFF A300
Port
IP_Switch x 1 IF Switch x 2
1
5 MetroCluster 1, Local Cluster interface ela elb
3
2 MetroCluster 2, Local Cluster interface ela elb
5 MetroCluster 1,
etroCluster elg c1b
6 MetroCluster interface
7 MetroCluster 2,
etroCluster elg c1b
a3 MetroCluster interface
9-12 Unused disabled
13
2 I5L, MetroCluster
e native speed I5L, MetroCluster
106G [/ 25G
16
Ports not licensed (17 - 54)
53 ISL, MetroCluster, nati d
etroLluster, native spee ISL, MetroCluster
54 40G / 100G (note 1)
55 ISL, L | Clust
) otaliiuster I5L, Local Cluster
56 native speed / 100G
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* H11: 0] ZEE AEOtE 7t 2fo| M AT HREfL| T,

Broadcom BES-53248 Z21E X E (& 6)

AFF A320 A|ABIS Broadcom BES-53248 A 2| X|0f| 70|22 HZASIY| flot EHE ZE &2 AESLICL
Physi
ysical Port use AFF A320
Fort IP_Switch x 1 IP_Switch x 2
1-12 Ports not used (Note 2) disabled
13
2 I5L, MetroCluster
e native speed ISL, MetroCluster
106G/ 256G
16
“ Ports not licensed (17 - 54)
53 I5L, MetroCluster, native speed
P ISL, MetroCluster
54 40G / 100G (see Note 1)
55 MetroCluster 1, MetroCluster interface
elg elh
56 (Note 2)
* 1 1: 0| ZEE AESIHHTE F7} 2to| AT HestL|Ct,
* &1 2: AFF A320 A|ARIE AtESHE THY 4-1E MetroClustert A2 X|0f] HZE 4= UELICE.

AQQK| EHAEII LT 7|52 O] RAO|A K| K| K| 2ELICE MetroCluster FCO|A| IP22| FHet 8l 7|&
A|O|E HEAFIF EHEIL|CE.

Broadcom BES-53248 Z2E X E 2N F 7)

FAS8300, AFF C400, ASA C400, AFF A400, ASAA400, H|0|= HZS et EHE ZE et HE E= FAS8700
A AEI0| A Broadcom BES-53248 A Q| X| 2 00| 1gj|o|MetL|LC}.

FASE300
_ AFF C400 AFF A400
Physical
port Port use ASA CADD ASA A400
fol
FASET00
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x 1 IP_Switch_x 2
1-12 Ports not used (see Note 2} disabled disabled
13
” ISL, MetroCluster
s native speed ISL, MetroCluster IS5L, MetroCluster
10G [ 25G
16
. Ports not licensed (17 - 48)
49 MetroCluster 5, Local Cluster interface
elc edd e3a e3b
50 (Note 1)
51 MetroCluster 5, MetroCluster interface ola 1b 12 c1b
52 (Note 1)
33 ISL, MetroCluster, native speed ISL, MetroCluster ISL, MetroCluster
54 40G / 100G (Note 1)
== ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
56 native speed / 100G

* H11: 0| ZES AEStAH 7t 2to| AT LT},

i
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* X1 2: AFF A320 A|AEIS AMESHE THY 4-'-E MetroCluster2t AQ|X|0f] HZAE 4= Q&L|C.

AQX| SR AEI RS 7|52 0 FH0IM X[ E[X| gi&LICt MetroCluster FCOIA IP22| Het Bl 7|&
YOI0|E EXtot ZetE Lt

MetroCluster IP 72 40{| Al NVIDIA X|2 SN2100 IP A2|X|0]| CH$t EHE T E St
MetroCluster IP 2HUAM ZE A2 AQ(X| 2E 5 EHE 4o w2t CHEL|C

74 HIO|SS AIE3I7| Tol| Ch2 12 M S HAESHIAIL.

* 8. C = 2719 4. E MetroCluster 12 HZ5t2{™ ONTAP 9.14.1 0|4 8! RCF I} K™ 2.00 0| A0|
LQptL|Ct,

@ RCF It HM 2 Mg MMsh= O AF2E|= RCFfilegenerator =2| H{F 1t CHELICE OIS
=0{ RCFfilegenerator v1.6cE AFE510{ RCF It KT 2.002 Hde 4 AUELICE

* 042{ MetroCluster -0l 0|22 HZst= B2 3T HE MEHAL. O|E SH L3 ZELICE

° AFF A700 R82| 4. E MetroCluster 7+ 270 E #H|0|2 2 HZTH A2 A HI| MetroClusters
"MetroCluster 1"2 HZ38I11 & HIM MetroClusterE AFF A700 E0| A "MetroCluster 2"2 HZStL|C}.

ZE 13 % 14E= 40Gbps % 100GbpsE X|@lot= 7|2 £ 2E E= 4 x 25Gbps £ 4 x 10Gbps

@ XS 22t H2j|0] 3012 REOA AHBE 4= USLICH 7|2 £ REE A8%t= %'9 ITE 133
142 HA|E/L|C} 230|301 2 E(4x25Gbps EE= 4x10Gbps)E A5t 2R ZE 13s0-3 &
1450-39 2 HA|EIL|C}.

dojM= 22[F Aol= AZE o

CHS Al CHoH MAHBILICH £ X8 &5 JUSLICH 'RefFileGenerator 2
xS f A" Fo]2 HZ| CHst XpMSt HE2 S £

+40fl = SHE #H0|2 HE EE MEL

Ct2 EE A8t m2tof & #[0]2 A& H|o|=S ZEELICt

AMAEo| et 22 A0S HE E AE...
740---
AFF A150, ASAA150 NVIDIA SN2100 EHE ZE E(E 1)

500fZ d¥eL|ct
AFF C250, ASA C250

AFF A250, ASAA250

AFF A20 £ EZSHMAI2  NVIDIASN2100 22E ZE &2H(OE 2)
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A AHEIO| ChE 2t 2
7;ic>---

AFF C30, AFF A30 FASS50 [MZ&= HE= 25G(1

AFF C60

2o

—

A0|= AE E ALE...

3a

i

CHELICE

* NVIDIA SN2100 =3t
* NVIDIA SN2100 =3H

FAS8300 AFF C400, ASA NVIDIA SN2100 ZaHZ
C400 AFF A400, ASA

A400 FAS8700 FAS9000,

AFF A700

AFF A50 £ £tESHMAI2  NVIDIA SN2100 Z2HE
AFF C800, ASA C800 NVIDIA SN2100 Z&H
AFF A800, ASA A800

FAS9500 AFF A900, ASA

A900

FAS70, AFF A70 AFF C80 NVIDIA SN2100 ZEiZE

FAS90, AFF A90 AFF

A1K

NVIDIA SN2100

ZZojI
= A0

ZE SHAE1)

12
-

=

a) L= 100G(2

HE ZE

il
=XE

IE ‘<'>‘H:|'(_l

TE

£ 3a-25G)
EHE 3b-100G)

3b) O|EH A Ft=

£ AHEst=X] 620 2t

AFF A150, ASA A150, FAS500f, AFF C250, ASA C250, AFF A250 SE= ASA A250 A|AEI0f| Al NVIDIA SN2100

A2X2 HE:

FASS00F
) AFF A150 AFF €250
Switch Port use ASA A150 ASAC250
Port AFF A250
ASA A2S0
IP_Switch x 1 | IP_Switch x 2 | IP_Switch x 1 | IP_Switch_x 2
1-6 Unused disabled disabled
7s0 elc | el0d elc | edd
751-3 MetroCluster 1, disabled disabled
8s0 Shared Cluster and MetroCluster interface elc | e0d elc | edd
8s51-3 disabled disabled
9s0 elc | eld elc | eld
951-3 MetroCluster 2, disabled disabled
10s0 Shared Cluster and MetroCluster interface alc | eld e0c | end
1051-3 disabled disabled
11s0 elc | eld elc | edd
11s1-3 MetroCluster 3, disabled disabled
12s0 Shared Cluster and MetroCluster interface elc | eld elc | edd
1251-3 disabled disabled
13/1350-3 MetroCluster ISL I15L, MetroCluster I5L, MetroCluster
14/ 14s0-3 40/100G or 4%x25G or 4x10G
S ISL, Local Cluster ISL, Local Cluster I5L, Local Cluster
16 100G
NVIDIA SN2100 S E ZE &l ( £2)

AFF A20 A|ABIS NVIDIA SN210

A2|X|0f A0l ==

o
rot
MlH

17

HZsH|

ot
il
o
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Switch AFF A20
Port use -
Port IP_Switch _x_1 IP_Switch x_2
1s0 ela eda
51s1-3 MetroCluster 1, disabled
2s0 Local Cluster interface ela | eda
251-3 disabled
3s0 ela | eda
3s1-3 MetroCluster 2, disabled
4s0 Local Cluster interface ela | eda
4s1-3 disabled
5s0 ela | eda
Es1-3 MetroCluster 3, disabled
650 Local Cluster interface e2a | eda
Bs1-3 disabled
7 MetroCluster 1,
8 MetroCluster interface e2b ¢Ab
g9 MetrnCIus_ter 2 a7b silF
10 MetroeCluster interface
11 MetroCIus_ter 3, e3b edb
12 MetroCluster interface
13/ 13s50-3 MetroCluster ISL
14/ 1450-3 40/100G or 4x25G or 4x10G ', Metrotieer
':2 13 Lnfgésusmr I5L, Local Cluster

0 >

30, AFF C30, AFF C60 = FAS50 A|AEIS NVIDIA SN2100 29/ X[0f

=
4ZE 25G 0|C{Hl FH=2 ASBHo] AFF
1 ZE He AEgL,

Aol==2 AHZ5HY| -rIP_f Ei

@ o YoMz 22 S AE 2t HA QIE{TH|0[AE HZSHY| floll &F 401 42LE 25G O|H{4ll FH=7F
zagct.
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Switch BFE 30256 Cluster/HA) FAS50 (256G Cluster/HA) AFE C60 (25G Cluster/HA)
et Port use AFF A30 (25G Cluster/HA)
IP_Switch x_1 IP_Switch_x 2 IP_Switch x 1 IP_Switch x 2 IP_Switch x 1 IP_Switch x 2
1s0 eda edb eda edb eda edb
s1s1-3 MetroCluster 1, disabled disabled disabled
250 Local Cluster interface eda ‘ edb eda | edh eda | edb
2s51-3 disabled disabled disabled
3s0 eda ‘ edb eda | edb eda | edb
3s1-3 MetroCluster 2, disabled disabled disabled
4s0 Local Cluster interface eda ‘ edb eda | edb eda | edb
4s1-3 disabled disabled disabled
5s0 eda ‘ edb eda | edb eda | edb
5s1-3 MetroCluster 3, disabled disabled disabled
6s0 Local Cluster interface eda ‘ edb eda | edb eda | edb
651-3 disabled disabled disabled
! MetroCIus-ter . e2a e2b e2a e2b e2a e2b
8 MetroCluster interface
2 MetroCIus.ter 2 e2a e2b e2a e2b e2a e2b
10 MetroCluster interface
12 MetroCIusFer 3 e2a e2b e2a e2b e2a e2b
12 MetroCluster interface
/B0 MEEGARELERISt ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
14 / 14s0-3 40/100G or 4x25G or 4x10G
15 [ELglnes) Ciger ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
16 100G

NVIDIA SN2100 =24

2XE 100G 0|{ul r =
ALK AHO|l2E2 A

®

JERLRE
masHct,

ZEE YOS
CE A

2Z SHAEQ HA QIEHO|AE HE

2ot floll 2%

AFE2310{ AFF A30, AFF C30, AFF C60 EE= FAS50 A|AEIS NVIDIA SN2100
Zol7| ?lot S E ZE g2 AESL| O

2 40{| 2Z£E 100G O|HH! 7tET}

Switch ik o e e FAS50 (100G Cluster/HA) AFF C60 (100G Cluster/HA)
ot Port use AFF A30 (100G Cluster/HA)
IP_Switch x 1 IP_Switch_x 2 IP_Switch x 1 IP_Switch_x 2 IP_Switch_x 1 IP_Switch x 2
1 MetroCluster 1, eda edh eda edb eda edb
2 Local Cluster interface eda edb eda edb eda edb
3 MetroCluster 2, eda edh eda edb eda edb
4 Local Cluster interface eda edb eda edb eda edb
5 MetroCluster 3, eda edb eda edb eda edb
6 Local Cluster interface eda edb eda edb eda edb
7 MetroCluster 1
SHO us‘er i e2a e2b ea e2b e2a e2b
8 MetroCluster interface
9 MetroCluster 2
i us-er L e2a e2b ea e2b e2a e2b
10 MetroCluster interface
11 MetroCluster 3
erre us.er / e2a e2b ea e2b e2a e2b
12 MetroCluster interface
13 / 13s0-3 MetroCluster ISL
i 5 SO ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
14 / 14s0-3 40/100G or 4x25G or 4x10G
ISL, Local Clust:
15 QAL AUTEET ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster
16 100G
S =
NVIDIA SN2100 S E ZE (& 4)

FAS8300, AFF C400, ASA C400, AFF A400, ASA A400, #|0|2 HZ

FAS9000 EE= AFF A700 A|AEI0|A NVIDIA SN2100

AQKZ HE

SME TE g ZE FAS8700,
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FAS8300
STeh AFF C400 AFF A400 FASS000
Vol Port use ASA C400 ASA A4LDD AFF ATO0
o
FASB700
IP_Switch x 1 IP_Switch x 2 1P Switch x 1 IP_Switch x 2 IP_Switch x 1 IP_Switch x 2

1 MetroCluster 1, o0 — s 36 - ede [ e8a
2 Local Cluster interface Note 1
3 MetroCluster 2, s0c — i 16 _ ede [ e8a
4 Local Cluster interface Note 1
5 MetroCluster 3, soc . . 36 - ede [ e8a
6 Local Cluster interface Note 1
z Metoglustend, ela elb ela elb e5a esh
8 MetroCluster interface
9 MetroCluster 2,

ey ela elb ela elb e5a e5h
10 MetroCluster interface
1n MEtoCusterd, ela elb ela elb e5a e5h
12 MetroCluster interface

13/ 13s0-3 MetroCluster ISL
/ I5L, MetroCluster I5L, MetroCluster I5L, MetroCluster
14/ 14s0-3 40/100G or 4x25G or 4x10G
15 ISL, Local Cluster
ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster

16 100G

Et11 1: X91440A O{HE{(40Gbps)E r% e 2% eda i e4e = eda U e8aE AFEELICE X91153A
O|HHE{(100Gbps)E AtE28t= 22 ZE eda U e4b L= eda U e8as A2 EILICE

NVIDIA SN2100 SSHE ZE SHIE 5)
AFF A50 A|AEIS NVIDIA SN2100 A Q| X|ofl Ho|l22 A

HAst7| 2%t EUE XE SetS HEYLICL

Switch AFF AS0
Port use
Port
IP_Switch x 1 IP_Switch x 2

1 Met ’

etroCluster 1 da cab
2 Local Cluster interface
3 Met .

etroCluster 2 da cab
4 Local Cluster interface
5 Met .

etroCluster 3 da cab
7} Local Cluster interface
7 Met .

etroCluster 1 02z e2b
8 MetroCluster interface
9 Met ’

etroCluster 2 02z e2b
10 MetroCluster interface
11 Met .

etroCluster 3 02z e2b
12 MetroCluster interface

13/ 13s0-3 MetroCluster ISL ISL, MetroCluster
14 f 1450-3 40/100G or 4x25G or 4x10G
15 I5L, Local Cluster ISL, Local Cluster
16 100G
NVIDIA SN2100 E3Z ZE (& 6)

AFF C800, ASA C800, AFF A800, ASA A800, FAS9500, AFF A900 t£= ASA A900 A|AE0f|Af NVIDIA SN2100
2AX2 AZ:
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AFF CB00
FAS9500
. ASA CE00
Switch AFF AS00
Port use AFF AS00
Port ASA AS00
ASA ABOO
IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2
1 MetroCluster 1, 0a ol s edb(e) [ e8a
2 Local Cluster interface Note 1
3 MetroCluster 2, 02 ola oda edb(e) /[ e8a
4 Local Cluster interface Note 1
5 MetroCluster 3, 0a ol s edb(e) / eda
& Local Cluster interface MNote 1
7 MetroCluster 1
i elb elb e5h e7b
8 MetroCluster interface
9 MetroCluster 2, a0b e1b asb a7b
10 MetroCluster interface
11 MetroCluster 3
i elb elb e5h e7b
12 MetroCluster interface
13/ 13s0-3 MetroCluster ISL
/135 etratiuster ISL, MetroCluster ISL, MetroCluster
14 / 14s0-3 40,/100G or 4x25G or 4x10G
15 ISL, Local Cluster
I5L, Local Cluster I5L, Local Cluster
16 100G

5! e8as AFETLICE X91153A

X1 1: X91440A 01‘:”'51(4OGbps) A83H= B2 eda U ede = eda U
O HE{(100Gbps)E A%tz B2 ZE eda X edb = ed4a U eSaE A LT}
NVIDIA SN2100 EHE ZE 2dH(IE7)

FAS70, AFF A70, AFF C80, FAS90, AFF A90 = AFF ATK A|A
HESLY| 2ot 2EAUF ZE SIS HEHLICL

HS NVIDIA SN2100 A X|of #Ho|E=2

Switch A0 AFF C80 EASS0 AFF A1K
witc
n Port use AFFA70 AFF A90
o
IP_Switch_x_1 IP_Switch_x 2 IP_Switch _x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x_2 IP_Switch_x_1 IP_Switch_x 2
MetroCIus‘ter L ela e7a ela e7a ela e7a ela e7a
2 Local Cluster interface
3
MetroCluster 2,
== us‘ er s, ela e7a ela e7a ela e7a ela e7a
2 Local Cluster interface
5 MetroCluster 3,
=Rl us‘ 2, ela e7a ela e7a ela e7a ela e7a
6 Local Cluster interface
7 MetroCluster 1,
o us.er ! e2a e2b e2a e3b e2b e3b e2b e3b
8 MetroCluster interface
g MetroCluster 2,
£90 us.er L e2a e2b e2a e3b e2b e3b e2b e3b
10 MetroCluster interface
11 MetroCluster 3,
el us-er ’ e2a e2b e2a e3b e2b e3b e2b e3b
12 MetroCluster interface
13/ 13s0-3 MetroCluster ISL
f 135 i e ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster ISL, MetroCluster
14 / 14s0-3 40/100G or 4x25G or 4x10G
ISL, Local Clusts
12 ’ OICSOG uster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster ISL, Local Cluster

MetroCluster IP £A0{|Al ONTAP ZHE

AZ

ECES ULy
efLct.

o, 2], HIofH

—

o

| 242 MetroCluster tAQ| Zt ZHE

2t 71E

ZESIHEHI HEO HEE= AT

E0 BE0| A= ZE 27 O| &2

H

HEN AEE= A

E2| Z=0M =&3HOF BfL(Ct.

E2{2H T|o{Fof| A+E3HOF LTt

18

Z2 1GbEQLICE.

2 2= ZE 70|22 HE

E| 25 ZEO| AHo|2

R0
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1. SBAE T0{22 91l 214 27Ho| ZES Algsto] AO|22 HZstD MEL SE{AE 9 EY 7t IZE0f
QU=X| Bfolgt|ct.

= HZEOM sHE = ASLICEH HE ZEE AESHHE 2 AH T|0E

S22 1/0jYS HE BE T Hlo|E
Ezfmol ol o £ MelH2 MT 4+ ABLICE

"2 AE 8 SVM I|0{&! Express T+A"

N
[
Im

E2{of 22| Y HO|E| ZEE 2Z AO|EQ| 2| A H|0[E| HIER{Z0] A 0|22 HZZLICE

10
MK
E
=2
A
ot
nx

Xl X|HE AH2ELICE "ONTAP SHE20 AJAR] A",

MetroCluster IP A|AEIO|= M 1N718H(HA) ZET} Siﬁl—l Ct. Z2E0f| W2t MetroCluster,
22 22 AH E= 38 22{AE/MetroCluster 2IE{H|0| A S AFE38I0{ HA E2{ES X2|ghct.
ONTAP SIEH|O] A|AHRI dHAN £ AL8SIH EAES *E**IOHZ 42 SHAEH Y HA ZEQ|
AO|22 AESY| !leh X|HE MEX| OHYAIL.

©

MetroCluster IP AQ|X|E FMBtLIC}

ZHIE MetroCluster IP A2[X| 14 HXIE MEHSIMR

BHOllE MetroCluster IP HZ S M 252 IP AQK|E RMolj0F BtL|C}, m2tof & EXt=
A QK| ZSYM|o 2t CHEL|CY.

* "Broadcom IP AQ|X|E P MEiL|C}"
* "Cisco IP A2[X[E #MgL|Ct
* "NVIDIA IP AQ|X|E MBI
So{AH AT HZ gl HHol= MetroCluster IP HZ2 ¢8|l Broadcom IP AQ[X| 24
Z

5 BHAIE MetroCluster IP HZ0]| AHEE Broadcom IP Af|X[E F-&3HOF

(D) cemze 32 2400 %7t 2ol MAG x 100-Gb EE 0|2t BB |C

* ILE 531} 54E 40Gbps = 100Gbps MetroCluster ISLZ A2 8fL|CH.
« 22 22{AE{2} MetroCluster QIE{H|0|A S L E 49-520f HZst= EHES AtETtL|C
Broadcom IP AQ|X|2 &} A| 7|22 O 2 MAASHL|CH
M AQIX| AZEQ HF I RCFsE AX|87| M0l Broadcom AQX| MES x| 7|2 2HE £HloF ehL|Ct.

o ZHe1of| CHaH
* MetroCluster IP 71A9| 2F |P AQ|X|0l|A] O] CHA|E dt=sljof ShL|C}.

© 2 2ES AE00o] A%(X|0f| AZsOF ZLCE.

60


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.exp-clus-peer/home.html
https://docs.netapp.com/us-en/ontap-systems/
https://docs.netapp.com/us-en/ontap-systems/
https://docs.netapp.com/us-en/ontap-systems/
https://docs.netapp.com/us-en/ontap-systems/
https://docs.netapp.com/us-en/ontap-systems/
https://docs.netapp.com/us-en/ontap-systems/
https://docs.netapp.com/us-en/ontap-systems/

(IP_switch A 1)> enable
(IP switch A 1) #

= 'erase startup-config'

(IP_switch A 1) #erase startup-config

Are you sure you want to clear the configuration? (y/n) y
(IP_switch A 1) #
+ 0| HYS HILIS XI2X| BBLIC
b. HHLA X|H:
"HIE Tl gtg"
(IP_switch A 1) #configure
(IP_switch A 1) (Config) # no set clibanner
(IP_switch A 1) (Config) #
3. AQX|IE THEEBILICE * “(ip_switch_a_1) #reload * '
(y/n) y

Are you sure you would like to reset the system?

(D ARKIE CHAl 2E517| Hofl MEE X g2
LIEtLEEH * No * & MEASIL|CE

S ARIX[ofl 23QlBtL|Ct

*

4. AQX|7t CHA| 2EE Wi7HX| 7|C2l Cf
st o=

7|2 AF2XH= "admin™0| D AS Tt MAME|0] YK LYSLICH CI21 SAFSH T2

(Routing) >

2 FdolLt HEE FEE MEE

TEJ} EA|EILICE
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Routing)> enable
(Routing) #

6. service port protocol2 noneL 2 MX it
MUt T2 E

Mk

A
HA

gjo

(Routing) #serviceport protocol none

Changing protocol mode will reset ip configuration.
Are you sure you want to continue?

(y/n) y
(Routing) #

7. IP TAE MH|A ZEO| STketL|C}

‘erviceport IP_IP-addressnetmaskgateway '

Ct2 ool M= MEUl 255 255.255.0" 3 A0 EY|0] "10.10.10.1"0] Y= MH|A ZEO|
"10.10.10.10"S 20 FL|C}.

SErEl P 34

(Routing)

#serviceport ip 10.10.10.10 255.255.255.0 10.10.10.1
8. AMH|A ZEJH SHEH FHE A=K

stolgtL|Ct,
MH]AMH[A

CHS OloflM = ZET} &HE JHsSHH SHI2 TAT}



(Routing) #show serviceport

Interface Status........i i, Up

TP AdArE S S et ittt ittt eeeeeeeeeeeeeeeeeaneeens 10.10.10.10
Subnet MasK. . ...ttt ittt tteeeeeneeeeonaenns 255.255.255.0
Defaull Gateway. ... ettt ittt ittt ennennenns 10.10.10.1
IPv6 Administrative Mode........iiiieeeennnn.. Enabled

IPVO Prefix 1S vttt ittt ettt ettt e ee e
fe80::dacd4:97ff:fe56:87d7/64

IPv6 Default RoUtEr. ... it iien et ieeeeeennnnns fe80::222:bdff:fef8:19ff
Configured IPv4 ProtoCOl.....iiiiineeeennennnn. None

Configured IPv6 Protocol........cuuiuiiiinnnnn.. None

IPv6 AutoConfig Mode. ...t iin et iteeeeennnnnn Disabled

Burned In MAC AddreSS ...ttt eeennneeennns D8:C4:97:56:87:D7

(Routing) #

9. SSH MH{Z TAIBtLICH,

° RCF I}Ue Wyl IRE2S b MBIBILICE SSH AHIS TASHT OH X2 ZE 6
® SofAfBt B2|R|0f| HAAE 4 LT

c 21 LT 9l J|E} QI TS ARSI M SSH MHE A8 OF hL|Ct.

o

a. RSA 7|2 d-dgLct.

(Routing) #configure
(Routing) (Config) #crypto key generate rsa

b. DSA 7| W (MEH AL

(Routing) #configure
(Routing) (Config) #crypto key generate dsa

C. FIPS %t K7 Q| EFOSS AE5t= 22 ECDSA 7|E MAdetL|Ct CHS oMol M= Z0[7} 52121 7|
DFELICEH RE3t 32 256, 384 TE= 521]L|Ct.

(Routing) #configure
(Routing) (Config)#crypto key generate ecdsa 521

d. SSH MHE gdetgfLCt.
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(Routing) (Config)#end
(Routing) #ip ssh server enable

() 717t olol o Hojax| 2 HAIKIT} LiEK 4 LIC

10. WQ3

CI2 0|0l M= IP domain2} IP name server 33 & H0{ FL|C}

(Routing) # configure

(Routing) (Config)#ip domain name lab.netapp.com
(Routing) (Config)#ip name server 10.99.99.1 10.99.99.2
(Routing) (Config) #exit

(Routing) (Config)#

M. st AL AlZi 8 A|ZH S7|SHSNTP)E A BtL|C.

CHS Ol M= SNTP A2l IP =42 MT A[ZtCH S2 X[Edts 'sNTP' E0E 20 ELL.

(Routing) #

(Routing) (Config) #sntp client mode unicast
(Routing) (Config) #sntp server 10.99.99.5
(Routing) (Config)#clock timezone -7
(Routing) (Config)#exit

(Routing) (Config)#

EFOS H¥ 3.10.0.3 0| &0l M= & AFERILICE ntp S Y=L
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12.

13.

> (Config)# ntp ?

authenticate
authentication-key
broadcast
broadcastdelay
server
source-interface

trusted-key

trusted time source.

vrf

> (Config)# ntp server ?

Enables NTP authentication.

Configure NTP authentication key.
Enables NTP broadcast mode.

Configure
Configure
Configure
Configure

Configure

ip-address|ipv6-address|hostname

hostname.

>(Config)# ntp server 10.99.99.5

A% 0|2 7A:

SAE 0|2 |P_SWITCH_A 1

AQX| ZEZEO= M O|F0| EAIELICY.

(Routing)

(IP switch A 1) #

M7 H2E

CHS Oll2F AL

rot
|H
ofu
|H
Im

o

# hostname IP switch A 1

2 ZE0| EAIELICE

NTP
NTP
the
NTP

the

broadcast delay in microseconds.
server.

NTP source-interface.
authentication key number for

NTP VREF'.

Enter a valid IPv4/IPv6 address or

65



(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!

(IP_switch A 1) #

14. MetroCluster IP 19| CtE 374 AQ|X|0f| CHal O|F THA|E gH=EHL|CL.
Broadcom A2Q|X| EFOS AT EY 0 CIRZE gl MX|
MetroCluster IP T1A2| 2t AQ|X[0| AQ|X| 2 M|H| ItU ot RCF IS CHR2Z=sHOf B Ct.

Of ZhHofl CHaH

| =
O| 242 MetroCluster IP 42| Z} 22| X|0f| A Ht=3}{0F LT},

* OHS Aol RelstiAlR.

* EFOS 3.4.x.x0lM EFOS 3.7.x.x O| A Q2 ¢ 1gj|0|=& HQ A IXI01IA1 EFOS 3.4.4.6(<£= 0|Z 3.4.x.x
22[Z)0| *'°”Elj QLojof stujct. 1 Fof| E'EI*E Aol ol ZQ MX| AQ|X|Z EFOS 3.4.4.6(E= 1

O|& 3.4.xx EHE|A)Z PIO2|0| =3t CHE ALIXIE EFOS 3.7.x.x OIMQE A O|EBIMA|IL.

* EFOS 3.4.xx 2 3.7.x.x O|A9| LML CIEL|Ct. EFOS HEE 3.4.x.xH A 3.7.x.x O|ACE HASIAHLE O
HICHE HASIHH™ AQIX|E £ Al 7|%3I9§ MAE™stD sffet EFOS HAM Q| RCF It S (CHA|) M &4l 0f
SILICH O] HEXIE sHstH™ 2E 24 TEE Soff AMAdHof L .

* EFOS ™ 3.7.x.x O| AR E{= FIPSE &40 %= HAE L} FIPS =2t HEE AT 4 JUSLICE FIPSE
Z=40tX| b= HEO|M 2 0|SSHHLt FIPSE &46t= HEOZ Metet iff CHE ChA[Z} HEEILICE
FIPSE &46tX| &%= HEW A FIPSE £4:5t= HTOZ E= 11 HILHE EFOSE HASIH A QX7 2%
ESt A 7|22/ =2 TME™EIL|ICE O XIS f3st2{H 2|H 2L TEES Eol| AM[ASHOF BiLICE

=o-d

CHA|
1. ol AQIX| HO{E "Broadcom X| &l AIO|E"CtRZEFtL|CE,
2. 'show FIPS status' BE S AI23810] AF2X}S| EFOS HFO| FIPS S8t HFEQIX| EE= H| FIPS S8 HFEQIX|

stoIStL|CE CH2 ool M= IP_SWITCH_A_10| FIPS &%t EFOSE A3t U2 D4 IP_SWITCH_A_2= FIPS
H|= 2 EFOSE A%t UELICE

° 0f 1+

66


https://www.broadcom.com/support/bes-switch
https://www.broadcom.com/support/bes-switch
https://www.broadcom.com/support/bes-switch
https://www.broadcom.com/support/bes-switch
https://www.broadcom.com/support/bes-switch

IP switch A 1 #show fips status

System running in FIPS mode

IP switch A 1 #

oo 2*

IP switch A 2 #show fips status

Q.

IP switch A 2 #

3. Ltg EE AM83Ho] of

*xE-le_*

FIPSS Z40tX| o= &
M7 70| EFOSS
24 a3[0|=5Hs A

3.4.46(E= 104
3.4.x.X)

34.46(E= 204
3.4.x.x)

2 12 AHESHH M
EFOS O|O|X|E
AX[gLct 24 2
2lo|MlA HE T}
SX|ELCt

% Invalid input detected at

A

NN

=

* 17} EFOS 7 *
3.4.x.x

3.7.x.x 0|2 H| FIPS 4

uH 12 AFRSH0]
EFOSE
Cteasjlo|=gt|ct,
AQIX|Z 7 A
J|27t0 2 ANt
EFOS 3.4.x.x°| RCF
otle M|

3.7.x.x 0|4 FIPS 4

marker.

HE [MEfof Sh=X] 2elstHAIR.

* ME22 EFOS HZ *
3.4.x.x

Y 12 ALE5H0]
EFOSE
Y22 0| =gHL|C}.
A9KIE EL A

7|12Z 0= xfMHEst
EFOS 3.7.x.x O] &t0f|
RCF ot S M EgfL|Ct

3.7.x.x 0| &} H| FIPS 714

3.7.x.x 0|4 FIPS #4

* 13

rn

A

S 12 AL Af
EFOS O|O|X| &X]) 7+
S 2o MdIA HETt
HEELICH

3.7.x.x 0|4 H| FIPS 74

2 12 AFESHH M
EFOS O|O|X|E
MK ct 24 2
20| MA HE T}
SX[ELct
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FIPS S2t EFOS FIPS H| &3t FIPS 72 e 22 AFRSI] EFOS

HHMOE 20| = A o|OfX] X[ ALK 74 5!
2fo|dIA HE T}
AN,

o G 1. Q) HE OHE| M0 AZE9)|0] O[0[X|E CH2ZE50 EFOSE 30| =5t= HA LT
° ¥ 2: ONIE OS #X|E M8t EFOSE ¥ 120 =E5t= B

o

dHef HEl ME|M0j| AZEQ|0] 0|0|X|E CHR2EE5H0{ EFOSE ¥ 12(|0|E5H= THAYILICH

T EFOS H{TO| FIPSE Z5HX| §47LI & EFOS HXO| 25 FIPSE E4ot= 40T CH2 HAE A =
olAL|C},
M-

©

ot HTO| FIPSE E4-5t11 LHE HTO| FIPSE Z401X| g= 22 0| THHIE ALE5HX| Ot A2,

A

1. AKX AZEQE AQ|X[0f| SAFEILICE. (+ copy sftp://user@50.50.50.50 /switchsoftware/efos-3.4.4.6.stk
backup+)

Of ofj0fl M efos-3.4.4.6.stk 2B MK ZtL2 SFTP AHO|lA| 50.50.502 2 MY MHE|MO = SAMEL(CY.
TFTP/SFTP MH{ Q| IP =42t HX|8l{0f 5= RCF Lt 2| It 0| ES AFE3HOF SLICt.

(IP_switch A 1) #copy sftp://user@50.50.50.50/switchsoftware/efos-
3.4.4.6.stk backup

Remote Password:***x*&xxkkxkkx

L SEFTP

St ServVer IP. ..t it ittt eeeeeeeeeeeeeeeeaenns 50.50.50.50

= o /switchsoftware/
Filename. @ v vttt et ittt et et eeeeeseeeeenaeeeenaas efos-3.4.4.6.stk
1= = T 7 T Code

Destination Filename. ... ...ttt ennnennnn backup

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...
SFTP Code transfer starting...

File transfer operation completed successfully.

(IP_switch A 1) #
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2. OH3 AQIX| TR EQ W THE| MOl REISIZE AKX S AFRLICE

= H
CEPECT

18"

(IP_switch A 1) #boot system backup
Activating image backup

(IP_switch A 1) #

3. Ml 28 o[0|X|7t Ctg 28 Al g4t =X| =elsfLCt.

'How bootvar'&L|Ct

(IP_switch A 1) #show bootvar
Image Descriptions

active
backup

Images currently available on Flash

unit active backup current-active next-active

1 3.4.4.2 3.4.4.6 3.4.4.2 3.4.4.6

(IP_switch A 1) #

4. 742 MBI

M7| o2E
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(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP switch A 1) #

(IP switch A 1) #reload

Are you sure you would like to reset the system? (y/n) y

6. AQIX|7} XHEEE kx| 7|CHELICE

@ EE 32X 29X|7F RYE|X] g2 4= AFLIC & MELICH ONIE OS ZX[E AFESH0
EFOSE ¢12(0|=5}= £ A 0|0|XIS MXI2fLICE

7. AQ|X|E EFOS 3.4.x.x0M EFOS 3.7.x.x2 HZSHLL D HIi2 HAY FR Ch3 F EXAHE M2t SHE
_T.LA-I(RCF)O HQ‘°H§M|9.

a. Broadcom IP AR|X|E &6t A| 7|22 HEHBIL|CH
b. Broadcom RCF I} CtR2Z = 5! AX|
8. MetroCluster IP 22| LIHX| 37 IP AQ|X|0f| CHaH O] THA|Z 2t=stL|Ct,
ONIE OS MX|E At2310] EFOSE ¢ 12|0|=Est= HHA|
st EFOS HHTO0| FIPSE ££:5111 LtE EFOS H{TO| FIPSE 401X = AR LIS HHAHE £l £~ JUELICEH

Ol2{st ttA|l= AQX|7F 2EIE[X| b= AL ONIEO|A H| FIPS EE= FIPS §§+ EFOS 3.7.x.x O|0|X| & MX|st= O

A8 4= AFLICE

EHA|
1. AQ|X|E ONIE &% ZEZ B&IgL|ct.

HE| Z=0f Ct2 $}HO| LIEILIH ONIEES MEHSHLICT,
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| EFOS
| *ONIE

| *ONIE: Install OS
| ONIE: Rescue

| ONIE: Uninstall OS

| ONIE: Update ONIE

| ONIE: Embed ONIE

| DIAG: Diagnostic Mode
| DIAG: Burn-In Mode
|

|

|

|

|

OfX| A2|X|7} ONIE &% =2 REIFLIC.
2. ONIE A2 FX|5t 1 0|4l QIEI0|AS P etL|Ct

Ct2 O|A|X| 7} LIEILIH <ENTER> 7| € =21 ONIE

Tk

£2 2L CHL

Please press Enter to activate this console. Info: ethO: Checking
link... up.
ONIE:/ #

(D) ONIE Z40] 7% Zisslof HIAIXI7} 250 A ELICE,



Stop the ONIE discovery

ONIE:/ # onie-discovery-stop
discover: installer mode detected.
Stopping: discover... done.

ONIE:/ #

3. 0|4l QIE{H|O|A S M S} 'ifconfig ethO <IPAddress> netmask <netmask> up' 2 'route add default GW
<gatewayAddress>'E AFE5t0] 2tREE F7tgfL|Ct

ONIE:/ # ifconfig eth0 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

4. ONIE #%| IS s AEISH= MB0l| H2Y - A=X| gelet|Ct.

ONIE:/ # ping 50.50.50.50

PING 50.50.50.50 (50.50.50.50): 56 data bytes

64 bytes from 50.50.50.50: seg=0 ttl=255 time=0.429 ms

64 bytes from 50.50.50.50: seg=1 ttl=255 time=0.595 ms

64 bytes from 50.50.50.50: seg=2 ttl=255 time=0.369 ms

~C

-—-- 50.50.50.50 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.369/0.464/0.595 ms

ONIE:/ #

S. M ARX| ATXESQO{E AX[EL|Ct

ONIE:/ # onie-nos-install http:// 50.50.50.50/Software/onie-installer-
x86 64

discover: installer mode detected.

Stopping: discover... done.

Info: Fetching http:// 50.50.50.50/Software/onie-installer-3.7.0.4
Connecting to 50.50.50.50 (50.50.50.50:80)

installer 100% |*******************************| 48841k
0:00:00 ETA

ONIE: Executing installer: http:// 50.50.50.50/Software/onie-installer-—
3.7.0.4

Verifying image checksum ... OK.

Preparing image archive ... OK.

ATEQ 07t BX|E[2 AQXIE MEESLICH A|X|7F A EFOS HT Q2 X O 2 MR E| =5 ghL|C}
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6. M A9IK| AZE0{7F SR = A=K flgfL|ct

'How bootvar' *

(Routing) #show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-

active next-active

1 3.7.0.4 3.7.0.4 3.7.0.4
(Routing) #

7. BXE =Lt

80| HEE| K| 811 AAX[Z PG E|D E3t A 7=k
Cts

MES M

A 2 AR EL|C} o}
T ZXM0| 8HE fE RCF MY S % %E. L[Ct.

o c ™
[= T ——

Xpoj| w2t AQX| 712

a. AQX| 7|2 M™ES T MTILICE 45HA| 0|F CHAIS WELICE Broadcom IP AQ[X|E =6} A| 7|20 2

IHJH ~ oH_l [_I-

b. of M= |2 RCF I}U S MAMs D ML Broadcom RCF It CIREE

Broadcom RCF I CI2Z = 5! MX|

ARIX| RCF It 2 M-ddt 1 MetroCluster IP 71-42| 2F AQ|X|of| AX|sH{OF ghL|C},

I’E.ﬁf | o

O] ZtAH0j|l= FTP, TFTP, SFTP EE= SCPe Z2 Il M4

Of ZfHofl CHaf

ATELO7 EHRd

o|2{et tHAl= MetroCluster IP #42] 2t P A2|X|0l| A HHE 38Ok Lt

RCF It 2 MetroCluster IP 42| 47 AQ| K|S St 47H9| MU Z LM EILICE AL

RCF It S ArEdf{of gL Ct.

A QK]
IP_SWITCH_A 1

IP_SWITCH_A 2

IP_SWITCH_B_1

IP_SWITCH_B_2

RCF I+
v1.32_Switch-A1.txt

v1.32_Switch-A2.txt

v1.32_Switch-B1.txt

v1.32_Switch-B2.txt

L|Ct.

X EX]

59! 29K 20| X

AQ/X[0f IHE S SALRLICE

s
SEelgly
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@ EFOS H7 3.4.4.6 0|4 3.4.x.x.x& RCF It EH2|= K™t EFOS HH 3.7.0.4= CHELICE
AQIK|7F A Sl EFOS HT0l| 5= RCF MY S UMM =X| &lsHof fL|Ct.

EFOS HH™L|C} RCF It HH
3.4.x.x v1.3x, v1.4x
3.7.x.X V2.x

CHA|

1. MetroCluster IPE Broadcom RCF IS MMSHL|C},
a. E CI2ZLC3IM A "MetroCluster IPE RcfFileGenerator® L|C}"
b. MetroCluster IP€ RcfFileGeneratorS AtEst0{ T2 A0]| CH$ RCF Ot S MM TtL|Ct.

() ue=c3RreFuias 48 4 gL,

2. RCF IS AQ{X|0]| SAFELICE

a. RCF IS A Hm| AQ|X|0of| EALEILICE. 'copy sftp://user@ftp-server-ip-address/rcfFiles/switch-specific-

A

RCF/BES-53248 v1.32_Switch-A1.txt NVRAM: script BES-53248 v1.32_Switch-A1.scr'

0| of|oil A "BES-53248_v1.32_Switch-A1.txt" RCF It2 SFTP A{H{0f|l A "50. 50.50"9| 22 bootflash2
SAHEILICE TFTP/SFTP AH 2| IP S0 @ X|3l0f St= RCF T Q| Ot O|FS AtESHOF LTt
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(IP_switch A 1) #copy sftp://user@50.50.50.50/RcfFiles/BES-
53248 v1.32 Switch-Al.txt nvram:script BES-53248 v1.32 Switch-Al.scr

Remote Password:***x**xxkxkxihkx

Lo L SFTP

SeL SerVEer TP . . ittt ittt ettt oeenesonanesannanens 50.50.50.50
= ol o /RcfFiles/
Filename. @ vv ettt i ittt t et e teeeeeneeeeeneenenns BES-

53248 v1.32 Switch-Al.txt

L= it T 7 1 Config Script
Destination Filename. ... ..ot eeeeeeeeeneeenns BES-

53248 v1.32 Switch-Al.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...

File transfer operation completed successfully.

Validating configuration script...

config

set clibanner

LRI S b b b S b b b b A b S b 2R b b b I I 2 b b db b b db b SR dh b S b b db b AR b db b R Ib b b Sb b 2b S Ih b db b 2R S b db b db b i

* kkkk kK

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248

The downloaded RCF is validated. Some output is being logged here.

Configuration script validated.
File transfer operation completed successfully.

(IP_switch A 1) #
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(IP_switch A 1) #script list

Configuration Script Name Size (Bytes) Date of Modification

BES-53248 v1.32 Switch-Al.scr 852 2019 01 29 18:41:25

1 configuration script(s) found.
2046 Kbytes free.
(IP switch A 1) #

C. RCF A3ZE NE:

'cript apply BES-53248 v1.32_Switch-A1.SCR'

d 3

(IP_switch A 1) #script apply BES-53248 v1.32 Switch-Al.scr

Are you sure you want to apply the configuration script? (y/n) vy

config

set clibanner
LU b b e b i 2 b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b B b b 2 b b b b b b b b b b b b b b b 2 (b b b b b b (4

R b b b b b b b b b 4

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248
The downloaded RCFEF is validated. Some output is being logged here.

Configuration script 'BES-53248 v1.32 Switch-Al.scr' applied.

(IP_switch A 1) #

M = X-I Il-'c;l-L_| |:|-_

o o



M7| H2E

(IP_switch A 1) #write memory

This operation may take a few minutes.

Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP_switch A 1) #

(IP switch A 1) #reload

Are you sure you would like to reset the system? (y/n) vy

a. XStz RCF LA S olfet 22| K|0fl SASHEZ LIHX| M| A9(X] 2t2bof CHalf O] ThHA|E Hr=gtL |t
3. AQIX|E CHA| ZESHYAIR.

CIA| 2E
IP switch A 1# reload

4. MetroCluster IP 49| CtE 37§ AQ|X|0f| CHaH O|F THA|ZE HH=hL|C

—

AIRE|X| = ISL ZE 9 ZE &S H|ZHMSSL|C}

= O

ELIQst MEf ZTE EIX|SHY] QI8 AFRSHX| b= ISL ZE 8 ZE xS H|EM36tH= Z40] EELICH NetApp.

1. RCF It HHLH S ALE5I0Y AL EX| Qb= ISL ZE B! ZE x2S AESL LY.

LS = =

(D EEJHE2|0|30tR ZEQ1 32 HHUM XY= ZE 0|F2 RCF BiL{of| X|HE O|E 1 CHE
= ASLICE RCF #A|0|2 HZ TS A8 ZE 0|52 &S =& ASLICH

=
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2. AFRE|X| = ISLZE U ZE IS H|ZASstL|Ct.

MEE DA ZE = ZE Ao Chioh ChS FES LsHof gL|Ct.

(SwtichA 1)> enable

(SwtichA 1)# configure
(SwtichA 1) (Config)# <port name>
(SwtichA 1) (Interface 0/15)# shutdown
(SwtichA 1) (Interface 0/15)# end
(SwtichA 1)# write memory

Cisco IP AQ|X|E gL Ct
S AE A5 HZ gl ol MetroCluster IP HZ2 2l Cisco IP AQX| 1A

S2{AE QIEFHUE 5! HHAl= MetroCluster IP HZ0|| AF2E Cisco IP AQX|E FA8lot

O] Mo Bt & URE= =E EX0|H, AEXZL 2T YL 2 ap 2t E RXpat AHsHOoF ghL|Tt.

Cisco IP A9|X|E &3 A| 7|22 = MAFRLICH

RCF It S AX|5t7| Hof| Cisco 291K ES X1 7|2 FHS +AdHof LICt O X7t AMulist = S Ut
RCF IS CHA| 2X|5tALE M| TS| RCF IHY 2 XSt = Z2 0| EXt 2etL

o] ZrAHof| cHaH
* MetroCluster IP 42| Zt |IP AQ|X|0|AM O] THAE HH=23sHof StL|Ct.
* XA FLE 2 ALESI0] A X|0of| HZBHOF BfL|C.
xtoio

22| WE 30| RHS YAFELICH

=2=od

1. AQIX|Z &6} A| 7|=22102 MMM BHL|CY.
a. 7|= Mg X|SLC}.

MI| X127
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b. ALIX| AL EOIE ChA| ZERILICH
CHA 2E

ARI0| HEEIE| T A OREALZE AISHEILICH 28 S0 "KHE TRH|HY SEHo|ats HIAIX|7H EAIE®
bt MHOR |2 FYSHAIZIALIN? (Ol/OHLIR) [n]", Al&3ta{® o2t ghsfiof ShLict.

LR
= 7|2 AO|ESI0]
" SSH AH|A(RSA)
T OPHALE 2t=5tH A X7t RS E LT
d. HIAIX|7t EAIE|H ALEX} O| S ASE 22t AQX|0fl 23 QIgfL|Ct.

CHS oo M e ARXIE Y I TEDE Sl AAHR SEHE HO FL|CH Ha| 23 (<<<<)= ALt
MHE Qs Q|2 HA|SH|C}.

-—-—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
**<<<*~k

Enter the password for "admin": password
Confirm the password for "admin": password
-—-——- Basic System Configuration Dialog VDC: 1 —----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

AQIK| O], 22| 4 3! A|O|EQI0|E E&fs0| Chg TEIE MEO| 7|2 FEE YAt SSH with
RSAE MEHSILIC



80

0l ool A= RCFE 7443t o TRt 5|4 HES Hof 50, RCFS M8 & 571 848
() 742+ UBLICE oI8 Sof RCFS X183 = SNMPV3, NTP S SCP/SFTPE 74 4

ALt

Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0) management configuration?
(yes/no) [y]:
MgmtO IPv4 address : management-IP-address **<<<**
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]: y **<<<**
IPv4 address of the default gateway : gateway-IP-address **<<<*x*

Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]: y F*<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsa]: rsa
**<<<**

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

OpX|2t TEZE MEJL F4S =yLICh



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#

IP switch-A-1# copy running-config startup-config
- 22K E MRS AQ{X|7t CHA| 2EE Wi7tX] 7|CHE Lt
IP switch-A-1# reload

. MetroCluster IP 42| C}2 37§ AQ|X|of| CHaH O™ THAIE vt=EstL|C},



Cisco AQX| NX-0S 2ZEQ|0{ CIREE 4l AX|
MetroCluster IP 71A2| 2t A2{X[0f| AQ|X| & M|A| Dt ot RCF oYU S CHREEsHOF gL Ct.

Of Zreioi| Chat

| =
O Zti0ll= FTP, TFTP, SFTP tEi= SCP2t 22 It T& 2T E 07} ERFYLICH A(X[0] THE S SAFELICE
|22t tHAl= MetroCluster IP #442] 2t P A2|X|0l| A HE=38HOF Lt
K== AKX AZEQO HES AFESHOF BfLICE
"NetApp Hardware UniverseE & X5t A|R2"

THA|
1. XY E|= NX-0S AZEQ|0] IS C2EE=HL|C},

"Cisco 2ZE¢|0] CIREE"
2. ARQIX| AL EQ|0{E AQ|X[0f SAFRILICH
'copy sftp://root@server-ip-address/tftpboot/nx-os-file-name bootflash:vrf management'

0] 0|0f M nxos.7.0.3.14.6.bin I3t EPLD O|0|X|= SFTP AMH 10.10.99.990M 2Z REZ2{A|Z
SAFELICE
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3.

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/n%000-
epld.9.3.5.img bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.img

Fetching /tftpboot/n9000-epld.9.3.5.img to /bootflash/n9000-
epld.9.3.5.1img

/tftpboot/n9000-epld.9.3.5.img 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

ZF A K| ALIKX] NX-OS IH0| ZH A X|9| bootflash CIHEE|0| J=X| =QletL|C}.
'dir bootflash:'

CtS of|Ml= ool IP_SWITCH_A_10] /28 B FL|Ct,
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IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

AQK| AT EQ{E HK[EL|CL.
nxos bootflash: nxos.version-number.bing 25 MX|&L|C}
AQIX| ALES0{7} MX|E|B AQIX= NS QR ChA| 2E(RRE)ELICE
CtS ool = IP_SWITCH_A_10f| HX|El ATEQE Eof FL|C
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[###fdfHAHH#HHE#E#H#H] 1005 —— SUCCESS

Verifying image type.
[###fdfHH#H#HHE#4#H#H] 1008 —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
[H#HfHEHE#FHFH4#4##4#] 100% —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

[#Af#HHH#SHHH A F#4#E##] 100% —— SUCCESS [###H44 444444444444 ] 100
—-— SUCCESS
Performing module support checks. [##H4H44 444444444444 ] 100
—-— SUCCESS



Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[###H#HHHHH#E##E##E###] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

5. A9|X|7} CtAl 2EE m7HX| 7|Ckal ChS AIX|ofl 2301



ALX7 MEREH 200 TEXETL HA[ELIC.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. AQX| 2ZEQ0{7t HX|=|0f UA=X] let|ct

CHE ol= &3S 20 ELCL
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IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)
Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

7. EPLD O|0|X|E ¢ 12)|0| =8} A2|X|E rebootdtC},
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IP switch A 1# install epld bootflash:n9000-epld.9.3.5.img module 1

Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SUP MI FPGA2 0x02 0x02 No
The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] vy
Proceeding to upgrade Modules.
Starting Module 1 EPLD Upgrade
Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 64 sectors)
Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result
1 SUP Success
EPLDs upgraded.
Module 1 EPLD upgrade is successful.
8.  AQIX| HEE T CHA| 2TQI6H0 A TS| EPLD7} 43X o2 2EE|U=X| 2QlgtL|Ct.
show version module 1 epld
9. MetroCluster IP A9 LIHX| 371 IP AL X|of| CHel O] THAIE HHE BT}
Cisco IP RCF It Ct2=E 5! &%
MetroCluster IP 714 2| 2t A2Q|X|0f| RCF It 2 MMt MX|soF hL|Ct.
O Zh4ofl CHaH
O| Zt0ll= FTP, TFTP, SFTP EE= SCP2t 22 Wt M& AT EQ0{7F ZRtL|Ch AQ(X|0f IS SAFEL(CH
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o|2{2t A= MetroCluster IP 12| 2t IP A X|0f| A HE=3H{OF SfL|CE.

X §UE| = AKX AZEY 0| HHE S ALESHOF SfLICE

i

"NetApp Hardware UniverseS &I ZotA A"

QSFP-SFP+ O{EHE{ 2 AI238t= AL ISL EEE HY|0|30}R 2 RE Al 7|2 20 DEZ AME|of & &

UALICH 15, BE A BLL Holeteiet AalH] 290HS HEHE BE5 NS

RCF I 2 MetroCluster IP A 9| 47 AQ|X|Th SFLIA 4719 U2 LM EILICEH AR
RCF o2 Argdljof gLt

A QK] RCF It

IP_SWITCH_A 1 NX3232_v1.80_Switch-A1.txt
IP_SWITCH_A_2 NX3232_v1.80_Switch-A2.txt
IP_SWITCH_B_1 NX3232_v1.80_Switch-B1.txt
IP_SWITCH_B_2 NX3232_v1.80_Switch-B2.txt
THA|

1. MetroCluster IPOi| CH$t Cisco RCF IHY 2 A MSHL|CE,

a. E CIR2ECESHMA| L "MetroCluster IPE RcfFileGenerator! L|CH"

S0 A9(%| 20| H

b. MetroCluster IP2 RcfFileGeneratorS At2st0{ A0 CH$ RCF Ot S MMetL|Ct.

() cezc s RreFmYs +EY 4 oL,
2. RCF IS (K0l ZAHLICE,

a. RCF It S X Huf 22| X|0f| SAFLCE

S A} sftp://root@ftp-server-ip-address/tftpboot/switch-specific-bootRCF flash:vrf management

0] oilofl Af NX3232_v1.80_Switch-A1.txt RCF It 2 SFTP A{t(10.10.99.99)0l Af 22 bootflashZ

SAHELICH TFTP/SFTP ME Q| IP 42 AX[6H0F ot= RCF IHQ| It 0| §2

ArZ3HOF BHL Lt

s
SEelgly
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3.

IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

a. YX[5h= RCF MY S 3liE A2/ X|0f| SAISHE== LIHX| M| A9{X] 2f2fof| T3l O|F ste| HHAIS BE=SfL(Ct.

Zt AQIX[0|M RCF It0| 2t AQ|X|Q| bootflash CIZE2|0]| QL=X| SHlBtL|Ct.
'dir bootflash:'

CHe Oflxl= mHAO| IP_SWITCH_A_10] YSE E{FLIC}

IP switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. Cisco 3132Q-V % Cisco 3232C AL/ X|0f|A TCAM S AdshL|CY,

90

]

(i) Cisco 31320-V = Cisco 3232C A9IXI7} gt F2 0] EAIS ALHHAIL.

a. Cisco 3132Q-V A2[X[0|A C}S TCAM S 2 M eL|Ct.



conf t

hardware access-list tcam region span O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region qos 256

b. Cisco 3232C AL|X|0||A CHS TCAM E<ig MAEELIC}

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl-lite 0
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region gos 256

C. TCAM S d¥ct = 92 Mot A(X|E CHA| 2ERILICH

copy running-config startup-config
reload

- 2% bootflash0i| A 2t A2[X|2| A L2 LKX|SH= RCF IHUS AL,
bootflash: switch-specific-RCF.txt running-config= = AFgtL|Ct

- RCF IS A& Fol H0lM ZH AR(X|Q] AZF L2 ZARLICE

'copy running-config startup-config's MEHSHL|Ct

CtZ 2t fAFeH £20] EA|ELICH

—

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch-A-1# copy running-config startup-config

. AQIX|E CHA| EESHMA|.

CiA| 2E

IP switch A 1# reload

. MetroCluster IP 71A2| CtE 37 AQ|X[0]| CHaH O™ THAIE BESTILICE



25Gbps HEZ AtE3st= A|AHI0| CHSE Forward Error Correction &%

|AE1I0| 25Gbps €S A%t T El AR RCF IS H &%t = FEC(Forward Error Correction) Oi7HH -5
SOF OFFE MHsl{of &Lt RCF It 2 o] &g M E6tX| gb&LICH

O| MAIS £88}7| Fofl 25Gbps EEE #H|0|22 HZSHOF hL|Ct.
"Cisco 3232C EE= Cisco 9336C AL X|0f| CHSH ZeiZE T E Sk
O] Xt 2 25Gbps HE 2 AtE2st= SEE0f|2t M EIL|CL

» AFF A300
» FAS 8200
» FAS 500f
* AFF A250

0| =2 MetroCluster IP A2 47 AL K| REO| A $=3H3H0F EhL|Ch.

1. ZEER ZE0| HZE 2t 25Gbps ZEMIA FEC OH7HH4-E OFFZ MM 12 AdH Fol 1M S A|E

a. 83 ©E 'config t' 2 TIStC}
b. M8t 25Gbps interfaceS X| & $tC}'interface-id'

C. FECZ OFF: FEC OFFZ X strt
d. AR|X[9| 2} 25Gbps L EO| CHsH O] THAIE Bt=8tLCE.
e. MY OC =E5:.'SF
CHS ool M= AL(X| IP_SWITCH_A_ 12| QIE{I|O|A Ethernet1/25/10]| Ciet BE S E0o{ FLILCL.
IP switch A 1# conf t
IP switch A 1(config)# interface Ethernetl/25/1
IP switch A 1(config-if)# fec off
IP switch A 1(config-if)# exit
IP switch A 1(config-if)# end
IP switch A 1# copy running-config startup-config
2. MetroCluster IP 7142 CH2 37§ A2|X|0f CHal O|™ THAIE BHEEILICE
AF2E|X| %= |SL ZE 9 IE k'S H|ZM eS|}
SUQTH MEf AN E UX[SH7] o AF2SHX| b= ISL EE 5l X E M3 H[2H3lst= 20| Z2ELICH NetApp.
1. AFRE|X| &%= ISL ZE Y ZE g AlE:

QIE{I|O| A 29F
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2. M 8E[X| b= ISL ZE 3! ZE M2 H|gdstetL|ct

MEE DA ZE = ZE Mo Chioh ChS Y@ S H&sHof ghL|Ct.

SwitchA 1# config t

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14

SwitchA 1 (config-if)# shutdown

SwitchA 12 (config-if)# exit

SwitchA 1(config-if)# copy running-config startup-config
[HAfHHHHSHH A A A AR E AR AHH] 1003

Copy complete, now saving to disk (please wait)...

Copy complete.

MetroCluster IP AlO|EQ| Cisco 9336C A%/ X|0|A MACsec &3t 1AM
@ MACsec 2 53H= WAN ISL ZE0|Tt 2%t 4= QISLICE.

Cisco 9336C A2|X|0| ] MACsec &= 3tE LM EHL|Ct

ALO|E Ztoj| AlSHE|= WAN ISL ZEO| M2t MACsec 232 FAI80F IL|CH SHIE RCF IS X3t
MACsec= A5ljof gtL|C}.

ot

MACsecOf| Ci{$ 20| M A 271 Aret

MACsecO|= £t 20| A7} L QPILICE Cisco NX-OS 20| MIA K| Ao CHSE MA| HH 5l 2to| A F 5 8l NME
HHHS S KEBHIAIR "Cisco NX-OS ZF0|MIA 7H0| = Z AHESHAIA| Q"

MetroCluster IP T2 40{| M Cisco MACsec 253 WAN ISLES &HA3tstL|Ct

MetroCluster IP A 0{|A] WAN ISL2| Cisco 9336C A 2| X|0f| CHaH MACsec &=31E2 MATH & Q&L|CEH

CHA|
1. 22Y 34 IC A2

E{O|d A2 MefstLct

IP switch A 1# configure terminal
IP switch A 1(config)#

2. ZX[of| M MACsec & MKA &M st

I|X MACsec
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-OS_Licensing_Guide_chapter_01.html

IP switch A 1(config)# feature macsec

3. Al Zol LM A|ZF AMOZ EAFSHL|C},

Nm

'copy running-config startup-config'sS MEHSHL|Ct

IP switch A 1(config)# copy running-config startup-config

MACsec 7| M|l & 7|= M|t
P40l MACsec 7| Hlgl &= 718 9H5 4 &Lt
* 7| +9 g Hitless 7| E2H *

MACsec 7| 212 0|2| 37/E 0= 7|(PSK)E 7HE = %1951, Z47l= 7| Dt +FH(EM)e = FYELItt. 7|
FH2 7|7 28stE| D ARE= AZE XFHLLE £ 780| glE 32 7= +82 FHe LIt +=F0
THEH MKAE 80| H=E = J|HQlo Y& oS M._ SR 712 EQHYLICE 7|2l EE AMZUE 22 E=
UTCRILICE. 7|2 E&E AlZt= UTC%I'—IEL T 7|(7] MehHE st W M 7|9 £FS FI5IH St 7
Ml Lol & #m 7|2 7|52 EQHY £ AFLICH R #Hu 7|9 +=Fo| U=EH FEO| Lt3 7|2 XS EQHELICL

o o e
22 7|7t Y29 YFOIM SA0| THE B 7| B E RERI(F, 717t 2T Bt glo] SR E)YLIC,

|
1. 22¢ 34 REz S{ULCE

o =

EOlg B4PS MegLct

IP switch A 1# configure terminal
IP switch A 1(config)#

sl

7|
=1

ne fot
r'||:| J}O
ne

Bl 2XIEE £7]2{H 'show running-config' % 'show startup-config' E212| Z2{0f| A 2Xt
X2 diELct.

IP switch A 1(config)# key-chain macsec-psk no-show

7EHOR PSK7|= Aot HAICZ HAL|H A H5Y & ASLICE 0] BH2 MACsec 7| A210] 2t

gL} T )
3. MACsec 7| NE 25t MACsec 7| M@l 74 REZ F2tst7| 2/si MACsec 7| M[Q1S A-MBtL|Ct.

7| A2l 0| F MACsec
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IP switch A 1(config)# key chain 1 macsec
IP switch A 1(config-macseckeychain)#

4. MACsec 7|2 BHE 11 MACsec 7| 7+ D EZE QladshL|C},
711D
HR|= 1~ 32Xt2] 16%14- 7| 2XME0|H X|CH 37| = 64XHIL|Ct.

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey) #

- 7|0 CHet SE EXtE s et
'key-octet-string octet-string 2=t 2 112|F AES_128 CMAC|AES _256_CMAC'
IP switch A 1(config-macseckeychain-macseckey)# key-octet-string

abcdef0123456789%abcdef0123456789%abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

Qla== Z[CH 64Xt2] 16714 2XHE XSS o~ JSLICH SEIF|= HEHCR
w running-config MACsec' E&2| £&0fl= Yt HIAEQ| 7|7} LIEILIX]|

(04

IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

712802 FAXl= AMZE AIZHE UTCZ M2|gL|Ct. start-time 2l 7171 EdStE|= ML AlZFYL(CE.
o

= =
& Helel =8 ZOo[YL|Ct Z[ci Z0|= 21474836462 (2f 681 )R LICH.

rr >

o
duration Q4=

'copy running-config startup-config's MEHHL|C}
IP switch A 1(config)# copy running-config startup-config

-7 MRl FEE EAIRLICE

R
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IP switch A 1 (config-macseckeychain-macseckey)# show key chain 1

'B0|2 7S MEfgiLCt

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. MACsec ™% 0t=7]:

R S

'macsec policy name’L|C}

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

3. GCM-AES-128, GCM-AES-256, GCM-AES-XPN-128 &= GCM-AES-XPN-256 & otLIE 14 EL|Ct,

s A|E Of

ol

IP switch A 1(config-macsec-policy)# cipher-suite GCM-AES-256

4. 7| me

—

of
=]
2
N

off |

O HES BEE 7| MH 24 &9 FIELICE

7|- M-S M 29

rE

=

switch (config-macsec-policy)# key-server-priority 0

£ TESHK| gf= T2 AW EL CH
C

=2
N
°
el
ol
sl

ILICHZ|=2)).

IP switch A 1(config-macsec-policy)# security-policy should-secure
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6. HOtE QIEIo| AT MFE I 37|20t 22 IS 312K A= MY B A=LE AFoict

@ H‘LH 23z & 37|= MACsecO| 215110 T|7|SHX| §b= X[ A3 A £1F Y S LIEFHL|CE
= 001|*1 596000000 AFO|RJL|Ct.

IP switch A 1(config-macsec-policy)# window-size 512

7. SAK 7|12 ZH 2 CHA| =5ICt
'AK-expiry-time’ & L|C}

O] HHZ ALESI MM 7|E Of|F 7ttt A2t ZHH o2 HAT & JELICL 72242 0-LIC
IP switch A 1 (config-macsec-policy)# sak-expiry-time 100

8. ASIITL AFE|= AZ 2 T QUM CHS 7|L 2T M F otLtE et Ct
'conf-offset?| LA @I Al'

Ct

gl

S8 SOl|lM MERfL|CY,

g

o conf-offset-0.
o conf-offset-30

o conf-offset-50.

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

@ O] HHEL2 MPLS Efj 12t Z+2 {3l 8|5 (dmac, smac, etype)S ALE3t7| 2[sll S2F AL X|of|
e > ASFLICH

9. A ZQI 7

HJIO

|II- __I.I.A‘I oz EAI-OI-L_l |_'_|-

'copy running-config startup-config’S MEHSL|C}

IP switch A 1(config)# copy running-config startup-config

10. MACsec M 1M S HA|ELIC.

Ofx A

o

IP switch A 1(config-macsec-policy)# show macsec policy



OIE{H|O| A0 M Cisco MACsec &3S M sshL|Ct

1. 22 78 B A[Zh

'B{0|g 7S dEigLCt

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACsec 2= 2t 2 71443t QIE{H|0|AS MEHSIL|CE
EH 0|2 RH Sl IDE XHY & JASLICL O|H ZEO| L O|EHl £R/ZES MERLIC

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

3. QlE{H[O| A0 M AT 7| M@l A HMS =T8I0 MACsec 74 & F7HLCH.

macsec keychain-name policy-name’&L|C}

IP switch A 1(config-if)# macsec keychain 1 policy abc

Mot B E QIE{I|O| AN 1THA| 2 2EHA|E BELICH
5. Al

=

0%

'copy running-config startup-config’s ME{SHL|C}

IP switch A 1(config)# copy running-config startup-config

MetroCluster IP 7140l A Cisco MACsec 23t WAN ISLS H|ZtAslgtL|Ct

MetroCluster IP 724 0{| A WAN ISL2| Cisco 9336C A 2| X|0]| CH$t MACsec =t
CHA|

1. 22 14 2E A

'Ef0|g 7S dEigLCt

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. & X|0|M MACsec A1 H|ZHAMd 3}
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'A|AE

d S&

IP switch A 1(config)# macsec shutdown

() motier gag MeEisE MACsec 7150 S

gL,
3. MACsecZ 0|0] 7143t QIE{H|0|AS MEHSHLCE,
QIE{HOo|A 7Y S IDE X Fe 4 USLICE O|EHU ZES| F2 O|HU SX/EES AFERILICHL
IP_switch A 1(config)# interface ethernet 1/15
switch (config-if) #
4.

MACsec &2 H73t7| 2loh QB Ho[20 4zl 7| Al

N HMES H AL
MACsec keychain keychain-name policy-name BiS

IP switch A 1(config-if)# no macsec keychain 1 policy abc

MACsecO| 7418l ZE QIE{H|0| 0|4 3Et7|2t 4EHH S
6. MY F0I 7Y A

HHESH |}
|5 PO SEARILICH

copy running-config startup-config’s MEHSL|Ct

IP switch A 1(config)# copy running-config startup-config

|

. MACsec Hl412 Msteil 24 Uf & AR AL 8
2 o123 yys

Sl dHEgfLICt.
HAHSIO] & AQK|7F2E

o
. 'How MACsec MKA summary’'S &aistL|C}
'How MACsec MKA SESSION'S AslistAA|
. 'How MACsec MKA statistics’ £

b.

CHE B2 Ar8%tH MACsec 78S

S
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'How MACsec MKA session interface typeslot/port EX QIE{m|0|A EE= B E QIE{H| 0| A0 CHE MACsec

—

number' MKA M|

7| M2l ol 7| Hel +d

SEHIE MKA Q9F X MACsec MKA 714

OfE M X 0|2 EX MACsec M* L= 2 E MACsec HA9| 1M

NVIDIA IP A%|X|E FAgfL|Ct

ELEN S,

0>
fot
ra
iy

5! BHAll= MetroCluster IP HZ 2 2/5H NVIDIA IP SN2100 A 2[X| 4

S AE QIE{7F{UE gl 8HollE= MetroCluster IP HZ0| AF2E NVIDIA SN2100 IP AQIX|E
T-dsHof giL|Ct,

NVIDIA IP SN2100 AR X[E &5} A| 7|23/ 2 AT ELICt
CS W & SILIE MEHSI] AQX|IE ST £5HA| 7|2 MECE MY £ JSLICL
* RCF It M2 A0S0 AQX|E M- gL|Ct
* Cumulus 2ZEQ|{E CIREEst0 MAX[ghL|Ch
RCF I} S M2 ALE5I0]| ALXIE MY SL|Ct

M RCF 712 MX|8t7| ol NVIDIA A9 X| M™E =|=2{of ghL|C}.

O =te1oi| CHaH

AQKE 72 BE 22 5752 H RestoreDefaults S3S AFE5I0] RCF It S AMBIL(Ct. O] M2 #al Wy E
MU S el X2 A CH2 A9IX[E MR SLCL MRE =, A9X|= RCF IIY S NS A 22X 2
THY o AT 2 A0 &H 224 el 2 S ELICH

ChE 78 MR 2= MEFEX SSLIT.

AlZfoto] Fof

* Off et AQIK|E 8ok 2L NVIDIA RCF T2 S CH2 2 =510
UZILE RCF It S HAHsHY| Hof| 7} 7|52 gt 2 0]
=

* MetroCluster IP 42| Zt |P AQ|X|0|A] O] THA|

* HE 2 dES A8 22| X|of| HZsHOF L

M

.
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+ 0] SfQle 2| HESIO| PHS HAFRILIC,

—

i
1. RCF 740| SY{Lt B2l RCF I HHOE HTHOR MBE|OM el THA0| YEX| HIGHIAIL.

@ E20|s WY MY HEEI I IE= 0| £ 7HX| BE7F BAIE 4 QIALICH el mpl rre BEE|
T}olo| B0 FAIE/X| QOB 0] HALE ALRY &

LS — -

101



2. RCF I}l 8 Mllisto] 7|22t 2¢l: RestoreDefaults SMS A

102

cumulus@IP switch A l:mgmt:~$ sudo python3
SN2100 v2.0.0 IP switch A 1.py

[sudo]

password for cumulus:

>>> Opened RcfApplylLog
A RCF configuration has been successfully applied.

Backup files exist.

Preserved files exist.

Listing completion of the steps:

Success: Step: 1l: Performing Ba
Success: Step: 2: updating MOTD
Success: Step: 3: Disabling apt
Success: Step: 4: Disabling cdp
Success: Step: 5: Adding 1lldp c
Success: Step: 6: Creating inte
Success: Step: 7: Configuring s
SNMP
Success: Step: 8: Configuring s
allocation
Success: Step: 9: Configuring s
Success: Step: 10: Configuring
dscp remark
Success: Step: 11: Configuring
egress cos mappings
Success: Step: 12: Configuring
classification
Success: Step: 13: Configuring
Success: Step: 14: Configuring
Success: Step: 15: Configuring
Success: Step: 16: Configuring
Success: Step: 17: Configuring
cluster and MetroCluster interfaces
Success: Step: 18: Configuring
cluster and MetroCluster interfaces
Success: Step: 19: Configuring
cluster and MetroCluster interfaces
Success: Step: 20: Configuring
Success: Step: 21: Configuring
Success: Step: 22: Final commit
Success: Step: 23: Final reboot
Exiting

<<< Closing RcfApplyLog

cumulus@IP switch A 1:mgmt:

~$

ckup and Restore

file
-get
onfig
rfaces
witch basic settings: Hostname,
witch basic settings: bandwidth
witch basic settings: ecn
switch basic settings: cos and
switch basic settings: generic
switch basic settings: traffic

LAG load balancing policies
the VLAN bridge

local cluster ISL ports
MetroCluster ISL ports

ports for MetroCluster-1, local

ports for MetroCluster-2, local
ports for MetroCluster-3, local

L2FC for MetroCluster interfaces
the interface to UP

of the switch

gLt



cumulus@IP switch A l:mgmt:~$ sudo python3
SN2100 v2.0.0 IP switch A 2.py restoreDefaults
[sudo] password for cumulus:

>>> Opened RcfApplyLog

Can restore from backup directory. Continuing.
This will reboot the switch !!!

Enter yes or no: yes

‘o2 SEEYLCH AX7F Hell Y2 &[S0t R EL|C]

Py
O
M
=]
ne
o
i)l
o
el
N
ra
o =2
ot |>
do
>+

g |7t YD 22| HESS 7 8 ol X1 SFa 22 £7| 790| a2
FXIELICH MR = S = CHE HTO| RCF MUS A5 M 78S HEY = JELICL

Cumulus 2ZES|H{E 22 =50 AX[gL(Ct

Of ZfHofl 3

Cumulus O|0|X|E X E3I0] 2|X|E 2tT5| MAFsI2{H Ch2 HASE MESHIAL.

© 2E 2& HES METo] 29(X|of| AZBHOF BHLC.

* Cumulus 29|X| 2ZE2|0f O|0|X|= HTTPE S3ll HAMAY & UASFLICE.

@ Cumulus Linux 2 X[0]| CHSE XtA|BH LHE 2 £ TESHYA|L "NVIDIA SN2100 22| X[e] A X| &l
TH "

* BHofl tigt 'SuDOO gt RE 7t AL0{0F BiLICE.

=

1. Cumulus 20| M AQX| AZTEQ|0| MX|Z "onie-install-a-i" B 1} S| AQX| ATEQ0Q I} AEE
CIRZ S8t CH7|SHAA| L.

0| oo M= E0] MULRILICH cumulus-1linux-4.4.3-mlx-amdé64.bin HTTP AH '50.50.50.50.50° 0| A{
EZ ARX|Z2 SAHELICH

cumulus@IP switch A l:mgmt:~$ sudo onie-install -a -i
http://50.50.50.50/switchsoftware/cumulus-1linux-4.4.3-mlx-amd64.bin
Fetching installer: http://50.50.50.50/switchsoftware/cumulus-linux-
4.4.3-mlx-amd64.bin

Downloading URL: http://50.50.50.50/switchsoftware/cumulus-linux-4.4.3-
mlx-amd64.bin

FHAFH A S
# 100.0%

Success: HTTP download complete.

tar: ./sysroot.tar: time stamp 2021-01-30 17:00:58 is 53895092.604407122
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s in the future

tar: ./kernel: time stamp 2021-01-30 17:00:58 is 53895092.582826352 s in
the future

tar: ./initrd: time stamp 2021-01-30 17:00:58 is 53895092.509682557 s in
the future

tar: ./embedded-installer/bootloader/grub: time stamp 2020-12-10
15:25:16 is 49482950.509433937 s in the future

tar: ./embedded-installer/bootloader/init: time stamp 2020-12-10
15:25:16 is 49482950.509336507 s in the future

tar: ./embedded-installer/bootloader/uboot: time stamp 2020-12-10
15:25:16 is 49482950.509213637 s in the future

tar: ./embedded-installer/bootloader: time stamp 2020-12-10 15:25:16 is
49482950.509153787 s in the future

tar: ./embedded-installer/lib/init: time stamp 2020-12-10 15:25:16 is
49482950.509064547 s in the future

tar: ./embedded-installer/lib/logging: time stamp 2020-12-10 15:25:16 is
49482950.508997777 s in the future

tar: ./embedded-installer/lib/platform: time stamp 2020-12-10 15:25:16
is 49482950.508913317 s in the future

tar: ./embedded-installer/lib/utility: time stamp 2020-12-10 15:25:16 is
49482950.508847367 s in the future

tar: ./embedded-installer/lib/check-onie: time stamp 2020-12-10 15:25:16
is 49482950.508761477 s in the future

tar: ./embedded-installer/lib: time stamp 2020-12-10 15:25:47 is
49482981.508710647 s in the future

tar: ./embedded-installer/storage/blk: time stamp 2020-12-10 15:25:16 is
49482950.508631277 s in the future

tar: ./embedded-installer/storage/gpt: time stamp 2020-12-10 15:25:16 is
49482950.508523097 s in the future

tar: ./embedded-installer/storage/init: time stamp 2020-12-10 15:25:16
is 49482950.508437507 s in the future

tar: ./embedded-installer/storage/mbr: time stamp 2020-12-10 15:25:16 is
49482950.508371177 s in the future

tar: ./embedded-installer/storage/mtd: time stamp 2020-12-10 15:25:16 is
49482950.508293856 s in the future

tar: ./embedded-installer/storage: time stamp 2020-12-10 15:25:16 is
49482950.508243666 s in the future

tar: ./embedded-installer/platforms.db: time stamp 2020-12-10 15:25:16
is 49482950.508179456 s in the future

tar: ./embedded-installer/install: time stamp 2020-12-10 15:25:47 is
49482981.508094606 s in the future

tar: ./embedded-installer: time stamp 2020-12-10 15:25:47 is
49482981.508044066 s in the future

tar: ./control: time stamp 2021-01-30 17:00:58 is 53895092.507984316 s
in the future

tar: .: time stamp 2021-01-30 17:00:58 is 53895092.507920196 s in the



future

Staging installer image...done.

WARNING:

WARNING: Activating staged installer requested.
WARNING: This action will wipe out all system data.
WARNING: Make sure to back up your data.
WARNING:

Are you sure (y/N)? y

Activating staged installer...done.

Reboot required to take effect.
cumulus@IP switch A l:mgmt:~$

o]

=/ -

Al AKX
BI5t0] Mf AZES|0] 'SUDO HEE'E AX[efL|Ct

tot

2. O|O|X| CtRERE Y 10l
[=]
=

3. AQX|IE XY

cumulus@IP switch A l:mgmt:~$ sudo reboot

(D AQX[Zt P RIE[ D AQX] AT ER0f HX| AE{= TR, Of B0 A AlZHO| T4
2 QELCH X7 §2E|H AKX 7F HREYE| U 220" HIA[X[ZF EAIELICH

— —T = od
a. AQIX|7t REE|D RI0l TETEOA 2I0I5t0 2SS HARLC
@ AL Xt 0|2 'cumulus’o| 1 7| 2F &= 'cumulus’LICE.
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5.

106

-

Debian GNU/Linux 10 cumulus ttySO

cumulus login: cumulus

Password:

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password:

New password:

Retype new password:

Linux cumulus 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+cl4.4.3ul
(2021-12-18) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

For support and online technical documentation, visit

http://www.cumulusnetworks.com/support

The registered trademark Linux (R) is used pursuant to a sublicense from
LMI,

the exclusive licensee of Linus Torvalds, owner of the mark on a world-
wide

basis.

cumulus@cumulus:mgmt:~$

2| HEH A QE{Ho[AS FHELICE

—

t&st= g

o
ro

Al S ALK Hellof Moy et THELICEH

rr

@ CHS oA HHO|M= SAE 0|28 IP_SWITCH_A 12, IP £4= 10.10.10.10.102%,
HI0tA 3 255.255.255.0(24), HIO|E90] F4+= 10.10.10.10.10.10.12 FALICE



Cumulus 4.4.xL|C}

CHS B2 Cumulus 4.4 x5 HAS= A9X[0|M 2AE O|F, IP F&, HOtA3 S AO|EY0|S

Tt

cumulus@cumulus :mgmt

cumulus@cumulus:mgmt:

10.0.10.10/24

cumulus@cumulus :mgmt:

cumulus@cumulus:mgmt

cumulus@cumulus :mgmt

:~$ net
~$ net

~$ net
:~$ net

:~$ net

add hostname IP switch A 1
add interface ethO ip address

add interface ethO0 ip gateway 10.10.10.

pending

commit

net add/del commands since the last "net commit"

User Timestamp Comma

nd

cumulus 2021-05-17 22:21:57.437099 net add hostname Switch-A-1

cumulus 2021-05-17 22:21:57.538639 net add interface eth0O ip address

10.10.10.10/24

cumulus 2021-05-17 22:21:57.635729 net add interface ethO ip gateway

10.10.10.1

cumulus@cumulus :mgmt

Cumulus 5.4.x 0| A

Ct2 HHEE Cumulus 5.4.x2 A
TABLICH O] A

:~5

ot AQIK|OIM SAE 0|, IP F4, U0IAS 8 H0|E2I0|S
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cumulus@cumulus

cumulus@cumulus
10.0.10.10/24

cumulus@cumulus

cumulus@cumulus

cumulus@cumulus

tmgmt:

:mgmt:

:mgmt:

:mgmt:

:mgmt:

nv

nv

nv

nv

nv

set system hostname IP switch A 1

set interface eth0O ip address

set interface eth0O ip gateway 10.10.10.1
config apply

config save

6. 'SUDO reboot' BHNE ALESHH ALQ|X|E reboot BHCY.

cumulus@cumulus:~$ sudo reboot

29(X|7F PG EH of HAE

EX[gCt.

=
=

[[CH22E= 8! 4X|]] NVIDIARCF ItY S CtR2Z=

AQ|X| RCF O} S MMst1 MetroCluster IP +A9Q| 2t A2

AlZfotz] FHof
* o thet 'suDoof| CHet

O =te1oi| CHaH

MetroCluster IP T2&(A MX|) EE= WX AQX|(AL

H -Iru
rI-J

_R

>+

I
=
ot
X
O
M

AESHO M 7

Mg M3t 4 YAL|CHNVIDIARCF TS Ct22 =6t

oto] EXIZLCt

| X]0fl 2[5O LTt

E /71 L0{0F gL,

|X| wA)2| 2} 1P AQ{X|0f| CHoK Of={et THAIE Eh=3Hof ghL|Ct.

QSFP-SFP+ {HE E AlE%t= AR ISL ZEE Hy|0|30t £ DE A 7|2 £ DEZ Mo & 4
UELICLH ISLEZE £ ZDEE 205t H ALK SZ YA HHME HXSHUAIRL
EHA|
1. MetroCluster IP2 NVIDIA RCF It MM |Ct
E O[22 E3tL|C} "MetroCluster IPE RcfFileGenerator®! L|C}".

b. MetroCluster IPE RcfFileGeneratorS A23t0| M0 AF2E RCF OHY S MAMTt
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C. Z LMEZZ O|SELILE "X oz 7|BE|H IIY F 2= home/cumulus' 4 LICt.

cumulus@IP switch A l:mgmt:~$ cd ~
cumulus@IP switch A 1:mgmt:~$ pwd
/home/cumulus
cumulus@IP switch A l:mgmt:~$

d. RCF It 2 o] C|AE2|0f| CtRZEBILICE CHS G0l M= SCPE AFE%H0] OIS CIREEsHE WS Ho
ELICHsN2100 v2.0.0 IP switch A 1.txt AlH '50.50.50.50'0|A = CIHEZ|ZE 0| = 2
MERILICHsN2100 v2.0.0 IP switch A 1.py:

cumulus@Switch-A-1:mgmt:~$ scp
username@50.50.50.50:/RcfFiles/SN2100 v2.0.0 IP switch A 1.txt
./SN2100 v2.0.0 IP switch-Al.py

The authenticity of host '50.50.50.50 (50.50.50.50)"' can't be
established.

RSA key fingerprint is
SHA256:B5gBtOmNZvdKiY+dPhh8=72K9DaKG7g6sv+2gF1GVFS8E.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '50.50.50.50' (RSA) to the list of known
hosts.

P A b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b 4
* %

Banner of the SCP server

P b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b

* %

username@50.50.50.50's password:
SN2100 v2.0.0 IP switch Al.txt 100% 55KB 1.4MB/s 00:00
cumulus@IP switch A 1:mgmt:~$

2. RCF oS Alst IEf RCF ool = StLt Ol &te THAIE X Edt= 40| ERELCE 7= XY M2 X[A|7
2= o, RCF ItY S HHE M 81 HHBLICE RCF mh Q| Chfer thA| 2tz MENS efQlste{ ™ 1" =
'BE FUS A0 EE HA(RR 5)E HEYLICL

109



cumulus@IP switch A l:mgmt:~$ sudo python3

SN2100 v2.0.0 IP switch A 1.py

all

[sudo] password for cumulus:

The switch will be rebooted after the step(s) have been run.
Enter yes or no: yes

the steps will apply - this is generating a lot of output

Running Step 24: Final reboot of the switch

The switch will reboot if all steps applied successfully
3. 70iM DAC #HO|EE A83t= 2 22X ZEO|M DAC SH S &dtedLC,

cumulus@IP switch A l:mgmt:~$ sudo python3 SN2100 v2.0.0-X10 Switch-
Al.py runCmd <switchport> DacOption [enable | disable]

CHE ool A= ZE0| Cioll DAC M43 EdetetLICt swp7:

cumulus@IP switch A l:mgmt:~$ sudo python3 SN2100 v2.00 Switch-Al.py
runCmd swp?7 DacOption enable
Running cumulus version : 5.4.0
Running RCF file version : v2.00
Running command: Enabling the DacOption for port swp7
runCmd: 'nv set interface swp7 link fast-linkup on', ret: O
runCmd: committed, ret: O
Completion: SUCCESS
cumulus@IP switch A l:mgmt:~$

4. AQ|X| ZEO|M DAC SH2 g4stet 3 AQIX|E HELFLIC

sudo reboot

() ofel A91x ZEof thell DAC S4S MHH A9IXS ¢ gt ek ELic
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25Gbps HZ S AH8%t= A|ARIO| CHSH Forward Error Correction(TE 27 £X)2 MFL(Ct

2 M8 AARE 740t 2 RCFE M &%t 2 FEC(Forward Error Correction) OH7HH
OFF(HE)ZE 522 MNEILICH RCFE 0| ™S ME3tX| t&LCt

NW

2 25Gbps HE S At2dt= SSE0|2F HEEILICEH 2 "NVIDIA X2 SN2100 IP AKX E 2ot Z2E1E
C

= O
* 0| X2 MetroCluster IP T1A49| 471 AQ|X| ZF0j|A f=gHsHoF BhL|Ct.

* 2 AQIK ZES JHEX O 2 YH|O| E3H{OF St HHOM o2 ZE L= ZE He|E X[Fe 4= lsLItt

1. 25Gbps HEE A3tz A HM| AQ|X| ZEO]| CHsl D7 HE off 2 HEYLICH fec.
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport> fec off
2. ZHEER 2E0| HZEl 2t 25Gbps 22X ZEO]| CHal O] THAIE Bh=stL|Ct.

MetroCluster IP QIE{H[O|AQ| AQIX| LE £ 5 HMBIL|Ct
o] Zkoi| Cheh
* CHS A|AEIS| AQIK| ZE £ 2 100GE MHSIH CHS IS SEBIAA2.
° AFF A70, AFF A90, AFF A1K, AFF C802| 2Fo{ L |Ct
° AFF A30, AFF C30, AFF A50, AFF C602| 2fo{QL|C}
o FAS50, FAS70, FAS90

* 2 AQX| ZESE HEHMOZ YUO|0|EHOF 5HH HHO|M o2 ZE L= ZE HE XYY + YUSLICH

1. £ MdHot{H M43 &M RCF MY S runcmd ALSELICH O A &FH HX0| HE&| 1 F40]
MEELC

L2 2 MetroCluster QIE{H[O|A 5! o] £

i

AHSH= BHYULICE swp7 swp8

sudo python3 SN2100 v2.20 Switch-Al.py runCmd swp7 speed 100

sudo python3 SN2100 v2.20 Switch-Al.py runCmd swp8 speed 100

o off
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cumulus@Switch-A-1l:mgmt:~$ sudo python3 SN2100 v2.20 Switch-Al.py runCmd
swp7 speed 100

[sudo] password for cumulus: <password>
Running cumulus version : 5.4.0
Running RCF file version : v2.20
Running command: Setting switchport swp7 to 100G speed
runCmd: 'nv set interface swp7 link auto-negotiate off', ret: 0
runCmd: 'nv set interface swp7 link speed 100G', ret: 0
runCmd: committed, ret: O
Completion: SUCCESS
cumulus@Switch-A-1:mgmt:~$

AFEE|IX| 9= ISL ZE 8! XE x2S HlggatetL|ct
SLQ ME| ZDE YRI5 FUoh A Y |
BE o ZE HE ALHOE ABSH GEF AHior oo WOl Ofef BE TL EE HOIE T &
eteLick
e

1. RCF IHY HL1S AFZo10] AFBEIX| b ISL EE Y EE M2 Astict,

[

@ ZEJHE0[30tR =2l A2 FHM X|FYdt= ZE 0|F2 RCF vl X[ &l O|F2t LHE
= ASLICE RCF (0|2 HZ TS A8 ZE 0|52 &2 =& USLICH

net show interface

2. RCF It S ALESt0] AFE|X| b= ISL ZE & ZE XA S H|gMatafL|ct

==
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cumulus@mccl-integrity-al:mgmt:~$ sudo python3 SN2100 v2.0 IP Switch-
Al.py runCmd
[sudo] password for cumulus:
Running cumulus version : 5.4.0
Running RCF file version : v2.0
Help for runCmd:
To run a command execute the RCF script as follows:
sudo python3 <script> runCmd <option-1> <option-2> <option-x>
Depending on the command more or less options are required. Example
to 'up' port 'swpl'
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd swpl up
Available commands:
UP / DOWN the switchport
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd <switchport>
state <up | down>
Set the switch port speed
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
speed <10 | 25 | 40 | 100 | AN>
Set the fec mode on the switch port
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
fec <default | auto | rs | baser | off>
Set the [localISL | remoteISL] to 'UP' or 'DOWN' state
sudo python3 SN2100 v2.0 Switch-Al.py runCmd [localISL |
remoteISL] state [up | down]
Set the option on the port to support DAC cables. This option
does not support port ranges.
You must reload the switch after changing this option for
the required ports. This will disrupt traffic.
This setting requires Cumulus 5.4 or a later 5.x release.
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
DacOption [enable | disable]
cumulus@mccl-integrity-al :mgmt:~$

CHe @3 ool M= "swp14" ZEE H[gdtetL|Ct.

sudo python3 SN2100 v2.0 Switch-Al.py runCmd swpl4 state down

AMHE 2F AL E|X| 942 ZE = X E riof Cislf o] THA|E gLt

NVIDIA SN2100 MetroCluster IP A9/ X|2 O|C{ull AQ|X| AEf BL|E M DU S MX[BfLICT.
NVIDIA O| Ul AQIX|K|A] O|C{ull AQ|X|] ME] DLIEHZE S 74512 H CHZ EXIE MEM L.
Ol X|&2 NVIDIA X190006-PE %! X190006-P1 A2|X[7} HCHE ZX| | X| %2 2L MEL|H LSS Al

3*.°_|°eF & UELICE system switch ethernet show 2E0f| *OTHER*7} EA||=X| tQIS5HM|R. NVIDIA
AKX DHES AMHGIH CLS HHZ AESIH BEE HSE HOM Q. nv show platform hardware NVIDIA
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CL5.8 3% 0| HME = nv show platform 0| HEE,

CtS ONTAP 22|20M NVIDIACL 5.11.xE A8 mi JElf ZL[EfR 8l 23 30| o|=3t L=
ZSSH=E 32 0] HHAIE W= 0| ZELICE 0] EHAIS WEX| ot MEj 2LEZ R 23
() +=Eol xS 4 UxBH, BE 20| FKR SHSHEX| Helsta o] HAlS H2AIR.
* 9.10.1P20, 9.11.1P18, 9.12.1P16, 9.13.1P8, 9.14.1, 9.15.1 & O|= mjX| &2|A

AlZtst7| o

* ONTAP Z2{AE{7} &5 Z0|1 A% Folx| elstct,
* CSHMOIA RIBots BE 7152 ABsH2I21 A9I%01 4 SSHE SABHSHHL.

* 2= LE0M O E2|E X[ELICH /mroot/etc/cshm nod/nod sign/.
a = 2 g,
system node run -node <name>

b. 1

oy

Astoz HA:

—_——

priv set advanced

c. ClAEZ|e 18 MYUS /etc/cshm nod/nod sign LIEELICH CIMERTF QT T4 MAO| ZtE|0f
ASH I 0| 0| LIEE LT,

ls /etc/cshm nod/nod sign

d. AZE ALK -0 siEst= ZE 7 THUS AFELICH

i

SHASHA| Bf2 E2 ¢l LIEE X[ 22 et 2= 7 IS Mt LhS siE Z2oj chet 2[4 71
oS Ef%i_om AX[gct.

rm /etc/cshm nod/nod sign/<filename>
a. AN El 719 opol O oy CI=E{Z|of Sl=X] efelgh|tt.

ls /etc/cshm nod/nod _sign

|

1. SHE ONTAP Z2|A HE S 7|89tOZ Ol AQ|X| AE| 2LIE| Y zip TIYUS CHR2EE=SLICE O] OHUL
H|O| X| 0| A AF2EH 4~ "NVIDIA 0|l AQ|X|" Q&LICE.
a. NVIDIA SN2100 2ZE 9|0 C}2ZE H|O|X|0f| A * Nvidia CSHM File * 2 MEdSL|C}.
b. Z=0|/2]0{0F &t H|O|X|0|A So|gt &tlztS MEHBILCE,

C. X|E ALEX AFEH A 2 H|O|X|of| M SoF 2tel2tS MEISHL * Accept & Continue * & S RfLIL.

d. Nvidia CSHM It - CHR2 2= H[O|X|0f| A o 7 TS MEASHL|CE CHE Mt S A8 Y & ASLICH
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ONTAP 9.15.1 O| &
+ MSN2100-CB2FC-v1.4.zip

* MSN2100-CB2RC-v1.4.zip
+ X190006-PE-v1.4.zip
« X190006-PI-v1.4.zip

ONTAP 9.11.1 ~ 9.14.1
*+ MSN2100-CB2FC_PRIOR_R9.15.1-v1.4.zip

« MSN2100-CB2RC_PRIOR_R9.15.1-v1.4.zip
« X190006-PE_PRIOR_9.15.1-v1.4.zip
« X190006-P|_PRIOR_9.15.1-v1.4.zip

1. i zip MHUS LS & MHof| FZ2ESLCH.

2. 22AE{| ONTAP A|AR F SHLIOIM g ZE Mo AMASLICH
ME Z2|L2|X| D5

3. switch 4tEHf monitor configure E2S AlsHstL|Ct.

clusterl::> system switch ethernet configure-health-monitor

4. HE £20| ONTAP HTOf| st O3 A EZ ELh=X] golet|ct.

ONTAP 9.15.1 O] A}
o|Eull AQX| MEf ELIEZO| 1 IS AX|MSLICT

ONTAP 9.11.1 ~ 9.14.1

shmO| 7+ oA S AXIYSLICt

ONTAP 9.10.1
CSHM LI22E W7 | X7} d8H2 = He|=ASLICH

QEI} HHAHSHH NetApp X2 El0] 2o|SHAAI2.

1. O3 HHAE tEsty| Holl & AAsto] 22 o|Hul AQIX| Mef 2L Z 7t4 S X|CH 2617EX| 7|CHiL|ct
system switch ethernet polling-interval show.
2. HHZ MMSGIM|R system switch ethernet configure-health-monitor show ONTAP

AARIOAM SHAH A(X|7F ZLIEE 2EITrue 2 AEE0 A1 LH Hz BE0] *Unknown* O] HA|E[X]
Q=X eIt

clusterl::> system switch ethernet configure-health-monitor show
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() 7yms HEs 3oz DHo| * 7|Ek 7} Al EAISIH NetApp X0 2OISHIAIS.

S FZSHAIL "A|AF AKX O|HUl FG-HE-ZLIE" XtMISt LIE2 BES FZSHMIR.

o

"AQAK| HE ZLIHZ S FERLICH.

MetroCluster IP A 2| X| AEj 2 L|E{Z

MetroCluster IP 1 A0{| A A2|X| AEH EL|E{2ZI0] CHSH YOIEAMIR

O|C{Ll AQ|X| AlEH L|E{(CSHM)= 22{A AEZ|X| HEQA AQX|Q Xt= MENE

B3 A
efelstn CIHA S flet 22X 25 #&ot= JgsS HIHLIOHL

MetroCluster IP 71 A0|A CSHMZ 1G] /ot S &0 Arg

0| 4|40l 4= Cisco, Broadcom ! NVIDIA SN2100 A9|X/0fl 4 SNMPv3E A8t 212 478t by
kel 'Hardware

CHA|E MEBILICL MetroCluster IP FA0IAM X &= AKX B0 HTO|| CHEE SHAE m2to F.
Universe" X|kE|l= HY O HES S2ISHM Q.

MetroCluster FH0M= 22 SHAEH A X0 ME) 2LIEHZE S FABILICE

Broadcom % Cisco 2| X|0f|A| 2EOE £Zst™ 23 0| gdotEl 2H S2{AEO| Cis A2X[0| M AFRXIE
MM oF SHL|Ct MetroCluster LA 0| M= MetroCluster 1, MetroCluster 2, MetroCluster 3, MetroCluster 4 25
AQX[0f| B o| AFEXIE A0 BLIC O]2{Th -?IXI" Sast At X0 sl oi2] SSH 7| & K| &SHK| &LICt.
SE XL 20 £F ™S ALEXIL| 7|&E SSH 7|2 HOH&LICE

CSHME Fdst| Hofl 22R%tIsL 31

Ml

XS] 2Isl AHESHX| b= ISLS HIZ-dStsliof L Ct.

MetroCluster IP 22| X|2| AEHE ZL|E{&SI7| 2/ SNMPv3 714
MetroCluster IP UM IP A2[X|Q] MAEHE DLIHZSIEE SNMPv32 48T &~ JASLICT.
o

O] EXto| M= ALIX|0A SNMPV3E T ASHE LutXol THAIE Ho{FELICH LIEE L8 AQX| He
MetroCluster IP 2H0|A X[ J = X| g2 = UESLICE

MetroCluster IP L HO|M X[l = AQ{X| WO HEO| CHet THA|E 2tof LIt . "Hardware Universe"
XY= HA| HM S 2RISR,

* SNMPv3= ONTAP 9.12.1 O|At0{| ATt K| ElL|C},

* ONTAP 9.13.1P12, 9.14.1P9, 9.15.1P5, 9.16.1 & 0|= HHX 2 CI2 £ 7IX| 2H|E s{ZEL|Ct.

@ ° "Cisco A9|X|2] ONTAP AEf BL|E{ZIO| 2R PLIEZIS 2[3] SNMPV3CZE XMetst S0 =
SNMPv2 E2{Z0| A& HAIE £ %%LIEL“

° "SNMP FOH| 2 Al AXR e 29X M & HJA F0"

H
H
HZH2 * Broadcom *, * Cisco * & * NVIDIA * AQ{X|0| A SNMPv3 AI2Xt 0|28 2MStE O AFREILICE
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Broadcom A2|%|
Broadcom BES-53248 A 2| X|0| A SNMPv3 AL XL 0|2 HER DA 2IEXIE L AEL|CH

AH

° OI HA

—

0l

* o] A

gjo

snmp-server user SNMPv3UserNoAuth NETWORK-OPERATOR noauth

* MD5/SHA QIZ * o H=2:

snmp-server user SNMPv3UserAuth NETWORK-OPERATOR [auth-md5|auth-sha]

* AES/DES ¥&3E Ar238Hs * MD5/SHA 215 *:

snmp-server user SNMPv3UserAuthEncrypt NETWORK-OPERATOR [auth-
md5 |auth-sha] [priv-aesl28|priv-des]

Ct

gjo

=

fjo

As5ie ONTAP %04 SNMPv3 ALRX} 0| 50| FAELICH

security login create -user-or-group-name SNMPv3 USER -application snmp
-—authentication-method usm -remote-switch-ipaddress ADDRESS

H &

CHe HHE S AASHH CSHMOIA SNMPv3 AHEXL 0| 0] HEELICE

glo

clusterl::*> system switch ethernet modify -device DEVICE -snmp-version
SNMPv3 -community-or-username SNMPv3 USER

1. 215 8l 23S MESEE ALK SNMPV3 AHEAHE EFBfLICY.

show snmp status
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(swl) (Config) # snmp-server user <username> network-admin auth-md5
<password> priv-aesl28 <password>

(csl) (Config) # show snmp user snmp

Name Group Name Auth Priv
Meth Meth Remote Engine ID
<username> network-admin MD5 AES128

8000113d03d8c497710bee

2. ONTAP Z0{|A SNMPv3 AF2XIE MAStL|CT.

security login create -user-or-group-name <username> -—-application
snmp -authentication-method usm -remote-switch-ipaddress
10.231.80.212

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. {22 SNMPv3 ALK} SHH| ZLIEZISIEE CSHME A stLCT,

system switch ethernet show-all -device "swl" -instance
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clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7c:22)" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:

Model Number:

Switch Network:

Software Version:

Reason For Not Monitoring:

display this if SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

swl
10.228.136.24
SNMPv2c

true

cshml!
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for

clusterl::*> system switch ethernet modify -device "swl" -snmp

-version SNMPv3 -community-or-username <username>

4. CSHM B 71242 7|CH2l 3 O|Ciul A9IX|9| Ut HS 7} MHER eolsthg.

=

system switch ethernet polling-interval show
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
Reason For Not Monitoring:
display this if SNMP settings are valid

Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
RCF Version:
Cluster/HA/RDMA
Cisco 2%/X|

Cisco 9336C-FX2 A2|X|0f| A SNMPv3 A2 Xt 0|2 SNMPv3_user T+43:

[e2]

ozl

—

0l
gjo

Yol F2:

snmp-server user SNMPv3 USER NoAuth

* MD5/SHA QI * o AL

snmp-server user SNMPv3 USER auth [md5]|sha]

* AES/DES 23 3tE AI25t= * MD5/SHA Q13 *:

snmp-server user SNMPv3 USER AuthEncrypt auth

PASSWORD priv aes-128 PRIV-PASSWORD

o

Ct

o

As5ie ONTAP 0|4 SNMPv3 ALR X} 0| 50| FAELICH

gl
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[md5 | sha]

swl
10.228.136.24
SNMPv 3

true

<username>
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for

AUTH-PASSWORD

AUTH-



security login create -user-or-group-name SNMPv3 USER -application snmp

—authentication-method usm -remote-switch-ipaddress ADDRESS

gl

Ct

BHS AHSHH CSHMO|A SNMPV3 AtEX} 0| E0| HF- ELICE

system switch ethernet modify -device DEVICE -snmp-version SNMPv3

-community-or-username SNMPv3 USER

1. 2l

—

ol

show snmp user

U ADoE MESIER

ALK M SNMPv3 AFEXHE AEEL|CE

(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

User

admin

Auth Priv (enforce) Groups
T i
md5 aes-128 (no) network-operator
Auth Priv
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2. ONTAP Z0| M SNMPv3 A XIS M SHL|CE

security login create -user-or-group-name <username> -application
snmp -authentication-method usm -remote-switch-ipaddress
10.231.80.212

clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none] : aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. MZ2 SNMPv3 AF2XIe} 7| ELIE{ZISIEE CSHME AL LT,

system switch ethernet show-all -device "swl" -instance



clusterl::*> system switch ethernet show-all -device "swl" -instance

Operating System

when SNMP settings are valid

Device Name:
IP Address:
SNMP Version:
Is Discovered:

SNMPv2c Community String or SNMPv3 Username:

(NX-08S)

Software,

Model Number:

Switch Network:
Software Version:
Version 9.3 (7)

Reason For Not Monitoring:

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:

Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device

RCF Version:

swl
10.231.80.212
SNMPv2c

true

cshml!
NO9K-C9336C-FX2
cluster—-network
Cisco Nexus
None <---- displays
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for

"swl" -snmp

-version SNMPv3 -community-or-username <username>
clusterl::*>

Zl SNMPV3 AF2XI2 2|8 22

Ho ot SUTHX| 2felgtL|Ct,

system switch ethernet polling-interval show

It CSHM E3 7(2t0| b2 = 0T EHA|0| M XiA[S]
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

(NX-0S)
Reason For Not Monitoring:

Operating System Software,
when SNMP settings are valid
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
RCF Version:
Cluster/HA/RDMA

clusterl::*>

QlH|C|Of - CL 5.4.0

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
NO9K-C9336C-FX2
cluster—-network

Cisco Nexus

Version 9.3 (7)

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for

CLI 5.4.08 A&St= NVIDIA SN2100 22| X[0f| A SNMPv3 A2 X} 0|2 SNMPv3_USERE A EHL|CE

o]

° OI HA

—

(P
gjo

* 9| 3%

nv set service snmp—-—server username

* MD5/SHA Q15 * 9| AL

nv set service snmp-server username
AUTH-PASSWORD

* AES/DES 23 2tE AI25t= * MD5/SHA 213 *:

nv set service Snmp—-server username

AUTH-PASSWORD [encrypt-aes|encrypt-des]
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SNMPv3 USER auth-none

SNMPv3 USER [auth-md5]|auth-sha]

SNMPv3 USER [auth-md5]|auth-sha]
PRIV-PASSWORD



Ct HASIH ONTAP Z0| M SNMPv3 AHEX} 0| 50| T4 ElLCt.

glo

o &
oo

fjo

security login create -user-or-group-name SNMPv3 USER -application snmp
—authentication-method usm -remote-switch-ipaddress ADDRESS

gl

CHe HHE S AAHSHH CSHMOIA SNMPv3 AHEXt 0| 0] HFELICE

system switch ethernet modify -device DEVICE -snmp-version SNMPv3

-community-or-username SNMPv3 USER

S A L2 E ArESIEE A 2|X|0| M SNMPv3 AFEXAIE AF LI,

net show snmp status

cumulus@swl:~$ net show snmp status
Simple Network Management Protocol (SNMP) Daemon.

Current Status active (running)
Reload Status enabled
Listening IP Addresses all vrf mgmt
Main snmpd PID 4318

Version 1 and 2c¢ Community String Configured
Version 3 Usernames Not Configured

cumulus@swl:~$
cumulus@swl:~$ net add snmp-server username SNMPv3User auth-md5
<password> encrypt-aes <password>
cumulus@swl:~$ net commit
-—— /etc/snmp/snmpd.conf 2020-08-02 21:09:34.686949282 +0000
+++ /run/nclu/snmp/snmpd.conf 2020-08-11 00:13:51.826126655 +0000
@@ -1,26 +1,28 Q@@

# Auto-generated config file: do not edit. #

agentaddress udp:@mgmt:161

agentxperms 777 777 snmp snmp

agentxsocket /var/agentx/master

createuser snmptrapusernameX
+createuser SNMPv3User MD5 <password> AES <password>

ifmib max num ifaces 500

iquerysecname _snmptrapusernameX

master agentx

monitor -r 60 -o laNames -o laErrMessage "laTable" laErrorFlag != 0
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pass -p 10 1.3.6.1.2.1.1.1 /usr/share/snmp/sysDescr pass.py
pass persist 1.2.840.10006.300.43
/usr/share/snmp/ieee8023 lag pp.py

pass persist 1.3.6.1.2.1.17 /usr/share/snmp/bridge pp.py
pass persist 1.3.6.1.2.1.31.1.1.1.18
/usr/share/snmp/snmpifAlias pp.py

pass persist 1.3.6.1.2.1.47 /usr/share/snmp/entity pp.py
pass persist 1.3.6.1.2.1.99 /usr/share/snmp/entity sensor pp.py
pass persist 1.3.6.1.4.1.40310.1 /usr/share/snmp/resq pp.py
pass persist 1.3.6.1.4.1.40310.2

/usr/share/snmp/cl drop cntrs pp.py

pass persist 1.3.6.1.4.1.40310.3 /usr/share/snmp/cl poe pp.py
pass_persist 1.3.6.1.4.1.40310.4 /usr/share/snmp/bgpun_pp.py

pass persist 1.3.6.1.4.1.40310.5 /usr/share/snmp/cumulus-status.py
pass persist 1.3.6.1.4.1.40310.6 /usr/share/snmp/cumulus-sensor.py
pass persist 1.3.6.1.4.1.40310.7 /usr/share/snmp/vrf bgpun pp.py

+rocommunity cshml! default
rouser _snmptrapusernameX

+rouser SNMPv3User priv
sysobjectid 1.3.6.1.4.1.40310
sysservices 72

—rocommunity cshml! default

net add/del commands since the last "net commit"

User Timestamp Command

SNMPv3User 2020-08-11 00:13:51.826987 net add snmp-server username
SNMPv3User auth-md5 <password> encrypt-aes <password>

cumulus@swl:~$
cumulus@swl:~$ net show snmp status
Simple Network Management Protocol (SNMP) Daemon.

Current Status active (running)

Reload Status enabled

Listening IP Addresses all vrf mgmt

Main snmpd PID 24253

Version 1 and 2c¢ Community String Configured

Version 3 Usernames Configured <---- Configured
here

cumulus@swl:~$
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2. ONTAP Z0| M SNMPv3 A XIS M SHL|CE

security login create -user-or-group-name SNMPv3User -application
snmp -authentication-method usm -remote-switch-ipaddress
10.231.80.212

clusterl::*> security login create -user-or-group-name SNMPv3User
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. Ml22 SNMPv3 AL2XIe} €HH ZLIEZISIEE CSHME AstLCt.

system switch ethernet show-all -device "swl (b8:59:9f:09:7c:22)"
—-instance
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clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7c:22)" -instance
Device Name:
(b8:59:9f:09:7c:22)
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
version 5.4.0 running on Mellanox Technologies
Reason For Not Monitoring:
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
serial number to check
RCF Version:
Cluster-LLDP Aug-18-2022

clusterl::*>

swl

10.231.80.212
SNMPv2c

true

cshml!
MSN2100-CB2FC
cluster—-network

Cumulus Linux

Ltd. MSN2100

None
LLDP
true
MT2110X06399 <----

MSN2100-RCF-v1.9X6-

clusterl::*> system switch ethernet modify -device "swl

(b8:59:9£:09:7c:22)" -snmp-version SNMPv3 -community-or-username

SNMPv3User

of A Hoof STIX| =helgtL|Cf.

system switch ethernet polling-interval show

4. M2 HHE SNMPV3 ALEXIZ 2| ! Ho 7t CSHM & 7|2H0] 2=l = O|X THAI0f| M XEA|S|
o



clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7¢c:22)" -instance
Device Name:
(b8:59:9f:09:7c:22)
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
version 5.4.0 running on Mellanox Technologies
Reason For Not Monitoring:
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
serial number to check
RCF Version:
Cluster-LLDP Aug-18-2022

AlH|C|Of - CL 5.11.0
CLI 5.11.02 A&5t= NVIDIA SN2100 A2 X|0{| ] SNMPV3 AF2X} 0|5 SNMPv3_USERE A gtL|C.

o2}
HA

ol

* ol B2

i[[o

nv set system snmp-server username

* MD5/SHA QIS * o AL

nv set system snmp-server username
AUTH-PASSWORD

* AES/DES 23 2lE AI25t= * MD5/SHA 213 *:

swl

10.231.80.212
SNMPv 3

true

SNMPv3User
MSN2100-CB2FC
cluster-network

Cumulus Linux

Ltd. MSN2100

None
LLDP
true
MT2110X06399 <----

MSN2100-RCF-v1.9X6-

SNMPv3 USER auth-none

SNMPv3 USER [auth-md5|auth-sha]

nv set system snmp-server username SNMPv3 USER [auth-md5]|auth-sha]

AUTH-PASSWORD [encrypt-aes|encrypt-des]

PRIV-PASSWORD
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Ct

glo

o &
oo

fjo

Assie ONTAP %0l SNMPv3 ALE X} 0| 50| FAELICH

security login create -user-or-group-name SNMPv3 USER -application snmp
—authentication-method usm -remote-switch-ipaddress ADDRESS

Ct

gl

HHS HASIH CSHMOIA SNMPv3 AFEX} 0| 50| AFELIC

system switch ethernet modify -device DEVICE -snmp-version SNMPv3
-community-or-username SNMPv3 USER

S A L2 E ArESIEE A 2|X|0| M SNMPv3 AFEXAIE AF LI,

nv show system snmp-server

cumulus@swl:~$ nv show system snmp-server

applied

[username] SNMPv3 USER
[username] limiteduserl
[username] testuserauth
[username] testuserauthaes
[username] testusernoauth
trap-link-up

check-frequency 60
trap-link-down

check-frequency 60
[listening-address] all
[readonly-community] $nvsec$94d69b56e921aecl790844eb53e772bf
state enabled

cumulus@swl:~$

2. ONTAP Z0{| A SNMPv3 AF2XIE MAStL|C

security login create -user-or-group-name SNMPv3User -application
snmp -authentication-method usm -remote-switch-ipaddress
10.231.80.212
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clusterl::*> security login create -user-or-group-name SNMPv3User
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):

Enter privacy protocol password again:

3. 22 SNMPv3 ALEXte} 8HH LSS CSHME ALt

system switch ethernet show-all -device "swl (b8:59:9f:09:7c:22)"
-instance
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clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7c:22)" -instance
Device Name:
(b8:59:9f:09:7c:22)
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
version 5.11.0 running on Mellanox Technologies
Reason For Not Monitoring:
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
serial number to check
RCF Version:
Cluster-LLDP Aug-18-2022

clusterl::*>

swl

10.231.80.212
SNMPv2c

true

cshml!
MSN2100-CB2FC
cluster—-network
Cumulus Linux
Ltd. MSN2100
None

LLDP

true
MT2110X06399 <----

MSN2100-RCF-v1.9X6-

clusterl::*> system switch ethernet modify -device "swl

(b8:59:9£:09:7c:22)" -snmp-version SNMPv3 -community-or-username

SNMPv3User

4. M2 HHE SNMPV3 ALEXIZ 2| ! Ho 7t CSHM & 7|2H0] 2=l = O|X THAI0f| M XEA|S|
o

Sl 22 Hoof SAUBHK| 2Rt

system switch ethernet polling-interval show



clusterl::*> system switch ethernet polling-interval show
Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl
(b8:59:9£:09:7¢c:22)" -instance
Device Name: swl
(b8:59:9f:09:7c:22)
IP Address: 10.231.80.212
SNMP Version: SNMPv3
Is Discovered: true
DEPRECATED-Community String or SNMPv3 Username: -
Community String or SNMPv3 Username: SNMPv3User
Model Number: MSN2100-CB2FC
Switch Network: cluster-network
Software Version: Cumulus Linux
version 5.11.0 running on Mellanox Technologies Ltd. MSN2100
Reason For Not Monitoring: None
Source Of Switch Version: LLDP
Is Monitored ?: true
Serial Number of the Device: MT2110X06399 <----
serial number to check
RCF Version: MSN2100-RCF-v1.9X6-
Cluster-LLDP Aug-18-2022

MetroCluster IP A2[X|0|M 20 7 724

MetroCluster IP TAH0|M= C|HZ SHOZ AQX| EOE £ASIEE 21 £3 S A £

O|A|__||:_|-

Broadcom ! Cisco 29|X|0|M= 20 &2 2IsH 2 S AE| Tl ME2 AHEXIF 2L C

@ 0| € =04, MetroCluster 1, MetroCIusterZ MetroCluster 3, MetroCluster 4= 25 AQ|X|0f| HE 9|
AMEXE 760 BLICH STt ALEXI0| CHE 0421 7H2| SSH 7|2 AFESt= A2 K& K]
FELICE

O =te10i| CHaH

0IE‘IHI A|X| HEH ELIE{(CSHM)= SR{AE 3 AEZ|X| HEXI A2|X|Q 25 HEHE 2flstn LA S 2l

AQIX| 2OE AZISH= HStS ChotstL|CH 0] k= £XS MXSID

AutoSupport01IA1 *"'OHZ * —’F—7I’%4 *CIOIE{Q] A[ZHE £ S Edstst= 2tF S QrLiELICH

—_

© 3 FIPS BES BT P T2 S ABHoF BLICH

133



1. SSYH2 Ko w2t ALX|0|M SSH 7|1S THA| ‘H-dgfLct.
= A

235t ONTAPO|A SSH 7|1E MMMBL|CH debug system regenerate-

@ systemshell-key-pair

3. “system switch ethernet log setup-password B S AF28I0] 20 £7 MH FEIS CHA|
AIBHEHAIA|

AlZtst7| T

THA|

134

AMEXIE AKX SHOf| A M| AT

of &= AO{0F show HLICL O|2{TF ALEXIE ALY &= Bl 32 M AEXIE
oS0 ALEXI0AH 2Rt Hots B

gfLCt,

of
ALIX|0l CHaH A X AEf HLIE{-ES 2d3tslof 2fL|Ct 0| &telst2{™ CH2 2 &QIStM|R. Is Monitored:
= | |' Sys

o
=l
ol XE:‘O“A‘I *frue*2 AXEIL

=20H stem switch ethernet show EH.

Broadcom %! Cisco AIX|E A%t 21 £%:
o 2 ALEXI= UIESRI3 22| Xt #oto] QLo{oF BL|Ct,

° 23 FO0| ZdstEl JEfol|lM 2 S2AE ZFo tiol AL XI0f| M AHEXIE %"gﬁHOF E. LICE Ol2{gt
29K = St ALEXI0] tioll 021 SSH 7| & XI&oHK| ShEL|Ct el =71 20 =8 dF2 AEXI
7|1& SSH 7|& Ho{&LIC,

NVIDIA AQIX|E A8t XY 21 £T9| B2 cl-support Y= E MISHX| o0 BHE A = U= user

t g2
27 20| 5{2=|0f0F BfLICE O] AFES 319°PE1E Chs S ALt

echo '<user> ALL = NOPASSWD: /usr/cumulus/bin/cl-support' | sudo EDITOR='tee
-a' visudo -f /etc/sudoers.d/cumulus



- 23 S 25 2 22| X|0f chel Ctg B S LIt 23 =S flo 29K 0|5, AHEA
0|5 3 =& YHSIEH= HAIXIZF EA[E LG,

AL MEA XIE ZEIE *y*2 SEHSH=E 2 ALEXI0A CHS0 F &l iz RSt Meto] A=K
FRISHY A, A[ZfSH] o |

I_
Ot *

system switch ethernet log setup-password

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: ecsl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2

Would you like to specify a user other than admin for log
collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

@ CL5.11.19 A2, AF2X} cumulus*S MMSH1 CE TETEQ| *y*2 SESILICHL 23 £=Tof|
admin 0|2|29| A2 XIS X|™SHA|ZIELI? {y|n}: *y

system switch ethernet log modify -device <switch-name> -periodic
—enabled true
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clusterl::*> system switch ethernet log modify -device csl -periodic
-enabled true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

csl: Periodic log collection has been scheduled to run every hour.

clusterl::*> system switch ethernet log modify -device cs2 -periodic
-enabled true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

cs2: Periodic log collection has been scheduled to run every hour.

clusterl::*> system switch ethernet log show

Periodic Periodic
Support
Switch Log Enabled Log State
Log State
csl true scheduled
never-run
cs?2 true scheduled

never-run
2 entries were displayed.

system switch ethernet log collect-support-log -device <switch-name>



clusterl::*> system switch ethernet log collect-support-log -device

csl

csl: Waiting for the next Ethernet switch polling cycle to begin

support collection.

clusterl::*> system switch ethernet log collect-support-log -device

cs2

cs2: Waiting for the next Ethernet switch polling cycle to begin

support collection.

clusterl::*> *system switch ethernet log show

Periodic Periodic
Support
Switch Log Enabled Log State
Log State
csl false halted
initiated
cs2 true scheduled
initiated
2 entries were displayed.
gt el I)\III | H ol o|™ ErYARMI 3l mY O F, 27 El, &Ef HAIX], X3 +=&2| o|H
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system switch ethernet log show —-instance
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clusterl:

Switch Name:
Periodic Log Enabled:
Periodic Log Status:

scheduled to run every hour.

Last Periodic Log Timestamp:
Periodic Log Filename:

cluster-info.tgz

Support Log Requested:
Support Log Status:

:*> system switch ethernet log show -instance

csl
true

Periodic log collection has been

3/11/2024 11:02:59
clusterl:/mroot/etc/log/shm-

false

Successfully gathered support logs

- see filename for their location.

Last Support Log Timestamp:
Support Log Filename:

cluster-log.tgz

Switch Name:
Periodic Log Enabled:
Periodic Log Status:

halted.

Last Periodic Log Timestamp:
Periodic Log Filename:

cluster-info.tgz

Support Log Requested:
Support Log Status:

3/11/2024 11:14:20
clusterl:/mroot/etc/log/shm-

cs?2
false
Periodic collection has been

3/11/2024 11:05:18
clusterl:/mroot/etc/log/shm-

false

Successfully gathered support logs

- see filename for their location.

Last Support Log Timestamp:
Support Log Filename:

cluster-log.tgz
2 entries were displayed.

ONTAP 9.14.1 0[5}
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clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: esl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password

Enter the switch name: cs2

Would you like to specify a user other than admin for log
collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

@ CL5.11.19| A2, AI2Xt cumulus*E MMstD O TETEQ| *y*2 SEELICHL 23 &

admin 0[2[2| MEXLE X|FSHARSLII? {y|n}: *y

A X|

X3 23 +EE Q¥s0 7|18 =3

system switch ethernet log modify -device <switch-name> -log-request

true

M S gYototeH LS YES LS Q. oA otH &M 212F
AlZHE H|O]E Mc'OIEfE T 7HX fel 23 +FOo| AIFELIL. support Periodic
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clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.
1022t 7|ttel = 23 £30| 2= E|RA=X| =l

system switch ethernet log show

L= 328 £30f| EA|E system switch ethernet
N2 "2 & 2XE siZeL c

@ 20 2F 7180 o8 2
log show) AtAM[SH LHE
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aT
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HEN7L
= g=35t

MetroCluster IP 50| A O] A9|X| EL|E{Z 22

CHEE| 22 0|4l AQ|X|= ONTAPO| 2|sH XtS 22 HAME| 11 CSHMA| 2|3t

DLEZEE |—|Ef. A 2| X0l M=l RCF(Reference Configuration File)= CDP(Cisco
Discovery Protocol) 2/5= LLDP(Link Layer Discovery Protocol)E &M 3}etL|Ct. 2Lt
AME|X] b2 AQIK|E +S2E FIISH7LE [ 0|4 AFESHK| 2= ARIK|IE H|AHsH{oF & ==
UASLICH Eot SX| Ha S0t 20| 40| AL|XIE RSt S0 2 ZLHYS 7(l%* =
OIAL|C}H

ONTAPO|M ZLIERY & JEE AKX =S 2hsLCH

Of ZfHofl 3

HHES MEBH0] system switch ethernet create X|HE O|HUl AL(X|0f Cigt HL|IEHEE 3522
Tt AESHER AFELICL 0 7|52 ONTAPZt ARIXIE XIS 2 F 715K Q7L O|Hof| AQIX|E
HAYCLZE CHA| =715t = B0 %ggl_u:}_
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system switch ethernet create -device DeviceName -address 1.2.3.4 -snmp
-version SNMPv2c -community-or-username cshml! -model NX3132V -type

cluster—-network

LHEHOI Ol = IP 47} 1.2.3.40| 11 SNMPv2c X4 ZEO| * cshm1! * 2 AEEl [DeviceName]0|2h= ARX|E

==
=I5t Zd%“—“:f AEZX| ARKE 2 MSH= R A -type cluster-network & -type storage-

network AF2ELILCY,

AQIX|Z AMN|SHK| &1 DL|E{2IS H|ZHAMSFSH|C}
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system switch ethernet modify -device DeviceName -is-monitoring-enabled

—-admin false
0|2 Edl| M| Z11E MMSIHLL CHA| ZAMSIX| LT E ALK ME HEQ 1ME RKX|E £ USLICE
O O & EHRSIX| 42 ALIX|E NMIAHELICH

‘system switch ethernet delete ¥Z&O| ZZ7LI O 0|4 EQSIX| A2 ALXE
AMHSH= o AFEELICH.

system switch ethernet delete -device DeviceName

i
[¢]3

712802 0| HH2 ONTAPZI ®xlf CDP EE= LLDPE E6ff A%
AQIKIZ HAHSAH - force Df7H HLEE ALTHLILC.

system switch ethernet delete -device DeviceName -force

£ MES= B2 -force ONTAPO|Af A2{X|E CHA| ZXISHH A{X|7F RAIS L2 CHA| 7t 4= ASLILH.

MetroCluster IP A0 A O|Eull AQ|X| EL|E{Z! =tol

CSHM(O|E{El A2|X| MEl ZLIE|)2 HMot AQIX|E XS = ZLE&SHa 1 ShX|Tt,
AQX|7F SHIZA FEEX] §2 32 ELEZO| A5 = +AE|X]| &= o= ASLIC
AQKIE ELIEHESHEE HEi ZLEZ SHI2A| =0 [=X] 2hl8Hof LICE.

HXISHA| Zots FR0l|2 dSELIC. HAME
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system switch ethernet show

2ol * 7|EF* 7t BEA|E|AHL} 1S Monitored BEO * HA * O] EA|E|™ Model ONTAPUIA ARX|E 2L|EHEE
o SAELICH Z[EF* of 22 UM O Z ONTAPZF MEf 2LIE{ZE S 2Idh ST AIX|E X|SHA| RS2 LIEFAL|CY.

=2 "1—

“IS Monitored HEOQ XME O|RZ2 TZEJ} * FALSE * 2 “Reason’ MXMELICE,

291117} B S0 LISISIX) S2OM ONTAP SIS} A9IXIE WASHH| 2UE Jhs 0l waLic
() 290% Ao 20| Sut=A| AZEIYEX| HolstiR. TR IS A9IKS £502 7j3 4
QUALICE. "0|Cf el A9K| BLIERIS B2IstLc XIS LhE S
H20f & RCF 0| |41 B{HQIX gholst|ct
AQIXIOA XI2IEI= 3141 HRIOIS MHSHD QU S2hE|= HE 74 THU(RCF)0| HBEIYEX| SHQISHLICE XA
82 & "Netapp A2 CH22E HO|X|"AEBHIAIR.

7IE&*9§ AMEf DLIEE BLEZS o) HFLIE| 2XHE * cshm1! * 2 EH SNMPv2cE AH2SHX| 2t SNMPV3E

7|2 SNMPv2c HRLIE| EXtE S HEHOF ot 2 29 K0l M #5t= SNMPv2e HRLIE| 2XE0| G| 0f
UEX] EASHIAL.

system switch ethernet modify -device SwitchA -snmp-version SNMPv2c
—-community-or-username newCommunity!

@ SNMPv32 A3 E F4st= W0l Chiet XMt 82 & "ME] Areh: SNMPV3E gL Tt
"HESHIAR.
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