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1. ONTAP AP| HM|A HBHO| U= 22| AF2X} MM: security login create -user-or-group-name
mcctb -application ontapi -authentication-method password

2. SSH HNAE E6ll admin AF2Xt MM: security login create -user-or-group-name mcctb
-application ssh —authentication-method password

3. M 22| Xt AFEXE MMHE|Q =X EIBHL|CE security login show

4. THEL| 22{AE{0|M 0] BAIS grEBiLCt,

()  r#eixt oz 2 RBACT RHEIYBLICE

MetroCluster Tiebreaker &A1 AX|

SAE Linux Y N|A|o| 2} Tiebreaker AT EY0{E MX| EE= HO8|0|=E81H7| M|
MySQL EE= MariaDB AMHE A X|6{0fF 2hL|Ct,

EHA|
1. JREE MX|gfL|C}t.

2. Vault %] & 1M
Vault &X| & 724

3. MySQL &= MariaDB At A X]:

Linux 2AEJL Q1 H2 J2EA. .
Red Hat Enterprise Linux MySQLZ MX[gfL|Ct
7/CentOS 7

Red Hat Enterprise Linux 7 E£= CentOS 70{| MySQL Server 5.5.30 O 4
8l 5.6.x HH MK

Red Hat Enterprise Linux 8 MariaDBS A X|grL|C}

Red Hat Enterprise Linux 80 MariaDB At A K|
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1. 05 Aot REZ HAY = U= "RE" ALK = sudo AFEXIE 2QI8L|CH

-

login as: root
root@mcctb's password:

Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. M8 7hs%t JRE HA gl
yum search openjdk
3. MX|2 Tiebreaker 0| Mgt JRE ™S MX|RLICE

yum install java-<version>-openjdk.x86 64



[root@mcctb ~]# yum install java-1.8.0-openjdk.x86 64

Loaded plugins: fastestmirror, langpacks

Loading mirror speeds from cached hostfile
shortened. ...

Dependencies Resolved

Package Arch Version Repository Size
Installing:
java-1.8.0-openjdk x86 64 1:1.8.0.144-0.b01.el7 4 updates 238 k

Transaction Summary

Install 1 Package (+ 4 Dependent packages)

Total download size: 34 M
Is this ok [y/d/N]: y

Installed:

java-1.8.0-openjdk.x86 64 1:1.8.0.144-0.b01.el7 4
Complete!

Vault AX| 3! M

Z2Z =2E MHE JHX| 22 QK| AL ARt St F 2, VaultE 2 X|8H{0F &fLIL}. Vaults EXIot2H 0] &
EXHE EZ5ALE, CHE X122 Hashicorp &%] X1ES FRSHIAL.

@ HE 30 Vault MH7I Q= AL, MetroCluster Tiebreaker SAEJL EE MX|E AIESIEE
TATE 4 USLICE O|HA| 81 SAEQ| VaultE MX|g a7t i&LCh

£
1. 2 O|S#LIC} /bin CIZE):

[root@mcctb] cd /bin
2. 2E zip U S CIREEJLICH

[root@mcctb /binl# curl -sO
https://releases.hashicorp.com/vault/1.12.2/vault 1.12.2 linux amd64.zip



[root@mcctb /bin]l# unzip vault 1.12.2 linux amd64.zip
Archive: wvault 1.12.2 linux amd64.zip
inflating: wvault

4. MK|= &l

=/ -

gfLict.

[root@mcctb /binl# vault -version
Vault v1.12.2 (415elfe3118eebd5dfocb60dl3defdc0laal77b03), built 2022-11-
23T12:53:467

5. 2 O|SELIC} /root CIHEE:

[root@mcctb /bin] cd /root

6. ofzloll 2E AF mtuS HMeLICt /root CIHEZ].

OlM [root@mectb ~] HIAXIS EA[SL, SAFSHD, ChHg B S &S0 E

0x

2ILICt config.hel OFY:

# cat > config.hcl << EOF
storage "file" {
address = "127.0.0.1:8500"
path = "/mcctb vdata/data"
}

listener "tcp" {

"127.0.0.1:8200"
1

address
tls disable

}
EOF

7. 2E MY Al

[root@mcctb ~] vault server -config config.hcl &

8. Vault TAE LEHL|CE,

[root@mcctb ~]# export VAULT ADDR="http://127.0.0.1:8200"

9. EE Xx7|g}



[root@mcctb ~]# wvault operator init

2022-12-15T14:57:22.113+0530 [INFO]
initialized
2022-12-15T14:57:22.113+0530 [INFO]
not initialized
2022-12-15T14:57:22.114+0530 [INFO]
initialized
2022-12-15T14:57:22.116+0530 [INFO]
stored=1 shares=5 threshold=3
2022-12-15T14:57:22.118+0530 [INFO]
2022-12-15T14:57:22.137+0530 [INFO]
2022-12-15T14:57:22.137+0530 [INFO]

core: security barrier not

core: seal configuration missing,
core: security barrier not

core: security barrier initialized:
core: post-unseal setup starting
core: loaded wrapping token key
core: Recorded vault version: vault

version=1.12.2 upgrade time="2022-12-15 09:27:22.137200412 +0000 UTC"

build date=2022-11-23T12:53:46%Z

2022-12-15T14:57:22.137+0530 [INFO] core: successfully setup plugin
catalog: plugin-directory=""

2022-12-15T714:57:22.137+0530 [INFO] core: no mounts; adding default
mount table

2022-12-15T14:57:22.143+0530 [INFO] core: successfully mounted backend:
type=cubbyhole version="" path=cubbyhole/

2022-12-15T714:57:22.144+0530 [INFO] core: successfully mounted backend:
type=system version="" path=sys/

2022-12-15T714:57:22.144+0530 [INFO] core: successfully mounted backend:
type=identity version="" path=identity/

2022-12-15T14:57:22.148+0530 [INFO] core: successfully enabled

credential backend: type=token version=""

2022-12-15T14:57:23.

root. Path: "
2022-12-15T14:57:22.149+0530 [INFO]
2022-12-15T14:57:22.149+0530 [INFO]
2022-12-15T14:57:22.150+0530 [INFO]
2022-12-15T14:57:22.150+0530 [INFO]
2022-12-15T14:57:22.150+0530 [INFO]
2022-12-15T14:57:22.151+0530 [INFO]
disabled
2022-12-15T14:57:23.385+0530 [INFO]
2022-12-15T14:57:23.387+0530 [INFO]
2022-12-15T14:57:23.387+0530 [INFO]
2022-12-15T14:57:23.387+0530 [INFO]
]

387+0530 [INFO

Unseal Key 1: <unseal key 1 id>
Unseal Key 2: <unseal key 2 id>
Unseal Key 3: <unseal key 3 id>
Unseal Key 4: <unseal key 4 id>
Unseal Key 5: <unseal key 5 id>

path=token/ namespace="1ID:

rollback:

core:

starting rollback manager
restoring leases

expiration: lease restore complete
identity: entities restored

identity: groups restored

core: usage gauge collection is
core: post-unseal setup complete
core: root token generated

core: pre-seal teardown starting
rollback:
pre-seal teardown complete

stopping rollback manager

core:



10.

1.

Initial Root Token: <initial root token id>

Vault initialized with 5 key shares and a key threshold of 3. Please
securely

distribute the key shares printed above. When the Vault is re-sealed,
restarted, or stopped, you must supply at least 3 of these keys to
unseal it

before it can start servicing requests.

Vault does not store the generated root key. Without at least 3 keys to
reconstruct the root key, Vault will remain permanently sealed!

It is possible to generate new unseal keys, provided you have a quorum
of

existing unseal keys shares. See "vault operator rekey" for more

information.

Q)  O1EHel SREOM NS 4 YRS 5l D9t £7] 22 S35 el Sl JIS s Kol
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2E 2E E32 =L
[root@mcctb ~]# export VAULT TOKEN="<initial root token id>"

1712] 7| & Ml 7HE AE3HY Vaulte| SIS SHAEIELICE.

X

£ MAMsloF SLICH vault operator unseal Ml 7| 2120 CHet HEH:

a. H W 7|2 A8t 2E 5213 oAt



[root@mcctb ~]# wvault operator unseal
Unseal Key (will be hidden) :

Key Value

Seal Type shamir
Initialized true

Sealed true

Total Shares 5

Threshold 3

Unseal Progress 1/3

Unseal Nonce <unseal key 1 id>
Version 1.12.2

Build Date 2022-11-23T12:53:46%
Storage Type file

HA Enabled false

b. &t 7| A3t 2E SIS siHeLIct.

[root@mcctb ~]# vault operator unseal
Unseal Key (will be hidden) :

Key Value

Seal Type shamir
Initialized true

Sealed true

Total Shares 5

Threshold 3

Unseal Progress 2/3

Unseal Nonce <unseal key 2 id>
Version 1.12.2

Build Date 2022-11-23T12:53:467%
Storage Type file

HA Enabled false

C. Ml iy 7|15 A8t EE S¢S SHHMELIC).

—



12. 2E =0

[root@mcctb ~]# wvault operator unseal

Unseal Key

(will be hidden) :
2022-12-15T15:15:00.980+0530

[INFO]

core.cluster-listener.tcp:

starting listener: listener address=127.0.0.1:8201

2022-12-15T715:15:00.980+0530 [INFO] core.cluster-listener: serving
cluster requests: cluster listen address=127.0.0.1:8201
2022-12-15T715:15:00.981+0530 [INFO] core: post-unseal setup starting
2022-12-15T15:15:00.981+0530 [INFO] core: loaded wrapping token key
2022-12-15T15:15:00.982+0530 [INFO] core: successfully setup plugin
catalog: plugin-directory=""

2022-12-15T715:15:00.983+0530 [INFO] core: successfully mounted
backend: type=system version="" path=sys/
2022-12-15T715:15:00.984+0530 [INFO] core: successfully mounted
backend: type=identity version="" path=identity/
2022-12-15T715:15:00.984+0530 [INFO] core: successfully mounted
backend: type=cubbyhole version="" path=cubbyhole/
2022-12-15T715:15:00.986+0530 [INFO] core: successfully enabled
credential backend: type=token version="" path=token/ namespace="1ID:
root. Path: "

2022-12-15T15:15:00.986+0530 [INFO] rollback: starting rollback
manager

2022-12-15T715:15:00.987+0530 [INFO] core: restoring leases
2022-12-15T15:15:00.987+0530 [INFO] expiration: lease restore
complete

2022-12-15T715:15:00.987+0530 [INFO] identity: entities restored
2022-12-15T15:15:00.987+0530 [INFO] identity: groups restored
2022-12-15T15:15:00.988+0530 [INFO] core: usage gauge collection is
disabled

2022-12-15T15:15:00.989+0530 [INFO] <core: post-unseal setup complete
2022-12-15T15:15:00.989+0530 [INFO] core: vault is unsealed

Key Value

Seal Type shamir

Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:46%

Storage Type file

Cluster Name
Cluster ID
HA Enabled

| SENZF AXIRIR

=

gl-Ol_

vault-cluster
<cluster id>
false

IetL|C.



[root@mcctb ~]# vault status

Key Value

Seal Type shamir
Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:46%
Storage Type file

Cluster Name vault-cluster
Cluster ID <cluster id>
HA Enabled false

13. Vault MH|ATH HEIE o] A= =S 2HELIC

a. Of2 HEHS MAHSLICH cd /etc/systemd/system

[root@mcctb ~]# cd /etc/systemd/system

b. 0IM [root@mcctb system] EEITE SAL CHS HHES MA:SIY Vault AH|A OHUS

# cat > vault.service << EOF
[Unit]
Description=Vault Service

After=mariadb.service

[Service]

Type=forking

ExecStart=/usr/bin/vault server -config /root/config.hcl &

Restart=on-failure

[Install]
WantedBy=multi-user.target

C. IS HHS AAMBILIC} systemct]l daemon-reload

[root@mcctb system]# systemctl daemon-reload

d. C}2 HHS MH#TILIC} systemctl enable vault.service

PPN
-1 o

gLt



[root@mcctb system]# systemctl enable vault.service
Created symlink /etc/systemd/system/multi-
user.target.wants/vault.service — /etc/systemd/system/vault.service.

MetroCluster TiebreakerE & X[ot= &¢t 0| 7|5& AtE3tEt= HAIX[7} EAIEL|CH EE
(D) 222wt W Hastew MetroCluster Tiebreaker 2 LERI0IS H{5tm CHA
AX[si{of gfL|Ct.

5%& Hat Enterprise Linux 7 E== CentOS 70{ MySQL Server 5.5.30 0|4 5! 5.6.x H™
=

Tiebreaker 2T EQ||0{E MX|SIAHLE FO2)|0|=3517| 0| S AE A|AHIO| MySQL Server 5.5.30 0] 4 % 5.6.x
K™ AX[SHoF LCt.

|

1. 15 et REZ HAY = s FE ALK E= sudo AFEXLE 2QI8LCH

login as: root

root@mcctb's password:

Last login: Fri Jan 8 21:33:00 2016 from host.domain.com
2. IAE AAHIO| MySQL 2|EX|ER[E F7HELIC

([root@mcctb~J#yum localinstall\https://dev.mysqgl.com/get/mysql57-community-release-el6-
11.noarch.rpm’)

10



Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

Setting up Local Package Process

Examining /var/tmp/yum-root-LLUwOr/mysql-community-release-el6-
5.noarch.rpm: mysgl-community-release-el6-5.noarch

Marking /var/tmp/yum-root-LLUwOr/mysqgl-community-release-el6-
5.noarch.rpm to be installed

Resolving Dependencies

--> Running transaction check

-—--> Package mysgl-community-release.noarch 0:el6-5 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version
Repository

Installing:
mysgl-community-release
noarch el6-5 /mysgl-community-release-el6-
5.noarch 4.3 k
Transaction Summary

Install 1 Package (s)
Total size: 4.3 k
Installed size: 4.3 k

Is this ok [y/N]: y
Downloading Packages:
Running rpm check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : mysgl-community-release-el6-5.noarch
1/1

Verifying : mysqgl-community-release-el6-5.noarch
1/1
Installed:

mysgl-community-release.noarch 0:el6-5
Complete!

3. MySQL 57 2|ZX|E2|S H|ZdstetL|Ct,

11



"[root@mcctb~]#yum repolist enabled|grep "mysql. * -community.

'[root@mctb~]#yum-config-manager—disable mysql57-community’
MySQL 56 2|ZX|E2| 23}
"[root@mctb~]#yum-config-manager—enable mysql56-community’

. B|EX|EL| 23}

Fnnn

mysgl-connectors-community MySQL Connectors Community
21

mysgl-tools-community MySQL Tools Community

35

mysgl56-community MySQL 5.6 Community Server
231

6. MySQL HSLIE| Mt A%:

12

"Troot@mctb~J#yum install mysqgl-community-server'

Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

This system is not registered to Red Hat Subscription Management. You
can use subscription-manager

to register.

Setting up Install Process

Resolving Dependencies

--> Running transaction check

-—-> Package mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6 will be
obsoleting

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository
Size
Installing:
mysgl-community-client x86 64 5.6.29-2.el6 mysglS6-community
18 M
replacing mysgl.x86 64 5.1.71-1.el6
mysqgl-community-libs x86 64 5.6.29-2.el6 mysglS6-community
1.9 M

replacing mysqgl-libs.x86 64 5.1.71-1.el6



mysgl-community-libs-compat x86 64 5.6.29-2.el6 mysglS6-community
1.6 M

replacing mysgl-libs.x86 64 5.1.71-1.el6
mysqgl-community-server x86 64 5.6.29-2.el6 mysglS6-community
53 M

replacing mysgl-server.x86 64 5.1.71-1.el6
Installing for dependencies:
mysgl-community-common x86 64 5.6.29-2.el6 mysglb6-community
308 k

Transaction Summary

Install 5 Package (s)
Total download size: 74 M
Is this ok [y/N]: y

Downloading Packages:

(1/5) : mysgl-community-client-5.6.29-2.e16.x86 64.rpm | 18 MB
00:28
(2/5) : mysgl-community-common-5.6.29-2.el16.x86 64.rpm | 308 kB
00:01
(3/5) : mysgl-community-1libs-5.6.29-2.el16.x86 64.rpm | 1.9 MB
00:05
(4/5) : mysgl-community-libs-compat-5.6.29-2.e16.x86 64.rpm | 1.6 MB
00:05
(5/5): mysgl-community-server-5.6.29-2.e16.x86 64.rpm | 53 MB
03:42
Total 289 kB/s | 74 MB
04:24

warning: rpmts HdrFromFdno: Header V3 DSA/SHAl Signature, key ID
<key id> NOKEY
Retrieving key from file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl
Importing GPG key O0x5072E1F5:

Userid : MySQL Release Engineering <mysgl-build@oss.oracle.com>
Package: mysgl-community-release-el6-5.noarch

(@/mysgl-community-release-el6-5.noarch)

From : file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl

Is this ok [y/N]: y
Running rpm check debug
Running Transaction Test

Transaction Test Succeeded
Running Transaction
Installing : mysgl-community-common-5.6.29-2.e16.x86 64

....0utput truncated....



7.

14

1.e16.x86 64

7/8
Verifying : mysqgl-5.1.71-1.e16.x86 64

8/8

Installed:
mysgl-community-client.x86 64 0:5.6.29-2.el6
mysqgl-community-libs.x86 64 0:5.6.29-2.el6
mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6
mysgl-community-server.x86 64 0:5.6.29-2.el6

Dependency Installed:
mysqgl-community-common.x86 64 0:5.6.29-2.el6

Replaced:
mysqgl.x86 64 0:5.1.71-1.el6 mysgl-libs.x86 64 0:5.1.71-1.el6
mysgl-server.x86 64 0:5.1.71-1.el6

Complete!

MySQL AH{ A|E}:

"[root@mcctb~J#service mysqld start'



Initializing MySQL database: 2016-04-05 19:44:38 0 [Warning] TIMESTAMP
with implicit DEFAULT value is deprecated. Please use
-—explicit defaults for timestamp server option (see documentation
for more details).
2016-04-05 19:44:38 0 [Note] /usr/sbin/mysgld (mysgld 5.6.29)
starting as process 2487
2016-04-05 19:44:38 2487 [Note] InnoDB: Using atomics to ref count
buffer pool pages
2016-04-05 19:44:38 2487 [Note] InnoDB: The InnoDB memory heap is
disabled
....0utput truncated....
2016-04-05 19:44:42 2509 [Note] InnoDB: Shutdown completed; log sequence
number 1625987

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER!
To do so, start the server, then issue the following commands:

/usr/bin/mysgqladmin -u root password 'new-password'
/usr/bin/mysqladmin -u root -h mcctb password 'new-password'

Alternatively, you can run:
/usr/bin/mysql secure installation

which will also give you the option of removing the test
databases and anonymous user created by default. This is
strongly recommended for production servers.

..... Output truncated.....

WARNING: Default config file /etc/my.cnf exists on the system
This file will be read by default by the MySQL server

If you do not want to use this, either remove it, or use the
-—defaults-file argument to mysgld safe when starting the server

[ OK ]
Starting mysqgld: [ OK ]

- MySQL ME 7} Al SQIX| &FQlgfL|Cf.

'[root@mcctb~J#service mysqld status'

mysgld (pid 2739) is running...

"Troot@mctb~]#mysqgl_secure_installation’
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NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none): <== on default
install
hit enter here

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorization.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y

Success!

Normally, root should only be allowed to connect from 'localhost'.
This
ensures that someone cannot guess at the root password from the

network.

Disallow root login remotely? [Y/n] y

Success!

By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n] y
- Dropping test database...
ERROR 1008 (HYO000) at line 1: Can't drop database 'test';



database doesn't exist
Failed! Not critical, keep moving...
- Removing privileges on test database...
Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] y
Success!

All done! If you've completed all of the above steps, your MySQL
installation should now be secure.

Thanks for using MySQL!

Cleaning up...

10. MySQL 23910| 58H=xX| golstL|ct,

"[root@mctb~]#mysql-u root —p'

Enter password: <configured password>

Welcome to the MySQL monitor. Commands end with
Your MySQL connection id is 17

Server version: 5.6.29 MySQL Community Server (GPL)

; or \g.

Copyright (c) 2000, 2016, Oracle and/or its affiliates. All rights
reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.

mysqgl>
MySQL 21010| 5 F0|H £30| mysql> ZEZEZ Z=FL|C

MySQL A3 A%t 28 S E-dotgfLict

MySQL 20| CHal Xts A% 7|50 ™= /=X
Tiebreaker 2L E9J|0{7} AF5H= A|AEIO| IHEEE
Az 1 QI X| QO™ Tiebreaker iEE%IOW} A

| 2tolsof gtL|Ct MySQL HE22 H™ MetroCluster
75' MySQLO| XtS2 2 CHA| )\P("EI LICt. MySQL H|20]|

SHIE| K| OF CPA| A|ZHSH 2 QIO IAIS AT & O{A||C},

A
|‘—‘T o= T BAE

17



|

. HElsho MySQLOI s AZE|E 2 AN Q=X slstL|C},

([root@mcctb~]#systemctl list-unit-files mysqld.service’)

UNIT FILE State

mysqgld.service enabled

S 0 MySQLO| AtS A =8 FEX| 42 22 MySQL BB ME HZsHo| 2X|of Chet XtS A%
7158 EEsotAL.

Red Hat Enterprise Linux 80 MariaDB At A X|

Tiebreaker 2 E|HE MX|StHLE 20| E8L7| M| SAE A|AEIN| MariaDB AMHHE A X|al{OF L |LCt.

INES IS (0|
SAE AAHS Red Hat Enterprise Linux(RHEL) 80| Af AlgH Z0|0{0F gL},

|

1.

1.
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-

2 2OQIYLIC} root sudoS NF Het ZEE MHY 4 i AR} i AFBRIILIC

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

MariaDB At A X]:

"Troot@mctb~]#yum install MariaDB-server.x86_64"'

[root@mcctb ~]# yum install mariadb-server.x86 64
Loaded plugins: fastestmirror, langpacks

Package Arch Version Repository
Size
Installing:
mariadb-server x86 64 185.8.56=2.@L7 base
11 M



Installing for dependencies:

Transaction Summary

Install 1 Package (+8 Dependent packages)
Upgrade ( 1 Dependent package)

Total download size: 22 M
Is this ok [y/d/N]: y

Downloading packages:

No Presto metadata available for base warning:

/var/cache/yum/x86 64/7/base/packages/mariadb-1libs-5.5.56-

2.el17.x86 64.rpm:

Header V3 RSA/SHA256 Signature,

key ID f4a80eb5: NOKEY] 1.4 MB/s | 3.3 MB 00:00:13 ETA

Public key for mariadb-1ibs-5.5.56-2.el17.x86 64.rpm is not installed
(1/10) : mariadb-1libs-5.5.56-2.el17.x86 64.rpm | 757 kB 00:00:01

(10/10) : perl-Net-Daemon-0.48-5.el7.noarch.rpm| 51 kB 00:00:01

Installed:
mariadb-server.x86 64 1:5.5.56-2.el7

Dependency Installed:

mariadb.x86 64 1:5.5.56-2.el7
perl-Compress-Raw-Bzip2.x86 64 0:2.061-3.el7
perl-Compress-Raw-Z1ib.x86 64 1:2.061-4.el7
perl-DBD-MySQL.x86 64 0:4.023-5.el7
perl-DBI.x86 64 0:1.627-4.el7
perl-I0-Compress.noarch 0:2.061-2.el7
perl-Net-Daemon.noarch 0:0.48-5.el7
perl-P1RPC.noarch 0:0.2020-14.el17

Dependency Updated:
mariadb-libs.x86 64 1:5.5.56-2.el7
Complete!

2. MariaDB A A|Z}:
'[root@mcctb~J#systemctl start MariaDB'

3. MariaDB A7} A|ZHE| A =X] =telgtL|Ct.
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'[root@mcctb~J#systemctl status MariaDB'

[root@mcctb ~]# systemctl status mariadb
mariadb.service - MariaDB database server

Nov 08 21:28:59 mcctb systemd[l]: Starting MariaDB database server...

Nov 08 21:29:01 mcctb systemd[l]: Started MariaDB database server.

Hot gl ets dF S 4Lt

@ FE 4o 2= HAX|7} BEAZH @SS H[@| &1 Enter 7|12 =01 2t & ¥z 2FS A&
Tt

'[root@mctb~]#mysqgl_secure_installation'

root@localhost systemd]# mysqgl secure installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MariaDB installation has an anonymous user, allowing
anyone

to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a



production environment.

Remove anonymous users? [Y/n] y
Success!

Normally, root should only be allowed to connect from 'localhost'. This

ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] y
Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y¥/n] y
- Dropping test database...
Success!
- Removing privileges on test database...

Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n]
Success!
Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

MariaDB MEOf| CHEE XtS AlZF BE S Aot 5 LTt

MariaDB A{H{Of| CH3H Xt& AlE 7| 50| AEE0 J=X| 2elsljof eL|CE XHS A& 7|52 M 3}shx] of
MetroCluster Tiebreaker iEE‘-’rJIOWf U A|AEIS T EEISOF t= H L Tiebreaker AZERHE 74|-i‘-

l'

HHE[X|ZH MariaDB MH|AE CHA| *I”%-* = glol ys HEY = glsLint
A

1. XS AlZF MH|AE SMSHEL L
'[root@mcctb~J#systemctl enable mariadb.service’

2. 2EIg i MariaDB7} AtS AR E| =& M™EEU=X| 2olgfi|ct.

=
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([root@mcctb~J#systemctl list-unit-files mariadb.service’)

UNIT FILE State

mariadb.service enabled

2T EL0 of7|X| EX| EE= E0|=

MetroCluster 82 ZL|E{&lSt2{H 24 HEFEE{0f| MetroCluster Tiebreaker 2ZE | E A X|5t7HLt
2| 0| =5Hof BfL|Ct.

O] =rdoil cHsH
* AEE[X| A|ARI0|A] ONTAP 8.3.x O|AFS M&s|{OF BIL|C},
* 2 ME5t0 OpendDKE A X|S0F BILIC} yum install java-x.x.x-openjdk HH. Tiebreaker 1.4
o

SE M3lsH= A|ARIS| 2R JRE 82 METILICE Tiebreaker 1.5 0| A2 Maist= A|ARIS| AL OpenDK
17, 18 =198 g‘%*a.”—ltt o|®lel Z=20il= JRE 1.8.00] EA|E/LICE (JRE 8).

* Tiebreaker 2X|E #3511, 0| S 1t ALEXIE US1, A 2 E 2 = U

)

H|ZE AF2X}IZ MetroCluster Tiebreakers MX|& 4= QI&L|CT.

= = oy
Egatels

e

3| Hsto| QU

—

rr
rr

CHA|
1. MetroCluster Tiebreaker 2T EY|{E CIR2EZEEIL|CE O] O|H|0|A = HHX 1.55 AF2EL|C}.

"NetApp Support AtO|E"
2. EORECYLICE MetroCluster Tiebreaker RPM GPG 7|:
"NetApp Support AtO|E"

SAEQN RE AEXIZE 23018t C
. BE

7} Obl AFEX} B & MABHLIC mectbgrp IE.

EJt Ot A ERIE Mot 2o & ST ELICh

CHE EE oM 2t R E AEXPI) Ot A XIS MASLICH mectbuserl:

[root@mcctb ~]# useradd mcctbuserl

[root@mcctb ~]# passwd mcctbuserl

Changing password for user mcctbuserl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

b. 2= 0|§2| IES MELIC mectbgrp:

[root@mcctb ~~]1# groupadd mcctbgrp
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C. MMt REJ} Ot AFRXLE Off FIHL|Ct mectbgrp 1E.
CHE HEHO| F=IHELICE mectbuserl 8 $&LICH mectbgrp 1&:
[root@mcctb ~]# usermod -a -G mcctbgrp mcctbuserl
5. RPM I} HoIstL|Ct,

RPM 7|7} etz CI2E{2|0f|M TS otel HAIE 2defLict.

a. RPM 7| I S CH2ZE5t0 Y gL Lt

[root@mcctb ~]# rpm --import MetroCluster Tiebreaker RPM GPG.key

b. X|2& &lste] SHIE 7|15 7tMt=X] 2QlgfLCt.

CHZ o= SHHE 7| XIZ22 E0FELIC)

root@mcctb:~/signing/mcctb-rpms# gpg --show-keys --with-fingerprint
MetroCluster Tiebreaker RPM GPG.key
pub rsa3072 2022-11-17 [SCEA] [expires: 2025-11-16]

65AC 1562 E28A 1497 7BBD 7251 2855 EBO2 3E77 FAES

uid MCCTB-RPM (mcctb RPM production signing)

<mcctb-rpm@netapp.com>

a. M3 =ol: rpm --checksig NetApp-MetroCluster-Tiebreaker-Software-1.5-
1.x86 64.rpm

NetApp-MetroCluster-Tiebreaker-Software-1.5-1.x86 64.rpm: digests OK

ORRL

6. Tiebreaker AZEQ|0] MX| te= ¢ 80|=

S efelsh o2k 2X| S TIAsHof Lt

@ Tiebreaker HE 1.40| A ¢ 2{|0| =& Tt Tiebreaker HA 1.52 L 8|0| =& 4~ Q&L|CH
O|™ H{TOf| A Tiebreaker 1.522| ¥ 12{|0| == X|HE|X] t&LICt

M EXIE +dot=X| = 7|1E EX[E Y|0|=sk=X|of w2t OfzHo A ZHIE =S MEHSIHAIL.
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M XIS 28It

= Tod

a. Java®l 2L ZZE HMotn 7| ZgL|Ct.

[root@mcctb ~]# readlink -f /usr/bin/java
/usr/1lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

AMoHBtLICE, rpm —-ivh NetApp-MetroCluster-Tiebreaker-Software-1.5-

H3H BXIE Ql8ll Ci3 1t 242 £20] EAIELICH

(D MX| Sof| HIAIX|ZF EAIZH ool 2HE0] off &Etot FETL Ol AL XHE HlS-LICH
mcctbgrp 8.



Verifying...
FHAHHHEHHH A AR A H RS EHSH A [100%]
Preparing...
FHAFHHEHFH A A AR EHAE [100%]
Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-
Soft###H#H#HHHHH#SHFHFHHHAHAHSAHEHASE [100%]
Enter the absolute path for Java : /usr/lib/jvm/java-19-openjdk-
19.0.0.0.36-2.rolling.el8.x86 64/bin/java
Verifying if Java exists...
Found Java. Proceeding with the installation.
Enter host user account to use for the installation:
mcctbuserl
User account mcctbuserl found. Proceeding with the installation
Enter database user name:
root
Please enter database password for root
Enter password:
Sealed false
Do you wish to auto unseal vault(y/n)?y
Enter the keyl:
Enter the key2:
Enter the key3:
Success! Uploaded policy: mcctb-policy
Error enabling approle auth: Error making API request.
URL: POST http://127.0.0.1:8200/v1/sys/auth/approle
Code: 400. Errors:
* path is already in use at approle/
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Password updated successfully in the wvault.
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software
Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-software.service
— /etc/systemd/system/netapp-metrocluster-tiebreaker-
software.service.
Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software

version 1.5.
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7|1& AX gagol=

a. X|

b.

IE|= BT 2| OpenDKIt MX|E[0] Q111 SAE| = | Al Java H{EQIX| StolgtL|Ct,

[root@mcctb ~]# readlink -f /usr/bin/java
/usr/lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

Tiebreaker 1.52 1 12{|0| =6}2{™ OpenJDK HF 17, 18 EE= 195 A X|8H{0f BFL|C}.

=E MH|AT} SQIE|X| @b Mall ZOIX| hQIStLICH vault status

—

[root@mcctb ~]# vault status

Key Value

Seal Type shamir
Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:467Z
Storage Type file

Cluster Name vault
Cluster ID <cluster id>
HA Enabled false

C. Tiebreaker AL E|HE ¢ 12j|0|=EtL|Ct.

M

[root@mcctb ~]# rpm -Uvh NetApp-MetroCluster-Tiebreaker-Software-

1.5-1.x86_64.rpm

fbcle]
o

2l 40| =5 floh LSt 22 0| EAIELICE



Verifying...
FHAHHHEHHH A AR A H RS EHSH A [100%]
Preparing...
FHAFHHEHFH A A AR EHAE [100%]
Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-
Soft###H###HHHHHSHFHFHHRAHEHSHHEHEE [ 50%]

Enter the absolute path for Java : /usr/lib/jvm/java-19-openjdk-
19.0.0.0.36-2.rolling.el8.x86 64/bin/java
Verifying if Java exists...
Found Java. Proceeding with the installation.
Enter host user account to use for the installation:
mcctbuserl
User account mcctbuserl found. Proceeding with the installation
Sealed false
Do you wish to auto unseal vault(y/n)?y
Enter the keyl:
Enter the key2:
Enter the key3:
Success! Uploaded policy: mcctb-policy
Error enabling approle auth: Error making API request.
URL: POST http://127.0.0.1:8200/v1/sys/auth/approle
Code: 400. Errors:
* path is already in use at approle/
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Enter database user name : root
Please enter database password for root
Enter password:
Password updated successfully in the database.
Password updated successfully in the vault.
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software
Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software to
version 1.5.
Cleaning up / removing...
2 :NetApp-MetroCluster-Tiebreaker-
Soft###H#H#HHHHHSHFHFHHRAHEHSEHEHASE [100%]
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HZE MySQL root IIAEE AHSHH Tiebreaker 2L EQ0l= 83HOZ MX|EUSS
@ LIEFLHX| 2t "Access denied" HIA|X|E EAIZLICE O] 2XHIE SHZESHA™ "rpm -e" BHS

AtE25t0] Tiebreaker 2ZE9|0E ®| 743t CHS SHIE MySQL root 2SS AHE5H0]

AT EQO{S CHA| EX|3H{OF L T}

7. Tiebreaker SAEO|AM 2t L= 22| LIF G 28{AEH 22| LIF7HX| SSH HZ S 20| MetroCluster A I E$J|0{0f|
3lo|s

CH3t Tiebreaker HAS =HQIBtL|CE,

o g=

"NetApp X|&"
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