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# sanlun lun show all
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controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde host15 FCP
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# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
‘—+- policy='service-time 0' prio=50 status=active
|- 3:0:7:9 sdco 69:192 active ready running
|- 3:0:8:9 sddi 71:0 active ready running
|- 14:0:8:9 sdjg 65:320 active ready running
- 14:0:7:9 sdiw 8:256 active ready running
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# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
| |- 3:0:3:0 sdd 8:48 active ready running
| |- 3:0:4:0 sdx 65:112 active ready running
"—+- policy='service-time 0' prio=10 status=enabled
|- 14:0:2:0 sdfk 130:96 active ready running
= 14:0:5:0 sdgz 132:240 active ready running
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# systemctl enable multipathd
# systemctl start multipathd
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multipath.conf. <Devld>E N|2|g C|HO|A S| WWID EXE 2 CHA|RL|C.

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]%*
devnode "“hd[a-z]"

devnode ""cciss.*"

CtZ oflofl M= ClHto|A 2] WWIDE 2fIst1 dliE CIHIO|AS U0 =7HEFLICt multipath. conf.
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/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833
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2. £ =72 Ct wwiD Of|A S2E|AER /etc/multipath.conf:

blacklist {
wwid 360030057024d0730239134810c0cb833
devnode " (ram|raw|loop|fd|md|dm-|sr|scd]|st) [0-9]*"
devnode "“hd[a-z]"

WA

devnode cciss.*"
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Fast_10_FAIL_TMO 5

o "2 pg_init_retries 50"
Flush_on_last_del.(OFX[2F AFR| A| Z2{A| "oq|"
hardware_handlerS ME{StL|C} "0
no_path_retry S MEHSIL|C} CHo |
path_checkerS MEHEHL|C} "tur”
path_grouping_policy "group_by prio(Z2E Z|E/&Al)"
ZZ MEY "MH|A A|ZHO"
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defaults {
path checker readsector(
no _path retry fail

}

devices {

device {
vendor "NETAPP "
product "LUN.*"
no_path retry queue
path checker tur
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"rpm -ivh NetApp_linux_unified _host_utilities-7-1.x86_64"
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# sanlun lun show all

Ol &:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl  /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT
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# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
‘—+- policy='service-time 0' prio=50 status=active
|- 3:0:7:9 sdco 69:192 active ready running
|- 3:0:8:9 sddi 71:0 active ready running
|- 14:0:8:9 sdjg 65:320 active ready running
= 14:0:7:9 sdiw 8:256 active ready running
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# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='1l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
| |- 3:0:3:0 sdd 8:48 active ready running
| |- 3:0:4:0 sdx 65:112 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 14:0:2:0 sdfk 130:96 active ready running
- 14:0:5:0 sdgz 132:240 active ready running
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‘multipath.conf CtE dE H2S A|&stHH mo| Qojof giLct. o] melo| gl= 32
HHZ AESIH oHIOIE Bl OIYZ BH= £ “touch /etc/multipath.conf’ U&ELICE.
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‘multipath.conf IS MZ US W O THS A0 CHF 2 MH|AE 2dsistn
AlZfotop & 4= UAFLICE.

# systemctl enable multipathd
# systemctl start multipathd

CHS Z2E HE(oHK] o= FRI7F AL 7|22 S [MZQASt= 7|ZE 2F0| gle 32, Tl X2 &Y =7t

= 1
U7t multipath.conf SISLICL OO CHS EE 71610 # K| b= CIHIO|AE Qg = JSLICE
multipath.conf. <Devld>E N|2|g C|HO|A L] WWID XS 2 CHA|RILIC.

blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""“cciss.*"

CHS Olloi M= ClHtO| A9l WWIDE 2HQl5t 1 ol C|HIO|A S mpUO| FIHLICt multipath. conf.
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1. WWID &9l:

/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

sda 22| AE0| F7te 22 SCS| C|AF LTt

2. £ =78 Ct wwiD OflA SE|AER /etc/multipath.conf:

blacklist {
wwid 360030057024d0730239134810c0cb833
devnode " (ram|raw|loop|fd|md|dm-|sr|scd]|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"
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Che EOIME multipathd ONTAP LUNOI CheH S il ot W 32 Wl FLCH SAET}CIE
23| LUNO| 5[0 211 0[2{3t 07} 1+ 3 S{Lt2hE HMO|5|™ multipath.cont ONTAP LUNO
S#6| M 25| 10| 0|% stanzasOAl S 047 #14-2 +Hsf0f BLICE, JX| 20 ONTAP LUNO| ol &ci=
& ehx| 92 4 ABLICH 0l2{3t 7| EZ2 Netapp W/ OS ZUHIS AErsto] Qeke 213 ofsHe oot
hxiolet 4 UBLICH

OH7H = M
detect_prio(AFH ZtX]) o

DEV_Loss_TMO =F-TTL

Zof E4 =

Fast 1I0_FAIL TMO 5

oy "2 pg_init_retries 50"
Flush_on_last_del.(OFX[2F AFR| A| Z2{A| "o
hardware_handlerS ME{StL|C} "0

no_path_retry S MEHSIL|C} CHo |
path_checkerS MEHEHL|C} "tur”
path_grouping_policy "group_by prio(2& 7|&/2Al)"
A2 MEl "MH|A A|ZEO"
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OH7H gy

polling_intervalL|C} 5

o2 "ONTAP"
HE LUN. *
Retain_attached_hw_handler & & Z3sIMA|R o
RR_WEIGHT ngof
AHEX_XISHH 0| ofL|&

S YA S

off

CH2 ol®o M= ™2l El 7| 2ats +E5t= Y
S 8E|X| §= path_checker?t no_path_retry |
HAHL = gle 2 ol2{et 0 HE I1||:|f0|

Ho ELICt 0] EL 'multitpath.conf' IHel2 ONTAP LUNZ}
S ™olgtL|Ct. a*EOH OF%l HZAEl CIE SAN AE2|X| I20]|
EiXE7 = ONTAP LUNO|| CHol EE3| 8T 4 AUSLICE

I> E“ mlo

defaults {
path checker readsector0
no path retry fail

}

devices {

device {
vendor "NETAPP "
product "LUN.*"
no path retry queue
path checker tur

EC RN

SUSE Linux Enterprise Server 15 SP52t ONTAP 2!2|A0f Chsll 2247l 2x|= ei&LCt.

ONTAPZS} &1l SUSE Linux Enterprise Server 15 SP4S A2%tL|Ct

ONTAP SAN SAE 1M MHZ AL23510{ ONTAPE CHA 2 Z SUSE Linux Enterprise
Server 15 SP4E 1T 4= Q&LILCT.

Linux Unified Host UtilitiesS A X|&HL|C}

NetApp Linux £8f SAE QEIZ|E| AT EQ|0] I{F|X|= "NetApp Support AtO|E"32H|E 4! 64H|E .rpm IO A
FZELICH 240 Herst g R2E 22 B AIBSI0] BRH IAS Nethpp A5 S84 =LA =

"ehoIgtL|Ct,

NetApp2 Linux 88 2 AE |ECIEIS XY AS X5 2FYSIX|T E4= OtELICE O] REE|E|= Linu IAE
2 S HEOHA °**|—|Ef. FEE|EIE AHSoHH 22| E M5t 1 NetApp 12 X[ O #|At] 718 HEE +8E +

(=]


https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome

#H Linux Unified Host Utilities7t 2X|=|0] = 2 A4 HE Q= 20| =5 LE ®H et = ChS ThHA|o) et
A HHE 2X|sH{0F LT}

1. O A 32H|E = 64H|E Linux Unified Host Utilities 2T E|0] I{7|X| S CRZE=HL|CH "NetApp Support
AO|E" SAEO.

2. 2T EQ|0] I§F|X|E HXISL|CE

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"

@ O] 2M0i| MSE 78 2ES ALE3I0 off HEE 22 E S20|AEE 78E 4 AUSLIL "Cloud
Volumes ONTAP" 3! "ONTAP-& Amazon FSx".

SAN £3!

o

EZXSIMA R

O £2I2 NetApp Host Utilities 17| X|E 2X|& O XAt 2 AX[ELICL 0] 7|E= LUNZE HBAS 2t2|5t=
T20| = "anlun' REZIE|E B ELICE ‘anlun' BHE2 2 AE0| OHZE LUN, CHS 22 3L O[L|A|00|E 282
ddot= O 2Rt 2o et Y2 E ghetetict.

o

CtS Al M= 'show’2H= "anlun lun show' @S AF2SH0] LUN M EE dtetgtL|Ct,

# sanlun lun show all

Oof|®| &£3:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb host1l6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd  hostlé  FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

(7]

AN 2¢

ne

2ot A


https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html

SAN REZS A3t = 32 T30l 2l8h X[ E[0{0F BfLICt & AHEE o= ASLIL "NetApp = 2EH IHEEIA

o= T

E" A2 &92! 0S, HBA, HBA =90 & HBA £E! BIOS, ONTAP HZE0| X[ E|=X| &tQlgtL|Ct,
CHA|

1. SAN £E! LUNS S AE| DjZEtL|Ct,
2. 02| AZE A8

fot
[>
[m
Mo
08
>t
=
N
n=
0%
%P
oM

Z0M o2 B2E AT 5= ASLICH

3. SAN 2E&! LUNO| DHZ E|= ZE0f| CHsll M BIOSHIA SAN REIS M™stL|C},

s 32

SUSE Linux Enterprise Server 15 SP42| A2 '/etc/multipath.conf' Tt 0| EXljof SHX|TH MU S XXM =2

HE WL gl

= &LICt. SUSE Linux Enterprise Server 15 SP4= ONTAP LUNS QIAl5t0 SHIZA| 2t2|st= O

—

Lot OE Moo= AU ELIC
'multipath -II' S AF25I0{ ONTAP LUNS| MM S stolgt 4= QI&LCE.
CHS MIMOflA = ASA ! H| ASA CHARO! OHE =l LUNO]| CHet CHE 22 £3 o E MSELICH

DE SAN ofg|o] M

ASA(AIl SAN Array) 782 X|HE LUNO|| CHSt 2= B2 E 2[X3tst0] 2 AEfE RX|efLICH O 2ot B
ZZE 58 /10 Y2 SAI0 Mo ZM Ms0| SAELICE

o
CHS olXdl= ONTAP LUNO]| CHet 2HIE 32 B FL|CT.

# multipath -11
3600a09803831347657244e5277663%4e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
"—+- policy='service-time 0' prio=50 status=active
|= 3380878Y sdco 69:192 active ready running
|- 3:0:8:9 sddi 71:0 active ready running
|- 14:0:8:9 sdjg 65:320 active ready running
- 14:0:7:9 sdiw 8:256 active ready running

@ Bt LUNOI= 47H o] &9| B2t HROHX| gigLIC 27} 47 o]l B2 AER[X| Holj Al H2
EH7E Ll &~ AFLICH
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https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
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https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
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https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT

H| ASA 74

HIASA 7182 22 24 £917t M2 CHE F 719l 32 OFO0| Ao{of BfLict @M =27t o =2 32= &4
A ILICE =, OH22[A[O|E7} ¢| x|t ZIEEE0] ofdH Ma|E LT @M =27t %2 F2= &Y
HEE0M MSE7| th20il X[ MSt=|X] b5 LICt X[HtE[X| 2 Z2= 2| Xst =S A E8Y + €
AMEELICE

of

CHS ofl= 5 7H2| Active/Optimized 222t & 71| Active/Non-Optimized ZZ7t Q1= ONTAP LUNO|| CH$t SHIE
£ 2 EAIRL|CE

# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
] = 3202320 sdd 8:48 active ready running
| |- 3:0:4:0 sdx 65:112 active ready running
"—+- policy='service-time 0' prio=10 status=enabled
|- 14:0:2:0 sdfk 130:96 active ready running
= 14:0:5:0 sdgz 132:240 active ready running

(D) EULUNOI= 47h olsel FRoh welAl gELIct FR7H 4N Olatel B AxalR 2o A FR
SHIL S 4

USLICE.

Ay 9%

SUSE Linux Enterprise Server 15 SP4 OS= ONTAP LUNS QIA1510{ ASA ! H| ASA 1M =0 Chslf 2E 7
Oi7H H~E SHEEA| XS H8Y = JEE ZAOAELCH OIS0t 22 % HFE A8ot0 TAE 749 452

E o =2 o oco=
HS x[&stet = ASLIC.

‘multipath.conf OtE ZZ CIES AIZSIE{H OhA0| AO0{oF PLICH. O] mUO| Bl= F2
HHE AFESI0] oHIOIE Hl mUs ¢

fjo
r_l-
fuin
1>
o
O
[
Q
o
S~
(0]
®
Q
S~
2
a
'_l
t
'_l.
el
Q
o
o
Q
©]
=
=4
0
o>
r
n

‘multipath.conf IS MZ US W OHZF TFHS AESIH OIS 2 MH|AE Edsistn
AlZfotop & 4= UAFLICE.

# systemctl enable multipathd
# systemctl start multipathd

CHS 228 HE(SHA] 8= FXIZF AL 7|22 S MHEYASH= 7|ZE 2F0| gl= 32, Tl ZX[E 2y =7t

=
BRIt multipath.conf SIELICE DU CHE FLEES F715H0] #IX| 2= CIHIO|AE (Y 4 ASL
multipath.conf. <Devld>E N|2|g C|HIO|A S| WWID XS 2 CHA|RL|C.
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blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

CHS Oflofl = ClHRO| A 2] WWIDE 2H0I5tT 3iet ClHt0| AS MH0f 27Tt nultipath. cont.
2
1. WWID 29l

/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

sda SHE|AEN F7tg 22 SCSI C|AI LT

2. & F7reL|Ct wwip 0N EME|AEZR /etc/multipath.conf:

blacklist {
wwid 360030057024d0730239134810c0cb833
devnode "* (ram|raw|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

712 4¥E FAE = A= HHA 2E2 gy I, E9| 7|22 MME0|M =HIB0F /etc/multipath.conf
'6'|'|__||:|-
[=] .

CHE EO|ME multipathd ONTAP LUNO| CHet SR 7 Haof Bt gt H0f FLIL S AETFLHE

SE M2 LUNO| HEE[0 1 of2{t 07 B & StLtete AHFO|E[H multipath.conf ONTAP LUNO|
EE9| MEE|= IYUQ| 0|= stanzasOi| M ST OH7H H=S FoloF PLICH. O™ X| 4™ ONTAP LUNO| of| &2
ZSOHA| 42 = USLICE O[24%t 7|22 NetApp H/E= OS SS UM<t AT Fots etxs| ofshe mot
Mo g =+ ASLICE

OH7H = M
detect_prio(AFH Z+X]) of
DEV_Loss_TMO S otoh"
o =+ ZA
Fast 10_FAIL_TMO 5
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OH7H H ==

|

Flush_on_last_del.(OFX[2F AP A| E2{A|
hardware_handlerS ME{StL|C}
no_path_retry & ME{BIL|C}
path_checkerES ME{BIL|C}
path_grouping_policy

A2 MEY

polling_intervalL|C}

oz

M=

Retain_attached_hw_handler £ &ZSHMA|Q
RR_WEIGHT

AMEXF_TISHH 0|F

Okl

= A

o

CHZ AR M= FolEl 7I=dtE —1‘—’“&% YHS

o

22 oLICt path checker ¥ no path
04"*°I SAEN HEEN U7 r[HTo1| oja{st
ONTAP LUNOI| CHH o|2{8t o7 M-S SHE 4

defaults {
path checker readsector0
no path retry fail
}
devices {
device {
vendor "NETAPP "
product "LUN.*"
no path retry queue
path checker tur

Aefzl 2H

=k

"2 pg_init_retries 50"
noj|

no

tH7|E

"tur
"group_by_prio(2& 7|&/2A)"
"MH|A A|ZHO"

5

"ONTAP"

LUN. *

o

nzoyn

OfL|R

i
e

Ho| FLCt 0] 2R, YLICt multipath.conf IFUL of CHSH
Ty ONTAP LUNI} 2 2t=[X| @f&L Tt CHE SAN AE2|X|7t

E MAHYE 4 gl= A0]|= ChAl ClHIO|A ABHXIZF U=
*LIEr

SUSE Linux Enterprise Server 15 SP4(ONTAP Zz2|A Zghofl= 2%l 2|7t S&LICt.
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ONTAP2} &1 SUSE Linux Enterprise Server 15 SP32 At2%tL|Ct

ONTAP SAN SAE 1M ™S ALESIH ONTAPZt ZehEl SUSE Linux Enterprise Server
15 SP32 Lo =E Y 4= UELICH.

Linux Unified Host UtilitiesS M X|gfL|C}

2elE|

2=

210 7| X|= "NetApp Support AtO|E"32H|E 2 64H|E .rpm IF0f|A]

NetApp Linux £ SAE E
<] 2R S A8l QS mMAS "NetApp Az 224 IEEZIA £

FZELICH 240 Hes T

OE
o=
of It
"efolgtL|Lt.

A
o
-

ru|o ru

NetAppS Linux 3 SAE QEI2|E|S MK S M3 ARSIX|2 WAL ogLICt 0] RUB|E|E Linux SAE
MHS HASHK| SSLICH QERIEIS AFRSIH B2 HAHSID NetApp T2 X|2 0] FHAIS] 1A HEE A7 4
U= x|t

9|

—

X Linux Unified Host Utilities7t A X|£|0] Q= B2 2|4 HHEOZ Y 02{0|=5HHLt HAet = CHS Ao 2t
M HE S MX|sHof gfL|Ct.

£

1. 0| A 32H|E EE= 64H| E Linux Unified Host Utilities 2T E|0] I{7|X| S C2ZEHL|CE "NetApp Support
MO|E" SAEDO.

2. AT EQ0] I{7|X|E HX|LCt
"rom -ivh NetApp_linux_unified _host_utilities-7-1.x86_64"
@ o] 2Moi| MBE +4 dHS ALEot0] of| HEE 22t E S20|UEE #4Y = JUELIC} "Cloud

Volumes ONTAP" ! "ONTAP-& Amazon FSx".

0| 72 NetApp Host Utilities 7| XIE AX|& 0f AtS2 2 AX|EL|Ct 0] 7|E= LUNZt HBAS #2|st= I1‘||
T20| &= "anlun' REZIEIE MBELICE 'anlun' BEE SAE| DHZE LUN, Ef ZE2 Y O[L|A[0f|o|E O &
WMSH= o HRt MEo| tiet §EE dretetL|ct

of

Ct2 of|0| M= 'show 2H= "anlun lun show' HE S AF2510] LUN HEE dtetetL|Ct,
# sanlun lun show all

ol ==:
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https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html

controller (7mode/E-Series) / device host lun

vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product

data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP

120.0g cDOT

data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP

120.0g cDOT

data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP

120.0g cDOT

data vserver /vol/vol2/lun2 /dev/sde hostl5 FCP

120.0g cDOT

N 2EIS A2t E 22 M0 9ol XIKE|0{oF BL|CH £ AFRE £ UELICH "NetApp 4% 224 fE2IA
A2 &9 0S, HBA, HBA |0 4! HBA £E! BIOS, ONTAP HZXO| X| 2| =X| SHQlstL|C},

1. SAN EE! LUNS SAE| oj@etL|ct.

2. o2 Z2E A8 £ A=X| EelgfLict.

3. SAN 2& LUNO| i E[= ZE0i| CH3ll Mt BIOSOA SAN 22 MFetL|Ct.

CHs 82

SUSE Linux Enterprise Server 15 SP32| AL '/etc/multipath.conf I} 0| ZX{HOF 8HX|2t MU S LHHO 2
HAS Q= gl&L|Ct SUSE Linux Enterprise Server 15 SP32 ONTAP LUNS QIAlstD & f§71| Z2|5t= o
TIQst = MMOZ ANMAUEIL|CT

'multipath -II' H2S AF2510{ ONTAP LUNS| A™ S gtolst 4= Q&L
CHS MMM = ASA 5! H| ASA CHAN| O =l LUNO|| CHSH CfE A2 &3 0f| E XS L|C.
D E SAN o{g|o] 4

ASA(AIl SAN Array) 7t 2 X|HE LUNO|| EH
d2E Sl /10 ZHE SAl0| XME[H2=M 4

0“_ |'0I-
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o
CHS OlFl= ONTAP LUNO| Chet SHIE £38 2 FL|C

# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
‘—+- policy='service-time 0' prio=50 status=active
|- 3:0:7:9 sdco 69:192 active ready running
|- 3:0:8:9 sddi 71:0 active ready running
|- 14:0:8:9 sdjg 65:320 active ready running
- 14:0:7:9 sdiw 8:256 active ready running

@ EH LUNOI= 47H o] &e| H27t HROHX| gigLIC 27} 47 o]l B2 AER[X| Holij Al E2

Hl ASA A

—

IE[HotLICE =, O 22| AH|O|ETL ¢ K|t HEER{0]| o8 M| ELICH M =27t 2 B2E &L

HEEC0M RMSE7| W20l X[ Hte|X| gtELICh 2 XotE|X| 42 F2= 2| Z2E MEE
AMEELCE

HIASA 7182 22 @4 &917t M2 CHE F 712l 22 OFO0| A0{of SfLICt @M =27t o 52 d2= &4
.I

10
0

o

CtS ofl= 5 7H2| Active/Optimized Z 22t 5 712] Active/Non-Optimized ZZ7t = ONTAP LUNO|| CHt 2HIE
=2 EALIC]

# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='1l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
| |- 3:0:3:0 sdd 8:48 active ready running
| |- 3:0:4:0 sdx 65:112 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 14:0:2:0 sdfk 130:96 active ready running
- 14:0:5:0 sdgz 132:240 active ready running

2 LUNO|

47 o 4o ZE7t HRSHX| &LICH HETL47H o|Mel 22 AER|X| Holj Al 22
M7t 2y by

= AL

®

Xt
(=}

Moo
et rr

e

PS
(=}

r
nx

Linux Enterprise Server 15 SP3 OS= ONTAP LUNS 214I5t0{ ASA 5! H| ASA 74 B =0f CHel| 2E 74

SUSE
i tH+E SHEA XS 2T5I== Aot E L.

0y
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‘multipath.conf LIS ZZ HlES AlZo{E ItAO0| Ao{of gL|Ct. O HiHO| gl= B
[m]

YIS ALESI0] oHIO|IE HI mYUS T+

& & ‘touch /etc/multipath.conf’ USLICH.

-_

—

‘multipath.conf IIYE HZ S O CIE HHES AESHO CfE EE MH|IAE EH3stn
A Zfsiof & & USLICE.

# systemctl enable multipathd
# systemctl start multipathd

CHS 228 HE(SHA] 8= FAIZF AL 7|22 S MHEYASH= 7|&E 2F0| gl= 32, Tl B2 &Y =7t

LRt multipath.conf YELICE OO LS T ES F71510] #X| gb= CIHIO[AS HLl™ = AFLIL

[ =T AMHd

multipath.conf. <Devld>E N|2|g C|HO|A S| WWID EXE 2 CHA|RL|C.

blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

CtZ oflofl M= CIHtO| A2 WWIDE 2fI5t1 dliE CIHIO|AS mU0f| =7HEFLICt multipath. conf.

CHA|
1. WWID &H9l:

/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833

sda EHE|AEN It 2Z SCSI C{A3 YLt

2. E =78 Ct wwiD Of|A S2E|AER /etc/multipath.conf:
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blacklist {

wwid 360030057024d0730239134810c0cb833
devnode "* (ram|raw|loop|fd|md|dm-|sr|scd|st) [0-9]*"

devnode "“hdl[a-z]"

devnode "“cciss.*"

72 2EE FAE = A BHA 2E2 YT
gfLCt,

£95| 7|22t MMM &l8H0F /etc/multipath.conf

ChE HOIM= multipathd ONTAP LUNO| CHet 2 047K tHaof 2ot 2t 2o FLCL S AETHTHE
SEEM S LUNO| B£E|0f L1 of2{et o7 tHa & StLtete THE2|E|H multipath. conf ONTAP LUNO]|

=
o
oz += ASLIT.

= 12 im

OH7H tH ==

detect_prio(AFH Z+X])

DEV_Loss_TMO

Zof F4

Fast IO_FAIL_TMO

I A

Flush_on_last_del.(OFX|2F AP A| E2{A|
hardware_handlerS ME{BtL|C}
no_path_retry & ME4BtL|C}
path_checkerS MEHIL|C}
path_grouping_policy

A2 Met

polling_interval & L|C}

oz

M=

Retain_attached_hw_handler £ & X38IAA|Q
RR_WEIGHT

MEXL_EISHH_0|F

Okl

= A

o

Bo| HEL|= mAQ| 0|= stanzasOl|l A s Oi7H

& $oliof LTt J™X] 22™ ONTAP LUNO| of &=
HSOHX| ob2 = USLICE 0|2{8t 7|22t2 NetApp W/EE OS 32 M|t MESto] ders 2| ofsie mhgt

"2 pg_init_retries 50"

"yl

"o

tio1E

"tur"

"group_by_prio(2E 7|Z/2A|)"
"MH|A AlZEO"

5

"ONTAP"

LUN. *

Lt AR M = TFolE 7|=atE +Ests W8S 20 FLIL} 0] 2 'multitpath.conf It 2 ONTAP LUNzZt

SHE|X| §= path_checker?t no_path_retry2|

|efLIC = AE0] Of% HZEE CHE SAN 2E2|X| Z0]|

HAHY = gl= Z2 ol2{st o7 H-E ClHIO| A ABHKEZE QL= ONTAP LUNO| CH3l SE3| =g = ASLIC
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defaults {
path checker readsector0
no path retry fail

}

devices {

device {
vendor "NETAPP "
product "LUN.*"
no path retry queue
path checker tur

EC RS

SUSE Linux Enterprise Server 15 SP3(ONTAP 2i2|A Z3hoj|= 22zl 287t g&LICt

ONTAPZ2} &4 SUSE Linux Enterprise Server 15 SP2E AF2%L|Ct

ONTAP SAN A E 714 MM Z AFESI0 SUSE Linux Enterprise Server 15 SP22}
ONTAPE EtZIo=Z A4 £ QIELIC}

Linux Unified Host Utilities=S A X|gfL|C}

£l10] THF| X[ = "NetApp Support AfO|E"32H|E 3l 64H|E .rpm IH0f| A

NetApp Linux E8f SAE REIZ|E| ATE
EE 42 E MB350 HRst IS "NetApp 2= 284 IHEEA =

HlZEL|Ct. ?**Oil Moot mds 2
"ehoIgtL|C,

NetApp2 Linux S8 SAE REZ|EIE X[ A X3 HTSIX|ot 4= ofHLICt o] REZIEI= Linux SAE
™ g HEGIK| °**L|Er QEIZ|E|S AI2SHH 22| S I M5t NetApp 22 X[ O] At 1M HEE £EE £
'RAE% X|@EtL|ct.

S1Xf Linux Unified Host Utilities7t AX|=(0] = 22 2|4 HECZ H8|0|=E5HAHLE MAHet = CHg THA|of w2t
A HHE S MAX|sHof BiL|CE.

o

1. Ol M 32H| E EE&= 64H|E Linux Unified Host Utilities 2 E9||0] I{7|X| £ C}R2ZE8HL|C} "NetApp Support
AO|E" SAEO.

2. 2T EQ0 Ij7|X|S MX|gL|Ct.

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"

@ Ol 2X0f HzE A48 dHE M85t of| HEE 2225 S20|HEE Y £ QJELICH "Cloud
Volumes ONTAP" & "ONTAPE Amazon FSx".
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SAN £7!

mjo

HESHIAR

O] £Z!2 NetApp Host Utilities I7|X| £ BX|E M XAt 2 AX[ELICt. O] 7|E= LUNZ HBAS 2t2|3h= O

L 20| &&= "anlun' REZ|EIE HIZELICE "anlun' BE2 SAEN| DHZ =l LUN, CHS ZZ2 S O[L|A|0|0|H O&

WHsts ol 2t YL chet =S HratstL|ct.

o

CtS Al M= 'show’2t= "anlun lun show' @S AF23H0] LUN M EE dtatgtL|Ct

# sanlun lun show all

o[ d| ==4:
controller (7mode/E-Series) / device host
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc  hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostlé  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde hostl5 FCP

120.0g cDOT

SAN £El

LRt 7

SAN EEIS A5l = R - 2fsH X2 =|0{0F BL|CE E AFEE 4 JELICH "NetApp 45 224
E" A2 =9I 0S, HBA, HBA H¢|[0 & HBA EE! BIOS, ONTAP HZFO0| X E|=X| &QlstL|Ct.

lun

size

mE2IA

o

=
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SUSE Linux Enterprise Server 15 SP22| A< /etc/multipath.conf It 0| ZX{sH{0f SFX| 2t f AS AHHOZ
HAY U= SLICH SUSE Linux Enterprise Server 15 SP2= ONTAP LUNS QIAlst SHIZA| #2[she o
LR RIE M™MOoZ HIMUEILICE "multipath-II" HES AF23SI0| ONTAP LUNS| MM S =0 |3.=. L|C}.

=

M &917FCHE F o] A= OF0| A0{OF L|Ch M =27t E1 =2 32:E %’é X HotiLCh =
OH2|AH|O[EZ} ?{X|et HEZ2{0] ofsh M2|ElLICt. M =27t 2 B2= & JEHOIX[2 CHE JEEEMIH
MSE7| 2ol 2| M| X] S LIC 2| MStE|X| o2 F2E 2| Mt Z2E A8 Y + gl= 3202 AHZELIT.

Lsi—- ©

of

CHS ofl= 5 7H2| Active/Optimized 222t & 7H2] Active/Non-Optimized ZZ7t Q1= ONTAP LUNO|| CH$t SHIE
E£=2 EAIRL|CE

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=enabled

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

T LUNO LR B2 B2 E ArESHX| DA, Z=Z7t 471 0| & ER3HX| S5 LTt 871 o &2 H== Qldl
AEE|X] FHOi7t LUUE W = EXIL EEY = ASLICE

SRoks

r

SUSE Linux Enterprise Server 15 SP2 OSE= ONTAP LUNS QIAI5t0] R E M 07 H4-ZE SHIZ A MH™SI==2
AotAEL|CE.

‘multipath.conf OtE ZZ CIES AIZSIE{H OHA0| AO0{oF PLICH. O] mAUO| fl= F2
m]

HHE ALESl oHIOIE Hl MUS TS £ “touch /etc/multipath.conf’ USLICE.

-_

—

‘multipath.conf OMYE MS 0 o Ct
AZfsiop & & USLICE.

ojo
L
ol
fio
el
00
ot
2
a
of¥
o
hu
Rl
L5
|>
i
s
0x
ot
ot
(]

# systemctl enable multipathd
# systemctl start multipathd

CHS 22 S HEloHA] 8= FRIZF AL 7|22 S MHPYASt= 7| 2F0| gle 32, Tl ZXIE 2E =7t

LS — —HA = HATC: ©OT,

227t multipath.conf YELICE DA LS LE2S F71610] #X| g4 CIHIO[A S HLI™ = ASLICE
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multipath.conf. <Devld>E N|2|g C|HO|A S| WWID EXE E CHA|RLICE.

blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

CtZ oflofl M= C|HtO|A 2] WWIDE 215t 1 dliE CIHIO|AS mU0f| :7HEFLICt multipath. conf.
£

1. WWID 2tol:

/1lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0chb833

sda 22| AE0| =7te 22 SCS| C|AF LTt

2. £ FItetL|Chwwip 0[N EE|AERZ /etc/multipath.conf:

blacklist {
wwid 360030057024d0730239134810c0cb833
devnode " (ram|raw|loop|fd|md|dm-|sr|scd]|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

7|2 282 RAE = A HAHA 2E2 S T, E9] 7|22k MM0f| A &HI8HO0F /etc/multipath.conf
sHL|C}
=] .

CHS EO|AM= multipathd ONTAP LUNO|| CHot £ Oi7H Haef ot 2f2 B0 ELICH SAETHCIE
S=8H Sl LUNO| M&E[0] U1 0|24t 047 = & Sttt Y Q2™ nultipath.conf ONTAP LUNO|
EHs| MEE|= M2 0|F stanzasOllA sHE 047 HE £H6{oF BfL|CE O X| kO™ ONTAP LUNO| Of| ACH =
ZESIK| S 4 USLICE 0[2{3t 7|27 NetApp H/E= OS 2 S YUM|QL AMEHSo] HEkS 24X 8| 0|8l et mat
3

H&olg 4~ ASLICH

OH7H = ME
detect_prio(AFH ZtX|) o
DEV_Loss TMO "ot
Hojj =3 A
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OH7H i
Fast_|O_FAIL_TMO
I|

Flush_on_last_del.(OFX|2F AMR| A|

hardware_handlerS ME{EIL|C}

no_path_retry & MEHSIL|C}
path_checkerS ME{BIL|C}

path_grouping_policy

243

5

"2 pg_init_retries 50"
SAl "of|"

o

tio1E

"tur"

dAE 7I1EEA)"

"group_by_prio(

ZE MEd "AMH[A AIZEO"
polling_intervalL|C} S

oz "ONTAP"
= LUN. *
Retain_attached_hw_handler & XA o
RR_WEIGHT -
AHEX_XISHH 0| ofL|2

S= A S

o

El'o 0=I|X'||0{|A-|'— IHI‘|0|EI 7|E?I-O Ax-{ol_l_
S| X| 9= path_checker®t no_path_retry
A =+ ele B ol=2{%t ofH

defaults {
path checker
no path retry
}
devices {
device {
vendor
product
no _path retry
path checker

2T X

SUSE Linux Enterprise Server 15 SP2(ONTAP g} 22|

26

HE B0 ELICE 0| 22 'mult|tpath conf I+YES ONTAP LUNZ}
I w2 ™olghL|ct. z*EOH OF&| ﬁ’e"i._l CtE SAN AEZ|X| {20
HFE Iiltlfol ABHXEZL Q= ONTAP LUNO| CHoll EEHS| =8 £ AUESLICH
readsector(
fail
"NETAPP "
"LUN.*"
queue
tur

A0 Ch2a 22 e 2871 AS LI,



NetApp H1 X5 Mo
ID

"1308744)Z  SUSE Linux Enterprise Server 15s P2 OS HM™ |p 2H 2 Z SUSE Linux Enterprise
xSt A HX|IE 223 = SANOA iISCSI £&0| X IP Server 15 SP2 0OS A%|E 223t & iSCS|

THo=Z BEIE|X| &Lt sanboted LUNS REISHX| 23 &L|C}H RE
A= 0F P S A% ojofct 2 EL|CE

O|2 2lo M7t LhS 2F HIA|X|2F ehH £&
T2 MAE ALSH|E HESHA &L

dracut-cmdline[241]: warning:
Empty autoconf values default
to dhcp

dracut: FATAL: FATAL: For
argument ip=eth4:static,
setting client-ip does not
make sense for dhcp

dracut: Refusing to continue

reboot: System halted

ONTAPZS} &1 SUSE Linux Enterprise Server 15 SP12 At2%tL|Ct

ONTAP SAN S AE M MM 3 AM235H{ ONTAPZF A X|El SUSE Linux Enterprise Server
15 SP12 o= 4e = JUSLICL

Linux Unified Host UtilitiesS A X|gfL|Ct

NetApp Linux £ A E9I0] I§7|X|= "NetApp Support AtO|E"32H|E 8l 64H|E .rpm Lt 0| A
HSELICH -0 Mot MUS RE= 2R E AFESI0 HR$t IIUS "NetApp 4= 284 IEZA &
"2HOIgtL|LCE,

NetApp2 Linux S8 2 AE REE(EIE A" AS X5 AToIX|2 E4= OtELICE O] REE|E|E Linux S AEQ]
HES HEGHK| fELICH RER|EIS AISSHH 22| S THMStL NetApp 1224 XY O] Atel 714 HEE 8 &

UE= KBH|ct.

94X Linux Unified Host Utilities7t A X|E|0] Q= B 2|4 HEOZ Y T2{0|=E5HALE MAHst = CHS
A A H™ S HX|SHOF Lt

|'|-|
E
=
]

A

1. 0l A| 32H|E EE= 64H|E Linux Unified Host Utilities 2 E 9|0 I{7|X|E CIR2ZEZL|CtH "NetApp Support
AOIE" ZAEQ.

2. 2T ES)0] I§7|X|E EXISLCE

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"
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&LIC} "Cloud

$0

@ Ol EX0f HizE 74 dHE A8t of| HZE S22 E S2I0|HEE FHY
Volumes ONTAP" & "ONTAPE Amazon FSx".

SAN E2!

mo

EZXSIAMA 2

0| £3l2 NetApp Host Utilities TH7|X| & HX|& o A}S 22 MX|EL|CE 0] 7|E= LUNZF HBAE Zt2|ste= o

T 20| £[= "anlun’ REEZ|E|E HSYLILE ‘anlun’ B2 2 AE0| 0fHE LUN, CHS 22 2L O[LIA|OO|E| 282
Wd5t= ol 2t FHof et @EE gheteti|ct.

of

Ct2 ool M= 'show’2t= "anlun lun show' B S AF2SH0] LUN M EE gatstL|Ct,

# sanlun lun show all

Ol &:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl  /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

SAN HE

LRt A

SAN 2ES A8dt2{= 22 740l ofs X|Y=|0{of FLICH E AFS T 2 USLICH 'NetApp 4= 24 HEZA
=" M8 &2l 0S, HBA, HBA H<|0] 5! HBA £&! BIOS, ONTAP H{T0| X|{=[=X| ZHolgfL|Ct.

CHA|
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SUSE Linux Enterprise Server 15 SP12| AL /etc/multipath.conf It 0| ZHsl{0f o} X| Tt IIUS PAHXOZ
HAY Q= &LICH SUSE Linux Enterprise Server 15 SP12 ONTAP LUNS QIAlSt SHEZA| 2t2|st= o
LUQSHDE MMOoZ HIMUEL|CE

'multipath -II' HE S AF235I0{ ONTAP LUNS| MM S stolgt 4= QI&LICE

Ct2 M0 M= ASA 2 HI ASA CHE Ol DHEE LUNO|| CHet CHS 22 =3

ZE SAN Hg|o] 4

ASA(AIl SAN Array) 7+ 2 X[EE LUNO|| Cliet 2= Z2E £|X3l6t0] 2d 4EiE |XIgLICt O 2t 2=
ZEE Sl /10 EH S A0 MG =N Hs50| SFAEIL|CE

off
CHZ OflXl= ONTAP LUNO|| Chiet SHIE £35S 20 FLIC

# multipath -11

3600a0980383034466b2b4a3775474859 dm-3 NETAPP, LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
@ T LUNOII= 47} O| &2 Z27t HR3IX| E&LICH B271 47l 0|42l 2R AEE[X| Foli Al 22
ZH7H Ll &~ JAELICH
Hl ASA 714
HI ASA 742 22 U &2[7t M2 LIE F 79l 22 1F0| A0{of gLt M 22171 0 22 E2= &Y
[Z|1H St ILICt =, o 22[A|0|EZL fIX|et AEZE2{0f 28 M2|ELICh M =217t ¥2 2== g YENO|X|2H THE
AEE0|M MSE7| wh20il [ MSt=|X| b&LICH XXStE[X] 42 B2 = 2%t Z2E A2 = §l= 0T

A ELICEH

of

CtS ofl= 5 7H2| Active/Optimized 222t & 71| Active/Non-Optimized ZZ7t Q1= ONTAP LUNO|| CH$t SHIE

EHS BAIGLICHL
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# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=active
| |- 11:0:1:0 sdj 8:144 active ready running
| |- 11:0:2:0 sdr 65:16 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 11:0:0:0 sdb 8:16 active ready running
|- 12:0:0:0 sdz 65:144 active ready running

@ T LUNOlI= 47H o|&o F=27t HRSHK| §EELICH HZ271 471 0|&el 22 AEE|X| FHol Al B=
o

FAMX

o

S

rH
oA
nx

USE Linux Enterprise Server 15 SP1 OS= A E[0{ ONTAP LUNS QIAlstn 2E 4 Of7 HS-E SHIEH|
ts A& etL|ct,

AW

‘multipath.conf LIS ZZ ClES AIZSE{H IO UAo{of gL|Ct. O mUO| gl= B
u]

HHZ ALESI oHIOIE Hl MUEZ TS £ “touch /etc/multipath.conf’ USLICEH.

-

—

‘multipath.conf II¥E XMZ US mf CIZ BHE AMESIH LIS 2 MHIAE gdslstn
AlZfoiop & 4= UASLICE.

# systemctl enable multipathd
# systemctl start multipathd

Ct= d2E 2A2|5HX| Lo e = ZX| 71 UAHLE 7|22 MAEQ|S= 7| &= MAFO| Gle= 2, Itof X E =F =71

LS — L_HA = — =0 HAT: ©T,
2Rt multipath.conf UELICH THHO| LS FES F71510] #X| 8= CIHIO|AS Helg &+ ASLICH
multipath.conf. <Devld>E H|2|& C|HO|AS WWID 2XIE 2 CHA|ELC.

blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]%*
devnode "“hd[a-z]"

devnode "“cciss.*"

CtZ oflofl M= ClHto] A2 WWIDE &Qlstn aliE CIHFO|AE 0| RIFEFLIC multipath. conf.
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CHA
1. WWID &9l:

/1lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

sda 22| AE0| =7te 22 SCS| C|AF LTt

2. E FItetL|Ct wwip O[A E2|AERZ /etc/multipath.conf:

blacklist {
wwid 360030057024d0730239134810c0cb833
devnode " (ram|raw|loop|fd|md|dm-|sr|scd]|st) [0-9]*"
devnode "“hd[a-z]"

WA

devnode cciss.*"

7|2 282 RAIE = A= HAHA 2F2 S T, E9] 7|22k MM0f| M &HI8HO0F /etc/multipath.conf
sHL|C}
= .

LS HOIME= multipathd ONTAP LUNO Lot 52 o7 o TR0t 2fS B0 LG 2 AEJHLHE
SE YA LUNO| H&E|0f L of2{eh oo tHa & StLtete Y2 =M multipath. conf ONTAP LUNO]|

EHs| M8L|= IHAUQ| 0| = stanzasOi| A s 047 H4E SFsof 2L|Ch I X| 2™ ONTAP LUNO| Of| ATHE
IS SHR| g 4 QUELICE 0]2{3t 7| 222 NetApp Y/EE 0S S22 M|QF MEste] Jekg txs| ofsf{gt mlot
MEolg = AELICH

OH7H tH 4 ME

detect_prio(AFH ZX|) o

DEV_Loss_TMO "ot

o E4 =

Fast_IO_FAIL_TMO 5

I

Flush_on_last_del.(OFX[2F AFR| A| Z2{A|
hardware_handlerS ME{StL|C}
no_path_retry & ME{BIL|C}
path_checkerS MEHBIL|C}
path_grouping_policy

A= M

"2 pg_init_retries 50"

noy|

o

CholE

"tur"

"group_by_prio(2& 7|Z&/2Al)"
"MH|A AlZEO"
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OH7H gy

polling_intervalL|C} S
o2 "ONTAP"
M= LUN. *
Retain_attached_hw_handler & & ZXsHA| o
RR_WEIGHT noy
At X HBHH_0|2 o2
Sa A S
o
CHE GIRIOIM = P2zl 7| 2eE +Fot= WS 20 FLICh 0| B2 'multitpath.conf' I}U2 ONTAP LUNZ}
S8E|X| Q= path_checker®t no_path_retryQ| 22 & o|gHLCt. RAEOH Ot=| ﬁ’a"E._' CHE SAN AE2|X| TH20f
HAY 4= 8l= B2 ol2{¢et o7 H4-E CHIO|A ABHXLTL QL= ONTAP LUNO| CH3l SE3| =3g = AEL|C
defaults {
path checker readsector0
no path retry fail

devices {

device {
vendor "NETAPP "
product "LUN.*"
no_path retry qgueue
path checker tur

EC R

SUSE Linux Enterprise Server 15 SP1 ONTAP ZZ|A 0= CrEat 22 22 E 2X|7t JESLICH
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NetApp HI ID DN == Ad

"1246622)E HZESIHHAIL" AERX HYURH Y S Emulex AEZ|X| HYLH = Zof 21
LPe12002 8GB FCE Atg3t= ZEJ} Emulex LPe12002 8GB
SLES15SP10iM #& LEJL XTtE FC(Fibre Channel)E &3l
AE{ 2 MeHElL|CE, SLES15SP10{| A XITHEl MEHZ

MESELICHL AERX| LE7L £ H
AEN2 SO0t71H LIFE & 227t
HH ZE MEf7"2ERI"eZ
HA|Z|0{0F RILICH ¥ ZE AEf7t
A& "KHCtE" E= " S0 E HAIE
= ASLICE o] MEHOM= CHS =
AE2| LUNO]| CHS "ZH0H 244"
Z2E0orL| 2t s LUNO| CHet 1/0
FLHo| ZMel o~ JSLICL CHE ME
H20]| CHH remoteport2] A5
HEE ol = JUGLIC-—-
cat/sys/class/fc_host/host *
/device/rport *

[fc_remote ports/rport * /port_name
cat/sys/class/fc_host/device/rport *
/fc_remote_ports/rport *
/port_state--

ONTAPZS} & SUSE Linux Enterprise Server 155 AI2gfL|Ct

ONTAP SAN SAE M H™ 3 ALE510{ ONTAPE A S Z SUSE Linux Enterprise
Server 158 714 4 JUSLICEH

Linux Unified Host UtilitiesS M X|gfL|C}

E
HMSELCh 80 HMelel s B2= F2 £ AFE0t0] ERet IS "NetApp = 28E IESHA =
vstolstL|C}
e R = | .

NetApp2 Linux S8 2 AE |REC|EIE X AS X5 ATOIX|2 E4= OtELICE O] REE|E|= Linux 22
H2E S HESH g5LItt. REEEIE ALESIEH 22| S JH415t 12 NetApp 1274 X|E O] ?AS] 3+ HEE =8
U=F X ARLICH

Eo
A
o

& Linux Unified Host Utilities7t @X|=|0 Q= 2 A4 HEHO 2 H2|0| =571t ®IH et = ChS T et
A4 HHE AX|sHOF L.

|

1. 0| A 32H|E Et= 64H|E Linux Unified Host Utilities 2T E9|0] I{7|X|E CH2ZE=EHL|CH "NetApp Support
AMO|E" SAEOQ.

2. 2T EQ0 I{7|X| S HX|gfL|Ct.

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"

&LICt "Cloud

£0

@ O EX0f Hl3= M8 dHZ A8t of| HZ = S2tRE S20|AEE FHY
Volumes ONTAP" B! "ONTAPE Amazon FSx".
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https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://mysupport.netapp.com/site/products/all/details/hostutilities/downloads-tab/download/61343/7.1/downloads
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html

SAN £7!

mjo

HESHIAR

O] £Z!2 NetApp Host Utilities I7|X| £ BX|E M XAt 2 AX[ELICt. O] 7|E= LUNZ HBAS 2t2|3h= O

£ 20| &= "anlun' RE2|EIE HISELICE "anlun' BE2
MMsHE O 2t M2 st EE ghatph|C),

of

CH2 0|0l A= 'show’2H= "anlun lun show' HHE A26I0] LUN HEES

# sanlun lun show all

Olx| ==

controller (7mode/E-Series) /
vserver (cDOT/FlashRay) lun-pathname
Product

device

filename

—

ukstetLICh

—

host
adapter

SAEO oiEE LUN, LS 2 9 O[LIA[00]E OF

protocol

o
=

lun

size

data vserver /vol/voll/lunl
120.0g cDOT
data vserver /vol/voll/lunl
120.0g cDOT
data vserver /vol/vol2/lun2
120.0g cDOT
data vserver /vol/vol2/1lun?2

120.0g cDOT

SAN £El

LRt 7

SAN EEIZ A5l = R 40| 2fsH K| =|0{0fF SL|CE E AFEE 4 JSLICH "NetApp A% 22
E" A2 =9I 0S, HBA, HBA H2l[0 2 HBA ! BIOS, ONTAP HZ 0| X|
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/dev/sdb

/dev/sdc

/dev/sdd

/dev/sde

el

—_

hostl6

hostl5

hostl6

hostl5

FCP

FCP

FCP

FCP

|=X| hlgtL|Ct.

M
()
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https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=84067;&solution=1&isHWU&src=IMT
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SUSE Linux Enterprise Server 152 Z< /etc/multipath.conf It 0| Q0{0F SIX| 2t MU S AHHOZ HAL

Q= AELICH SUSE Linux Enterprise Server 15= ONTAP LUNS QlAlst SHIZEA| 2fst= o 2Rt 2
Mho2 AU,
'multipath -II' S AL25I06{ ONTAP LUNS| ™S tolgt 4= QI&LICE.
CHS MIMOj A= ASA I H| ASA CHAN| DHZLEI LUNOY CH3! CHS 22 22 02 RIS ELCt
ZE SAN ofzf|o| 74
ASA(AII SAN Array) 742 X|IHE LUNO| ChHet 2= Z25 2| Xtste] &4 HEiE RXAILICE O A 2&

Z2E St 110 HHUS S0 ME|g2M 450| g Lct
o
CHZ Oldl= ONTAP LUNO| CHet SHIE £38 2o FLCL

# multipath -11

3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode

size=20G features='4 queue if no path pg init retries 50

retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='round-robin 0' prio=50 status=active

| |- 1:0:8:1 sdb 8:16 active ready running

| "= 2:0:8:1 sdd 8:48 active ready running

"—+- policy='round-robin 0' prio=10 status=enabled

|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
@ T LUNOlI= 47} o| &2 A=27t HRSHX| EELICH B2t 471 0| &l 22 AEE|X| Hol Al 3=
ZH7H Zle & JASLICH

H| ASA 714
HI ASA 742 22 *M =217t M2 THE F 79| E2 1F0| A0{oF HLICH M =27t O E2 d=2&= &4
IE|HSHULICE &, OH 2| A|O| E7t 2| X[ St ?jEEEMI oIl M| EL|ct M =217t 2 2= g AEjo[X|2t CHE
HEEZ|M HSE7| th20] £ HSt=|X] & LICH X[HtE[X| b2 B2 X3} ﬁia AEE £ gl= BTt

AEE ULt
of

CHS o= & 7H9| Active/Optimized ZZ2 & 7H2| Active/Non-Optimized ZZ7t Q1= ONTAP LUNO]| CH3F SHIE
=g FAIYLICL
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# multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw
| -+- policy='service-time 0' prio=50 status=enabled
| |- 11:0:1:0 sdj 8:144 active ready running
| |- 11:0:2:0 sdr 65:16 active ready running
‘—+- policy='service-time 0' prio=10 status=enabled
|- 11:0:0:0 sdb 8:16 active ready running
|- 12:0:0:0 sdz 65:144 active ready running

@ T LUNOlI= 47H o|&o F=27t HRSHK| §EELICH HZ271 471 0|&el 22 AEE|X| FHol Al B=

SUSE Linux Enterprise Server 15 OS= AT |0 ONTAP LUNS QIAlst0o] 2 E 1M 07 H4-E SHIEA
HEYLICE multipath.conf LIS ZE 22 AZSHHH oo U0{of fLICt. o] mo| gl 22
HHS AMESH oHIO|E Bl MYUS DS =+ “touch /etc/multipath.conf UELICH

‘multipath.conf IS XMZ US W OF TBHES AESIH LIS 2 MH|AE Edsista
AlZfoop & 4= UAFLICE.

chkconfig multipathd on
/etc/init.d/multipathd start

CHS Z2E HEISHK] o= FXIZF AL 7|22 S MZQStE 7|ZE 2F0| gle 32 THof 2T olR A

Fore ’1'87rmu1tlpath conf UELICE #X| @f= CIHIO|AE N5tz H mHYol| CHS =22
multipath.conf F7t5l0 <Devid>E H|2[g C|H}O|A 2| WWID(Worldwide Identifier) 2XtE 2 CHA|RHLICE

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

Lt olofl M= ClBto[AS] WWIDE &215t0 multipath.conf Tt FIbetL|Ct

CHA|
1. WWID &tol:
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/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833E HESHYA|IL

_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
+

=HZ|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | FZ | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your “/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf”™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev loss tmo | "infinity"

| failback | immediate

| fast io fail tmo | 5

| features | "2 pg init retries 50"
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flush on last del | "yes"
hardware handler | "0O"
no path retry | queue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’ and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

7|22} {PATH_CHECKER readsector0 no_path_retry fail}

K| {device{vendor "NetApp" M= "lun.

38
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no_path_retry queue path_checker tur}}



== Known issues

The SUSE Linux Enterprise Server 15 with ONTAP release has the following
known issues:

[
I
| NetApp Bug ID
| Title

| Description

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1154309[1154309"] | SLES 15 host with more
than 20 mapped LUNs might go into maintenance mode after a reboot | SLES
15 host with more than 20 mapped LUNs might go into maintenance mode after
a reboot. The maintenance mode becomes single user mode following the
message:

"Give root password for maintenance (or press Control-D to continue)

// 2024 SEP 2, ONTAPDOC-2345

SUSE Linux Enterprise Server 12

ONTAPZS} &1 SUSE Linux Enterprise Server 12 SP5S A2%tL|Ct

ONTAP SAN SAE 1M MAS AL25I0{ ONTAPE CHAO 2 SUSE Linux Enterprise
Server 12 SP5E 1M 4= U &LICE.

Linux Unified Host Utilities=S M X|gfL|C}
NetApp Linux £t SAE REIZ|E| AT

HZELICH F ol Hefst s B2
"gheletL|Ct.

E9o] {7 |X|= "NetApp Support AtO|E"32H|E 3 64H|E .rpm I 0f| A
42 E AH85I0] Hast IS "NetApp A= 28 HEEA =

NetAppS Linux S8 SAE QEI2|EIS A2 XS HT HBK|Sr WAL ofLICE 0] RL2IEIE Linux SAES
MES AR SALICL SEU2|EIS ALBSHE BEIS JHMSED NetApp 12 K@l 0 FAlS 714 HEE 27 4
QIE= X|HELIH

Xl Linux Unified Host Utilities7t AX| £ = 2 2L HHEOE A 0|ESHAHLE M|AHSt = CFS THAI| w2t
A A H™EZ AKX|S{OF Lt
CHA|

1. 0l A 32H|E = 64H|E Linux Unified Host Utilities 2ZE Q0] I{7|X|E C}2ZE8L|Ct "NetApp Support
ALO|E" SAEO.

2. 2T EQ0 Ij7|X|S HX|gfL|Ct.
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"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"

&LIC} "Cloud

$0

@ O EX0f HIzE M8 dHE A8t of| HZ = S2tRE S20|HEE FHEY
Volumes ONTAP" B! "ONTAPE Amazon FSx".

SAN =32/

o

AR SIAAIR

0| £3l2 NetApp Host Utilities TH7|X| & A X|& o AtS 22 MX|EL|CE 0] 7|[E= LUNZ} HBAE Zt2|ste= O
E20| &= 'anlun' SEZ|EIE HZELICE 'anlun' HH2 SAEO| OHEEl LUN, CtS ZZ2 9l O|L|A|M|O|E] O182
MMSHE O] ZRst MEo| st M2 E ghatetL|Ct

o

CHE 0|0l A= 'show’2t= "anlun lun show' BE S AFE3I0{ LUN FEE BhatefL|Ct.

# sanlun lun show all

Ol &3:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde hostl5 FCP

120.0g cDOT

=
SAN REIS A3t = 2 T80l 2l X[ =[0{0F BLICt & ArEE o= JASLIC "NetApp &= 2E4H IHEEIA
AtE &2l 0S, HBA, HBA |0 2! HBA £ & BIOS, ONTAP HZAO| X[ =[=X| ZtelgtL|Ct.

1. SAN EE!l LUNS SAE| oj&etL|ct.

2. o2 Z2E A8 £ A=X| EelgfLict.

o

@ SAE 2 HX|7 AsEl S AZ0|M ol ARE AFRE £ UBLICH
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3. SAN £ LUNO| o= ZE0|| Cisl At BIOSOIA SAN 228 HFgfL(Ct

LS 22

SUSE Linux Enterprise Server 12 SP52| AL /etc/multipath.conf It 0| QL0{0F StX|2t ItAS LHHOZ HAE
Q= AELICEH SUSE Linux Enterprise Server 12 SP5= ONTAP LUNS QlAlst T SHIZH| 2t2|ste o] 2 st
DE MFYO= AMUEL|CE

'multipath -II' HE S AF235I0{ ONTAP LUNS| MM S =tolgt 4= QI&LICE.
CHS MIMOfl A= ASA % H| ASA CHAMOf| DHEEl LUNO|| i3 CFES 2 &3 ol E MSLch.
D E SAN ofzf|o] 714

ASA(AIl SAN Array) 7142 X[HEl LUNO|| et 2= A2 E £|Xalsoto] 2d MEHE XIgLICt O A 2E
ZAE2E Sl 110 XS SAl0| M2[Ho=2N Hs0| SAELICE

o
CHS OlFl= ONTAP LUNO| Chet SHIE £38 2 FL|C

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ Tt LUNO|I= 47H o|&o F27t HRSHK| §EELICH HZ271 471 0|l 22 AE2|X| FHol Al B=

EH7E LAY = AFLICH

H| ASA 74

HIASA 71829 22 24 =917t M2 CHE F 719l 32 OFO0| A0{oF BfLict @M =27t o =2 32= &4

/A HtALICE =, O 2| A0 ET} ¢ K| B ?iEEEMI ofsh K| LIt @M =217t L:':*S B2= g4 YE{Oo[X|2 LHE
HEE UM MSE7| ol 2 Mt K] SELICH 2| Mt x| o2 F2E £ Hst Z2E AFEE + gl= 0Tt
AMEEULICE

of

LIS ofl= S 7H2| Active/Optimized 222 & 7H2| Active/Non-Optimized ZZ7t = ONTAP LUNO|| CH$t SHIE
32 EAIRL(CE



#multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='1l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ T LUNOlI= 47H o|&o F=27t HRSHK| §EELICH HZ271 471 0|&el 22 AEE|X| FHol Al B=

SUSE Linux Enterprise Server 12 SP5 OS= ALY E|0{ ONTAP LUNZ QIAISH B E 1M 7 HSE %HrEHI
Xts BHELCH multipath.conf 'OFE ZE H2E AZSH{H Do Qojof gL|Ct. o] mo| gl=
2% HHES AMESIo oHIOIE Bl mMYE PHE = “touch /etc/multipath.conf USLICH

‘multipath.conf IS XMZ US W OF TBHES AESIH LIS 2 MH|AE Edsista
AlZfoop & 4= UAFLICE.

chkconfig multipathd on
/etc/init.d/multipathd start

CHS Z2E HEISHK] o= FXIZF AL 7|22 S MZQStE 7|ZE 2F0| gle 32 THof 2T olR A

Fore ’1'87rmu1tlpath conf UELICE #X| @f= CIHIO|AE N5tz H mHYol| CHS =22
multipath.conf F7t5l0 <Devid>E H|2[g C|H}O|A 2| WWID(Worldwide Identifier) 2XtE 2 CHA|RHLICE

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

Lt olofl M= ClBto[AS] WWIDE &215t0 multipath.conf Tt FIbetL|Ct

CHA|
1. WWID &tol:
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/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833E HESHYA|IL

_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
+

=HZ|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | FZ | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your “/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf”™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev loss tmo | "infinity"

| failback | immediate

| fast io fail tmo | 5

| features | "2 pg init retries 50"
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flush on last del | "yes"
hardware handler | "0O"
no path retry | queue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’ and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

7|22t {path_checker readsector0 no_path_retry fail} C|HFO| A {device{vendor "NetApp" XIZ "lun. *
"no_path_retry queue path_checker tur}}

44



== Known issues

The SUSE Linux Enterprise Server 12 SP5 with ONTAP release has the
following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1284293[1284293"] | Kernel disruption occurs
on SLES12 SP5 with QLogic QLE2562 8GB FC HBA during storage failover
operations | Kernel disruption occurs during storage failover operations
on the SLES12 SP5 kernel with a QLogic QLE2562 Fibre Channel (FC) host bus
adapter (HBA). The kernel disruption causes SLES12 SP5 to reboot, leading
to application disruption. If the kdump mechanism is enabled, the kernel
disruption generates a vmcore file located in the /var/crash/ directory.
Check the vmcore file to determine the cause of the disruption. A storage
failover with a QLogic QLE2562 HBA event affects the "THREAD INFO:
ffff8aedf723c2c0" module. Locate this event in the vmcore file by finding
the following string: " [THREAD INFO: ffff8aedf723c2cO]"
After the kernel disruption, reboot the host 0OS to enable it to recover.

Then restart the applications.

// 2024 SEP 2, ONTAPDOC-2345

ONTAPZS} &1 SUSE Linux Enterprise Server 12 SP4E A2%tL|Ct
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Server 12 SP4E 7t 8e &~ JUSL|CY.

Linux Unified Host UtilitiesS A X|gfL|Ct
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1. 0j| A 32H|E = 64H|E Linux Unified Host Utilities

AOIE" TAEDQ.

2. 2T EQ0 Ij7|X|S MX|gL|Ct.

ATEQ0 I{7|X|E L2=

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"

®

SAN £ EESIHMAIR

N
o

0| £212 NetApp Host Utilities TH7|X| S A%t o XHEO
20| £|& 'anlun' KE2|E|E NM|Z2EtLICE 'anlun
Mo cist HEE tststL|C}.

ddot= o 2R

o

CHE OloiM = 'show'2t=

# sanlun lun show all

ol ==:

O| M0 MIZE 4 dEE AFE5Io] of| HZE 22t
Volumes ONTAP" & "ONTAPE Amazon FSx".

controller (7mode/E-Series) /

vserver (cDOT/FlashRay)
Product

lun-pathname

‘oo

[= ey

'anlun lun show' @& 2 AI25t0{ LUN MEE

device

filename

2 MX|ELICL o] 7|IEE
SAEQ OfZEl LUN, CHS

host
adapter

C2fLICt "NetApp Support

protocol

E 220[AHES Fde = AFLICH "Cloud

LUNZt HBAE 2t2|5t= o
= A OLIAOfO|H 2 &S

lun

size

data vserver /vol/voll/lunl
120.0g cDOT
data vserver /vol/voll/lunl
120.0g cDOT
data vserver /vol/vol2/lun2
120.0g cDOT
data vserver /vol/vol2/1lun?2
120.0g cDOT

SAN 2E

L3t 2

SA

E" A2 59/ 0S, HBA, HBA H9|0f &l HBA &

CHA|

1. SAN 2E! LUNZ SAEO ojZgtL|ct,
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hostl6
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hostl6
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SUSE Linux Enterprise Server 12 SP42| AL /etc/multipath.conf It 0| ZXHs{0f o}X| Tt IIUS PHXOZ
HALT LR = UELICH SUSE Linux Enterprise Server 12 SP4= ONTAP LUNS QIAI5t SHIEA| #t2|st= o

Lot OE Moo= AnUELICH

'multipath -II' S AF235I0{ ONTAP LUNS| MM S tolgt 4= QI&LICE

CHS MMOoflA = ASA 3! H| ASA CHARO!| DR =l LUNO]| CHet CHE 22 £3 o E MSLICH
2= SAN ofzf|o] 74

ASA(AIl SAN Array) 742 X[HE LUNO|| et 2E B2 E £ Motsto] g4 AEiE |SXIRLICEL O Aa BE
d2E Sl 110 U2 S0 Mgz 4&50] 2
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CHS OllXl= ONTAP LUNO] CHet SHIE &=

I
o
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2
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-
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# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

2 LUNO|

474 O|&tol F27t HROIX| G5LIC B2t 47l 0| &l 2 AEE|X| FoH A =
M7t 2y b

4 gL,

©
Ho o

met rr

Hl ASA 74

HIASA 7192 22 24 =917t M2 CHE F 719l 2= OF0| A0{0F gL|ct @M =2|7t o

T T
XML =, o2 AH|O|E7} fIX[et HAEZE20] 2ol M2|E LIt @4 =917t %2 =2

— o
HEEE0M RSE7| W20 X[ Hte|X| gfSLICh 2 XX 42 2= 2K Z2E MEE = U
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of

LIS ofl= S 71| Active/Optimized 222 & 7H2| Active/Non-Optimized ZZ7t = ONTAP LUNO|| CH$t SHIE
=S FA|EHL|CE

#multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ TH LUNOI= 47H o] &el H27t HROHX| giELIC B27} 47 o]l B2 AER[X| Holj Al E2

SUSE Linux Enterprise Server 12 SP4 OS= AT E|0{ ONTAP LUNS QAN 2 E 714 D7 HL-E SHIEH|
s A™EYLIC multipath.conf LIS dE OI22 A|&SH2{H mo| Qojof LT, 0| mUo| gi=
2 FHZS AESHH oHIOIE Hl mAZ THS £ “touch /etc/multipath.conf USLICH

‘multipath.conf IS MZ US W OHZF TFHE AESIH OIS 2 MH|AE Edsistn
AlZfotop & 4= UAFLICE.

chkconfig multipathd on
/etc/init.d/multipathd start

CtE 225 22|5HK| gtodi{= HX[7F QAL 7|22 MBLst= 7| & HF0| gl 22 T 2T offF A
F7te 2RIt multipath.conf SI&LICH }X| @t= C|HIO|AE H|Q[St2{H mYof CHE 222
multipath.conf £7t5t0 <Devid>E M|/ C|HFO|A S| WWID(Worldwide Identifier) £XtE 2 CHA|[EFL|Ct.

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

CtS Olloil M= ClHIO| A2l WWIDE 218t multipath.conf IHEO| F=7tetL|Ct
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CHA
1. WWID &9l:

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433f5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833E HESHYA|R

_.|_

"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID ™ to the blacklist stanza in “~/etc/multipath.conf :
[source,cli]
+

=H2[AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | X | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your “/etc/multipath.conf® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd®™ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in

consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter
Setting

[cols=2*,options="header"]
| =
|
|
| detect prio | yes

|

dev_loss tmo | "infinity"
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failback | immediate

fast io fail tmo | 5

features | "2 pg init retries 50"
flush on last del | "yes"
hardware handler | "0O"

no _path retry | queue
path checker | "tur"
path grouping policy | "group by prio"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

|

|

|

|

|

|

|

|

| path selector | "service-time 0"
|

|

|

|

|

|

| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’' and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

7|22} {path_checker readsector0 no_path_retry fail} C|HIO|A {device{vendor "NetApp" M|E "lun. *
"no_path_retry queue path_checker tur}}

== Known issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP4 with
ONTAP release.

ONTAPZ2} &7 SUSE Linux Enterprise Server 12 SP32 At2%tL|Ct
ONTAP SAN AE M H™HZ AM25I0{ ONTAPZF 8=l SUSE Linux Enterprise Server
12 SP3E e = e = /USL|CH

Linux Unified Host Utilities=S A X|SHL|C}
NetApp Linux E2f SAE REZ[E| AT EQ0 I{7|X|= "NetApp Support AFO|E"32H|E 5l 64H|E rpm T 0f| A
X5Hs

RIZEILICH TA0| HErs TS B2E FL 2 ALBSI0] WS IS NetApp 4= 284 HEZA £
"sholgtLCt,
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#1% Linux Unified Host Utilities7} A1E10{ QU 2 £|41 {EO =R ] 180|=81ALt M 743t = Che Shlof utat
%41 HH 2 MX[8Ho EhLCh,

THA|

1. 0l M 32H|E = 64H|E Linux Unified Host Utilities 2T E$|0{ I§7|X|E CHR 2 EBIL|CH "NetApp Support
APO|E" SAEO.

2. AT EQ0] {7 |X|E EX[ELICH

"rom -ivh NetApp_linux_unified _host_utilities-7-1.x86_64"

&LIC} "Cloud

$0

@ Ol EXof HizE M dHE A8 of| HZ = S2tR2E S2I0|HEE 2 HEY
Volumes ONTAP" & "ONTAPE Amazon FSx".

0| £3l2 NetApp Host Utilities TH7|X| & HX|E o A}S 22 MX|EL|CE 0] 7|E= LUNZ} HBAE Zt2|sthe= O

T 20| £[= "anlun' REEZ|E|E MS LI} ‘anlun’ BE2 AE| 0fHE LUN, CHS 22 2 O[LIA|MOIE| 282
ddot= O 2o o et = E gheteti|ct

o

CH2 Al M= 'show’2t= "anlun lun show' B S AF2SH0] LUN M EE gatetL|Ct,

# sanlun lun show all

ol =:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl  /dev/sdb  hostl6é  FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT
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3. SAN £E! LUNO| o= ZE0|| CHal At BIOSOIIA SAN 222 HFgiLICt

s 32

SUSE Linux Enterprise Server 12 SP32| Z < /etc/multipath.conf It 0| QO{0F SIX|TH MU S FHHOZ H
LU= HELICH SUSE Linux Enterprise Server 12 SP32 ONTAP LUNS QlAlst T SHIZA| 2t2[sh= o
DE HdFo= AOAEL|CH

'multipath -II' HE S AF235I0{ ONTAP LUNS| MM S tolgt 4= QI&LICE.
CHS MIMOflA = ASA 3! H| ASA CHARO! OHE =l LUNO]| CHet CHE 22 £3 o E MSELICH

DE SAN ofg|o] £

E2IA

— ==

Pkl
o

=
Iﬂ'ﬂ-

ASA(AIl SAN Array) 782 X|HE LUNO|| CH3t 2= A2 E 2[X3lst0] 2 MEfE RX|eLICH O B &
ZZE S8 110 Y S SAI0 Mo ZM Ms50| SFAELICE

o
CHS olXdl= ONTAP LUNO]| CHet 2HIE EHE Ho{EL|CT.

=

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
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(D T LUNOI= 47} O| &2 B27t HR3HX| SELICH B271 47l 0| ¢2l HR AEE[X| Foi Al B2
= [=13
e =

Mot 2de = ASLIC
H| ASA 74
HIASA T1d29| B2 24 =27t M2 CHE & 719l 32 OFO0| J0{of BfLICt @M =27t o =2 F2= &4
IE[HSHIL|CE =, O§ 22| AH[O|ET} ¢|X| et ?_*EEEMI ofsl ME|ELICt. @M =27t 2 d== & YEfO|X|T CHE
AEE20M MSE7] th20i [ Mot=| K] b5 LICt 2[HtE[X| §i2 B=2E X} ﬁEE AMEY = Gl= FR00T

AE L.

o

LIS ofl= S 71| Active/Optimized 222 & 71| Active/Non-Optimized ZZ7t = ONTAP LUNO|| CHt S2HIE
=S FALICL

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handler' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

47} 0| 40| Z27 BRBHR| SSLICH Z2I}4H 0|42l FP AE2IX| Fof Al F2
+ &Ltk

@ CHY LUNOII=
A7t EdE

X
o

r
ozl
iz

T ==
ts A™ELICE multipath.conf OIS 32 E1|E2 A|ZSH™ mdo| Qlojof LT, O mUo| gi=
2 HHZ A5 oHIO|E 8l mMUS IS £ “touch /etc/multipath.conf JUELICE

SUSE Linux Enterprise Server 12 SP3 OS&= ZIIUE|0{ ONTAP LUNZ QAlstD BE 4 D7 HEE gﬂfeﬂl
X

oY

‘multipath.conf IS MZ US W OHZF TFHE AESIH LIS 2 MH|AE Edsistn
AlZfotop & 4= UAFLICE.

chkconfig multipathd on
/etc/init.d/multipathd start

C15 Z2S BelotR| 0rts BRI UL 7|22HS WEOIsHs 7|E HFo| gt 9 T BT R

Ls—

- =0 HATCZ ©T 1 d
=t E'97|‘multlpath conf UELICE K| @f= ClHIO|AE H|Qot2{H THof LS =2

multipath.conf F7t6l0] <Devld>E H|2|& C|HFO|A L] WWID(Worldwide Identifier) EXtE 2 CHA[ELICE
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blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

Lt oflofl A= ClHto| A2 WWIDE 218t multipath.conf IO F74etL|Ct.

£
1. wwID &l

/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833E & ESHYA|IL

_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
+

=HZ|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | FZ | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0OS vendor, or both, and only when the impact
is fully understood.
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Parameter

Setting

detect prio | yes

dev loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5

features | "2 pg init retries 50"

flush on last del | "yes"

no path retry | queue

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
|
| hardware handler | "O"
|
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and

‘no _path retry' that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

ITn

7|23t {path_checker readsector0 no_path_retry fail} C|HFO|A {device{vendor "NetApp" HM|E "lun. *
"no_path_retry queue path_checker tur}}

== Known issues

The SUSE Linux Enterprise Server 15 SP3 with ONTAP release has the
following known issues:

[cols=3*,options="header"]
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| NetApp Bug ID

| Title

| Description

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089555[1089555"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPel6002 16GB FC during storage
failover operation | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPel6(002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli ringtxcmpl put+51” and is logged in the wvmcore file

- exception RIP: lpfc sli ringtxcmpl put+51.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089561[1089561"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPe32002 32GB FC during storage
failover operations | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPe32002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli free hbg+76” and is logged in the vmcore file

— exception RIP: lpfc sli free hbg+76.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117248[1117248"] | Kernel disruption observed
on SLES12SP3 with QLogic QLE2562 8GB FC during storage failover operations
| During storage failover operations on the Slesl2sp3 kernel (kernel-
default-4.4.82-6.3.1) with QLogic QLE2562 HBA, the kernel disruption was
observed due to a panic in the kernel. The kernel panic leads to a reboot
of the operating system, causing an application disruption. The kernel
panic generates the vmcore file under the /var/crash/ directory if kdump
is configured. Upon the kernel panic, the vmcore file can be used to
understand the cause of the failure.



Example:

In this case, the panic was observed in the “blk finish request+289”
module.

It is logged in the vmcore file with the following string:
"exception RIP: blk finish request+289"

After the kernel disruption, you can recover the operating system by
rebooting the Host OS. You can restart the application as required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117261[1117261"] | Kernel disruption observed
on SLES12SP3 with Qlogic QLE2662 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.82-6.3.1) with Qlogic QLE2662 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption generates a vmcore file
under /var/crash/ directory if kdump is configured. The vmcore file can be
used to understand the cause of the failure.

Example:

In this case the Kernel disruption was observed in the module "unknown or
invalid address" and is logged in vmcore file with the following string -

exception RIP: unknown or invalid address.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117274[1117274"] | Kernel disruption observed
on SLES12SP3 with Emulex LPel6002 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.87-3.1) with Emulex LPel6002 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption

generates a vmcore file under the /var/crash/ directory if kdump is
configured. The vmcore file can be used to understand the cause

of the failure.

Example:

In this case kernel disruption was observed in the module

“raw spin lock irgsave+30” and is logged in the vmcore file with the
following string:

- exception RIP: raw spin lock irgsave+30.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as

required.
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ONTAPZS} &1l SUSE Linux Enterprise Server 12 SP2E At2%tL|Ct

ONTAP SAN SAE 1M M™ S AL2310{ SUSE Linux Enterprise Server 12 SP22}
ONTAPS EfZICE 8% 4= AFLICY.

Linux Unified Host Utilities=S M X|&fL|C}

NetApp Linux £E8f SAE QEIZ|E| AT EQ|0] If7|X|= "NetApp Support AtO|E"32H|E 3! 64H|E rpm IFA0H| A
HSELICH M0 Mot MUS RE= 2R E AFESI0 HRtt IIUS "NetApp 4= 224 IEZA &
"StOIgtL|CE,

NetApp2 Linux S8 2 AE |REZ|EIE XY AS X5 ATSHX|T E4= OtELICE O] REE|E|E= Linux 22
H2E S HESH| p5LILt. REEEIE AFESIEH 22| S JH415t 12 NetApp 1274 X|& O] ?AS] T+ HEE ¥

Eo
A
TH=Z T
UA=Z XL

& Linux Unified Host Utilities7t @X|=|0 Q= 2 A4 HEO 2 H2|0| =351 ®IH et = ChE ThHA|of et
A4 HHE AX|sHOF LT
T

1. 0l A 32H|E EE£= 64H|E Linux Unified Host Utilities 2ZE9|0 I{7|X|S CIR2ZE8HL|Ct "NetApp Support
AMOIE" SAEY.

2. 2T EQ0 I{7|X| S HX|gfLICt.

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"

i

@ O EM0ll MSE 74 BHS ALE3HY o HEE S2RE S20|UEE Fde 4 AFLIL "Cloud

Volumes ONTAP" B! "ONTAPE Amazon FSx".

tApp Host Utilities IN7|X| &€ HX|& wf A}S2 2 HX[EL|Ct 0] 7|E= LUNZI HBAE #2[sth= G
| El= 'anlun' SE2|E|Z H2EL|C} 'anlun' HE S SAEO| DjZEl LUN, C}S Z2 49l O|L|A|0|0|E] 2128
b= Ol 23t Mo et HEE 2tabkghi|ct,

2

CHE 0|0l A= 'show’2t= "anlun lun show' BE S AFE3I0{ LUN FEE BhatetL|Ct.

# sanlun lun show all

old| £=:
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controller (7mode/E-Series) / device host

lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde hostl5 FCP

120.0g cDOT

N 2EIS A2t E 22 M0 9ol XIKE|0{oF BL|CH £ AFRE £ UELICH "NetApp 4% 224 fE2IA
A2 &9 0S, HBA, HBA |0 4! HBA £E! BIOS, ONTAP HZXO| X| 2| =X| SHQlstL|C},

1. SAN EE! LUNS SAE| oj@etL|ct.

2. o2 Z2E A8 £ A=X| EelgfLict.

3. SAN 2& LUNO| i E[= ZE0i| CH3ll Mt BIOSOA SAN 22 MFetL|Ct.

CHs 82

SUSE Linux Enterprise Server 12 SP22| A2 /etc/multipath.conf It 0| ZX{sHjof otX|ot ItAUS K MO =

HAS Q= &L SUSE Linux Enterprise Server 12 SP2= ONTAP LUNS QIAlSt SHIZ2 | 2t2|8t= o
ZIQst D= MMOZ ANMAUEIL|CT

'multipath -I' H2S AF2510{ ONTAP LUNS| A™ S gtolgh 4= Q&L
ChS MMM = ASA 5! H| ASA CHAN| O =l LUNO|| CHeH CFS A2 &3 0f| E XL Ct.
D= SAN o{g|o] 4

ASA(AIl SAN Array) 7t42 X|EE LUNO|| EH
d2E Sl /10 ZHE SAl0| ML= 4

0“_ |'0|-
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o
CHS Of|Xl= ONTAP LUNO| CHt 2HIE £3H2 E{EL|CL.

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

(D T LUNO= 47} O|&te] B27t HRSHX| SELICH B271 47l 0| ¢2l HR AEE[X| Foi Al 22
EH7E LAY &~ ASLICH

H| ASA 74

HIASA T1d29| B2 24 =217t M2 CHE & 719l 32 OF0| J0{of BfL(Ct @M =27t o =2 F=2= &4
IE[HtULICE =, O 2| A 0| ET} ¢ K| B ?_*EEEMI ofeh M2|ELICt. @M &217t 2 2=2= & JEfOIX|2 THE
HEES0M RSE7| W20 X[ Hte|X| t&LICH XXX 342 2= 2|Xet Z2E MEY = fl= 00T

AHE L.

o

LIS ofl= S 71| Active/Optimized 222 & 71| Active/Non-Optimized ZZ7t = ONTAP LUNO|| CH$t SHIE
=S FAELICL

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

"—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

2 LUNO|

474 Ol ¢o| B27t HROHA| BELICE B2t 47} 0|&el B AEE[X| Fof A| B2
S by

4+ &Ltk

®

-?__III' M

o =20

Mo rn
et rir

SUSE Linux Enterprise Server 12 SP2 OS&= ZIIYE|0{ ONTAP LUNS QA6 B E 24 07 HK-E SHIEH|
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s 2EYLICE multipath.conf LS F=Z HlES AEStHH mto| QLofop gujct. o] mo| gl=
22 TPS AESI0] oHIOIE 8l mAS s

£ ‘touch /etc/multipath.conf JUSLICE

‘multipath.conf OUE M 0HE I CIS HHZ AMESI0 CIE EE AMH[A
AlEfSfoF & £ /USLICEH,

g gysioln
2

chkconfig multipathd on
/etc/init.d/multipathd start

CtE 225 225X gtedi= &7t QAL 7[2aE [- 5= 7
Foret JI'.EU}multlpath conf SIELICH X[ @f= ClHIO|A

LS T

|E 20| gl= 8¢ THol| 2F otf A
AE HestH ool O =S
multipath.conf F7}5t0 <Devld>E H|2|g C|HIO|A S| WWID(Worldwide Identifier) &XtE = CHAI LT}
blacklist {

wwid <DevId>

devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""“cciss.*"

CtS Ofloil M= C|HtO| A2l WWIDE 21510 multipath.conf IO F=7tetL|Ct

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433f5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833E HESHYA|IR

_.|_
"sda’ is the local SCSI disk that you want to add to the blacklist

Add the "WWID® to the blacklist stanza in "~ /etc/multipath.conf :
[source,cli]

+

Saia| AE (WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | 2I | FD | MD | dm - | SR
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| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

62

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev_loss tmo | "infinity"

failback | immediate

fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"

hardware handler | "O"

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
| flush on last del | "yes"
|
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker® and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be



removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

7|22k {path_checker readsector0 detect_prio no} ZX| {device{vendor "NetApp" M= "lun. * "path_checker tur
detect_prio yes}

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP2 with
ONTAP release.

ONTAPS2} &4l SUSE Linux Enterprise Server 12 SP12 AF2%L|Ct

ONTAP SAN 2 E 714 MM Z AFESIH ONTAPZI AX|El SUSE Linux Enterprise Server
12 SP12 i =E 748 £ ASLICL.

Linux Unified Host Utilities=S A X|&fL|C}

NetApp Linux £E¢ SAE QEIZIE| AT EQ0] I{7|X|= "NetApp Support AIO|E"32H|E 5l 64H|E rpm IF0f| A
XS ELICE —_rl“oil Molot UsS RE= 2R E AFE5I0] LRt IMYUS "NetApp 4% 224 IEZIA =

"ehoIgtL|Ct,

NetApp2 Linux 3 SAE QEIZ|E|S M2 242 M3 RSP Wi ofelLIC 0] SYRIE|S Linux SAE
MEg WASK| SALICH SERIE|S ALRS 7 X2 0] FA| 1N HES AT 4
Az = x|t

9|

rﬂ
e
u
i
=
|'>-
of
k-
=z
@
>
S
'c

BI%l Linux Unified Host Utilities7} AX|=[0] e 22 2|4 HHEOZE HT2|0|=5HALE M = CH THA|Of| 2t
A HHES dX|8HOoF 2L(CE.

o

1. 0| M 32H|E EE= 64H|E Linux Unified Host Utilities 2 X E|0] I§7|X|E CH2ZE2HL|CH "NetApp Support
AO|E" SAEOQ.

2. 2T EQ0 Ij7|X|S MX|gLICt.

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"

@ o 2Mofl MISE 78 2F= AMEdI0 of AZE 22t E 22H0[UEE 78E + UASLIT "Cloud
Volumes ONTAP" 2! "ONTAP-& Amazon FSx".

O] £2I2 NetApp Host Utilities 17| X|S 2X|g O Xt 2 AX[ELICL 0] 7|E= LUNZt HBAS 22|5t= O
T20| &= "anlun' REE2[EIE MSELICL 'anlun' B2 2 AE0]| 0 E LUN, 5 22 3 O[L|A[0|0|E 282
ddots o 2ot 2o et §EE ghetetict.

o
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CtS M= 'show’2H= "anlun lun show' @S AF23H0] LUN M EE dhatgtL|Ct

# sanlun lun show all

o[ d| ==4:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc  hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostlé  FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sde hostl5 FCP

120.0g cDOT

=
SAN EEIS A5l = R 40| 2fsH K| =|0{0F BL|CE E AFE T 4 UESLICH "NetApp A% 284 IHEEIA
A2 &91 0S, HBA, HBA T ¢||0f 2! HBA £ E! BIOS, ONTAP X 0| X| 25| =X| 2tolstL|C}.

1. SAN £ LUNZ SAE0| ojgLict,
2. 02| AZE A
(D =2E 28 A7t 48E = F20IM of2f Z2E AZY 4 AL

3. SAN £ LUNO| o= ZE0|| Cisl At BIOSOIA SAN £ES HFgfL(Ct

s 22

SUSE Linux Enterprise Server 12 SP12| A< /etc/multipath.conf Tt 0| ZX{sHof ot X[t IHUS PHHO =
HAY Q= U&LICH SUSE Linux Enterprise Server 12 SP12 ONTAP LUNS QIAlSt SHEZA| 2t2|st= o
oot BE d™o= HotUEL(CE

'multipath -II' HE S AF235I0{ ONTAP LUNS| MM S stolst 4= QI&LICE
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CtE MMM = ASA B! H| ASA CHAN| OHZ! 2l LUNO]| CHSt CHs B2 &3 |2 M3 .
2 E SAN ofgj|o] 3o

ASA(AIl SAN Array) 742 X[HE LUNO| et & B2 E £ Mot6to] g4 AEiE |SXAIRLICEL O Za BE
ZEE Sl 110 ZH S SAl0| KM2[HeEMN H50| SatE Lt

off
CHZ OflXl= ONTAP LUNO|| Chict SHIE £ S 20 FLIC

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

47 o| &2 F=27t HROIA| SELICH B2 40 0|42l E? AEE|X| Yol Al B2
A olAL|CH
T Mg

2 LUNO|
M7

©
Ho o

et rr

Hl ASA 4

H ASA 7 49| 22 M &7t ME CtE F 79| ZE JF0| JA0{oF FLICE M &27t 4 =
IA[HSRILICE =, O 22| AH[O| E7} ¢|X| et ’T’iEEEMI ofsti MeE|ELItt. @M =217t K2 3= €4
HEE2{0f|A X1|-'-EI7| 20 X[ Mete|X| gfSLICh X XotE|X| 42 F2= 2o Z2E MEY = O
AMEELICE

o
—_
=t

of

CHS ofl= 5 7H2| Active/Optimized 222t & 7H2| Active/Non-Optimized ZZ7t Q1= ONTAP LUNO|| CH$t SHIE
E22 EAIRL|CE

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running
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@ T LUNOI= 47} O| &2 B27t HR3HX| SELICH B271 47l 0| ¢2l HR AEE[X| Foi Al B2
= [=13
e =

SUSE Linux Enterprise Server 12 SP1 OS= ZIE|0{ ONTAP LUNS QAlstn BE £ 07 HEE %erﬂl
At A™EYLICH multipath.conf 'CHE 22 O22 A|RSt2{H mo| lofof gfL|ct. o] mo| gl=

o

42 HHZ A85I0 oHIO|E HI mMAZ THS £ “touch /etc/multipath.conf UFLICL
‘multipath.conf IIYE XNZ = M CI2 FHS MBSt OF 42 MHAE 4S5t

—
AIEfsfor & 4 gLt

chkconfig multipathd on
/etc/init.d/multipathd start

CHE Z2S Be|otn oris AT U7ILE 71222 MEOsHs 7|E M0l gl F2 T BT ol

F7ted Rt multipath.conf Y&LICH K| §f= CHIO|AE X262 Dt Ot 22
multipath.conf 750 <Devid>E H|2[g C|H}O|A LS| WWID(Worldwide Identifier) 2XtE = CHA|RHL|CH

blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"

devnode "“hd[a-z]"
devnode ""cciss.*"

CHS oflofl A= ClHFO| A2 WWIDE 218t multipath.conf IO F74etL|Ct.

CHA|
1. WWID &9l:

/1lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi _id -gud /dev/sda

360030057024d0730239134810c0cb833E EHESHYA|IR
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_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
_.|_

=HZ|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | FZ | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5
flush on last del | "yes"
hardware handler | "O"
path checker | "tur"

[
|
|
|
|
|
|
|
| features | "3 queue if no path pg init retries 50"
|
|
|
| path grouping policy | "group by prio"

| path selector | "service-time 0"

| polling interval | 5

| prio | "ontap"

| product | LUN.*

| retain attached hw handler | yes

|

rr weight | "uniform"

67



| user friendly names | no
| vendor | NETAPP
=

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
"detect prio  that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

7|22k {path_checker readsector0 detect_prio no} ZX| {device{vendor "NetApp" H|Z "lun. * "path_checker tur
detect_prio yes}

== Known issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP1 with
ONTAP release.

ONTAPSt &1 SUSE Linux Enterprise Server 125 AF2%fL|Ct

ONTAP SAN SAE 1M HH 3 ALE510{ ONTAPE LA S E SUSE Linux Enterprise
Server 128 28 £ i’iﬁ |C}.

Linux Unified Host UtilitiesS A X|&fL|C}
NetApp Linux E8 SAE REZ|E| AT EQ 0] IHF|X|= "NetApp Support AtO|E"32H|E 5! 64H|E rpm IHA0| A

IoIE
RIBELICEL 2401 Mpiet TS BEE FQ S AFBolo] WY NAS "NetApp 45 284 IIESA E
"srolBtL|ct.

|>

NetApp2 Linux S @ AE REZ(E|E X2 A= H= ?_J’é*ﬁfxl':.'_* = E Of"' LICt. o] REEIEl= Linux § 9
b

H2E S HESH 5Lt REEEIE AL &
‘RAEE K|t

94X Linux Unified Host Utilities7t AX|£|0] = B 2|4 HEOZ ¥ T2|0|=5HAHLtE HAHst = CHS EHA|0f 2t
A A H™ S HX|5H{OF Lt

A

1. 0jl A 32H|E EE= 64H|E Linux Unified Host Utilities 2 E 9|0 I{7|X|E CtR2ZEZL|CtH "NetApp Support
AOIE" ZTAEQ.

2. 2T EQ0 I§7|X|E EXISLCE

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"
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@ Ol EX0f HizE 74 dHE A8t of| HZE S22 E S2I0|HEE FHY
Volumes ONTAP" & "ONTAPE Amazon FSx".

SAN E2!

mo

EZXSIAMA 2

0| £3l2 NetApp Host Utilities TH7|X| & HX|& o A}S 22 MX|EL|CE 0] 7|E= LUNZF HBAE Zt2|ste= o

—_

T 20| &= 'anlun' REZIEIE M ELICE ‘anlun' BHE2 SAE| OHZE LUN, CHE 22 3L O[L|A|00|E 282

dests ol 2t Yo chet =S gratati|ct.

of

Ct2 ool M= 'show’2t= "anlun lun show' B S AF2SH0] LUN M EE gatstL|Ct,

# sanlun lun show all

Ol &:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl  /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

SAN HE

LRt A

SAN 2ES A8dt2{= 22 740l ofs X|Y=|0{of FLICH E AFS T 2 USLICH 'NetApp 4= 24 HEZA
=" M8 &2l 0S, HBA, HBA H<|0] 5! HBA £&! BIOS, ONTAP H{T0| X|{=[=X| ZHolgfL|Ct.

CHA|
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s 32
SUSE Linux Enterprise Server 122] Z<2 /etc/multipath.conf I} 0| ZX{HOF SHX|2F A S PHHOZ HAE
Q= ELICH SUSE Linux Enterprise Server 12= ONTAP LUNZ Q1Alst 1 SHIZA| **l“-lOf O 2est ZE
M¥oR HuUgLC
'multipath -II' HE S AF235I0{ ONTAP LUNS| MM S =tolst 4= QI&LICE
CHS MM0j| A= ASA 3! H| ASA CHAOf| DHZ El LUNOI| CH3t CHS 22 &3 o|E M3gct
D= SAN ofzf|o] 74
ASA(AIl SAN Array) 7+ 2 X[EE LUNO|| Ciet 2= Z2E £|X3l6t0] 2 4EiE |XIgLICt O 2t 25
F2E S5l 110 ZUS S0 Mgzl 450| SatEL .
o
CHS Ollkl= ONTAP LUNO| CHet SHIE £H2 Ho{FL|Ct
# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
@ T LUNOII= 47} O| &2 Z27t HR3IX| E&LICH B271 47l 0|42l 2R AEE[X| Foli Al 22
ZH7H Ll &~ JAELICH
Hl ASA 74
HI ASA 782 2 fM =217t M2 TtE F 7lie] 22 1F0| A0{oF LIt M &27t O E2 == &Y
XML} =, O 2|AH|O|EZ} X[t ?_*EEEMI olsl Me|gLct M =917t 2 2= g HEjo[X|2 CHE
AEE0|M MSE7| wh20il [ MSt=|X| b&LICH XXStE[X] 42 B2 = 2%t Z2E A2 = §l= 0T

A ELICEH
o

CtS ofl= 5 7H2| Active/Optimized 222t & 71| Active/Non-Optimized ZZ7t Q1= ONTAP LUNO|| CH$t SHIE
x2S gASHL|C}.

70



# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ T LUNOlI= 47H o|&o F=27t HRSHK| §EELICH HZ271 471 0|&el 22 AEE|X| FHol Al B=
o

SUSE Linux Enterprise Server 12 OS= ZII2E|0{ ONTAP LUNS QA5 B E 1M oj7ff H4EE SHIZH|

—_T =2

HAHSLICE multipath.conf CFE dE 22 A&SH{H OtA0| 9;10'|O|: gLICt. o] mYo| gl= ER
HHZ A5t oHIOIE Hl MYUZ THE =+ “touch /etc/multipath.conf UELICL

‘multipath.conf IS XMZ US W OF TBHES AESIH LIS 2 MH|AE Edsista
AlZfoop & 4= UAFLICE.

chkconfig multipathd on
/etc/init.d/multipathd start

CHS Z2E HEISHK] o= FXIZF AL 7|22 S MZQStE 7|ZE 2F0| gle 32 THof 2T olR A

L HAZ= — =0 HAT ©T

=t E'R7fmultlpath conf YELICt K| §h= ClHIO|AZ Helot={H Tl tHE 22

[ ==

multipath.conf F7t5l0 <Devid>E H|2[g C|H}O|A 2| WWID(Worldwide Identifier) 2XtE 2 CHA|RHLICE

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

CHZ oflof| A= C|HIO| ALl WWIDE 216 multipath.conf THUO| FItEILICE

CHA|
1. WWID &tol:
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/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0ch8335 A ZSIHAIL

_I_

"sda’ is the local SCSI disk that you want to add to the blacklist.
Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :

[source,cli]
+

HE|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | X | FD | MD | dm - | SR

| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }
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Always check your “/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf”™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev loss tmo | "infinity"

| failback | immediate

| fast io fail tmo | 5

| features | "3 queue if no path pg init retries 50"



flush on last del | "yes"

hardware handler | "0O"

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

|
|
|
|
|
|
| prio | "ontap"
|
|
|
|
|
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

7|22k {path_checker readsector0 detect_prio no} & X| {device{vendor "NetApp" H|Z "lun. * "path_checker tur

detect_prio yes}
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== Known issues

The SUSE Linux Enterprise Server 12 with ONTAP release has the following
known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=873555[873555"] | scsi dh alua module is not
loaded during multipathd startup on local boot | scsi dh alua is a Linux
ALUA device handler module. This is is not loaded during multipathd
startup on local boot. Due to this device handler will not be loaded
though ALUA is enabled on target side.
| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=863584[863584~] | The message "conflicting
device node '/dev/mapper/360xx' found" appears on the screen when you
create a DM device on SLES12 | You might observe a failure in creating a
link to DM devices under /dev/mapper dir in SLES 12 and see the messages
"conflicting device node '/dev/mapper/360xx' found".
| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=847490[847490"] | Multipath daemon shows path
failures on SLES 12 | You might observe path failures on the SLES12
multipath daemon during I/0O with storage or fabric faults.

// 2024 SEP 2, ONTAPDOC-2345
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